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Avaya Solution & Interoperability Test Lab

Application Notes for Avaya Aura® Communication
Manager 6.0.1, Avaya Aura® Session Manager 6.1 and Avaya
Aura® Session Border Controller 6.0 with Skype Connect
R2.2 using TLS as the Transport Protocol — Issue 1.0

Abstract

These Application Notes describe the steps to configure the Avaya Aura® R6 SIP reference
architecture with the Skype Connect SIP trunking service using TLS as the transport protocol.

Skype Connect allows Skype’s registered user community to contact business users through
click-to-call applications or by calling the Skype Names of business users associated with
phone extensions on Avaya Aura® without the need for TDM media gateways and the
associated maintenance costs. Skype Connect also provides a low-cost inbound and outbound
PSTN calling service with DID and Caller ID support.

Testing was conducted in the Avaya Solution and Interoperability Test Lab, utilizing a Skype
Manager account on the Skype Connect production service.
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1. Introduction

These Application Notes describe the steps to configure the Avaya Aura® R6 SIP reference
architecture with the Skype Connect SIP trunking service. Skype Connect allows Skype’s user
community to contact business users through click-to-call applications or by calling the Skype
Names of business users associated with phone extensions on Avaya Aura® without the need for
TDM media gateways and the associated maintenance costs. Skype Connect also provides a low-
cost inbound and outbound PSTN calling service with DID and Caller ID support.

The Avaya Aura® R6 SIP reference architecture consists of Avaya Aura® Communication
Manager, Avaya Aura® Session Manager, Avaya Aura® System Manager and Avaya Aura®
Session Border Controller. Avaya Aura® Communication Manager controls the Avaya H.323,
digital, and analog endpoints, normalizes the called and calling numbers for both incoming and
outgoing calls to/from Skype Connect and provides telephony features such as Call Forward,
Transfer and Call Pickup. The role of the Avaya Aura® Session Manager in the reference
architecture is to act as a Registrar for Avaya SIP endpoints, SIP Proxy for outbound/inbound
trunk calls while providing a centralized dial-plan for least-cost and time-of-day based routing.
Avaya Aura® System Manager provides a web-based interface for the provisioning and
maintenance of Avaya Aura® Session Manager while the Avaya Aura® Session Border Controller
provides topology hiding without the need for Network Address Translation (NAT), SIP header
manipulation and SIP signaling and media channel conversion services.
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1.1. Design Principles and Assumptions

The service offer described in these Application Notes is designed for business customers using
Avaya Aura® Communication Manager and Avaya Aura® Session Manager on a private protected
enterprise network who opt for routing their voice calls over the public Internet using the Skype
Connect service. It is assumed that Skype Connect is used as first choice for outbound calls and
that business customers will keep some of their existing TDM connections to the PSTN as Skype
Connect does not support calls to emergency services. It is also assumed that the Avaya Aura®
Session Border Controller acts as a peering host between the public Internet and the private
enterprise network and provides Denial-of-Service (DoS), packet filtering and topology hiding
without the need for an additional firewall or intrusion prevention system (IPS) on either the public
or private side of the Avaya Aura® Session Border Controller. Although the Avaya Aura® Session
Border Controller can be configured to provide intelligent call routing decisions, no dial-plan was
provisioned on the Avaya Aura® Session Border Controller in the sample configuration as all the
call routing and number modification logic is achieved by Avaya Aura® Communication Manager
and Avaya Aura® Session Manager. Hardware, software resilience and failover between the
various Avaya components are not covered in these Application Notes.

1.2. Interoperability Compliance Testing

The interoperability compliance testing focused on verifying inbound and outbound call flows (see
Section 3 for examples) and basic supplementary features between Avaya Aura® Session Manager,
Avaya Aura® Communication Manager, Avaya Aura® Session Border Controller and the Skype
Connect service.

The compliance testing was based on a test plan provided by TekVizion, for the functionality
required for certification as a solution supported on the Skype Connect network. The following
features were tested as part of this effort:

e SIP trunking.

e Passing of DTMF events and their recognition by navigating automated menus.

e Supplementary features such as hold, resume, conference and transfer.

1.3. Abbreviations
The abbreviations used in this document include the following:

Abbreviation Description
CLIP Calling Line Identification Presentation
CLIR Calling Line Identification Restriction
HQ Headquarters
B2BUA Back-to-back User Agent
PE Processor Ethernet
P2P Peer-to-peer
AOR Address of record
DNIS Dialed Number ldentification Service
TPN:Reviewed Solution & Interoperability Test Lab Application Notes 5 of 88
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1.4. Known Limitations
The following limitations are noted for the reference configuration described in these Application

Notes:

Skype Connect is currently U.S. only. The service will be introduced in other regions at a
later stage.

Skype Connect does not support calls to the emergency service. Another PSTN trunk must
be provisioned in Avaya Aura® Communication Manager to route calls to the emergency
service.

Porting of existing PSTN numbers (DIDs) to Skype Connect is not supported.

Access to a broadband internet connection is required.

Maximum of 300 simultaneous calls per SIP Profile. A company may have multiple SIP
Profiles.

SIP over TLS is currently supported by Skype Connect R2.2

Call processing tones are locally generated by Avaya Aura® Communication Manager.
Premium-rated numbers (1900, 1976) are blocked.

This solution does not currently support outbound SIP calls to Skype names.

DNS A and SRV records are supported for Skype Connect R2.2

The SIP REFER request is not supported for call redirection/transfer.

SIP 3xx Redirect Responses are not supported.

SRTP is supported in Skype Connect R2.2 and was tested successfully on the SIP trunk
towards the SBC public interface.

IP TOS or DiffServ QoS markings are neither set nor honored; therefore Skype Connect
cannot guarantee the end-to-end voice quality. Service Level Agreements (SLAS) are not
available.

Maximum 99 Online Numbers per SIP Profile. Sequential number block (DID) purchases
will be introduced at a later stage.

G.711A/mu-law, G.729 (Annex A and B) codecs are supported.

For outbound calls (local, national and international) via Skype Connect the E.164 or
International numbering format (00 + <country code>) must be used.

For inbound calls Skype Connect delivers the called/calling number in the format <country
code><national number>.

T.38 fax is not supported.

RTCP and RTCP XR are not handled by Skype Connect.

Skype Connect calls are limited to 4 hours.

High Availability with two physically separate Avaya Aura® Session Border Controllers is
not supported in R6.0.

Skype Connect is not guaranteed to work with credit card machines, franking (stamping)
machines and alarm systems or other services which use a regular phone line with a modem
connection.

No RTP was received from Skype when calling an international number (448458444777).
This issue is currently being investigated by Skype.
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1.5. Reference Configuration

Figure 1 illustrates Avaya Aura® R6 SIP reference architecture used for Interoperability testing.
The reference configuration is comprised of a sample enterprise HQ site connected via a Metro
Ethernet link to the Internet. At the edge of the test HQ site an Avaya Aura® Session Border
Controller acts as a B2BUA for SIP calls. The Avaya Aura® Session Border Controller terminates
and re-originates calls using its own IP addresses thereby hiding the IP address range (topology) of
the private network. Network security is provided by the DoS and packet filtering module of the
Avaya Aura® Session Border Controller. The Avaya Aura® Session Border Controller converts the
SIP signaling channel from TLS to TCP for inbound and vice-versa for outbound calls.
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Figure 1: Avaya Interoperability Test Lab Reference Configuration

1.6. Support

For technical support on Avaya products described in these Application Notes visit
http://support.avaya.com
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For technical support on the Skype Connect service visit http://www.skype.com/support

2. Equipment and Software Validated

The following equipment and software were used in the reference configuration.

Equipment Software Version

Avaya S8800 Server Avaya Aura® Session Manager — R6.1
Build R6.1.0.610012

Avaya S8800 Server Avaya Aura® System Manager - R6.1
Build R6.1.0.610012

Avaya S8800 Server Avaya Aura® Session Border Controller — R6.0.0.1.5
Build E36m3p4

Avaya S8800 Server Avaya Aura® Communication Manager — Evolution

Server - R016x.00.1.510.1

Avaya G430 Media Gateway | R30.10.4
Avaya 9650 H.323 Phone R3.1.1
Avaya 9650 SIP Phone R2.6.2.21

Test PC1

Microsoft Windows Vista with Avaya one-X®
Communicator (H.323) R6.0.0.20

Test PC2

Skype Client v5.3.0.111

Skype Connect

R2.2 Build 3.6.0m3p4

Table 1: Equipment and Software Used in the Reference Configuration
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3. Call Flows

To understand how inbound and outbound Skype Connect service calls are handled by Session
Border Controller, Session Manager and Communication Manager, four general call flows are
described in this section.

1. Inbound from PSTN

The first call scenario illustrated in Figure 2 is an inbound call from a PSTN phone to the Online
Number of a phone registered to Communication Manager on the enterprise network.

1. PSTN user dials the Skype Connect Online Number of the enterprise user (+12024703313).

2. The call is routed to the Skype Connect service network.

3. The Skype Connect service sends the call to the publicly routable IP address of the outside
interface of the Session Border Controller.

4. The call is delivered to the Session Border Controller using SIP over TLS.

5. The Session Border Controller performs SIP header modifications, SDP modifications,
transport protocol conversion (TLS to TCP) and routes the call to Session Manager.

6. Session Manager performs call routing based on the called number and the configured
Network Routing Policies. In the sample configuration the Online Number is associated
with the Communication Manager SIP Entity.

7. Communication Manager routes the call to a phone.

\ SKYPE CONNECT
.} . (SIP)
PSTN

PHONE skype.com

3

Av Aura™
Avaya Aura™ aya ura
. Session Border
Session Manager
Controller

Avaya Aura™
Communication
Manager

Figure 2 - Inbound PSTN to Skype Connect Call

Note: A single Session Border Controller was used in the sample configuration as High
Availability is not supported in Release 6.0.
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3.2. Outbound to PSTN

The second call scenario illustrated in Figure 3 is an outbound call with CLIP that originates from
a phone registered to Communication Manager on the enterprise network and terminates at the
PSTN phone.

1.
2.

3.

o

Avaya phone originates a call to a PSTN number.

Communication Manager converts the calling and called numbers to an E.164 format
before it routes the call to Session Manager using SIP over TCP.

Based on the called number Session Manager sends the call to Avaya Aura® Session
Border Controller.

Session Border Controller queries the public DNS server for “sip.skype.com”. The public
DNS server returns the IP address of the geographically closest Skype Connect peer in an
SRV record. The call is sent using SIP over TLS through the Internet.

The SIP INVITE arrives to the public interface of the Skype Connect peer.

The Skype Connect network compares the contents of the PAI header with the Online
Number of the caller’s SIP Profile. If the two E.164 numbers match, the Caller ID gets set
before the call breaks out to the PSTN. Otherwise the call is delivered to the PSTN with no
Caller ID or a default Caller 1D displayed for all outbound calls if one has been pre-
configured in Skype Manager.

The call is routed to the PSTN phone.

Avaya Aura™
Communication
Manager

Avaya Aura™
Session Manager

Avaya Aura™
Session Border
Controller

SKYPE CONNECT
(SIP)

- ®

PSTN
PHONE

Figure 3: Outbound Skype Connect to PSTN call with CLIP

Note: Session Border Controller caches DNS SRV records until the TTL value expires.
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3.3. Inbound from Skype Client

The third call scenario illustrated in Figure 4 is an inbound call made from a Skype client to a
phone registered to Avaya Aura® Communication Manager on the enterprise network. Note: The
call stays within the skype.com service domain and does not break out to the PSTN.

1. Skype user initiates a call by double-clicking the Skype Name of the enterprise user

associated with the SIP Profile.

2. The call is routed from the Skype P2P Network to the Skype Connect service network.

3. The Skype Connect service sends the call to the publicly routable IP address of the outside

interface of the Avaya Aura® Session Border Controller.

4. The call is delivered to the Avaya Aura® Session Border Controller using SIP over TLS.
The Avaya Aura® Session Border Controller performs SIP header modifications, SDP
modifications, transport protocol conversion (TLS to TCP) and routes the call to Avaya
Aura® Session Manager.

6. Avaya Aura® Session Manager performs call routing based on the called number and the
configured Network Routing Policies. In the sample configuration the Online Number is
associated with the Avaya Aura® Communication Manager SIP Entity.

7. Avaya Aura® Communication Manager routes the call to a phone.

1 SKYPE P2P SKYPE CONNECT
8 — NETWORK (SIP)

SKYPE
CLIENT

™
Avaya Aura™ Ava:_.ra Aura
. Session Border
Session Manager
Controller

o

Avaya Aura™
Communication
Manager

Figure 4: Inbound Skype P2P to Skype Connect call
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3.4. Outbound to Skype Client

The fourth call scenario illustrated in Figure 5 is an outbound call made from a phone registered to
Avaya Aura® Communication Manager on the enterprise network to the Online Number of a
Skype Client. Note: The call stays within the skype.com service domain and does not break out to
the PSTN.
1. Avaya phone originates a call to the Online Number of the Skype Client.
2. Avaya Aura® Communication Manager converts the calling and called numbers to an
E.164 format before it routes the call to Avaya Aura® Session Manager using SIP over
TCP.

3. Based on the called number Avaya Aura® Session Manager sends the call to Avaya Aura®
Session Border Controller.

4. Avaya Aura® Session Border Controller queries the public DNS server for
“sip.skype.com”. The public DNS server returns the IP address of the geographically
closest Skype Connect peer in an SRV record. The call is sent using SIP over TLS through
the Internet.

The SIP INVITE arrives to the public interface of the Skype Connect peer.
6. The Skype Connect network recognizes that the called number belongs to a Skype Client

(Online Number) and routes the call to the Skype P2P Network.

7. The call is delivered to the Skype Client.
Session Manager

Avaya Aura™
Session Border
Controller

o

Avaya Aura™
Communication
Manager

SKYPE CONNECT
(SIP)

SKYPE P2P
NETWORK

SKYPE
CLIENT

skype.com

Figure 5: Outbound Skype Connect to Skype P2P Client call
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4. Avaya Aura® Communication Manager

This section provides the procedures for configuring Communication Manager and includes the
following items:

e Administer System Parameters
Administer Dial Plan
Administer IP Network Parameters
Administer Signaling Group
Administer Trunk Group
Administer Automatic Route Selection
Administer Route Pattern
Administer Public Unknown Numbering
Administer Incoming Call Handling Treatment

The steps are performed from the Communication Manager System Access Terminal (SAT)
interface. These Application Notes assume that basic Communication Manager administration,
including stations, Processor Ethernet, etc, has already been performed.

4.1. Administer System Parameters

This section reviews the Communication Manager licenses and features that are required for the
reference configuration described in these Application Notes. For required licenses that are not
enabled in the steps that follow, contact an authorized Avaya account representative to obtain the
licenses. Enter the display system-parameters customer-options command. On Page 2 of the
system-parameters customer-options form, verify that the Maximum Administered SIP
Trunks number is sufficient for the number of expected SIP trunks.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES

IP PORT CAPACITIES SED
Maximum Administered H.323 Trunks: 8000

Maximum Concurrently Registered IP Stations: 18000

Maximum Administered Remote Office Trunks:

Maximum Concurrently Registered Remote Office Stations:
Maximum Concurrently Registered IP eCons:

Max Concur Registered Unauthenticated H.323 Stations:
Maximum Video Capable H.323 Stations:

Maximum Video Capable IP Softphones:

Maximum Administered SIP Trunks:

Maximum Administered Ad-hoc Video Conferencing Ports:
Maximum Number of DS1 Boards with Echo Cancellation:
Maximum TN2501 VAL Boards:

Maximum Media Gateway VAL Sources:

Maximum TN2602 Boards with 80 VolP Channels:

Maximum TN2602 Boards with 320 VolP Channels:

Maximum Number of Expanded Meet-me Conference Ports:

(®)
o
o
u
o

OISOOU’IOOOOOO

PR
NEN)
0 0
ONOOROONOOOOOONMNOC

o

(NOTE: You must logoff & login to effect the permission changes.)
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On Page 4 of the system-parameters customer-options form, verify that the IP Trunks field in

the following screenshot is set to y.

display system-parameters customer-options

Page 4 of 1

OPTIONAL FEATURES

Emergency Access to Attendant?
Enable “dadmin’ Login?

Enhanced Conferencing?

Enhanced EC5007?

Enterprise Survivable Server?
Enterprise Wide Licensing?

ESS Administration?

Extended Cvg/Fwd Admin?
External Device Alarm Admin?
Five Port Networks Max Per MCC?
Flexible Billing?

Forced Entry of Account Codes?
Global Call Classification?
Hospitality (Basic)?
Hospitality (G3V3 Enhancements)?
IP Trunks?

IP Attendant Consoles?

<Z<KZZZZZ2<Z2Z22<<=<<=<

=2

IP Stations?

ISDN Feature Plus?

ISDN/SIP Network Call Redirection?
ISDN-BRI Trunks?
I1SDN-PRI?

Survivable Processor?
Malicious Call Trace?
Media Encryption Over IP?

Mode Code for Centralized Voice Mail?

Local

Multifrequency Signaling?

Multimedia Call Handling (Basic)?
Multimedia Call Handling (Enhanced)?
Multimedia IP SIP Trunking?

1

<

Z2=Z2z=Z2=2<<z2<

Z < <<

4.2. Administer Dial Plan

Enter the change dialplan analysis command to provision the dial plan. Note the following dialed

strings administered below:

« 3-digit dial access codes (indicated with a Call Type of dac) beginning with * — Trunk
Access Codes (TACs) defined for trunk groups in this reference configuration conform to

this format.

« 4-digit extensions with a Call Type of ext beginning with the digits 30 — local extensions
for Communication Manager stations in this reference configuration conform to this

format.

o 1-digit facilities access code (indicated with a Call Type of fac) beginning with the digit 9
— access code for outbound ARS dialing.

Change dialplan analysis

Page 1of 1

DIAL PLAN ANALYSIS TABLE

Location: all Percent Full:
Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
&3 3 dac
30 4 ext
9 1 fac

2

2
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4.3. Administer IP Network Parameters

These Application Notes assume that the appropriate IP network regions and IP codec sets have
already been administered to support internal calls. For simplicity in this reference configuration,
all Communication Manager elements - stations, PE interface, G430 Media Gateway - within the
Avaya site are assigned to a single IP network region (region 1) and all internal calls use a single
IP codec set. This section describes the steps for administering an additional IP network region to
represent the Skype Connect service, and another IP codec set for external calls. Enter the change
ip-codec-set x command, where x is the number of an unused IP codec set (e.g. 2). This IP codec
set will be used for off-net calls to Skype Connect. On Page 1 of the ip-codec-set form, provision
the codecs in the order shown below.

change ip-codec-set 2 Page 1 o0f 2

IP Codec Set
Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729 n 2 20
2: G.711MU n 2 20
3: G.711A n 2 20

On Page 2 of the ip-codec-set form, set FAX Mode to off.

change ip-codec-set 2 Page 2 of 2
IP Codec Set
Allow Direct-IP Multimedia? N

Mode Redundancy
FAX off 0
Modem off 0
TDD/TTY off 0
Clear-channel n 0}
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Enter the change ip-network-region 1 command. This IP network region is used for on-net calls.

Enter avaya.com for the Authoritative

Domain parameter.

change ip-network-region 1

Page 1 of 19

IP NETWORK REGION

Region: 1
Location:
Name: Skype
MEDIA PARAMETERS
Codec Set:
UDP Port Min: 2048
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5

1

Authoritative Domain:avaya.com

Intra-region IP-IP Direct Audio: yes
Inter-region IP-1P Direct Audio: yes
IP Audio Hairpinning? N

RTCP Reporting Enabled? Y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? Y

AUDIO RESOURCE RESERVATION PARAMETERS

Enter the change ip-network-region 2 command. This IP network region will be used to represent
the SIP Trunk to Skype Connect. Enter 2 for the Codec Set parameter.

change ip-network-region 2

Page 1 of 19

IP NETWORK REGION

Region: 2
Location:
Name: Skype
MEDIA PARAMETERS
Codec Set:
UDP Port Min: 2048
UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 6
Audio 802.1p Priority: 6
Video 802.1p Priority: 5

2

Authoritative Domain:

Intra-region IP-IP Direct Audio: yes
Inter-region IP-IP Direct Audio: yes
IP Audio Hairpinning? N

RTCP Reporting Enabled? Y

RTCP MONITOR SERVER PARAMETERS
Use Default Server Parameters? Y

AUDIO RESOURCE RESERVATION PARAMETERS

On Page 4 of the form enter 2 for the Codec Set parameter for connections to destination region 1.

change ip-network-region 2 Page 4 of 19
Source Region: 2 Inter Network Region Connection Management | M
G A e
dst codec direct WAN-BW-limits Video Intervening Dyn A G a
rgn set WAN Units Total Norm Prio Shr Regions CAC R L S
1 2 y NoLimit n
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4.4. Administer Signaling Group

This section describes the steps for administering a single signaling group, shared by both
outbound and inbound calls. Enter the add signaling-group x command, where X is the number of
an unused signaling group (e.g. 100), and provision the following:

e Group Type Set to sip

e Transport Method Set to tcp

e Near-end Node Name Set to the node name of the Processor Ethernet interface

e Far-end Node Name Set to the node name of Session Manager SM100 ip address
e Near-end Listen Port Set to 5060

e Far-end Listen Port Set to 5060

e Far-end Network Region Set to IP network region 2

add signaling-group 100

SIGNALING GROUP
Group Number: 100 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n SIP Enabled LSP? n
IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM
Near-end Node Name: procr Far-end Node Name: asmr61
Near-end Listen Port: 5060 Far-end Listen Port: 5060
Far-end Network Region: 2
Far-end Domain:
Bypass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTMF over IP: rtp-payload Direct IP-1P Audio Connections? y
Session Establishment Timer(min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-1P Direct Media? n
H.323 Station Outgoing Direct Media? n Alternate Route Timer(sec): 6
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4.5. Administer Trunk Group

Enter the add trunk-group x command, where x is the number of an unused trunk group (e.g.
100). On Page 1 of the trunk-group form, provision the following:

e Group Type Set to sip

e Group Name Enter a descriptive name

e TAC Enter a trunk access code that is consistent with the dial plan
e Service Type Set to public-ntwrk

e Signaling Group Set to the number of the signaling group administered in the

previous step
e Number of Members Enter the maximum number of simultaneous calls permitted on
this trunk group

add trunk-group 100 Page 1 of 21
TRUNK GROUP
Group Number: 100 Group Type: sip CDR Reports: y
Group Name: SkypeConnect COR: 1 TNz 1 TAC: *22
Direction: both Outgoing Display? n
Dial Access? n Night Service:

Auth Code? n
Service Type: public-ntwrk
Signaling Group: 100
Number of Members: 20

On Page 3 of the Trunk Group form:
e Set Numbering Format to public

add trunk-group 100 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y
Numbering Format: public
UUl Treatment: service-provider

Replace Restricted Numbers? n
Replace Unavailable Numbers? n
Show ANSWERED BY on Display? y
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4.6. Administer Automatic Route Selection

Use the change feature-access-codes command to specify 9 as the access code for external
dialing.

change feature-access-codes Page 1o0f 9
FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listl Access Code:
Abbreviated Dialing List2 Access Code:
Abbreviated Dialing List3 Access Code:
Abbreviated Dial — Prgm Group List Access Code:
Announcement Access Code:
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code:

Auto Route Selection (ARS) — Access Code 1: 9 Access Code 2:
Automatic Callback Activation: Deactivation:

Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Status: Act: Deactivation:

Call Park Access Code:
Call Pickup Access Code:
CAS Remote Hold/Answer Hold-Unhold Access Code:
CDR Account Code Access Code:
Change COR Access Code:
Change Coverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure Open Code: Close Code:

Use the change ars analysis command to specify the called number patterns which are dialed
following the ARS access code. In the reference configuration, outbound calls are placed to
international numbers.

change ars analysis 0 Page 1 o0f 2
ARS DIGIT ANALYSIS TABLE
Location: all Percent Full: 0
Dialed Total Route Call Node ANI
String Min Max Pattern Type Num Reqd
00 10 18 100 pubu n
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4.7. Administer Route Pattern
Use the change route-pattern command to define the trunk group administered in Section 4.5.

change route-pattern 100 Page 1 of 3
Pattern Number: 68 Pattern Name:toasmr6l
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 100 0 n user

4.8. Administer Public Unknown Numbering

For Calling Line Identification Presentation (CLIP) to work on outbound calls, Skype Connect
expects to receive one of the online or landline numbers associated with the SIP Profile. The
calling number is converted to an E.164 format by the public-unknown-numbering table and is

inserted into the From and PAI headers of the outgoing INVITE request. Enter the change public-

unknown-numbering 0 command to specify the calling party numbers that are to be sent to the

PSTN through Skype Connect. In the public-unknown-numbering form, for each local extension

assigned to Avaya Aura® Communication Manager provision an entry as follows:

e ExtlLen Enter the total number of digits in the local extension range.
e Ext Code Enter enough leading digits to identify the local extension or extension
range.

e TrkGrp(s) Enter the number of the outbound trunk group to Skype Connect.

e CPN Prefix  Enter the online or Skype Connect E.164 verified landline numbers that are

associated with the SIP Profile in Skype Manager minus the “+” as this
will be added automatically by Communication Manager for calls that use
a public trunk. In Section 6.5 the Caller ID is set to +12024703313 in
Skype Manager.

e CPNLen Enter the total number of digits to be sent to Session Manager.
change public-unknown-numbering O Page 1 of
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp(s) Prefix Len

Total Administered: 2
Maximum Entries: 9999
5 3001 100 12024703313 11
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4.9. Administer Incoming Call Handling Treatment

In the reference configuration Skype Connect delivers 11 digit Online Numbers to the enterprise
network. Avaya Aura® Communication Manager converts the incoming 11 digit Online Number
to a 4 digit extension using the Incoming Call Handling Treatment table. In Section 6.4 the Online
Number is set to +12024703313 in Skype Manager but it should be noted that in the request-uri
that Skype sends, the “+” is omitted.

change inc-call-handling-trmt trunk-group 100 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/ Number  Number Del Insert

Feature Len Digits

public-ntwrk 11 12024703313 11 3001
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5. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. For further information on
Session Manager, please consult with references [1]-[3]. The procedures include the following

areas:

Log into Avaya Aura® Session Manager
Administer SIP domain

Administer Locations

Administer SIP Entities

Administer Entity Links

Administer Time Ranges

Administer Routing Policies

Administer Dial Patterns

The administration of Avaya endpoints and Communication Manager is not covered in these
Application Notes. Please consult reference [4].

5.1. Log in to Avaya Aura® Session Manager

Access the System Manager using a Web Browser and entering http://<ip-address>/SMGR, where
<ip-address> is the IP address of System Manager. Log in using appropriate credentials.

AVAYA Avaya Aura™ System Manager 6.1

Home / Log On

Log On
Recommended access to System Manager is via FQDN,
Go ta central login for Single Sign-On
If IP address access is your only option, then note that User ID:
authentication will fail in the following cases:
. ) ) Passwaord:

o First ime login with "admin" account

+ Eupired/Reset passwards
Use the "Change Password" hyperlink on this page to
thange the password manually, and then lngin [Logon] [Cancel
Also note that single sign-on between servers in the Change Passwor d
same security domain is not supported when accessing ~nanas facewerd
wia IP address.
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In the next screen under Elements column select Routing.

AVAYA

Users

Help | &bout | Change Passward | Log off admin

Avaya Aura™ System Manager 6.1

b

Administrators
Manage Administrative Users
Groups & Roles
Manage groups, roles and assign roles
to users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources
and provision users

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Wanage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence

Routing
Metwark Routing Policy

SIP AS 8.1
SIP A5 8.1

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
Wiew and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete johs
Security
Manage Security Certificates
Templates
Manage Templates for Communication

BansiomManmgsk Manager and Messaging System objects

Session Manager Element Manager

In the main panel, a short procedure for configuring Network Routing Policy is shown.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

TPN:Reviewed
SPOC 08/01/2011

4

Help | about | Change Password | Log off admin

Avaya Aura™ System Manager 6.1

*

Routing Home

Home / Elements / Routing - Introdu n to Network Routing Policy

Help ?
Introduction to Network Routing Policy
MNetwork Routing Policy consists of several routing applications like "Domains”, "Locations”, "SIP Entities", etc.

The recommended arder to use the routing applications (that means the overall routing workflow) to configure your network configuration is as
fallows:

Step 1: Create "Domains’ of type SIP (other routing applications are referring domains of type SIPY
Step 2: Create "Locations”
Step 3: Create "Adaptations"
Step 4! Create "SIP Enfities"
- SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriate "Locations", "Adaptations" and "Outbound Prozies"
Step 5! Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"
- Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies”
- Assign the appropriate "Routing Destination” and "Time Of Day"
(Time Of Day = assign the appropriate "Time Range" and define the "Ranking")
Step 8: Create "Dial Patterns"

- Assign the appropriate "Locations" and "Routing Policies” to the "Dial Patterns”

Step 9: Create "Regular Expressions”
- assign the appropriate "Routing Policies” to the "Regular Expressions”
Each "Routing Policy" defines the "Routing Destination' (which is a "SIP Entity") as well as the "Time of Day" and its associated "Ranking".

IMPORTANT: the appropriate dial patterns are defined and assigned afterwards with the help of the routing application "Dial patterns". That's why
this overall routing workflow can be interpreted as

“Dial Pattern driven approach to define Routing Policies"
That means (withYegard to steps listed above):
Step 7: "Routing Polices” are defined

Step 8: "Dial Patterns" are defined and assigned to "Routing Policies” and "Locations" (one step)

Step 9: "Regular Expressions” are defined and assigned to "Routing Policies” (one step)
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5.2. Administer SIP Domain
Add the SIP domain, for which the communications infrastructure will be authoritative, by
selecting Domains on the left panel menu and clicking the New button (not shown) to create a new
SIP domain entry. Complete the following options:

e Name  The authoritative domain name (e.g., avaya.com)

e Type SIP

e Notes Description for the domain (optional)

Click Commit to save changes.

AVAyA AVaya Aura™ System Ma nager 6.1 Help | #bout | Change Password | Log off admin
Routing * Home
= Help ?
Domain Management [cancal]
Locations
Adaptations
SIP Entities
Entity Links 11Item ' Refresh Filter: Enable
Time Ranges Name Type Default Notes
Routing Policies * ]
Dial Patterns
Regular Expressions
Defaults * Input Required
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5.3. Administer Locations

Session Manager uses the origination location to determine which dial patterns to look at when
routing the call if there are dial patterns administered for specific locations. Locations are also used
to limit the number of calls coming out of or going to a physical location. This is useful for those
locations where the network bandwidth is limited. To add a Location, select Locations on the left
panel menu and then click the New button (not shown). Enter the following for each Location:
Under General:

e Name An informative name (e.g. enterprise)
Under Location Pattern:

e |IP Address Pattern An IP address pattern for this location

Select Add to add more locations. Click Commit to save changes.

‘ \VAyA A\Iaya ALI a U System Ma nager 6 1 Help | &bout | Change Password | Log off admin
. x
Routing Home
Routing il Home / Elements / Routing / Locations - Location Details
= - Help ?
omains ; 5 =
Location Details CommitflCancel
Adaptations Call Admizsion Contral haz been set to ignare SDP. All calls will be counted using the Defsult Audio Bandwidth,
— see Session Manager -» Session Manager administration -» Global Setting
SIP Entities
Entity Links General
Time Ranges
Routing Policies
Dial Patterns Notes:
Regular Expressions
Defaults Overall Managed Bandwidth

Managed Bandwidth Units: | Kbit/sec v

Total Bandwidth:

Per-Call Bandwidth Parameters

* pefault Audio Bandwidth: a0 Khitisec

Location Pattern

1 Item ' Refresh Filter: Enahle

[] | IP Address Pattern | Motes

F 20.0.0,*

Select : all, None

* Input Required Commit||Cancel
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5.4. Administer SIP Entities

A SIP Entity must be added for Session Manager and for each SIP-based telephony system
supported by a SIP Trunk. To add a SIP Entity, select SIP Entities on the left panel menu and
then click on the New button (not shown). Enter the following for each SIP Entity:

Under General:
e Name

An informative name (e.g., ré1sm)

e FQDN or IP Address IP address of the signaling interface on the Session Manager,

o Type

e Location

e Time Zone

Communication Manager or SBC.

Session Manager for Session Manager, CM for Communication
Manager and SIP Trunk for SBC.

enterprise

Time zone for this location

The following screen shows the SIP Entity for Session Manager.

AVAYA

Routing
Domains
Locations
Adaptations
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

FilHome / Elements / Routing / SIP Entities - SIP Entity Details

Avaya Aura™ System Manager 6.1 Help | &bout | Change Password | Log off admin

Routing *| Home

Help ?

SIP Entity Details

* Name: | r61lsm
* FQDN or IP Address:| 20.0.0.20

Type: | Session Manager

Notes: Session Manager RG.1

QOuthound Proxy:

Time Zone: | Etc/GMT v

Credential name:

Under Port, click Add, and then edit the fields in the resulting new row.

e Port
e Protocol

Port number on which the system listens for SIP requests
Transport protocol to be used to send SIP requests

The following screen shows the Port definitions for the Session Manager SIP Entity. Click
Commit to save changes.

Port

2 Items | Refresh

[] | Port

=] 5060
5061

Select ; all, None

* Input Required

TPN:Reviewed
SPOC 08/01/2011

Filter: Enahle
Protocol . Default Domain . MNotes
TCP [w|  |avaya.com  [w]
TLs [v]  |avaya.com  [+]
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The following screen shows the SIP Entity for Communication Manager.

AVAYA

Routing
Domains
Locations
Adaptations
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

AVaya Aura™ S\/Stem Managel’ 6.1 Help | About | Change Paszward | Log off admin

®

Routing Home

Plliome / Elements / Routing / SIP Entities - SIP Entity Details

Help 7
Commit] [Cancel

SIP Entity Details

General

* Name: |/cMESE1 |
* FQDN or IP Address: |20.0.0.25

Type: | CM

Notes:

Adaptation: v

Time Zone: | Etc/GMT v

Override Port & Transport with DNS SRV: []
* SIP Timer B/F (in seconds): |4
credential name:

call Detail Recording: [none %

The following screen shows the SIP Entity for SBC.

AVAYA

Routing
Domains
Locations
Adaptations
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

TPN:Reviewed

Avaya Aura™ System Manager 6.1 Help [ About | Change Password | Log off admin
Routing *| Home
Blome / Elements / Routing / SIP Entities 81 Entity Details ]
Help 2

SIP Entity Details Commit] [Cancel

General

* Name: | AASBCre

* FQDN or IP Address:| 20.0.0.36
Type:| SIP Trunk

Notes: |Avays Aura SBC R6

Adaptation: ~
Time Zone: [ [ Etc/GMT ~|

Override Port & Transport with DNS SRv: [
* SIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recarding: |egress ¥
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5.5. Administer Entity Links

A SIP trunk between a Session Manager and a telephony system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.

e Name An informative name

e SIPEntityl Select r6lsm

e Port Port number to which the other system sends its SIP requests

e SIP Entity2 The other SIP Entity for this link, created in Section 5.4

e Port Port number to which the other system expects to receive SIP requests
e Trusted Whether to trust the other system

e Protocol Transport protocol to be used to send SIP requests

Click Commit to save changes. The following screen shows the Entity Links used in the sample
network.

AVAyA AVaya Aura™ SyStem Ma nager 6.1 Help | &bout | Change Password | Log off admin

Routing * Home

Routing Pl Home / Elements / Routing / Entity Links - Entity Links

Help ?

Domains Entity Links
Locations

Adaptations MNew More Actions -
SIP Entities
3 Items | Refresh Filter: Enable
iAo gs m | SIP Entity 1 Protocol | Port | s1p Entity 2 Port Trusted [ Notes
Ruuting Folicies O [ toassscre réLsm TCR 060 AASBOrS 060
Dial Patterns O | tocmess reism TCR 060 CMESEL S060
Regular Expressions Fl toMxE2 rélsm TCP S0&0 MK52 5060
Defaults
Select : all, None
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5.6. Administer Time Ranges

Before adding routing policies (see next step), time ranges must be defined during which the
policies will be active. To add this time range, select Time Ranges from the left panel menu and
then click New on the right. Fill in the following fields.

Name

Mo through Su
Start Time
End Time

An informative name (e.g. always)

Check the box under each day of the week for inclusion

Enter start time (e.g. 00:00 for start of day)
Enter end time (e.g. 23:59 for end of day)

In Session Manager, a default policy (24/7) is available that would allow routing to occur at
anytime. This time range was used in the sample network.

Routing AlHome / Elem

Time Ranges
Locations

Adaptations
SIP Entities
Entity Links

11Item ' Refresh

=] Name

ents / Routing / Time Ranges - Time Ranges

Edit| [Mew| [Duplicats| [Delets  [More Actions =]

Mo Tu we Th Fr sa Su Start Time

Routing | Home

Help ?

Filter: Enable

End Time Notes

Routing Policies

O [2ax

00:00

[23:59

Dial Patterns
Regular Expressions

Defaults

TPN:Reviewed
SPOC 08/01/2011
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5.7. Administer Routing Policies
Create routing policies to direct how calls will be routed to a system. Two routing policies must be
added, one for Communication Manager (H.323 and Digital phones) and one for calls to Skype
Connect numbers. To add a routing policy, select Routing Policies on the left panel menu and then
click on the New button (not shown).
Under General:

e Enter an informative Name

Under SIP Entity as Destination:
e Click Select, and then select the appropriate SIP entity to which this routing policy applies

Under Time of Day:
e Click Add, and then select the time range configured in the Section 5.6.

Click Commit to save changes. The following screen shows the Routing Policy Details for calls
to Communication Manager.

AVAyA AVaya Aura™ SyStem Ma nager 6.1 Help | &bout | Change Password | Log off admin

Routing *| Home

Routing Pl Home / Elements / Routing / Routing Policies - Routing Policy Details

7 Help ?
Domains Routing Policy Details Cancel
Locations
Adaptations General
SIP Entities
Entity Links
Time Ranges Disahled: F)

Dial Patterns
Regular Expressions SIP Entity as Destination
Defaults
Select]
Name FODN or IP Address [ Type [ Notes
| CMES61 20.0.0.25 cM
Time of Day
[Remove] [view Gans/Overlaps)
1Item ' Refresh Filter: Enable
[  Ranking 1 Name 2 Man Tue wed Thu Fri sat Sun Start Time End Time Notes
[ &1 o 2447 a0:00 23:59 Tirne Rangs 24/7 |
Select : all, None
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The following is screen shows the Routing Policy Details for calls to Skype Connect numbers.

AVAYA

Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Dial Patterns
Regular Expressions

Defaults

TPN:Reviewed
SPOC 08/01/2011

Avaya Aura™ System Manager 6.1

Pll Home / Elements / Routing / Routing Policies - Routing Policy Details

Routing Policy Details

General

* Name: ||toSkypeTLS |

Disabled: []

Notes: |

SIP Entity as Destination

Help | ahout | Change Password | Log off admin

* Home

Routing

Name | FODN or IP Address | Type . Notes
I ABSBCrE 20.0.0.36 SIP Trunk Avaya Aura SBC RE
Time of Day
[Remove] [Miew Gaps/Overlaps|
1Item ' Refresh Filter: Enable
[0  Ranking 1. Name 2. | Mon | Tue ‘ wed | Thu Fri sat ‘ Sun ‘ Start Time End Time Notes ‘
| ! | ! |
| B o 24/7 00:00 23:59 Time Range 24/7 |

Select : all, None
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5.8. Administer Dial Patterns

A dial pattern must be defined that will direct calls to the appropriate telephony system. In the
sample network, calls to 4-digit extensions on Communication Manager will begin with 300. To
configure the extension Dial Pattern select Dial Patterns on the left panel menu and then click on
the New button (not shown).

Under General:

e Pattern Dialed number or prefix

e Min Minimum length of dialed number

e Max Maximum length of dialed number

e Notes Comment on purpose of dial pattern

e SIP Domain  Select the SIP Domain specified in Section 5.2

Under Originating Locations and Routing Policy select Add (not shown). Select the following

entries:

e Originating Location Name
e Routing Policies

Select Commit button to save.

AVAYA

Routing 1

Domains

Locations
Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Regular Expressions

Defaults

TPN:Reviewed
SPOC 08/01/2011

Avaya Aura™ System Manager 6.1

Home / Elements / Routing / Dial Patterns - Dial Pattern Details

Dial Pattern Details

General

* Pattern:

Emergency Call: []

MNotes:

Qriginating Locations and Routing Policies

1Item  Refresh

Originating Routing Policy

Location Notes Name Rank 2

[[]  originating Location Name |

[ [ Enterprise Private LAN toCMESE] 0

Select : All, None

Denied Originating Locations

0Items Refresh

Originating Location

Select the location created in Section 5.3
Select the policy toCMES61 created in Section 5.7.

Help | &bout | Change Password | Log off admin

Routing
Policy
Disabled

Routing Policy
Destination

CMES6E1

Notes

Solution & Interoperability Test Lab Application Notes
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Inbound calls from Skype Connect will begin with 1202. To configure the Dial Pattern select Dial
Patterns on the left panel menu and then click on the New button (not shown).
Under General:

e Pattern Dialed number or prefix

e Min Minimum length of dialed number

e Max Maximum length of dialed number

e Notes Comment on purpose of dial pattern

e SIP Domain  Select the SIP Domain specified in Section 5.2

Under Originating Locations and Routing Policy select Add (not shown). Select the following
entries:

e Originating Location Name Select the location created in Section 5.3

e Routing Policies Select the policy toCMES61 created in Section 5.7

Select Commit button to save.

‘\\/A\\/A Avaya Aura™ System Manager 6.1 Help | &bout | Change Passward | Log off admin
. x
Routing Home
Routing FllHome / Elements / Routing / Dial Patterns - Dial Pattern Details
5 - Help ?
LA Dial Pattern Details Caomnmit][Cancel
Locations
Adaptations General
SIP Entities
* Pattern: || 1202x
Entity Links
Time Ranges * Min:
Routing Policies * Max:
Dial Patte|
Emergency Call: []
Regular Expressions
Defaults
Notes:

QOriginating Locations and Routing Policies

1Item Refresh Filter: Enable
e T : : Routing : : T . =

01 | ovinstiv tocationvame 1 | Critinstine, | Mowinopeies | gy . | ol? | BoutineBolicy | Routing Pofcy

[0 [Enterprise Private LAN toCMESET | ] CMES61

Select : All, Mone

Denied Criginating Locations

0 Items  Refresh Filter: Enable

Originating Location Notes
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Outbound calls to Skype Connect numbers will begin with 00. To configure the Dial Pattern select
Dial Patterns on the left panel menu and then click on the New button (not shown).
Under General:

Pattern Dialed number or prefix

Min Minimum length of dialed number

Max Maximum length of dialed number

Notes Comment on purpose of dial pattern

SIP Domain Select the SIP Domain specified in Section 5.2

Under Originating Locations and Routing Policy select Add (not shown). Select the following
entries:

e Originating Location Name Select the location created in Section 5.3
e Routing Policies Select the policy toSkypeTLS created in Section 5.7

Select Commit button to save.

A\VAyA AVaya Au ra Ly System Manager 6 u 1 Help | About | Change Password | Log off admin
: x
Routing Home
Routing FiiHome / Elements / Routing / Dial Patterns - Dial Pattern Details
D 7 Help ?
omains Dial Pattern Details Cancel
Locations
Adaptations General
SIP Entities
* Pattern:
Entity Links
Time Ranges Mln:
Routing Policies * Max:
Dial Patte
Emergency Call: []
Regular Expressions
Defaults
Notes:

QOriginating Locations and Routing Policies

11Item Refresh Filter: Enable
o : Originating Routing Policy Baritiiny Routing Policy Routing Policy

| Briginabngitocatinniiame Location Notes Name Ealk e D?sn;;)[l:d Destination Notes

[ [Enterprise Private LAN toskypeTls | 0 I ARSECTS

Select : All, Hone

Denied Originating Locations
0 Items  Refresh Filter: Enable
Originating Location Notes
TPN:Reviewed Solution & Interoperability Test Lab Application Notes 34 of 88

SPOC 08/01/2011 ©2011 Avaya Inc. All Rights Reserved. Skype-Avaya-TLS



6. Configure Skype Manager
This section provides the procedures for configuring Skype Manager and includes the following
items:
e Log into Skype Manager
Create SIP Profile
Administer Maximum Simultaneous Calls
Administer Online Numbers
Administer Caller ID
Create a Business User
Add Business User to SIP Profile

These Application Notes assume that the Skype Manager account has enough credit allocated to
create a new SIP Profile and associate Online Numbers with it.

Note — When Skype Connect R2.2 becomes Generally Available (GA), there will be an option
(tick box) to select TLS/SRTP in Skype Manager. However, during interoperability testing with
the Skype Connect R2.2, there was no Skype Manager provisioning required for TLS/SRTP.

6.1. Log in to Skype Manager

Configuration of a new SIP Profile and Business Users is accomplished by accessing the browser-
based GUI of Skype Manager at http://manager.skype.com. Log in with the appropriate
credentials.

MAME Buy Skype Credit - Already have Skype? - Help - |Search

Download Use Skype Business Shop Account

Features Products Solutions es Partners Support Skype Manager

Skype Manager
Sign in
You have been signed out. Thanks for visiting. Don’t have a Skype
Manager yet?
Skype Name Forgotten your Skype Name? Register a Skype Manager
Password Fargotten your password? now and set up, manage
and monitor the use of
[ Sign me in | Skype in your company.
G et now
Skype.com Privacy Policy Legal
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6.2. Create SIP Profile

The Dashboard page is displayed. Verify that enough credit is available in your company’s
account to create a new SIP Profile. The available total credit is shown on the toolbar below. Click
Features.

E‘E | .:-; manager" Avaya - Account details - tony.skypel11 - Signout - Help - Chatsupport
€226,94

Reports Your account Account status: All OK &)

i current balance @

400 €226,94 @ tuto-recharge is disabled
200 2]
(next 30 days) £€2086,35 Review allocations
Your account will be automatically recharged when
0 - payments are due.
Apr May Jun

é’ Your features g Your Members ® News

= : . Your Skype Manager has 13 members
S} 6 members have Skype Credit

Add Members

e e

The Features page is displayed. Click Skype Connect on the left pane.

W manager- Avaya - Atcount details - fonyskypet - Signout - Help - Chat support

@B A8 €D roue $159.29

&) Soutaliocations Credit allocations
= G members +

= Skype Credit allows members to call phones, send SMS, use a Skype To Go number and =N
H“) Subscriptions thar Teartiiae ))
3 0 membhers >

. Group video calling

ki ~ Fitter his list
a Voicemail 0 ;
0 members Name Credit Auto-recharge
E Oitine Nombes Ha Avava BllWestminster? Avaya.8ILwWestmins $0.00 Auto-recharge disabled
3 mBmhes 3 Avava. BlLWesiminster Avava.SILvwWestminst $0.00 Auto-recharge disabled
=, Call fc di
1 W g [0 # BRTest $0.00 Auto-recharge disabled
0 members
@ Skype Connect O b eRTest2 §5.84 Auto-recharge disabled
Ztles B coavayacom $0.00 Auto recharge disabled
O dublinsil $0.00 Awto-recharge disabled
O s dublingiz £6,22 Auto-recharge disabled
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The Skype Connect page is displayed. Click Create a new profile.

@W managef“‘ Avaya - Account details - tony.skypel! - Signout - Help - Chatsupport

@ M @ Features ._n $1 59_29 Q Search hembers

&) Credit allocations n
o Hpelaies Skype Connect &
- Connectyour existing SIP-enabled PBX to Skype with Skype Connect. Learn more
?) Subscriptions ®
Nz S

0 members

Group video calling

L Your SIP Profiles

Q Voicemail
0 members

The Choose a profile name pop-up window is displayed. Type the name of your SIP Profile and
click Next.

..,;".‘ o=y managerv- Avaya - Account details « tonyskypel Sign out « Help - Chatsuppaort
B AL P e $159.29 Cr—

Credit allocations & +
\ ~
& membars Skype Conne * I,
- Subscriptions Connect your existing 5§ @ Choose a profile name 5

NEd i LY

Lt

Group video calling For exarnple, "New York office”. You can editthis name |ater.
~ 0 memhers Your SIP Profiles

Cancel
E Voicemail e } =
Create a new pro

0 members

6.3. Administer Maximum Simultaneous Calls
The Profile settings page is displayed. Click Buy a channel subscription to activate this profile.

W managel‘"’ Avaya - Account details - fony.skypet1 - Signout - Help - Chat support

@ ’A @ Features $1 59_29 Q Search Members

Profile settings

x
oy
3 2o L
Profile 6
Profile name avaya.com
Profile settings
Calling channels Buy a channel subscription to activate this profile
Authentication details
Owtgoing calls Setup outgoing calls
Reports =
Caller Ip © Setup Caller ID
«Backto BIP Profile list
Incoming calls Add a humber or business account
Delete this profile
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The Channel subscription page is displayed. Type the maximum number of simultaneous calls
that your business users are expected to make. Click Buy now.

@ AL €P rewe M €226,94

Channel subscription

Calling channels c05t€4,95 /' month per channel.

Please choose the number of channels

Mumber of channels requiredl 3 [max. 300)

How many concurrent channels does

P
r“. Total cost

Cost per channel £4,85

L]

Humber of channels

Total cost every month £€14,85

The costwill be deducted from the Skype Credit balance of your Skype Manager.
By clicking "Buy now’, you agree to Skype's Terms of Service
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The below status message is displayed to confirm that the channel subscription was successful.
Click Set up outgoing calls (not shown).

‘;W\’: *.*v’.?;' manager"‘ Avaya - Accountdetails - tony.skype11  Signout - Help - Chatsupport

B AL P e $159.29

7=, Credit allocations
6 members

Skype Connect *

o Connectyour existing SIP-enabled PBX to Skvpe with Skype Connect. Learmn more
\?> Subscriptions

0 members

Group video calling
0 members (7 Subscription changed successfully for Profile avaya.com
" The profiles updated subscription setting will be available in a few minutes

Voicemail
0 members

Your SIP Profiles

e 8 ¢

Online Numbers

S
= Call forwarding
A4 0 members
® Skype Connect avaya.com View profle
6 profiles

The Profile settings page is displayed. On the Add credit tab type the amount of credit you’d like
to allocate for outbound calls. Note that calls to other SIP Profiles or Online Numbers of Skype
Clients on the P2P network are free of charge.

Click Add credit.

W managerm Avaya - Account details - tony.skypel1 Signout - Help - Chatsupport

B AL € e $159.29

Profile settings

L L) L

avaya.com

Profile name avaya.com
Profile settings -

Calling channels 2 channels &
Authentication details

Owtgoing calls £3,72 Auto-recharge disabled
Reports

Add credit Auto-recharge settings
< Backto SIP Profile list
Take back credit @
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6.4. Administer Online Numbers

Online Numbers provide the same functionality as DID/DDlIs in a traditional telephony
environment. The below confirmation message is displayed once the credit allocation for outbound
calls is complete. Click Add a number or business account.

Profile settings

ses m P @
=l

avaya.com

Profile name avaya.com
Profile settings

Calling channels 3 channels &
Authentication details

QOutgoing calls Set up outgoing calls

Reports
To make outgoing calls from this SIP Profile you need to add Skype Credit.
You can also set up Auto-recharge so you never run out Jf credit while on a
file list call. Calls are charged according to Skype's standard calling rates.

Add credit Auto-Recharge settings

Credit has been successfully allocated. Please |eload this page
in a few moments to see the new balance.

Caller D @ Setup CallerID

Incoming calls | Add a number or business account

The Incoming calls tab is expanded. Click Buy a new number.

Profile settings

oot JES
'--...5
avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Outgoing calls £10,00 Auto-recharge disabled
Reports :
Caller D @ Setup Caller 1D
= S e Incoming calls Add a number or business account
You can receive incoming calls on your SIP Profile via Skype Online Numbers and
via Skype business ac When someone calls yourOnhnn Numvnr ar
c:nntal:ts your business acc:unt on Skype the calls get forwarded to your SIP
Profile.
Add Online Number Add business account
Add a number
Select a |1L|mber|2|
Allocate number | Buy a new number
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The Buy Online Numbers page is displayed. Select a country from the drop-down list box and
click Continue.

@W manager- Avaya - Account dtais

@ Dashboard ‘M @ Features |_-|1 €202,09

Buy Online Numbers

Yiou are buying for 1 member. Change

€5,25 ' manth for each number.

If you qualify for a discount, a lower price will be shown on the next page.

In which country would you like your numbers?

| United States E

. Online Mumbers are provided 'as is’, and their ongoing availability to you is subject to applicable
local residency rules and regulatory practices. Skype reserves the right to change their terms of use
accordingly, including by introducing a residency requirement where necessary.
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The Buy Online Numbers page is displayed. Under Please choose your Online Numbers type
the number of required Online Numbers which are used as DIDs in conjunction with the SIP
Profile. Select a state or county from the Region Code drop-down list box. Select an area code
from the Area code drop-down list box. Under Click an Online Number to select it: Select a
number. Scroll down and click Buy now (not shown).

Buy Online Numbers

€5,25 { month for each number.

You have selected == United States Chan

Please choose your Online Numbers

Buy 1 humbers. (max. 100

Region code | District of Columbia |Z||

Area code]| (202) | Washington Zone 1 |Z|

Click an Online Number to select it:

+12024703313 +12024703328 +12024703524 +12024706034
+12024706759 +12024706779 +12024706782 +12024706792
+12024706795 +12024706798
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The Profile settings page is displayed. Click Add a number or business account.

Jg Features Ln

avaya.com

Profile settings
Authentication details

Reports

e i S E Brndto fie

Profile settings

Profile name
Calling channels
QOutgoing calls
Ccaller Ip @

Incoming calls

Delete this profile

avaya.com

3 channels @

£10,00 Auto-recharge disabled

Select the newly purchased Online Number from the Add a number drop-down list box then click
Allocate number.

avaya.com

Profile settings
Authentication details

Reports

A
m
2]
]
]
I

TPN:Reviewed
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Profile settings

Profile name
Calling channels
QOutgoing calls
Caller D @

Incoming calls

avaya.com
3 channels @

£10,00 Auto-recharge disabled

Setup Caller D

Add a number or business account

You can receive incoming calls on your SIP Profile via Skype Online Mumbers and
via Skype business accounts. When someone calls your Online Number or
contacts your business account on Skype the calls get forwarded to your SIP
Profile.

Add business account

Add Online Number

Add a number

[+12024703313 [+

'.l W t ,a,

Solution & Interoperability Test Lab Application Notes
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6.5. Administer Caller ID

The Profile settings page is displayed. Click Set up Caller ID.

avaya.com

Profile settings
Authentication details

Reports

m
s}
o
o

Profile settings

Profile name

Calling channels

Outgeing calls

Caller D @

Incoming calls

Delete this profile

Click Use an Online Number.

avaya.com

Profile settings
Authentication details

Reports

TPN:Reviewed

SPOC 08/01/2011

Profile settings

Profile name

Calling channels

Qutgoing calls

Caller 1D &

Incoming calls

Delete this profile

Solution & Interoperability Test Lab Application Notes
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£10,00 Auto-recharge disabled

£10,00 Auto-recharge disabled

You can either use Online Mumbers assigned to this profile or landline numbers
for caller identification.
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Select an Online Number from the Show this number when calling phones: drop-down list box
than click Save Settings.

Profile settings

u

LY
=5

avaya.com

Profile name avaya.com
Profile settings

Calling channels 3 channels &
Authentication details

Outgoing calls £10,00 Auto-recharge disabled
Reports

Caller ID & Setup Caller ID
« B SIP E

Show this number when calling phones:

+12024703313, Online numberE or enter a new numboer

Only the Online Numbers that you can use for Caller ID are shown above.

Cancel

Incoming calls == +12024703313

The following screenshot displays a sample Profile with both the Caller ID and the Incoming calls
(DID) set to the same Online Number.

Profile settings

Qn
—
avaya.com
Profile name avaya.com
Profile settings
Calling channels 3 channels &
Authentication details
Outgoing calls £10,00 Auto-recharge disabled
Reports 5
Caller ID & Caller ID is setto B5 +12024703313
. Change Caller ID [EVEEG RN )
Incoming calls EE +12024703313 w
Delete this profile
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6.6. Create a Business User

A Business User with a unique Skype Name needs to be created and associated with the extension
of the enterprise user (3001) for click-to-call functionality to work from the Skype P2P Network.
Click Members on the toolbar.

E‘:W manager" Avaya - Accountdetails - tony.skypel1 - Signout - Help - Chat support
€332,09 8 searcnuombars

Profile settings

| oy o
=
avaya.com
Profile name avaya.com
Profile settings ~
Calling channels 3 channels &
Authentication details
Outgoing calls £0,09 Auto-recharge disabled
Reports
Caller D & Caller ID is set to BS +12024703313
« Back to SIP Profile list
Incoming calls B +12024703313

The All Members page is displayed. Click Create accounts.

;‘};\r—.‘ managerm Avaya - Account details - tony.skypel1 Signout - Help - Chatsupport
$159.29

Members overview All members J
Rllmemuere <2) Allocated features Allocation repon
Ungrouped (13)
BRSIL (5) JM
Dublin SIL (4)

w Filter this list
Create a group

O nHame = Skype Name Group
|l Avaya. SILW il 2 Rvaya.SILW: il avaya silwestminster?
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The Create accounts page is displayed. Enter an email address in the text field as Skype Manager
sends an automated email once the new account is created. Click Next.

Signout -+ Help - Chatsupport

Avaya - Account defails - tony.skype11

$159.29

€425 manager-

Members overview ~ Create accounts
-%

Create accounts :
o Enter email addresses/Impont CSV

Enter email addresses hob@avaya.com

4

21 One or more email addresses of people you warnt

in your Skype Manager

or. import a CSV file with member Choose File | Mg file chasen

data
The CEVfile must contain columns for: First name, Lastname
and Email address. User name and Passward columns can
also be added. How to generate a CSV file

Under Enter details fill in the following fields:
e Skype Name: Type a unique name. Skype Client users will click on this Skype
Name to initiate a call to the enterprise user with extension 3001.

e Password: Type a password.
¢ Repeat Password: Repeat the password.
Click Create accounts.

el e T - Create accounts
"
.%

Create accounts N
o Enter details

We found 1 valid email address in your input

‘?‘ Wee done a little magic to suggest some Skype Names based on the information you entered. Just click on a suggested name ta edit it ¥ everthing is fine, click
: ‘Create accounts’

Email address* Skype Name*

First name Bob

Last name smith

D Password e |

The password needs to be at least & characters long and

Ieast1 number

Repeat password | mmmman]

Remove this account

Add another account

& orcreate a group

Add members to a group after their i Ungrouped
accoumnt is created
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6.7. Add Business User to SIP Profile
Click Dashboard and scroll down and click Skype Connect.

@ Dashboard "A @ $1 59_29 rch Members

REPDI‘tS Your account Account status: Attention required !

Allocations Current balance @ _

$159.29 @ puto-recharge is disabled

500
250

IIIIII.I. o - o
] .II. Credit missing $38.80

May  Jur

Jul Aug Sep Oct Moy Dec Jan Feb Mar  Apr May u'mm 5P= Creri
2010 2011

©

&.. Your features u“ Your members .m News

= » A Your Skype Manager has 22 members
(50 6 members have Skype Credit Welcome! Skype Manager is a brand new product
— Create accounts that replaces the Business Cantrol Panel. From
\-?, Setup Subscriptions for your members setting up employee accounts, ta allocating Skype
Since you last signed in Credit, to activating Online Numbers, Skype
Set up Group video calling for vour members Mo changes since you last logged in Manager's completely redesigned interface |3 much
easierio use. Dontforgetto check the Skype Support

e Bhkie Nibens site for help ifyou get stuck, and the Skype Manager

forum ta share useful infarmation, feedback, .

‘;' Set up Call forwarding for your members

More news
Set up Veiceiail for your members
5 profiles setup fnr
The Skype Connect page is displayed. Click View profile.
Avaya - Account details - tony.skypet1 Signout - Help - Chatsupport

$159.29
s Credit allocations +
& Rl Skype Connect 1,

= Connectyour existing SIP-enabled PBX to Skype with Skype Connect. Learn more
Q“?) Subscriptions

0 members

Group video calling

& g mambers Your SIP Profiles
Voicemail . T —

a reale a new profile
0 members

E Online Numbers *
3 members

Call forwarding avaya.com|view prafile

0 members
Channels 2 channels

Skype Connect
5 profiles

(O v

Outgoing calls £3,72 available
Auto-recharge disabled

Incoming calls 2 Online Mumbers
1 Skype account

TPN:Reviewed Solution & Interoperability Test Lab Application Notes 48 of 88
SPOC 08/01/2011 ©2011 Avaya Inc. All Rights Reserved. Skype-Avaya-TLS



The Profile settings page is displayed. Click Add a number or business account.

@&gg manager-

& a8

@ Features |_-|1

Avaya - Account details - tony.skypet1 Signout -+ Help - Chatsupport

$159.29

avaya.com

Profile settings
Authentication details

Reports

« Backtio BIP Profile list

Profile settings

Profile name
Calling channels
Outgoing calls
Caller Ip &

Incoming calls

»
Soq L

avaya.com

2 channels @

£3,72 Auto-recharge disabled

Caller|Dis setto B +12024703313 bt

= +12024703313
B2 12024700118 (expired) @

El cc.avaya.com

Add a number or business account

The Add Online Number tab is displayed. Click Add business account.

[ 3 8

w Features .:n

$159.29

avaya.com

Profile settings
Authentication details

Reports

« Backto SIP Profile list

TPN:Reviewed
SPOC 08/01/2011

Profile settings

Profile name

Calling channels

Owtgoing calls

caller Ip &

Incoming calls

,
L Sy 1,

avaya.com

2 channels @

£3,72 Auto-recharge disabled v

Caller D is setto 22 +12024703313
B +12024703313

B +12024700118 (expired) @

E ccavaya.com

Add a number or business account

You can receive incoming calls on your SIP Profile via Skype Online Numbers and via Skype business accounts. When someone
calls your Online Number or contacts your business account on Skype the calls get forwarded to your SIP Profile

Add Online Number Add business account

Add a number

Allocate number  Buy a new number
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Under the Add business account tab fill in the following fields:
e Add an existing business account: Type a unique name. Skype Client users will click on
the Skype Name to initiate a call to the enterprise user
with extension 3001.
e Extension number: Type an extension.
Click Confirm.

Add a number or business account
Y¥ou can receive incoming calls on your SIP Profile via Skype Online Mumbers and
via Skype business accounts. When someone calls your Online Mumber or

contacts your business account on Skype the calls get forwarded to your SIP
Profile.

Add Online Number Add business account

Add an existing business account
bob.avaya. com Create a new account

Extension number (optional) &
‘anm

@ Important: If a Skype account is attached to a SIP Profile it cannot be
usedto sign into Skype on your computer or any other device.

The Profile settings page is displayed. Verify that the newly created Skype Name is displayed
under the Incoming calls section.

W managerm Avaya - Account detalls - tony.skype11 Signout - Help - Chatsupport

B AL €D e $159.29

Profile settings

Soq L
avaya.com
Profile name avava.com
Profile settings 2
Calling channels 2channels &9
Authentication details
Outgoing calls £3,72 Auto-recharge diszbled
Reports
Caller ID & Caller D is settn =5 +12024703313
« Backto SIP Profile list
Incoming calls B 412024703313
B +12024700118 (expired) €
El cc.avaya.com
Add a numbier of business account
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7. Configure Avaya Aura® Session Border Controller
This section provides the procedures for configuring Avaya Aura® Session Border Controller and
includes the following items:
e Loginto Avaya Aura® Session Border Controller using the GUI
Administer SIP Domains
Administer TLS Certificate
Administer TLS on the Outside Interface
Administer Authentication
Administer Outbound SIP Header Manipulation Rules
Administer Inbound SIP Header Manipulation Rules
Administer SIP Header Rules for Topology Hiding
Save the Configuration

Appendix B contains a sample configuration file in text form.

7.1. Log in to Avaya Aura®Session Border Controller using the GUI

Configuration is accomplished by accessing the browser-based GUI of Avaya Aura® Session
Border Controller, using the URL “https://<ip-address>”, where “<ip-address>" is the IP address
of the inside interface of the Avaya Aura® Session Border Controller. Log in with the appropriate
credentials.

« C | Y¢ hiwt// 200036 /access/login > O £~
o NMOS-E A\ AASBC cdom [7) SMGR6.0 A CMFS6 1 Other bookmarks

Acme Packet Net-Net OS-E

To access the NNOS-E management interface, you must first log in. Please provide your user name and password.

Username:

Password:

Login I
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7.2. Administer SIP Domains

The Avaya Aura® Session Border Controller performs topology hiding by translating the private
domain avaya.com to the public domain sip.skype.com for outbound calls and vice-versa for
inbound calls. The following steps assign the domain names to the corresponding SIP Entities. The
Home page is displayed. Select the Configuration tab on the toolbar.

AVAYA acme, }:I"(‘ i
el

| powered

Locout admin Home .
: = Help
(c) 2005-2011 Acme Get summary for: Refresh I
Packet, Inc. All rights
resemved. box-identifier 01h1-c83d-adf3-2511
[wanewe. acmepacket. com|
m IPAddress LocalBox (86.47.122.10)
State connected [y
build-version E36M3P4
build-number 47862
accounting, authentication, cluster-master, database, registration, sampling
Cuptime - T2 S Wed 200501
timezone GhT
uptime 12 days 17:23:40
_ cpu-usage-one-second 0%
location-bindings ]
registration-info total-nonlocal-registrations 0
total-terminated ]
total-declined ]
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The Configuration Loaded page is displayed. Expand vsp -> enterprise -> servers and click on
sip-gateway PBX.

Configuration: all

Configuration | Setup View
= cluster
box-aasbc
= vsp
default-session-config
pre-session-config
session-config-pool
dial-plan
registration-plan
= enterprise
= Seners
= sip-gateway PBX
vsplsession-config-pe
server-pool
sip-gateway Telco
dns-group group
accounting
dns
settings

TPN:Reviewed
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senvices-routing

Configuration Loaded

The configuration has been successfully loaded.
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The Configure vsp\enterprise\servers\sip-gateway PBX page is displayed. Type avaya.com in
the domain field then click Set.

Configuration: all Configure vsplenterprise\servers\sip-gateway PBX  Show advanced |
Configuration | Setup View | | Set || Reset | Back | Copy | Delete |

= clustsr -aash Manage connections, Loginstant messages, Record media, Record files

o aashe Set up accounting, Change "from:" URI, Change "to:" URI
= vsp

default-session-config

pre-session-config

session-config-pool * name PBX

dial-plan

reglstra_tlnn-plan admin enabled E {(Resource is active)
[ enterprse
=l seners domain
o sip-gateway PBX avaya.com
vsplsession-config-pc ; .
= senver-poal failover-detection ping |Z| (Use OPTIONS to detect failures)
server PBX1
sip-gateway Telco
dns-group group1 | servers: |
accounting Eserver-pool
dns Delete
settings
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Select sip-gateway Telco on the left pane. The Configure vsp\enterprise\servers\sip-gateway

Telco page is displayed. Type sip.skype.com in the domain field then click Set.

Configuration: all

| Conﬁguratiun| Setup

View |

-

Configure vsplenterprise\servers\sip-gateway Telco

Set || Reset |

Back |

Copy | Delete |

= cluster

B vsp

HEHBHE

m

TPN:Reviewed

box:-aasbc

default-session-config
pre-session-config
session-config-pool
dial-plan
registration-plan
enterprise
B servers
@ sip-gateway PBX
vsplsession-config-pc

sener-pool
= |sip-gateway Telco
vspisession-config-po

senver-pool
dns-group groupl
accounting
dns

SPOC 08/01/2011

Show advanced

Manage connections, Loginstant messages, Record media, Record files

Set up accounting, Change "from:" URl, Change "to:" URI

general:

* name
admin
domain

failover-detection

[Fserver-pool
Delete]

Telco

[ enabled E| (Resource is active)

sip.skype.com

Solution & Interoperability Test Lab Application Notes
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7.3. Administer TLS Certificate
Select tls on the left pane. The Configure vsp\tls page is displayed. Select Add certificate.

I e
e Lt | c.@’ ‘packet

o

Status Summary  Logout admin

Configuration: all

Configuration | Setup Wiew
= cluster

box:azashc.avaya.com
B vep

default-session-config

ession-config-poal
dial-plan

enterprise
accounting

dns

settings

HEHBE

Configuration

CHome= Rt FUEL LU -Status=-Call oGS Event Logs—Actions—~Services [ "Reys-"AcCess - Tools |

In the next screen, enter a name and select Create.

AVRYA ' arm:‘_ﬂ'p che
Al ez

Statuz Summary  Logout admin

Configuration: all

Configuration | Setup Wiew

= cluster

box: aaasbc. avaya.com
B vsp
default-session-config
tls
session-config-poal
dial-plan
enterptise
accounting
dns
settings

EEEEEERB

TPN:Reviewed
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Configure vsp\tls| Show advanced | Help Index
Set | Reset | Back Delete
default- Configure
outgoing-
settings
default-ca cafile ‘ ‘FileN.]me |Pnasp||mseTng|
Delet:
dtin ‘m De\ete‘ftxc/cer‘tst‘slgca.gem
Add cafile
default- Configure
crl
certificate certificate certificatefile passphrase-| allow- | allow- | allow-| allow- | dynamic-|enable- [tx- peer-
tag sshv2 [sshv3 [tlsvl |null- buffers  |che- record-| certific
cipher counter- (length |verificz
measure
Edit Delete |cedificate ws-cert foHcicertsiws. cert false |true true disabled|enabled  |true 2048 nane
Edit Delete | cedificate Sk feucicerts/Sk false |true truge disabled|enabled |true 2048 none
Edit Delete |cedificate aasbe p12 |/cucicerts/aashe p12 (aasbo-cert-  [false  [true true dizabled | enabled  |true 2048 nong
tag
Add cerificate
Set | Reset| Back |
Configuration
HomeReL LT ULI - Status™ - Call Togs | Fventlogs - Actions | Services™ | "Keys - -Access— | Tools
Create vspltlsicertificate - Step 1 of 1: Edit certificate Help Index
Please provide some basic inforrmation for certificate. Then press "Create”.
general:
| * name ESkype | |
Reset | Cancel |
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In the next screen select Browse System Files and select the Skype TLS certificate (not shown).
Leave all other properties as default. Click Set to save.

T i
AVA\ylAr e/ XSkt Configuration
aL a powered
Stetus Summary  Logout admin “Home™ et T T DL Status™ | Call"Cogs™ B i Actions | Services | Keys | Access | [o0ls |
Configuration: all Configure vspltisicertificate test  Show advanced Help Index
‘ Cnnﬁguratmnl Setup | Wiew Reset Back Cnpy’l Delete
F= cluster

box:azashc. avaya.com

B

default-session-config :
ils name |Skype

session-config-pool n
dial-plan certificate.file |fexcrcensiSkype [Browse System F\\esl

enterprise

accounting passphrase tag Manage Password

dns
settings

other properties:

allow-sshv2 im

allow-sshv3 i}rug ~|

allow-tlsvi :m|

allow-null-cipher disabled % | (Resource is inactive)
dynamic-buffers ienaﬁe_d ~| (Resource is active)

enable-che- [true

counter-measure
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7.4. Administer TLS on the outside interface

Select sip on the left pane. The Configure cluster\box:aaasbc.avaya.com\interface eth2\ip

outside\sip page is displayed. Select Add-tls-port.

N
VAR :l('ur:‘/?'n;- ot

AlU"A e

Status Summary  Logout admin

Configuration: all

Configuration | Setup Wiew

= cluster
= boxasasbe.avaya.com
= interface ethd
= interface eth2
B ip outside
ssh
weh
icmp
redia-ports
# routing
kernel-filter
cli

Bl Configuration

Configuration

0 ‘Actio

i

Set_i Reset_i Back |
Press "Set" to keep these values

admin

nat-translation
nat-add-received-from
nat-add-X-Remote-Info

load-balance-head-end

Delete |

[enabled (| (Resource is active)
| g@aﬁlg(Q' (Resource is inactive)
3__d\sah|ed_j'_: (Resource is inactive)

|enabled (v| (Resource is active)

Configure clusteribox:aaashc.avaya.comlinterface eth2lip outside\sip| Help

Indesx

 vsp T'é\éerfi
udp-port [ [udp-pont [from server [toserver[transpart[remote_pon] certificate|
|Ecit Delete | udp-part 5060 Edit Edt  [ay D |Ear
Add udp-port
tcp-port Add top-port

tls-port Add tls-port

certificate vspitls\certificate ws-cerl 7*:\ Edit Create

In the next screen, enter 5061 for the port number and select Create.

. - % H
AVAYA [scrvic A paciic] Configuration
al : ra acme/¢ packe
:
Status Summary  Logout sdmin CHome ™ e hiTTE] L STatus” | Call Cogs™ | ant [ FAch s 1 a AC i |

Configuration: all Create clusteribox 1linterface eth2lip outsidelsip\tls-port 5061 - Step 1 of 1: Edit tls-port 5061 Helg Index

Corfiguration | Setup e Please provide some basic information for tls-port 5061, Then press "Create”.
B CluSter
B boxaaasbc.avaya.com " port 15061 (at minirurm 1,default=5061)

interface ethd
g interface eth2

_Reset | Cancel |

= ip outside
ssh
web
B =R
icmp
media-ports
@ routing
m kernelfilter
cli
B ¥sp
w default-session-config
w tls
® session-config-pool
= dial-plan

= enterprise
m accounting

= dns
settings
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A TLS certificate now needs to be associated with the newly created TLS port. In the right-hand
pane, select Create to create an association to the TLS certificate administered in Section 7.3.

AT T i
Avie\ylz\r el sl Configuration
a - a powered
Status Summary  Logout admin MLl Configuration gejeiif -a i ent Logs | Act i ces |"Keys | Access”| ools |
Configuration: all Configure clusteribox:aaashc.avaya.comlinterface eth2lip outsidelsip Help Index
Configuration Setup Wiew ﬂ Rgsgtnl Back [ Delete
= cluster

= hox:asasho.avaya.com
= interface ethd
= interface eth?

Press "Set" to keep these values

Bl ip outside admin [enabled +| (Fesource is active)
ssh
web nat-translation (Resource is inactive)
@ sip
Iefop nat-add-received-from [ 1
media-ports T | disabled [%| (Resource is inactive)
rauting = ==
Lermaiiar natadd-X-Remotenfo  [gnabled v (Resource is active)
cli
& vep load-balance-head-end false ||
udp-port | |ll(||)-|)0|1 ‘flom-servel|(o-server|lmns|)url|remo(e-|)on|ceniiicale|
|Ecit Delote | udp-port 5060 | Edi [Ese oy o |Eait |
Add udp-port
cp-port Add tep-port
Us-port [ |(Is -port [from-server [to-server [ransport[remote-pon| certificate |
[Edit |s-port 5061 [Edi  Jany o = |
Add tls-part

vepitcerifcate we-cern 9] Edi[Creae |

In the next screen, enter the path to the TLS certificate administered in Section 7.3 and select
Create.

Aw\ylz\r e /?n ) Configuration
a powered

Status Summary  Logout sdmin “Home™ ReGHTTHENTIN “Status™"Call'Togs™ "Event'Cogs | Actions | Services | Keys | Access | 100Is |
Configuration: all Enter a path for: cedificate. Exarnple is vepMisicertificate test
Configuration | Setup Wiew | Path: ;ifsp{t.l.é\.cer.tuiﬁ"cé.teuékype i

Creat Back
B boxasasho.avaya.com i I 2

interface eth
E interface ethz

= ip outside
ssh
weh
= sip
icrmp
media-ports
routing
kernelfilter
cli
B v¥sp
= default-session-confi
tls
session-config-pool
= diakplan
F enterprise
accounting
dns
settings

One will then be returned to the previous screen, select Set to save.
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7.5. Administer Authentication

Select sip-gateway Telco on the left pane. The Configure vsp\enterprise\servers\sip-gateway
Telco page is displayed. Click on the Show advanced button.

-

Configuration: all Configure vsplenterprise\servers\sip-gateway Telco | Show advanced |
Configuration | Setup View | Set || Reset| Back| Copy| Delete |
lust . : .
R :r e Manage connections, Loginstant messages, Record media, Record files
e e Set up accounting, Change "from:” URl, Change "to:" URI
B vsp
default-session-config
pre-session-config
session-config-pool * name -Te.lco 1
dial-plan -
egsirabion;pin admin [ enabled E| (Resource is active)
= enterpnse
Bl e domain .
= sip-gateway PBX sip.skype.com

vsp\session-config-pc

senver-pool
= jsip-gateway Telco
vspisession-config-pg

server-pool | servers: |

failover-detection . reggiste_rE (Use REGISTER to detect failures)

ldns—gruup group [Flserver-pool
accounting [Deleta]
dns
Enter the following details under registration-failover:
e User The SIP User number assigned to the avaya.com SIP profile upon
creation in Skype Manager. The number will be seen in the
Authentication Details section of the SIP user profile.
e password-tag i.e. avayapass
e add-user-to-contact enabled
Configure vsplenterpriselserversisip-gateway SkypeAMS Show basic | Help _Inde:x
Set | Reset | Back |  Copy | Delete |

MManage connections, Log instant messages, Becord media, Becord files,
Set up accounting, CThange “from:” LR, Change "to " LRI

general:

T name |Te|c:|j |

peer-identity |Sip.skype.com |

admin @Eﬁdivi (Resource is active)

domain Eip_sky_pe_com |

directory Create

failover-detection [register (| (Use RESISTER to detect failures)

reqgistration -failower:

user | lss051000109702 |
passwaord-tag Iiavayapass ||Manaqe Password
add-userto-contact |EDEQE v| (Resource is active)l
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7.6. Administer Outbound SIP Header Manipulation Rules

The following steps translate the SIP domain names created in Section 7.2 in the To, From,
Request-URI and PAI headers and assign the Skype ID to the user part of the From header as it is
required for outbound calls to work. The Configuration page is displayed. Expand vsp > session-
config-pool = entry ToTelco = to-uri-specification on the left pane.

&
acmcﬁﬁmket
Status Summary Logout admin

Configuration: all

‘Conﬁguration‘ Setup‘ View |

= cluster
box:aasbc
= vsp
default-session-config
pre-session-config
= session-config-pool
= entry ToTelco
to-uri-specification
from-uri-specification
request-uri-specification
p-asserted-identity-uri-spe
entry ToPBX
entry Discard
dial-plan
registration-plan
enterprise
accounting
dns
settings
services-routing

Bl Configuration jgeicil

Configuration

Configuration Loaded

The configuration has been successfully loaded.

Under host select next-hop-domain from the drop-down list box then click Set.

o

acmeﬂ/mcket

Status Summary Logout admin

Configuration: all

Configuration | Setup View |

= cluster
box:aasbc
Bl vsp
default-session-config
pre-session-config
= session-config-pool
= entry ToTelco
to-uri-specification
from-uri-specification
request-uri-specification
p-asserted-identity-uri-spe
entry ToPBX
entry Discard
dial-plan
registration-plan
enterprise
accounting
dns
settings
services-routing

TPN:Reviewed
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Ml Configuration geicid

Configure vsplsession-config-poollentry ToTelcolto-uri-specification Help

Set Reset

user

host

display

transport
user-param

user-truncate-
non-digits

uri-parameter
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> | La s ||

Configuration

> | | Ces | INeys | ACCE |

Back Delete

enter |to-uri

value from the incoming TO URL)

enter | next-hop-domain

domain of the next-hop server.)

enter |to-uri

from the incoming TO URL.)

enter |to-uri

from the incoming TO URL)

to-uri

omit |Z|

Index

|Z| (Net-Met OS-E uses the

or select from| | next-hop-domain E| (Met-Net OS-E uses the

E (Met-Net OS-E uses the value

or select from | to-uri

or select from | to-uri

or select from | to-uri |Z| (Met-Net OS-E uses the value

|Z| (Met-Met OS-E uses the value from the incoming TO URI)

disabled |Z| (Resource is inactive)

Add uri-parameter
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Select from-uri-specification from the left pane. The Configure vsp\session-config-pool\entry
ToTelco\from-uri-specification page is displayed. Type the Skype Manager assigned SIP User in
the user field. Under host select next-hop-domain from the drop-down list box then click Set.

Status Summary Logout admin il Configuration geiciy 0s | Ev . ! | Reys S .
Configuration: all Configure vspisession-config-poolientry ToTelco\from-uri-specification Help
Index
Configuration | Setup View
o cluster Set Reset Delete
box-aasbc
Bl vsp
default- ion-confi
H; aufi-session-conig user enter[ 99051000109702 or select from | 99051000109702 | <]
session-config-pool
dial-plan host enter |next-hop-domain or select from next-hop—domainE
= enterprise (Met-Met OS-E uses the domain of the next-hop server.)
B servers
sip-gateway PBX port enter [from-uri or select from [from-uri  [=] (Net-Net
E sip-gateway TE‘CD OS-E uses the value from the incoming FROM URL)
= vsp\session-config-pool\entry ToTelco
o-uri-specification displa - - P
from-uri-specification play enter |from-uri or select from | from-uri |Z| (Net-Net
request-un-specmcation OS-E uses the value from the incoming FROM URL)
p-asserted-identity-uri-specification
semver-pool user-agent-aware- disabled [=] (Resource is inactive)
dns display-translation
settings
transport UDP [=] (MNetNet OS-E sets the transport method to UDP.)

Select request-uri-specification from the left pane. The Configure vsp\session-config-pool\entry
ToTelco\request-uri-specification page is displayed. Under host select next-hop-domain from
the drop-down list box then click Set.

Configure vsplsession-config-poollentry ToTelcolrequest-uri-specification

Configuration: all

Configuration | Setup View Set Reset Back Delete

= cluster
box-aashc

B ¥sp ) user enter |request-uri
default-session-config

pre-session-config
= session-config-poal
= entry ToTelco host enter |next-hop-domain
to-uri-specification
from-uri-specification

or select from | request-uri |Z| (Net-MNet OS-

E uses the value from the incoming REQUEST URL.)

or select from ne;d-hop—domamE (Met-Met OS-E

uses the domain of the next-hop server.)

request-uri-specification port enter |requestun

or select from request-uriE (Met-Net OS-E uses

p-asserted-identity-uri-specification
entry ToPBX the value from the incoming REQUEST URI.)
entry Discard
dial-plan transport request-uri |Z| (Net-Met OS-E uses the value from the incoming REQUEST URI.)

registration-plan

TPN:Reviewed
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Select p-asserted-identity-uri-specification from the left pane. The Configure vsp\session-
config-pool\entry ToTelco\ p-asserted-identity-uri-specification page is displayed. Under host
select next-hop-domain from the drop-down list box then click Set.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
Bl vsp
default-session-config
pre-session-config
= session-config-poal
= entry ToTelco
to-uri-specification
from-uri-specification
request-uri-specification
| p-asserted-identity-uri-specification |
entry ToPBX

[P T

TPN:Reviewed
SPOC 08/01/2011
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Configure vspl\session-config-poollentry ToTelcoVs5=EE =l Bl AT R el s
Help _Index

Reset

Back Delete

user enter |same-uri or select from | same-uri |Z| (Met-Net OS-E
uses the value from the uri being altered)

host enter |next-hop-domain or select from | next-hop-domain |Z| (Met-Met OS-E
uses the domain of the next-hop server.)

port enter |same-uri or select from | same-uri |Z| (Met-Met OS5-E uses the
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7.7. Administer Inbound SIP Header Manipulation Rules

The following steps translate the SIP domain names created in Section 7.2 in the To, From,
Request-URI and PAI headers from sip.skype.com to avaya.com. Expand vsp = session-config-
pool - entry ToPBX -> to-uri-specification on the left pane. The Configure vsp\session-
config-pool\entry ToPBX\to-uri-specification page is displayed. Under host select next-hop-
domain from the drop-down list box.

Configuration: all Configure vspisession-config-poollentry ToPBX\to-uri-specification Help Index
Configuration | Setup View Set Reset Back Delete
= cluster
box:aasbc
B vsp user ur uri (Nt |
default-session-config enter |to-uri or select from | to-uri |Z| (Met-Met OS-E
pre-session-config uses the value from the incoming TO URL)
= session-config-pool
entry ToTelco host enter \next-hop-domain or select from|| next-hop-domain ﬂ (Met-Met OS-E
= entry ToPBX uses the domain of the next-hop server.)
to-uri-specification
om-uri-specmcation port enter |to-ur or select from | to-uri |Z| (Met-Met OS-E uses the
request-uri-specification
p-asserted-identity-uri-specification value from the incoming TO URL)

Select from-uri-specification from the left pane. The Configure vsp\session-config-pool\entry
ToPBX\from-uri-specification page is displayed. Under host select next-hop-domain from the
drop-down list box then click Set.

Configuration: all Configure vspl\session-config-poollentry ToPBX\from-uri-specification Help Index
Configuration | Setup View Set Reset Back Delete
= cluster
box:aasbc
B vsp user _uri —uri (Met-h
default-session-config enter request-uri or select from | request-uri |Z| (Met-MNet
pre-session-config 0OS-E uses the value from the incoming REQUEST URL.)

= session-config-pool

entry ToTelco host enter |next-hop-domain or select from || next-hop-domain [ | (Met-Net

= entry ToPBX 0S-E uses the domain of the next-hop server.)

to-uri-sieciﬁc_atioq

. port enter |from-uri or select from | from-uri |Z| (Met-MNet OS-E
request-uri-specification
p-asserted-identity-uri-specification uses the value from the incoming FROM URL)
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Select request-uri-specification from the left pane. The Configure vsp\session-config-pool\entry
ToPBX\request-uri-specification page is displayed. Under host select next-hop-domain from

the drop-down list box then click Set.

acmcﬁﬂ?cket

Status Summary Logout admin

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
= vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco
= entry ToPBX
to-uri-specification
from-uri-specification

request-uri-specification

p-assered-identity-ur-specification

millcy Configuration

Configuration

Configure vsplsession-config-poollentry ToPBX\request-uri-specification Help _Index

Set Reset Back Delete

user enter |request-uri or select from | request-uri [=] (Net-Net OS-
E uses the value from the incoming REQUEST URI.)

host enter |next-hop-domain or select from | next-hop-domain |Z| (Net-Met OS-E
uses the domain of the next-hop server.)

port enter request-uri or select from | request-un |Z| (Net-Net OS-E uses
the value from the incoming REQUEST URI.)

Select p-asserted-identity-uri-specification from the left pane. The Configure vsp\session-
config-pool\entry ToPBX\p-asserted-identity-uri-specification page is displayed. Under host
select next-hop-domain from the drop-down list box then click Set.

Configuration: all

Configuration | Setup View |

= cluster
box aasbc
B vsp
default-session-config
pre-session-config
= session-config-pool
entry ToTelco
= entry ToPBX
to-uri-specification
from-uri-specification
request-uri-specification

n-asserted-identity-uri-spe

entry Discard

TPN:Reviewed
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Index

Reset

user
host

port
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Configure vsplsession-config-poollentry ToPBX\p-asserted-identity-uri-specification Help

Back Delete

enter [request-uri or select from | request-uri |Z| (Met-Met OS-E uses the

value from the incoming REQUEST URI.)

or select from|| next-hop-domain |Z| (Met-Net OS-E uses the

enter |next-hop-domain

domain of the next-hop semver.)

enter | same-uri or select from | same-uri |Z| (Met-Net OS-E uses the value

from the incoming uri being altered.)
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7.8. Administer SIP Header Rules for Topology Hiding

In the outgoing INVITE message to Skype Connect the Avaya Aura® Session Manager inserts the
P-Site proprietary with the private IP address of Avaya Aura® System Manager thereby exposing
the private IP addressing scheme to the public Internet. This section describes a SIP header
manipulation rule which strips the P-Site header from the outgoing INVITE. Expand vsp = pre-
session-config > sip-header-settings. The Configure vsp\pre-session-config\sip-header-
settings page is displayed. Click Add rule.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
El vsp

default-session-config
pre-session-config

sip-header-settings
SESSI0N-conmg-pool
dial-plan
registration-plan
enterprise
accounting

Configure vspl\pre-session-configlsip-header-settings

Set Reset Back Delete
admin enabled [»] (Resource is active)
rule Add rule

Set Reset Back

Help _Index

Type a descriptive name for the rule and click Create.

Configuration: all

= cluster
box:aasbc
B vsp
default-session-config
= pre-session-config
sip-header-settings

M eaccinn_ranfinonnnl

TPN:Reviewed
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Create vsp\pre-session-config\sip-header-settingsirule - Step 1 of 1: Edit rule

Please provide some basic information for rule. Then press "Create”.

* name

P-Site|
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The Configure vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click
Configure.

Configuration: all Configure vsplpre-session-config\sip-header-settingsirule P-Site
| Cunﬁguratinn| Setup View | Set Reset Back Copy Delete
= cluster

box:aasbc

e " name P-Site
default-session-config
= pre-session-config

i _ description
= sip-header-settings
rule P-Site .

session-config-pool condition
dial-plan .

registration-plan action Configure
enterprise
accounting Set Reset Back Copy
dns

settings Help Index

senices-routing

The Create vsp\pre-session-config\sip-header-settings\rule P-Site\condition page is displayed.
Under condition-type select match-header. Under name type P-Site then click Create.

Configuration: all Create vspl\pre-session-configisip-header-settingsirule P-Sitelcondition - Step 1 of 1: Edit condition
Help Index

Configuration | Setup View |

Please provide some basic information for condition. Then press "Create”.

= cluster
box:aasbc
= vsp * condition-type match-header |Z| Sets the name of the header to match on)
default-session-config
& pre-session-config " name |enter P-Site |JI' select from | <Not configured> [~
g2 sip-header-settings

rule P-Site
session-config-pool Reset Cancel

dial-plan
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The Configure vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click

Configure.
Configuration: all Configure vsp\pre-session-config\sip-header-settingsirule P-Site Help _Index
Configuration | Setup View | Set Reset Back | Copy Delete
= cluster
box:aasbc
= vsp * name o
default-session-config P-Site
B pre-session-config description
B2 sip-header-settings
rule P-Site condition
session-config-pool . L
dial-plan condition-type match-header |Z| (Sets the name of the header to match on)
registration-plan .
enterprise A enter |P-Site or select from | P-Site |Z|
accounting
dns action Configure
settings -
senvices-routing
Set Reset Back Copy

The Create vsp\pre-session-config\sip-header-settings\rule P-Site\action page is displayed.
Under action-type select strip-header then click Create.

Configuration: all

Configuration

g cluster
box:aasbc

= vsp
default-session-config
E pre-session-config

3 sip-header-settings
rule P-Site

session-config-pool
dial-plan

TPN:Reviewed
SPOC 08/01/2011
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Create vsp\pre-session-config\sip-header-settingsirule P-Sitelaction -
Index

Please provide some basic information for action. Then press "Create”.

* action-type | strip-header

E| kThe Met-Met OS-E removes the SIP head

Cancel
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The Configure vsp\pre-session-config\sip-header-settings\rule P-Site page is displayed. Click

Set.

Configuration: all

Configuration | Setup View | Set Reset
= cluster
box-aasbc
B vsp * name

default-session-config
= pre-session-config
5 sip-header-settings
rule P-Site

session-config-pool
dial-plan

registration-plan
enterprise
accounting
dns

settings
senices-routing

TPN:Reviewed
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description

condition

action

Set Reset

Help Index
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7.9. Save the Configuration
Click Configuration on the left pane then select Update and save configuration.

Configuration: all

COTTET Setup | View] |
Update and save configuration
(Retvad-comfigoratom |

Validate configuration
Analyze configuration

Search configuration

Save as XML

Load from XML

session-config-pool
dial-plan
registration-plan
enterprise
accounting
dns
settings
senvices-routing

Help Index
Set Reset | Back | Copy | Delete |
" name P-Site
description
condition
* condition-type match-header [=] (Sets the name of the header to match on)
" name enter |P-Site or select from | P-Site [=]
action
* action-type strip-header |Z| (The Net-Met OS-E removes the SIP header from the packet)
Set Reset | Back | Copy |
Help Index

Once the configuration is written to disk the Configuration Updated and Saved message is

displayed.

Configuration: all

Configuration | Setup View

= cluster
box:aasbc
B vsp
default-session-config
= pre-session-config
= sip-header-settings
rule P-Site
session-config-pool
dialplan
registration-plan
enterprise
accounting
dns
settings
senices-routing

TPN:Reviewed
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Configuration Updated and Saved
The running configuration has been updated and saved.
Configure vsp\pre-session-config\sip-header-settings\rule P-Site Help Index
Set Reset | Back | Copy | Delete |
* name P-Site
description
condition
* condition-type match-header |Z| (Sets the name of the header to match on)
" name enter |P-Site or select from | P-Site [=]
action
* action-type strip-header |Z| (The MNet-Met OS-E removes the SIP header from the packet)
Set Reset | Back | Copy |
Help Index
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8. General Test Approach and Test Results

The test environment consisted of:
o Asimulated enterprise with Avaya Aura® System Manager, Avaya Aura® Session
Manager, Avaya Aura® Communication Manager, Avaya phones and Avaya Aura® Session
Border Controller.

e A Beta version of the Skype Connect service, to which the simulated enterprise was
connected.

The main test objectives were to verify the following features and functionality:

¢ Inbound and outbound PSTN and Skype P2P service calls from the simulated enterprise
site via Skype Connect.
Basic supplementary telephony features such as hold, resume, transfer, and conference.
G.729 and G.711 codecs.
DTMF tone transmission using RFC 2833.
Long duration calls.

9. Verification Steps

The Session Border Controller stores the SIP signaling traces of each test call in the Call Log
database. Log in to the Session Border Controller through the GUI and click on Call Logs.

= e %
AVJ\\/II\} 2 acme # packet
AU e
Logout admin TR Confiquration | Statis 1 s i
(c) 20052011 Acme Get summary for Refresh | Help
Packet, Inc. All rights .
resemved. box-identifier 01h1-c83d-adf3-2511
[wanewe. acmepacket. com|
M IPAddress LocalBox (86.47.122.10)
State Connected £y
build-version E3EM3P4
build-number 47862
accounting, authentication, cluster-master, database, registration, sampling
timezone GhT
uptime 12 days 17:23:40
— cpu-usage-one-second 0%
location-bindings ]
registration-info total-nonlocal-registrations 0
total-terminated 0
total-declined ]
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The Sessions page is displayed. Calls can be filtered by Call 1D and called/calling number. Click
on Detail once a particular call is selected to display the SIP message trace (not shown).

*
Call Logs
acme /¢ packet
Status Summary Logout admin W o - 3 Calllogs g i - 7] 7| o |
Select: :
SESSIO"S seconds  Refresh
« Sessions
« User Sessions . -
« Devices Search Type: | All Sessions =
« SIP Messages
« H323 Messages View All Sessions
« Accounting Calls Search
« Monitored URIs
« NMonitored Calls
o Files Page of 1 showing [30[=] items View [User Messages [~
* Database Archives Created |Method Result From To CallID |
Sessions Session Diagram Disconnect Events
8036baec1f81df141504c0f5cd00
12:39:58.780
Mon 2010- INVITE sip-+12024702967@avaya.com sip:0035312075630@avaya.com CXC-208-5cdefc30-ecdd78ct- 0x041
06-14 13c4-4c16231e-66b3cbel-

4ebecdcc
Page of 1 showing items

Taken Jun 14, 2010 12:40:45 PM

9.1. Troubleshooting Tools

The Communication Manager list trace station, list trace tac, and status trunk-group commands
are helpful diagnostic tools to verify correct operation and to troubleshoot problems. The logging
and reporting functions within the Session Border Controller and the System Manager Common
Console may be used to examine the details of SIP calls. In addition, if port monitoring is
available, a SIP protocol analyzer such as Wireshark (a.k.a. Ethereal) can be used to capture SIP
traces at the various interfaces. SIP traces can be instrumental in understanding SIP protocol issues
resulting from configuration problems.

10. Conclusion

As illustrated in these Application Notes, Avaya Aura® Session Manager R6.1, Avaya Aura®
Communication Manager R6.0.1 and Avaya Aura® Session Border Controller R6.0 can be
configured to interoperate successfully with the Skype Connect service. This solution provides
users of Avaya Aura® Communication Manager R6.0.1 the ability to support inbound and
outbound calls and basic supplementary features over a public SIP trunk to Skype Connect. These
Application Notes further demonstrated that the Avaya Aura® Session Border Controller could be
utilized to remove P-Site header information on egress SIP messages to the Skype Connect service
as well as provide required domain name conversion for inbound and outbound calls. These
Application Notes also demonstrated that the Avaya Aura® Session Border Controller can
interoperate with the Skype Connect service over TLS. The reference configuration shown in these
Application Notes is representative of a basic enterprise customer configuration and is intended to
provide configuration guidance to supplement other Avaya product documentation.
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Appendix A — Skype Button

In Section 6.6 the provisioning of a Business User is discussed. The Business User is associated
with a unique Skype Name which can be dialed from the Skype Client application or can be used
in click-to-call applications. This section describes the steps for embedding a Skype Button in
HTML code to allow Internet users to dial the Skype Name of a Business User.

Go to http://www.skype.com/intl/en-us/tell-a-friend/get-a-skype-button/ . The Get a Skype Button
page is displayed. Enter the Skype Name from Section 6.6 and select a Skype Button.

Get a Skype button

Skype buttons can be used on your website, blog or even in
your email signature to let other people contact you easily.

You can choose from the simple options below, or customise the
colours, functions and styles using our Skype buttons wizard.

Enter your Skype Name

ibob.avaya.com

Select a button from below
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Scroll down to the bottom of the page. Copying and pasting the HTML snippet from the text box
into an existing webpage will allow Internet users to initiate a call to Business Users.

Preview your button Copy & paste this code
Show @ Web HTML © Email HTML
Save this html snippet to your
computer.
<l-=

»

Skype 'Skype Me™!' button
http:// www.skype.com/go/ s
kypebuttons

__} [
<Bcript
type="text,/javascript"
src="http://download.skvp
e.com/share/skypebuttons,/ =
iz/skypeCheck.is"»</scrip

m
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Appendix B — Avaya Aura® SBC Configuration File

#
# Copyright (c) 2004-2011 Acme Packet Inc.
# All Rights Reserved.
#
# File: /cxc/exce.cfg
# Date: 09:58:57 Mon 2011-05-23
#
config cluster
config box 1
set hostname aaasbc.avaya.com
set timezone Etc/GMT
set name aaasbc.avaya.com
set identifier 00:ca:fe:22:12:43
config interface eth0
config ip inside
set ip-address static 20.0.0.36/25
config ssh
return
config snmp
set trap-target 20.0.0.40 162
set trap-filter generic
set trap-filter dos
set trap-filter sip
set trap-filter system
return
config web
return
config web-service
set protocol https 8443
set authentication certificate "vsp\tls\certificate ws-cert"
return
config sip
set tcp-port 5060 "' " any 0
return
config icmp
return
config media-ports
return
config routing
config route Default
set gateway 20.0.0.1
return
config route StaticO
set destination network 192.11.13.4/30
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set gateway 20.0.0.39
return

config route to86
set destination network 86.0.0.0/24
set gateway 20.0.0.1
return

config route Static2
set admin disabled
return

config route Static3
set admin disabled
return
config route Static4
set admin disabled
return
config route Staticb
set admin disabled
return
config route Static6
set admin disabled
return
config route Static7
set admin disabled
return
config route Staticl
set admin disabled
return

return

return

config ip mgmt
config routing
config route Default
return
config route StaticO
return
config route Staticl
return
config route Static2
return
config route Static3
return
config route Static4
return
config route Static5
return
config route Static6
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return
config route Static7
return
return
return
return
config interface eth2
config ip outside
set ip-address static 86.47.122.10/25
config ssh
set authentication password
set account root
return
config web
return
config sip
set udp-port 5060 ™" " any 0
set tls-port 5061 " ™" any 0
set certificate vsp\tls\certificate Skype
return
config icmp
return
config media-ports
return
config routing
config route Default
set admin disabled
return
config route 8.8.8.8
set admin disabled
set destination host 8.8.8.8
set gateway 86.47.122.7
return
config route "APKT Mouta"
set admin disabled
set destination host 81.134.16.151
set gateway 86.47.122.7
return
config route SkypeAMS
set destination host 80.252.85.76
set gateway 86.47.122.7
return
return
config kernel-filter
config allow-rule allow-sip-udp-from-peer-1
set destination-port 5060
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set source-address/mask 86.47.122.0/24
set protocol udp
return
config deny-rule deny-all-sip
set destination-port 5060
return
return
return
return
config cli
set prompt aaasbc.avaya.com
return
return
return

config services
config event-log
config file access
set filter access info
set count 3
return
config file system
set filter system info
set count 3
return
config file errorlog
set filter all error
set count 3
return
config file db
set filter db debug
set filter dosDatabase info
set count 3
return
config file management
set filter management info
set count 3
return
config file peer
set filter sipSvr info
set count 3
return
config file dos
set filter dos alert
set filter dosSip alert
set filter dosTransport alert
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set filter dosUrl alert
set count 3
return
config file krnlsys
set filter krnlsys debug
set count 3
return
return
return

config master-services
config cluster-master
set group 2
return
config accounting
set group 6
return
config authentication
return
config database
set group 6
set media enabled
return
config registration
return
config sampling
config database
config status
config interface-details
return
config interface-throughput
return
config system-heap
return
config available-memory
return
config trunk-groups
return
config cpu-usage
return
config sip-stack
return
config call-admission-control
return
config dos-transport-counters
return
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config dos-sip-counters
return
config dos-url-counters
return
return
return
return
return

config vsp
set admin enabled
config default-session-config
config media
set anchor enabled
set rtp-stats enabled
return
config sip-directive
set directive allow
return
config log-alert
set apply-to-methods-for-filtered-logs INVITE+REGISTER
return
config third-party-call-control
set admin enabled
set handle-refer-locally disabled
return
return
config tls
config default-ca
set ca-file /cxc/certs/sipca.pem
return
config certificate ws-cert
set certificate-file /cxc/certs/ws.cert
return
config certificate Skype
set certificate-file /cxc/certs/Skype
return
config certificate aasbc.p12
set certificate-file /cxc/certs/aasbc.pl12
set passphrase-tag aashc-cert-tag
return
return
config session-config-pool
config entry toGamma
config to-uri-specification
set host 83.245.6.117
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return
config from-uri-specification
set user 0035391733202
set host local-ip
set display 0035391733202
return
config request-uri-specification
set host 83.245.6.117
return
config p-asserted-identity-uri-specification
set user 0035391733202
set host local-ip
set display 0035391733202
set create true
set use-original-from-header true
return
config header-settings
set pAssert-mode enabled
config reg-ex-header 0
set destination P-Asserted-Identity
set create From .* <sip:0035391733202@83.245.6.117>
return
return
return
config entry SMr61
config to-uri-specification
set host next-hop-domain
set transport TCP
return
config from-uri-specification
set host next-hop-domain
set transport TCP
return
config request-uri-specification
set host next-hop-domain
set port next-hop
set transport TCP
return
config sip-directive
set directive allow
return
config accounting
set target database "vsp\accounting\database\group localdb™
return
config log-alert
return
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return
config entry Discard
config sip-directive
return
return
config entry toSkypeAMS
config to-uri-specification
set host sip.skype.com
set transport omit
return
config from-uri-specification
set user 99051000109702
set host sip.skype.com
set display omit
set transport omit
return
config request-uri-specification
set host sip.skype.com
set transport omit
return
config p-asserted-identity-uri-specification
set host sip.skype.com
set transport omit
return
config contact-uri-settings-out-leg
set add-maddr disabled
return
config media
set anchor enabled
set inactivity-timeout enabled "0 days 01:00:00"
set rtp-stats enabled
return
config in-encryption
set mode offer
set require-tls true
return
config out-encryption
set mode offer
set require-tls true
return
config sip-directive
set directive allow
return
config authentication
set handle-challenge-locally enabled
return
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config log-alert
set apply-to-methods-for-filtered-logs INVITE+REGISTER
return
return
config entry FromSkypeAMS
config in-encryption
set mode offer
set require-tls true
return
config out-encryption
set require-tls true
return
config sip-directive
set directive allow
return
config authentication
set handle-challenge-locally enabled
return
config log-alert
return
return
return
config dial-plan
config route Default
set admin disabled
set priority 500
set location-match-preferred exclusive
set session-config vsp\session-config-pool\entry Discard
return
config route toGamma00353
set admin disabled
set peer server "vsp\enterprise\servers\sip-gateway Gamma"
set session-config vsp\session-config-pool\entry toGamma
set request-uri-match phone-prefix 00353 5
return
config route toSkypeAMS
set peer server "vsp\enterprise\servers\sip-gateway SkypeAMS"
set request-uri-match phone-prefix 00 5
return
config route toMX
set admin disabled
set peer server "vsp\enterprise\servers\sip-gateway MX"
set request-uri-match phone-prefix 01306 5
return
config route fromSkypetoSM
config condition-list
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set operation OR
set request-uri-condition user match 99051000109702
set request-uri-condition user match 12024703313
return
set peer server "vsp\enterprise\servers\sip-gateway SMr61"
set session-config vsp\session-config-pool\entry SMr61
set request-uri-match condition-list
return
return
config enterprise
config servers
config sip-gateway SMr61
set domain avaya.com
set failover-detection ping
set outbound-session-config-pool-entry vsp\session-config-pool\entry SMr61
config server-pool
config server PBX1
set host 20.0.0.20
set transport TCP
return
return
return
config sip-gateway Gamma
set failover-detection ping
set outbound-session-config-pool-entry vsp\session-config-pool\entry toGamma
config server-pool
config server Gamma
set host 83.245.6.117
return
return
return
config sip-gateway SkypeAMS
set peer-identity sip.skype.com
set domain sip.skype.com
set failover-detection register
set user 99051000109702
set password-tag avayapass
set add-user-to-contact enabled
set inbound-session-config-pool-entry vsp\session-config-pool\entry FromSkypeAMS
set outbound-session-config-pool-entry vsp\session-config-pool\entry toSkypeAMS
config server-pool
config server SkypeAMS
set host sip.skype.com
set transport TLS "vsp\tls\certificate Skype™
set port 5061
return

TPN:Reviewed Solution & Interoperability Test Lab Application Notes 85 of 88
SPOC 08/01/2011 ©2011 Avaya Inc. All Rights Reserved. Skype-Avaya-TLS



return
return
config sip-gateway MX
set failover-detection ping
config server-pool
config server MX
set host 20.0.0.10
set transport TCP
return
return
return
return
return
config accounting
config database
config group localdb
config server localdb
set type local
set username postgres
set password-tag dbpassword
return
return
return
return
config dns
config resolver
config server 193.88.6.227
set type dns-only
set name SkypeTestDNS
return
return
config host sip.skype.com
set address 80.252.85.76
return
config service sip.skype.com sip any
set rule 80.252.85.76 5061 0 0
return
return
config settings
set read-header-max 8191
return
return

config external-services
return
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config preferences
config gui-preferences
set enum-strings RequestURIStringSource 83.245.6.117
set enum-strings URIStringSource 0035391733202
set enum-strings General URIStringSource 0035391733202
set enum-strings DisplayURIStringSource 0035391733202
set enum-strings SIPSourceHeader P-Asserted-ldentity
set enum-strings RequestURIStringSource sip.skype.com
set enum-strings URIStringSource 99051000109702
set enum-strings General URIStringSource sip.skype.com
return
return
config access
config permissions superuser
set cli advanced
return
config permissions read-only
set config view
set actions disabled
return
config users
config user admin
set password 0x00450df4f8c0700d7cfc8fbc2al73fe7f6b2d630e32e1ldaed35ba005a2
set permissions access\permissions superuser
return
config user cust
set password 0x00eab23aba77bb7c2b3cbcdc78bb39489297c66h9a6e61a262a76625e6
set permissions access\permissions read-only
return
config user init
set password 0x00bc74e4e043fb499485f78f14a6a26cc816ad64871b2e5ed8367ec4fa
set permissions access\permissions superuser
return
config user craft
set password 0x00ad62ac693367bead327d1d928775b6a634b28b0f5afce57a4allbe66
set permissions access\permissions superuser
return
config user dadmin
set password 0x00be7791ef88476292ea9de8c5d6¢6084a5dbaecdeacef5284b04f4c90
set permissions access\permissions read-only
return
return
return
config features
return

TPN:Reviewed Solution & Interoperability Test Lab Application Notes 87 of 88
SPOC 08/01/2011 ©2011 Avaya Inc. All Rights Reserved. Skype-Avaya-TLS



©2011 Avaya Inc. All Rights Reserved.

Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya Solution &
Interoperability Test Lab at interoplabnotes@list.avaya.com

TPN:Reviewed Solution & Interoperability Test Lab Application Notes 88 of 88
SPOC 08/01/2011 ©2011 Avaya Inc. All Rights Reserved. Skype-Avaya-TLS



