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Chapter 1: New in this release

The following sections detail what is new in Avaya Aura® Contact Center Configuration — Avaya Aura®
Unified Communications Platform Integration (NN44400-521).

» Features on page 7

Features

See the following sections for information about feature changes:
« Communication Manager fallback options on page 7

» Contact Center agent phones on page 8

« Support for Coverage Path on page 8

« Avaya Aura® Unified Communications platform support on page 9

« Avaya Aura® Solution for Midsize Enterprise platform support on page 9

« Avaya Aura® System Manager support on page 9
« Avaya Aura® Session Manager support on page 10

 Contact Center default TLS certificates on page 10

 SIP users and SIP Endpoint on page 10

» Supported phones on page 11

Communication Manager fallback options

Avaya Aura® Contact Center solutions that do not use High Availability can support a number
of alternative fallback options. You can configure your solution to reroute customer calls to
Avaya Aura® Communication Manager or Avaya Aura® Call Center Elite if Avaya Aura® Contact
Center is offline or stopped for maintenance.

The two main fallback options are:
« Automatic fallback to an Avaya Aura® Communication Manager Hunt Group.

« Manual fallback to an Avaya Aura® Call Center Elite skill, split, or Hunt Group.

If Avaya Aura® Contact Center is unable to process voice contacts, Avaya Aura® Session
Manager can automatically reroute customer calls intended for Contact Center to an Avaya
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New in this release

Aura® Communication Manager Hunt Group. This option does not require an Avaya Aura® Call
Center Elite license.

In solutions where Avaya Aura® Contact Center shares the same Avaya Aura® Communication
Manager as an Avaya Aura® Call Center Elite deployment, you can manually reroute customer
calls to an Elite skill if Avaya Aura® Contact Center is offline or stopped for maintenance.

For more information about choosing a fallback option, see Choosing a fallback option on
page 18.

For more information about automatic fallback to a Communication Manager Hunt Group, see
Fallback to Avaya Aura Communication Manager Hunt Group configuration on page 163.

For more information about manual fallback to an Avaya Aura® Call Center Elite skill, see
Fallback to Avaya Aura Call Center Elite skill configuration on page 195.

Contact Center agent phones

Communication Manager desk phones have programmable buttons. You can create feature
buttons by assigning features or functionality to these programmable buttons.

In solutions with Avaya Aura® Call Center Elite and Avaya Aura® Contact Center, agents can
log on to either Contact Center or Elite. Agents must not log in to both Avaya Aura® Call Center
Elite and Avaya Aura® Contact Center at the same time. Agents can log on to Elite and use
the Communication Manager and Elite feature buttons on their desk phone. Or agents can log
on to Avaya Aura® Contact Center.

Avaya Aura® Contact Center and Avaya Aura® Agent Desktop do not provide support for
Communication Manager or Elite feature buttons, but the existence of the feature buttons on
agent phones does not adversely impact agent functionality or call control during normal
Contact Center operation. The feature buttons are supported only on the Avaya Aura® Contact
Center agent desk phones used for Elite fallback support.

For more information about Contact Center agent desk phone supported feature buttons, see
Contact Center agent desk phone supported features on page 20.

Support for Coverage Path

Avaya Aura® Contact Center supports a limited configuration of Coverage Path to allow agent
stations to have voice message boxes on a Communication Manager PABX. For more
information, see Coverage Path configuration on page 217.
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Features

Avaya Aura® Unified Communications platform support

Avaya Aura® Contact Center Release 6.2 supports integration with the Avaya Aura® Unified
Communications Platform Release 6.1 and 6.2.

This integration gives Contact Center access to and control of the Avaya Aura® Unified
Communications solution and phones. The Avaya Aura® Unified Communications platform
benefits by accessing Contact Center skill-based routing, call treatments, reporting, and the
graphical Orchestration Designer.

Avaya Aura® Solution for Midsize Enterprise platform support

Avaya Aura® Contact Center Release 6.2 supports integration with the Avaya Aura® Solution
for Midsize Enterprise platform Release 6.1 and 6.2.

The Avaya Aura® Solution for Midsize Enterprise Solution Template delivers the following
applications for use as virtual machines running on the Avaya Aura® System Platform:

For Avaya Aura® Solution for Midsize Enterprise (ME) platform Release 6.1:

« Avaya Aura® Communication Manager 6.0.1
« Avaya Aura® Session Manager 6.1
« Avaya Aura® System Manager 6.1
» Avaya Aura® Presence Services 6.1
» Avaya Aura® Utility Services 6.1
» Avaya Aura® Application Enablement Services 6.1
For Avaya Aura® Solution for Midsize Enterprise (ME) platform Release 6.2:

« Avaya Aura® Communication Manager 6.2

» Avaya Aura® Session Manager 6.2

« Avaya Aura® System Manager 6.2

« Avaya Aura® Presence Services 6.1

« Avaya Aura® Utility Services 6.2

« Avaya Aura® Application Enablement Services 6.1.2.0.32

Avaya Aura® System Manager support
Avaya Aura® System Manager delivers a set of shared, secure management services and a

common console across multiple products. You use Avaya Aura® System Manager to manage
and configure the routing policies for all Avaya Aura® Session Manager instances in your
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solution. Avaya Aura® System Manager communicates with Session Manager using secure
links.

Avaya Aura® Session Manager support

Avaya Aura® Contact Center Release 6.2 supports integration with the Avaya Aura® Session
Manager.

Avaya Aura® Session Manager is a SIP routing and integration tool. It integrates all the SIP
entities across the entire enterprise network within a company. Session Manager offers a core
communication service that builds on existing equipment but adds a SIP-based architecture.
Session Manager connects to and acts as a system-wide dial plan for call processing
applications such as:

« Avaya Aura® Communication Manager using direct SIP connections.

* Avaya Communication Server 1000 Release 7.5 SIP-enabled PABX.

You use Avaya Aura® System Manager to configure Avaya Aura® Session Manager.

Contact Center default TLS certificates

Avaya Aura® Contact Center Release 6.2 supplies a set of default certificates for use with
Avaya Aura® Application Enablement Services. If you do not have access to or require a third-
party Certificate Authority, you can install these Contact Center default certificates on your
Application Enablement Services server to quickly establish a link between the two systems.

O Important:

AES 6.2 and later includes the default trust certificates. Using the default certificates Avaya
Aura® Contact Center automatically communicates with AES.

For more information about Avaya Aura® Contact Center default certificates, see Application
Enablement Services configuration on page 111.

SIP users and SIP Endpoint

Avaya Aura® Contact Center Release 6.2 supports the registration of 96x0-Series SIP phones

and enables connectivity to an Avaya Aura® Communication Manager Release 6.1 or Release
6.2 using SIP trunks.

For more information about SIP endpoints, see SIP Endpoints configuration on page 223.
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Features

Supported phones

Avaya Aura® Contact Center Release 6.2 supports the following additional phones:
» Avaya 1600 Series IP H.323 deskphones
» Avaya 24xx Series digital deskphones
» Avaya 64xx Series digital deskphones

» Avaya 96x0 Series SIP deskphones

For the complete list of supported phones, see Communication Manager configuration on
page 29.
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Chapter 2: Introduction

This document provides conceptual and procedural information to configure the Avaya Aura® Unified
Communications platform for use with Avaya Aura® Contact Center.

Contact Center uses industry-standard SIP and CSTA (TR/87 over SIP) interfaces to communicate with
SIP-enabled systems such as the Unified Communications platform. This integration gives Contact Center
access to and control of the Avaya Aura® Unified Communications phones. The Avaya Aura® Unified
Communications platform benefits from Contact Center skill-based routing, call treatments, reporting, and
the graphical Orchestration Designer. Avaya Aura® Agent Desktop supports Avaya Aura® Unified
Communications phones and continues to support voice, e-mail, and Web chat contact types.

Avaya Aura® Contact Center supports the following Avaya Aura® components:

Avaya Aura® component Release Patch level

Avaya Aura® System Platform 1.1.1.0.2
Avaya Aura® Midsize Business Template (MBT) 5.2.1.3.6
Midsize Business Template Communication Manager 5.2.1
Midsize Business Template SIP Enablement Services 5.2.1
Midsize Business Template Application Enablement Services 5.2.1 Super Patch 2 and 3
Standalone Avaya Aura® Communication Manager 521
Standalone Avaya Aura® SIP Enablement Services 5.2.1
Standalone Avaya Aura® Application Enablement Services 5.2.2 Super Patch 2
Standalone Avaya Aura® Communication Manager 6.0.1 SP2
Standalone Avaya Aura® System Manager 6.1 SP1.1, SP2, SP4**
Standalone Avaya Aura® Session Manager 6.1 SP2, SP4***
Standalone Avaya Aura® Application Enablement Services 6.1.0.20* Super Patch 2
Standalone Avaya Aura® Communication Manager 6.2-02.0.82

3.0
Standalone Avaya Aura® System Manager 6.2.12.0
Standalone Avaya Aura® Session Manager 6.2.0.0.620

120
Standalone Avaya Aura® Application Enablement Services 6.1.2.0.32
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Avaya Aura® component Release Patch level
Standalone Avaya Aura® Communication Manager 6.2-02.0.82
3.0
Standalone Avaya Aura® System Manager 6.2.12.0
Standalone Avaya Aura® Session Manager 6.2.0.0.620
120
Standalone Avaya Aura® Application Enablement Services 6.2
Avaya Aura® Solution for Midsize Enterprise 6.1
Midsize Enterprise Communication Manager 6.0.1 SP2
Midsize Enterprise Session Manager 6.1 SP2
Midsize Enterprise Application Enablement Services 6.1.0.20 Super Patch 2
Avaya Aura® Solution for Midsize Enterprise 6.2.0.0.310
5
Midsize Enterprise Communication Manager 6.2-02.0.82
3.0
Midsize Enterprise Session Manager 6.2.0.0.620
120
Midsize Enterprise Application Enablement Services 6.1.2.0.32

« Note *: To support the Avaya Aura® Contact Center—Mission Critical High Availability feature, the
Avaya Aura® Application Enablement Services server must be Release 6.1.1 or later.

« Note **: To support the Avaya Aura® Contact Center—Mission Critical High Availability feature, the
Avaya Aura® System Manager must be Release 6.1 SP4 or later.

« Note ***: To support the Avaya Aura® Contact Center—Mission Critical High Availability feature, the
Avaya Aura® Session Manager must be Release 6.1 SP4 or later.

You must configure the following Avaya Aura® Unified Communications components to work with Contact

Center:
« Avaya Aura® Communication Manager
« Avaya Aura® Session Manager

Or

Avaya Aura® SIP Enablement Services
+ Avaya Aura® Application Enablement Services

You use Avaya Aura® System Manager to configure Avaya Aura® Session Manager.
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Prerequisites

© Note:

Avaya Aura® Contact Center does not support Avaya Aura® Communication Manager - Feature
Server.

Prerequisites

« Read Avaya Aura® Contact Center Planning and Engineering (NN44400-210).
« Read Avaya Aura® Contact Center Installation Checklist (NN44400-310).

« Read Avaya Aura® Contact Center Installation (NN44400-311).

« Read Avaya Aura® Contact Center Commissioning (NN44400-312).

« Read Avaya Aura® Session Manager Overview.

Read Administering Avaya Aura® Session Manager.

Related resources

Support

Visit the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. On the Avaya Support website at
http://support.avaya.com, search for notices, release notes, downloads, user guides, and
resolutions to issues. Use the Web service request system to create a service request. Chat
with live agents to help answer questions. If an issue requires additional expertise, agents can
guickly connect you to a support team.

Avaya Mentor videos

Avaya Mentor is an Avaya-run channel on YouTube that includes technical content on how to
install, configure, and troubleshoot Avaya products.

Visit http://www.youtube.com/AvayaMentor and do one of the following:

» Enter a key word or key words in the Search channel to search for a specific product
or topic.

* Click the name of a playlist to scroll through the posted videos.
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Chapter 3: Configuration Fundamentals

This section provides the conceptual information that you need to configure the Avaya Aura® Unified
Communications platform to work with Avaya Aura® Contact Center.

Prerequisites

« Read the Avaya Aura® Unified Communications platform Release Notes.
« Read Avaya Aura® Contact Center Installation Checklist (NN44400-310).

Navigation

» Avaya Aura Unified Communications platform configuration on page 17

« Choosing a fallback option on page 18

» Contact Center agent desk phone supported features on page 20

« High Availability Avaya Media Server on page 23

Avaya Aura® Unified Communications platform
configuration

The basic procedure to configure the Avaya Aura® Unified Communications platform to work
with Avaya Aura® Contact Center is as follows:

« Identify which calls to the Avaya Aura® Unified Communications platform are contact
center calls to be handled by Contact Center. The Contact Center suite of applications
then provides call treatments, skill-based routing, and reporting for these calls.

« Identify which Avaya Aura® Unified Communications phones are to become agent phones
(controlled by Contact Center) and associated with Agent Desktop clients.
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« If you are using Avaya Aura® SIP Enablement Services (SES) configure it to forward calls,
based on a dial pattern, to the Contact Center.

- Add Contact Center as a SIP endpoint on Avaya Aura® SIP Enablement Services
(SES).

- Add a dial pattern which resolves to Contact Center.

« If you are using Avaya Aura® Session Manager configure it to forward calls, based on a
dial pattern, to the Contact Center.

- Add Contact Center as a SIP Entity on the Avaya Aura® Session Manager.
- Add a dial pattern which resolves to Contact Center.

« Configure the Avaya Aura® Application Enablement Services (AES) to support CSTA (TR/
87 over SIP) call control by the Contact Center using a certified Transport Layer Security
(TLS) communication channel.

- Enable the TR87 port.

- Apply TLS Certification (not applicable with default certificates and AES 6.2 and
later)

- Add Contact Center as a trusted host.

The Contact Center must then be configured to accept, control, and treat calls originating from
the Avaya Aura® Unified Communications platform.

« Detail the voice and CTI proxy addresses and ports.
» Apply TLS Certification (not applicable with default certificates and AES 6.2 and later)
» Add the route point.

For more information about configuring Contact Center to accept incoming contacts from the
Avaya Aura® Unified Communications platform, and to control phones, see Avaya Aura®
Contact Center Commissioning (NN44400-312).

Choosing a fallback option

Before implementing a fallback strategy you must first consider how voice contacts enter your
Avaya Aura® Unified Communications solution and how these calls are routed to Avaya Aura®
Contact Center. Individual enterprise solutions often use a combination of methods. Depending
on the methods used, you can choose a fallback strategy suitable for your solution.

Customer calls typically enter an enterprise solution using the following methods:
* PSTN and traditional ISDN channels.

* PSTN and SIP networks through Session Border Controllers (SBCs).

If a customer dials a Vector Directory Number, the customer voice call can first be routed to
Avaya Aura® Communication Manager and then through Avaya Aura® Session Manager to

18 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012
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Choosing a fallback option

Avaya Aura® Contact Center. If the customer dials a Controlled Directory Number (CDN), the
customer voice call can be routed directly through Avaya Aura® Session Manager to Avaya
Aura® Contact Center.

For each inbound option the following routing options are supported:
Incoming voice contacts using PSTN and ISDN Gateways:

« Using the Avaya Aura® Communication Manager telephony dial plan, contacts are routed
through Session Manager using SIP trunks to Avaya Aura® Contact Center.

« Using an Avaya Aura® Communication Manager dial plan, contacts are routed to a
Communication Manager Vector Directory Number (VDN) and Vector “route-to” steps
which perform the following:

- The first option is to route to Avaya Aura® Session Manager using a SIP trunk to
Avaya Aura® Contact Center.

- If the first option fails, then fallback to either a hunt group, split, or skill (optional).
Incoming Voice contacts via SBC and SIP Gateways:

« Using Avaya Aura® Session Manager routing, contacts are routed to Avaya Aura® Contact
Center using SIP trunks.

« Using Avaya Aura® Session Manager routing, contacts are routed to Avaya Aura®
Communication Manager VDNs and Vector “route to” steps which performs the following:

- The first option is to route back to Avaya Aura® Session Manager using SIP trunks
and onwards to Avaya Aura® Contact Center.

- If the first option fails, then vector fallback to either hunt group, split, or skill
(optional).

If you are not implementing a High Availability solution, for both call entrance methods, Avaya
recommends that you consider the possible failure points in your solution and how to protect
against them. For an Avaya Aura® Contact Center solution all inbound voice contacts are
routed through an Avaya Aura® Session Manager. In all non High Availability solutions, the
single points of failure are therefore Avaya Aura® Session Manager and Avaya Aura® Contact
Center. You must consider these possible failure points when choosing a fallback solution on
Avaya Aura® Communication Manager.

For each possible failure point, the following methods can be deployed:
« In a solution with a single Avaya Aura® Session Manager deployment:

- Use the vector fallback to a skill method. This method requires Avaya Aura® Call Center
Elite licensing. After a fallback, Avaya Aura® Contact Center agents log on to an Avaya
Aura® Call Center Elite fallback skill to handle routed voice contacts during the outage.
For more information about this fallback option, see Fallback to Avaya Aura Call Center
Elite skill configuration on page 195.

« In a solution with a single Avaya Aura® Contact Center deployment:

- Use the Avaya Aura® Session Manager fallback to hunt group method. This method
does not use Vector Variables or Elite. Avaya Aura® Contact Center agent stations
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are configured in a Communication Manager hunt group and voice contacts are
handled by this hunt group in fallback mode. For more information about this fallback
option, see Fallback to Avaya Aura Communication Manager Hunt Group

configuration on page 163.

- Use the vector fallback to a skill method. This requires Avaya Aura® Call Center Elite
licensing. After a fallback, Avaya Aura® Contact Center agents log on to an Avaya
Aura® Call Center Elite fallback skill to handle routed voice contacts during the
outage. For more information about this fallback option, see Fallback to Avaya Aura
Call Center Elite skill configuration on page 195.

These fallback methods are very similar and can be used in a variety of failure scenarios to
provide a more resilient solution. Avaya recommends these methods in an Avaya Aura®
Contact Center solution where High Availability is not deployed. If you are implementing a High
Availability solution, these fallback methods are optional.

Contact Center agent desk phone supported features

This section specifies which desk phone feature buttons are supported on an Avaya Aura®
Contact Center agent’s desk phone. Avaya Aura® Communication Manager desk phones have
programmable buttons. You can create feature buttons by assigning features or functionality
to these programmable buttons.

In solutions that support Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite,
agents may use their desk phones to log on to either Contact Center or Elite.

Example: During normal operation support agents log on to Avaya Aura® Contact Center and
handle customer calls routed to a Contact Center skillset. If Avaya Aura® Contact Center is
offline or stopped for maintenance, the support agents can log on to an Elite support skill.
During the Contact Center outage, customer calls intended for the Contact Center support
skillset are rerouted to the Elite support skill, where the calls are answered by agents with
support experience. When Contact Center starts back up, the support agents must log out from
Elite and log back on to Contact Center.

© Note:

In solutions that support Contact Center fallback to Elite, agents log in to either Avaya Aura®
Call Center Elite or Avaya Aura® Contact Center. During normal operation, Agents log in to
Contact Center. During fallback operation, agents log in to an Elite skill. Agents are not
permitted to log in to both Avaya Aura® Call Center Elite and Avaya Aura® Contact Center
atthe same time. Avaya recommends using remote/force logout to ensure agents are logged
out from Elite before returning to Contact Center.

The feature buttons on the agent desk phones must be supported by Avaya Aura® Call Center
Elite. Avaya Aura® Contact Center and Avaya Aura® Agent Desktop do not support these
feature buttons, but the existence of these feature buttons on agent phones does not adversely
impact call control or agent functionality during normal Contact Center operation.
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Contact Center agent desk phone supported features

When agents log on to an Elite skill, they can use the Communication Manager and Elite feature
buttons as intended. When the agents log on to Contact Center, the following feature buttons
have no adverse impact on contact center agent functionality or call control.

Avaya Aura® Call Center Elite feature buttons

Feature Button Name or Impact on Comment
Label Contact
Center
Login / Logout Feature Access Logging onto | Permitted to configure login /
Code and Agent ID | Contact logout on the phone-set to
and operation mode. | Center and support fallback scenarios
Elite at the only. Supported, but only in
same time is | fallback to Elite scenarios.
not
supported.
Select Operation manual-in / Manual | None No impact on Contact Center
Modes In functionality, therefore
supported on agent phones.
auto-in / Auto in None No impact on Contact Center
functionality, therefore
supported on agent phones.
Change Agent State | aux-work / AuxWork | None No impact on Contact Center
functionality, therefore
supported on agent phones.
after-call / AfterCall | None No impact on Contact Center
functionality, therefore
supported on agent phones.
Ability to render on uui-info / UUI-Info None No impact on Contact Center
phone-set display functionality, therefore
ASAI UUI associated supported on agent phones.
with call
Call Work Codes work-code / Work None No impact on Contact Center
Code functionality, therefore
supported on agent phones.
VuStats vu-display / VU None No impact on Contact Center
Display functionality, therefore
supported on agent phones.
Stroke Counts stroke-cnt / Stroke None No impact on Contact Center
Count functionality, therefore
supported on agent phones.
Change Agent Skills | alrt-agchg / Alert None Button is configured on the
(from phone-set) Agent agent set to notify the agent
of the skill change.
Supervisor uses FAC's to
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Feature Button Name or Impact on Comment
Label Contact
Center
update the agents skillsets.
No impact on Contact Center
functionality, therefore
supported on agent phones.
Forced Agent Logout | Configured using None Logout based on time in After
Feature Access Call Work (ACW) mode. No
Code. Impact on Contact Center
functionality, therefore
supported on agent phones.
Forced Agent Logout | Configured using None Logout based on specified
by Clock Time Feature Access time on Communication
Code. Manager. No impact on
Contact Center functionality,
therefore supported on agent
phones.
Remote Logout of Feature Access None Allows a Supervisor to logout

Agents

Code and Agent ID.

an agent from any desk
phone. No impact on Contact
Center functionality,
therefore supported on agent
phones.

Avaya Aura® Communication Manager feature buttons

agent ID

Manager feature
setting — No extra
keys configured.

Feature Button Name or Impact on Comment
Label Contact
Center
Direct Agent Calling | Communication None Ability to call an agent directly
(DAC) Manager feature —no by Agent ID. No impact on
extra keys Contact Center functionality,
configured. therefore supported on agent
phones.
MWI tracking for Communication None No impact on Contact Center

functionality, therefore
supported on agent phones.

The supported feature buttons are supported only on the Avaya Aura® Contact Center agent

desk phones used for Elite fallback support.

A\ caution:

Avaya Aura® Contact Center does not support any other feature buttons on agent desk

phones.
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High Availability Avaya Media Server

High Availability Avaya Media Server

High Availability Avaya Media Server and G430/G450 configuration

If your G430 or G450 Media Gateway is installed on the same network subnet as your High
Availability Linux-based Avaya Media Server cluster, then you must disable ARP Inspection
on the G430/G450. If an Avaya Media Server fails, the G430/G450 can then communicate with
the other Avaya Media Server in that cluster.

On the G430 or G450, disable ARP spoofing protection by entering the CLI command: “no ip
arp inspection”.

High Availability Avaya Media Server and G6xx configuration

In Avaya Aura® Contact Center High Availability solutions that contain High Availability Linux-
based Avaya Media Servers and a G6xx Media Gateway, the Avaya Media Servers must be
installed in a different network subnet to the G6xx Media Gateway.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 23



Configuration Fundamentals

24 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Chapter 4: System Platform configuration

Avaya Aura® System Platform is a real-time virtualization technology that enables unmodified versions of
Avaya Aura® Communication Manager, Avaya Aura® SIP Enablement Services or Avaya Aura® Session
Manager, Avaya Aura® Application Enablement Services, Utility Services, and Media Services to be
deployed on a single server.

The Avaya Aura® Midsize Business Template packages four key Avaya Aura® applications on one server
platform using System Platform technology. It also includes key supporting applications and utilities
designed to simplify deployment and reduce ongoing ownership costs.

The Midsize Business Template puts Unified Communications within reach of midsize enterprises. It
simplifies IP/SIP telephony, streamlines management and lowers energy costs because the necessary
Avaya Aura® applications and utilities are deployed on only one server instead of across multiple pieces
of hardware.

This section describes how to access the System Platform Management Console when using a Midsize
Business Template with Contact Center. After you log on to the System Platform you can access the
following:

« Avaya Aura® SIP Enablement Services server
« Avaya Aura® Application Enablement Services server

e System status

Avaya Aura® Solution for Midsize Enterprise also uses Avaya Aura® System Platform.

Prerequisites

« Commission your Avaya Aura® SIP Enablement Services server.
« Commission your Avaya Aura® Application Enablement Services server.

» Ensure that you have log on permission for System Platform.

Navigation

» Accessing the System Platform Web console on page 26
» Confirming the template version on page 27
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Accessing the System Platform Web console

About this task

You can view the System Platform information by accessing the System Platform Management
Console from a Web browser on a computer connected to the same network as the System
Platform server.

Procedure

1. Start a Web browser.

2. In the Address box, type the following URL: https://<ipaddress>/
webconsole, where <ipaddress> is the IP address for the Console Domain that
you configure during the System Platform installation.

A Login dialog box appears.

O Important:

This is a secure site. If you get a certificate error, then follow the instructions in
your browser to install a valid certificate on your computer.
3. Inthe User Id box, type your user ID.
The default log on User ID is admin.
4. Click Continue.
A Password dialog box appears.
5. In the Password box, type your password.
The default password is admin01.
Avaya recommends that you change the default password after your first logon.

Passwords must have at least six characters. Avaya recommends the you use only
alphanumeric characters.

6. Click Logon.
The system displays a Before You Begin page.

7. Click Continue.
The system displays the Virtual Machine List page in the System Platform
Management Console. The various administrative options are in the left navigation
menu. The virtual machines are listed on the right.

Procedure job aid

The System Platform Management Console lists the virtual machines on the server, including
the SIP Enablement Services (SES) server and the Application Enablement Services (AES)
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Confirming the template version

server. The System Platform also shows the status and some details of the individual virtual

Servers.
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Figure 1: Example of System Platform Virtual Machine Management showing SES and AES
server

Confirming the template version
Before you begin

* Log on to the System Platform Management Console from a Web browser. See Accessing
the System Platform Web console on page 26.
About this task

Use the System Platform information to confirm that the Avaya Aura® Unified Communications
platform template meets the minimum requirements for integration with Contact Center.
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Procedure

In the top pane of the System Platform Virtual Machine Management page, confirm
that the Current template installed: is 5.2.1.3.6, 6.0, 6.1 or 6.2.

O Important:

If the Current template installed is less than 5.2.1.3.6, contact your Avaya Aura®
Unified Communications platform Administrator and request this or a later
template.

O Note:
The minimum System Platform requirement is:
* 6.0.3.0.3 (required patch 6.0.3.7.3) for 6.1
*6.2.0.0.27 for 6.2
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Chapter 5: Communication Manager
configuration

This section describes how to configure Avaya Aura® Communication Manager for integration with Avaya
Aura® Contact Center. Avaya Aura® Communication Manager delivers centralized call control for resilient
and distributed networks. Communication Manager supports a wide range of servers, gateways, analog,
digital, and IP-based communication devices.

The Avaya Aura® Contact Center Mission Critical High Availability feature requires two Avaya Aura®
Session Managers in your solution.

The following diagram shows a typical Communication Manager deployment and configuration.

Figure 2: Example Communication Manager configuration

Communication Session
Manager Manager 1
n Signaling Groupl SIPTrunk Group L ASLIL-S MO0
Dial Plan
B3000 [AAR]
-LIDP
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Dial Plan
T
-ext
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\ Manager 2
SIFTrunk Group 2 S-S 1100
ASLZ-5ML00
. . Asecond 5M is
supported only in
70000 70001 AACC HA solutions

In addition to station configuration, the Communication Manager must be configured to route calls to and
from Avaya Aura® Contact Center through SIP using one or more Avaya Aura® Session Managers.

Avaya Aura® Contact Center uses Avaya Aura® Application Enablement Services to monitor and control
Communication Manager agent stations (phones).
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Avaya Aura® Application Enablement Services (AES) provide a set of enhanced telephony APIs,
protocols, and Web services. The Avaya Device, Media, and Call Control (DMCC) APIs provided by
Application Enablement Services enable Avaya Aura® Contact Center to monitor and control
Communication Manager phones.

Figure 3: Example Communication Manager call control

AvayaAura AvayaAura AvayaAura
Contact Center Application Enablement Services Communication Manager

TLS DMCC TRAY TS5AP Link cti-link n—ADJ-IP
ETI Call Contral Switch CTI Link n AESWCE

]
B B

Agemt 1 Agent 2

On the Communication Manager, configure IP services for Application Enablement Services (AESVCS)
and then configure a cti-link of type ADJ-IP. The ADJ-IP link type is for Adjunct Switch Application Interface
(ASAI) links administered by Avaya CTI applications, such as Application Enablement Services.

On the Application Enablement Services server, configure a secure TLS link with Avaya Aura® Contact
Center. Enable DMCC TR/87 CTI call control, and add a TSAPI CTI link to the Communication Manager.
The Application Enablement Services - TSAPI Switch CTI Link number must match the Communication
Manager cti-link number.

Network Call Redirection configuration:

To support playing music-on-hold in a Route Point to Route Point conference scenario, you must enable
Network Call Redirection (NCR) on your Communication Manager.

» On the Communication Manager “System-Parameters Customer-Options” form, enable the “ISDN/
SIP Network Call Redirection” feature.

« On the Communication Manager “Trunk Group” form of the Communication Manager to Avaya Aura®
SIP Enablement Services or Avaya Aura® Session Manager SIP trunk, enable “Network Call
Redirection”.

Communication Manager System Access Terminal (SAT) navigation:

You configure Avaya Aura® Communication Manager using the System Access Terminal (SAT)
interface.
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Use the keyboard arrow keys to move around screen (when using a w2ktt Terminal Emulator).

Communication Manager configuration procedures

* To save information, press Esc followed by e.

* To cancel, press Esc followed by x.

« To move onto next page, press Esc followed by n.

« To go to previous page, press Esc followed by p.

* To erase information, use the spacebar.

* To get help, press Esc followed by h, or type ‘help’.

Communication Manager call scenarios:

In a SIP-enabled Contact Center with a Communication Manager, Avaya Aura® Contact Center supports

a maximum of 2 call appearance lines configured per agent station. The following table details the call

restrictions this enforces on an agent.

Table 1: Communication Manager call scenario table

Personal Call

Agent Receive Receive Make Make Initiate Call Join
Action Skillset Personal | Personal | Personal Consult
L Call Call Call (from | call (from
Status desk CTI)
phone)
2 Lines Free Yes Yes Yes Yes N/A N/A
Skillset Call Active No No Yes* No Yes N/A
Personal Call Active No No Yes* No Yes N/A
Skillset Call and No No No No No No

*Personal calls are modelled as consults.

Communication Manager configuration procedures

About this task
This task flow shows you the sequence of procedures you perform to configure Communication

Manager.
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Configuring a SIP
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for the first Manager
Session Manager
| I

Configuring a Route
Pattern

Figure 4: Communication Manager configuration procedures
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Logging on to Communication Manager

Administering the Dial '
Plan for routing and Adding agent
extensions workstations to the
* numbering tables
Administering the
Lniform Dial Plan for
routing
Using High
‘ Availability?
Administering v Mo
Automatic &8
Alternate Routing *
Enabling gratuitous
address resolution
Configuring IP Services protocol o.n agent
for Application extensions
Enablement Services

!

Configuring a CTI
link for Application
Enablement Services

l

Creating the agent
extensions

| I

Figure 5: Communication Manager configuration procedures continued

Logging on to Communication Manager

About this task

Log on to Avaya Aura® Communication Manager to configure parameters and resources for
integration with Avaya Aura® Contact Center.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 33



Communication Manager configuration

Procedure
1. Using an SSH client such as PuTTY, begin an SSH session using the
Communication Manager IP address.
2. Click Open.

3. When prompted enter the user name and password for the Communication
Manager.

4. Press return to ignore terminal selection and when prompted for high priority
session, enter n.

5. To access the System Access Terminal (SAT), type sat and enter the same
password used above.

6. When prompted, enter a preferred terminal type. For example, select the w2ktt
Terminal Emulator.

Verifying system parameters

About this task

On the Communication Manager System Parameters Customer Options form, verify that the
ISDN/SIP Network Call Redirection feature is enabled. To support playing music-on-hold in a
Route Point to Route Point conference scenario, you must enable Network Call Redirection
(NCR) on your Communication Manager.

On the Communication Manager System Parameters Features form, verify that Universal Call
Identifier (UCID) is enabled. Universal Call Identifier is an Avaya proprietary call identifier used
to help correlate call records between different systems. Universal Call Identifier must also be
configured on the Trunk Group to Avaya Aura® Session Manager. For more information, see
Configuring a SIP Trunk Group for the first Session Manager on page 42.

Procedure

1. Use the System Access Terminal (SAT) interface to verify that the ISDN/SIP
Network Call Redirection feature is enabled. Use the display system-
parameters command.
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Verifying system parameters

omer-—-options
COPTICMAL FEATURES

Emergency Access Lo Attendant? ¥ IPF Ztations? ¥
Enable 'dadmin' Login? ¥y

Enhanced Conferencing? vy IZDN Feature Plus? ¥

Enhanced EC5007 ¥y |ISDN/SIF Network Call Redirection? y|

Enterprise Zurwviwvable ZJerver? n IZDN-EBERI Trunks? ¥

Enterprise Wide Licensing? n IZDI-PRI? ¥

E33 Adwinistration? ¥ Local Zurvivable Processor? n

Extended Cwvg/Fwd Admin? ¥ Malicious Call Trace? ¥

External Device Alarm Admin? ¥ Media Encryption Cver IP? n

Fiwve Port Networks Max Per MCC? n Mode Code for Centralized Voilce Mail? n
Flexible EBilling? n

Forced Entry of Account Codes? ¥ Multifrequency SJignaling? vy

Flohal Call Classification? ¥y Multimedia Call Handling (EBasic)? ¥y

Hospitality (Ba=sic) ? ¥y Multimedia Call Handling (Enhanced) ? ¥y

Hospitality (33V3 Enhancements) ? ¥ Multimedia IP 3IP Trunking? ¥
IPF Trunks? ¥y

IPF Attendant Consaoles? ¥y
[MOTE: You mwust logoff & login to effect the permission changes.)

2. Verify that Universal Call Identifier is enabled and that the Network Node is a unique
node identity. Use the display system-parameters features command.

em-parameters features
FEATURE-RELATED S¥3ITEN PARAMNETERS

I¥ITEM PRINTER FPARAMETERS
Endpoint: Lines Per Page: &0

SY¥YITEM-WIDE PARAMETERS
Jwitch Name:
Emergency Extension Forwarding (min): 10
Enable Inter-Gateway Llternate Routing? n
Enable Dial Plan Transparency in Iurvivable HMode? n
COR to Use for DPT: station

MALICIOUS CALL TRACE PARAMETERS
Apply MCT Warning Tone? n HCT Voice Recorder Trunk Group:

Delay Zending BRELease (seconds): 0O
SEWD ALL CALLZ OPTICNI
Zend All Calls Applies to: station huto Inspect on Send All Calls? n

Preserve previous AUX TWork button states after deactivation? n
TNIVERZAL CALL ID
Create Universal Call ID (UCID) 2 ¥ TCID Network MNode ID: 21

3. Verify that the Universal Call Identifier is forwarded to the Adjunct Switch
Applications Interface (ASAI). Use the display system-parameters
features command.
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display systewm-parameters features
FEATURE-RELATED SYITEM PARAMETERS
CALL CENTER MIZCELLANECOUS
Callr-info Display Timer (=sec): 10
Clear Callr-info: next-call
Allow Ringer-off with Auto-Answer? n

Feporting for PC MNon-Predictive Calls? n
Agent/Caller Disconnect Tones? n
Zip Tone Burst for Callmaster Endpoints: double

AZLT
Copy ASAI UUI During Conference/Transfer? n
Call Classification After Answer Zupervision? n
| Send UCID to ASAI? v
For ASAI Zend DTHF Tone to Call Originator? v

Administering IP node names

About this task

The nodes defined in the Avaya Aura® Communication Manager IP Node Names form are used
in other configuration screens to define the SIP signaling groups between Communication
Manager and the Avaya Aura® Session Managers.

The Avaya Aura® Contact Center Mission Critical High Availability feature requires two Avaya
Aura® Session Managers. Use the IP Node Names form to assign a node name and IP address
for the two Avaya Aura® Session Managers.

Procedure

1. Use the System Access Terminal (SAT) interface to enter the node name and IP
address for the first Avaya Aura® Session Manager. Use the change node-names
ip command.
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Verifying the IP network region

2. If your solution uses the Avaya Aura® Contact Center Mission Critical High
Availability feature, enter the node name and IP address for the second Avaya Aura®
Session Manager. Use the change node-names ip command.

Example

The following example of a Communication Manager IP Node Names display shows two
Session Managers: ASM1-SM100 and ASM2-SM100.

dizsplay node-names ip

IF WNODE MNAMES

Marme IF bddress
AEM1-3M100 172.18.71.17
AEMZ-3M100 172.18.71.18
LTFAESZ 172.18.70.243
LTFAESS 172.18.70.246
LATFAES4 172.18.70.249
LTFaes 172.18.70.238
HCAFPEALES 172.18.71.23
HCAPDCZAES 172.18.38.10
HCAPDCZCHMEF 172.18.38.3
HCAPDCZEM100 172.18.38.7
default o.0.0.0
procr 172.18.71.15
procra HH
[ 13 of 13 administered node-names were displawed |

T=e 'list node-names' comoatd to see a&ll the administered node-names
Uze 'change node-natmes ip x®xxx' to change a node-name 'xxx' or add a node-name

Note the procr name, as this is the Avaya Aura® Communication Manager processor interface.
The Communication Manager processor (procr) IP address is 172.18.71.15.

In other Avaya configurations such as an Avaya G650 Media Gateway, the C-LAN interface
address must be used as the SIP signaling interface to Session Manager, rather than the
processor address (node name procr).

Note the Avaya Aura® Application Enablement Services node name and IP address from the
image above is 172.18.71.23.

Verifying the IP network region

About this task

On the Communication Manager IP Network Region form, verify that the Authoritative Domain
name matches the contact center SIP domain name.
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Procedure

Use the System Access Terminal (SAT) interface to verify that the authoritative domain
names matches the contact center SIP domain name. Use the display ip-
network-region command

Example

The following example of a Communication Manager IP Network Region form, shows
authoritative domain configured as siptraffic.com.

diszplay ip-network-region 1

IF NETWORK REGICHN

Region: 1
Location: Iunthoritative Domain: =siptraffic.com
Hame :
MEDIZ PARAMETERS Intra-region IP-TP Direct Audio: yes
Codec S5et: 1 Inter-region IP-TP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/T0OS PARAMETERS
Call Control PHE Value: 0
Audic PHE Value: 0
Video PHE Value: 0
802.1P/Q PARAMETERS
Call Control 802.1p Priority: 0O

Indioc 802.1p Priority: 0O
Video 802.1p Prioritcy: 0 AUDIO RESOURCE RESERVATION PARABMETERS
H.323 IP ENDPOINTS RSVP Enabled? n

H.323 Link Bounce Recovery? vy
Idle Traffic Interval (sec): 2
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5

0

Configuring a SIP Signaling Group for the first Session
Manager

About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the first Avaya Aura® Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP
Trunk Group to route calls to an Avaya Aura® Session Manager.

Procedure

1. Use the System Access Terminal (SAT) interface to add a signaling group for the
first Session Manager. Use the add signaling-group <sl1>command, where
sl is an un-allocated signaling group.
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Configuring a SIP Signaling Group for the first Session Manager

2. You must disable the IP Multimedia Subsystem (IMS) on the Communication
Manager Signaling Group. Ensure that your signaling group has the IMS Enabled?
value set to n.

Example

The Communication Manager SIP Signaling Group for the first Avaya Aura® Session Manager,
SIP Signaling Group number 1.

dizsplay signaling-group 1

SIGHNALING GROUP

Group Number: 1 Group Type: =ip
IMS Enabled? n Transport Method: tls
O-53IF? n SIF Enabled L3P? n

IF Video? n Enforce SIPS URI for SRTR? v
Peer Detection Enabled? v Peer Serwver: SHM

MNear-end Node WName: procr Far-end Node Name: A5M1-3M100
MNear-end Listen Port: 5061 Far-end Listen Port: S061
Far-end HNetwork Region: 2
Far-end Secondary Node Name:
Far-end Domain: siptraffic.com

Evypass If IP Threshold Exceeded? n

Incoming Dislog Loopbacks: eliminate EFC 3389 Comfort Woise? n

DTHF owver IP: rtp-pavloasd Direct IP-IF hudio Connections? v

Session Establishment Timer (min): 3 IF bhudio Hairpinning? n

Enable Layer 3 Test? v Initiasl IP-IF Direct Media? n

H.323 Station Outgoing Direct Media? n blternate Route Timer (sec): 2

Variable definitions
Variable Value
Group Number The number of the signaling group.
Group Type The type of protocol used for this signaling
group. For example, enter "sip".
Transport Method Transport can be accomplished using either
TCP or TLS. TLS is set by default.
Near-end Node Name The node name of the near-end CLAN IP

interface used for trunks that use this
signaling group which must be already
administered.

Far-end Node Name The node name of the far-end CLAN IP
interface used for trunks that use this
signaling group which must be already
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Variable Value
administered. Use the Session Manager
node name.

Far-end Domain The name of the IP domain that is assigned
to the far-end of the signaling group.

Configuring a SIP Signaling Group for the second Session

Manager

About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the second Avaya Aura® Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP
Trunk Group to route calls to an Avaya Aura® Session Manager.

© Note:

A second Session Manager is supported only in an Avaya Aura® Contact Center Mission
Critical High Availability solution.

Procedure

1.

Example

Use the System Access Terminal (SAT) interface to add a signaling group for the
second Session Manager. Use the add signaling-group <s2>command,
where s2 is an un-allocated signaling group.

. 'You must disable the IP Multimedia Subsystem (IMS) on the Communication

Manager Signaling Group. Ensure that your signaling group has the IMS Enabled?
value set to n.

The Communication Manager SIP Signaling Group for the second Avaya Aura® Session
Manager, SIP Signaling Group number 2.
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Configuring a SIP Signaling Group for the second Session Manager

display signaling-group 2

SIGNALING GROUP

Group Mumber: 2 Group Type: sip
IMN3 Enabled? n Transport Method: tls
O-3IF? n 3IF Enabled L3P? n

IF Video? n Enforce 3IP3 URI for 3RTP? ¥y
Feer Detection Enshled? ¥ Peer Z3erwver: 3H

Near-end MNode Name: procr Far-end Node Name: AZMZ-3M100
Near-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 2
Far-end Secondary Node Name:
Far-end Domain: siptraffic.com

Eypass If IF Threshold Exceeded? n

Incoming Diaslog Loophacks: eliminate REFZ 3359 Comfort MNoise? n
DTHF owver IF: rtp-payload Direct IP-IP Audio Connections? ¥y

Zezzion Establishmwent Timer (min) : 3 IP Audio Hairpinning? n
Enabhle Layer 3 Test? ¥ Initial IP-IP Direct Media? n

H.323 3tation Outgoing Direct Media? n ALlternate Route Timer (sec): 2

Variable definitions

Variable Value
Group Number The number of the signaling group.
Group Type The type of protocol used for this signaling

group. For example, enter "sip".

Transport Method Transport can be accomplished using either
TCP or TLS. TLS is set by default.

Near-end Node Name The node name of the near-end CLAN IP
interface used for trunks that use this
signaling group which must be already
administered.

Far-end Node Name The node name of the far-end CLAN IP
interface used for trunks that use this
signaling group which must be already
administered. Use the Session Manager
node name.

Far-end Domain The name of the IP domain that is assigned
to the far-end of the signaling group.
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Configuring a SIP Trunk Group for the first Session
Manager

About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the first Avaya Aura® Session Manager. Configure one
SIP Trunk Group for each SIP Signaling Group associated with a Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP
Trunk Group to route calls to an Avaya Aura® Session Manager.

Procedure

1. Use the System Access Terminal (SAT) interface to add a SIP Trunk Group for the
first Session Manager. Use the add trunk-group <tl>command, where tl is
an un-allocated trunk group.

display trunk-group 1

TEUNE GROUP

Group Murber: 1 Group Type: sip CDE Reports: ¥
Group Mame: to LEM1 COoR: 1 TH: 1 TAZ: #0O1
Direction: two-way Outgoing Display? n

Dial Aocess? n Night Serwvice:

Queues Length: 0O

Service Type: tie Auth Code? n

Mewber Assigrment Method: auto
Signaling Group: 1
Nuwber of Mewbers: 255

2. To support Universal Call Identifier (UCID), set UUI Treatment to shared, and then
enable Send UCID.
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Configuring a SIP Trunk Group for the first Session Manager

display trunk-group 1
TRUNE FEALTURES
ACL Assigrnment? n Measured: nones

Maintenance Tests? v

MNunbering Format: private
IUUI Treatment : sharedl
Maxirwum Size of UUOI Contents: 125
Feplace Restricted Nuwbers? n
Feplace Unavailable Nuwbers? n

Modify Tandem Calling Nuwber: no

Send UZID? v

Show ANIWERED BY on Display? v

D3N Term? n

3. To support playing music-on-hold in a Route Point to Route Point conference
scenario, you must enable Network Call Redirection (NCR) on your Communication
Manager. On the Trunk Group form of the Communication Manager to Avaya Aura®
Session Manager SIP trunk, enable Network Call Redirection.

display trunk-group 1

FROTOCOL WARIATICNS

Mark Users as Phone? n
Prepend '+' to Calling NMuwber? n
Send Transferring Party Information? n
| Metwork Call Redirection? ¥ |
SGend Diversion Header? n
Support Regquest History? v
Telephone Event Payload Type:

Convert 150 to 153 for Early Media? n
Llways Use re-INVITE for Display Updates? n

Tdentity for Calling Party Display: P-Asserted-Identity
Enable Q-3IF? n
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Variable definitions

Variable

Value

Group Number

The number of the trunk group.

Group Type

The type of protocol used for this trunk group.
For example, enter Sip.

Group Name

A unique name that provides information
about this trunk group. The name contains a
maximum of 27 characters.

TAC

The TAC (Trunk Access Code) is the number
that must be dialed to access the trunk group.
A different TAC must be assigned to each
trunk group. The characters asterisk (*) and
number (#) can be used as the first character
in a TAC and it accepts a one- to four-digit
number.

Direction

The direction of traffic on this trunk group.
Traffic on this trunk group is incoming and
outgoing (two-way).

Service Type

The service for which the trunk group is
dedicated.

Signaling Group

The signaling group to be used in
accordance with this trunk group for
communication between Communication
Manager and the first Session Manager.

Configuring a SIP Trunk Group for the second Session

Manager

About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the second Avaya Aura® Session Manager. Configure
one SIP Trunk Group for each SIP Signaling Group associated with a Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP

Trunk Group to route calls to an Avaya Aura® Session Manager.
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Configuring a SIP Trunk Group for the second Session Manager

© Note:
A second Session Manager is supported only in an Avaya Aura® Contact Center Mission
Critical High Availability solution.

Procedure

1. Use the System Access Terminal (SAT) interface to add a SIP Trunk Group for the
second Session Manager. Use the add trunk-group <t2>command, where t2
is an un-allocated trunk group.

display trunk-group 2

TRUNE GROUF

Group Nurber: 2 Group Type: =ip CDER FEeports: v
Group Wagne: to ASM2 COR: 1 TH: 1 ThC: #OZ
Direction: two-way Outgoing Displavy? n

Dial Access? n Night Service:

Jueue Length: O

Service Type: tie buth Code? n

Memwber Assignment Method: suto
Signaling Group: 2
MNurber of Members: 255

2. To support Universal Call Identifier (UCID), set UUI Treatment to shared, and then
enable Send UCID.
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dizplay trunk-group 2
TRUNE FEATURES
ACL Assigrnment? n Measured: nones

Maintenance Tests? v

MNunbering Format: private
IUUI Treatment : sharedl
Maxirwum Size of UUOI Contents: 125
Feplace Restricted Nuwbers? n
Feplace Unavailable Nuwbers? n

Modify Tandem Calling Nuwber: no

Send UZID? v

Show ANIWERED BY on Display? v

D3N Term? n

3. To support playing music-on-hold in a Route Point to Route Point conference
scenario, you must enable Network Call Redirection (NCR) on your Communication
Manager. On the Trunk Group form of the Communication Manager to Avaya Aura®
Session Manager SIP trunk, enable Network Call Redirection.

dizplay trunk-group 2

FROTOCOL WARIATICNS

Mark Users as Phone? n
Prepend '+' to Calling NMuwber? n
Send Transferring Party Information? n
| Metwork Call Redirection? ¥ |
SGend Diversion Header? n
Support Regquest History? v
Telephone Event Payload Type:

Convert 150 to 153 for Early Media? n
Llways Use re-INVITE for Display Updates? n

Tdentity for Calling Party Display: P-Asserted-Identity
Enable Q-3IF? n
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Configuring a route pattern

Variable definitions

Variable Value
Group Number The number of the trunk group.
Group Type The type of protocol used for this trunk group.

For example, enter Sip.

Group Name A unique name that provides information
about this trunk group. The name contains a
maximum of 27 characters.

TAC The TAC (Trunk Access Code) is the number
that must be dialed to access the trunk group.
A different TAC must be assigned to each
trunk group. The characters asterisk (*) and
number (#) can be used as the first character
in a TAC and it accepts a one- to four-digit
number.

Direction The direction of traffic on this trunk group.
Traffic on this trunk group is incoming and
outgoing (two-way).

Service Type The service for which the trunk group is
dedicated.
Signaling Group The signaling group to be used in

accordance with this trunk group for
communication between Communication
Manager and the second Session Manager.

Configuring a route pattern

About this task

On the Avaya Aura® Communication Manager, configure a route pattern for the Avaya Aura®
Session Manager SIP trunk groups.

Each Communication Manager route pattern contains a list of trunk groups that can be used
to route calls. The maximum number of route patterns and trunk groups allowed depends on
the configuration and memory available in your system.
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Procedure

Use the System Access Terminal (SAT) interface to add a route pattern, where nis an

available route pattern. Use the change route-pattern n command.

Example

This Communication Manager route pattern (number 1) shows the SIP Trunk Groups for the
Session Managers, number 1 and number 2. Number 2 is required only for High Availability

solutions.

display route-pattern 1
Fattern MNuber: 1 Fattern Name: AZH

n

== R = = =

DC3/ IXEC
Q3IG
Intw

user
user
user
user
user
user

Mumbering LAR

next
next
next
noneg
noneg
noneg

SJCCAN? n SJecure SIP? n
Grp FRL NPAL Pfx Hop Toll No. Inzerted
Lo Mrk Lwt List Del Digits
Dgt=
1: u}
Z2: 2 u}
I 7 u}
EH
5:
°H
BCC VALUE T3C CA-TIC ITC BCIE Serwvice/Feature PARM HNo.
O1zHM4W Fequest Dgts Format
Subaddress
1: vy ¥ ¥y ¥ ¥ n rest
2 ¥y ¥ ¥ ¥ ¥yon on rest
3t ¥y ¥y ¥ ¥y ¥yonon rest
4: ¥y ¥ ¥ ¥ ¥y oo on rest
Sy ¥y ¥y ¥y ¥yon on rest
B ¥V ¥ ¥ ¥ ¥ n on rest
|

Administering the dial plan for routing and extensions

About this task

On the Avaya Aura® Communication Manager, edit the dial plan to add your routing and the

agent extensions (workstations).

The dial plan analysis table defines the dialing plan for your system. Communication Manager
uses dial plans to define how dialed digits are interpreted, and how many digits to expect for

each call.
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Administering the uniform dial plan for routing

Procedure

On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to create a dial plan for routing and the agent extensions. Use the change
dialplan analysis command.

Example

This Communication Manager dial plan analysis table shows 5-digit extensions in the 7xxxx
range (call type extension) and 5-digit routing in the 6xxxx range (call type uniform dial plan
(UDP)).

The Call Type column in the dial plan analysis table indicates what the system does when a
user dials the digit or digits indicated in the Dialed String column. The Total Length column
indicates how long the dialed string is for each type of call.

For example, this dial plan shows that when users dial a 5-digit number that starts with the digit
7, they are dialing an extension or station.

display dialplan analysis

DIAL PLAN AMNALY3IIS TAELE

Location: all Fercent Full: 2
Dialed Total Call Dialed Total Call Dialed Total Call
Itring Length Type Itring Length Type Itring Length Type
u} 1 attd
1 5 ext
2 5 ext
3 5 udp
4 5 udp
5 4 udp /— Brooo LDP to Sh to AACC
& 5 udp
7 5 ext
e 15 udp T oo Ext for Agent Stations
=l 5 ext
* 3 dac
# 3 dac

Administering the uniform dial plan for routing

About this task
On the Avaya Aura® Communication Manager, create a uniform dial plan for routing.

Uniform dial plans (UDPs) are used to share a common dial plan among a group of
Communication Manager servers. The UDP provides a common dial plan length, or a
combination of extension lengths, that can be shared among a group of media servers or
switches. Additionally, UDP can be used singly to provide uniform dialing between two or more
private switching systems.
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Procedure

Use the System Access Terminal (SAT) interface to update the uniform dial plan for
routing. Use the change uniform-dialplan n command.

Example

The Communication Manager Uniform Dial Plan display shows the 5—digit 6xxxx route to
Automatic Alternate Routing (AAR).

display uniform—dialplan 1
THIFORM DIAL PLAWN TAELE

Percent Full: 0O

Hatching Insert MNode
Pattern Len Del Digits MNet Comnv Num
3 5 u} aar  n
4 5 u} aar  n
5 4 u} aar  n
& 5 u} aar  n
=1 15 0 aar  n
st
st
st
st
st
st
st
st
st
st
st

Administering automatic alternate routing

About this task

On the Avaya Aura® Communication Manager, use automatic alternate routing (AAR) for
routing configured calls to Avaya Aura® Contact Center.

O Note:
You may use other routing methods.
For example, use AAR to route calls with dialed digits 6xxxx to Contact Center. Use the change

dial plan analysis command, and add an entry to specify use of AAR for routing of digits
BXXXX.

AAR allows enterprise network calls to originate and terminate at one or many locations without
accessing the public network. It routes calls over the private enterprise network.
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Configuring IP services for Application Enablement Services

Procedure

Use the System Access Terminal (SAT) interface to add an entry to specify the use of
AAR for routing of digits 6xxxx. Use the change aar analysis n command.

Example

This Communication Manager AAR digit analysis table shows the use of AAR for the routing
of digits matching 6xxxx to route pattern 1.

dizsplay aar analwy

bAF DIGIT AWNALYIIS TAELE

Location: all Percent Full: 1
Disled Total Route Call MNode  ANT
String Min Max Pattern Tvype Mo Red
2 5 5 1 unku I
] 5 5 1 aar I
4 5 5 1 aar I
5 4 4 1 SEE I
e 5 5 1 aar | n
7 5 5 1 aar I
g 15 15 1 aar I
T
T
T
T
T
T
T
T

Configuring IP services for Application Enablement
Services

About this task

Configure IP Services for the Avaya Aura® Application Enablement Services (AES) transport
link.

Procedure

1. Use the Communication Manager System Access Terminal (SAT) interface to
configur IP services for the AES transport link. Use the change i1p-services
command.

2. On page 1, under Type, type AESVCS.
3. Under Enabled, type y.

4. For Local Node, type procr.
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5. For Local Port, select the default port number 8765.
6. On page 3, under AE Services Server, type the name of the AES server.

7. For Password, type the AES administration password.

© Note:

The name and password entered for the AE Services Server and Password fields
are case sensitive, and must match the name and password on the AES
server.

8. Set Enabled toy.

Example

The Communication Manager IP services page 1 displays the AESVCS (Application
Enablement Services) IP Service type.

change ip-services

IF SERVICES

Jervice Enabled Local Local Femote Femote
Type MNode Port MNode Port
ALEZVCE ¥ procr 2765

|
The Communication Manager IP services page 3 displays the Application Enablement
Services (AES) server name. The name for the AES server is from the AES installation. You

can determine the administered name from the AES server by typing uname —n at the Linux
command prompt.
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Configuring a CTI Link for Application Enablement Services

change ip-serwvices

AE Services hdministration

Serwver ID AE Services Password Enabled Status
Server
1: HCAPEAES
2
kK
EH
EH
i
ICH
g

[ Y T B - I - R - R - R R

Configuring a CTI Link for Application Enablement
Services

About this task

Add a CTI link from the Communication Manager to the Avaya Aura® Application Enablement
Services (AES) server. The other end of this CTlI link is configured on the Avaya Aura® AES
server. For more information, see Adding a CTI link to the Communication Manager on

page 119.

Procedure

1. Use the Communication Manager System Access Terminal (SAT) interface to add
a CTI link for the Avaya Aura® AES server. Use the add cti-1ink command.

Type add cti-link n, where nis an available CTI link number.
In the Extension field, type an available extension number.
For Type, type ADJ-1P.

a > 0D

For Name, type a descriptive name for this CTI link to the Avaya Aura® AES server.
For example, type CTI to AES.

Example

The Communication Manager CTI link page displays an ADJ-IP link type. The ADJ-IP link type
is for Adjunct Switch Application Interface (ASAI) links administered by Avaya CTl applications,
such as Avaya Aura® Application Enablement Services.
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dizsplay cti-link 1

CTI LINE
CTI Link: 1
Extension: 199399
Type: ADJI-IP

Mame: CTI to AES

Creating the agent extensions

About this task

On the Avaya Aura® Communication Manager, create the agent extensions. To ensure proper
integration and Avaya Aura® Contact Center call control, Communication Manager stations
(phones) must be configured as follows:

» A maximum of 2 call appearance lines per agent station
« Restrict Last Appearance enabled

« Priority call feature disabled, as it is not supported

* [P Softphone enabled

A limited configuration of Call Forwarding is supported, for more information see Coverage
Path configuration on page 217.

If your solution integrates Avaya Aura® Contact Center with Avaya Aura® Call Center Elite, the
following feature buttons must also be added to the Avaya Aura® Call Center Elite agent
stations in Communication Manager:

e auto-in

* manual-in
e aux-work
* release

« after-call
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Creating the agent extensions

With Avaya Aura® Communication Manager, Avaya Aura® Contact Center supports the
following H.323 phones:

» Avaya 1600 Series IP deskphones

* Avaya 4600 Series IP deskphones

» Avaya 96x0 Series IP deskphones

* Avaya 96x1 Series IP deskphones

» Avaya One-X Communicator Release 5.2 or later
« Avaya Aura® Agent Desktop embedded softphone

Ensure you provision an IP_Agent or IP_Supv license on Communication Manager for each
softphone used by Contact Center.

Avaya Aura® Contact Center supports the following digital phones:
» Avaya 24xx Series deskphones
* Avaya 64xx Series deskphones

Avaya Aura® Contact Center supports the following SIP phones:
» Avaya 96x0 Series IP deskphones
» Avaya 96x1 Series IP deskphones

Avaya Aura® Contact Center does not support SIP phones for DTMF or High Availability
functionality.

Shuffling (Direct IP to IP Audio Connections):

If you are using an Avaya Aura® Unified Communications platform PABX, Avaya recommends
that you enable the shuffling feature to avoid unnecessary DSP usage. Avaya Aura® Shuffling
(Direct IP-IP Audio Connections) attempts to renegotiate the media on an established SIP call,
to update the anchor point of the media processor, thereby reducing the total number of Digital
Signal Processor (DSP) channels required. On your Avaya Aura® Communication Manager,
configure “Direct IP-IP Audio Connections? y” on every agent station, and on the SIP Signaling
group configuration screens.

O Note:

Communication Manager consumes DSPs if shuffling is turned off on either the SIP
Signaling groups, or any of the agent IP stations. Avaya recommends that you enable
shuffling on all agent stations (phones) and on the SIP signaling group.

Communication Manager Call appearance lines on agent stations:

Avaya Aura® Contact Center supports Communication Manager stations (phones) with a
maximum of 2 call appearance lines per agent station. New Communication Manager stations
are automatically created with three call appearance lines, so if a station is to be used by an
Avaya Aura® Contact Center agent, you must configure the new station to have a maximum
of two call appearance lines. Avaya recommends that you create a custom template with 2
call-appr keys.
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Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to create an agent extension (workstation). Use the add station
n command.

For example, enter add station 70000.

2. Use the SAT interface to create the another agent extension (workstation). Use the
add station ncommand.

3. Repeat the SAT add station n command for each additional agent phone
(extension) required.

Procedure job aid

The following Communication Manager station displays show one of the extensions (agent
phones) configured to support Avaya Aura® Contact Center. The example extension number
is 70000 and the phone type is an Avaya IP Deskphone 9640.

dizplay station 70000

STATICH
Extension: 70000 Lock Hessages? n ECZ: 0O
Type: 9640 ZJecurity Code: 12345675 TH: 1
Fort: 2309339 Coverage Path 1: COR: 1
Name: Agent one Coverage Path Z2: coz: 1

Hunt-to Station:
STATICN OPTICNS
Time of Day Lock Table:

Loss Group: 19 FPersonalized Ringing Pattern: 1
Message Lamp Ext: 70000
ZGpeakerphone: Z-way Mute EButton Enabled? ¥
Display Language: english BEutton Modules: 0O
Survivable GE Node Name:
Jurviwvable COR: internal Media Complex Ext:
Jurviwvable Trunk Dest? ¥y IPF ZFoftPhone? vy

IP Video Zoftphone? n
Short/Prefixed Registration Allowed: default

Customizakble Labels? ¥y

Figure 6: Communication Manager station 70000
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Adding agent workstations to the numbering tables

display station 70000

STATION
FEATURE OFTICONS

LWC Feception: spe buto Select Any Idle hppearance? n

LWC hetivation? v Coverage Msg Retrieval? v
LWC Log External Calls? n buto Answer: none

CDR Privacy? n Data Restriction? n
Fedirect Notification? v Idle Appearance Preference?
T
T
E

T
Per Button Ring Control? Bridged Idle Line Preference? n
Bridged Call Alerting? | Festrict Last Lppearance? ¥ |
betive Station Ringing: ingle
EMU Login Allowed? n
H.320 Conversion? n FPer Station CPN - Send Calling Number?
Service Link Mode: as-needed EC500 State: enabled
Multimedia Mode: enhanced budible Message Waiting? n
MWI Serwved User Type: Display Client Redirection? n
LUDTE Warne: Select Last Used LAppearance? n
Coverage After Forwarding? s

Multimedia Early hAnswer? n
Femote Softphone Emergency Calls: as—nn—lncal]Direct IF-IF hudio Connections? ﬂ
Emergency Location Ext: 70000 blyays Use? n IFP bhudio Hairpinning? n
Precedence Call Waiting? v

Figure 7: Communication Manager station 70000 continued

dizplay station 70000

STATICH
SITE DATA
Foom: Headset? n
Jack: ZGpeaker? n
Cakhle: Mounting: d
Floor: Cord Length: 0O
BEuilding: et Color:
ABEEREVIATED DIALING
Listl: Listz: List3:

BUTTCN AZIIIGHNMENTS
1: call-appr AACC supports only
call-appr 2 call-appr buttons

2
3
4

volce-mail

Figure 8: Communication Manager station 70000 continued

Adding agent workstations to the numbering tables

About this task

Avaya Aura® Contact Center agents use Communication Manager workstations to handle
customer calls. Add the Avaya Aura® Contact Center controlled workstations to the numbering
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tables to create caller identifications and calling numbers for locally originated Contact Center
agent calls.

Adding agent workstations to the numbering tables ensures that the incoming SIP requests
contain “From” headers that contain the agent's Uniform Resource Identifier (URI).

© Note:

If a table entry applies to a SIP connection to Avaya Aura® Session Manager, the resulting
number must be a complete E.164 number.

Procedure
1. Using the Communication Manager System Access Terminal, enter change public-
unknown-numbering.
2. Inthe Ext Len field, type your extension length.
3. Inthe Ext Code field, type the starting digit(s) of the extension, such as the country

code.

4. Leave the Trk Grp(s) field blank to apply to all trunks in the system.

5. Inthe CPN Len field, type the number of digits in your calling number.

6. Press Enter to save your changes.

7. Enter change private-numbering.

8. In the Ext Len field, type your extension length.

9. Inthe Ext Code field, type the starting digit(s) of the extension, such as the country
code.

10. Leave the Trk Grp(s) field blank to apply to all trunks in the system.
11. Inthe CPN Len field, type the number of digits in your calling number.
12. Press Enter to save your changes.

Enabling Gratuitous Address Resolution Protocol on agent
extensions

About this task

If your Avaya Media Servers are installed on the Linux operating system, and if they are
installed on the same network subnet as the H.323 phones, then you must configure your
Avaya Aura® Communication Manager Utility Server to allow the phones and Avaya Media
Server to support the High Availability feature. You must enable Gratuitous Address Resolution
Protocol (GRATARP) for your agent extensions (stations/phones).

The Utility Admin IP Phone Settings Editor from Utility Server provides a Web-based tool for
configuring the IP phone settings file. This significantly simplifies the process of making
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Enabling Gratuitous Address Resolution Protocol on agent extensions

changes to the IP phone settings file and provides enhanced validation to help avoid
misconfigurations. The Utility Admin IP Phone Settings Editor also provides IP Phone firmware
management, enabling you to upload new phone firmware to the file server.

Procedure

1. Start Internet Explorer.

2. Inthe Internet Explorer address box, type http://<Utility Server IP
address>.
For example, type http://172.18.38.4

3. On the Utility Server Web console, click Utilities.

4. Click Utility Admin.

5. Enter your Utility Server user name.

6. Click Logon.

7. Enter your Utility Server password.

8. Click Logon.
The system displays the Utility Server Utility Admin menu.

9. From the left navigation menu, select IP Phone Settings Editor.

10. Click Proceed with selected values.

11. For your Contact Center phone types, set GRATARP to Yes. This configures the
phones to process Gratuitous Address Resolution Protocol (ARP) requests and
provides duplicate IP address detection. This enables the phones to work with
Linux-based Avaya Media Server in a High Availability resilient solution.

Example

Enabling Gratuitous Address Resolution Protocol (ARP) on agent extensions with 9640

phones.
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e Edt Yiew Higtory Bookmarks Tooks  Help
% | A\ 1P Phone Settings Edtor x|+

| L mouting Polcy Dot

A 17218384

Legal Hotice

Ping Host
IPwE Ping Host
Upload Filas

1P Phone
1P Phone Custom File Upload

Display Stations
Display Sarvar Firmuara
Manage Phone Firmware
Schedule Phene File Download
Configurs CM Lagin

DHCP Server Status
Activate/Deactivate DHCP
DHCP IP Addrass Pools
Show DHCP Leases

DHCP Server Lo

IPv6 DHCP Server Status
Activate/Deactivate IPvé DHCP
IPvE DHCP IP Address Pools
Show IPvE DHCP Leasas

IPvE DHCP Server Log

Upload Gateway Firmwars

Display Push Database
Tast Push Server

SIP release R2.5 for 96x= phones,

GRATUITOUS ARP SETTINGS #8# LELL L LS

(Thiz paramater spacifias the phones bahavior for handling Gratuitous ARP

In the PE Dup Environmant, if the PE DUP sarver and the phone reside

In tha same subnet, the user should set this to 1.

0 - (Default) ignore all raceived gratuitous ARP massages.

1 - Phones will update an existing ARP cache entry with the MAC address recaived in a gratuitous ARP message

for that entry@s destination 1P address.

GRATARP (1~ ves ¥

MOTE:! This feature is available on H.223 release 2.05P1 for 96xx phones
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Chapter 6: SIP Enablement Services
configuration

The Avaya Aura® SIP Enablement Services (SES) provide connectivity, integration, and a smooth
migration path to SIP-based communications. Itis used to deploy SIP telephony alongside existing analog,
digital, and IP telephones. The software is centrally managed and supports SIP trunking, SIP stations,
Presence, instant messaging, and other SIP-based applications.

SIP calls to the Avaya Aura® Unified Communications platform can be redirected to Avaya Aura® Contact
Center for processing, treatments, and routing to appropriate skillsets. To achieve this the Avaya Aura®
SIP Enablement Services server must be configured to trust the Contact Center Manager Server (CCMS).
To determine which calls to the Avaya Aura® Unified Communications platform are redirected to the
Contact Center Manager Server for processing, you must configure a routing entry and contact details for
the Contact Center Manager Server in SES.

This section describes how to configure the Avaya Aura® SIP Enablement Services for use with Avaya
Aura® Contact Center.

Prerequisites

« Ensure that your Avaya Aura® Unified Communications platform meets the minimum
template requirements for integration with Contact Center.

« Ensure that all Avaya Aura® Unified Communications platform and Contact Center
servers can communicate with each other by name (host name), Fully Qualified Domain
Name (FQDN), and IP address. Ensure that they can ping each other.

Navigation

» Accessing the SES server Integrated Management console on page 62

« Confirming the Communication Manager Server Interface on page 64

« Adding a route entry to the Communication Manager on page 65

» Adding Contact Center Manager Server as a SES trusted host on page 67

« Adding a routing entry for the Contact Center Manager Server on page 68
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» Adding a contact for the Contact Center Manager Server pattern on page 69

« Verifying the SES to Contact Center Manager Server connection on page 70

Accessing the SES server Integrated Management console

Before you begin

* Log on to the System Platform Web Console, see Accessing the System Platform Web
console on page 26.

About this task

When using a Midsize Business Template solution, use the System Platform to access the SIP
Enablement Services server Integrated Management console.

Procedure

1.

On the System Platform Virtual Machine Management, in the virtual machine list,
click the spanner icon to the left of the ses server.
A Before You Begin page appears.

. Click Continue.

A Logon dialog box appears.

In the Logon ID box, type your logon ID.
The default logon ID is admin.

. Click Logon.

A Password dialog box appears.

In the Password box, type your password.

The default password is admin01. Avaya recommends that you change the default
password after your first login. Passwords must have at least six characters. Avaya
recommends using only alphanumeric characters.

. Click Logon.

A SIP Enablement Services System Management Interface appears.

. On the SES System Management Interface, click Administration.

From the Administration list, select SIP Enablement Services.
The SIP Server Management Integrated Management console opens in another
browser window.
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Accessing the SES server Integrated Management console

Procedure job aid

The Avaya SIP Server Management—Integrated Management is a set of applications designed
to simplify system administration, provisioning, and network management, including fault and

performance management.

Integrated Management 3
SIP Server Management

This Server: [1] ses2
n
H Top
Manage Users add and delete Users.
Manage Address Map  Adjust Address Map Pricrities.
Priorities
Manage Adjunct Add and delete Adjunct Systems.
Systems
Manage Event Add/Delete Event Aggregators.
Aggregators
Certificate Manage Certificates.
Management
Manage Conferencing Add and delete Conference
Extensions.,
Manage Emergency Add and delete Emergency
Contacts Contacts,
Export Import to Export and import data using r
ProVision ProVision on this host,
Manage Hosts Add and delete Hosts.
I legs Downboad IM Logs.
o4
’ Manage Add and delete Communication
8 Trusted Hosts Communication Manager Servers
Manager Servers )
Eluuuaz et Add and delete Communication
ommunication %
Manager Extensions Mana-ger Extensions.
Server Configuration  View Properties of the system,
Manage SIP Phone Add/Delete Phone Setbings
Settings
Manage Survivable fadd and delete Survivable Call
Call Processors Processors.
System Status View System Status.
Trace Logger Manage SIP Trace Logs,
Manage Trusted Hosts Add and delete Trusted Hosts.
© 2006 Avaya Inc. AN Rights Reserved. -
Dane &8 Internst | Protected Mode: Off F100% -

Figure 9: Example of the SIP Server Management console
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Confirming the Communication Manager Server Interface

About this task

Ensure the SIP Trunk IP Address and Server Administration Address matches the
Communication Manager IP Address.

Procedure

1.

In the left pane of the SIP Server Management Integrated Management console,
click Communication Manager Servers.
The Communication Manager Servers menu appears in the right pane.

. Click List Communication Managers Servers.

The List Communication Manager Server Address Map pane appears listing all
Address Maps. The list displays the name of the Communication Manager server
to which the groups of address maps apply.

From the list of Communication Manager Servers, identify your server and click Edit
adjacent to that server, to view the details of your Communication Manager
server.

The Edit Communication Manager Server Interface appeatrs.

In the SIP Trunk IP Address box, ensure that the SIP trunk IP address matches
the IP address of your Communication Manager server.

In the Communication Manager Server Admin Address box, ensure that the
Communication Manager server administration address matches the IP address of
your Communication Manager server.

Click Update.

Procedure job aid

The Communication Manager Server Admin Logon must be created using the Communication
Manager Web Interface and it must be a Privileged Administrator.
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Adding a route entry to the Communication Manager

£ Wik Commamic abion anager Server,. |

AVAVﬂ Integrated Management
S1IP Server Manaoement

Help 1 =i This Server: [1] SES5F15viR01
Tap n_ .
- Edit Communication Manager Server Interface

Cosifee 41100 Manager '_H—

Saraat Interfase Nasae® =

Harit 471658445

SIPF Trunk

SIP Trunk Link Typa T roe ® s

’ SIF Trunk |F Address™ F-'-'-Q! B A2
ighan

Communication
Manager Server

COmmunCation Manager
Senvar Adsin sddass® TN M AT
(500 Hlp)

CORTIIC 371 AN a g B

S Adewn Port®

Comiifec 4100 Manager
o ! 2 Mythane

Sasrar Adsen Logn®

COmMUnCation Manager P
g Sereer Admin Passwond®

COmMUnC 3TN Manager

Sieniat Admen Passwornd L]

Confim®
&% Conmnaction Type *ge O Talngt O Mot Avielabhy

Mati: If thi Casmurn

Fights marked = oo regured,

Figure 10: Example of the Communication Manager server interface

Adding a route entry to the Communication Manager

About this task

Add a route entry to the Communication Manager. The SES re-directs SIP contacts that match
the route entry pattern to the Communication Manager.

Procedure

1. In the left pane of the SIP Server Management Integrated Management console,
click Communication Manager Servers.
The Communication Manager Servers menu appears in the right pane.

2. Click List Communication Managers Servers.
The List Communication Manager Server Address Map pane appears listing all
Address Maps. The list displays the name of the Communication Manager server
to which the groups of address maps apply.

3. Fromthe list of Communication Manager Servers, identify your server and click Map
opposite that server.

4. Click Add Map in New Group, to add a new routing entry or address map pattern
to the Communication Manager.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 65




SIP Enablement Services configuration

This also automatically creates the Communication Manager Server Interface.
5. In the Name box, type the name of the new map.

6. In the Pattern box, type the address map regular expression that matches the
extension numbers to map.

7. Click Add.

8. Click Continue.
The Address Map is added to the list.

Variable definitions

Variable Value

Host The name of the Communication Manager
server to which this address map applies.

Name Enter an alphanumeric name to identify the
new map. This is not a network name, but a
way to identify which map a set of extensions
applies to.

Pattern This is a Linux regular expression that
matches the extension numbers you wish to
map. Regular expressions are a way to
describe text through pattern matching. The
regular expression is a string containing a
combination of normal text characters, which
match themselves, and special meta
characters, which can represent items like
guantity, location, or types of characters.

Procedure job aid

An Address Map Pattern is a Linux regular expression that matches the extension numbers
you wish to map. Regular expressions are a way to describe text through pattern matching.
The regular expression is a string containing a combination of normal text characters, which
match themselves, and special meta characters, which can represent items like quantity,
location, or types of character(s).

For example, [0-9] represents any single digit and * represents any number of digits or
characters. Consider the following example:

66 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Adding Contact Center Manager Server as a SES trusted host

7sip:538[0-9]* matches any SIP invite message (the caret (*) matches the beginning of a line)
for any extension 3 or more digits in length, beginning with the digits 538, and ending with any
other sequence of digits.

Square brackets contain a selection of characters to match, with a hyphen indicating a range;
so in our example, [0-9] matches any digit, or for another example, [13579] matches odd-
numbered digits. Braces ({ }) which contain a whole number that matches the number of
instances of the preceding item. For example, [0-9]{4} matches any four digits. Note that the
braces may require escape characters: \{4\}.

Another helpful meta character is a period (.), which matches any single character; for example,
the regular expression .* matches any quantity of any characters.

Integrated Management
SIP Server Management

This Server: [1] ses2

[
B List Communication Manager Server Address Map

Commands Name Commands Contact
Edit Delete 3xxx
Edit Delete sip:$(user)@172.18.120.82:5061; transport=tls
Add Another Map Add Another Contact Delete Group

Add Map In New Group
Figure 11: Example of routing entry or address map to Communication Manager

In the example, the SES host constructed a contact dynamically by substituting sip as the
protocol, $(user) to represent the user component in the original request URI, the IP address
of the host (in this case, the Home proxy server), and the port number and name of the transport
to use.

Adding Contact Center Manager Server as a SES trusted
host

About this task

Add the Contact Center Manager Server to the list of trusted hosts on the SIP Enablement
Services (SES) server. SES does not authenticate SIP requests from trusted hosts.
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Procedure

1.

In the left pane of the SIP Server Management Integrated Management console,
click Trusted Hosts.

. Click Add Trusted Hosts.

An Add Trusted Host page appears.

In the IP Address box, type the IP address of the Contact Center Manager Server
server.

From the Host list, select the server to accept the SIP request from the IP address
you specified.

. Click Add.

Click Continue.

Adding a routing entry for the Contact Center Manager

Server

About this task

Add the Contact Center Manager Server routing entry to the SIP Enablement Services (SES)
server. This indicates to SES which host (SIP endpoint) to send calls to, based on the dialed

number.

Procedure

1.

In the left pane of the SIP Server Management Integrated Management console,
click Hosts.

. Click List Hosts.

The list of hosts appears.

From the List Hosts, identify the host to modify.
The host in this case is the SES server. Click Map for the SES server IP address.

. Click Add Map In New Group.

A new Add Host Address Map page appears.

5. In the Name box, type the name of the map entry.

6. In the Pattern box, type the pattern regular expression.

Uncheck Replace URI.
This replaces the Communication Manager SIP domain with the SES IP address in
the outgoing messages to Contact Center.

. Click Add.

68 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Adding a contact for the Contact Center Manager Server pattern

9. Click Continue.

Adding a contact for the Contact Center Manager Server
pattern

Before you begin

e Ensure that there is a Contact Center Manager Server routing entry to the SIP Enablement
Services (SES) server; see Adding a routing entry for the Contact Center Manager
Server on page 68.

About this task

Add contact details for the Contact Center Manager Server routing entry. This configures the
SIP Enablement Services (SES) server to send calls to the Contact Center Manager Server
when the calls match the map.

Procedure
1. In the SIP Server Management Integrated Management console, under Host
Lists, select the Contact Center Manager Server Address Map.
2. Click Map.

3. Click Add Another Contact.
The Add Host Contact page appears.

4. In the Contact box, type the contact regular expression.
5. Click Add.

Procedure job aid

To determine which calls to the Avaya Aura® Unified Communications platform are redirected
to the Contact Center Manager Server for processing you must configure a routing entry pattern
and contact details for the Contact Center Manager Server in SES.

Routing entry pattern:

Arouting entry (or map address) pattern is a string, a Linux regular expression, which is called
up any time the SES receives a call that matches the expression. Consider the following
example:

Nsip:800.*
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SES recognizes this as a matching routing entry pattern any time it receives a call with sip:
800* in it.

Contact:

After the SES identifies a routing entry pattern match, it must then decide the action to take
for the call. SES uses routing entry (or map address) contacts to determine where to send the
call.

Consider the following example:
sip:$(user)@<CCMS_IP_Address>;transport=tcp

Where <CCMS_IP_Address> is the IP address of the CCMS server. And the transport type is
TCP.

When SES receives a call with sip:800* in it, SES sends the SIP call to the Contact Center
Manager Server.

When a match for an address map is found, the associated contact can be a fixed destination,
or it can be constructed dynamically to include any of the components in the original SIP
request URI. The latter is accomplished using the syntax $(component-name).

The syntax of a SIP URI (including the optional components) is as follows:
protocol :user:password@host:port;uri-parameters?headers

In the example shown, the proxy host has constructed a Contact by substituting “sip” as the
protocol, $(user) to represent the user in the original request URI, the IP address of the host
(in this case, the Contact Center Manager Server), and the name of the transport.

Verifying the SES to Contact Center Manager Server
connection

70

Before you begin
« Contact Center has at least one route point configured using Contact Center Manager
Administration (CCMA).
» The Contact Center—Avaya Media Server is configured and supports ringback.
About this task

Verify that the Communication Manager and SIP Enablement Services (SES) server can route
calls to the Contact Center Manager Server, and that the Avaya Media Server gives the call
ringback tones.

Procedure

1. Make a phone call from a Communication Manager telephone to the Contact Center
route point.
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Verifying the SES to Contact Center Manager Server connection

2. Confirm that the call is given ringback.

Procedure job aid

At this stage of the SES configuration, Contact Center can treat telephone calls initiated on
the Communication Manager telephone and give the calls ringback tones using the Avaya
Media Server. If you do not hear ringback on the test call, you can debug both sides of the SES
and Contact Center integration.

Contact Center debugging:

Use the Contact Center Manager Server and Communication Control Toolkit (CCT) trace log
files and event logs to debug the Contact Center side of the integration. The default location
for the trace log files is:

D:\Avaya\Logs\CCMS
SIP Enablement Services (SES) server debugging:

Use the traceSES utility to debug the SES side of the integration. Start the traceSES utility and
then make a call to the Contact Center route point. Use the SES trace log output to debug the
integration.

o UrasceSES - Captured: 26 Displayed: 26

Figure 12: Example of traceSES utility debugging a SIP phone call
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Chapter 7: System Manager configuration

Avaya Aura® System Manager delivers a set of shared, secure management services and a common
console across multiple products. System Manager includes the following central management services:

« User Management: Allows for the administration of users and user groups.

« Communication System Management: Allows for the administration of individual and group stations
and mailboxes.

* Routing: Allows for the administration of routing policies for all Session Manager instances within an
enterprise.

« Alarm Management Service: Supports alarm monitoring, acknowledgement, configuration, clearing,
and retiring.

« Logging Service: Receives log events formatted in the common log format.

 Enterprise Licensing Management Service.
You use Avaya Aura® System Manager to manage and configure Avaya Aura® Session Manager.

A central database that resides on the System Manager server stores all the System Manager central
data, the Session Manager administration data, and the Central Data Distribution Service information.
The Central Data Distribution Service detects changes to the System Manager central database and
distributes these changes to the Session Manager instances. All communication between System
Manager and Session Manager instances is done over secure links.
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Prerequisites

« Ensure that your Avaya Aura® platform meets the minimum template requirements for
integration with Contact Center.

Navigation

« Logging on to the System Manager Web interface on page 74

Logging on to the System Manager Web interface
Before you begin

« A user account to log on to the Avaya Aura® System Manager Web interface. If you do not
have a user account, contact your system administrator to create your account.
About this task

The System Manager Web interface is the main interface of Avaya Aura® System Manager.
You must log on to the System Manager Web console before you can perform any tasks.

Procedure

1. On the browser, type the Avaya Aura® System Manager URL (https://
<SERVER_NAME>/SMGR) and press the Enter key.

Where SERVER_NAME is the name or IP address of your Session Manager
server.

2. Inthe User ID box, type the user name.
3. Inthe Password box, type the password.
4. Click Log On.

Procedure job aid

The System Manager home page displays the main navigation menu. The tasks you can
perform using System Manager depends on your user role.
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Logging on to the System Manager Web interface
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Figure 13: Example of the System Manager Web page
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Chapter 8: Session Manager configuration

This section describes how to configure Avaya Aura® Session Manager Release 6.1 or Release 6.2 for
use with Avaya Aura® Contact Center Release 6.2.

Avaya Aura® Session Manager is a SIP routing and integration tool. It integrates all the SIP entities across
the entire enterprise network within a company. Session Manager provides a core communication service
that builds on existing equipment but adds a SIP-based architecture. Session Manager connects to and
acts as a system-wide dial plan for call processing applications such as Avaya Aura® Communication
Manager using direct SIP connections.

In an enterprise solution, the various SIP network components are represented as SIP Entities and the
connections/trunks between Session Manager and those components are represented as Entity Links.
Each SIP Entity connects to Session Manager and relies on Session Manager to route calls to the correct
destination. This approach reduces the dial plan and trunking administration needed on each SIP Entity,
and consolidates administration in a central place, namely Avaya Aura® System Manager.

When calls arrive at Session Manager from a SIP Entity, Session Manager applies SIP protocol and
numbering modifications to the calls. These modifications, referred to as Adaptations, are sometimes
necessary to resolve SIP protocol differences between different SIP Entities, and also serve the purpose
of normalizing the calls to a uniform numbering format. Session Manager then matches the calls against
Dial Patterns, and determines the destination SIP Entities based on Routing Policies specified in the
matching Dial Patterns. Lastly, before the calls are routed to the respective SIP Entity destinations,
Session Manager again applies Adaptations in order to bring the calls into conformance with the SIP
protocol interpretation and numbering formats expected by the destination SIP Entities.

© Note:

A second Session Manager is supported only in an Avaya Aura® Contact Center Mission Critical SIP
High Availability solution. All other SIP-enabled Contact Center configurations using a Unified
Communications PABX support only a single active Session Manager.

The following diagram shows a typical Session Manager deployment and configuration. The procedures
and SIP Entity names in this section are based on this example routing configuration.
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RFto
HCARGCI

Communication
Manager

SIF Entity:
HCAPECHM

Dial Pattern
TR

RFto
HCARGCI

AgentPhones

70000 70001

Session
Manager 1 RFto

AACCHOSTL

HCAPESH 1 Entity

Contact Center
Manager Server

Dial Pattern

Fwmmn

—HA Pair

AACCHAHOSTT

Session
Manager 2

RFto
AACCHOSTL

HCAFPESM2Entity

A osecond SM is supported
only in AACC HA solutions

Figure 14: Example of a typical Session Manager routing solution

—

SIP Route Point:
sip BO000E siptraffic.com

SIP Domain: siptraffic.com

Session Manager offers a core communication service that builds on existing equipment but adds a SIP-
based architecture. Session Manager connects to and acts as a system-wide dial plan for call processing

applications such as:

« Avaya Aura® Communication Manager using direct SIP connections.

» Avaya Communication Server 1000 Release 7.5 SIP-enabled PABX.

For more information about integrating Session Manager with Avaya Communication Server 1000, see

Avaya Aura® Contact Center Configuration — Avaya CS 1000 Integration (NN44400-512).

You use Avaya Aura® System Manager to configure Avaya Aura® Session Manager.
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Prerequisites

Prerequisites

» Log on to the System Manager Web interface. For more information, see Logging on to
the System Manager Web interface on page 74.

Session Manager configuration procedures

About this task

This task flow shows you the sequence of procedures you perform to configure the Session
Manager.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 79



Session Manager configuration

Session
Manager

configuration

Creating a routing
dormain

'

Creating a routing
location

'

Creating a SIP
Entity for the
Cammunication
Manager

'

Creating a IP
Entity for the first
Session Manager
|

Figure 15: Session Manager configuration procedures
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Session Manager configuration procedures
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Figure 16: Session Manager configuration procedures continued
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Creating a routing domain

About this task

Routing domains determine whether the Session Manager dial plan routes a particular call.
Typically, in a contact center, the routing domain name matches the Windows Active Directory
domain name.

Routing domains determine whether the Session Manager dial plan routes a particular call.
SIP Domains are the domains for which Session Manager routes SIP calls. Session Manager
applies Network Routing Policies to route calls in this domain to SIP Entities. For calls to other
domains, Session Manager routes those calls to another SIP proxy (either a pre-defined default
SIP proxy or one discovered through DNS).

The Session Manager SIP Routing Domain name configured for contact center solution must
match the Avaya Aura® Contact Center "Local SIP Subscriber Domain Name".

Typically, in a contact center, the routing domain name also matches the Windows Active
Directory domain name.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Domains.
2. Click New.

3. On the Domain Management page, in the Name box, type the new contact center
solution domain name.

Avaya recommends that you type a descriptive name for your domain.
4. From the Type list, select sip.
5. In the Notes box, type your notes about this domain.
6. Click Commit.

Example
Example of a Session Manager domain.
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Creating a routing location

| A\ Avaya Aura™ System Flatform | | Domain Management bl +

€ | 172.18.71,3 | hitps:/172.18.71.3/5MGR

AVAyA Avaya Aura® System Manager 6.1

Routing

Domains

Locations

FlHome / Elements / Routing / Domains - Domain Management

Domain Management

Adaptations
SIP Entities

Entity Links 1 Item | Refrash
Time Ranges Name Type
Routing Policies * [siptraffic.com sip

Dial Patterns

Regular Expressions

Defaults

* Input Required

Creating a routing location

About this task

Configure the location of your Session Manager. Session Manager uses the origination location
to determine which dial pattern to use when routing calls. Locations are also used to limit the
number of calls coming out of or going to a physical location.

Procedure

1.
2.

w

© © N o g &

10.

Example

On the System Manager console, select Routing > Domains
Click New.

In the Name box, type the location name.
Avaya recommends that you type a descriptive name for your location.

In the Notes box, type your notes about this location.

From the Managed Bandwidth Units list, select kbit/sec.

In the Total Bandwidth box, type your required bandwidth.

To add a location pattern, click Add under Location Pattern.

In the IP Address Pattern box, type the pattern string to match your system.
Under Location Pattern, in the Notes box, type your notes about this pattern.
Click Commit.

Example of a Session Manager routing location. If your Communication Manager has an IP
address of 172.18.71.15 and if your Session Manager has an IP address of 172.18.71.18, then
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your IP Address Patterns may be 172.18.71.*. This pattern must cover the addresses that you
deem part of this routing location.

A\ Rwaya Aura™ System Platform * | L Location Detais x|+

e 172.18.71.3 | hetps:jf172,18.71.3/5MGR]

AVAyA Avaya Aura® System Manager 6.1

Ml Home / Elements / Routing / Locations - Location Details

Routing
Domains .
Location Details
Locations
Adaptations all Admission Control has been set to ignare SOP. All calls will be counted using the Default Audic Bandvidth.
SIP Entities See SE5SI0N Manager -> Session Manager Administration -> Global Setting
Entity Links &
General
Time Ranges

* Name: siptraffic

Routing Policies
Dial Patterns Notes:

Regular Expressions

Defaults

Overall Managed Bandwidth
Managed Bandwidth Units:  Kbit/sec »
Total Bandwidth:
Per-Call Bandwidth Parameters
* Default Audio Bandwidth: 80| Kbitfsec
Location Pattern

1Item  Refrech

[1 1P Address Pattern

0O +hrzaszx

Selact : all, None

Creating a SIP Entity for the Communication Manager

About this task

A SIP Entity represents a SIP network element. Create a SIP Entity for the Communication
Manager. To administer minimal routing via Session Manager, you need to configure a SIP
Entity of type Communication Manager and the Session Manager.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Click New.

3. Inthe Name box, type the name of the Communication Manager SIP Entity.
Avaya recommends that you type a descriptive name for your Communication
Manager SIP Entity.

4. In the FQDN or IP address box, type the IP address of the Communication
Manager.

5. From the Type list, select CM.
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10.

11.
12.

Example

Creating a SIP Entity for the Communication Manager

If you need to specify an Adaptation Module for the Communication Manager SIP
entity, from the Adaptation list, select an adaptation value.

In the Location box, select the location for this Communication Manager.

In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this
string in the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session
Manager—Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.
« Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

If you need to specify the port parameters, under Port click Add.

When Session Manager receives a request where the host-part of the request-URI
is the IP address of the Session Manager, it associates one of the administered
domains with the port on which the request was received.

Enter the necessary Port and Protocol parameters.
Click Commit.

Example of a Communication Manager SIP Entity.
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“= L 17218703 | hittps:[i172.18.71, 3/ -0y
Routing M Home / Elements / Routing / SIP Entities - SIP Entity Details
Domains
SIP Entity Details
Locations
Adaptations General
SIP Entities * Name: [HCAPECM
Entity Links * FQDN or IP Address: HCAPCM.siptraffic.com

Time Ranges Type: [CM
Routing Policies - -
Notes: |using FOD setup in Lozcl Host res
Dial Patterns
Regular Expressions

Defaults

Adaptation: | ¥
Location: 'am,rthing 172 18 v
Time Zone: | Etc/GMT b
Override Port & Transport with DNS SRY: [
* SIP Timer B/F (in seconds): |4
Credential name: |

Call Detail Recording: | none W

SIP Link Monitoring
SIP Link Monitoring: [Use Session Mznager Configuration v

Variable definitions

Variable Value

Name SIP entity name. This hame must be unique
and can have between 3 and 64
characters.

FQDN or IP Address Fully qualified domain name or IP address of
the Communication Manager.

Type SIP entity type, such as a Communication
Manager.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity.

Select from already defined adaptations.

Location Communication Manager SIP entity location.
Select from previously defined locations.

Time Zone Time zone for the SIP entity.

Override Port & Transport with DNS SRV Specify if you wish to use DNS routing. SIP
uses DNS procedures to allow a client to
resolve a SIP URI into the IP address, port,
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Creating a SIP Entity for the first Session Manager

Variable

Value

and transport protocol of the next hop to
contact. It also uses DNS routing to allow a
server to send a response to a backup client
if the primary client fails.

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits
for a response from the SIP entity.

Credential name

Enter a regular expression string in the
Credential name. Credential name is used
for TLS connection validation by searching
this string in the SIP entity identity
certificate.

Call Detail Recording

Select or clear the check box to turn SIP
monitoring on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000
seconds. The default is 900. This specifies
how often the entity is monitored when the
link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds.
The default is 120. This specifies how often
the entity is monitored when a link to the
entity is down or inactive.

Number of retries

Enter a value between 0 and 15. The default
is 1. This specifies the number of times
Session Manager tries to ping or reach the
SIP entity before marking it as down or
unavailable.

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

Creating a SIP Entity for the first Session Manager

About this task

A SIP Entity represents a SIP network element. Create a SIP Entity for the Session Manager.
To administer minimal routing via Session Manager, you need to configure two SIP Entities, a

SIP Entity of type Communication Manager and a SIP Entity of type Session Manager.
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Procedure

1.
2.
3.

On the Avaya Aura® System Manager console, select Routing > SIP Entries.
Click New.

In the Name box, type the name of the Session Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Session Manager
SIP entity.

In the FQDN or IP address box, type the IP address of the Session Manager.

5. From the Type list, select Session Manager.

6. If you need to specify an Adaptation Module for the Session Manager SIP entity,

10.

11.

12.
13.

Example

from the Adaptation list, select an adaptation value.

In the Location box, select the location for this Session Manager.

. If the SIP entity type is Session Manager and you need to specify an Outbound

Proxy for the SIP entity, click the drop-down selector for the Outbound Proxy
box.

In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this
string in the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session
Manager—Session Manager Administration.

« Link Monitoring Enabled - Enables link monitoring on this SIP entity.
« Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

If you need to specify the port parameters, under Port click Add.

When Session Manager receives a request where the host-part of the request-URI
is the IP address of the Session Manager, it associates one of the administered
domains with the port on which the request was received.

Enter the necessary Port and Protocol parameters.
Click Commit.

Example of a Session Manager SIP Entity.
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Creating a SIP Entity for the first Session Manager

Routing til Home /Elements / Routing / SIP Entities- SIP Entity Details
Domains
Locations SIP Entity Details
Adaptations General
SIP Entities * Name: HCAPGSMIEntity
Entity Links
= * FQDN or IP Address: 172.18.71.17
Time Ranges
Routing Policies Type:
Dial Patterns Notes:
Regular Expressions
Defaults Location: | siptraffic b
Outbound Proxy: e
Time Zone:  Etc/GMT v

Credential name:

SIP Link Monitoring

SIP Link Monitoring: Use Session Manager Configuration ¥

Variable definitions

Variable Value

Name SIP entity name. This hame must be unique
and can have between 3 and 64
characters.

FQDN or IP Address Fully qualified domain name or IP address of
the Session Manager SIP Entity.

Type SIP entity type, such as a Session
Manager.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity.

Select from already defined adaptations.

Location SIP entity location. Select from previously
defined locations.

Outbound Proxy Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.

Time Zone Time zone for the SIP entity.

Override Port & Transport with DNS SRV Specify if you wish to use DNS routing. SIP
uses DNS procedures to allow a client to
resolve a SIP URI into the IP address, port,
and transport protocol of the next hop to
contact. It also uses DNS routing to allow a
server to send a response to a backup client
if the primary client fails.
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Variable

Value

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits
for a response from the SIP entity.

Credential name

Enter a regular expression string in the
Credential name. Credential name is used
for TLS connection validation by searching
this string in the SIP entity identity
certificate.

Call Detail Recording

Select or clear the check box to turn SIP
monitoring on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000
seconds. The default is 900. This specifies
how often the entity is monitored when the
link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds.
The default is 120. This specifies how often
the entity is monitored when a link to the
entity is down or inactive.

Number of retries

Enter a value between 0 and 15. The default
is 1. This specifies the number of times
Session Manager tries to ping or reach the
SIP entity before marking it as down or
unavailable.

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

Creating a SIP Entity for the second Session Manager

About this task

Create a SIP Entity for the second Session Manager. To administer minimal routing using
Session Manager, you must configure two SIP Entities, a SIP Entity of type Communication

Manager and a SIP Entity of type Session Manager.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Click New.
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Creating a SIP Entity for the second Session Manager

In the Name box, type the name of the Session Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Session Manager
SIP entity.

In the FQDN or IP address box, type the IP address of the Session Manager.

5. From the Type list, select Session Manager.

6. If you need to specify an Adaptation Module for the Session Manager SIP entity,

10.

11.

12.
13.

Example

from the Adaptation list, select an adaptation value.

. In the Location box, select the location for this Session Manager.

If the SIP entity type is Session Manager and you need to specify an Outbound
Proxy for the SIP entity, click the drop-down selector for the Outbound Proxy
box.

In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this
string in the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session
Manager — Session Manager Administration.

« Link Monitoring Enabled - Enables link monitoring on this SIP entity.
« Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

If you need to specify the port parameters, under Port, click Add.

When Session Manager receives a request where the host-part of the request-URI
is the IP address of the Session Manager, it associates one of the administered
domains with the port on which the request was received.

Enter the necessary Port and Protocol parameters.
Click Commit.

Example of the SIP Entity for the second Session Manager, 172.18.71.18.
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Routing il Home /Elements / Routing / SIP Entities- SIP Entity Details

Domains

Locations SIP Entity Details

Adaptations General

SRS * Name: |HCAPGSM2Entity

Entity Links

. * FQDN or IP Address: 172.18.71.18

Time Ranges

Routing Policies Type:

Dial Patterns Notes:

Regular Expressions

Defaults Location: | siptraffic v
Qutbound Proxy: bt

Time Zone: | Etc/GMT v
Credential name:
SIP Link Monitoring

SIP Link Monitoring: |Use Session Manager Configuration

Variable definitions

Variable Value

Name SIP entity name. This hame must be unique
and can have between 3 and 64
characters.

FQDN or IP Address Fully qualified domain name or IP address of
the Session Manager SIP Entity.

Type SIP entity type, such as a Session
Manager.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity.

Select from already defined adaptations.

Location SIP entity location. Select from previously
defined locations.

Outbound Proxy Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.

Time Zone Time zone for the SIP entity.

Override Port & Transport with DNS SRV Specify if you wish to use DNS routing. SIP
uses DNS procedures to allow a client to
resolve a SIP URI into the IP address, port,
and transport protocol of the next hop to
contact. It also uses DNS routing to allow a
server to send a response to a backup client
if the primary client fails.

92  Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Creating a SIP Entity Link from the first Session Manager to the Communication Manager

Variable

Value

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits
for a response from the SIP entity.

Credential name

Enter a regular expression string in the
Credential name. Credential name is used
for TLS connection validation by searching
this string in the SIP entity identity
certificate.

Call Detail Recording

Select or clear the check box to turn SIP
monitoring on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000
seconds. The default is 900. This specifies
how often the entity is monitored when the
link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds.
The default is 120. This specifies how often
the entity is monitored when a link to the
entity is down or inactive.

Number of retries

Enter a value between 0 and 15. The default
is 1. This specifies the number of times
Session Manager tries to ping or reach the
SIP entity before marking it as down or
unavailable.

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

Creating a SIP Entity Link from the first Session Manager to

the Communication Manager

About this task

Create a SIP entity link to the Communication Manager. Session Manager enables you to

create an entity link between the Session Manager and any other administered SIP entity. You

must configure an entity link between a Session Manager and any entity that you have

administered if you want Session Manager to be able to send or receive messages from that

entity directly. To be able to communicate with other SIP entities, each Session Manager

instance must know the port and the transport protocol of its entity link to these SIP entities in

the network.
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Procedure

1.
2.
3.

Example

On the Avaya Aura® System Manager console, select Routing > Entity Links.
Click New.

In the Name box, type the name for this SIP Entity Link.

Avaya recommends that you type a descriptive name for your SIP Entity Link.
Under SIP Entity 1, select the required Session Manager SIP entity from the drop-
down list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.

The default port for TCP and UDP is 5060. The default port for TLS is 5061.
Under SIP Entity 2, select the required Communication Manager SIP entity from
the drop-down list and provide the required port number.

The port number is the port on which you have configured the remote entity to
receive requests for the specified transport protocol.

From the Connection Policy list, select the Trusted.

Session Manager does not accept SIP connection requests or SIP packets from
untrusted SIP entities.

Click Commit.

The Communication Manager SIP Entity details show one link to the first Session Manager
SIP Entity (HCAP6SM1Entity).
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Creating a SIP Entity Link from the second Session Manager to the Communication Manager

& 172087103 hey
Routing
Domalns
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

172.08.71.3/500

SIP Entity Details

' Name:
* FQDN or [P Address:
Type:

Notes:

Adaptation:

Lacation:

Time Zone:

Overrlde Port & Transport with DNS SRY:
* SIP Timer B/F (in seconds):

Credential name:

Call Detall Recording:

SIP Link Monitoring

SIP Link Monitoring:

IE B Pl
i Homa / Elements / Routing / SIP Entities - SIP Entity Details
Help 7

HCAPSCM

HCAPCM. siptraffic.com

™

using FOD setup in Loacl Host res

anything172_18 ¥

Etc/GMT -

O

4

none ¥

U@ Session Manager Configuration

Filtar: Enable

Items  Refresh

[ SIP Entity 1

[0 [HcapesmiEntity & [TLS &

Select ; A4, Nong

* Input Required

Protocol  Port

* 5061

SIP Entity 2 Paort Connection Policy

HCAPGCH M| = 5081 Trusted  w

[commit] [ cancet]

Creating a SIP Entity Link from the second Session Manager
to the Communication Manager

About this task

Create a SIP entity link from the second Session Manager to the Communication Manager.
You must configure an entity link to allow Session Manager to be able to send messages to,
or receive messages from, that entity directly. To be able to communicate with other SIP
entities, each Session Manager instance must know the port and the transport protocol of its
entity link to these SIP entities in the network.

Procedure

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration

1. On the Avaya Aura® System Manager console, select Routing > Entity Links.
2. Click New.
3. Inthe Name box, type the name for this SIP Entity Link.

Avaya recommends that you type a descriptive name for your SIP Entity Link.

4. Under SIP Entity 1, select the required Session Manager SIP entity from the drop-
down list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP and UDP is 5060. The default port for TLS is 5061.
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5. Under SIP Entity 2, select the required Communication Manager SIP entity from
the drop-down list and provide the required port number.

6. From the Connection Policy list, select Trusted.

Session Manager does not accept SIP connection requests or SIP packets from
untrusted SIP entities.

7. Click Commit.

Example

The Communication Manager SIP Entity details showing two SIP Entity links. One link to the
first Session Manager SIP Entity (HCAP6SM1Entity) and one link to the second Session
Manager SIP Entity (HCAP6SM2Entity).

L 17208713 hetps:/j172.18.71. 550 -l |8y Pl
Routing Ml Homae / Elaments / Routing / SIP Entities - SIP Entity Datails
Damains Help 7

SIP Entity Details Cancel |

' Name: HCAPSCM

Entity Links * FQDN or IP Address: HCAPCM.siptraffic.com
Time Ranges Type: | CM
Routing Policies —
Notes: |using FOD setup in Loacl Host res
Dial Patterns

Regular Expressions
Defaults

Adaptation: |~
Location: | anything172_18 ¥
Time Zone: | Etc/GMT .
Override Port & Transport with DNS sry: [
* SIP Timar B/F (in seconds): |4
Credential name:

Call Detall Recording: | none v

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration
Entity Links
add| [Remove|
2 ltems | Refresh Filtar: Enable
[]  sIP Entity 1 Protocel  Port SIP Entity 2 Port Connection Policy
HCAPGSM1Entty & TE & * 5061 HCAPBCM w * 5041 Trusted .
HCAPESM2Entity & TE & * 5061 HCAPBCH d * 50é1 Trusted e
Select : A, None
* Input Required | Comnmit || Cancel

Creating a routing policy from the Session Manager to
Communication Manager

About this task

Create a routing policy from Session Manager to Communication Manager. Routing Policies
define how Session Manager routes calls between SIP network elements.
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Creating a routing policy from the Session Manager to Communication Manager

Session Manager uses the data configured in the Routing Policy to find the best match against

the numbe

Procedur

1.

r (or address) of the called party.

e
On the Avaya Aura® System Manager console, select Routing > Routing
Policies.

Click New.
The Routing Policy Details screen is displayed.

In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, select the SIP Entity for your Communication Manager,

Example

click Select.

If you need to associate the Time of Day routing parameters with this Routing Policy,
click Add from the Time of Day section.

. Select the Time of Day patterns that you want to associate with this routing pattern

and click Select.

. Click Commit.

The routing policy from the Session Managers to Communication Manager.

[}l Home /Elements / Routing / Routing Policies- Routing Policy Details

Help 7

Routing Policy Details Commit || Cancel |

General

SIP Entity as Des
(Ssiec]

Name
HCAPECM

Time of Day

[Add] [ Remove |

1 Item | Refresh

Ranking 1a

o

Select : All, None

* Name: RPto HCAPGCM
Disabled: ||

Notes:

stination

FQODN or IP Address Type Notes
172.18.71.15 ]

[ View GapsfOveraps |

Filter: Enable
Name 0 . Mon Tue Wed Thu Fri Sat Sun Start Time End Time Notes

24/7 00:00 23:59 Time Ranga 24/7
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Creating a dial pattern to route calls to Communication
Manager

About this task

Create a dial pattern using the Session Manager to Communication Manager Routing Policy.
Session Manager uses this dial pattern to route calls to Communication Manager.

A dial pattern specifies which routing policy or routing policies are used to route a call based
on the digits dialed by a user which match that pattern. The originating location of the call and
the domain in the request-URI also determine how the call gets routed.

A Dial Pattern specifies a set of criteria and a set of Routing Policies for routing calls that match
the criteria. The criteria include the called party number and SIP domain in the Request-URI,
and the Location from which the call originated. For example, if a call arrives at Session
Manager and matches a certain Dial Pattern, then Session Manager selects one of the Routing
Policies specified in the Dial Pattern. The selected Routing Policy in turn specifies the SIP
Entity to which the call is to be routed.

Dial Patterns are matched after ingress Adaptations have already been applied.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
2. Click New.

3. In the Pattern box, type the dial pattern for voice calls to Communication
Manager.

4. In the Min box, type the minimum number of digits from the dial pattern to match.

5. In the Max box, type the maximum number of digits from the dial pattern to
match.

6. From SIP Domain, select the SIP domain for this dial pattern. You can select a
specific domain, or all domains.

7. Under the Originating Locations and Routing Policies section, click Add.
8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Communication
Manager Routing Policy.

10. From the Routing Policy Destination, select the Communication Manager SIP
Entity.

11. Click Select to indicate that you have completed your selections.
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Creating a dial pattern to route calls to Communication Manager

12. Click Commit.

Example
Example of a dial pattern to route calls to Communication Manager.

Routing Home
1
Help 7
Dial Pattern Detalls
General
* Pattern: | 7o
* Min: |5
* Max: &
Emergency Call: [
SIP Domain: | -ALL- b
Hotes:
Originating Locations and Routing Policies
1Item Refrash Filbar: Enable
O] | Ovisinating Location Home 1.« | Originsting Location. | Routing Pokicy | pony . :.-‘};.‘;‘;;: Routing Policy Routing Pollcy
O - siptraffic - RPtoHCARSCM 0 .  HCAPSEM
Selack : All, None
Variable definitions
Variable Value
Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.
Min Minimum number of digits to be matched.
Max Maximum number of digits to be matched.
Emergency Call Indicate if it is an emergency call.
O Note:

Some of the important constraints on the
use of this feature are as follows:

— Each location must be assigned to only
one emergency dial number.
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Variable Value

— This emergency dial number must
match the emergency dial number in the
96xx Deskphone settings file for all SIP
phones in the identified location.

SIP Domain Domain for which you want to restrict the dial
pattern.

Notes Other details that you wish to add.

Select check box Use this check box to select and use the digit
conversion for the incoming calls.

Location Name Name of the location to be associated to the
dial pattern.

Location Notes Notes about the selected location.

Routing Policy Name Name of the routing policy to be associated
to the dial pattern.

Routing Policy Disabled Name of the disabled routing policy.

Routing Policy Destination Destination of the routing policy.

Routing Policy Notes Any other notes about the routing policy that

you wish to add.

Creating a SIP Entity for the Contact Center Manager
Server

About this task

Create a SIP Entity for the Contact Center Manager Server. A SIP Entity represents a SIP
network element.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.
2. Click New.

3. In the Name box, type the name of the Contact Center Manager Server SIP
Entity.

Avaya recommends that you type a descriptive name for your Contact Center
Manager Server SIP entity.

4. Inthe FQDN or IP address box, type the IP address of the Contact Center Manager
Server.
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10.

11.
12.

Example
Example o

A\ varya dra™ Systom Platform |

€ 17248713 ¢

AVAYA

Routing
Damains
Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Reqular Exprossions

Defaults

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration

Creating a SIP Entity for the Contact Center Manager Server

From the Type list, select Other.

If you need to specify an Adaptation Module for the Contact Center Manager Server
SIP entity, from the Adaptation list, select an adaptation value.

In the Location box, select the location for this Session Manager.

In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this
string in the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session
Manager —Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.
* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

If you need to specify the port parameters, under Port, click Add.

When Session Manager receives a request where the host-part of the request-URI
is the IP address of the Session Manager, it associates one of the administered
domains with the port on which the request was received.

Enter the necessary Port and Protocol parameters.
Click Commit.

f a SIP Entity for an Contact Center Manager Server.

V7287135

Avaya Aura® System Manager 6.1

Ml iome / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details

* Name: AACCHAHOSTL

* FQDN or [P Address: 172,18.71.71
Type:  Other

Notes: AACC 1 resl 1P address

Adaptation: v
Location:  siptraffic

Time Zone:  Europe/Tubln

Override Port & Transport with DNS SRY:
* SIP Timer B/F (in seconds): 4
Credential name:

Call Detail Recording: none %

SIP Link Monitoring: Use Session Manager Configuration »
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Variable definitions

Variable

Value

Name

SIP entity name. This name must be unique
and can have between 3 and 64
characters.

FQDN or IP Address

Fully qualified domain name or IP address of
the Avaya Aura® Contact Center SIP entity.
If your Avaya Aura® Contact Center supports
High Availability (HA) then the IP address for
the Avaya Aura® Contact Center SIP Entity
is the Contact Center Manager Server HA
cluster IP address.

If your Avaya Aura® Contact Center does not
support High Availability (HA) then the IP
address for the Avaya Aura® Contact Center
SIP Entity is the Contact Center Manager
Server IP Address.

Type SIP entity type, such as a Other.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity.
Select from already defined adaptations.

Location SIP entity location. Select from previously

defined locations.

Outbound Proxy

Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.

Time Zone

Time zone for the SIP entity.

Override Port & Transport with DNS SRV

Specify if you wish to use DNS routing. SIP
uses DNS procedures to allow a client to
resolve a SIP URI into the IP address, port,
and transport protocol of the next hop to
contact. It also uses DNS routing to allow a
server to send a response to a backup client
if the primary client fails.

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits
for a response from the SIP entity.

Credential name

Enter a regular expression string in the
Credential name. Credential name is used
for TLS connection validation by searching
this string in the SIP entity identity
certificate.
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Creating a SIP Entity Link from the first Session Manager to the Avaya Aura® Contact Center

Variable Value

Call Detail Recording Select or clear the check box to turn SIP
monitoring on or off.

Proactive cycle time (Seconds) Enter a value between 120 and 9000
seconds. The default is 900. This specifies
how often the entity is monitored when the
link to the entity is up or active.

Reactive cycle time (Seconds) Enter a value between 30 and 900 seconds.
The default is 120. This specifies how often
the entity is monitored when a link to the
entity is down or inactive.

Number of retries Enter a value between 0 and 15. The default
is 1. This specifies the number of times
Session Manager tries to ping or reach the
SIP entity before marking it as down or

unavailable.
Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.
SIP Domain The domain of the SIP entity.
Notes Additional notes about the port and port
parameters.

Creating a SIP Entity Link from the first Session Manager to
the Avaya Aura® Contact Center

About this task

Entity Links define the SIP trunk parameters and trust relationship between Session Manager
instances and other SIP Entities in the solution.

Create a SIP entity link from the first Session Manager to the Avaya Aura® Contact Center.
Session Manager enables you to create an entity link between the Session Manager and any
other administered SIP entity. You must configure an entity link between a Session Manager
and any entity that you have administered if you want Session Manager to be able to send or
receive messages from that entity directly. To be able to communicate with other SIP entities,
each Session Manager instance must know the port and the transport protocol of its entity link
to these SIP entities in the network.

Procedure

1. On the System Manager console, select Routing > Entity Links.
2. Click New.
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3. Inthe Name box, type the name for this SIP Entity Link.

4. Under SIP Entity 1, select the required Session Manager SIP entity from the drop-
down list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP is 5060.

5. Under SIP Entity 2, select the required Contact Center Manager Server SIP entity
from the drop-down list and provide the required port number.

The port number is the port on which you have configured Contact Center Manager
Server to receive requests for the specified transport protocol. By default this is port

5060.

6. From the Connection Policy list, select Trusted HA.
Session Manager does not accept SIP connection requests or SIP packets from

untrusted SIP entities.
7. Click Commit.

Example

Avaya Aura® Session Manager SIP entity showing SIP Entity links to Avaya Aura® Contact
Center (AACCHAHOST1) and Avaya Aura® Communication Manager (HCAP6CM).

Routing W Home / Elements / Routing / SIP Entities - SIP Entity Details

Domains

= SIP Entity Details
Locations
Adaptations General
S1P Entities
Entity Links

Time Ranges

* Name:

* FQDN or IP Address:

HCAPGSM LENTity

172.18.71.17

Type: Session Manager
Routing Policies
Notes:
Dial Patterns
Regular Expressions -
] m Location:  siptraffic bt
Defaults
Outhound Prosy: “
Time Zone:  Ete/GMT s
Credential name:
SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration
Entity Links
Add | | Remove
12 Itars | Rafrash
[ ] SIP Entity 1 Protocal  Port SIP Entity 2 Paort
[0 HCAPGSMiEntity | | TCP & * 5060 masHA w  * 5060
[ []  HCapesMiEntity =  TCP & * 5060 AACCHAHOSTL  »  * 5060 |
[0  HCapssmibatity = TS & * |spa1 HCAPDCZEMEREty % * 5061
[Q HCAFGSMIERtity »  TLS * 5061 HCAPECM ¥t sD6L |
[0  HCAPGSMiEnkity =~ | TCP * 5060 HACCMSCCTL w  *SD6D
Select : All, None
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Creating a SIP Entity Link from the second Session Manager to the Avaya Aura® Contact Center

Creating a SIP Entity Link from the second Session Manager
to the Avaya Aura® Contact Center

About this task

Create a SIP entity link from the second Session Manager to the Avaya Aura® Contact Center.
Session Manager enables you to create an entity link between the Session Manager and any
other administered SIP entity. You must configure an entity link between a Session Manager
and any entity that you have administered if you want Session Manager to be able to send or
receive messages from that entity directly. To be able to communicate with other SIP entities,
each Session Manager instance must know the port and the transport protocol of its entity link
to these SIP entities in the network.

Procedure

On the System Manager console, select Routing > Entity Links.

Click New.

In the Name box, type the name for this SIP Entity Link.

Under SIP Entity 1, select the required Session Manager SIP entity from the drop-

down list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.

The default port for TCP is 5060.

5. Under SIP Entity 2, select the required Contact Center Manager Server SIP entity
from the drop-down list and provide the required port number.
The port number is the port on which you have configured Contact Center Manager
Server to receive requests for the specified transport protocol. By default this is port
5060.

6. From the Connection Policy list, select Trusted HA.

Session Manager does not accept SIP connection requests or SIP packets from

untrusted SIP entities.

7. Click Commit.

P wnNPR

Creating a routing policy from the Session Manager to
Avaya Aura® Contact Center

About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Routing policies
can include the “Origination of the caller”, the “dialed digits” of the called party, the “domain”
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of the called party, and the actual time the call occurs. Optionally, instead of “dialed digits” of
the called party and the “domain” of the called party a “regular expression” can be defined.

Depending on one or multiple of the inputs mentioned above a destination is where the call is
routed to. Optionally, the destination can be qualified by “deny” which means that the call is

not routed.

Session Manager uses the data configured in the Routing Policy to find the best match against
the number (or address) of the called party.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Routing
Policies.
2. Click New.
3. Inthe General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.
4. In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Contact Center Manager

Server, click Select.

7. Ifyou need to associate the Time of Day routing parameters with this Routing Policy,
click Add from the Time of Day section.
8. Select the Time of Day patterns that you want to associate with this routing pattern
and click Select.
9. Click Commit.
Example
Example of creating a routing policy from Session Manager to Contact Center Manager
Server.
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Creating a dial pattern to route calls to the Contact Center

AVAyA Avaya Aura® System Manager 6.1
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Creating a dial pattern to route calls to the Contact Center

About this task

Create a dial pattern using the Session Manager to Avaya Aura® Contact Center Routing
Policy. Session Manager uses this dial pattern to route calls to the contact center for
processing.

A dial pattern specifies which routing policy or routing policies are used to route a call based
on the digits dialed by a user which match that pattern. The originating location of the call and
the domain in the request-URI also determine how the call gets routed.

Procedure

On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
Click New.
In the Pattern box, type the dial pattern for voice calls to the contact center.

In the Min box, type the minimum number of digits from the dial pattern to match.

a kr w0 N

In the Max box, type the maximum number of digits from the dial pattern to
match.

6. From SIP Domain, select the SIP domain for this dial pattern. You can select a
specific domain, or all domains.

7. Under the Originating Locations and Routing Policies section, click Add.
8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Contact Center
Manager Server Routing Policy.
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10. From the Routing Policy Destination, select the Contact Center Manager Server
SIP Entity.

11. Click Select to indicate that you have completed your selections.
12. Click Commit.

Example

Example of creating a dial pattern using the Session Manager to Contact Center Manager
Server routing policy.

Avaya Aura® System Manager 6.1

[ Home / Elarments / Routing / Dial Pattemns - Dinl Pattern Details

Dial Pattern Detalls

Orisinating Locatiantotes | Rawting Paticy Name Rook  on | MSmREOCY | o petcy pestination

Pt ASCCHOSTL ] ARCCHAROSTL

Variable definitions

Variable Value
Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.
Min Minimum number of digits to be matched.
Max Maximum number of digits to be matched.
Emergency Call Indicate if it is an emergency call.
O Note:

Some of the important constraints on the
use of this feature are as follows:

— Each location must be assigned to only
one emergency dial number.

— This emergency dial number must
match the emergency dial number in the
96xx Deskphone settings file for all SIP
phones in the identified location.
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Variable Value

SIP Domain Domain for which you want to restrict the dial
pattern.

Notes Other details that you wish to add.

Select check box

Use this check box to select and use the digit
conversion for the incoming calls.

Location Name

Name of the location to be associated to the
dial pattern.

Location Notes

Notes about the selected location.

Routing Policy Name

Name of the routing policy to be associated
to the dial pattern.

Routing Policy Disabled

Name of the disabled routing policy.

Routing Policy Destination

Destination of the routing policy.

Routing Policy Notes

Any other notes about the routing policy that
you wish to add.
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Chapter 9: Application Enablement
Services configuration

Avaya Aura® Application Enablement Services (AES) are a set of enhanced telephony APIs, protocols,
and Web services. These applications support access to the call processing, media, and administrative
features available in Communication Manager. AES enables off-the-shelf and custom integration with
communications applications such as Avaya Aura® Contact Center.

The Avaya Device, Media, and Call Control (DMCC) APIs provided by Application Enablement Services
enable applications such as Avaya Aura® Contact Center to access the physical device, media, and basic
third-party call control capabilities of Communication Manager.

The AES server uses Transport Layer Security (TLS) communication channels for the SIP CTI connection
with Avaya Aura® Contact Center. TLS is a public key encryption protocol that helps secure a
communications channel from danger or loss, and thus helps provide privacy and safety. With public key
cryptography, two keys are created, one public and one private. Anything encrypted with either key can
be decrypted only with the corresponding key. Thus if a message is encrypted with the server's private
key, it can be decrypted only using its corresponding public key, ensuring that the data can only have
come from the server. TLS uses certificates to manage the public and private keys.

Use certificates to secure the TLS link between Avaya Aura® Contact Center and the Application
Enablement Services server.

Avaya Aura® Contact Center Release 6.2 supplies a set of default certificates for use with Application
Enablement Services. If you do not have access to or require a third-party Certificate Authority, you can
install these Contact Center default certificates on your Application Enablement Services server to quickly
establish a link between the two systems.

O Important:

AES 6.2 and later includes the default trust certificates. Using the default certificates Avaya Aura®
Contact Center automatically communicates with AES.

O Note:

The Contact Center default certificates for AES may not meet your organization's security requirements.
Avaya recommends the you use a third-party Certificate Authority or follow your organization's security
policies and procedures to better secure the TLS link between Avaya Aura® Contact Center and the
Avaya Aura® Application Enablement Services server.

For improved security, Avaya recommends that you obtain a root certificate from your Certificate Authority.
A root certificate is an unsigned public key that identifies the root Certificate Authority (CA). Add the CA
root certificate to the AES server and then use it to generate a Certificate Signing Request (CSR). Send
the CSR and the Common Name (CN) of the AES server to your Certificate Authority. The CA verifies the
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identity of the request and issues a signed certificate (a private key) for use by the AES server. You must
apply the CA root certificate and the signed certificate from your Certificate Authority to the AES server.

The Contact Center must also generate a Certificate Signing Request (CSR) and get it signed by the
Certificate Authority before it can establish a secure TLS SIP link. The AES and Contact Center can then
communicate securely using a TLS SIP connection.

O Important:
Avaya Aura® Contact Center must use the same Certificate Authority and the same CA root certificate
as the AES server.

This section describes how to configure the Avaya Aura® Application Enablement Services for use with
Contact Center.

Prerequisites

 Read the Avaya Aura® Unified Communications platform Release Notes.

« Ensure that your Avaya Aura® Unified Communications platform meets the minimum
template requirements for integration with Contact Center.

« Ensure Avaya Aura® Application Enablement Services and Contact Center servers can
communicate with each other by name. Ensure that they can ping each other.

« If you are not using the default certificates, you must have access to a Certificate
Authority and the ability to generate a root certificate and signed client certificates. For
more information about installing a standalone Certificate Authority, see Installing a
standalone Certificate Authority on page 146.

« Complete the Avaya Aura® Contact Center Installation Checklist (NN44400-310).

Application Enablement Services configuration
procedures

About this task

This task flow shows you the sequence of procedures you perform to configure Application
Enablement Services.
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Figure 17: Application Enablement Services configuration procedures using AES 6.2 and later
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Navigation

Navigation

» Accessing the AES server management console on page 116

» Adding Communication Manager switch connection on page 117

» Adding Communication Manager switch connection CLAN IP on page 118

» Adding a CTI link to the Communication Manager on page 119

* Restarting the AES to Communication Manager connection on page 120
« Enabling TR87 on the AES on page 120

» Configuring security on the AES on page 121

» Adding the Contact Center default certificate CN as a trusted host on page 122

« Importing the Contact Center default root certificates for AES on page 123

 Importing the Contact Center default AES server certificate on page 126

« Importing a Certificate Authority root trusted certificate into AES on page 128

» Generating an AES Certificate Signing Request on page 129

 Importing a signed certificate into AES on page 131

» Adding Contact Center Manager Server as a trusted host on AES on page 133

« Configuring the TCP Retransmission Count on page 136

* Restarting the AES Linux server on page 138

« Verifying the AES services are running on page 139

« Verifying the AES connection to Communication Manager switch on page 140
* Verifying the AES TSAPI connection on page 141
» Debugging the AES server on page 142

* Confirming the AES and CCMS are communicating on page 142

« Installing a standalone Certificate Authority on page 146

« Exporting a Certificate Authority root certificate on page 148

» Generating a signed certificate on page 150
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Accessing the AES server management console

Before you begin

* Log on to the System Platform Web Console; see Accessing the System Platform Web
console on page 26.

About this task

When using a Midsize Business Template solution, use the Avaya System Platform to access
the Application Enablement Services server management console. You can log on to AES
directly or you can log on using the System Platform.

Procedure

1. Start a Web browser.

2. Inthe Address box, type the following URL: https://<AES_I1Paddress>, where
<AES_IPaddress> is the IP address for the Application Enablement Services
server. Skip to step 3.

OR
On the System Platform Virtual Machine Management, in the virtual machine list,
click the wrench or spanner icon to the left of the aes server.
A welcome page appears.
3. Click Continue To Login.
A Logon dialog box appears.
4. In the Username box, type your user name.
The default user name is craft.

5. In the Password box, type your password.

The default password is craft01. Avaya recommends that you change the default
password after your first login. Passwords must be at least six characters. Avaya
recommends using only alphanumeric characters.

6. Click Login.

An Application Enablement Services Management Console appears.

Procedure job aid

The Avaya Application Services Management Console is a set of applications designed to
simplify system administration, provisioning, and network management, including fault and
performance management.
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Figure 19: Example of the Application Enablement Services Management console

Adding Communication Manager switch connection

About this task

Add the Communication Manager switch connection to the Application Enablement Services
(AES) to enable communication between them.

Procedure
1. In the left pane of the AES management console, click Communication Manager
Interface.
2. Select Switch Connections.

3. Under Switch Connections, type the host name of your Communication
Manager.

The Communication Manager host name is case-sensitive.
4. Click Add Connection.

5. In the Switch Password box, type the Communication Manager switch
password.

The default password is AESPASSWORD1.
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10.

In the Confirm Switch Password box, type the Communication Manager switch
password again.

In the Msg Period box, accept the default (30 minutes).
Select the SSL check box.

Clear Processor Ethernet.

By default this check box is not selected. Accept the default setting if you are
administering a connection to a Communication Manager media server that uses a
CLAN connection to AE Services.

Click Apply.
The new Communication Manager switch connection is added to the list of switch
connections.

Adding Communication Manager switch connection CLAN

IP

Before you begin

« Add the Communication Manager switch connection, see Adding Communication Manager
switch connection on page 117.

About this task

Add the switch connection CLAN IP so Application Enablement Services (AES) can
communicate with the Communication Manager. After you add a switch connection, you must
associate the switch connection name with a CLAN host name or IP address. Use this
procedure when you are setting up a switch connection with a Communication Manager media
server that uses a CLAN connection to AES.

Procedure

1. In the left pane of the AES management console, click Communication Manager
Interface.

2. Select Switch Connections.

3. From the list of Switch Connections, identify the switch connection to your
Communication Manager.

4. Under your switch connection, click Edit PE/CLAN IPs.

5. Inthe Edit CLAN IPs box, type the IP address of your Communication Manager
server.

6. Click Add Name or IP.
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Adding a CTI link to the Communication Manager

Adding a CTl link to the Communication Manager

Before you begin

* Add the Communication Manager switch connection, see Adding Communication
Manager switch connection on page 117.

» Associate the Communication Manager switch connection with a host IP address, see
Adding Communication Manager switch connection CLAN IP on page 118.

About this task

Add a CTI (TSAPI) link between Application Enablement Services (AES) and the
Communication Manager.

Procedure

o 0k~ w NP

In the left pane of the AES management console, click AE Services.
Select TSAPI > TSAPI Links.

Under TSAPI Links, click Add Link.

From the Link list, select the link number.

From the Switch Connection list, select the Communication Manager.

From the Switch CTI Link Number list, select the link number.

The switch CTI link number must match that of the IP Services Server ID for AES
as configured in Communication Manager.

7. From the ASAI Link Version list, select 5.

From the Security list, select the default.

. Click Apply Changes.

Procedure job aid

When adding a CTI (TSAPI) link between Application Enablement Services (AES) and the
Communication Manager, the switch CTI link number on the AES must match that of the IP
Services Server ID for AES as configured in Communication Manager.
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Restarting the AES to Communication Manager
connection

Before you begin

* Add the Communication Manager switch connection, see Adding Communication
Manager switch connection on page 117.

 Associate the Communication Manager switch connection with a host IP address, see
Adding Communication Manager switch connection CLAN IP on page 118.

About this task

Restart the TSAPI connection between Application Enablement Services (AES) and the
Communication Manager. You must restart the TSAPI Service for changes to the CTI link
between the AES and the Communication Manager to take effect.

Procedure

In the left pane of the AES management console, click Maintenance.
Select Service Controller.
Under the Service Controller list of services, select TSAPI Service.

Ensure none of the other services are selected.

a k> NP

Click Restart Services.

Enabling TR87 on the AES

About this task

Enable TR87 SIP CTI call control on the Avaya Aura® Application Enablement Services (AES)
server. TR87 can be used over a SIP session to control and observe SIP user agents.

The TR87 interface on the AES is used by Avaya Aura® Contact Center to control and monitor
agent stations on Avaya Aura® Communication Manager.

Procedure

1. In the left pane of the AES management console, click Networking.
2. Click Ports.

3. Scroll down to the DMCC Server section.
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Configuring security on the AES

In the DMCC section, select the Enabled check box to the right of TR/87 Port.
Confirm that the TR/87 Port number is 4723.

Click Apply Changes.

Click Apply.

N o g bk

Procedure job aid

The AES Server uses port 4723 for TR/87. By default this port is disabled.

You must enable this port if you use the AES implementation for Contact Center. You can
change the default port number of the TR/87 Port, if necessary.

For Avaya Aura® Contact Center to successfully use AES for TR/87 call control, the AES TR/
87 port number must match the Contact Center Manager Server SIP CTI Proxy Server port

number.
DMCC Server Ports Enabled Disabled
Unencrypted Port @
Encrypted Port 4722 @
TR/87 Paort 4723 -}

Figure 20: Example of AES TR/87 configuration

Configuring security on the AES

About this task

Configure AES security to require authorized host connections with the required client
certification.

Procedure

1. In the left pane of the AES management console, click Security.

2. Click Host AA.
The Host Authentication and Authorization page appears.

3. Click Service Settings.
4. Select the TR/87 > Require Trusted Host Entry check box.
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When you select this setting, the DMCC service verifies the Common Name (CN)
in the client certificate and verifies that it matches one of the administered
authorized hosts.

5. Click Apply Changes.
6. On the Apply Changes to Host AA service page, click Apply again.

Adding the Contact Center default certificate CN as atrusted
host

About this task

Add the Avaya Aura® Contact Center default certificate Common Name (Certificate CN) as a
trusted host on the Application Enablement Services server. The Avaya Aura® Contact Center
default certificate Common Name (Certificate CN) is AACCSGM®60.

Perform this procedure when using the Avaya Aura® Contact Center default certificates for
Application Enablement Services to quickly setup a link between the two systems. Avaya Aura®
Contact Center uses this link with the Application Enablement Services server to control and
monitor Agent desk phones and telephony devices.

O Important:

The Contact Center default certificates may not meet your organization's security
requirements. Avaya recommends the you use a third-party Certificate Authority or follow
your organization's security policies and procedures to better secure this link. For more
information about securing the link between Contact Center and the Application Enablement
Services server, see Importing a Certificate Authority root trusted certificate into AES on
page 128 and Certificate Authority configuration on page 145.

Procedure

In the left pane of the AES management console, click Security.
Click Host AA.
Click Trusted Hosts.

Click Add.
An Add Trusted host page appears.

In the Certificate CN or SubAltName box, type AACCSGM60.

A w0 NP

From the Service Type list, select TR/87.

From the Authentication Policy list, select Not Required.

© N o O

From the Authorization Policy list, select Unrestricted Host.
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Importing the Contact Center default root certificates for AES

9. Click Apply Changes.
A confirmation page appears.

10. Click Apply.

Procedure job aid

Example of adding the Avaya Aura® Contact Center default certificate Common Name
(Certificate CN) as a trusted host on the Application Enablement Services server.

Security | Host AR | Trusted Hosts Home | Help | Logout

b AE Services

. ](:tr:rr;t:';l;tntiun Manager Add Trusted Haost
» Licensing Certificate CN ar SubAlName [AACCSGMED
¢ Maintenance Service Type® TR/BT =
¢ Metvworking User Authentication Policy® | Not Reguired "'I
* Gacurity User Authorization Policy®  [Unrestncted Host =
Account Management Apply Changes | Cancel Changes ]
Al Thes "AF Sasrvach Tyl Gy b U] R SPBCiTY & Uiar SUEROFTANON Ppodcy Tor Boths th DMCT and TRIGT saraces. Th

TRAT service cornol periorm user suthentcation, Theredore, i & wser suthentcation polcy of "User Authentication

Cerbificate Management
Regured” it selscied with & Seervice Typs of “AF that will only enables user sutbsrtication on the DMCC seracs,

Enterprse Diractory
Host AR

= Trusted Hosts
« Service Settings

Figure 21: Example of adding AACC default Certificate Common Name as a trusted host in AES

Importing the Contact Center default root certificates for
AES

Before you begin

» The default certificates are stored on the Contact Center Manager Server, at the following
default location: D:\Avaya\Contact Center\Manager Server\iccm\sgm
\TLSCertificates\AESCerts\CA.

About this task

O Important:
This procedure is applicable only for configuring Application Enablement Services 5.2.1,
5.2.2,0r6.1.
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Avaya Aura® Contact Center supplies two default root CA certificates. Import these two default
root certificates into the Application Enablement Services (AES) server so that Avaya Aura®
Contact Center and AES can communicate.

Perform this procedure when using the Avaya Aura® Contact Center default certificates for
Application Enablement Services to quickly setup a link between the two systems. Avaya Aura®
Contact Center uses this link with the Application Enablement Services server to control and
monitor Agent desk phones and telephony devices.

O Important:

The Contact Center default certificates may not meet your organization's security
requirements. Avaya recommends the you use a third-party Certificate Authority or follow
your organization's security policies and procedures to better secure this link. For more
information about securing the link between Contact Center and the Application Enablement
Services server, see Importing a Certificate Authority root trusted certificate into AES on
page 128 and Certificate Authority configuration on page 145.

Procedure

10.

11.
12.

13.
14.

1. Copy the Contact Center default certificates to a location that AES can access.
2. In the left pane of the AES management console, click Security.

3.

4. Click Import.

Click Certificate Management > CA Trusted Certificates.

A Trusted Certificate Import page appears.

In the Certificate Alias box, type the AES root certificate alias, for example
AEServicesRoot.

. Click Browse.

Using the File Upload dialog, navigate to the folder containing the Contact Center
default certificates for AES.

Navigate to the AESCerts\CA folder and select AEServiceRoot.cer.

. Click Open.
. Click Apply.

A Certificate imported successfully message appears.

In the Certificate Alias box, type the AACC root certificate alias, for example
AACCSGM60RoOt.

Click Browse.

Using the File Upload dialog, navigate to the folder containing the Contact Center
default certificates for CCMS.

Navigate to the AESCerts\CA folder and select AACCSGMRoot.pem.
Click Open.

Click Apply.
A Certificate imported successfully message appears.
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Importing the Contact Center default root certificates for AES

15. On the CA Trusted Certificates page, confirm that both certificates imported
successfully and have a Status value of valid.

Procedure job aid

O Important:
You have to import the Contact Center default root certificates for AES when you are
configuring AES 5.2.1, 5.2.2, or 6.1 only.

Import the two Avaya Aura® Contact Center default root certificates into the Application
Enablement Services (AES) server so Avaya Aura® Contact Center and AES can

communicate.

The following example shows both root certificates imported. The default certificates are the
first two on the list and both have a “valid” status.

Securilty | Certificate Managemenl | CA Trusted Certilicales

» AE Services

icalion
R CA Trusted Certificates

¥ Licensing

» Maintenance

» Networking [view | [ import | [ Export | [ Deleze |
s St Dissuedto  Tiwedsy ]

= Seourily
Account Management [ aEservicasroat wilid Avlyd HOTG Product Rest Avayn Product Root CA
Bt O aaccsgMennoe: walid SIF Product Certificate Authonty SIF Product Certificate Suthority

Certificate Management :—_Iaq,la"lupl':,a wahd Avaya Product Reot CA Avayas Produd Boct CA

= CA Trusted Certificates

@ Server Corthcates

Figure 22: Example of importing default AACC certificate for AES
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Importing the Contact Center default AES server
certificate

Before you begin

» The default certificates are stored on the Contact Center Manager Server, at the following
default location: D:\Avaya\Contact Center\Manager Server\iccm\sgm
\TLSCertificates\AESCerts\ServerCert.

About this task

O Important:

This procedure is applicable only for configuring Application Enablement Services 5.2.1,
5.2.2, or6.1.

Avaya Aura® Contact Center supplies a default Application Enablement Services server
certificate. Import this server certificate into the Application Enablement Services (AES) server
so that Avaya Aura® Contact Center and AES can communicate.

Perform this procedure when using the Avaya Aura® Contact Center default certificates for
Application Enablement Services to quickly setup a link between the two systems. Avaya Aura®
Contact Center uses this link with the Application Enablement Services server to control and
monitor Agent desk phones and telephony devices.

O Important:

The Contact Center default certificates may not meet your organization's security
requirements. Avaya recommends the you use a third-party Certificate Authority or follow
your organization's security policies and procedures to better secure this link. For more
information about securing the link between Contact Center and the Application Enablement
Services server, see Importing a Certificate Authority root trusted certificate into AES on
page 128 and Certificate Authority configuration on page 145.

Procedure

Copy the Contact Center default certificates to a location that AES can access.
In the left pane of the AES management console, click Security.

Click Certificate Management > Server Certificates.

On the Server Certificate Import page, click Import.

From the Certificate Alias list, select aesservices.

Select Establish Chain of Trust.

Click Browse.

© N o g kM wDd P

Navigate to the folder containing the default AACC certificates for AES.
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Importing the Contact Center default AES server certificate

Navigate to the AESCerts\ServerCert folder and select AEServices.pfx.
9. Click Open.

10. Click Apply.
A Server Certificate Import Continue page appears.

11. Inthe PKCS12 Private Password box, type the password.
The default password is password.

12. Click Apply.

Procedure job aid

O Important:

You need to import the Contact Center default AES server certificate when you are
configuring AES 5.2.1, 5.2.2, or 6.1 only.

Import the Avaya Aura® Contact Center default Application Enablement Services server
certificate into the AES server so that Avaya Aura® Contact Center and AES can
communicate.

Security | Certificate Management | Server Certificate

» AE Services

Comi ication Manage
Rt . Server Certificates

» Licensing

» Maintenance

» NEMD{til'lﬂ [ Delete _"_ Export J[ Emport _”_ Flerew ]lm;l

~ Security alias_____________|status ___JlssuedTo _____ |IssuedBy ________
Account Management Daese nvices walid AESarnoes Avays HDTS Product Root
Audit
Certificate Management

= CA Trusted Certihicates
@ Server Certificates

s Default Certificates

Figure 23: Example of importing the default server certificate
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Importing a Certificate Authority root trusted certificate into

AES

Before you begin

« Ensure the Certificate Authority, Application Enablement Services (AES) server, and the
Contact Center servers can all ping each other using a fully qualified domain name

(FQDN).

About this task

Endpoints that need to communicate securely use a trusted third-party, such as a Certificate
Authority. The Certificate Authority (CA) issues digital certificates to both endpoints so they
can communicate securely. For the Application Enablement Services server to communicate
securely with the Contact Center a common CA root certificate must be installed on both
systems. Aroot certificate is a self-signed certificate that identifies the root certificate Authority.
It contains the CA public key. The CA holds onto the private key. The root certificate is installed
on the AES as a CA trusted certificate.

Procedure

1.
2.
3.

In the left pane of the AES management console, click Security.
Click Certificate Management > CA Trusted Certificates.

Click Import.
A Trusted Certificate Import page appears.

In the Certificate Alias box, type the certificate alias.

5. Click Browse, and select your root certificate.

. Click Apply.

A Certificate imported successfully message appears when the certificate is
imported.

. Click Close.

The CA root certificate is added to the list of CA trusted certificates.

. Onthe list of CA Trusted Certificates, locate your root certificate and confirm that

the Status for it is valid.

Procedure job aid

The following screen shows an example of importing a Certificate Authority root certificate into
AES as a Trusted Certificate.
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Generating an AES Certificate Signing Request

The same CAroot certificate must be applied to Contact Center so that AES can communicate
securely with it using TLS. For more information about configuring Contact Center certificates,
see Avaya Aura® Contact Center Commissioning (NN44400-312).

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

» AE Services
Communication Manager Trusted Certificate Import
Interface
b Licensing
» Maintenance Certificate Alias W
» Netwerking Certificate PEM:
* Security File Path !W Browse_
Account Management M
Audit
Certificate Management
s ChA Trusted Certificates

@ Server Certificates

Figure 24: Example of importing a CA Trusted Certificate into AES

Generating an AES Certificate Signing Request
Before you begin

 Ensure the Certificate Authority, Application Enablement Services (AES) server, and the
Contact Center servers can all ping each other using a fully qualified domain name
(FQDN).

» Obtain a Certificate Authority root certificate from your Certificate Authority. For more
information about importing CAroot certificates, see Exporting a Certificate Authority root
certificate on page 148.

« Import the root certificate into AES, see Importing a Certificate Authority root trusted
certificate into AES on page 128.

About this task

For the Application Enablement Services server to communicate securely with the Contact
Center, a common Certificate Authority root certificate must be installed on both systems. The
root certificate is installed on the AES as a Certificate Authority (CA) trusted certificate. The
AES server can then request a signed client certificate from the Certificate Authority by creating
a Certificate Signing Request (CSR). Use the CSR text to download a signed certificate from
your Certificate Authority.

Procedure

1. In the left pane of the AES management console, click Security.
2. Click Certificate Management > Server Certificates.
3. Click Add.
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© N o g &

10.

11.

12.

13.

The Add Server Certificate page appears.

From the Certificate Alias list, select aesservices.

In the Password box, type a certificate key password.

In the Re-enter Password box, re-type the certificate key password.

In the Distinguished Name (DN) box, type the FQDN of the AES server.

You must enter the Distinguished Name using X.509 attribute format.

© Note:

The Common Name (CN) attribute must be the name of the AES server. Common
Name is case-sensitive. For example, if the FQDN of your AES server is
AESserver.DevLab3.com, then type “CN=AESserver, DN=DevLab3, DN=com”.

In the Challenge Password box, type a certificate request password.

In the Re-enter Challenge Password box, type the certificate request password
again.

Click Apply.

A Server Certificate Manual Enrollment Request page appears.

Copy all the text in the Certificate Request PEM box into a text file.

This text is the Certificate Signing Request (CSR) text.

O Note:

Leave the Server Certificate Manual Enroliment Request page open while you
use the Certificate Signing Request (CSR) text to generate a certificate with your
Certificate Authority.

Use the Certificate Signing Request (CSR) text file to request a certificate from your
Certificate Authority.

Procedure job aid

Use the Certificate Signing Request (CSR) text in your clipboard to request a certificate from
your Certificate Authority. The CSR request is generated on the AES server using the Common
Name (CN) of the AES server, so the client certificate returned by the CA is only valid on the
AES server.
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Importing a signed certificate into AES

» AE Services

Communication Manager Server Certificate Manual Enrollment Request
Interface

b Licensing Certificate Alias: asservices

Certificate Request PEM:

N BEGIM CERTIFICATE REQUEST---—
» Networking MIIBajCB1AIBADASMRAwWDIYDVQQDEwdz aXBhZxMyMIGIMADGCSqG5Ib3DQERAQL
A4GNADCBIQKBIQDD)Shoxcw 6V Qkhpak/d5 2020z GIT2f41d7NzEp7CXSpTEWV Th

} Maintenance

¥ Security hvade+RZzMNUELIGU1AINASHFIrpREMteSqlILEEObHLDW2IgISiXLFMG,/TiD 1UPZ
Account Management dSyWHMAIIEx X gISOTIPOR/naALmSwfTSYIxgWavfNRy Qnvie+ FinC 7 SAUFQIDAQAR
oBkwFwyYIKoZIhycNAQKHMQoTCHMycFMzNHMMADGCSqGSIb3DQERR QLUAAGGRAR
Audit IT5G51G20KN9dozEUTy0gEe 3065 12K x6CmMd7 Sd0i1IRBDNx80KIMPvASz6IkT Iy Uy
wiW Mgt TEROWVDSO0BREEIogMU3nM3mB W iMYItoBrAIDs DT Zj QoSG 4fieE1LRBT
Certificate Management S5G9pUSwWF7rpQ45xUEGOGMN

= A Trusted Certificates
B Server Certificates

= Default Settings

= Pending Requests

) . [l 3
Enterprize Directary I I J
Lmet A Impart | Close |

Figure 25: Example of Certificate Signing Request (CSR) text

After the signed client certificate is imported, the AES can communicate securely using TLS
for the SIP CTI connection.

Importing a signed certificate into AES
Before you begin

« Ensure the Certificate Authority, Application Enablement Services (AES) server, and the
Contact Center servers can all ping each other using a fully qualified domain name
(FQDN).

* Import the root certificate into AES, see Importing a Certificate Authority root trusted
certificate into AES on page 128.

» Copy the signed certificate to the Application Enablement Services server.
About this task

For the Application Enablement Services (AES) server to communicate securely with the
Contact Center a common CA root certificate must be installed on both systems. The root
certificate is installed on the AES as a CAtrusted certificate. The AES server can then request
a signed client certificate from the Certificate Authority by creating a Certificate Signing
Request (CSR). Use the CSR text to download a signed certificate from your Certificate
Authority. Import the signed client certificate into AES so that AES can communicate securely
using TLS for the SIP CTI connection.

Procedure

1. Log on to the AES Management Console.
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10.

. Select Security > Certificate Management > Server Certificates > Pending

Requests.

From the Pending Server Certificate Requests page, select the signed certificate
you want to import and click Manual Enroll.

. On the Server Certificate Manual Enrollment Request page, click Import.

The Server Certificate Import page appears.

From the Certificate Alias list, select aesservices.

. Select Establish Chain of Trust.

. Click Browse, and select the signed certificate you downloaded from your

Certificate Authority.

. Click Apply.

A Server Certificate Import - Certificate imported successfully, message appears.

Click Close.
The certificate is added to the Server certificates list.

On the list of Server Certificates, locate your server certificate and confirm that the
Status for it is valid.

Procedure job aid

Import a signed certificate so AES can communicate securely.
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Adding Contact Center Manager Server as a trusted host on AES

Security | Certificate Management | Server Certificate Home | Help | Logout

b AE Services

" Communication Manager Senver Certificate Import
Interface

¢ Licensing
Certificate imported successfully.

¢ Maintenance I |
Certificate Alias | aeservices =

b Metworking
W Establish Chain of Trust

* Security

File Path p—
Account Management e Pat Browsze.
Audit Apply I Close

Certificate Management
= CA Trusted Certificates
@ Server Certificates

= Default Settings

= Pending Requests

Enterprise Directory
Figure 26: Example of importing a signed certificate into AES

After the signed client certificate is imported, the AES can communicate securely using TLS
for the SIP CTI connection.

Adding Contact Center Manager Server as a trusted host on
AES

About this task
Add the Contact Center Manager Server (CCMS) as a trusted host on the Application
Enablement Services server.

© Note:

If you are using the Avaya Aura® Contact Center High Availability feature, you must add both
the Active CCMS server and the Standby CCMS as trusted hosts on AES.

Procedure

In the left pane of the AES management console, click Security.
Click Host AA.
Click Trusted Hosts.

Click Add.
An Add Trusted host page appears.

AP w0 P
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© © N oo

10.
11.

In the Certificate CN or SubAltName box, type the FQDN name of the Contact
Center Manager Server.

© Note:
Certificate CN and SubAltName are case sensitive.

From the Service Type list, select TR/87.
From the Authentication Policy list, select Not Required.
From the Authorization Policy list, select Unrestricted Host.

Click Apply Changes.
A confirmation page appears.

Click Apply.

If you are the Avaya Aura® Contact Center High Availability feature, repeat this
procedure for the standby CCMS server to add the standby CCMS as a trusted host
on AES.

Procedure job aid

When adding Contact Center Manager Server (CCMS) as a trusted host on the AES, the
trusted Host DN setting on AES must match the CCMS full computer FQDN, as set in the
CCMS Certificate Manager.
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Adding Contact Center Manager Server as a trusted host on AES

Home | Help | Logout

Security | Host AR | Trusted Hosts

» AE Services

Communication Manager Add Trusted Host
Interface

¢ Licensing Certificate CN or SubAltName [sipserverddv sipooocs o

¢ Maintenance Service Type® TR/BT =

y Networking User Authertication Policy®  [Not Required =]
User Authorization Policy*  [Unrestricted Host =)

* SECUrty

Account Management Apply Changes I Cancel Chan

Audit Thee “"AF Service Type can be uted io specfy & user suthorization polcy for both e DMCC and TRET services. The

Certificate Management TRIBT sarvice Connol parioem uber suhertication. Thersiors, il & user suthaniication pobity of "Uiber Authertication
Reqared” it selected with a Service Type of "A° that will only ehable uter suhenbcalion on the DMCC service

Enterpnse Dirgctory

Host AR

s Tristed Hosts

= Service Setbngs

Figure 27: Example of adding the Contact Center Manager Server as a trusted host
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Eertificate Manager =] B3
Help

AVAyA Certificate Manager

Create Certificates for ‘suJ | - ‘

f Certificate Store r Certificate Request rndd Certificate |/ Store Maintenance |/ Display Certificates |

Enter in Certificate Store Details (* denotes mandatoryd

Full Computer Name (FODN) * |sipsewerelSv.sipccucs.cnm |

Hame of Organizational unit | |

Hame of Organization | |

City or Locality | |

State or Province | |

Two Letter Country Code IE

Certificate Store Password ™ [eecene |

Confirm Store Password [eecene |

Status NOT CREATED | Create Store |

Close ‘ | Help ‘

Figure 28: Example of Contact Center Manager Server Certificate Manager FQDN setting

Configuring the TCP Retransmission Count

About this task

Configure the Application Enablement Services (AES) TCP retransmission count. A smaller
TCP retransmission count reduces the amount of time that the AES server waits for a TCP
acknowledgement before closing the socket. To support Avaya Aura® Contact Center, the AES
TCP retransmission count must be set to 2.
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Configuring the TCP Retransmission Count

O Important:

This procedure is applicable only for configuring Application Enablement Services 5.2.1,
5.2.2, or 6.1.

Procedure
1. In the left pane of the AES management console, click Networking > TCP
Settings.
2. Inthe TCP Retransmission Count [2-15] box, type 2.
3. Click Apply Changes.
4. Click Apply.

Procedure job aid

Configure the AES TCP retransmission count to support Avaya Aura® Contact Center High
Availability.

O Important:

The following screenshot is applicable only to Application Enablement Services 5.2.1, 5.2.2,
or 6.1.

AVAyA Application Enablement Services

Management Console

MNetworking | TCP Settings

} AE Services

, Communication Manager TCP Settings
Interface

b Licensing TCP Retransmission Count [2-15] [2

» Maintenance Apply Changes I Cancel Changes I

* Networking Mote: & smaller TCP Retransmission Count, reduces the amount of time that the server

&E Service IP (Local IP)

MNetwork Configure
Ports
TCP Settings

Figure 29: Example of configuring the AES TCP retransmission count
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Restarting the AES Linux server

About this task

Restart the Application Enablement Services (AES) Linux server. AES services are not
available while the AES server is restarting.

Procedure

In the left pane of the AES management console, click Maintenance.
Click Service Controller.

Click Restart Linux, to restart the AES Linux server.

Click Restart.

P w0 NP

Procedure job aid

Some configuration changes to the AES server take effect only when the AES server starts;
therefore, you must restart the AES to apply configuration changes.

AVAYASEsen Erieme

Management Console

29 11:40:32 2010 from

pamsZ/aT.166.108,180
pe: VIRTUAL_APPLIANCE
r5-2-1-103-0

Maintenance | Service Controller Home | Help | Logout

» AE Services

» Communication Manager Sarvica Contrallar
Interface
» Licensing Controller Status
- Maintenance [T ASAl Link Manager Runfufg
Date Time/NTP Server I omMce service Running
; T cvLan servies Running
Security Database :
[T DLG Servies Ftunming

Service Controller

I Transport Layer Servies Running
Server Data

™ TSAPI Service Runming
» Wetworking
b Security For stalus on actusl services, please uss n 1
LaStAts start | stop | mestart Service | Restart AE Server | Restart Linux | Restart web Server |

¢ User Management
» Utilities

» Help

Figure 30: Example of restarting the AES Linux server
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Verifying the AES services are running

Verifying the AES services are running

About this task

Some configuration changes made to the AES server only take effect when the AES server
starts, so it is sometimes necessary to restart the AES to apply configuration changes. If you
make configuration changes that require the AES server to be restarted, then check that those
changes are applied when the AES server starts up after the restart.

Procedure

1. In the left pane of the AES management console, click Status.
2. Ensure the DMCC Service has an ONLINE status and a Running State.
3. Ensure the TSAPI Service has an ONLINE status and a Running State.

Procedure job aid

To ensure that you have made valid configuration changes and that they are applied, verify
that the core Application Enablement Services started after you restart the system.

CWLAN AE Services
DLG
DMCC .
IMPORTANT: AE Services must be restarted for administrative changes to fully take eff
SMS Changes to the Security Database do not require a restart.
TSAPT
. I — [Status __|
-ommunication Manager
Interface |nsn[ Link Manager |N,-'i |Runmng |N.|’.ﬂ. |
» Licensing [cvLAN Service [oFFune  [Running w4 |
B[ TEnTTE [OLG Servies [oFFLINE  [Running  [m/a |
7 [DMEE Service [omive  [Running  [HORMAL MoODE |
» Networkin
9 [T=aP1 Servies |owie  [Runaning  [HORMAL MODE |
» Security |‘rrans;wrt Layer Service |N..‘n |Runninu |N.-‘.°. |

Figure 31: Example of verifying the AES services after a restart
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Verifying the AES connection to Communication Manager
switch

About this task

After starting the Application Enablement Services (AES) server, confirm that it is still
communicating with the Communication Manager.

Procedure

1. In the left pane of the AES management console, click Status.

2. Click Status and Control.

3. Click Switch Conn Summary.

4. Ensure the Switch Connections Summary has a Conn State of Talking.

Procedure job aid

To ensure that you made valid configuration changes and that they are applied, verify that the
Application Enablement Services are still communicating with the Communication Manager
after a restart.

Communication Manager Switch Connections Summary
Interface

» Licensing rEanrarmﬁ'nmw 60 *| seconds

¢ Maintenance

» Networking Activef
switch gince |Onlines | Admin‘d ”.” H_Is_gs P:uus Msg
» Security Conn Offline AEP | onns switch | switch Period
Conns
* Status

Alarm Viewer M‘:’“ ”"r
cHM  |Talking Online 2 Enablad | 74
Logs 13 59 0%
Z010
Status and Control

Online | Offlime | Connection Details | Par Service Connections Details |

= CAVLAN Service Summanry
= DLG Services Summary
= DMCC Service Summary
= Switch Conn Summary
= TSAP] Service Summary

Figure 32: Example of verifying the AES connectivity with the Communication Manager after a
restart
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Verifying the AES TSAPI connection

Verifying the AES TSAPI connection

About this task

After starting the AES server, confirm that it is still communicating with the Telephony Service
API (TSAPI).

Procedure
In the left pane of the AES management console, click Status.

Click Status and Control.

Click Switch Conn Summary.

P w0 nh P

Ensure the TSAPI Service Summary has a Conn State of Talking.

Procedure job aid

To ensure that you made valid configuration changes and that they are applied, verify that the
Application Enablement Services are still communicating with the Communication Manager
after a restart.

Communication Manager TSAPI Link Details
Interface

» Licensing I Enaole page refresh every [ 60 7] seconds

Switch
Link | $witch]  CTI Since Switch |, o oo ciations
Mame | Link Yersion
1D

» Maintenance

» MNetwaorking

» Security

- Status

Alarm Viewer "“" ”""
o e} Talking 13: 59 a1 Online 15 0 7 7
2010
Status and Control . ;
Online I Offline
= CWLAN Service Summary
= DLG Services Summary For sarvice-wids infonmation, choose one of the 10lowing
« DMCC Servics Summary TSAPI Service Status | Tlink Status | User Status |

= Switch Conn Summary
= TSAPI Service Summary

Figure 33: Example of verifying the AES connectivity with the Communication Manager after a
restart
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Debugging the AES server

About this task

After starting the AES server confirm that it is still communicating with the Telephony Service
API (TSAPI).

Procedure

1. In the left pane of the AES management console, click Status.

2. Click Logs > Error Logs.
The list of error logs appears on the right pane.

3. Select the file to view, scroll down, and click view.
Copy all text and paste it into a text editor to view.

Procedure job aid

Use the AES error logs to debug AES issues.

R [Mr 16, 2010
* Stati
aus I r dmce-api.log.3 Mar 16, 2010
Alarm Viewer
I [ dmec-errarlog.0 |I"|ar 29, 2010
Logs
A I ™ dmee-srrar.dog.1 |Mar 29, 2010
= Audt Logs
=« Error Logs ll_ drce-error.og.2 |Mar 19, 2010
» Install Logs I O drmec-arrorlog. |I‘-1ar 18, 2010
@ Security Logs
| ™ drmee-jtapi-error.log |Mor 16, 2010
= Syslog
= Tripwire Logs I W drmee-trace log.0 |r-'|ar 29, 2010
- s - r r

Figure 34: Example of AES Error Logs list

Confirming the AES and CCMS are communicating

Before you begin

« Enable TR87 SIP CTI, see Enabling TR87 on the AES on page 120.
 Configure security, see Configuring security on the AES on page 121.

» Import CA and Server certificates.
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Confirming the AES and CCMS are communicating

* Add CCMS as a trusted host, see Adding Contact Center Manager Server as a trusted
host on AES on page 133.

* The Contact Center Manager Server (CCMS) is commissioned. For more information
about commissioning CCMS for SIP, see Avaya Aura® Contact Center Commissioning
(NN44400-312).

 Log on to the Application Enablement Services (AES) server using Secure Shell (SSH).
About this task

Log on to the Application Enablement Services (AES) server using Secure Shell (SSH) and
confirm that AES is communicating with the Contact Center Manager Server (CCMS) on port
4723. Also confirm that there is an established connection between the AES and CCMS. The
AES server uses port 4723 to listen to the TR87 SIP CTI link between it and the CCMS.

Procedure
1. Onthe AES SSH console, enter netstat -an | grep 4723.
The AES server console displays the network status of the AES.
2. Confirm that the link to your Contact Center Manager Server is established.

3. Confirm that the Application Enablement Services server is listening on port
4723.

Procedure job aid

The following is an example of using the Application Enablement Services Secure Shell to
check the connection to the Contact Center Manager Server.

[craft@aes521svr0l ~]$ netstat -an | grep 4723

tcp 0 O -:FFFF:127.0.0.1:4723 :-::* LISTEN

tcp 0 O -:FfFFF:47.165.84.45: 4723 :-::* LISTEN

tcp 0 O ::ffff:47.165.84.45:4723 :ffff:47.165.84.163:65235 ESTABLISHED

In this example the AES IP address is 47.165.84.45 and the CCMS IP address 47.165.84.163.
The AES server (47.165.84.45) is listening on port 4723. There is an ESTABLISHED link
between the AES server (47.165.84.45) and CCMS (47.165.84.163).
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Chapter 10: Certificate Authority
configuration

Certificate Authorities are used for issuing and managing certificates in secure systems that use public
key technologies, such as telecoms systems that use Transport Layer Security (TLS) communication.

The Avaya Aura® Application Enablement Services (AES) server uses Transport Layer Security (TLS)
communication channels for the SIP CTI connection with Avaya Aura® Contact Center. TLS is a public
key encryption cryptographic protocol that helps secure a communications channel from danger or loss,
and thus helps provide privacy and safety. With public key cryptography, two keys are created, one public
and one private. Anything encrypted with either key can be decrypted only with the corresponding key.
Thus if a message is encrypted with the server's private key, it can be decrypted only using its
corresponding public key, ensuring that the data can only have come from the server.

You must obtain a root certificate from your Certificate Authority. A root certificate is an unsigned public
key that identifies the root Certificate Authority (CA). Add the CA root certificate to the AES server and
then use it to generate a Certificate Signing Request (CSR). Send the CSR and the Common Name (CN)
of the AES server to your Certificate Authority. The CA verifies the identity of the request and issues a
signed certificate (a private key) for use by the AES server. You must apply the CAroot certificate and the
signed certificate from your Certificate Authority to the AES server.

The Contact Center must also generate a Certificate Signing Request (CSR) and get it signed by the
Certificate Authority before it can establish a secure TLS SIP link. The AES and Contact Center can then
communicate securely using a TLS SIP connection.

O Note:

Avaya Aura® Contact Center must use the same Certificate Authority and the same CA root certificate
as the AES server.

Certificate Authority deployments vary depending on IT infrastructure and security requirements. As a
worked example, this section describes how to add a standalone Certificate Authority role to a Microsoft
Windows Server 2008 Release 2 server. And then how to use this standalone Certificate Authority to
generate signed certificates.
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Navigation

« Installing a standalone Certificate Authority on page 146

» Exporting a Certificate Authority root certificate on page 148

» Generating a signed certificate on page 150

Installing a standalone Certificate Authority

About this task

Install a standalone Certificate Authority server by adding the Certificate Authority role to a
Contact Center Manager Server.

When you are installing a standalone Certificate Authority you are asked for a validity period.
The default Validity Period value is 12 months (1 year). Any certificate signed by this Certificate
Authority with this validity period will expire after 12 months. If the certificate expires, Contact
Center Manager Server looses call control of the Avaya Aura® Unified Communications
platform agent phones. Certificates will then have to be resigned by the Certificate Authority
before call control is reestablished.

Carefully consider the Certificate Authority Validity Period and your certificate requirements,
before installing a standalone Certificate Authority.

Procedure

1. Log on to the server.
2. Click Start > Administrative Tools > Server Manager.
3. Under Roles Summary, click Add Roles.
4. Click Next.
5. Under Roles, select Active Directory Certificate Services.
6. Click Next.
7. On the Active Directory Certificate Services page, click Next.
8. Under Role services, select Certificate Authority.
9. Click Next.

10. Under Specify Setup Type, select Standalone.

11. Click Next.

12. Select Root CA.
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13.
14.
15.
16.
17.
18.

19.
20.
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22.

Installing a standalone Certificate Authority

Click Next.

Select Create a new private key.

Click Next.

On the Configure Cryptography for CA page, click Next.
On the Configure CA Name page, click Next.

On the Set Validity Period page, select a number of years appropriate to your
certificate requirements.

Click Next.
On the Configure Certificate Database page, click Next.

On the Confirm Installation Selections page, review your selections and click
Install.

After the Certificate Authority installs, click Close.

Procedure job aid

Example of installing a standalone Certificate Authority.
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l—a -
! * Select Server Roles

Eefare You Beagin Select one or more roles to install on this server,

Server Roles Roles: Description:
ancs Active Direckory Certificate Services
i " ; {80 C5) is used ko create certification
Rale Services [ Active Directory Domain Services authorities and related role services
T |: Ackive Directory Federation Services that allows wou o issue and manage
Stup Tvpe Active Directory Lightweight Direckory Services {Installed) certificates used in & waristy of
ChA Type [] Active Directory Rights Management Services applications.
Private Key Application Server {Installed)
|: DHCP Server
Cryptography [] oMS Server
Ca Marne |: Fax Server
Yalidity Period L] File Services
|: Hyper-¥
Certificate Database [] metwork Palicy and Access Services
Confirmation |: Print and Document Services

|: Remote Deskiop Services

WWeb Server (I13) {Installed)
Results [ windows Deployment Services
[ windows Server Update Services

Progress

More about server roles

< Previous | Mext = I Install Zancel

Figure 35: Example of installing a standalone Certificate Authority

Exporting a Certificate Authority root certificate
Before you begin

* Install a standalone Certificate Authority server. For more information about installing a
Certificate Authority server, see Installing a standalone Certificate Authority on page 146.
About this task

Export a Certificate Authority root certificate for use in a secure system.

Procedure

1. Log on to the server.

2. Click Start > Administrative Tools > Certification Authority.
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Exporting a Certificate Authority root certificate

From the menu tree on the left side of the Certificate Authority, right-click on the
Certificate Authority and select Properties.

On the Properties dialog, select the General tab.
Click View Certificates.
On the Certificate dialog, select the Details tab.

Click Copy to File.
A Certificate Export Wizard appears.

Click Next.

Under Select the format you want to use, select Base-64 encoded X.509
(.CER).

Click Next.

On the File to Export dialog, in the File name box, type the name of the Certificate
Authority root certificate to export.

Click Next.

Click Finish.
A Certificate Export Wizard - The Export was successful message box appears.

To close the message box click OK.
Click OK.

Procedure job aid

Example of exporting a Certificate Authority root certificate for use in a secure system.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 149



Certificate Authority configuration

Certificate Export Wizard E

Export File Format

Certificates can be exported in & variety aof file Formats,

Select the Format wou want ko use:
{~ DER encoded binary X.509 {,CER)
{* Base-64 encoded ¥.509 { CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates ¢ P7E)

[™ | Include &ll certificates in the certification path if possible

") Personal Information Exchange - PEES #12 (.PFL)

[™ | Include &ll certificates in the certification path if possible
[™ | Delete the private key if the expart is successhul
[™ | Expott &l extended propetties

" Micrasoft Serislized Certificate Store (55T)

Learn more about certificate File formats

< Back I MNext = I Cancel |

Figure 36: Example of exporting a root certificate from a standalone Certificate Authority

Generating a signed certificate
Before you begin

* Install a standalone Certificate Authority server. For more information about installing a

Certificate Authority server, see Installing a standalone Certificate Authority on page
146.

« Copy the Certificate Signing Request (CSR) text file to the standalone Certificate Authority
server.

About this task

Generate a signed certificate using a Certificate Signing Request (CSR) and a standalone
Certificate Authority server and then export the signed certificate for use in a secure system.

Procedure

1. Log on to the server.
2. Click Start > Administrative Tools > Certification Authority.

3. Right-click on the Certificate Authority snap-in, and select All Tasks > Submit new
request.
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Generating a signed certificate

. On the Open Request File dialog, select the Certificate Signing Request (CSR)

notepad text file.

. Click Open.

From the menu tree on the left side of the Certificate Authority, select Pending
Requests.

From the list of Pending Requests, select your request, right-click and select All
Tasks > Issue.

From the menu tree on the left hand side of the Certificate Authority, select Issued
Requests.

From the list of issued requests, select your request.

Right-click on the request and select Open.
A Certificate Information dialog appears.

Select the Details tab.

Click Copy to File.
A Certificate Export Wizard appears.

Click Next.

Under Select the format you want to use, select Base-64 encoded X.509
(.CER).

Click Next.

On the File to Export dialog, in the File name box, type the name of the signed
certificate to export.

Click Next.

Click Finish.
A Certificate Export Wizard - The Export was successful message box appears.

To close the message box click OK.
Click OK.

Procedure job aid

Example of generating a signed certificate.
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Certificate E

General | petails | Certfication Path |

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
+ Al application policies

Issued to: ccmm-cores?.ccmmlab,dev

Issued by: CCS2005102-CA

valid from 20/ 01/ 2011 bo 20/ O1f 2012

Issuer Statement: |

Learn more about certificates

Figure 37: Example of generating a signed certificate using a standalone Certificate Authority
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Chapter 11: DNIS support using Session
Manager configuration

Avaya Aura® Contact Center uses Dialed Number Identification Service (DNIS) to identify the phone
number dialed by the incoming caller. Contact Center agents can receive calls from customers calling in
on different DNISs and customize their response according to the DNIS number. Based on the DNIS, the
contact center solution can direct contacts to a Route Point (CDN) and supply different treatments.

DNIS information is transported between SIP entities using the TO header information within each SIP
INVITE message. Each SIP INVITE message is routed using the REQUEST URI header information.
Initially, when a customer initiates a call, the REQUEST URI and the TO header are normally the same.
If the incoming SIP INVITE message to Contact Center contains a REQUEST URI that differs to the TO
header information, Contact Center deems the TO header address to contain the DNIS information for
that call.

Avaya Aura® Session Manager serves as a central point for supporting SIP-based communication services
in an enterprise. Session Manager applies any configured SIP header adaptations and digit conversions,
and based on configured network Routing Policies, determines to where a call should be routed next.
Session Manager Adaptations are used to modify SIP headers and apply configured digit conversions for
the purpose of inter-working with specific SIP Entities. You can use Digit Conversion Adaptations to
change the digit strings in the destination REQUEST URI header of SIP messages sent to and received
from SIP Entities.

To support DNIS in a solution with Avaya Aura® Contact Center, Avaya Aura® Communication Manager
(CM), and Avaya Aura® Session Manager (SM):

* Route all DNIS numbers to the Session Manager.

« Typically, a call enters Session Manager with the REQUEST URI and TO header both containing the
DNIS number.

« In the Session Manager Dial Plan, configure the DNIS numbers to route to one or more Avaya Aura®
Contact Center Route Point.

« Before the call is routed to a Contact Center Route Point, use a Session Manager adaptation to
change the destination REQUEST URI to the Route Point number.

« The call arrives at the Avaya Aura® Contact Center Route Point with REQUEST URI = Route Point,
and the TO header = DNIS.

« Using Avaya Aura® Contact Center Orchestration Designer applications, treat the call using the DNIS
number.

Example of DNIS support using Session Manager configuration

A customer dials phone number 2320740 to access a contact center solution. A second customer dials
phone number 2320741 to access the same contact center solution.
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A Session Manager Dial Pattern and Routing Policy combination routes all calls matching this (DNIS)
number range “232074x” to Contact Center. As these calls leave Session Manager, a digit conversion
Adaptation converts the 232074x number range into a Contact Center Route Point number, for example
2450740. Both customer phone calls are routed to the same Contact Center Route Point, even though
the customers dialed different phone numbers.

Each customer call arrives at Avaya Aura® Contact Center with SIP REQUEST URI configured with the
Route Point number, and the SIP TO header still containing the original customer DNIS number. A Contact
Center Orchestration Designer application, associated with the 2450740 Route Point, can access the
DNIS number used by each customer and distinguish between the numbers dialed. A single Contact
Center Orchestration Designer application can process or treat each customer phone call based on the
phone number the customer dialed.

The procedures, Route Point, and Dial Pattern in this section are based on this example DNIS
configuration.

DNIS support using Session Manager configuration
procedures

About this task

This task flow shows you the sequence of procedures you perform to support Dialed Number
Identification Service (DNIS) using Session Manager configuration.
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Creating a DNIS to Route Point Adaptation

DNIS
configuration

Creating a DNIS to
Route Point
Adaptation

#

Configuring the
Contact Center SIP
Entity Adaptation

'

Creating a routing
policy from SM to
Contact Center

l

Creating a dial
pattern for the
Contact Center

Figure 38: DNIS support using Session Manager configuration

Creating a DNIS to Route Point Adaptation
About this task

Create a Digit Conversion Adapter adaptation to convert a Dialed Number Identification
Service (DNIS) number to an Avaya Aura® Contact Center Route Point number.

Procedure

1. On the System Manager console, select Routing > Adaptation.
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In the Adaptation Name box, enter a descriptive name for the Adaptation.
In the Module name list, select or type DigitConversionAdapter.

Under Digit Conversion for Outgoing Calls from SM, click Add.

ok~ 0N

In the Matching Pattern box, type a DNIS number, or a number pattern for a range
of DNIS numbers.

In the Min box, type the minimum number of digits.
In the Max box, type the maximum number of digits.

In the Delete Digits box, type the number of digits to replace.

© © N o

In the Insert Digits box, type the Avaya Aura® Contact Center Route Point
number.

10. In the Notes box, type a descriptive note about this adaptation.
11. Click Commit.

Example

Example of an adaptation to convert a Dialed Number Identification Service (DNIS) number to
an Avaya Aura® Contact Center Route Point number. This sips74_DNIS_LIST example
adaptation converts the DNIS number range 2320740 to 2320749 into the Avaya Aura® Contact
Center Route Point number 2450740.

Routing * Home

'l Home fElements / Routing / Adaptations- Adaptation Details

Help 7
Adaptation Details Cancel
General
* Adaptation name: sips74_DMIS_LIST
Module name: jDigircanversionAdapter M|
Module parameter:
Earess URT Parameters: |
Motes: DNIS List

Digit Conversion for Incoming Calls to SM
[add] [ Remave

0 Items Refrash Filter: Enable

Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Notes

Digit Conversion for Outgoing Calls from SM
— Contact Center Route Point

sad]

1Item Refresh Filter: Enable

[]  Matching Pattern - Min Max Focne gzg Insert Digits ':lﬂ’l"_;“" Hotes

Select : All, Mone
* Input Required Cancel
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Configuring the Contact Center SIP Entity Adaptation

Configuring the Contact Center SIP Entity Adaptation

About this task

Configure the Contact Center Manager Server SIP Entity to use the Dialed Number
Identification Service (DNIS) to Route Point adaptation.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.
2. Select the Contact Center Manager Server SIP Entity.

3. For the Contact Center Manager Server SIP entity, from the Adaptation list, select
the DNIS to Route Point adaptation.

4. Click Commit.

Example

Example of an Contact Center Manager Server SIP Entity using an Dialed Number
Identification Service (DNIS) to Route Point adaptation.
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Home /Elements / Routing / SIP Entities- SIP Entity Details

Halp 2
SIP Entity Details ' Cancel

General

* Mame:
* FQDM or 1P Address:
Type:

MNotes:

[sipserveryay

47.166.110.74

Adaptation:

sips74_DMIS_LIST v

Location:
Time Zona:
Owverride Port & Transport with DNS SRV:

* SIP Timer BSF (in seconds):

Beautifulkingdom
Europs,/Dublin -~
0O

4

Credential name:

Call Detail Recording: none %

SIP Link Monitoring

SIP Link Monitaring: :Use Session Manager Configuration

Entity Links
:ndd] [ Femove ]

1Item Refresh Filter: Enable

[] | SIP Entity 1 Frotocol  Port SIF Entity 2 Port Connection Policy
O sm110179 [ [Tce = * |3060 sipsarverTdy et * 5060 Trusted “
Select : 2ll, Mone
* Input Required Cancel

Creating a routing policy from Session Manager to Contact
Center

About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Routing policies
can include the “Origination of the caller”, the “dialed digits” of the called party, the “domain”
of the called party, and the actual time the call occurs. Optionally, instead of “dialed digits” of
the called party and the “domain” of the called party a “regular expression” can be defined.

Depending on one or multiple of the inputs mentioned above a destination is where the call is
routed to. Optionally, the destination can be qualified by “deny” which means that the call is
not routed.

Session Manager uses the data configured in the Routing Policy to find the best match against
the number (or address) of the called party.
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Creating a routing policy from Session Manager to Contact Center

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Routing
Policies.
2. Click New.

3. Inthe General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

4. In the Notes box, type your notes about this Routing Policy.
5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Contact Center Manager
Server, click Select.

7. Ifyou need to associate the Time of Day routing parameters with this Routing Policy,
click Add from the Time of Day section.

8. Select the Time of Day patterns that you want to associate with this routing pattern
and click Select.

9. Click Commit.

Example
Example of creating a routing policy from Session Manager to Contact Center Manager
Server.
-
Help ?
Routing Policy Details Cancel
General
* Mame: sip?4vRPRankD
Disabled: []
Notes:
SIP Entity as Destination
Select
Hame FQODN or IP Address Type Notes
sipsarvarfiy 47.166.110.74 Other
Time of Day
(add] [ Remove | [ view Gaps/Overlaps
1 ltem Refresh Filter: Enable
]  ranking 1a . Name 2 . Hon Tue . wed Thu Fri . sat l Sun Start Time End Time [ Notes
M 0 - 247 - - 00:00 23:59 - Time Aange 24/7

Select : 2ll, Mone
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Creating a dial pattern to the Contact Center

About this task

Create a dial pattern to route matching calls to Avaya Aura® Contact Center. Session Manager
uses this dial pattern to route calls to the contact center for processing.

A dial pattern specifies which routing policy or routing policies are used to route a call based
on the digits dialed by a user which match that pattern. The originating location of the call and
the domain in the request-URI also determine how the call gets routed.

Procedure

On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
Click New.
In the Pattern box, type the dial pattern for voice calls to the contact center.

In the Min box, type the minimum number of digits from the dial pattern to match.

a bk w0 NP

In the Max box, type the maximum number of digits from the dial pattern to
match.

6. From SIP Domain, select the SIP domain for this dial pattern. You can select a
specific domain, or all domains.

7. Under the Originating Locations and Routing Policies section, click Add.
8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Contact Center
Manager Server Routing Policy.

10. From the Routing Policy Destination, select the Contact Center Manager Server
SIP Entity.

11. Click Select to indicate that you have completed your selections.
12. Click Commit.

Example

Example of creating a dial pattern using the Session Manager to Contact Center Manager
Server routing policy. This example dial pattern and routing policy combination routes all
phones calls in the number range 2320740 to 2320749 to Contact Center Manager Server.
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Creating a dial pattern to the Contact Center

Home {Elements / Routing / Dial Patterns- Dial Pattern Details

Help 7
Dial pattern Detals
General
* Pattern: |232074x%
* Min: 7
swWax: 7|
Emergency Call: []
SIP Domain: | -ALL- ]
Hotes: |
Originating Locations and Routing Policies
1 Item Refresh Filter: Enable
Routing
Originating Routing Policy Routing Policy Routing Policy
[ oOriginating Location Name 1 . Location Not Mame Rank 2 . m:l\;l Destinetion Notes
0 -aw- Any Locations sip74vRPRankD o sipservarfdy
Select : All, Mone
Denied Originating Locations
0 Items Refresh Filter: Enakble
| Originating Location Hotes J
+ Input Required
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Chapter 12: Fallback to Avaya Aura®
Communication Manager Hunt
Group configuration

If Avaya Aura® Contact Center is unable to process voice contacts, Avaya Aura® Session Manager can
reroute customer voice contacts intended for Contact Center to an Avaya Aura® Communication Manager
Hunt Group. In solutions with Avaya Aura® Call Center Elite, Avaya Aura® Session Manager can also
reroute customer voice contacts intended for Contact Center to an Avaya Aura®Communication Manager
split or Elite skill.

This section describes how to use Avaya Aura® Session Manager to reroute customer voice contacts
intended for Contact Center to a Communication Manager Hunt Group if Avaya Aura® Contact Center is
unable to process voice contacts.

A Communication Manager Hunt Group is a group of agent stations that can handle multiple calls to a
single phone number. For each call to the Hunt Group humber, the system hunts for an available agent
station in the Hunt Group, and it then connects the customer call to that station. There are many types of
Hunt Group, each using a different method to select an available agent station. Use the Communication
Manager Hunt Group screen to create a Hunt Group, identified by a Hunt Group number, and to assign
Hunt Group member agents by their station extension numbers.

Session Manager routing policies indicate the rank order of a particular SIP entity. Multiple routing policies
can be associated with a dial pattern to specify alternate routing. The lowest ranking policy has priority.
Configure a low routing policy to route calls to Avaya Aura® Contact Center.

In normal operation Session Manager routes customer calls to Avaya Aura® Contact Center (AACC) for
treatment and routing to Contact Center agents.

On the Communication Manager, add the contact center agent phone numbers to a Hunt Group. On the
Session Manager, configure the first (lowest) routing policy to route calls to Avaya Aura® Contact Center,
as normal. Configure a second (higher) routing policy to route calls to the Communication Manager.

In fallback operation, Session Manager routes customer calls intended for Contact Center to a
Communication Manager Hunt Group for treatment. The Contact Center agent phones are members of
the Communication Manager fallback Hunt Group, therefore the Contact Center agents can use their desk
phones to continue answering customer calls during the Contact Center outage.
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Customer

N\

Communication Manager

Session Manager

Extn:8320742

F Y

J

/ 1\ CM routes /- \ SM routes
Route Point Route Point
G450 Aulomatic Allamate callto SM AACC Y call to AACC
Media P Routing (AAR) i available -
Gateway 2
Hunt Group 8329740 SM routes N
Extr: 8320740 call to CM — .
Extn:8320741 Hunt Group Digit Conversion

RP > HG
245074x = 320740

-

J/

gazo74p Agent

\

Agent2
8320741

—

|

Avaya Aura Contact Center

Contact Center

° Manager Server
|

Avaya Aura
Agent Desktop

Avaya Aura
AgentDesktop

If Session Manager detects an Avaya Aura® Contact Center failure, Session Manager chooses the second
routing policy to route calls to the Communication Manager. Before routing the call to Communication
Manager, a Digit Conversion Adaptation on Session Manager reforms the call number so it resolves onto
one of the Hunt Group agents. For efficiency and an improved customer experience, un-staffed agent
stations must be set to the Hunt Group busy status.

Session Manager alternative routing is applied on a call-by-call basis. When Avaya Aura® Contact Center
recovers, Session Manager reverts to the first routing policy and Contact Center call treatments continue

as normal.

Session Manager can detect the following Avaya Aura® Contact Center issues:

*» Contact Center Manager Server SIP Gateway Manager (SGM) application crash

» Contact Center Manager Server SGM response indicating routing failure

- No contact center Route Point acquired

- No Media Server available to anchor calls

* Contact Center Manager Server power outage

« Contact Center Manager Server network failure
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Fallback to an Avaya Aura Communication Manager Hunt Group configuration procedures

Fallback to an Avaya Aura Communication Manager Hunt
Group configuration procedures

About this task

This task flow shows you the sequence of procedures you perform to configure Avaya Aura®
Contact Center fallback to an Avaya Aura® Communication Manager Hunt Group.
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Figure 39: Fallback to an Avaya Aura® Communication Manager Hunt Group configuration
procedures

Adding a Hunt Group
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Adding a Hunt Group

About this task

Add a Communication Manager Hunt Group. Use the Hunt Group screen to create a Hunt
Group, identified by a hunt group number, and to assign hunt group member agents by their
station extension numbers.

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface add
hunt-group command to add a new Hunt Group.

display hunt—group 74

HUNT GROUF

Group Number: 74 ACD? n
Group Namws: sips74FBHG Tueuse? n
Group Extensilon: §32-9740 Vector? n

Group Type: Coverage Fath:

T™: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local hgent Preference? n

ISDN/SIF Caller Display:

2. Add the Contact Center agent extensions to the Hunt Group.

display hunt—group 74

HUNT GROUP
Group Nudber: 74 Group Extension: B832-9730 Group Type: ucd-mia
Mexber Range Allowed: 1 - 1500 Administered Merbers (min/max): 1 ]

Total Administered Members: 3
GROUP MEMBER ASSIGNMENTS

Ext Neame (19 characters) Ext Name (19 characters)
1: 832-0740 14:
Z2: B3Z2-0741 15:
3: B3Z-0742 16:
4 17
=H 13:
61 19
i 20:
=M 21:
9 221
10: Z3:
1i: 24
12: 251
13: 261

At End of Member List
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Creating an Adaptation

About this task

Create a Digit Conversion Adapter adaptation to convert an Avaya Aura® Contact Center Route
Point number into a Communication Manager Hunt Group number.

Procedure

a r NP

© © N o

10.
11.

Example

On the System Manager console, select Routing > Adaptation.

In the Adaptation Name box, enter a descriptive hame for the Adaptation.
In the Module name list, select or type DigitConversionAdapter.

Under Digit Conversion for Outgoing Calls from SM, click Add.

In the Matching Pattern box, type the Avaya Aura® Contact Center Route Point
number.

In the Min box, type the minimum number of digits.

In the Max box, type the maximum number of digits.

In the Delete Digits box, type the number of digits to replace.

In the Insert Digits box, type the Communication Manager Hunt Group number.
In the Notes box, type a descriptive note about this adaptation.

Click Commit.

Example of an adaptation to convert an Avaya Aura® Contact Center (AACC) Route Point
number into a Communication Manager (CM) Hunt Group number:

168 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Rouling
Domains
Localions
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Pelicies
Dial Patterns
Regular Expressions
Defaults

AACC Route Point

CM Hunt Group

Assigning an Adaptation to the Communication Manager SIP Entity

Routing ¥ Home

Ll Home fElements [/ Rouling / Adaptations- Adaptation Details

Help
Adaptation Details Commi_| [ Cancel |
General
* adaptation name: CM13ZAdaptation
Module name: | DigitCanversionidagter ¥
Medule parameter:
Egress URI Parameaters:
Motes: Adaptabions applied to OM
Digit Conversion for Incoming Calls to SM
add| [ Remave |
0 Ttems Refresh Filter: Enable
Hatching Paltern Hin Hax Fhone Conbext Delete Digits Insert Digits Address to madily Hales
Digit Conversion for Outgoing Calls from SM
add | | Remaove
[bem | Refresh Filter: Enable
Phono Delate Addross to
Hatching Pattern ~  Hin Hanx Context  Digits Insert Digits madify Motes
(] .7 =7 i 2339740 destination ¥ |Changing Route point to HG num
< »
Salect : A, None
* Input Required Cancel

Assigning an Adaptation to the Communication Manager

SIP Entity

Before you begin

« Create an Adaptation to convert an Avaya Aura® Contact Center Route Point number into
a Communication Manager Hunt Group number.

* Create a SIP Entity for Communication Manager.

* Create a SIP Entity Link from Session Manager to Communication Manager.

About this task

Assign an adaptation to the Communication Manager SIP Entity. The Digit Conversion
Adaptation converts an Avaya Aura® Contact Center Route Point number into a
Communication Manager Hunt Group number. If Avaya Aura® Contact Center is not available
to process a call, the dialled Route Point number is replaced by a Hunt Group number, before
the call is re-directed to Communication Manager.
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Procedure

1. On the System Manager console, select Routing > SIP Entities.
2. Select the Communication Manager SIP Entity.

3. From the Adaptation list, select the adaptation that converts your Avaya Aura®
Contact Center Route Point number into your Communication Manager Hunt Group
number.

4. Click Commit.

Example
Example of assigning an adaptation to the Communication Manager SIP Entity.

Routing Home

] Home /Elements / Routing / SIP Entities- SIP Entity Details
Help ?
S0 Entiy Detals

General
* Name: cml08132
® FQDN or IP Address: 47.166.108.132
Type:

Notes:

Adaptation: | CM1324daptation v:

Location: | Beautifulkingdom
Time Zone: Amenca/Fortaleza hr
Overtide Port & Transport with DNS SRv: [0
* SIP Timer BSF (in seconds): 4
Cradential name:

Call Detall Recording: | none %

SIP Link Monitaring
SIP Link Monitering: | Use Session Manager Configuration

Creating a routing policy to Avaya Aura® Contact Center

About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Session
Manager uses the data configured in the Routing Policy to find the best match against the
number (or address) of the called party.
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Creating a routing policy to Avaya Aura® Contact Center

Procedure

1.

On the Avaya Aura® System Manager console, select Routing > Routing
Policies.

. Click New.

The Routing Policy Details screen is displayed.

In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

11.

Example

From the list of SIP Entities, choose the SIP Entity for your Avaya Aura® Contact
Center, click Select.

If you need to associate the Time of Day routing parameters with this Routing Policy,
click Add from the Time of Day section.

. Select the Time of Day patterns that you want to associate with this routing

pattern.

. Click Select.
10.

In the Ranking box, type 0. This ranking number must be lower than the ranking
number assigned to the Communication Manager routing policy.

Click Commit.

Example of routing policy from Session Manager to Avaya Aura® Contact Center:
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Routing *| Home

il Home /Elements / Routing / Routing Policies- Routing Policy Details

Help ?
Routing Policy Details
General
* Name: sip74vRPRank(
Disabled: []
Motes:
SIP Entity as Destination
Select
Name | FQDN or IP Address Type Notes
sipserver7dy 47.166.110.74 Other
Time of Day
Add [ Remove ] [ View Gaps/Overlaps J
1 Item | Refresh Filter: Enable
[] Ranking 1 . | Name 2 .  Mon Tue  Wed Thu Fri  Sat  Sun Start Time End Time  MNotes
(] o 24/7 00:00 2358 Time Range 24/7

Select : All, None

Creating a routing policy to Avaya Aura Communication
Manager

About this task

Create a routing policy from Session Manager to Avaya Aura® Communication Manager.
Session Manager uses the data configured in the Routing Policy to find the best match against
the number (or address) of the called party.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Routing
Policies.

2. Click New.
The Routing Policy Details screen is displayed.

3. In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

4. In the Notes box, type your notes about this Routing Policy.
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11.

Example

Creating a routing policy to Avaya Aura Communication Manager

In the SIP Entities as Destination section, click Select.

From the list of SIP Entities, choose the SIP Entity for your Avaya Aura® Contact
Center, click Select.

If you need to associate the Time of Day routing parameters with this Routing
Policy, click Add from the Time of Day section.

. Select the Time of Day patterns that you want to associate with this routing

pattern.

. Click Select.
10.

In the Ranking box, type 1. This ranking number must be higher than the ranking
number assigned to the Avaya Aura® Contact Center routing policy.

Click Commit.

Example of a routing policy from Session Manager to Avaya Aura® Communication Manager:

'l Home fElements / Routing / Routing Policies- Routing Policy Details

Routing * Home

Help ?
Routing Policy Details
General
* Name: sip74vRPRankl
Disabled: []
Notes:
SIP Entity as Destination
Name FQDN or IP Address Type Hotes
cml8132 47.156.108.132 M
Time of Day
Add | | Remaove [ | View Gaps/Overlaps ]
1Item Refresh Filter: Enable
1 Ranking -~ | Name 2 .  Mon Tue  Wed Thu Fri  Sat Sun Start Time End Time = Notes
O 1 24/7 00:00 23:59 Time Range 24/7

Select : All, None
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Creating a dial pattern

About this task

Create a dial pattern using the Avaya Aura® Contact Center and Communication Manager
Routing Policies. Session Manager uses these dial patterns to route calls. A dial pattern
specifies which routing policy or routing policies are used to route a call based on a number
of parameters including ranking. Routing Policies with a higher ranking (lower rank number)
are selected first. If the first Routing Policy is not available, the second Routing Policy is used

instead.
Procedure
1. On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
2. Click New.
The Dial Pattern Details screen is displayed.
3. Inthe General section, type the Dial Pattern General information.
© Note:
A Domain can be provided to restrict the Dial Pattern to the specified Domain.
4. Under the Originating Locations and Routing Policies section, click Add.

5. Selectall the required Locations and Routing Policies that you want associated with

the Dial Pattern by selecting the check box in front of each item.

From Routing Policy Name, select the Session Manager to Avaya Aura® Contact
Center Routing Policy.

From the Routing Policy Destination, select the Avaya Aura® Contact Center SIP
Entity.

8. Click Select to indicate that you have completed your selections.

9. Under the Originating Locations and Routing Policies section, click Add.

10.

11.

12.

13.
14.

Select all the required Locations and Routing Policies that you want associated with
the Dial Pattern by selecting the check box in front of each item.

From Routing Policy Name, select the Session Manager to Communication
Manager Routing Policy.

From the Routing Policy Destination, select the Communication Manager SIP
Entity.

Click Select to indicate that you have completed your selections.

If you need to specify that calls from the specified locations are denied, under the
Denied Originating Locations section, click Add.
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Creating a dial pattern

15. Select all the Locations that are to be denied and click Select to indicate that you
have completed your selections.

16. Click Commit.

Example

Example of dial pattern using the Avaya Aura® Contact Center and Communication Manager
Routing Policies. Routing Policies with a higher ranking (lower rank number) are selected first.
If the first Routing Policy is not available, the second Routing Policy is used instead. In this
example, the Avaya Aura® Contact Center Routing Policy has a ranking of zero. Under normal
operation, this dial pattern resolves to Avaya Aura® Contact Center. If Avaya Aura® Contact
Center is not available, this dial pattern resolves to the Communication Manager Routing
Policy. Calls intended for Avaya Aura® Contact Center fallback to the Communication Manager
Hunt Group until Avaya Aura® Contact Center recovers call control.

Routing *| Home

Il Home /Elements / Routing / Dial Patterns- Dial Pattern Detaills

Dial Pattern Details

General
* Pattern: |245074x
= Min: |7
Y Max: |7
Emergency Call: []
SIP Domain: | -ALL-
Notes:
Originating Locations and Routing Polides

2 Items | Refresh

| originating

Help 2
: Commit [ Cancel ]

Filker: Enable

[ | originating Location Name 1 - I..‘:ch:lsﬂon xr&“ﬁame Rank 7 - :l%jtﬁ!: ;o;::gnp::m E&E&?g
[0 -aw- Any Locations sipTdwRERankD 1] sipservarFdw
0 -awe- Any Locations sip74vRFRankl 1 cm103132
Select ; All, None
Variable definitions
Variable Value
Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.
Min Minimum number of digits to be matched.
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Variable

Value

Max

Maximum number of digits to be matched.

Emergency Call

Indicate if it is an emergency call.

© Note:

Some of the important constraints on the
use of this feature are as follows:

— Each location must be assigned to only
one emergency dial number.

— This emergency dial number must
match the emergency dial number in the
96xx Deskphone settings file for all SIP
phones in the identified location.

SIP Domain Domain for which you want to restrict the dial
pattern.
Notes Other details that you wish to add.

Select check box

Use this check box to select and use the digit
conversion for the incoming calls.

Location Name

Name of the location to be associated to the
dial pattern.

Location Notes

Notes about the selected location.

Routing Policy Name

Name of the routing policy to be associated
to the dial pattern.

Routing Policy Disabled

Name of the disabled routing policy.

Routing Policy Destination

Destination of the routing policy.

Routing Policy Notes

Any other notes about the routing policy that
you wish to add.
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Chapter 13: Avaya Aura® Call Center Elite
and Avaya Aura® Contact
Center configuration

This section describes how to add an Avaya Aura® Contact Center voice and multimedia contact center
to an existing Avaya Aura® Communication Manager and Avaya Aura® Call Center Elite solution.

Avaya Aura® Communication Manager supports concurrent interoperability with Avaya Aura® Call Center
Elite and Avaya Aura® Contact Center. Customers with an existing Avaya Aura® Call Center Elite
deployment can add Avaya Aura® Contact Center voice contact support to the same Communication
Manager. The existing Avaya Aura® Call Center Elite system remains unchanged from the agent point of
view. You must configure the Communication Manager platform to add support for the Avaya Aura®
Contact Center voice agents.

To support Avaya Aura® Contact Center voice agents and Avaya Aura® Call Center Elite voice agents on
the same Communication Manager, there must be no interaction between the two sets of agents. Elite
agent extension ranges must be unique and not overlap with Avaya Aura® Contact Center agent extension
ranges. Both applications must use separate inbound and outbound PSTN numbers — the numbers for
each application must not overlap. Avaya Aura® Call Center Elite supervisors, agents, and customers
must not interact with Avaya Aura® Contact Center supervisors, agents, and customers.

Avaya Aura® Call Center Elite contacts must be handled by Elite agents and supervisors. Avaya Aura®
Contact Center contacts must be handled by the Contact Center agents and supervisors. Contacts cannot
be transferred, conferenced, or forwarded from Avaya Aura® Call Center Elite to Avaya Aura® Contact
Center and vice versa. Avaya Aura® Call Center Elite and Avaya Aura® Contact Center must be logically
separated on the Communication Manager.

The following Communication Manager features support the logical separation of Avaya Aura® Call Center
Elite and Avaya Aura® Contact Center:

* Class of Restriction (COR)
* Facility Restriction Levels (FRL)
* Class of Service (COS) optional

The Class of Restriction (COR) feature defines different levels of call origination and termination
privileges, applies administration settings to all objects that share the same COR number, identifies the
CORs can be service observed, and the CORs that can be a service observer. CORs can be assigned to
a variety of objects, such as: telephones, trunks, and agent login IDs. CORs also apply to Elite agent
telephones, Elite agent IDs, Trunk Groups and Hunt Groups. Communication Manager supports many
levels of COR.
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The Facility Restriction Levels (FRL) feature determines the calling privileges of a user. The Facility
Restriction Levels control the privileges of the call originator. For example, you can use FRL to allow some
usersto place international calls, and restrict other users to place only local calls. Facility Restriction Levels
are ranked from 0 to 7, where 7 has the highest level of privileges.

The Class of Service (COS) feature allows or denies user access to some system features. Use the COS
feature to allow or deny user access to some system features, such as Automatic Callback, Call
Forwarding, Data Privacy, Contact Closure Activation, and Console Permission. Use the Class of
Restriction (COR) feature, instead of COS, to define the restrictions that apply when a user places or
receives a call.

You can use of the COR and FRL features to support Avaya Aura® Contact Center and Avaya Aura® Call
Center Elite on the same Avaya Aura® Communication Manager. Use the COR and FRL features to restrict
the following actions:

» Elite agents restricted from calling, forwarding, conferencing, or transferring Elite calls to/from Avaya
Aura® Contact Center agents and Controlled Directory Numbers (CDNs).

« Avaya Aura® Contact Center agents are restricted from calling, forwarding, conferencing, or
transferring calls to/from Elite agents, Elite Vector Directory Number (VDN) and optional Hunt
Groups.

There are many methods to achieve this logical separation but the example method used here is one of
the simplest and easiest to implement.

The example solution used in this section has two separate contact centers operating independently of
each other but using the same Communication Manager infrastructure. Agents either work exclusively as
Elite based agents or as Avaya Aura® Contact Center based agents. Agents must not swap on a daily
basis between each contact center. The Avaya Aura® Contact Center components add voice and optional
multimedia contact support for Avaya Aura® Contact Center agents. Elite agents continue to be serviced
by the Avaya Aura® Call Center Elite application.

© Note:

To support an Avaya Aura® Call Center Elite voice contact center and a separate Avaya Aura® Contact
Center contact center on the same Communication Manager, Communication Manager must be
Release 6.0.1 or later.

The following diagram shows an example of a typical solution with Avaya Aura® Contact Center and Avaya
Aura® Call Center Elite supported on the same Avaya Aura® Communication Manager.
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In this typical example there are three groups of users:

« Avaya Aura® Call Center Elite agents and associated desk phones
« Avaya Aura® Contact Center agents and associated desk phones
« Other users within the enterprise and their associated desk phones

The example solution uses the following configuration settings:

» Users with COR 1 are unrestricted, they have full dialing access to all other users and trunks with
any COR. In the example, all “other” users in the enterprise are unrestricted.

« Avaya Aura® Contact Center agents and resources are configured with COR 7 and a FRL of 1.
« Avaya Aura® Call Center Elite agents and resources are configured with COR 6 and a FRL of 0.

« Avaya Aura® Contact Center agents and Avaya Aura® Call Center Elite agents cannot interact with
each other.

« A dedicated outgoing trunk group from Communication Manager to Avaya Aura® Session Manager.
This trunk is used to access Contact Center CDNSs. This must be an outgoing trunk group to prevent
Session Manager from using these trunks for inbound voice contacts to the restricted users.

» The Contact Center CDN trunk in the example is configured with COR 5. This means you do not
have to modify all the other trunks (Session Manager to Avaya Aura® Experience Portal trunks)
already configured on the Communication Manager platform.

« Communication Manager SIP signaling trunks used for Avaya Aura® Contact Center have a FRL
level of 1 defined in COR 5 for these trunks. This means that users with COR settings must have a
FRL level equal to or higher than 1 to access any resources through these signaling trunks.
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« Elite users with COR 6 and FRL 0 therefore cannot access Avaya Aura® Contact Center resources
in COR 7.

« Elite users also cannot access the SIP signaling trunks to Avaya Aura® Contact Center CDNSs.

« Elite resources with COR 6 are restricted from the Contact Center trunk group unless they access it
via the PSTN. All other COR'’s can internally access this trunk group.

The choice of COR numbers is arbitrary, you can use any COR numbers compatible with your existing
enterprise dial plan. Avaya Aura® Contact Center agents and all the other enterprise users can access
Avaya Aura® Contact Center (CDNSs) using multiple methods; direct dial, transfer, conference, or PSTN
dialing. Elite agents cannot access Avaya Aura® Contact Center CDNSs either using internal direct dial,
conference, transfer, forward capabilities due to their COR settings. Users with either COR value can
access resources on Elite or Avaya Aura® Contact Center by dialing the external PSTN. The worked
example does not prevent this as external dialing is required in most enterprises.

Agent Desktop solutions

In solutions where Avaya Aura® Contact Center shares the same Avaya Aura® Communication Manager
as an Avaya Aura® Call Center Elite deployment, you must logically separate the Elite agents from the
Contact Center agents. The transferring, conferring, or forwarding of contacts between the two groups of
agents is not supported.

Avaya Aura® Call Center Elite agents use one of the following:

* Physical desk phone
* One X- Agent

After deploying Avaya Aura® Contact Center on the same Communication Manager, Elite agents continue
to use any of these options. Avaya Aura® Contact Center agents use the voice capabilities of the
Communication Manager platform with the added benefit of full multimedia contact support. Avaya Aura®
Contact Center agents use Avaya Aura® Agent Desktop in one of the supported modes:

* CTI control of a physical Communication Manager phone
« Softphone mode with embedded H.323
» Telecommuter mode

In solutions that support Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite, Avaya
Aura® Agent Desktop does not support Avaya Aura® Call Center Elite agents. Elite agents must use One-
X Agent or a physical phone. In fallback mode, Contact Center agents use their desk phones to access
the fallback Elite skill and handle customer voice contacts.

Avaya Aura® Call Center Elite agents and Avaya Aura® Contact Center agents both support presence
capabilities. Peer to Peer Instant Message (IM) interactions are supported between Avaya Aura® Call
Center Elite agents and Avaya Aura® Contact Center agents. This solution also supports interactions
between all other presence-enabled enterprise users and Avaya Aura® Call Center Elite or Avaya Aura®
Contact Center users. These Instant Message interactions are “client to client” or “peer to peer” messages,
they are not routed IM contacts.
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Avaya Aura® Call Center Elite and Avaya Aura® Contact
Center configuration procedures

Before you begin

« Configure Avaya Aura® Communication Manager for integration with Avaya Aura® Contact

Center as normal. For more information see, Communication Manager configuration on
page 29.

About this task

This task flow shows you the sequence of additional procedures you perform to configure

Avaya Aura® Call Center Elite and Avaya Aura® Contact Center on the same Avaya Aura®
Communication Manager.
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Figure 40: Avaya Aura® Call Center Elite and Avaya Aura® Contact Center configuration
procedures
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Changing the Class of Restriction value for Contact Center agent stations

Changing the Class of Restriction value for Contact Center
agent stations

Before you begin

« Create the Avaya Aura® Contact Center agent stations as normal. For more information
about creating Avaya Aura® Contact Center agent stations, see Creating the agent
extensions on page 54.

About this task

Change the Avaya Aura® Contact Center agent station Class of Restriction (COR) value to
separate the Contact Center agents from the Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Avaya Aura® Contact Center agent station COR value.
Use the change station n command.

For example, enter change station 3171503.

2. Change the COR value to separate the Contact Center agents from the Avaya Aura®
Call Center Elite agents.

3. Repeatthe SAT change station ncommand for each additional Contact Center
agent station you need to separate from Avaya Aura® Call Center Elite.

Example

The following Communication Manager station display shows one of the Contact Center agent
phones configured with a Class of Restriction value of 7.
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display station 3171503

STATICH
Extension: 317-1503 Lock Hessages? n ECZ: 0O
Type: S96zZ0 ZJecurity Code: 12345675 TH: 1
Fort: 200294 Coverage Path 1: COR: 7
Name: agentl aaccd Coverage Path Z2: coz: 1

Hunt-to Station:
STATICN OPTICNS
Time of Day Lock Table:

Loss Group: 19 FPersonalized Ringing Pattern: 1
Message Lamp Ext: 317-1503
ZGpeakerphone: Z-way Mute EButton Enabled? ¥

Display Language: english
Survivable GE Node Name:
Jurviwvable COR: internal Media Complex Ext:
Jurviwvable Trunk Dest? ¥y IPF ZFoftPhone? vy

IP Video Zoftphone? n
Short/Prefixed Registration Allowed: default

Customizakble Labels? ¥y

Changing the Contact Center agent station Class of
Restriction details

Before you begin

« Create the Avaya Aura® Contact Center agents stations as normal. For more information
about creating Avaya Aura® Contact Center agent stations, see Creating the agent

extensions on page 54.
About this task

Edit the Class of Restriction (COR) value used by the Contact Center agent stations to separate
them from Avaya Aura® Call Center Elite agents. Change the Facility Restriction Levels (FRL)
of this COR and edit the Calling Permission details to block Avaya Aura® Call Center Elite

agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Contact Center agent COR permission details. Use

the change cor n command.
For example, enter change cor 7.
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Changing the Contact Center agent station Class of Restriction details

2. Change the COR permission details to separate the Contact Center agents from
Avaya Aura® Call Center Elite agents.

Example

The following Communication Manager Class of Restriction display shows COR 7 (page 1).
This COR has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels are
ranked from O to 7, where 7 has the highest level of privileges. Only Communication Manager
users (agents) with a FRL of 1 or higher can access resources controlled by this COR value.
This separates Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL value
of 0 from Contact Center agents.

display cor 7

CLASS OF RESTRICTICN

COR MNumber: 7
COR Description: Restricted ALCC COR for AACC Agents

FRL: 1 APLT? ¥

Can BEe Jerwvice Chserwved? n Calling Party Restriction: outward

Can Be AL Zervice Chserver? n Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? n
Festriction Owerride: none Facility Access Trunk Test? n
Festricted Call List? n Can Change Coverage? n
Aocess to MCT? v Fully Restricted Zervice? n
Group II Category For MFC: 7 Hear VDN of COrigin Annc.? n
SJend ANI for MFE? n Add/Remove Agent 3kKills? n
MF ANI Prefix: Automatic Charge Display? n
Hear 3Zystem Music on Hold? ¥ FPARTE (Display PEX Data on Phone)? n
Can Ee Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Restriction: inactive

The following Communication Manager Class of Restriction display shows COR 7 (page 4).
This display shows that Contact Center agent stations with COR 7 are restricted from
accessing system resources with a COR value of 6. Contact Center agents do not have
permission to access Avaya Aura® Call Center Elite agents with a COR value of 6.
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display cor
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The following Communication Manager Class of Restriction display shows COR 1. In this

example, COR 1 is used by other users in the solution. These users are not Avaya Aura® Call
Center Elite agents or Avaya Aura® Contact Center agents. These users have permission to
access all Class of Restriction controlled resources. These users can communicate with Avaya
Aura® Call Center Elite agents and Avaya Aura® Contact Center agents. Typically these users

are experts or back-office support staff.

di=play cor 1

CLASS OF RESTRICTICN

CALLTNG PERMIZSTION (Enter "vy" to grant permission to call specified COR)

oz
1z
a7
37
47
57
67
7
=
97
10?2
11
1z 2
1372
1472

e R e e T T B R = R = R

1572
16?2
172
1572
1972
z2o?
217
a7
237
247
z57
Zn?
272
257
z97?

e R e e T T B R = R = R

307
31z
Jaz?
337
347
3572
Ja?
372
357
3972
407
417
427
437

L R R R T R B e B e

447
457
467
477
457
497
5072
5172
5z7
537
547
557
567
5772

L R R R T R B e B e

557
5972
a07%
617
627
637
647
657
1
677
657
=0
oz
717

L R R R T R B e B e

e
737
747
757
Ta?
rarae
=
797
G072
517
=
537
547
G572

L R R R T R B e B e

Ga?
=3
G5
==k
S0z
917
Qa7
937
Sq7
S57
Qa7
a7?
957
S92

186 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration

Comments? infodev@avaya.com

L R R R T R B e B e

30 July 2012


mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Changing the Class of Restriction value for Elite agent profiles

Changing the Class of Restriction value for Elite agent
profiles

Before you begin

« Create the Avaya Aura® Call Center Elite agent profiles as normal.
About this task

Change the Avaya Aura® Call Center Elite agent profile Class of Restriction (COR) value to
separate the Elite agents from the Avaya Aura® Contact Center agents.

When an Elite agent logs on to a telephone, the Elite agent profile COR setting overrides the
COR setting for the physical desk phone. Do not set a COR setting on desk phones used by
Elite agents, instead configure the COR setting on the Elite agent profile. This simplifies the
work required to support the solution described here.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Avaya Aura® Call Center Elite agent profile COR
value. Use the change agent-loginlD n command.

For example, enter change agent-loginlD 3171600.

2. Change the COR value to separate the Elite agents from the Avaya Aura® Contact
Center agents.

3. Repeatthe SAT change agent-loginlD ncommand for each additional Avaya

Aura® Call Center Elite agent profile that you need to separate from Avaya Aura®
Contact Center.

Example

The following Communication Manager display shows one of the Elite agent profiles configured
with a Class of Restriction value of 6.
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display agent-loginIlh 3171c00

AGENT LOGINID

Login ID: 317-1800 BRZ? n
MName: Agent3il7Y1e00Elite LAUDIE? n
TH: 1 LWC Feception: spe
LWC Log External Calls? n
Coverage Path: AUDIE Watne for HMessaging:

Zecurity Code:
LoginID for ISDN/3IF Display? n
Password:
Password (enter again):
buto Answer: station
HMIh heross Zkills: system
LW Agent Considered Idle: system
hux Work Reason Code Type: system
Logout Feason Code Type: system
Haximum time agent in LCW kbefore logout (sSec): system
Forced Agent Logout Time:

WARNING: Agent must log in agaln before changes take effect

Changing the Elite agent profile Class of Restriction
details

Before you begin

« Create the Avaya Aura® Call Center Elite agent profile as normal.
About this task

Edit the Class of Restriction (COR) value of the Avaya Aura® Call Center Elite agent profiles
to separate them from Avaya Aura® Contact Center (agent and trunk) resources.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Avaya Aura® Call Center Elite agent profile COR
permissions. Use the change cor n command.

For example, enter change cor 6.

2. Change the COR permissions to separate the Avaya Aura® Call Center Elite agents
from Contact Center resources.

Example

The following Communication Manager Class of Restriction display shows COR 6 (page 1).
This COR has a Facility Restriction Levels (FRL) value of 0. Facility Restriction Levels are
ranked from O to 7, where 7 has the highest level of privileges. FRL 0 is the default lowest level
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Changing the Elite agent profile Class of Restriction details

for resources that use FRLs. This separates Avaya Aura® Call Center Elite agents with a COR
value of 6 and a FRL value of 0 from Contact Center resources with a FRL value of 1. Avaya
Aura® Call Center Elite agents cannot communicate with Contact Center agents or use Contact
Center trunks.

display cor 6

CLAZE OF REETRICTION

| CoR Number: & |
COR Description: Restricted COR Elite Agents

FRL: O LPLT? v
Can Be Serwvice Chserwved? n Calling Party Restriction: outward

Can Be A Service Chserver? n Called Party Restriction: none
Time of Day Chart: 1 Forced Entry of Aocount Codes? n
Priority Queuing? n Direct Agent Calling? n
Festriction Crverride: none Facility hocess Trunk Test? n
Festricted Call List? n Can Change Coverage? n
becess to MCT? v Fully Restricted Serwvice? n
Group IT Category For MFC: 7 Hear VDN of Origin Anne.? n
Send ANI for MFE? n bdd/ Eemove Agent Skilla? n
MF ANI Prefix: butomatic Charge Displav? n
Hear Swystem Musie on Hold? v PASTE (Display PEX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n

Can Use Directed Call Pickup? n
Group Controlled Restriction: inactiwve

The following Communication Manager Class of Restriction display shows COR 6 (page 4).
This display shows that Elite agent profiles with a COR value of 6 are restricted from accessing
system resources with a COR value of 5 or 7. Avaya Aura® Contact Center agent station have
a COR value of 7. The Session Manager to Communication Manager trunk used for Avaya
Aura® Contact Center CDN calls has a COR value of 5. Therefore Elite agents cannot access
or communicate with these Avaya Aura® Contact Center resources.
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display cor &

CLAZSS OF RESTRICTION

CALLING PERMIZIION (Enter "y" to grant permission to call specified COR)

0?7 v 157 ¥ 307 ¥ 147 ¥ 537 v 727 ¥ 887 v
17 v 167 ¥ 317 ¥ 457 ¥ 597 ¥ 737 v 877 v
27 ¥ 177 ¥ 327 ¥ 487 ¥ 507 ¥ 747 ¥ 837 v
37 ¥ 187 ¥ 337 ¥ 477 ¥ 517 ¥ 757 ¥ 897 v
47 ¥ 197 ¥ 347 ¥ 437 ¥ 827 ¥ 787 ¥ 907 ¥
207 ¥ 357 ¥ 497 ¥ B37 ¥ T v 917 ¥
87 ¥ 217 ¥ 387 ¥ 507 v 547 ¥ 787 v 927 ¥
227 ¥ 377 ¥ 517 ¥ E57 ¥ 797 ¥ 937 ¥
87 v 237 ¥ 387 v 527 ¥ 567 ¥ 807 v 947 ¥
97 ¥ 247 ¥ 397 ¥ 537 ¥ 877 ¥ 817 v 957 ¥
107 ¥ 257 ¥ 407 ¥ 547 ¥ 857 ¥ gz7 v 987 ¥
117 ¥ 287 ¥ 417 ¥ 557 ¥ 597 ¥ 837 v 977 ¥
127 ¥ 277 ¥ 427 ¥ 587 ¥ 07 ¥ 47 v 937 v
137 ¥ 287 v 437 ¥ 577 ¥ 717 ¥ 857 v 997 ¥
147 ¥ 297 ¥

Changing the Contact Center trunk group Class of
Restriction details

190

Before you begin

« Create the Communication Manager to Session Manager trunk group used for Avaya Aura®
Contact Center calls.

About this task

Edit the Class of Restriction (COR) value used by the Contact Center trunk to separate the

trunk from Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Contact Center trunk COR permissions. Use the
change cor ncommand.

For example, enter change cor 5.

2. Change the COR permissions to separate the Contact Center trunk group from
Avaya Aura® Call Center Elite agents.

Example

The following Communication Manager Class of Restriction display shows COR 5 (page 1).
This COR has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels are
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ranked from O to 7, where 7 has the highest level of privileges. Only Communication Manager
users (agents) with a FRL of 1 or higher can access resources controlled by this COR value.
This separates Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL value
of 0 from the Contact Center trunk group.

di=play cor 5

CLASS OF RESTRICTICN

COR Nuwber: 5
COR Description: Restricted trunk Elite to ALCC ret

FRL: 1 LPLT? ¥
Can Be Serwvice Chserwved? n Calling Party Restriction: outward

Can Be L Serwvice Chserver? n Called Party REestriction: none
Time of Day Chart: 1 Forced Entry of Account Codes? n
Priority Queuing? n Direct Agent Calling? n
RFestriction Cwerride: none Facility Access Trunk Test? n
Festricted Call List? n Can Change Coverage? h
Lomess to MCT? v Fully Restricted Serwvice? n
Group IT Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/Remove Lgent Skills? n
MF ANT Prefix: butomatic Charge Displavy? n
Hear Aystem Music on Hold? ¥ PLARTE (Display PEX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Bestriction: inactive

Changing the Class of Restriction value of the Contact

Center trunk group
Before you begin
« Create the Communication Manager to Session Manager trunk group used for Avaya Aura®
Contact Center calls.

About this task

Change the Avaya Aura® Contact Center trunk group Class of Restriction (COR) value to
separate the Contact Center trunk from the Avaya Aura® Call Center Elite agents.

This example trunk group 5 directs all voice traffic intended for the Avaya Aura® Contact Center
CDNSs. Avaya recommends that you give Avaya Aura® Contact Center trunk groups their own
COR settings so that there is minimal disruption on all other trunk groups on the existing
Communication Manager. The trunk group used by Avaya Aura® Contact Center must be
“outgoing” from Communication Manager.
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Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Avaya Aura® Contact Center trunk group COR value.
Use the change trunk-group n command.

For example, enter change trunk-group 5.

2. Change the COR value to separate the Contact Center trunk group from Avaya
Aura® Call Center Elite agents.

Example

The following Communication Manager trunk group display shows the Contact Center trunk
group configured with a Class of Restriction value of 5. This COR value separates this Contact
Center trunk group from Avaya Aura® Call Center Elite agents with a COR value of 6. This
trunk group is configured with an “outgoing” direction.

display trunk-group 5

TRUNE GROUF

Group Number: 5 Group Type: =ip CDER FEeports: v
Group Watne: TG to 53M for CDN Restricted |COR: 5 TH: 1 TaZ: #05
Direction: Outgoing Displavy? n

Iial Access? n
oueue Length: O
Service Type: tie
Memwber Assignment Method: suto
Signaling Group: 5
MNurber of Members: 255
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Changing the Contact Center route pattern Facility
Restriction Levels

Before you begin

« Create the Avaya Aura® Contact Center route pattern as normal. For more information about
configuring route patterns, see Configuring a route pattern on page 47.
About this task

Change the Avaya Aura® Contact Center route pattern to use a Facility Restriction Levels (FRL)
value that separates Contact Center from Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Contact Center route pattern Facility Restriction
Levels (FRL) value. Use the change route-pattern n command.

For example, enter change route-pattern 5.

2. Change the Facility Restriction Levels (FRL) value to separate the Contact Center
route pattern from Avaya Aura® Call Center Elite agents.

Example

The following Communication Manager route pattern display shows route pattern 5 (page 1).
This route pattern has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels
are ranked from O to 7, where 7 has the highest level of privileges. Only Communication
Manager users (agents) with a FRL of 1 or higher can access resources controlled by this FRL
value. This separates Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL
value of 0 from the Contact Center trunk.
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di=play route-pattern 5
Pattern Mumber:
SCCAN? n

Grp

ECC VALUE

01zH4
1: vy vy v vy
EE A
It Y VYV VY
4: ¥y ¥ ¥V ¥V ¥
5: vy ¥ ¥V VY
! ¥ ¥ ¥ ¥ ¥

FEL

[= L, SR Y ey
0] =
o

=

MPL Pfx

=

== = = = =

Mrk

TacC

== = = = =

Hop Tol

1 No.

Lmt List Del

CA-TSC
Request

Dgt=

Inserted
Digits

Pattern Nawe: Res
SJecure SIP? n

tricted CDN

ITC ECIE Service/Feature PARM DNo. Nuwbering

rest
rest
rest
rest
rest
rest

Dgt=s Format
Subaddress

IXC

user
user
user
user
user
user

LAR

none
none
none
none
none
none

To use the FRL features you must ensure that the Automatic Alternate Routing (AAR) settings
are correct. In our example the Avaya Aura® Contact Center CDNs are defined as 3174XXX
and when they are dialed on the Avaya Aura® Communication Manager, it uses route pattern
5. Route pattern 5 is covered by FRL level 1, so calls to the Avaya Aura® Contact Center CDNs
are separated from Avaya Aura® Call Center Elite agents with a FRL level of 0.

diz=play aar analysis 0

X

X

AAR DIGIT AMALYAIS TAELE

Location: all Percent Full: 1

Dialed Total Route Call Node  LNT

String Min Max Pattern Tvpe Tz Regd
3172 7 7 1 aar n
3173 7 7 1 asr n

| 3174 7 7 5 aar no |
3175 7 7 1 aar n
5 7 7 Q99 aar n
G 7 7 Q99 aar n
7 7 7 Q99 aar n
=} 7 7 Q99 aar n
9 7 7 Q99 aar n
n
n
n
n
n
n

194 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration
Comments? infodev@avaya.com

30 July 2012


mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Chapter 14: Fallback to Avaya Aura® Call
Center Elite skill configuration

In solutions where Avaya Aura® Contact Center shares the same Avaya Aura® Communication Manager
as an Avaya Aura® Call Center Elite deployment, you can configure the solution to manually reroute
customer voice contacts to Elite if Avaya Aura® Contact Center is offline or stopped for maintenance.

The Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite method described in this
example solution uses Communication Manager vectors, Vector Directory Numbers, and a vector
variable.

Vectors: A Communication Manager vector is a series of commands that program the system to handle
incoming calls. A vector contains a number of steps and allows customized call routing and treatments.
For example, you can use a vector to play multiple announcements, route calls to internal and external
destinations, and collect and respond to dialed information. The vector follows the commands in each
vector step in order. The vector interprets each step and follows the commands in that step if the conditions
are correct. If the command cannot be followed, the vector skips the step and reads the next step.
Communication Manager handles calls based on a number of conditions, including the number of calls in
a queue, how long a call has been waiting, the time of day, the day of the week, and changes in call traffic
or staffing conditions.

Vector Directory Numbers: A Vector Directory Number (VDN) is an extension that directs an incoming
call to a specific vector. This number is a logical or virtual extension nhumber not assigned to a physical
location. VDNs must follow your dial plan. For example, you can create a VDN 2233 for your sales
department. A call into 2233 routes to vector 11. This vector plays an announcement and queues calls to
the sales department.

Vectors variables: Vectors can use vector variables to provide increased manager and application control
over call treatments. The vector variables are defined in a central variable administration table. Values
assigned to some types of variables can also be quickly changed by means of special vectors, Vector
Directory Numbers (VDNSs), or Feature Access Codes (FACs) that you administer specifically for that
purpose. Depending on the variable type, variables can use either call-specific data or fixed values that
are identical for all calls. In either case, an administered variable can be reused in many vectors.

You can configure your solution to manually reroute customer calls to Avaya Aura® Call Center Elite if
Avaya Aura® Contact Center is offline or stopped for maintenance. This vector variable fallback technique
is manually controlled by a contact center supervisor or administrator with the correct level of access to
the solution components. The supervisor can manually reroute Contact Center calls to a fallback VDN.
This VDN then routes calls to a hunt group, split extensions or Elite skill extensions. Avaya recommends
using a single fallback VDN.
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To implement Contact Center fallback to Elite you must configure the following Communication Manager
resources:

* VDN and associated vector which allows a supervisor to dial in and set value of a fallback vector
variable. This vector is used to configure whether Communication Manager reroutes calls intended
for Contact Center to Elite or not.

« VDN and associated vector which routes calls either to Avaya Aura® Contact Center or Avaya Aura®
Call Center Elite depending on value of the fallback vector variable. This vector is used to control
whether Communication Manager reroutes voice contacts intended for Contact Center to Elite or
not.

If Avaya Aura® Contact Center is operational and processing voice contacts as normal, the value of the
vector variable is set one (1). If Avaya Aura® Contact Center is offline or stopped for maintenance. the
value of the vector variable is set zero (0). The vector variable is manually set by the supervisor or
administrator according to the operational state of the Avaya Aura® Contact Center.

To redirect Avaya Aura® Contact Center calls to Avaya Aura® Call Center Elite, a supervisor dials a Vector
Directory Number (VDN). The vector associated with this VDN is programmed with a number of vector
commands. In this worked example the configuration vector uses a series of announcements to allow the
supervisor to change the value of a global vector variable. To reroute Contact Center calls to Elite, the
supervisor changes the value of the vector variable to zero.

All incoming voice contacts destined for Avaya Aura® Contact Center flow through another dedicated
Communication Manager VDN and associated vector. This control vector checks the state of the global
vector variable. If the value of the variable is one, then the vector routes the call onto Avaya Aura® Contact
Center as normal. If the value of the variable is zero, then the call is routed to either a hunt group, a split
extension or an Elite skill. Split extensions and Elite skills require Avaya Aura® Communication Manager
and Avaya Aura® Call Center Elite licenses.

The following diagram illustrates how a supervisor manually reroutes Avaya Aura® Contact Center voice
contacts to an Avaya Aura® Call Center Elite skill.
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Supervisor In-coming Contact Center

Mormal =1 or Fallback=07? Customercallto CM
VDN = 317-1556 VDM = 317-1554
Vector 1 | Vector 2 |

CDN = 317-4352

Session
FAC =00 Manager
routes calls to

Global Vector

vector i
variable variable
Qor1?

Change
vector

variable A A Contact Center
configuration control 0
Vector3 VDM = 317-1552
CDN
+ 317-4352
Contact Center

fallback to AvayaAura

Elite skill Contact Center
o skillset
Communication Manager

Log on for Elite skill |OR | Logon for Contact Center
(fallback mode) (normal mode)

b

N f

Agentphone Agent Desktop

Contact Center agent with fallback to Elite

In the event of an Avaya Aura® Contact Center outage, the supervisor can choose to reroute Avaya Aura®
Contact Center voice contacts to an Avaya Aura® Call Center Elite skill.

Adding support for Elite functionality on Avaya Aura® Contact Center stations

To support this fallback to an Avaya Aura® Call Center Elite skill method you must configure Contact Center
agent stations with the ability to log on to a fallback Avaya Aura® Call Center Elite skill. You must therefore
program Avaya Aura® Contact Center agent stations with the Avaya Aura® Call Center Elite login, logout,
and aux feature buttons.

Fallback to Avaya Aura® Contact Center agent stations

You can use the same agent phones for both Avaya Aura® Contact Center and Avaya Aura® Call Center
Elite, but not at the same time. Agents can log on to a phone to handle either Avaya Aura® Contact Center
voice contacts or Elite voice contacts. Typically, Avaya Aura® Contact Center agents log on to Avaya Aura®
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Agent Desktop and their desk phone while Avaya Aura® Call Center Elite agents log on to One-X Agent
and their desk phone.

If the supervisor changes the solution to route Avaya Aura® Contact Center voice contacts to a fallback
Elite skill, Avaya Aura® Contact Center agents must log off from Avaya Aura® Agent Desktop, and then
log on to the fallback Elite skill. The Avaya Aura® Contact Center voice contacts are then routed to a
fallback Elite skill, the Avaya Aura® Contact Center agents are now logged on to their phones in an Elite
skill and they can continue to use their domain knowledge to handle customers calls intended for Avaya
Aura® Contact Center.

You must program the telephone stations that are used for normal Avaya Aura® Contact Center operation
with the feature buttons required to log on to the Avaya Aura® Call Center Elite fallback skill. The additional
Avaya Aura® Call Center Elite station buttons are supported only during fallback mode. They are not
supported during normal Avaya Aura® Contact Center operation.

In order to handle fallback calls, Contact Center agents must login to an Elite fallback skill. Avaya Aura®
Contact Center agents stations must therefore be programmed the following feature buttons:

e auto-in

e manual-in
* aux-work
* release

« after-call

These feature buttons are supported only when the agent stations are used to handle Elite voice contacts.
Agents who normally handle voice contacts from Avaya Aura® Call Center Elite already have these
programmed as standard. Agents who normally handle voice contacts from Avaya Aura® Contact Center
must have these programmed to support fallback to Elite. A standard station template suitable for fallback
operation can be rolled out across the contact center for pre and post fallback modes.

For more information about the supported feature buttons, see Contact Center agent desk phone
supported features on page 20.

In the event of failure of the Avaya Aura® Contact Center application, supervisors must direct all Avaya
Aura® Contact Center agents to first logout of Avaya Aura® Contact Center and then log on to the Avaya
Aura® Call Center Elite fallback skillset using the additional buttons on their physical station.

Three important steps that must be followed for support of the vector variable fallback solution:

« Avaya Aura® Contact Center agents that wish to handle fallback voice contacts from the Avaya Aura®
Call Center Elite application must first logout of Avaya Aura® Agent Desktop as it is not supported to
be logged into both applications simultaneously.

« Only Avaya Aura® Contact Center agents that use a physical station may be able to handle voice
contacts in a fallback mode. Agents that use the embedded H.323 Softphone may or may not have
full functionality depending on the nature of the failure in the contact center.

» The above two requirements do not apply to Avaya Aura® Call Center Elite agents that handle fallback
voice contacts.
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Fallback to an Avaya Aura Call Center Elite skill
configuration procedures

Before you begin

« Separate Avaya Aura® Contact Center and Avaya Aura® Call Center Elite on the same Avaya
Aura® Communication Manager. For more information about separating Avaya Aura®
Contact Center and Avaya Aura® Call Center Elite, see Avaya Aura Call Center Elite and
Avaya Aura Contact Center configuration on page 177.

About this task

This task flow shows you the sequence of procedures you perform to configure Avaya Aura®

Communication Manager to support Avaya Aura® Contact Center fallback to an Avaya Aura®
Call Center Elite skill.
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Fallback to
Elite skill
configuration

'

Configuring the
announcements

Configuring FAC codes
for AAR Routing

:

l

Configuring a fallback
global vector variable

Configuring the fallback
control vector

'

l

Configuring the
fallback configuration
vector

Configuring the fallback
cantrol VDN

'

l

Configuring the
fallback configuration
VDN

Configuring an Elite
fallback vector

:

Configuring an Elite
fallback VON

Figure 41: Avaya Aura® Contact Center fallback to an Avaya Aura® Call Center Elite skill

configuration procedures

200 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration
Comments? infodev@avaya.com

30 July 2012


mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Configuring the announcements

Configuring the announcements

About this task

Record and configure announcements to inform the contact center supervisor about the current
Avaya Aura® Contact Center routing state (fallback or normal). Record and configure the
following announcements types:

 An announcement to inform the supervisor that Avaya Aura® Contact Center calls are
routing as normal.

« An announcement to inform the supervisor that Avaya Aura® Contact Center calls are
being rerouted to Avaya Aura® Call Center Elite.

« An announcement to ask the supervisor if they wish to change the fallback state.

A minimum of three announcements are required, but you can add additional announcements
to improve the supervisor’s experience. You must record announcements before you use them
in a vector. For more information about recording announcements, see Avaya Aura®
Communication Manager Feature Description and Implementation.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to configure a gateway for announcements. Use the change
media-gateway n command.

2. Use the add announcement x command to configure announcements.

Example

The following Communication Manager display shows an example of configuring a gateway
for announcements.
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dizsplay wedia-gateway 1

MEDIAL GATEWALY 1
Type: g450

Slot Module Type Mame D3P Type FW/HW wersion

Vi MPE0 44 &
Vi

NI

i

V5

Vi

N

NE Max Surviwvakle IP Ext: S
At gateway-announcements  ANN VHH

The following Communication Manager display shows an example of configuring three

announcements.

list announcement

LMMOUNCEMENTS S AUDIC SOURCES

Announcement Source Hum of
Extension Type Hate Fr/Ed/ Grp Files
317-1900 integrated Failbackl aoiva 1
317-1901 integrated Second aoiva 1
317-190z2 integrated Variabhlechangetol aoiva 1

Command successtu v completed

Cornstd
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Configuring a fallback global vector variable

Configuring a fallback global vector variable

About this task

This example solution uses two vectors to configure and control the fallback state of Avaya
Aura® Contact Center. The first vector allows a supervisor to dial a Communication Manager
phone number and change the value of a global vector variable. This first vector is used to
configure the value of a global vector variable. The second vector uses the value of this global
vector variable to control the fallback state of Avaya Aura® Contact Center.

If the value of this global vector variable is one, voice contacts intended for Avaya Aura®
Contact Center are routed to Avaya Aura® Contact Center. If the value of this vector variable
is zero, voice contacts intended for Avaya Aura® Contact Center are routed to Avaya Aura®
Call Center Elite.

Assign any unused vector variable for use by the two fallback (configure and control) vectors.
This example uses vector variable A. This vector variable is initialized with a value of 1
indicating that voice contacts intended for Avaya Aura® Contact Center are routed to Avaya
Aura® Contact Center.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to configure a global vector variable. Use the change variables
command.

2. Change the Scope value of variable A to be global and assign it an initial value of
1.

Example

The following Communication Manager display shows vector variable A configured with a
global scope and an initial value of 1.
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WARIABLES FOR WECTORZ

War Description Type Zcope Length 3tart Assignment VAT
Used for RBACC faillowver collect & 1 1 1

Mo ™Mo EERoOHDO®E D OW e

Configuring the fallback configuration vector
Before you begin

« Configure and assign a global vector variable. For more information about configuring a
global vector variable, see Configuring a fallback global vector variable on page 203.

 Configure three announcements. For more information about configuring
announcements, see Configuring the announcements on page 201.

About this task

This example solution uses two vectors to configure and control the fallback state of Avaya
Aura® Contact Center. This first vector is used to configure the value of the global vector
variable. The first vector allows a supervisor to dial a Communication Manager phone number
and change the value of a global vector variable.

If the value of this global vector variable is one, voice contacts intended for Avaya Aura®
Contact Center are routed to Avaya Aura® Contact Center. If the value of this vector variable
is zero, voice contacts intended for Avaya Aura® Contact Center are routed to Avaya Aura®
Call Center Elite.

The following table illustrates the vector commands used by the fallback configuration vector.
The comment column is not part of the vector code, it is shown here to explain each vector

step.
Step Command Comment
01 wait-time | 2 | secs hearing ringback | Give ringback.
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Configuring the fallback configuration vector

Step

Command

Comment

02

goto step

13

ifA=1

If the global vector variable A is initially
set to one, use an announcement to
inform the supervisor that vector variable
A has a value of one and Avaya Aura®
Contact Center CDN calls are routing
normally.

03

goto step

16

ifA=0

If the global vector variable A is initially
set to zero, use an announcement to
inform the supervisor that vector variable
A has a value of zero and Avaya Aura®
Contact Center CDN calls are routing to
Elite.

04

collect

digits after
announcement
3171902 for none

Use an announcement to ask the
supervisor to enter a digit value to
change the vector variable. The collected
digit is stored in “digits”.

05

goto step

ifA=1

If the global vector variable A changes
value to one, use an announcement to
inform the supervisor that vector variable
A has a value of one and Avaya Aura®
Contact Center CDN calls are routing
normally.

06

goto step

11

ifA=0

If the global vector variable A changes
value to zero, use an announcement to
inform the supervisor that vector variable
A has a value of zero and Avaya Aura®
Contact Center CDN calls are routing to
Elite.

07

goto step

if unconditionally

Main loop, wait for supervisor to enter
digit.

08

stop

09

set

A = digits CATL 1

Concatenate on the left, set A equal the
value of the above collected digit + 1.

10

disconnec
t

after announcement
3171901

Use an announcement to inform the

supervisor that vector variable A has a
value of one and Avaya Aura® Contact
Center CDN calls are routing normally.

11

set

A = digits CATL O

Concatenate on the left, set A equal the
value of the above collected digit + 0.

12

disconnec
t

after announcement
3171900

Use an announcement to inform the
supervisor that vector variable A has a
value of zero and Avaya Aura® Contact
Center CDN calls are routing to Elite.
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Step Command Comment
13 announce 3171901 Tell the supervisor that A is set to one,
ment normal operation.
14 goto step | 4 | if unconditionally Return to ask if the supervisor wants to
change this.
15 stop
16 announce 3171900 Tell the supervisor that A is set to zero,
ment fallback operation.
17 goto step | 4 | if unconditionally Return to ask if the supervisor wants to
change this.
18 stop
Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 1 to be a fallback configuration vector. Use the
change vector n command.

For example, enter change vector 1.
2. Modify the vector steps and commands to use announcements and a supervisor

digit input to configure the value of a global vector variable A. This global vector
variable A is used to control the fallback state of Avaya Aura® Contact Center.

Example

The following Communication Manager display shows some of the commands for the example
fallback configuration vector, vector 1.
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Configuring the fallback configuration vector

Number: 1
Multimedia? n
Basic? vy
Frompting? ¥
Variabhles? vy
01 walt-time
02 goto step
03 goto step
04 collect
05 goto step
06 goto step
07 goto step
03 stop
a9 =et
10 disconnect
11 =et
12 disconnect

CALL VECTOR

Name: £lwv dialin
Attendant Vectoring? n

Meet-me Conf? n

Lock? n

ELZ? v G3V4 Enhanced? v ANI/II-Digits? v AZAT Pouting? ¥
LAT? v G3W4 Adwv Route? ¥ CIMFO? v ESR? ¥ Holidays? ¥
3.0 Enhanced? ¥

2 secs hearing ringhack

13 if 4 = 1

16 if 4 u}

1 digits after announcement 3171902 for none

=l if digits = 1

11 if digits = u}

4 if unconditionally

i = digits CATL 1

after announcement 3171201

i = digits CATL 0O

after announcement 3171200

Preszs 'Esc £ &'

for Vector Editing

The following Communication Manager display shows the remaining commands for the
example fallback configuration vector, vector 1.

display vector

CALL VECTOR

13 announcement 3171201

14 goto step
15 stop

4 if unconditionally

16 announcement 3171200

17 goto step
15 stop
19

z0

Z21

ZZ

23

4

Z5

Z6

27

28

9

30

31

32
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Configuring the fallback configuration Vector Directory
Number
Before you begin
« Configure the fallback configuration vector. For more information, see Configuring the
fallback configuration vector on page 204.
About this task

Configure a Vector Directory Number (VDN) to access the fallback configuration vector. The
contact center supervisor dials this VDN to access the fallback configuration vector and change
the Avaya Aura® Contact Center fallback state.

This example solution uses a vector to configure the value of a global vector variable. This
fallback configuration vector allows a supervisor to dial a Communication Manager phone
number and change the value of a global vector variable. The value of this global vector
variable is later used to control the Avaya Aura® Contact Center fallback state, and reroute
CDN calls if necessary.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 1 to be a fallback configuration vector. Use the
change vdn n command.

For example, enter change vector 3171556.

2. Modify the Destination to be Vector Number 1.

Example

The following Communication Manager display shows Vector Directory Number 3171556.
Calls to this VDN 3171556 are routed to vector 1 for treatment and/or processing. In this
example vector 1 is used to configure the Avaya Aura® Contact Center fallback state.
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Configuring Feature Access Codes for Auto Alternate Routing

display wdn 317

WECTOR DIRECTORY NUMEEER

Extension: 317-1556
MName®: Viariasblelssignment
Iestination: Vector Number 1
Attendant Vectoring? n
Heet-me Conferencing? n
Allow WDN Crverride? n
COR: 1
TH#*: 1
Heasured: none

VDN of Origin Anne. Extension®:
1st Skill¥*:
Znd Skill*:
Frd Skill*:

* Follows VDN Owerride Rules

Configuring Feature Access Codes for Auto Alternate
Routing

About this task

Configure Feature Access Codes (FACSs) to enable the Auto Alternate Routing (AAR) access
code “00” which is used by the fallback control vector. This FAC code is used with Auto
Alternate Routing to route customer calls to Avaya Aura® Contact Center. This example uses
“00” , but you can use any unused access code that meets your dial plan.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change the Feature Access Codes for AAR access. Use the
change feature-access-codes command.

2. Modify the Auto Alternate Routing (AAR) Access Code to be 00.

Example

The following Communication Manager display shows the Feature Access Codes with Auto
Alternate Routing (AAR) Access Code configured.
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display feature-a

FEATURE ACCESS CODE (FAC)
Mbbreviated Dialing Listl Access Code: *59
Mbbreviated Dialing ListZ Access Code: *E58
Mbbreviated Dialing List3 Access Code: *57
bbhbreviated Dial - Progm Group List Access Code: *56
Announcement Access Code: *19
Answer Back Access Code:

|Aut0 Alternate Routing [ALAR) Access Code: *00

Auto Route ZJelection [(AR3) - Access Code 1: 9 Aooess Code Z2:
Automatic Callhack Activation: Deactivation:

Call Forwarding Activation Busy/DA: All: Deactivation:
Call Forwarding Enhanced 3tatus: Aot Deactivation:

Call Park Access Code:
Call Pickup Access Code:
CA3 Rewote Hold/Answer Hold-Unhold Access Code:
CDE Account Code Access Code:
Change COR Aocess Code:
Change Cowverage Access Code:
Conditional Call Extend Activation: Deactivation:
Contact Closure COpen Code: Cloze Code:

Configuring the fallback control vector
Before you begin

« Configure and assign a global vector variable.
About this task

This example solution uses two vectors to configure and control the fallback state of Avaya
Aura® Contact Center. This second vector is used to control the Avaya Aura® Contact Center
fallback state.

If the value of the global vector variable A is one, this fallback control vector routes voice
contacts intended for Avaya Aura® Contact Center to an Avaya Aura® Contact Center CDN.

If the value of the global vector variable A is zero, this fallback control vector routes voice
contacts intended for Avaya Aura® Contact Center to an Avaya Aura® Call Center Elite VDN.

The following table illustrates the vector commands used by the fallback control vector. The
comment column is not part of the vector code, it is shown here to explain each vector step.

Step Command Comment

01 wait-time | 2 | secs hearing ringback | Give ringback.

02 gotostep |6 |ifA=0

03 route-to number *003174352 If the value of the global vector variable
with cov y if A'is one, route calls intended for Avaya
unconditionally Aura® Contact Center to this Avaya
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Configuring the fallback control vector

Step Command Comment

Aura® Contact Center CDN. The Avaya
Aura® Contact Center CDN 3174352 is
accessed using FAC 00.

04 goto step | 2 | if unconditionally

05 stop
06 route-to number 3171552 with | If the value of the global vector variable
cov y if unconditionally | A is zero, route calls intended for Avaya
Aura® Contact Center to this Avaya
Aura® Call Center Elite VDN.
07 wait-time | 2 | secs hearing silence

08 goto step | 6 | if unconditionally

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 2 to be a fallback control vector. Use the change
vector ncommand.

For example, enter change vector 2.

2. Modify the vector steps and commands to use the value of the global vector variable
Ato control the routing of Avaya Aura® Contact Center voice contacts.

Example

The following Communication Manager display shows the commands for the example fallback
control vector.
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display vector Z

Iumber :

Hultimedia?

Bazic?

Prompting?
Varishles?

o1
0z
a3
04
as
u] 3
o
ag
a9
10
11
1z

walt-time
goto step
route-to
goto step
stop
route-to
walt-time
goto step

CALL VECTOR

Name: Flwr 2 Elite 3k
Attendant Vectoring? n MHeet-mwe Conf? n Lock? n
ELZ? v G3V4 Enhanced? v ANI/II-Digits? v AZAT Pouting? ¥
LAT? v G3W4 Adwv Route? ¥ CIMFO? v ESR? ¥ Holidays? ¥
3.0 Enhanced? ¥

2 secs hearing ringhack

& if 4 = u}

nmubier *003174352 with cov ¥ 1f unconditionally
2 if unconditionally

nmuaber 3171552 with cov ¥ 1f unconditionally
2 secs hearing silence

& if unconditionally

FPreszs 'Ezsc £ &' for Vector Editing

Configuring the fallback control Vector Directory Number

Before you begin

« Configure the fallback control vector. For more information, see Configuring the fallback
control vector on page 210.

About this task

Configure a Vector Directory Number (VDN) to access the fallback control vector. All calls
intended for Avaya Aura® Contact Center are routed through this VDN and onto the associated
control vector, Vector 2.

This second vector is used to control the Avaya Aura® Contact Center fallback state. If the
value of the global vector variable A is one, this fallback control vector routes voice contacts
intended for Avaya Aura® Contact Center to an Avaya Aura® Contact Center CDN. If the value
of the global vector variable Ais zero, this fallback control vector routes voice contacts intended
for Avaya Aura® Contact Center to an Avaya Aura® Call Center Elite VDN.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 2 to be a fallback control vector. Use the change
vdn n command.

For example, enter change vdn 3171554.

212 Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration

Comments? infodev@avaya.com

30 July 2012


mailto:infodev@avaya.com?subject=Avaya Aura® Contact Center – Avaya Aura® Unified Communications Integration

Configuring an Elite fallback vector

2. Modify the Destination to be Vector Number 2.

Example

The following Communication Manager display shows Vector Directory Number 3171554.
Calls to this VDN 3171554 are routed to Vector 2 for treatment and/or processing.

di=play wdn 3171554

VECTOR DIRECTORY NUMEER

Extension:

Mamme* :

Destination:
Aetendant Vectoring?
Meet-mwme Conferencing?
Allow VDN Cwverride?
COR:

TH*:

Measured:

VDM of Origin Annc. Extension®:
1=t Skill*:
Znd Skill+*:
Jrd Skill+*:

* Follows VDN Crrerride Rules

317-1554

Failower

Vector Mumxber 2
n

n
n
1
1

none

Configuring an Elite fallback

About this task

vector

Configure a vector to route calls to an Elite skill. The vector in this example routes all incoming

calls to skill 1.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 3 to be a fallback configuration vector. Use the
change vector ncommand.

For example, enter change

vector 3.
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2. Modify the vector steps and commands to route all incoming calls to skill 1.

Example

The following Communication Manager display shows the commands for the example Elite
fallback vector.

display wector 3

CALL VECTOR

Number: 3 Name: cecwvectorl
Hultimedia? n Attendant Vectoring? n MHeet-mwe Conf? n Lock? n
Basic? vy Ei3? ¥ 33WV4 Enhanced? vy ANI/II-Digits? v AZAI Routing? ¥
Frompting? ¥ LAT? v G3W4 Adwv Route? ¥ CIMFO? v ESR? ¥ Holidays? ¥
Variabhles? vy 3.0 Enhanced? ¥
01 walit-time 5 secs hearing ringhack
02 gueus-to skill 1 pri m
03 goto step 2 if unconditionally

04
as
u] 3
o
ag
a9
10
11
1z

FPreszs 'Ezsc £ &' for Vector Editing

Configuring an Elite fallback Vector Directory Number

214

Before you begin

» Configure the Elite fallback vector. For more information, see Configuring an Elite fallback
vector on page 213.

About this task

Configure a Vector Directory Number (VDN) to access the Elite fallback vector. If the value of
the global vector variable A is zero, Vector 2 routes voice contacts intended for Avaya Aura®

Contact Center to this Avaya Aura® Call Center Elite VDN. This VDN then routes the calls to

Vector 3.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal
(SAT) interface to change Vector 3 to be a fallback control vector. Use the change
vdn n command.
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Configuring an Elite fallback Vector Directory Number

For example, enter change vdn 3171552.

2. Modify the Destination to be Vector Number 3.

Example

The following Communication Manager display shows Vector Directory Number 3171552.
Calls to this VDN 3171552 are routed to Vector 3 for treatment and/or processing.

display wdn 3171552

VECTOR DIRECTORY NUMEER

Extension: 317-1552
Name*: cec3dlVl552vdn
Destination: Wector MNuber 3
Attendant Vectoring? n
Meet-mwme Conferencing? n
Allow VDN Cwerride? n
COR: &
TH*: 1
Measured: none

VDM of Origin Annc. Extension®:
1st Skill*:
Znd Skill+*:
Jrd Skill+*:

* Follows VDN Cverride Rules
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Chapter 15: Coverage Path configuration

Avaya Aura® Contact Center supports a limited configuration of Coverage Path to allow agent stations to
have voice message boxes on a Communication Manager PABX. This configuration applies only to Avaya
voice messaging systems connected to Communication Manager using the SIP protocol. Avaya Aura®
Contact Center does not support Avaya voice messaging systems using other protocols, such as QSIG,
or third-party voice mail systems.

Functionality Supported

This solution supports the following voice messaging platforms and configurations (only with SIP
integration to Communication Manager via SIP Proxy SIP Enablement Services or Session Manager):

* Modular Messaging 5.2
« Avaya Aura® Messaging
« Communication Manager Messaging
This solution supports only:
« a single coverage path configured on the agent’s station

« a Coverage Path Group configured with a single coverage point to a voice mail Hunt Group (i.e., the
Hunt Group has only one entry, the entry for the voice messaging system)

« coverage for Busy & Don’t Answer for calls directly to the agent’s DN, or calls into Avaya Aura®
Contact Center routed to that Agent’s DN (ROUTE CALL)

Functionality Not Supported
This solution does not support:
« third party voice mail messaging platforms
* QSIG integrations between Communication Manager and the voice messaging system

« Coverage Path for calls routed with the “QUEUE TO SKILLSET” and “QUEUE TO AGENT”
commands — Avaya Aura® Contact Center must always maintain control of these calls and reroute
to the next available agent

« the following Coverage Path functionality:
- DND / SAC (Send All Calls)/Go to Cover keys
- multiple coverage points
- coverage points other than voice messaging Hunt Group
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Coverage Path configuration procedures

About this task

This task flow shows you the sequence of procedures you perform to configure Coverage Path
on the Communication Manager.

Coverage Path
configuration

Configuring the Hunt
Group

:

Configuring the
Coverage Path Group

:

Configuring the agent
station

:

Configuring the agent
mailbox

Figure 42: Coverage Path configuration procedures
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Configuring the Hunt Group

Configuring the Hunt Group

Before you begin

Add a Communication Manager Hunt Group. For more information, see Adding a Hunt
Group on page 166.

About this task
Configure a Hunt Group to use the voicemail number.

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface
change hunt-group command to configure the Hunt Group.

display hunt-group 4

HUNT GROUP

Group Nuwber: 4 LCD? n
Group Natwe: msgserver Queus? n
Group Extension: 1995945 Vector? n
Group Type: ucd-mia Coverage Fath:
TH: 1 Night Service Destination:
COR: 1 MM Early Answer? n
SJecurity Code: Local Agent Preference? n

ISDN/SIP Caller Display:

2. Configure the Hunt Group to use the voicemail number, for example 32000.

fdisplay hunt-group 4

HUNT GROUP

Mes=zage Center: sip-adjunct

[Voice Mail Number Voice Mail Handle Fouting Digits
(e.g., AALR/ARS Access Code)
F3Z2000 (i 0]
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In this example of Hunt Group 4, 32000 is a number that the Communication
Manager dial plan routes to Session Manager, which routes it to Communication
Manager Messaging (CMM).

Configuring the Coverage Path Group

Before you begin
Configure the Hunt Group. See Configuring the Hunt Group on page 219.

About this task
Configure a Coverage Path Group with a single coverage point.

Procedure
1. Use the Communication Manager — System Access Terminal (SAT) interface add
coverage path command to add a new Coverage Path Group.

2. Set the value of Pointl to h4, the Hunt Group that routes calls to the voicemail
system. See Configuring the Hunt Group on page 219.

3. Set the value of the Number of Rings setting for Don’t Answer?.

O Important:

The Number of Rings setting for Don’t Answer? must be greater than the
agent’s Avaya Aura® Contact Center Call Presentation Class Return to Q timer.
This ensures that Avaya Aura® Contact Center maintains control of a customer
call which it has queued to an agent who does not answer the call for any reason.
If there are other agents available in the skillset who can handle the customer
call, it is better for Avaya Aura® Contact Center to re-queue the call to a different
agent than for that call to go to the first agent’s voicemail.

Example
Example of configuring the Coverage Path Group.
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Configuring the agent station

display coverage path 1

COVERAGE PATH

Coverage Path Number: 1
Cvyg Enabled for VDN Route-To FParty? n Hunt after Coverage? n
Next Path Number: Linkage

COVERAGE CRITERIA

Station/Group Status Inside Call Cutside Call
Aptive? n n
Busy? v v
IDDn't Answer ? b b Nurber of Rings: ﬂ
4117 1 1
DND/SAC,Goto Cover? v v
Holiday Coverage? n n

COVERAGE POINTS
Terminate to Coverage Pts. with Bridged Appearances? n

Pointl: h4 Rno: Fointi:
FPoint3: Foint4d:
Poinths: Foint6:

Configuring the agent station
Before you begin

* Create an agent extension. See Creating the agent extensions on page 54.

« Configure the Coverage Path Group. See Configuring the Coverage Path Group on
page 220.

About this task
Configure the agent station with a single coverage path.

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface
change station command to configure the agent station.
2. Set the coverage path to the Coverage Path group configured previously.

3. Ensure the Message Lamp ext setting equals the agent’s station number.

Example
Example of configuring the agent station.
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display station 15050

STATION
Extension: 15050 Lock Hessages? n ECC: O
Type: 9640 Security Code: 12345678 TH: 1
Port: 301095 |Caverage Parh 1: 1 COR: 1
Name: SM Super Coverage Path 2: coz: 1
Hunt-to Station:
STATICW OPTICNS
Time of Day Lock Table:
Lo=s2 Group: 19 Personalized Ringing Pattern: 1
IHessage Lamp Ext: 15050'
Speakerphone: Z-way Mute Button Enabled? v
Display Language: english Buctton Modules: 0O
Survivable GE Node Name:
Survivable COR: internal Hedia Complex Exc:
Survivable Trunk Dest? v IP SoftPhone? v

IF Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? vy

Configuring the agent mailbox

About this task
Configure the agent's mailbox for voice messaging.

Procedure

Configure the agent’'s mailbox in the normal way, referencing the relevant voice
messaging system documentation.
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Chapter 16: SIP Endpoints configuration

This section describes how to configure SIP users and how to automatically generate the corresponding
SIP stations on the Avaya Aura® Communication Manager.

Session Manager is managed using Avaya Aura® System Manager. Communication Manager (CM) is
administered using System Access Terminal (SAT).

Avaya Aura® Contact Center supports Communication Manager stations (phones) with a maximum of 2
Call Appearance lines per agent station. New Communication Manager stations are automatically created
with 3 Call Appearance lines, so if a station is to be used by an Avaya Aura® Contact Center agent, you
must configure the new station to have a maximum of 2 Call Appearance lines. You can use the Endpoint
Editor in Avaya Aura® System Manager to remove one of the Call Appearance lines.

Navigation

« Creating a new SIP User on page 223

* Verifying a SIP User using System Manager on page 226

« Verifying a SIP User station on Communication Manager on page 227

Creating a new SIP User

About this task

Create a new SIP User, register it with one or more Session Manager, and automatically
generate the corresponding SIP station on the primary Communication Manager.

Procedure
1. On the System Manager console, under Users, click User Management.
2. Click Manage Users in the left navigation pane.
3. On the User Management page, click New.
4. On the Identity tab, in the Last Name box, type the last name of the user.
5. In the First Name box, type the first name of the user.
6. In the Description box, type a short description of the user.
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7.

10.
11.
12.

13.

14.
15.

16.
17.

18.
19.
20.
21.
22.
23.
24,
25.
26.

27.

In the Login Name box, type a unique system login name for user.

For SIP sets type a unique name@domain.com using the appropriate SIP domain
in Session Manager. This name is used to create the user's primary handle.

From the Authentication Type list, select Basic.

In the Password box, type the password.

The password must start with a letter character. Type the password to be used to
log into the System Manager application.

In the Confirm Password box, retype the password.
In the Localized Display Name box, type the localized display nhame of the user.

In the Endpoint Display Name box, type the full text name of the user represented
in ASCII.

This supports displays that cannot handle localized text.

On the Communication Profile tab, in the Communication Profile Password
box, type the Communication profile password.

The password must be all numeric characters. This user uses this password to log
on to the phone. Remember this password, it is used later for the Endpoint Profile
Security code.

In the Confirm Password box, retype the password.

Onthe Communication Profile tab, in the Communication Address section, click
New.

From the Type list, select Avaya SIP.

In the Fully Qualified Address box, type the full extension humber of the SIP
phone.

From the list following the @ sign, select the appropriate domain.
Click Add.

Select the check box to the left of the entry you just added.

Click New.

From the Type list, select Avaya E.164.

In the Fully Qualified Address box, type the private handle.
From the list following the @ sign, select the appropriate domain.
Click Add.

Select the check the box to the left of Session Manager Profile.
The Session Manager Profile section is displayed.

From the Primary Session Manager list, Select the Session Manager instance to
be used as the home server for the currently displayed Communication Profile.
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28.

29.

30.

31.

32.

33.

34.

35.
36.
37.

38.

39.
40.

Creating a new SIP User

As a home server, the selected primary Session Manager instance is used as the
default access point for connecting devices associated with the Communication
Profile to the Aura® network.

From the Secondary Session Manager list, select the appropriate Session
Manager instance to be used as the backup server.

If a secondary Session Manager instance is selected, this Session Manager
provides continued service to SIP devices associated with this Communication
Profile in the event that the primary Session Manager is not available.

From the Origination Application Sequence list, select the appropriate
application sequence name that is used when calls are routed from this user. A
selection is optional.

© Note:
If both an origination and a termination application sequence are specified and
each contains a CM application, the CM must be the same in both sequences.

From the Termination Application Sequence list, select the appropriate
application sequence name used when calls are routed to this user from the drop-
down menu.

From the Survivability Server list, select the entity to be used for survivability.
For a Survivable Remote Session Manager, select the Survivable Remote
Session Manager SIP Entity.

From the Home Location list, select the Communication Manager server SIP Entity
to be used as the home location for call routing for this user.

Select the check the box to the left of Endpoint Profile.
The Endpoint Profile section is displayed.

From the System list, select the Communication Manager server on which you need
to add the endpoint.

From the Profile Type list, select Endpoint.
Clear the Use Existing Endpoints check box.

In the Extension box, type the extension for the endpoint on the Communication
Manager.

From the Template list, select the template (system defined or user defined) you
want to associate with the endpoint.

Select the template based on the set type you want to add. For a Session Manager
server, use the SIP version of the template (for example,
DEFAULT_9640SIP_CM_6_0).

In the Port box, type the relevant port number for the set type you select.

Select the Delete Endpoint on Unassign of Endpoint from User or Delete User
check box.

Avaya Aura® Contact Center — Avaya Aura® Unified Communications Integration 30 July 2012 225



SIP Endpoints configuration

41. Click Commit.

Procedure job aid

Use Avaya Aura® System Manager to create a new user. System Manager registers this user
with one or more Session Managers and automatically generates the User's station on the
Avaya Aura® Communication Manager.

AVAVA Avaya Aura® System Manager 6.1 Help 1About | Change Password | Log of f

admin

User Management * Home

User Managemeant Il Home /Users / User Management / Manage Users- New User Profile

Manage Users Helpz

Public Contacts New User Profile

Sharad Addresses

System Presence ACLs %
- Communication Profile Membership Contacts

Identity =
* Last Name: John
* First Name: [oe
Middle Name:

Description: Agent

* Login Name: doejohn
* Authentication Type: @
* Password: sesses
* Confirm Password: ssesss
Localized Display Name: chn

Endpoint Display Name: ohn

Figure 43: Example of adding a new User in System Manager

Verifying a SIP User using System Manager

About this task

Verify a SIP User is registered with one or more Session Managers using Avaya Aura® System
Manager.
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Verifying a SIP User station on Communication Manager

Procedure
1. On the System Manager console, under Elements, select Session Manager >
System Status > User Registrations.

2. Inthe table, click on Show in the row containing the Address or Login Name of the
user.

3. Verify that the information in the Registration Detail record is correct.

Procedure job aid

AVAVA Avaya Aura® System Manager 6.1 Htlp | About | Changs Passweoed | Log off admin
B h ke Ha AT N Paad Blanagiinent ¥ Hivine
Saiibten Hanaged Il Home fLlements § Seudon Manager [/ System States § User Begistrations- User Begistrations

Dashbaard sl ¥
Suvsion Manager User Reglstrations
Adminivtration Sl Frad 18 Bt Aonderateied 1 AT dirvebi. Ol i Detidi Db fi Ol mglite SRl it M
Communication Profies 3
Edior AST Devio =
p——— — N-uﬁir-m-‘-n-:-n: Reboot | [ Reload Fadback | Asof 1019 AM ke . .

Device and Location e P e Ty -
Conlguralion
Application 0
Conliguration
Syl Satus O Show  IDSSEsar e iom
SIP Entity Monitoriesy m] Shaw IR0 BeptreMccom 13N
Managrd Nardwidth o -
Llnsge
Srurity Ml

380 OjeFEg
ROOE & I[

"
ECDCE O
ooooofg

Saabus

Reghtration Sabprt AN, Mo
SATITATY

baer Mgl

Figure 44: Example of verifying the user is registered with a Session Manager

Verifying a SIP User station on Communication Manager
About this task

Verify a SIP User station is configured on the Communication Manager using the System
Access Terminal (SAT). Use the SAT utility to verify the station information entered using
System Manager was correctly added to the Communication Manager. Use the SAT utility to
verify the third-party call control (3PCC) and off-pbx-telephone station mapping details.

O Note:

Avaya Aura® Contact Center supports Communication Manager stations (phones) with a
maximum of 2 Call Appearance lines per agent station. New Communication Manager
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stations are automatically created with 3 Call Appearance lines, so if a station is to be used
by an Avaya Aura® Contact Center agent, you must configure the new station to have a
maximum of 2 Call Appearance lines.

Procedure

1.

a bk~ 0w

Using SAT, enter display station xxxxx, where xxxxx is the phone extension of the
user.

Verify that the station Type is set to SIP, for example 9640SIP.
Go to page 6 of the station form.
Verify that SIP Trunk is set to aar.

Enter display off-pbx-telephone stationmapping xxxxx, where xxxxx is the
phone extension of the user.

6. Verify that Type of 3PCC Enabled is set to Avaya.

. Verify that Trunk Selection for the phone extension is aar.

Verify that the station has a maximum of 2 Call Appearance lines.

If the station has 3 Call Appearance lines, you can use the Endpoint Editor in Avaya
Aura® System Manager to remove one of the Call Appearance lines.

Procedure job aid

display =station 220

Extension:
Type:
Fort:
Nee :

STATION OPTICNS

Display Language: english Button Modules: 0O

Survivable COR: internal
Survivable Trunk Dest? y IF SoftPhone? n

STATICON
22000 Lock Hessages? n ECC: 0O
9p405IP Security Code: 12345878 TH: 1
500026 Coverage PFath 1: COR: 1
Lapl Sip_setl Coverage Path 2: cos: 1

Hunt-to Station:
Time of Day Lock Table:

Loasa Group: 19
Message Lamp Ext: 22000

IF Video? n

Figure 45: Example of verifying the user station on the Communication Manager
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Chapter 17: Avaya Aura® Hotdesking
configuration

This section outlines hotdesking in an Avaya Aura® Communication Manager platform based contact
center.

The Avaya Aura® Communication Manager allows any agent to use their own credentials (extension
number and password) to log on to any designated station. The Avaya Aura® Communication Manager
then registers that station using the agent’s extension number and the agent can receive their calls on
that station’s phone.

Logging on to an Communication Manager station
Before you begin

« Using the Avaya Aura® Communication Manager System Parameters Customer-Options
screen, configure Personal Station Access (PSA).

About this task

Log on to an Avaya Aura® Communication Manager station using your extension number to
receive your phone calls.

Procedure

1. On the Avaya Aura® Communication Manager desk phone, press the Menu
button.
2. Scroll down to the Login option.

3. Enter your extension number and password credentials.
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Chapter 18: UUI data display configuration

SIP-based contact centers using a Communication Manager PABX can pass User-to-User Information
(UUI) data to agents’ station displays. For example, an agent’s station can display the Contact Center
skillset of a voice contact routed to them by Contact Center. The size of the UUI data forwarded by Contact
Center is limited to 96 characters. However, stations truncate the data to the number of characters that
their display supports. UUI data is hexadecimal-encoded, and as a result of this it supports only the ASCII
character set for agent names.

If the agent uses Agent Desktop, they can access UUI data on a voice contact by clicking the Work Item
Details button. Agent Desktop displays the data in the User to User Info field. The User to User Info
field displays up to 41 characters, and provides a tooltip showing all 96 characters.

In advanced solutions, for example contact centers that use Integrated Voice Response (IVR), itis possible
to program the UUI data attached to the call. Where the solution does not program the UUI data (that is,
the UUI field is not already in use), the station displays default data as follows:

* When Contact Center routes a call to an agent, the UUI data contains the skillset name.

* When an agent uses the Call Supervisor feature, the UUI data for the supervisor contains “CALL
SUPER” followed by the agent’s first name and last name.

« When an agent uses the Emergency feature, the UUI data for the supervisor contains
“EMERGENCY” followed by the agent’s first name and last name.

* When an agent makes a consult call (conference) from a voice contact, the UUI data for the consulted
agent contains “CONSULT” followed by the skillset name.

Configuring the Communication Manager for UUI data display

On the Communication Manager (CM), you make three configuration changes. You enable UUI sharing
on the trunk group between the Communication Manager and the Session Manager to which Contact
Center connects. On the Class of Restriction (COR) for the agent stations, you verify or change the
property for the Station Button display of UUI data. Finally you configure a button on each agent’s station
to display the data.

Depending on the station the agent uses, and the button that you set to display UUI data, the agent might
need to page their station display to see the data. For example, if you configure Button Assignment 3 for
UUI data, and the agent station has a two-button display, the agent needs to page the display to see the
data. If the agent station has a three-button display, then the agent sees the UUI data without paging.

Modifying the SIP Trunk Group for UUI Data

About this task

On the Avaya Aura® Communication Manager, modify the SIP Trunk Group for communication
between Communication Manager and the Avaya Aura® Session Manager.
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Procedure

1. Use the System Access Terminal (SAT) interface to modify the SIP Trunk Group for
the Session Manager.

2. Change the UUI Treatment setting to Shared.

change trunk-group 9
TRUNE FEATURES
ACL Assigrnment? n Measured: none
Maintenance Tests? ¥

MNunbering Format: private

UUI Treatient: shared

Maximum —ize of TUL Contents: 125
Replace Restricted Nuwbers? n
Replace Unsvailsbhle Nuwbers? n

Modify Tandem Calling Nuwber: no

Send UCID? n

Show ANIWERED EBY on Display? ¥

D3N Term? n

Changing Class Of Restriction Properties for UUI Data
Display

About this task

On the Avaya Aura® Communication Manager, change the Class of Restriction (COR) that the
agent stations use, so that it supports the display of UUI data.

Procedure
1. Use the System Access Terminal (SAT) interface to change the Class of Restriction
properties for the agents’ stations.

2. In the Class of Restriction, change the Station-Button Display of UUI IE Data
setting to Y.
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Creating a Button Assignment for UUI Data

change cor 1

CLASS OF RESTRICTICN

MF Incomwing Call Trace? n
Brazil Collect Call Blocking? n
Elock Transfer Display? n
Elock Enhanced Conference/Transfer Displays? n
Remote Logout of Agent? n
Station Lock COR: 1 ToD3L Release Interval (hours):

L3AT Uses 3tation Lock? n
Line Load Control: 1

Maximum Precedence Level: ro Preswptahle? ¥
MLPFP Service Domain:

|Statian—ButtDn Display of UUI IE Data? |
EEWiCE SELwing by Recording Device !

Can Force A Work State Change?

Work State Change Can Be Foroced?

= NI

[=RE-4

Creating a Button Assignment for UUI Data

About this task

On the Avaya Aura® Communication Manager, create a button assignment on each agent
station on which you want Contact Center to display UUI data.

Procedure

1. Use the System Access Terminal (SAT) interface to modify each agent’s station
record.

2. Create a button assignment with the value uui-info. This can be on any button
except button 1 or button 2.
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STATICH
SITE DATA
Room: Headset? n
Jack: Speaker? n
Cahle: Mounting: d
Floor: Cord Length: 0O
Building: Set Color:
ABEREVIATED DIALING
Li=tl: Li=tz: Li=t3:

BUTTCON ASSIGHMENTS
1: call-appr 4:
Z: zall-appr

[0, ]

volce-mail
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Chapter 19: Troubleshooting

This section describes the procedures you perform when handling Avaya Aura® Contact Center and Avaya
Aura® Unified Communications platform integration issues.

Prerequisites

» Ensure that your servers, client computers, and network meet the minimum system
requirements. For more information about hardware and network requirements, see
Avaya Aura® Contact Center Planning and Engineering (NN44400-210).

« Complete the Avaya Aura® Unified Communications platform pre-installation checklist.
For more information about the checklist, see Avaya Aura® Contact Center Installation
Checklist (NN44400-310).

» Complete the SIP-enabled Contact Center pre-installation checklist. For more
information, see Avaya Aura® Contact Center Installation Checklist (NN44400-310).

» Ensure that you have installed Contact Center correctly. For more information about
installing Contact Center, see Avaya Aura® Contact Center Installation
(NN44400-311).

Navigation

« Troubleshooting anonymous or invalid SIP headers on page 236

« Verifying Communication Manager stations (phones) on page 236

» Troubleshooting treatments when dialing the Contact Center Route Point Address on
page 237

* Troubleshooting routing calls from Contact Center to agents on Communication
Manager on page 238

« Troubleshooting when agents cannot log on to Agent Desktop on page 238
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Troubleshooting anonymous or invalid SIP headers

About this task

Troubleshoot when SIP From headers are populated with anonymous@anonymous.invalid
mailto:anonymous@anonymous.invalid.

Procedure

Ensure the agent workstations are added to the private/public numbering tables.
Adding agent workstations to the numbering tables ensures that the incoming SIP
requests contain “From” headers that contain the agent's Uniform Resource Identifier
(URI). For more information, see Adding agent workstations to the numbering

tables on page 57.

Verifying Communication Manager stations (phones)

About this task

To ensure proper integration and Contact Center control, Avaya Aura® Communication
Manager stations (phones) must be configured as follows:

« A maximum of 2 Call Appearance lines per agent station

* Restrict Last Appearance must be enabled on all agent stations
« Call Forwarding is not supported on agent stations

« Priority call feature is not support on agent stations

Perform the following checks on each Communication Manager station to be controlled by
Contact Center and used as an agent phone.

Procedure

1. Verify that each Communication Manager station has button number one configured
for Call Appearance, for example; BUTTON ASSIGNMENTS 1: call-appr.

2. Verify that each Communication Manager station has button number two configured
for Call Appearance, for example; BUTTON ASSIGNMENTS 2: call-appr.
3. Verify that Call Appearance is not set on the remaining buttons.

Two Call Appearance buttons are supported. Disable Call Appearance on the other
buttons.
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Troubleshooting treatments when dialing the Contact Center Route Point Address

4. Verify Restrict Last Appearance is enabled on all agent stations, for example;
Restrict Last Appearance? y.

5. Verify IP Softphone is enabled on all agent stations, for example; IP SoftPhone?
y.

Troubleshooting treatments when dialing the Contact
Center Route Point Address

About this task

Add the Contact Center Manager Server to the list of trusted hosts on the Avaya Aura® SIP
Enablement Services (SES) server. Add a Contact Center Manager Server (CCMS) routing
entry to the SES server. This indicates to SES which host (SIP endpoint) to send calls to, based
on the dialed number. Add contact details for the CCMS routing entry. This configures the SES
server to send calls to the CCMS when the calls match the map.

If you dial the Contact Center Route Point Address (RPA) and do not receive any treatments,
perform the following checks.

Procedure

1. Verify that the Contact Center Manager Server is a trusted host of the SIP
Enablement Services (SES) server.

For more information, see Adding Contact Center Manager Server as a SES trusted
host on page 67.

2. Verify that the SIP Enablement Services (SES) server has a routing entry to the
Contact Center Manager Server.

For more information, see Adding a routing entry for the Contact Center Manager
Server on page 68.

3. Verify that the SIP Enablement Services (SES) server has contact details for the
Contact Center Manager Server routing entry.

For more information, see Adding a contact for the Contact Center Manager Server
pattern on page 69.
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Troubleshooting routing calls from Contact Center to
agents on Communication Manager

About this task

If you cannot route calls from the Contact Center to agents on the Communication Manager,
perform the following checks.

On the SIP Enablement Services (SES) server, add a route entry to the Communication

Manager. The SES re-directs SIP contacts that match the route entry pattern to the
Communication Managet.

Add the Contact Center Manager Server to the list of trusted hosts on the SIP Enablement
Services (SES) server. SES does not authenticate SIP requests from trusted hosts.

Procedure

1. Verify that there is a routing entry from the SES to the Communication Manager.

For more information, see Adding a route entry to the Communication Manager on
page 65.

2. Verify that the Contact Center Manager Server is a trusted host of the SIP
Enablement Services (SES) server.

For more information, see Adding Contact Center Manager Server as a SES trusted
host on page 67.

Troubleshooting when agents cannot log on to Agent
Desktop

About this task
If agents cannot log on to Avaya Aura® Agent Desktop, perform the following checks.
Procedure

1. Verify that TR87 is enabled on the Avaya Aura® Application Enablement Services
(AES) server.

For more information, see Enabling TR87 on the AES on page 120.

2. Verify that you imported certificates into the AES server.

For more information see Importing a Certificate Authority root trusted certificate
into AES on page 128.
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Troubleshooting when agents cannot log on to Agent Desktop

3. Verify that you imported certificates into the AES server.
For more information see Importing a signed certificate into AES on page 131.

4. Ensure that the Contact Center Manager Server is a trusted host on the AES
server.

For more information, see Adding Contact Center Manager Server as a trusted host
on AES on page 133.

5. Ensure network connectivity is configured between the Avaya Aura® Unified
Communications platform, CCMS, and Agent Desktop computers in the network
and that all computers can ping each other.

6. Ensure that all Avaya Aura® Unified Communications platform and Contact Center
servers can communicate with each other by host name, Fully Qualified Domain
Name (FQDN), and IP address. Ensure that they can ping each other.
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