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Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Frontier Communications SIP Trunking and an Avaya SIP-enabled
enterprise solution. The Avaya solution consists of Avaya Aura® Session Border Controller,
Avaya Aura® Session Manager, Avaya Aura® Communication Manager Evolution Server,
and various Avaya endpoints. This documented solution does not extend to configurations
without the Avaya Aura® Session Border Controller or Avaya Aura® Session Manager.

Frontier Communications is a member of the Avaya DevConnect Service Provider program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between Frontier Communications SIP Trunking and an Avaya SIP-enabled enterprise
solution. The Avaya solution consists of Avaya Aura® Session Border Controller, Avaya
Aura® Session Manager and Avaya Aura® Communication Manager Evolution Server along
with various Avaya endpoints.

Customers using this Avaya SIP-enabled enterprise solution with Frontier Communications SIP
Trunking are able to place and receive PSTN calls via a broadband WAN connection and the SIP
protocol. This converged network solution is an alternative to traditional PSTN trunks such as
ISDN-PRI.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Communication
Manager, Session Manager and the Session Border Controller to connect to the public Internet
using a broadband connection. The enterprise site was configured to connect to Frontier
Communications SIP Trunking. This configuration (shown in Figure 1) was used to exercise the
features and functionality listed in Section 2.1.

Frontier Communications SIP Trunking passed compliance testing.

2.1. Interoperability Compliance Testing

To verify SIP Trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:

e Incoming PSTN calls to various Avaya phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All inbound PSTN calls were routed to
the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various Avaya phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All outbound PSTN calls were routed
from the enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya one-X Communicator (soft client).

e Avaya one-X Communicator supports two modes (Road Warrior and Telecommuter).
Each supported mode was tested. Avaya one-X Communicator also supports two Voice
Over IP (VoIP) protocols: H.323 and SIP. Each supported protocol was tested.

e Various call types including: local, long distance, international, outbound toll-free,

operator assisted calls and local directory assistance (411).

Codecs G.729A, G.711MU and G.711A.

G.711MU Fax.

DTMF transmission using RFC 2833.

Caller ID presentation and Caller ID restriction.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.
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Off-net call forwarding and mobility (extension to cellular).

Items not supported or not tested included the following:

Inbound toll-free international and emergency calls (911) are supported but were not
tested as part of the compliance test.

Operator services (0) and operator assisted calls (0 + 10 digits) were not supported in the
Frontier Communications test environment.

T.38 Fax is not supported.

Network Call Redirection using the SIP REFER method or a 302 response.

2.2. Test Results

Interoperability testing of Frontier Communications SIP Trunking was completed with
successful results for all test cases with the exception of the observations/limitations described

below.

Calling Party Number (PSTN transfers): The calling party number displayed on the
PSTN phone is not updated to reflect the true connected party on calls that are
transferred to the PSTN. After the call transfer is complete, the calling party number
displays the number of the transferring party and not the actual connected party. The
PSTN phone display is ultimately controlled by the PSTN provider, thus this behavior is
not necessarily indicative of a limitation of the combined Avaya/Frontier
Communications SIP Trunk solution. It is listed here simply as an observation.

No Support for G.729B: Frontier Communications SIP Trunk does not support G.729B
codec.

SIP Network REFER to an off-net extension is not supported: When a
Communication Manager vector is programmed to redirect an inbound call to a PSTN
number after the call is answered by an announcement, Frontier Communications SIP
Trunk will send a“403 Forbidden™ to the REFER SIP message and the call will drop.
Frontier Communications SIP Trunk does not support REFER messages.

SIP 302 Redirect Method is not supported: When a Communication Manager vector is
programmed to redirect an inbound call to a PSTN number before answering the call in
the vector with Network Call Redirection activated, Frontier Communications SIP Trunk
will send an ACK to the “302 Moved Temporarily” SIP message from the enterprise but
will not redirect the call to the new party in the Contact header of the 302 message. The
inbound call initiator hears a busy signal in this failure scenario.
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2.3. Support

For technical support on Frontier Communications SIP Trunking, contact Frontier using the
Customer Care links at www.frontier.com.

3. Reference Configuration

Figure 1 illustrates a sample Avaya SIP-enabled enterprise solution connected to Frontier
Communications. This is the configuration used for compliance testing.

The Avaya components used to create the simulated customer site included:
e HP DL360 Server running Communication Manager

Avaya G450 Media Gateway

HP DL360 Server running Session Manager

HP DL360 Server running System Manager

Avaya 9600-Series IP telephones (H.323 and SIP)

Avaya 4600-Series IP telephones (H.323)

Avaya 1600-Series IP telephones (H.323)

Avaya one-X Communicator (H.323 and SIP)

Avaya digital and analog telephones

Located at the edge of the enterprise is the Session Border Controller (SBC). It has a public side
that connects to the external network and a private side that connects to the enterprise network.
All STP and RTP traffic entering or leaving the enterprise flows through the SBC. In this way,
the SBC can protect the enterprise against any SIP-based attacks. The SBC provides network
address translation at both the IP and SIP layers. For security reasons, any actual public IP
addresses used in the configuration have been replaced with private IP addresses. Similarly, any
references to real routable PSTN numbers have also been changed to numbers that cannot be
routed by the PSTN.
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Figure 1: Avaya IP Telephony Network using Frontier Communications SIP Trunking

A separate trunk was created between Communication Manager and Session Manager to carry
the service provider traffic. This was done so that any trunk or codec setting required by the

service provider could be applied only to this trunk and not affect other enterprise SIP traffic. In
addition, this trunk carried both inbound and outbound traffic.

For inbound calls, the calls flow from the service provider to the SBC then to Session Manager.
Session Manager uses the configured dial patterns (or regular expressions) and routing policies
to determine the recipient (in this case the Communication Manager) and on which link to send
the call. Once the call arrives at Communication Manager, further incoming call treatment, such
as incoming digit translations and class of service restrictions may be performed.
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Outbound calls to the PSTN are first processed by Communication Manager and may be subject
to outbound features such as automatic route selection, digit manipulation and class of service
restrictions. Once Communication Manager selects the proper SIP trunk, the call is routed to
Session Manager. The Session Manager once again uses the configured dial patterns (or regular
expressions) to determine the route to the SBC. From the SBC, the call is sent to Frontier

Communications SIP Trunking.

Frontier Communications allows all North American Numbering Plan (NANP) numbers to be

dialed with either 10 digits or 11 digits (1 + 10).

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component Release
Avaya Aura® Communication Manager R016x.00.1.510.1
Avaya Aura® Messaging R016x.00.1.510.1

Avaya Aura® System Manager

6.1.0.0.7345-6.1.5.115

Avaya Aura® Session Manager

6.1.4.0.614005

Avaya Aura® Session Border Controller E362
Avaya G450 31.18.1
Avaya 4625SW IP Telephone (H.323) 2.9010

Avaya 1608 IP Telephone (H.323)

Avaya one-X Deskphone Value Edition 1.2.2

Avaya 9641 IP Telephone (H.323)

Avaya one-X Deskphone Edition 6.0

Avaya 9621 IP Telephone (SIP)

Avaya one-X Deskphone SIP Edition 6.0

Component

Avaya one-X Communicator (H.323 and SIP) 6.1.0.12
Avaya 2420 Digital Telephone n/a
Avaya 6210 Analog Telephone n/a

Release

Metaswitch

7.1.00

The specific configuration above was used for the compatibility testing.

Note: This solution will be compatible with other Avaya Server and Media Gateway platforms
running similar versions of Communication Manager and Session Manager.
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5. Configure Avaya Aura® Communication Manager

This section describes the procedure for configuring Communication Manager for Frontier
Communications SIP Trunking. A SIP trunk is established between Communication Manager
and Session Manager for use by signaling traffic to and from Frontier. It is assumed the general
installation of Communication Manager, Avaya G450 Media Gateway and Session Manager has
been previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation.

Note: IP addresses and phone numbers shown throughout these Application Notes have been
edited so that the actual IP addresses of the network elements and public PSTN numbers are not
revealed.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to the service
provider. The example shows that 12000 licenses are available and 259 are in use. The license
file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity.

display system-parameters customer-options Page 2 of 11
OPTIONAL FEATURES
IP PORT CAPACITIES USED
Maximum Administered H.323 Trunks: 12000 O
Maximum Concurrently Registered IP Stations: 18000 4
Maximum Administered Remote Office Trunks: 12000 O
Maximum Concurrently Registered Remote Office Stations: 18000 O
Maximum Concurrently Registered IP eCons: 128 0
Max Concur Registered Unauthenticated H.323 Stations: 100 0
Maximum Video Capable Stations: 18000 O
Maximum Video Capable IP Softphones: 18000 O
Maximum Administered SIP Trunks: 12000 259
Maximum Administered Ad-hoc Video Conferencing Ports: 12000 O
Maximum Number of DS1 Boards with Echo Cancellation: 522 0
Maximum TN2501 VAL Boards: 10 0
Maximum Media Gateway VAL Sources: 250 1
Maximum TN2602 Boards with 80 VoIP Channels: 128 0
Maximum TN2602 Boards with 320 VoIP Channels: 128 0
Maximum Number of Expanded Meet-me Conference Ports: 300 0
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 9 0of 76
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5.2. System Features

Use the change system-parameters feature command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint.
If for security reasons, incoming calls should not be allowed to transfer back to the PSTN then

leave the field set to none.

change system-parameters features Page 1
FEATURE-RELATED SYSTEM PARAMETERS
Self Station Display Enabled? y
Trunk-to-Trunk Transfer: all
Automatic Callback with Called Party Queuing? n

Automatic Callback - No Answer Timeout Interval (rings): 3
Call Park Timeout Interval (minutes): 10
Off-Premises Tone Detect Timeout Interval (seconds): 20

AAR/ARS Dial Tone Required? vy

of 19

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.

The compliance test used the value of anonymous for both.

display system-parameters features Page 9 of 19
FEATURE-RELATED SYSTEM PARAMETERS
CPN/ANI/ICLID PARAMETERS
CPN/ANI/ICLID Replacement for Restricted Calls: anonymous
CPN/ANI/ICLID Replacement for Unavailable Calls: anonymous
DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n
INTERNATIONAL CALL ROUTING PARAMETERS
Local Country Code: 1
International Access Code: 011
ENBLOC DIALING PARAMETERS
Enable Enbloc Dialing without ARS FAC? n
CALLER ID ON CALL WAITING PARAMETERS
Caller ID on Call Waiting Delay Timer (msec): 200
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 10 of 76
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5.3. IP Node Names

Use the display node-names ip command to verify that node names have been previously
defined for the IP addresses of the Communication Manager (procr) and for Session Manager
(SM). These node names will be needed for defining the service provider signaling group in
Section 5.6.

display node-names ip Page 1 of 2
IP NODE NAMES
Name IP Address
SM 10.80.150.206
default 0.0.0.0
procr 10.80.150.225
procr6 HH

5.4. Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 2 was used for this
purpose. Frontier Communications SIP Trunking supports G.729A and G.711MU. Thus, these
codecs were included in this set, in order of preference. The order of preference is defined by the
end customer. In the example below G.729A and G.711MU was entered in the Audio Codec
column of the table. Default values can be used for all other fields.

change ip-codec-set 2 Page 1 of 2
IP Codec Set

Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
1: G.729A n 2 20
2: G.711MU n 2 20

3:

Since T.38 fax is not supported, set the Fax Mode to off.

change ip-codec-set 2 Page 2 of 2
IP Codec Set

Allow Direct-IP Multimedia? n

Mode Redundancy
FAX off 0
Modem off 0
TDD/TTY Us 3
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 11 of 76
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5.5. IP Network Region

Create a separate IP network region for the service provider trunk. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test, IP-
network-region 2 was chosen for the service provider trunk. IP network region 1 is the default IP
network region and encompasses the rest of the enterprise. Use the change ip-network-region 2
command to configure region 2 with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is avayalab.com. This name appears in the “From”
header of SIP messages originating from this IP region.

e Enter a descriptive name in the Name field.

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gateway. Set both
Intra-region and Inter-region IP-IP Direct Audio to yes. This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

e Set the Codec Set field to the IP codec set defined in Section 5.4.

e Default values can be used for all other fields.

change ip-network-region 2 Page 1 of 20
IP NETWORK REGION
Region: 2

Location: 1 Authoritative Domain: avayalab.com

Name: SIP TRUNK
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes

Codec Set: 2 Inter-region IP-IP Direct Audio: yes
UDP Port Min: 2048 IP Audio Hairpinning? n

UDP Port Max: 3329
DIFFSERV/TOS PARAMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.l1p Priority: 6
Audio 802.l1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDPOINTS RSVP Enabled? n
H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-Alive Interval (sec): 5
Keep-Alive Count: 5
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On Page 4, define the IP codec set to be used for traffic between region 2 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The example
below shows the settings used for the compliance test. It indicates that codec set 2 will be used
for calls between region 2 (the service provider region) and region 1 (the rest of the enterprise).

change ip-network-region 2 Page 4 of 20

Source Region: 2 Inter Network Region Connection Management I M
G A t

dst codec direct WAN-BW-1limits Video Intervening Dyn A G ©

rgn set WAN Units Total Norm Prio Shr Regions CAC R L e

1 2 y NoLimit n t

2 2

3

4

5.6.

Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and Session Manager for use by the service provider trunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling group 1 was used for this purpose and was configured using the
parameters highlighted below.

Set the Group Type field to sip.

Set the IMS Enabled field to n. This specifies the Communication Manager will serve
as an Evolution Server for Session Manager.

Set the Transport Method to the recommended default value of tls (Transport Layer
Security).

Set the Near-end Listen Port and Far-end Listen Port to a valid unused port instead of
the default well-known port value. (For TLS, the well-known port value is 5061). This
is necessary so the SM can distinguish this trunk from the trunk used for other enterprise
SIP traffic. For ease of troubleshooting, the compliance test was conducted with the
Transport Method set to tcp and the Near-end Listen Port and Far-end Listen Port
set to 5070. (For TCP, the well-known port value is 5060).

Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer as a Session
Manager.

Set the Near-end Node Name to procr. This node name maps to the IP address of the
Communication Manager as defined in Section 5.3.

Set the Far-end Node Name to SM. This node name maps to the IP address of Session
Manager as defined in Section 5.3.

Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.5.
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e Set the Far-end Domain to the domain of the enterprise.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk.

e Set Initial IP-IP Direct Media? to n.

e Set the DTMF over IP field to rtp-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

e Default values may be used for all other fields.

add signaling-group 1 Page 1 of 1
SIGNALING GROUP

Group Number: 1 Group Type: sip
IMS Enabled? n Transport Method: tcp
Q-SIP? n SIP Enabled LSP? n

IP Video? n Enforce SIPS URI for SRTP? y
Peer Detection Enabled? y Peer Server: SM

Near-end Node Name: procr Far-end Node Name: SM
Near-end Listen Port: 5070 Far-end Listen Port: 5070
Far-end Network Region: 10

Far-end Domain: avayalab.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n

DTMF over IP: rtp-payload Direct IP-IP Audio Connections? y

Session Establishment Timer (min): 3 IP Audio Hairpinning? n

Enable Layer 3 Test? y Initial IP-IP Direct Media? n

H.323 Station Outgoing Direct Media? n Alternate Route Timer (sec): 6
DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 14 of 76
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 1 was configured using the parameters
highlighted below.

e Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (TAC) that is consistent with the existing dial plan
in the TAC field.

e Set the Service Type ficld to public-ntwrk.

e Set Member Assignment Method to auto.

e Set the Signaling Group to the signaling group shown in the previous step.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

add trunk-group 1 Page 1 of 21
TRUNK GROUP

Group Number: 1 Group Type: sip CDR Reports: y
Group Name: SIP Trunk to SP COR: 1 TN: 1 TAC: *01
Direction: two-way Outgoing Display? n
Dial Access? n Night Service:
Queue Length: 0
Service Type: public-ntwrk Auth Code? n

Member Assignment Method: auto
Signaling Group: 1
Number of Members: 10

On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITEs must be sent
to keep the active session alive. For the compliance test, the value of 600 seconds was used.

add trunk-group 1 Page 2 of 21
Group Type: sip

TRUNK PARAMETERS
Unicode Name: auto
Redirect On OPTIM Failure: 5000

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval (sec): 600

Disconnect Supervision - In? y Out? y
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On Page 3, set the Numbering Format field to public. This field specifies the format of the
calling party number (CPN) sent to the far-end.

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block. For outbound calls, these same settings request that CPN
block be activated on the far-end destination if a local user requests CPN block on a particular
call routed out this trunk. Default values were used for all other fields.

add trunk-group 1 Page 3 of 21
TRUNK FEATURES
ACA Assignment? n Measured: none
Maintenance Tests? y

Numbering Format: public
UUI Treatment: service-provider
Replace Restricted Numbers? y

Replace Unavailable Numbers? y

Modify Tandem Calling Number: no

Show ANSWERED BY on Display? y

On Page 4, set the Network Call Redirection field to n. This disables the unsupported Refer
and 302 features as described in Section 2.2. Set the Send Diversion Header field toy. This
field provides additional information to the network if the call has been re-directed. This is
needed to support call forwarding of inbound calls back to the PSTN and some Extension to
Cellular (EC500) call scenarios. Set the Support Request History field to n.

Set the Telephone Event Payload Type to 101, the value preferred by Frontier
Communications.

add trunk-group 1 Page 4 of 21
PROTOCOL VARIATIONS

Mark Users as Phone?

Prepend '+' to Calling Number?

Send Transferring Party Information?
Network Call Redirection?

Send Diversion Header?

Support Request History?

Telephone Event Payload Type:

RB B DB D

Convert 180 to 183 for Early Media? n
Always Use re-INVITE for Display Updates? n
Identity for Calling Party Display: P-Asserted-Identity
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5.8. Inbound Routing

In general, the incoming call handling treatment for a trunk group can be used to manipulate the
digits received for an incoming call if necessary. Since Session Manager is present, Session
Manager can be used to perform digit conversion using an Adaptation, and digit manipulation
via the Communication Manager incoming call handling table may not be necessary. If the DID
number sent by Frontier Communications is unchanged by Session Manager, then the DID
number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group. Use the change inc-call-handling-trmt trunk-group command to create
an entry for each DID. As an example, the following screen illustrates a conversion of DID
number 5855551234 to extension 12001.

change inc-call-handling-trmt trunk-group 1 Page 1 of 30
INCOMING CALL HANDLING TREATMENT

Service/ Number Number Del Insert

Feature Len Digits

public-ntwrk 10 5855551234 10 12001

public-ntwrk 10 5855551235 10 12002

public-ntwrk 10 5855551236 10 12003

public-ntwrk 10 5855551237 10 12004

public-ntwrk 10 5855551238 10 12005

public-ntwrk
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5.9. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since public
numbering was selected to define the format of this number (Section 5.7), use the change
public-unknown-numbering command to create an entry for each extension which has a DID
assigned. The DID number will be one assigned by the SIP service provider. It is used to

authenticate the caller.

In the sample configuration, four DID numbers were assigned for testing. These four numbers
were assigned to the four extensions 12001, 12002, 12003 and 12004. Thus, these same DID
numbers were used in the outbound calling party information on the service provider trunk when

calls were originated from these four extensions.

change public-unknown-numbering 1 Page 1 of 2
NUMBERING - PUBLIC/UNKNOWN FORMAT
Total
Ext Ext Trk CPN CPN
Len Code Grp (s) Prefix Len
Total Administered: 14
5 1 5 Maximum Entries: 9999
5 2 5
5 3 5 Note: If an entry applies to
5 4 5 a SIP connection to Avaya
5 5 5 Aura (tm) Session Manager,
5 6 5 the resulting number must
5 7 5 be a complete E.164 number.
5 8 5
5 12 1 15855551234 11
5 13 1 15855551234 11
5 12001 1 15855551234 11
5 12002 1 15855551235 11
5 12003 1 15855551236 11
5 12004 1 15855551237 11
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an outside line.
This common configuration is illustrated below. Use the change dialplan analysis command to
define a dialed string beginning with 9 of length 1 as a feature access code (fac).

change dialplan analysis Page 1 of 12
DIAL PLAN ANALYSIS TABLE
Location: all Percent Full: 2

Dialed Total Call Dialed Total Call Dialed Total Call
String Length Type String Length Type String Length Type
1 attd
ext
ext
ext
ext
ext
ext
ext
ext
fac
dac
dac

H X O 0 Jo bW O
W w kKo oo orago ool

Use the change feature-access-codes command to configure 9 as the Auto Route Selection
(ARS) — Access Code 1.

change feature-access-codes Page 1 of 10
FEATURE ACCESS CODE (FAC)
Abbreviated Dialing Listl Access Code: *10
Abbreviated Dialing List2 Access Code: *12
Abbreviated Dialing List3 Access Code: *13
Abbreviated Dial - Prgm Group List Access Code: *14
Announcement Access Code: *19
Answer Back Access Code:

Auto Alternate Routing (AAR) Access Code: *00

Auto Route Selection (ARS) - Access Code 1: 9 Access Code 2:
Automatic Callback Activation: *33 Deactivation: #33
Call Forwarding Activation Busy/DA: *30 All: *31 Deactivation: #30
Call Forwardina Enhanced Status: Act : Deactivation:
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 2.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 1 which contains the SIP trunk to the service provider (as defined next).

change ars analysis 1

Dialed
String

1303

1502

1720

1800

1866

1877

1888

1908

411

555

Total
Min Max
11 11
11 11
11 11
11 11
11 11
11 11
11 11
11 11
10 10
10 10
10 10
3 3
10 10
7 7
10 10

Route
Pattern

1

RFRRPRPRRPRRBRRERRERRBERBERPR

[
o
=}

=

ARS DIGIT ANALYSIS TABLE

Location: all

Call
Type
fnpa
fnpa
fnpa
fnpa
fnpa
fnpa
fnpa
fnpa
hnpa
hnpa
hnpa
svecl
hnpa
hnpa
hnpa

Node
Num

Percent Full: O

ANI

o
()
Q

Q.

D8 B3B8BB8BB3BB3B8B3B838

Page 1 of 2
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the

values used for route pattern 1 during the compliance test.

e Pattern Name: Enter a descriptive name.
e Grp No: Enter the outbound trunk group for the SIP service provider. For the
compliance test, trunk group 1 was used.

e FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to
this trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: 1 The prefix mark (Pfx Mrk) of one will prefix any FNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10
digits are sent to the service provider for long distance North American Numbering
Plan (NANP) numbers. All HNPA 10 digit numbers are left unchanged.

change route-pattern 1 Page 1 of 3
Pattern Number: 1 Pattern Name: SIP TRUNK for SP
SCCAN? n Secure SIP? n
Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QSIG
Dgts Intw
1: 1 1 n user
28 n user
3: n user
4: n user
5: n user
6: n user
BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM No. Numbering LAR
012M4wW Request Dgts Format
Subaddress
l: yyyyyn n rest none
2: yyyyyn n rest none
3: yyyyyn n rest none
4: yyyyyn n rest none
5: yyyyyn n rest none
6: yyyyyn n rest none
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Use the change ars digit-conversion command to manipulate the routing of dialed digits that
match the DID numbers provided by Frontier Communications to prevent these calls from going
out the PSTN and using unnecessary SIP trunk resources. The example below shows the DID

numbers converted to 5 digit extensions.

Matching Pattern

5855551234
5855551235
5855551236
5855551237
5855551238

change ars digit-conversion 0

ARS DIGIT CONVERSION TABLE

Min Max

10
10
10
10
10

10
10
10
10
10

Del

10
10
10
10
10

Location: all

Replacement String

12000
12001
12002
12003
12004

Page

Percent Full: 0

Net

ext
ext
ext
ext
ext

Conv ANI Reqg

KK

1 of 2

[= = T = B = =}

5.11. Saving Communication Manager Configuration Changes
The command save translation all can be used to save the configuration.

Success

save translation all

SAVE TRANSLATION

Command Completion Status

Error Code

0

DDT; Reviewed:
SPOC 2/7/2012

Solution & Interoperability Test Lab Application Notes

©2012 Avaya Inc. All Rights Reserved.

22 of 76
FTRCMSMAASBC



6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain
Logical/physical Location that can be occupied by SIP Entities
SIP Entities corresponding to Communication Manager, the SBC and Session Manager

Entity Links, which define the SIP trunk parameters used by Session Manager when routing
calls to/from SIP Entities

e Routing Policies, which control call routing between the SIP Entities

¢ Dial Patterns, which govern to which SIP Entity a call is routed

e Session Manager Instance, corresponding to the Session Manager Server to be administered
by System Manager.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.
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6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL https://<ip-address>/SMGR, where <ip-address> is the IP address of
System Manager. Log in with the appropriate credentials and click on Log On (not shown).
The screen shown below is then displayed.

AVAYA

Administrators
Manage Administrative Users
Groups & Roles
Manage groups, roles and assign roles
to users
Synchronize and Import
Synchronize users with the enterprise
directory, import users from file
User Management
Manage users, shared user resources
and provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Routing
Network Routing Policy
Session Manager
Session Manager Element Manager
SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off admin

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System
objects

Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

AVAYA

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions
Defaults

Step 2: Create "Locations”

Step 4: Create "SIP Entities”

Avaya Aura® System Manager 6.1

Routing Home
Routing fll Home /Elements / Routing- Introduction to Network Routing Policy
Domains Help 2
" Introduction to Network Routing Policy
Locations
Adaptations Network Routing Pelicy consists of several routing applications like "Domains’, "Locations', "SIP Entities', etc.
SIP Entities The recommended order to use the routing applications (that maans the overall routing warkflow) to configurs your network configuration is as
Entity Links follows:

Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP)

Step 3: Create "Adaptations”

- SIP Entities that are used as "Outbound Proxies” e.. a certain "Gateway” or "SIP Trunk"
- Create all "other SIP Entities” (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriats 'Locations”, 'Adaptations” and "Outbound Proxies”
Step 5: Create the "Entity Links"
- Between Session Managers
- Between Session Managers and "other SIP Entities”
Step 6: Create "Time Ranges"
- Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies"
- Assign the appropriate "Routing Destination” and "Time Of Day"
(Time OF Day = assign the appropriate "Time Range” and define the "Ranking”)

Step 8: Create "Dial Pattems"

Help | About | Change Password | Log off admin

x
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6.2. Specify SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise domain (avayalab.com).
Navigate to Routing - Domains and click the New button in the right pane (not shown). In the
new right pane that appears, fill in the following:

e Name: Enter the domain name.
e Type:  Select sip from the pull-down menu.

e Notes:  Add a brief description (optional).

Click Commit. The screen below shows the entry for the avayalab.com domain.

"Il Home fElements / Routing / Domains- Domain Management
Help ?
Domain Management [ Cammit “ Cancel ]
1 Item Refresh Filter: Enable
MName Type Default MNotes
* |avayalab.com [
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6.3. Add Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing > Locations in the left-hand navigation pane and click the New button in the right pane
(not shown).

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name for the location.
e Notes:  Add a brief description (optional).

The Location Pattern was not populated. The Location Pattern is used to identify call routing
based on IP address. Session Manager matches the IP address against the patterns defined in this
section. If a call is from a SIP Entity that does not match the IP address pattern then Session
Manager uses the location administered for the SIP Entity. In this sample configuration
Locations are added to SIP Entities (Section 6.4), so it was not necessary to add a pattern.

The screen below shows the addition of Location 150 _SM, this location will be used for
Session Manager. Click Commit to save.

MiHome / Elements / Routing / Locations - Location Details

Help ?
Location Details Commit| |Cancel

Call Admission Control has been set to ignaore SDP. All calls will be counted using the Default Audio Bandwidth,
see SE5s5i0n Manager -= Session Manager Administration -» Global Setting

General

* Mame: |Location_150_SM

Notes: |Session Manager

Overall Managed Bandwidth

Managed Bandwidth Units: Khitfsec

Total Bandwidth:

Per-Call Bandwidth Parameters

* Default Audio Bandwidth: 20 |Khitfsec

Location Pattern

0 Items | Refresh Filter: Enable
IP Address Pattern Notes
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Note: Call bandwidth management parameters should be set per customer requirement.

Repeat the preceding procedure to create a separate Location for the Communication Manager
and SBC. Displayed below is the screen for Location_150 CM used for Communication

Manager.
Routing MiHome / Elements / Routing / Locations - Location Details
D i Help ?
omafns Location Details Commit| [Cancel
Locations

Adaptations

SIP Entities

Entity Links

Time Ranges
Routing Policies
Dial Patterns
Regular Expressions

Defaults

Call Adrnission Control has been set to ignore SDP. All calls will be counted using the Default Audic Bandwidth,
Ses SE5si0n Manager - Session Manager Administration -= Global Setting

General

* Name: |Location_150_CM

Motes: |Communication Manager

Overall Managed Bandwidth

Managed Bandwidth Units: Kbit/sec

Total Bandwidth:

Per-Call Bandwidth Parameters

* pDefault Audio Bandwidth: 20| |Kbitfsec v

Below is the screen for AA-SBC_150 used for SBC.

MlHome / Elements / Routing / Locations - Location Details

Routing
- ) Help ?
omains Location Details Commit| [Cancel
Locations
Adaptations Call Admission Control has been set to ignore SDP, All calls will be counted using the Default Audio Bandwidth,
" See SE55i0n Manager -» Session Manager Administration -= Global Setting
SIP Entities
Entity Links General
Time Ranges
* Name: AA-SBC_150
Routing Policies
Dial Patterns MNotes: Aura SBC for Loc 150
Regular Expressions
Defaults Overall Managed Bandwidth
Managed Bandwidth Units: Khit/sec w
Total Bandwidth:
Per-Call Bandwidth Parameters
* Default Audio Bandwidth: 20| | kbitfsac
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6.4. Add SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it which includes Communication Manager and the SBC. Navigate to Routing = SIP
Entities in the left-hand navigation pane and click on the New button in the right pane (not

shown).

In the General section, enter the following values. Use default values for all remaining fields:

e Name:

Enter a descriptive name.

e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for SIP
signaling.

e Type:

Enter Session Manager for Session Manager, CM for

Communication Manager and SIP Trunk for the SBC.

e Adaptation:

This field is only present if Type is not set to Session Manager.

If applicable, select the Adaptation Name that will be applied to
this entity.

e Location:
e Time Zone:

Select one of the locations defined previously.
Select the time zone for the location above.

The following screen shows the addition of Session Manager. The IP address of the Session
Manager signaling interface is entered for FQDN or IP Address.

MIHome / Elements / Routing / SIP Entities - SIP Entity Details

Help ?
SIP Entity Details Commit
General
* Name: ASM
* FQDM or IP Address: |10.20.150.206
Type: |Session Manager
Motes: |Session Manager
Location: |Location_150_SM v
Qutbound Proxy: ~
Time Zone: |aAmerica/Denver b
Credential name:
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration [+
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To define the ports used by Session Manager, scroll down to the section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. This section
defines a default set of ports that Session Manager will use to listen for SIP requests, typically
from registered SIP endpoints. Session Manager can also listen on additional ports defined
elsewhere such as the ports specified in the SIP Entity Link definition in Section 6.5.

In the section, click Add and enter the following values. Use default values for all
remaining fields:

e Port: Port number on which Session Manager can listen for SIP
requests.

e Protocol: Transport protocol to be used to send SIP requests.
e Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Click Commit to save.

For the compliance test, four Port entries were added. Although UDP was added for SIP clients,
only the TCP and TLS ports were used by Session Manager in the reference configuration.

Port

4 Items | Refresh Filter: Enable
] _ Protocol Default Domain Motes

| S0A0 UDF w avayalab.com v

| S0a0 TCP avayalab.com ¥

Fl 5061 TLS w avayalab.com W

Fl 5070 TCP W avavalab.com w

Select : &ll, Mone

* Input Required
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The following screen shows the addition of Communication Manager. In order for Session
Manager to send SIP service provider traffic on a separate entity link to Communication
Manager, a new SIP entity is created separate from the one created at Session Manager
installation for use with all other SIP traffic. The FQDN or IP Address ficld is set to the IP
address of the Communication Manager.

MlHome / Elements / Routing / SIP Entities - SIP Entity Details

Help ?
SIP Entity Details Cormmit| |Cancel
General
* Name: CMG01-TG1-Locls0
* FQDM or IP Address: [10.80.150.225
Type: [CM
MNotes: |[CM Trunk Group 1 for SP Trunks
Adaptation: e
Location: |Location_150_CM
Time Zone: | America/Denver ¥
Override Port & Transport with DNS 0
SEV:
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: |none %
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration %
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The following screen shows the addition of the SBC SIP Entity. The FQDN or IP Address field
is set to the IP address of its private network interface (see Figure 1). The Location is set to the
one defined for the SBC in Section 6.3. Link Monitoring Enabled was selected for SIP Link
Monitoring using the specific time settings for Proactive Monitoring Interval (in seconds) and
Reactive Monitoring Interval (in seconds) for the compliance test. These time settings should
be adjusted or left at their default values per customer needs and requirements.

AlHome / Elements / Routing / SIP Entities - SIP Entity Details
Help 2
SIP Entity Details
General
* Name: AA-SBCOL
* FQDM or IP Address: |10.80.150.253
Type: | SIP Trunk
Motes: |Awvaya Aura SBC Loc 150
Adaptation: A
Location: | AA-SBC_150 ¥
Time Zone: | America/Denver hd
Override Port & Transport with DNS |
SRY:
* SIP Timer B/F (in seconds): |4
Credential name:
Call Detail Recording: |egress +
SIP Link Monitoring
SIP Link Monitoring: | Link Monitoring Enabled b
* Proactive Monitoring Interval (in o00
seconds):
* Reactive Monitoring Interval (in 150
seconds):
* Number of Retries: |1
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6.5. Add Entity Links

A SIP trunk between Session Manager and a telephony system is described as an Entity Link.
Two Entity Links were created; one to the Communication Manager for use only by service
provider traffic and one to the SBC. To add an Entity Link, navigate to Routing - Entity
Links in the left-hand navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

Name:

Protocol:
Port:

Port:

Trusted:

SIP Entity 1:

SIP Entity 2:

Enter a descriptive name.

Select Session Manager.

Select the transport protocol used for this link.

Port number on which Session Manager will receive SIP requests from
the far-end. For the Communication Manager, this must match the
Far-end Listen Port defined on the Communication Manager signaling
group in Section 5.6.

Select the name of the other system. For the Communication Manager,
select the Communication Manager SIP Entity defined in Section 6.4.
Port number on which the other system receives SIP requests from
Session Manager. For the Communication Manager, this must match the
Near-end Listen Port defined on the Communication Manager signaling
group in Section 5.6.

Check this box. Note: If this box is not checked, calls from the associated
SIP Entity specified in Section 6.4 will be denied.

Click Commit to save. The following screens illustrate the Entity Links to Communication
Manager and the SBC. It should be noted that in a customer environment the Entity Link to
Communication Manager would normally use TLS. For the compliance test, TCP was used to
aid in troubleshooting since the signaling traffic would not be encrypted. The protocol and ports
defined here must match the values used on the Communication Manager signaling group form

in Section 5.6 and the SBC in Section 7.1.4.

Entity Link to Communication Manager:

PMIHome / Elements / Routing / Entity Links - Entity Links

Entity Links

4

* Input Required

1 Item Refresh Filter: Enable

Name SIP ENtitY | piotocol | Port SIP Entity 2 Port EEIIEEED
1 Policy

* | ASM_CME0D1-TG1-Lo *ASM W TCP * 5070 * | CMB01-TGl-Locl50 W * 5070 Trusted hat

Help ?
Cormit] |Cancel

3

Cornmit] |Cancel
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Entity Link to the SBC:

MlHome / Elements / Routing / Entity Links - Entity Links

Help ?
Entity Links Caommit] [Cancel
1 Item | Refresh Filter: Enable
Name SIP Entity | pintacol | Port SIP Entity 2 Port CEMDEITE
1 Policy
* |ASM_AA-SBCO1_S06 * | ASM W TP (w * B0A0 * | AA-SBECOL w * B0AN Trusted -
< >
* Input Required Commit] [Cancel

6.6. Add Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.4. Two routing policies must be added; one for Communication Manager
and one for the SBC. To add a routing policy, navigate to Routing <> Routing Policies in the
left-hand navigation pane and click on the New button in the right pane (not shown). The screen
below is displayed. Fill in the following:

In the General section, enter the following values. Use default values for all remaining fields:
e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select
(not shown). The selected SIP Entity displays on the Routing Policy Details page as shown
below. Use default values for remaining fields. Click Commit to save.

DDT; Reviewed: Solution & Interoperability Test Lab Application Notes 33 0of 76
SPOC 2/7/2012 ©2012 Avaya Inc. All Rights Reserved. FTRCMSMAASBC



The following screens show the Routing Policies for Communication Manager and SBC.

MiHome / Elements f Routing / Routing Policies - Routing Policy Details

Help ?
Routing Policy Details Commit] [Cancel

General
* Name: |[To-CME01-TGE1-LOC150

Disabled: []

Notes: |Trunk Group 1 for SIP S

SIP Entity as Destination

Name FODN or IP Address Type Notes
CMe01l-TG1-Locls0 10.80.150.225 M M Trunk Group 1 for SP Trunks

MlHome / Elements / Routing / Routing Policies - Routing Policy Details

Help ?
Routing Policy Details Commit

General
* mame: To_aas-SBCO1

Disabled: []

Motes:

SIP Entity as Destination

Name FQDN or IP Address Type Notes
AL-SBCO1 10.80.150.253 SIP Trunk Avaya Aura SBC Loc 150

6.7. Add Dial Patterns

Dial Patterns are needed to route calls through Session Manager. For the compliance test, dial
patterns were needed to route calls from Communication Manager to Frontier Communications
and vice versa. Dial Patterns define which route policy will be selected for a particular call
based on the dialed digits, destination domain and originating location. To add a dial pattern,
navigate to Routing = Dial Patterns in the left-hand navigation pane and click on the New
button in the right pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values. Use default values for all remaining fields:
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e Pattern: Enter a dial string that will be matched against the Request-URI of the

call.
e Min: Enter a minimum length used in the match criteria.
e Max: Enter a maximum length used in the match criteria.
e SIP Domain:  Enter the destination domain used in the match criteria.
¢ Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.
Two examples of the dial patterns used for the compliance test are shown below. The first

example shows that 11 digit dialed numbers that begin with 1 originating from
Location_150_CM uses route policy To_ AA-SBCO01.

M Home / Elements / Routing / Dial Patterns - Dial Pattern Details
Help ?
Dial Pattern Details Commit] [Cancel
General
* pattern: |1
* Min: 11
* Max: 11
Emergency Call: []
SIP Domain: | -ALL- b
Motes: 1+ OUTBOUND
Originating Locations and Routing Policies
1 Item | Refresh Filter: Enahle
Originating Routing Routing Routing Routing
] Originating Location Mame 1 Location Policy Rank 7 Policy Policy Policy
Motes Mame Disabled Destination Motes
" Cormrnunication  To_&A4- ;
|:| Lacation_150_CM Manager Bl o AA-SBCOL
< >
Select : All, None
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The second example shows that a 10 digit number 5855551234 to domain avayalab.com and
originating from AA-SBC_150 uses route policy To-CM601-TG1-LOC150. This is a DID
number assigned to the enterprise from Frontier Communications.

MilHome / Elements / Routing / Dial Patterns - Dial Pattern Details
Help ?
Dial Pattern Details Comrit] [Cancel
General
* Pattern: S25E5L1234
* Min: |10
* Max: (10
Emergency Call: []
SIP Domain: |avayalab.com (v
Motes: [DID to 12001
Originating Locations and Routing Policies
1 Item | Refresh Filzer: Enahble
Originating Routing Routing Routing Routing
] Originating Location Mame 1 Location Policy Rank 2 Policy Policy Policy
Motes Mame Disabled Destination Motes
To- Trunk
B Aura SBC for  CM6O01- CMAE01-TG1- Group 1
D AA-SBC_150 Laoc 150 TG1- o Locls0 for SIP
LOZ150 =P
< >
Select ; All, Mone
The list of DID dial patterns defined for the compliance test is shown below.
i S2LLLL12204 10 10 O avayalab.com DID to x12001
F LS2LLEL1235 10 10 O avayalab.com DID to x12002
[[] EBEEEE1236 10 10 O avayalab.com DID to x12003
[ EBEEE5iz23y 10 10 O avayalab.com DID to x12004
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6.8. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager - Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). If Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the screen below:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
¢ Description: Add a brief description (optional).

e Management Access Point Host Name/IP:  Enter the IP address of the Session Manager
management interface.

The screen below shows the Session Manager values used for the compliance test.

MlHome / Elements / Session Manager / Session Manager Administration - Session Manager Administration
Help ?

View Session Manager

General | Security Module | MIC Bonding | Monitoring | COR | Personal Profile Manager (PPM) - Connection Settings | Event
Server |
Expand &l | Collapse all

General =

SIP Entity Name 25K
Description

Management Access Point Host

Name/IP 10.80,150.2035

Direct Routing to Endpoints Enahle
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In the section, enter the following values:
e SIP Entity IP Address: Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface.

e Network Mask: Enter the network mask corresponding to the IP address of
Session Manager.

e Default Gateway: Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Click Save (not shown) to add this Session
Manager. The screen below shows the remaining Session Manager values used for the
compliance test.

Security Module =

SIP Entity IP Address 10.50.150.206
Metwork Mask 255.255.255.0
Default Gateway 10.20.150.1
Call Control PHB 45
QOS Priority &
Speed & Duplex Auto
VYLAN ID
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7. Configure Avaya Aura ® Session Border Controller

This section describes the configuration of the SBC. This configuration is done in two parts.
The first part is done during the SBC installation via the installation wizard. These Application
Notes will not cover the SBC installation in its entirety but will include the use of the installation
wizard. For information on installing the Avaya Aura® System Platform and the loading of the
Avaya Aura® SBC template see [1] and [8].

The second part of the configuration is done after the installation is complete using the SBC web
interface. The resulting SBC configuration file is shown in Appendix A.

7.1. Installation Wizard

During the installation of the Avaya Aura® SBC template, the installation wizard will prompt
the installer for information that will be used to create the initial configuration of the SBC.
When it gets to “Wait for User to Complete Data Entry” (shown below), it will open another
window for input. It may be necessary to enable pop-ups to view.

Virtual Machine Management
Template Installation
|Cance| Installatiunl
Template Installation In Progress
Workflow Status
Start Time Task Description % Complete Estimate Actual
11:41:10 Download disk imaage for she Complete 100 395 (v}
11:41:10 Download plugins for YMs Complete 100 25 V]
11:41:13 Check Template for Web Application Complete 100 65 (]
11:41:20 Download pre-install web application Complete 100 0s V]
11:41:20 Pre-Install Web Application Deployment Complete i00 S5 (V]
11:41:26 wWait For User To Complete Data Entry In Progress 1] [emmm
Undeploy Web Application Mot Started ] *
Process EPW properties file if present Mot Started 1] *
Configure MNetwork Mot Started ] *
Install plugins Mot Started ] *
Install sbo Mot Started ] 22m 0= *
Restart network Mot Started ] *
Start all wMs Mot Started ] *
wWait until system and all YMs are stabilized Not Started ] *
Run post-install plugin if present Mot Started 1] *
Finalize Installation Mot Started ] *
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7.1.1. Network Settings
The first screen of the installation wizard is the Network Settings screen. Fill in the fields as
described below and shown in the following screen:

e [P Address: Enter the IP address of the private side of the SBC.

e Hostname: Enter a host name for the SBC.

e Domain: Enter the domain used for the enterprise. This should match the Domain
set in Session Manager (Section 6.2) and the Communication Manager
signaling group Far-end Domain (Section 5.6).

Click Next Step (not shown) to continue.

AVAYA
e ——

~ Configuration

Network Settings

aalnstalislion Enter network settings

¥ Network Seftings

0O Loging

o) WP Access

x sBC .
Domain-0 IF Address 10.,80,150,251

Summary
Finish CDorm IP Address 10.50.150.252
Gateway IP Address 10.80.150.1
Metwork Mask 255.255.255.0
Primary DNS 10.80.150.201
Secondary DNS
{Cptional) 22l
Default Search List
{Cptianal)
HTTPS Proxy {Optional)
[IFP Address:Fort
Mumber]
Yirtual Machine IF Address Hostname Domain
SBC 10.80.150.253 AASBC avayalab.com {Optional)

Default Domain

{Optional)
Apply to all YMs
Mext Step ’

v
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7.1.2. Logins
The Services Logins for SBC (optional) screen is where passwords for the various applications
are set. Assign passwords for the different accounts.

Click Next Step to continue.

AVAYA
o —— e

+ Configuration -
g Logins
aqinztaliaion Services logins for SBC (optional)
% MNetwork Settings
O Logins Login name Password Re-type password
) WP Access craft N seesese
K sBC
Sumimary Mt esssss | sssess
Finizh
dadmin = |esssssss | ssssssss

‘ Previous Step Mext Step ’

Copyright @ 2010 Avays Inc All Rights Reserved.
Auaya Aura™ Session Border Controller, powered by Acre Packet, w
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7.1.3. VPN Access

VPN remote access to the SBC was not part of the compliance test. Thus, on the VPN Access
screen, select No to the question, Would you like to configure the VPN remote access
parameters for System Platform?

Click Next Step to continue.

~ Configuration VPN Access
& Installation -
= Configure VPN Access
% Network Settings
15 VPN Access
. sBC
Summary Would you like to configure the VPN remote access parameters for System Platform?
Finish
O ves @ No
VPN Access Configuration
VPN Router IP Address
Remote Access Network
Remote Access Network Subnet Mask
The data on this page is used to configure static routes on System Platform to enable remote VPN
access to the component applications and the Avaya Aura™ System Platform Web Console.
Once the template has been installed, the user must access the Avaya Aura™ System Platform Web
Console and check the "Server Management -> Static Route Configuration™ page to verify that the
static routes configured by the Wizard are suitable for the intended remote access application.
If in doubt, please refer to the documentation.
‘ Previous Step Next Step ’
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7.1.4.SBC

On the SBC screen, fill in the fields as described below and shown in the following screen:

In the SIP Service Provider Data section:

Service Provider:

IP Address:

Port:

Media Network:

Media Netmask:

From the pull-down menu, select the name of the service provider
to which the SBC will connect. This will allow the wizard to
create a configuration file customized for this service provider. At
the time of the compliance test, a customized configuration file did
not exist for Frontier. Thus, Generic was chosen instead

and further customization was done manually after the wizard

was complete.

Enter the IP address of the SIP proxy of the service provider. If
the service provider has multiple proxies, enter the primary proxy
on this screen and additional proxies can be added after
installation.

Enter the port number that the service provider uses to listen for
SIP traffic.

Enter the network address of the network where media traffic will
originate from the service provider. If media can originate from
multiple networks, enter one network address on this screen and
additional networks can be added after installation.

Enter the netmask corresponding to the Media Network.

In the SBC Network Data section:

Public IP Address:
Public Net Mask:

Public Gateway:

Enter the IP address of the public side of the SBC.
Enter the netmask associated with the public network to
which the SBC connects.

Enter the default gateway of the public network.

In the Enterprise SIP Server section:

DDT; Reviewed:

IP Address:

Transport:

SIP Domain

SPOC 2/7/2012

Enter the IP address of the Enterprise SIP Server to which the SBC
will connect. In the case of the compliance test, this is the [P
address of the Session Manager SIP signaling interface Section
6.8.

From the pull-down menu, select the transport protocol to be
used for SIP traffic between the SBC and Session Manager. The
transport protocol defined here must match the values used on the
Session Manager Entity Link form for the SBC in Section 6.5.
Enter the enterprise SIP domain. The value entered here must
match the values used for the Authoritative Domain in
Communication Manager IP Network Region in Section 5.5 and
the Session Manager Domain in Section 6.2.
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Click Next Step to continue. A summary screen will be displayed (not shown). Check the
displayed values and click Next Step again to continue to the final step.

AVAYA 3
+ Configuration
SBC
malnstaiation Session Border Controller Data
2 Metwork Settings
- SIP Service Provider Data
% Logins
) VPN Access Service Provider Port
¥ saC | Generic v [s080 |
SumMmary
Finizh A A A - - -
Signalling/Media Signalling/fMedia
IR{Addres=1 Metwork1 Netmask1
IP Address2 Signalling/Media Signalling/Media - -
{Dptional) Metwork2 {Optional}) Netmask2 {Dptional) Hunting (Dptional)
L ] L 1 | | | |
SBC Network Data
Interface IP Address Net Mask Gateway
Private (Management) 10.80.150.253 255.255.255.0 10.80.150.1
Public [255.255.255.128 | [10221 |
SIP Domain
IP Addressl Transportl
IP Address2? {Optional) Transport? (Optional) Hunting (Optional) -
L 1
‘ Previous Step Mext Step ’ ~
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7.1.5. Confirm Installation

The Confirm Installation screen will indicate if any required or optional fields have not been
set. The list of required fields that have not been set should be empty. If not, click Previous
Step to navigate to the necessary screen to set the required field. Otherwise, click Accept to
finish the wizard and to continue the overall template installation.

Confirm Installation

The following optional fields have not been set

Default Search List

HTTPS Proxy
Default Domain

SBC Service Provider IP Address 2

SBC Service Provider Hunting

SBC Service Provider Media Netmask?

SBC Zervice Provider Media Network?2

SBC Enterprise SIP Server IP2

SBC Enterprise SIP Server Transport2

SBC Enterprise SIF Server Hunting

WARMNING - the country specific values configured by the installation wizard are based upon those that have
typically been used, in similar installations, in those countries in the past, Due to the rmany different ways in which
systerms may be confiqured, even within the same country, it is your responsibility to verify (after installation) that all
parameters are consistent with those required by local and national laws and that the systerm has been correctly
confiqured to quard against toll fraud and other security vulnerabilities, see dvayas Toll Araud and Security Handbook,
555-025-000,

This is particularly important for ernergency service numbers, Avaya is not responsible or liable for any
damages resulting from toll fraud, or failure to configure the system to comply with local or national
laws or from misplaced emergency calls made from an Avaya endpoint.

Install
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7.2. Post Installation Configuration

The installation wizard configures the Session Border Controller for use with the service
provider chosen in Section 7.1.4. Since a different service provider other than Frontier
Communications had to be selected in the installation wizard then additional manual changes
must also be performed. These changes are performed by accessing the browser-based GUI of
the Session Border Controller, using the URL https://<ip-address>, where <ip-address> is the
private IP address configured in Section 7.1.1. Log in with the appropriate credentials set in
Section 7.1.2.

Acme Packet Net-Net OS-E

To access the NNOS-E management interface, you must first log in. Please provide your user name and password.

Username:
Password:
Login
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7.2.1. Options Frequency

To set the frequency of the OPTIONS messages sent from the SBC to the service provider, first
navigate to vsp = enterprise = servers - sip-gateway Telco. In the configuration used for
compliance testing Telco was changed to Frontier. Click Show Advanced.

A\a’:\vlf-\r Configuration
AU e
e “Home~ el ITELBLY -Status= “Call Togs=“EventTogs““Actions | Services- “Keys“Access [ Tools |
-
Configuration: all Configure vsplenterpriselserversisip-gateway Frontierl  Show advanced | Help  Index 3
ComifguEiln | SE View | Set | Reset| Back| Copy | Delste |
= cluster
box aasbe. avayalab.cam Manage connec_tions, Log instant messages, Record media, Record files,
= vep Set up accounting, Change fror: URI, Change to: URI
default-session-config
tls
session-config-pool “ hame |Fr0ntier |
dial-plan
enterprise .
= = SF'ENerS admin {Resource is active)
sip-gateway PEX domain
B2 sip-gateway Frontier | |
vaphsession-canfig) i )
senver-pool failover-detection  [ning  |v| (Use OFTIONS to detect failures)
dns
settings
[Fserver-pool
Delete =
inboundsession-config-pool-entry | v| Create
outhound-session-config-pool-entty  [yspmsession-config-poohentry ToFrontier v | Edit Create
< 4 v
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Scroll down to the routing section of the form. Enter the desired interval in the ping-interval
field. Click Set at the top of the form (shown in previous figure).

AVA\/lz\r Configuration
AU'S e
e Home= el I HEL LD -Status - Callfogs “Fvent [ogs | “Actions | Services | “Keys=| Access[Tools |
servertype in- -
Configuration: all w B
FEserver-pool
Configuration | Setup Wiew | [Eelete] !
= cluster
o st avyaibon |
Bl wEp . .
default-session-config routing-setting )
tls auto-tag-ratch =
session-corfig-pool auto-domain-match
dial-plan pstn-backup b
= enterprise
5 servers Select All Unselect All
s?p-gateway PBx . domain-alias Edit domain-alias
B sip-gateway Frontier — L3
usphsession-config domainsubnet  Edit domain-subnet
server-pool -
g;tstings loop-detection (Compare source and destination address/portiransport)
service-type {Provider peer)
ping-interval |ED | seconds
peer-max-interval |864DD | seconds
peer-min-interval
4 » f |SEDD | seconds N
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7.2.2. Blocked Headers

The P-Location and Alert-Info headers are sent in SIP messages from Session Manager to the

Frontier network. These headers contain either private IP addresses or private domains from the
enterprise. These should not be exposed external to the enterprise. For simplicity, these headers
were simply removed (blocked) from both requests and responses for outbound calls. To create
a rule for blocking headers, first navigate to vsp = session-config-pool ToTelco = header-

settings. In the configuration used for compliance testing ToTelco was changed to ToFrontier.
Click Edit blocked-header.

' S
évr“[f\ra acr r?:'_ﬁ packet
‘

Status Summary  Logout craft

Bl Configuration g

Configuration

-
Configuration: all Configure vsplsession-config-poolientry ToFrontiertheader-settings  Show advanced
Help Indesx
Configuration | Setup Wiew |
= cluster Set Reset Back Delete
box aasho.avayalab.com
Bl wEp
default-session-config
tls allowed-header Edit allowed-header
= session-config-pool )
o entry ToFrontier blocked-header Edit blacked-header
to-uri-specification
fram-uri-specification altered-header Add altered-header
reguest-uri-specification )
p-asserted-identity-uri-s named-wvariable-collector Add named-variable-collector
header-settings
entry ToPEX reg-ex-header Add reg-ex-header
entry Discard
dial-plan header-normalization Add header-normalization
= enterprise
servers altered-hody Add altered-bod
dns
seftings reg-ex-collector Add reg-ex-collector
apply-allow-block-to requests-and-responsas ¥ | (apply to requests and responses)
apply-to-allow-block-to-dialog both | (Apply to both inbound and outbound dialogs.)
sip-manipulation w| Create
4 v
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In the right pane that appears, click Add. In the blank field that appears, enter the name of the
header to be blocked. Click Add again for the next header. After all the blocked headers are
added, click OK. The screen below shows the P-Location and Alert-Info headers blocked for

the compliance test.

Back

P-Location

Llert-Info

8]4

Configure vspldefault-session-configlheader-settings blocked-header

Add Remove All

The list of blocked headers for outbound calls will appear the right pane as shown below. Click
Set to complete the configuration.

AVDYA f -
a | VI ra eu'.-r.‘c-_ﬂ packet
\

Status Summary  Logout crath

Bl Configuration g

Configuration

-
Configuration: all Configure vsplsession-config-poolientry ToFrontiertheader-settings  Show advanced
Help Index
Configuration | Setup Wiew |
= cluster Set Reset Back Delete
box aasho.avayalab.com
Bl wEp
default-session-confiy Mlowed-header )
tls L -hes Edit allowed-header
= session-config-poal " ;
= entry ToFrantier blocked-header P-Location
to-uri-specification Alert-nfo
fram-uri-specification
reguest-uri-specification B
p-asserted-identity-uri-< -
header-settings
entry ToPBX altered-header Add altered-header
entry Discard .
di-plany named-wvariable-collector Add named-variable-collectar
= enterprise reg-ex-header Add reg-ex-header
SEIVErS
dns. header-normalization Add header-narmalization
settings -
altered-body Add altered-body
reg-ex-collector Add reg-ex-collector
apply-allow-block-to requests-and-responses (¥ | (apply to requests and responses)
< > apply-to-allow-block-to-dialog both ~ | (Apply to both inbound and outhound dialogs.) v
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7.2.3. Diversion Header

A Diversion Header is applied to forwarded off-net calls when the SIP trunk group on the
Communication Manager has Send Diversion Header set to yes (Section 5.7). The Diversion
Header will contain the number associated with the Enterprise user, allowing Frontier
Communications to admit the call, and the From Header will be populated with the true calling
party identity, allowing the forwarded destination to see the true caller ID. For the host portion
of the header, Communication Manager sends the information entered in the signaling group Far-
end Domain field (Section 5.6). To prevent this information from being exposed external to the
enterprise, the SBC can modify the header and replace the Domain name with the IP address of
the Frontier Communications SIP Trunking. To create a rule to modify the Diversion Header,
first navigate to vsp => session-config-pool = entry ToFrontier = header-settings. Click

Add reg-ex-header.

. e H
MlAylAr acme /@ packet Configuration
alufa
Status Summary  Logout craft Bl Configuration g G i o - i e, ] ]
-
Configuration: all Configure vsplsession-config-poolientry ToFrontiertheader-settings  Show advanced
Help Indesx
Configuration | Setup Wiew |
= cluster Set Reset Back Delete
box aasho.avayalab.com
Bl wEp
default-session-config Howed.t : )
tls allowed-header Edit allowed-header
= session-config-poal " ;
= entry ToFrantier blocked-header P-Location
to-uri-specification Alert-nfo
fram-uri-specification
reguest-uri-specification B
p-asserted-identity-uri-< -
header-settings
entry ToPBX altered-header Add altered-header
entry Discard .
di-plany named-wvariable-collector Add named-variable-collectar
= enterprise reg-ex-header Add reg-ex-header
SEIVErS
dnS_ header-normalization Add header-narmalization
settings -
altered-body Add altered-body
reg-ex-collector Add reg-ex-collector
apply-allow-block-to requests-and-responses (¥ | (apply to requests and responses)
3 » apply-to-allow-block-to-dialog  [yqh v | (Apply to both inbound and outbound dialogs.) v
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In the new right pane that appears, enter 1 in the number field and enter Diversion in the

destination field and click Create.

*numbern 1

*destination

Create Reset

enter |Diversion

Flease provide some basic infarmation for reg-ex-header 0. Then press "Create”,

or select from | <Mat configured=

Cancel

The following screen is presented, select the Configure link to the right of create.

. e H
‘Wf\yf\r acme /@ packet Configuration
alufa
Status Summary  Logout craft Bl Configuration g | C i e, e | | | i |
-
Configuration: all Configure vspisession-config-poolientry ToFrontierlheader-settingsireg-ex-header 1
Show advanced Help Index
Configuration | Setup Wiew |
g cluster Set Reset Back Copy Delete
box aasho.avayalab.com
Bl wEp
default-session-config )
tls admin enabled v| (Resource is active)
= session-config-pool .
= entry ToFrantier number 1
to-uri-specification ) o
fram-uri-specification * destination enter |Diversion or select from | Diversion v
request-uri-specification
p-asserted-identity-uri-< reate
header-settings ¢ (i e
entry ToPBX apvend
entry Discard PI (] G
dial-plan apply-to-methods ~
enterprise REFER
dns MESSAGE
settings IWFC v
Select All Unselect All
apply-to-responses )
“ype no %| (Donot apply to responses (regquests only))
apply-to-dialog both | [(Apply to both inbound and outbound dialogs.)
session-persistent disabled %| (Resource is inactive)
Set Reset Back Copy
£ > v
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The following screen is presented. In the source area, select Diversion from the drop-down list
or type Diversion in the enter field.

In the expression field, enter a regular expression to match. In the sample configuration,
<sip:(.*)@avayalab\.com(.*)> was entered. In this expression, the first (.*) will match and store
any user part of the Diversion header. The second instance of (.*) matches and stores anything
after the domain. The domain avayalab.com is what the SBC would otherwise put in the
Diversion header host part.

In the replacement field, <sip:\1@\r:\R\2> was entered in the sample configuration. The
variable \1 is the stored user part from the original Diversion header containing the Called Party
Number, corresponding to the first instance of (.*) from the expression. The variable \2 is
anything from the original Diversion header, corresponding to the second instance of (.*) from
the expression. The \r inserts the remote IP Address corresponding to the Frontier SIP Trunk IP
Address. This is followed by a colon and \R corresponding to the Frontier SIP Trunk signaling
port, which is 5060 in this case.

After completing the source, expression and replacement fields as appropriate, click Create.

Please provide some basic infarmation for create. Then press "Create”.

“source enter |Diversion ar select from | <Mot configured=  »

- expression <gip:( M@ avayalabl.com(.| (reqular expression)

“replacement <sip V@R

Create Reset Cancel
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The following screen shows the completed rule, select INVITE for apply-to-methods and both
for type field in apply-to-responses section. Click Set to complete the configuration.

ey H
AVAVIZ\V acr n:-_ﬂ packet Conﬁguratlon
aulra
Status Summary  Logout craft Bl Configuration g i || MK i . e e |
Configuration: all admin enabled | (Resource is active)
Configuration | Setup Wiew “number 1
= cluster . . — S
box aashe.avayalab.com destination enter | Diversion or select from | Diversion v
¥
- default-session-confi EHcreate
tls ’ I enter |Diverzion or select fram
= session-config-pool Diversion hd
= entry ToFrontier
to-uri-specification ~ expression =sip:( Fli@avayalabh coml.| [regular expression)
fram-uri-specification
reguest-uri-specification “ replacement <sip M@ \R2>

p-asserted-identity-uri-<
header-settings

entry ToPBX append Add append
entry Discard
dial-plan apply-to- »
enterprise methods REFER
dns MESSAGE
settings INFO b
Select All Unselect All
apply-to- )
responses “type no |%| (Donot apply to responses (regquests only))
apply-to-dialog hoth v Jispply to both inbound and outhound dialogs.)
session- disabled | (Resource is inactive)
persistent
Set Reset Back Copy
£ > v
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The following screen shows a section of an INVITE message of a forwarded call on the outside
interface of the SBC. The highlighted section shows the Diversion header before the regular
expression was created.

3 CallLlogs g MK 0 A o,

Back Save as text Save as XML
Call Sequence for Session 0x04C324FB2D90D08B

Add Session

CallIDs: 808e44bb2032e111b4c4f1a2b700 CXC-38-5aa26358-5¢c3eaBed-13c4-deefddcd-a182dfae-19c986e7 Session ID: 0x04C324FB2D90D

10.80.150.206 NNOS-E -
PBX1 10.80.150. 752 ~4aml AL ALO LA AN ablad) T alaad

TeT SIFf &+ 07 UPF 205, [0, 0a s 5a f o0n 0y HLENC = e S I =T UE—4EELoNC T L0 a ILHE—S0s T
Supported: 100rel, join,replaces,sdp-anat, timer
User—Agent: AVAYA-SM-6.1.5.0.615006 Awvava CM/RO16x.00.1.510.1

P-hisserted-Tdentity: "AVAYL TNC®
4 e —
INVITE (1 lNWTE) Diversion: <=ip:5855551234@avayalal.coms; reason="unknown"

HNax-Forwards: 38

——— 100 Trying {1 INVITE) 4 illow: INVITE,ACK,OPTIONS,BYE,CANCEL,SUBSCRIBE,NOTIFY, REFER, INFO, PRACK, PUELISH
Min-SE: 1200
<
b MNWITE

The highlighted portion of the following screen shows the Diversion header after the regular
expression was created. The actual external IP address is blurred out.

a CallLogs s ;| Actions fices | Keys | Access ]

Back | Save as text Save as AML

Call Sequence for Session 0x04C324FB825B70C4

Add Session

Fall IDs: 0fea9252232e11714c4f1a2b700 CXC-168-5aa278b85c3ea8cd-13c4deefal23-a18c228a-31f04fe1 SessionID: 0x04C324FB825B70C

10.80.150.206 NNOS-E Pre———
Fext 10 B e e e 2 7 AT e e T 9 T =T e

Supported: 100rel, join,replaces, sdp-anat, timer
User-Agent: AVATA-SM-6.1.5.0.615006 Avaya CM/RO16x.00.1.510.1

N P-izserted-Identity: "AWVATAR INC™ <=ip: >
b INVITE (1 lNVlTE) i Diversion: <3ip:5855551234[6) . o . 1:5060:; reason="unknown'™
HNax-Forwards: 38
———— 100 Trying {1 INVITE) 4 Allow: INVITE, ACK, OPTICNS,BYE, CANCEL, SUBSCRIBE,NOTIFY, REFER, INFO, PRACK, PUELISH
Hin-SE: 1200
<
P INVITE |

j—— 100 Trying {1 INVITE) 13:35:47492 0046 0.043
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7.2.4. P-Asserted Identity URI

The P-Asserted Identity header is added to both the INVITEs and 180 Ringing responses from
Communication Manger. For the host portion of the header, Communication Manager sends the
information entered in the signaling group Far-end Domain field (Section 5.6). To prevent this
information from being exposed external to the enterprise, the SBC was used to modify the
header and replace the Domain name with the IP address of the SBC’s outside interface. To
create a rule to modify the P-Asserted Identity header, first navigate to vsp = session-config-
pool - entry ToFrontier - header-settings. Click Add reg-ex-header.

Y R
AVAYA scme/Dpackel] Configuration
L v acme/ ¢ packet
alra
Status Summary  Logout craft il Configuration g s o) i i i K i a
-
Configuration: all
Canfiguration | Setup Wiew allowed. Edit allowed-header
header
= cluster
blocked- P-Lacation
box aashe. avayalab.com header
= vsp Alert-Info
default-session-confiy
tls Edit blocked-header
= session-config-pool
g entry ToFrontier altered- Add altered-header
to-uri-specification header
from-uri-specification _
request-uri-specification “‘“]‘ell:- Add narmed-variable-collector
p-asserted-identity-uri- W':;‘" He-
= header-settings collector
reg-ex-header 1 reg-ex- reg-ex-header|admin |destination | create append [apply- |a
entry T?':'BX header to- n
entry Discard methods
dlal-p\a.n Edit Delete | reg-ex-header 1 |enabled | Diversion Diversion <sip: IMNWVITE  |n
enterprise
dns [ FIEavayalabh com( ™=
settings <sip V@R =
Add reg-ex-header
header- Add header-normalization
noermalization
altered-hody Add altered-hody
reg-ex- Add reg-ex-collector
collector
apply-allow- reguests-and-responses % | (apply to requests and responses)
block-to v
£ >4 >

In the new right pane that appears, enter 2 in the number field and enter P-Asserted-Identity in

the destination field and click Create.
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Flease provide some basic information for reg-ex-header 0. Then press "Create”.

“number 2
“destination  enter | p_Asserted Identity or select fram | <hot configureds
Create Reset Cancel

The following screen is presented, select the Configure link to the right of create.

oet Reset Back Copy Delete
admin enabled % | (Resource is active)
“number 2
* destination enter | P-Asserted-ldentity or select from | P-Asserted-ldentity
create Cnnﬂgure .
append Add append
apply-to-methods A
REFER
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The following screen is presented. In the source area, select P-Asserted-Identity from the drop-
down list or type P-Asserted-Identity in the enter field.

In the expression field, enter a regular expression to match. In the sample configuration,
<sip:(.*)@avayalab\.com> was entered. In this expression, (.*) will match and store any user
part of the P-Asserted Identity (PAI) header. The domain avayalab.com is what the SBC would
otherwise put in the PAI header host part.

In the replacement field, <sip:\1@\I> was entered in the sample configuration. The variable \1
is the stored user part from the original PAI header containing the Called Party Number,
corresponding to the first instance of (.*) from the expression. The \l (Lowercase L) inserts the
local IP Address of the outside interface of the SBC.

After completing the source, expression and replacement fields as appropriate, click Create.

Flease provide some basic information for create. Then press "Create”.

“ source enter |P-Assered-ldentity or select from | <Mot configured=

- expression <sip (Mg avayalabt com=| reqular expression)

“replacement <gip V@M=

Create Reset Cancel
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The following screen shows the completed rule, select INVITE for apply-to-methods and both
for type field in apply-to-responses section. Click Set to complete the configuration.

ey H
Avr\\,flz\r seme/packet Configuration
allfa
Status Summary  Locout craft Bl Configuration ge i | | K i i K o ]
-~
Configuration: all
Configuration | Setup “iew admin enabled %| (Resource is active)
& cluster “number 2
box aasbc.avayalab.com
B P * destination enter |P_a, d-Identi or select from | p-a d-1d v
default-session-config -Assered-ldentity -Agsered-ldentity
tls
= session-config-poal Hereate source -
@ entry ToFrontier enter |P-Asserted-ldentity or select fram | P-Asserted-ldentity +
to-uti-specification ;
from-uri-specification ERHEESSIT =sip:(i@avayalabh.com=| (regular expression)
request-uri-specification
p-asserted-identity-uri-spe replacement <sip M@=
= header-settings
reg-ex-header 1
reg-ex-header 2 append Add append
entry ToPBX
entry Discard apply-to-methods V.
dial-plan REFER
enterprise MESSAGE
dns INFO v
settings
Select All Unselect All
apply-to-responses
ype no (| (Do not apply to responses (requests only))
apply-to-dialog hath v | ) (Apply to both inbound and outhound dialogs.)
session-persistent disabled % | (Resource is inactive)
Set Reset Back Caopy
Help Index
< > v
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The following screen shows a section of a 180 Ringing message of an inbound call on the
outside interface of the SBC. The highlighted section shows the PAI header before the regular

expression was created.

"Home | C - o CalllLogs - - ] - i -
Back | Save as text Save as ¥
Call Sequence for Session 0x04C324FBEE29857A AddS
Call IDs: BW204114342191211-1636422065@%6 9 CXC-163522a246d8-5¢c3ea8cd-13c4-deefa327-2197e8e1-647af011 Sessio
E—— NNOS-E 10.80.150.206
Telcof 2 e 2(eth2) gy
10.80.150.253(eth0)
<Timestamp= <Delta> <Relative Time>
P INVITE (738673588 INVITE) 134839115 0.000 0.000
j— 100 Trying (738673588 INVITE) 134839116 0.001 0.001
SUOPOCCEN: JUI, LEQIHCES, SUp—HIlEL , CImELD V-
User—-Agent: Avaya one-X Deskphone 6.0.3 [(34685)
Aocept-Language: en
P-izzerted-Identity: "Loc 150, SIP 9611G"™ <=ip:5855551234Favayalab. com:
Lllow: INVITE,ACK,OPTICNS,EYE,CANCEL, SUESCRIBE, NOTIFY,REFER, INFO, PRACK, PUELISH
Wim: SIF/2.0/UDP & 1:5060;branch=z9hG4bKfef7ri3018ehmitnbakl. 1
Contact: <2ip:713343376102 Z2:5060;maddr=2 Z:transport=udp>
Content-Type: application/sdp W
L« 180 Ringing’| 2
}1* 200 OK (1 INVITE) 4 134840352 1129 1237
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The highlighted portion of the following screen shows the PAI header after the regular
expression was created. The actual external IP address is blurred out.

3 CallLogs s

Back |

CallIDs: BW204538377191211-1752243691@%6

Call Sequence for Session 0x04C324FC130C75A0

Save as text Save as XML

Add Ses|

9 CXC-H0-5aa24a68-5¢c3ea8cd-13cd-deefad 2f-a19bf044-7a85¢55d Session I

Ge G
Telco1

P INYITE (73880

j— 100 Trying (7

NNOS-E
20 12(eth2)
10.80.150.253(eth0)

10.80.150.206
PEX1

-

<Timestamp> <Delta= <Relative Time=

2605 INVITE) 13:53:.03.150 0.000 0000

38305605 INVITE) 12:53:03.150 0.000 0000

SUPOULCED: UL, CEPIECES  SU=SIHL, ©LTED

User-Agent: Avaya one-X Deskphone 6.0.3 (34685) s
Aoccept-Language: En
P-hsserted-Identicy: "Loc 150, SIP 9611G"™ <sip:S5855551234@20 2F
Allow: INVITE, ACK, OPTIONSZ, EYE, CANCEL, SUESCRIBE,NOTIFY, REFER, INFO, PRACKE, PUELISH
Wim: SIPSZ.0/UDP &/ 1: 5060 branch=z0hG4bE8hfdr2 102 ge0lionjleO. 1
Contact: <sip:71334337610Z0 2:5060; maddr=20 Z;transport=udp>
Content-Type: application/sdp W
N - T >
0 180 Ringing'y
L 200 0K (T INVITE) J 129304712 1457 1562
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In this sample configuration a reg-ex-header was also created on the session-config-pool for the
PBX to allow the SBC to change the PAI header of responses to inbound calls. This would
include the 180 Ringing response as well as any subsequent re-INVITEs for audio shuffling.

Navigate to vsp = session-config-pool = entry ToPBX - header-settings. Click Add reg-
ex-header (Not shown). Create the reg-ex-header using the same values as the one created for
the ToFrontier session-config-pool shown above. In addition modify the apply-to-responses
section and choose both for the type and 180 for the response-code.

The following screen shows reg-ex-header 3 corresponding to the ToPBX session-config-pool.

a0 i
AVAYA [ acmo/packet Configuration
aura
Status Summary  Logout craft i a Configuration
-
Configuration: all admin enabled | (Resource is active)
Configuration | Setup View I ;
= cluster
biox aasbc.avayalab.com * destination enter |P-Asserted-ldentity or select from | P-Asserted-Identity ¥
B ¥sp
default-session-confiy Flcreate
tls “source enter [P-Asserted-Identity or select from | P-Asserted-Identity v
= session-config-pool
= entry ToF.rontle.r . “ expression <sip:( Fi@avayalabl.com>=| (reqular expression)
to-uri-specification
from-uri-gpecification - -
request-uri-specification replacement |<ip 1 @\
prasserted-identity-uri-spe
= header-settings append A i
reg-ex-header 1
o T Fr;g)](—ex-headeﬂ apply-to-methods ~
B entry To
. P REFER
to-uri-specification
from-uri-specification mggSAGE 2
request-uri-specification
= header-settings
reg-ex-header 3 Select All Unselect All
entry Discard
dial-plan apply-to-responses )
enterprise type both * | (Apply to responses and requests)
dns . 1
settings response-code 180 {from O to 65,535)
apply-to-dialog hoth w | (Apply to both inbound and outbound dialogs.)
session-persistent disabled v | (Resource is inactive)
Set Reset Back Copy
Help Index
< > v
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7.2.5. From URI

When calls are presented to SIP clients registered to Session Manager the Caller ID and Call Log
displays the entire URI in the format user@domain (e.g. 585-555-1234@10.1.1.2). When
placing a call from the Call Log, the Domain needs to be one that is authorized on Session
Manager for the call to route properly. Therefore it is necessary to change the host portion of the
From header to the enterprise domain (e.g. 585-555-1234(@avayalab.com).

In the left side menu, navigate to vsp = session-config-pool = entry ToPBX. Scroll down and
click on Configure next to from-uri-specification.

'O i
é\vaﬁ"a acme/Qpacket Configuration
Status Summary  Logout craft Byl Configuration gejejil Cogs ™| "En | Actions nces | Keys | Access 5™

-~
Conﬁguration: all _

authentication Caonfigure

|Conﬁgurati0n| Setup| Wiew |

authorization
= cluster Configure
box aashc.avayalab.com accounting Confidure
B vep =anhgure
default-session-config accounting-data  Configure
tls
= session-config-pool
= ey Tfroir [ouing_____|
to-uri-specification
fram-uri-specification peer  Configure

reguest-uri-specification
p-asserted-identity-uri-

@ hesdrcetngs | [

reg-ex-header 1 . .
[FEto-uri-specification
reg-ex-header 2 = f ‘

Delet
= entry ToPBX [Delete]
to-uri-specification from-uri-specification Configure
reguest-uri-specification
header-settings EHrequest-urispecification
entry Discard [Delete]
dial-plan p-asserted-identity-uri-specification
enterprise : Y I Lonfigure
dns contact-urisettings-in-leg Config
settings ) ’ Arigure
contact-uri-settings-out-leg Caonfigure
inhound-request-uri-specification Caonfigure
contact-uri-settings-3xx-response Caonfigure
remote-party-id-specification Configure
v
< g b4
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In the new right pane that appears, choose next-hop-domain from the drop-down list in the host
field and click Set. This will set the host portion of the From Header to the enterprise domain set

in Section 7.1.1.

AVAYA
allla

Status Summary  Logout craft

.
JJ{'H?('_‘& packet

powered

Configuration: all

Configuration | Setup Wiew |
= cluster
box aasho.avayalab.com
B v¥sp
default-session-config
tls

= session-config-pool
= entry ToFrantier
to-uri-specification
fram-uri-specification
reguest-uri-specification
p-asserted-identity-uri-<
= header-settings
reg-ex-header 1
reg-ex-header 2
= entry ToPBX
to-uri-specification
fram-uri-specification
reguest-uri-specification
header-settings
entry Discard

Byl Configuration gejejil

Configuration

Set Feset I Back | Delete I
lser enter |fr0m-uri

05-E uses the value from the incoming FROKM URL)
host enter | next-hop-domain

E uses the domain of the next-hop server.)
port enter |fr0m-uri

uses the value from the incoming FROM LRL)
display enter |fr0m-uri

uses the value from the incoming FROM LRL)

disabled | (Resource is inactive)

user-agent-aware-
display-translation

Configure vspisession-config-poolientry ToPBX\from-uri-specification _Help

Indesx

| or select fram (Met-Met
| or select from [ next-hap-domain (| [Met-het OS-
| or select fram (Met-Met OS-E

| or select fram (Met-Met OS-E

dial-plan transport from-uri ~ | (Met-Met O5-E uses the value from the incoming FROM URL)
enterprise -
dne user-param
settings
g |:f3e_|.nuncme-non- dizabled | (Resource is inactive)
digits
uri-parameter Add uri-parameter
header-parameter | |
add-olitag |D |
£ > v
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7.2.6. Save the Configuration

To save the configuration, begin by clicking on Configuration in the left pane to display the
configuration menu. Next, select Update and save configuration.

Configuration: all

Configuration [T ‘JiewJ
Reload configuration

Validate confijupdate and save the current configuration.
Analyze configuration

Search configuration

Save as XML

Load from XML
TETAUT-SES STOM-C O

tls
session-config-pool
dial-plan
enterprise
= semvers
sip-gateway PBX
sip-gateway Telco

0OHHEH

&3]

dns
settings

8. Configure Frontier Communications SIP Trunking

To use Frontier Communications SIP Trunking, a customer must request the service from
Frontier Communications using their sales processes. This process can be initiated by contacting
Frontier Communications via the corporate web site at www.frontier.com and requesting
information via the online sales links or telephone numbers.

9. Verification /Troubleshooting Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

9.1. Verification
The following steps may be used to verify the configuration:

1. Verify the call routing administration on Session Manager by logging in to System
Manger and execute the Call Routing Test. Expand Elements = Session Manager =>
System Tools = Call Routing Test. Populate the field for the call parameters of
interest. For example, the following screen shows an example call routing test for an
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http://www.frontier.com/

outbound call to PSTN via Frontier Communications. Under Routing Decisions,
observe the call will rout via the SBC to Frontier Communications. Scroll down to
inspect the details of the Routing Decision Process if desired (not shown).

MlHome / Elements / Session Manager / System Tools / Call Routing Test - Call Routing Test

Help 2
Call Routing Test

This page allows you to test SIP routing algorithms on Session Manager instances. Enter information about a SIP INVITE to learn how it will
be routed based on current administration,

SIP INVITE Parameters

Called Party URI Calling Party Address
sip: 13035551997 @avayalab.com 10.80.150.225
Calling Party URI Session Manager Listen Port
sip: 5855551234@avayalab.com 5070
Day Of Week Time (UTC) Transport Protocol
Tuesday v 15:08 TCF »
Called Session Manager Instance

Execute Test
ASM v

Routing Decisions

Route = sip:13035551997@avayalab.com = to SIP Entity AA-SBC01 (10.80.150.253). Terminating Location is AA-SBC_150.

2. Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

3. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.

4. Verify that the user on the PSTN can end an active call by hanging up.

Verify that an endpoint at the enterprise site can end an active call by hanging up.

b
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Use status trunk n on Communication Manager to verify the active call has ended. Where n is
the trunk group number used for Frontier Communications SIP Trunking.

Below is an example of an active call.

status trunk 1
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0001/001 TO0001 in-service/active no S00000
0001/002 T00002 in-service/idle no
0001/003 TO0003 in-service/idle no
0001/004 T0O0004 in-service/idle no

Verify the port returns to in-service/idle after the call has ended.

status trunk 1
TRUNK GROUP STATUS

Member Port Service State Mtce Connected Ports
Busy

0001/001 TO0001 in-service/idle no
0001/002 TO0002 in-service/idle no
0001/003 T00003 in-service/idle no
0001/004 TO0004 in-service/idle no

9.2. Troubleshooting

1. Session Border Controller:
e Status — On the web user interface of the SBC, the Status tab can provide useful
diagnostic or troubleshooting information.
e Call Logs - On the web user interface of the SBC, the Call Logs tab can provide
detailed information of SIP messages on a per call basis.
2. Communication Manager:
e list trace station <extension number> - Traces calls to and from a specific
station.
e list trace tac <trunk access code number> - Trace calls over a specific trunk
group.
e status station <extension number> - Displays signaling and media information
for an active call on a specific station.
e status trunk <trunk access code number> - Displays trunk group information.
3. Session Manager:
e traceSM -x — Session Manager command line tool for traffic analysis. Login to
the Session Manager management interface to run this command.
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Aura®
Communication Manager, Avaya Aura® Session Manager, and Avaya Aura® Session Border
Controller to the Frontier Communications SIP Trunking. The Frontier Communications SIP
Trunking is a SIP-based Voice over IP solution for customers ranging from small businesses to
large enterprises. The Frontier Communications SIP Trunking provides businesses a flexible,
cost-saving alternative to traditional hardwired telephony trunks.
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12. Appendix A: Avaya Aura® SBC Configuration File

File:
Date:

H R T S o S

Copyright
All Rights Reserved.

(c) 2004-2011

/cxc/cxc.cfg

Acme Packet Inc.

11:59:58 Mon 2011-10-31

config cluster
config box 1
set hostname aasbc.avayalab.com
set timezone America/Denver
set name aasbc.avayalab.com
set identifier 00:ca:£fe:99:89:31

config

interface ethO

config ip inside
set ip-address static 10.80.150.253/24
config ssh
return

config snmp

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
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trap-target

10.80.150.252 162

trap-filter generic

trap-filter dos
trap-filter sip
trap-filter system
trap-filter tls
trap-filter-dos
trap-filter-dos

sip-policy
transport-policy

trap-filter-dos url-policy

trap-filter-sip media-session-dropped-packets
trap-filter-sip media-verification-fail
trap-filter-sip server-state-change

trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system
trap-filter-system

EventLogTrap

license-expiring
master-service-change
master-service-host-change
monitor-alert

process—-core-dump

process—-dead

process-down

process—-fault
SIP-parse-errors-trap

skb-usage

storage-device-full

syn-cookies

system-halt
tcp-skb-congestion-dropped-pkts
vx-bind

vx-unbind
web-service-availability-change

trap-filter-tls cert-expired
trap-filter-tls cert-expiring
trap-filter-tls cert-missing
return

config web

return

config web-service

set protocol https 8443
set authentication certificate "vsp\tls\certificate ws-cert"
return
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config sip

set udp-port 5060
set tcp-port 5060
set tls-port 5061
return

config icmp

return

config media-ports
return

config routing

nwn mwn any O
m mn any O
"o TLS 0 "vspl\tls\certificate aasbc.pl2"

config route Default
set gateway 10.80.150.1

return

config route StaticO
set destination network 192.11.13.4/30
set gateway 10.80.150.251

return

config route Staticl
set admin disabled

return

config route Static2
set admin disabled

return

config route Static3
set admin disabled

return

config route Static4d
set admin disabled

return

config route Statich
set admin disabled

return

config route Staticé
set admin disabled

return

config route Static?
set admin disabled

return
return
return
return

config interface eth2

config ip outside

set ip-address static 10.2.2.5/25

config sip

set udp-port 5060
return

config media-ports
return

config routing

nooun any 0

config route external-sip-media-1
set destination host 10.1.1.2

set gateway 10.2.

return
return

2.1

config kernel-filter
config allow-rule allow-sip-udp-from-peer-1
set destination-port 5060
set source-address/mask 10.1.1.2/32

set protocol udp

return

config deny-rule deny-all-sip
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set destination-port 5060
return
return
return
return
config cli
set prompt aasbc.avayalab.com
return
return
return

config services
config event-log
config file access
set filter access info
set count 3
return
config file system
set filter system info
set count 3
return
config file errorlog
set filter all error
set count 3
return
config file db
set filter db debug
set filter dosDatabase info
set count 3
return
config file management
set filter management info
set count 3
return
config file peer
set filter sipSvr info
set count 3
return
config file dos
set filter dos alert
set filter dosSip alert
set filter dosTransport alert
set filter dosUrl alert
set count 3
return
config file krnlsys
set filter krnlsys debug
set count 3
return
return
config tasks
config config-update-task Avaya
set action run
set arguments "/usr/sbin/nnose_avaya update.py -e /cxc_common/avaya/ovf-env.txt -1
/cxc_common/avaya/config-change-log.txt -a $f"
return
return
config monitors
config monitor Default
set parameter storage-devices all 90
return
return
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config collect
config default-collect-settings
set directory /cxc _common/avaya
return

return

return

config master-services

config database
set media enabled

return

return

config vsp
set admin enabled
config default-session-config
config media
set anchor enabled
set rtp-stats enabled
return
config sip-directive
set directive allow
return
config log-alert
set apply-to-methods-for-filtered-logs
return
config header-settings
return
config third-party-call-control
set admin enabled
set handle-refer-locally disabled
set always-apply-reg-uri-spec disabled
return
return
config tls
config default-ca
set ca-file /cxc/certs/sipca.pem
return
config certificate ws-cert
set certificate-file /cxc/certs/ws.cert
return
config certificate aasbc.pl2
set certificate-file /cxc/certs/aasbc.pl?2
set passphrase-tag aasbc-cert-tag
return
return
config session-config-pool
config entry ToFrontier
config to-uri-specification
set host next-hop
return
config from-uri-specification
set host local-ip
return
config request-uri-specification
set host next-hop
return
config p-asserted-identity-uri-specification
set host local-ip
return
config header-settings
set blocked-header P-Location
set blocked-header Alert-Info
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config reg-ex-header 1
set destination Diversion
set create Diversion "<sip: (.*)@avayalab\.com(.*)>" "<sip:\1@\r:\R\2>"
return
config reg-ex-header 2
set destination P-Asserted-Identity
set create P-Asserted-Identity "<sip: (.*)@avayalab\.com>" "<sip:\1@\1>"
set apply-to-responses yes 180
return
return
return
config entry ToPBX
config to-uri-specification
set host next-hop-domain
return
config from-uri-specification
set host next-hop-domain
return
config request-uri-specification
set host next-hop-domain
return
config header-settings
config reg-ex-header 3
set destination P-Asserted-Identity
set create P-Asserted-Identity "<sip: (.*)@avayalab\.com>" "<sip:\1@\1>"
set apply-to-responses both 180
return
return
return
config entry Discard
config sip-directive
return
return
return
config dial-plan
config route Default
set priority 500
set location-match-preferred exclusive
set session-config vsp\session-config-pool\entry Discard
return
config source-route FromFrontier
set peer server "vsp\enterprisel\servers\sip-gateway PBX"
set source-match server "vsp\enterprise\servers\sip-gateway Frontier"
return
config source-route FromPBX
set peer server "vspl\enterprisel\servers\sip-gateway Frontier"
set source-match server "vsp\enterprise\servers\sip-gateway PBX"
return
return
config enterprise
config servers
config sip-gateway PBX
set domain avayalab.com
set failover-detection ping
set outbound-session-config-pool-entry vsp\session-config-pool\entry ToPBX
config server-pool
config server PBX1
set host 10.80.150.206
set transport TCP
return
return
return
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config sip-gateway Frontier
set failover-detection ping

set ping-interval 60

set outbound-session-config-pool-entry vsp\session-config-pool\entry ToFrontier

config server-pool

config server Telcol

set host 10.1.1.2
return

return

return
return
return
config dns
config resolver

config server 10.80.150.201

set preference 101
return
return
return
config settings

set read-header-max 8191

return
return

config external-services
return

config preferences
config gui-preferences

set enum-strings SIPSourceHeader Diversion
set enum-strings SIPSourceHeader P-Asserted-Identity

return
return

config access

config permissions superuser

set cli advanced
set login-attempts 3
return

config permissions read-only

set config view
set actions disabled
set login-attempts 3
return
config users
config password-policy
set minimum-length 8

set allow-sequences false

set recycle-check 1
return
config user sbcadmin

set password 0x0081b51fad0e2£355219eaed741523332£4d783be2641d8702c37c65el
set permissions access\permissions superuser

return
config user sbccust

set password 0x0080153df8eadabdad496d514fae74d47£fed0559f56a23dec069c6£0199
set permissions access\permissions read-only

return
config user init

set password 0x00cd857f18bb0d41£7361db9c00b5ed10738£75b18138b02d3120deleb
set permissions access\permissions superuser

return
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config user craft
set password 0x008e3e5d4e9d9103d6e8317€4a602d2d1bc7375¢c8720aea3409800c297
set permissions access\permissions superuser
return
config user dadmin
set password 0x00a844cecd40e77364dbed4d27e25a8061lact36e7bf2af95c521abf8eddl
set permissions access\permissions read-only
return
return
return

config features
return
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