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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking between the service provider AT &T Mobility in Puerto Rico and an Avaya
SIP-enabled enterprise solution. The Avaya solution consists of Avaya Aura® Communication
Manager Evolution Server 6.0.1, Avaya Aura® Session Manager 6.1, Avaya Session Border
Controller for Enterprise and various Avaya endpoints.

The AT&T Mobility in Puerto Rico SIP Trunk Service provides PSTN access via a SIP trunk
between the enterprise and the AT&T network as an alternative to legacy analog or digital
trunks. This approach generally results in lower cost for the enterprise.

AT&T Mobility in Puerto Rico is a member of the Avaya DevConnect Service Provider
Program. Information in these Application Notes has been obtained through DevConnect
compliance testing and additional technical discussions. Testing was conducted via the
DevConnect Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
Trunking between the AT&T Mobility in Puerto Rico SIP Trunk Service and an Avaya SIP-
enabled enterprise solution. The Avaya solution consists of Avaya Session Border Controller for
Enterprise (Avaya SBCE), Avaya Aura® Session Manager, Avaya Aura® Communication
Manager Evolution Server, and various Avaya endpoints. This documented solution does not
extend to configurations without Avaya Session Border Controller for Enterprise or Avaya
Aura® Session Manager.

The AT&T Mobility in Puerto Rico SIP Trunk Service referenced within these Application
Notes is designed for enterprise business customers. Customers using this service with the Avaya
SIP-enabled enterprise solution are able to place and receive PSTN calls via a broadband WAN
connection and the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks such as analog and/or ISDN-PRI.

During the next pages and for brevity in these Application Notes, the service provider’s name
“AT&T Mobility in Puerto Rico” will be abbreviated and referred as “AT&T Mobility” or just
“AT&T”.

2. General Test Approach and Test Results

A simulated enterprise site containing all the equipment for the Avaya SIP-enabled solution was
installed at the Avaya Solution and Interoperability Lab. The enterprise site was configured to
connect to the AT&T Mobility SIP Trunk service by means of a broadband connection to the
public Internet.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1 Interoperability Compliance Testing

To verify SIP trunking interoperability, the following features and functionality were covered
during the interoperability compliance test:
e Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital,
and analog telephones at the enterprise. All inbound calls from the PSTN were routed to
the enterprise across the SIP trunk from the service provider.

e Outgoing PSTN calls from various phone types. Phone types included H.323, SIP,
digital, and analog telephones at the enterprise. All outbound calls to the PSTN were
routed from the enterprise across the SIP trunk to the service provider.

e Inbound and outbound PSTN calls to/from Avaya one-X® Communicator soft phones.
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Avaya one-X® Communicator supports two modes (Road Warrior and Telecommuter).
Each supported mode was tested. Avaya one-X® Communicator also supports two
signaling protocols: H.323 and SIP. Each supported protocol was tested.

Various call types, including: local, long distance, international, outbound toll-free,
emergency (911) and local directory assistance (411, 611).

Codecs G729A and G.711MU and proper codec negotiation.

DTMF tone transmissions passed as out-of-band RTP events as per RFC 2833.
Caller ID presentation and Caller ID restriction.

Voicemail navigation for inbound and outbound calls.

User features such as hold and resume, transfer, and conference.

Off-net call forwarding and mobility (extension to cellular).

Routing inbound PSTN calls to call center agent queues.

Network Call Redirection, using the SIP REFER and the 302 Redirection methods for the
transfer of inbound call back to PSTN.

Inbound and outbound fax calls to the PSTN.

Items not supported or not tested included the following:

Operator services such as dialing 0 or 0 + 10 digits are not supported in this offer by
AT&T Mobility in Puerto Rico.
Inbound toll-free calls are supported but were not tested as part of the compliance test.

2.2 Test Results

Interoperability testing of the AT&T Mobility SIP Trunk Service with the Avaya Aura® SIP-
enabled enterprise solution was completed with successful results with the exception of the
observations and limitations described below:

T.38 Fax: Even though incoming T.38 fax calls to the enterprise worked successfully,
outbound T.38 fax calls failed to complete. Thus, T.38 Fax should not be used with this
solution.

Network Call Redirection using REFER with redirected party Busy: In the testing
environment, when an inbound call was made to the enterprise, to a vector redirecting the
call to another PSTN endpoint that was busy, the caller will hear a busy tone, but AT&T
will not return a “486 Busy Here”, preventing any additional processing of the call by
Communication Manager, like the routing of the call to a local agent on the enterprise.
SIP User to User Information: When a Communication Manager vector is programmed
to send “User-to-User Information” (UUI) to a remote party, the information is generated
and included in the REFER header sent to AT&T, but the UUI is not passed to the
destination SIP endpoint.

RTP Payload type: Interoperability problems were observed on outbound calls to the
PSTN originated from SIP desktop phones and Avaya one-X® Communicator SIP
clients, when using the default RTP payload type 120. For SIP hard phones, the solution
was to change the RTP payload type in the 46xxsettings.txt file in the associated HTTP
server from the default type 120 to 101, the value preferred by AT&T. For the Avaya
one-X® Communicator SIP clients, the workaround was to disable shuffling in their
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specific IP Network Region. This approach is discussed in Section 5.5 later in this
document.

e Avaya SBCE Patch: On the current load of the Avaya SBCE, 4.0.5.Q02, a software
patch was needed to support a SigMa script implemented to manipulate the Request-URI
headers on requests arriving from AT&T. This script is discussed in Section 7.3.5 later in
this document. It should be noted that this patch will not be necessary with any
subsequent software loads of the Avaya SBCE, as the functionality will be included as
part of the core software.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com.

For technical support on the AT&T Mobility SIP Trunk Services offer, call the AT&T Mobility
Network Operations Center at 787-717-9900.

3. Reference Configuration

Figure 1 illustrates a sample Avaya SIP-enabled enterprise solution connected to the AT&T
Mobility SIP Trunk Service through a public Internet WAN connection, which is the
configuration used for the Compliance Testing.

For security purposes, private addresses are shown in these Application Notes for the Avaya
SBCE and the ITSP network interfaces, instead of the real public IP addresses used during the
tests. Also PSTN routable phone numbers used in the compliance test have been changed to non-
routable ones.

The Avaya components used to create the simulated customer site included:
e Avaya Common Server HP Proliant DL360 running Avaya Aura® Communication
Manager and Communication Manager Messaging.
e Avaya Common Server HP Proliant DL360 running Avaya Aura® Session Manager.
e Avaya Common Server HP Proliant DL360 running Avaya Aura® System Manager.
e Avaya Session Border Controller for Enterprise.
e Avaya G450 Media Gateway

e Avaya 96x0 and 96x1 Series IP Telephones (H.323 and SIP)
e Avaya one-X® Communicator soft phones (H.323 and SIP)
e Avaya digital and analog telephones

The Avaya SBCE constitutes the single point of connection between the public network and the
Local Area Network in the enterprise. In addition to providing comprehensive Voice over I[P and
Unified Communications security to all SIP and RTP traffic entering the private network, the
Avaya SBCE enables the interoperability with dissimilar SIP trunk service providers, by
allowing the manipulation and adjustment of the elements in the packets flowing through its
interfaces.
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The transport protocol between the Avaya SBCE and AT&T Mobility across the public [P
network is UDP. The transport protocol between the Avaya SBCE and the enterprise Session
Manager across the enterprise IP network is TCP.
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Figure 1: Avaya SIP Enterprise Solution connecting to AT&T Mobility SIP Trunk Service.

For inbound calls, the calls flow from the service provider to the external firewall, to the Avaya
SBCE, then to Session Manager. Session Manager uses the configured dial patterns (or regular
expressions) and routing policies to determine the recipient (in this case the Communication
Manager) and on which link to send the call. Once the call arrives at Communication Manager,
further incoming call treatment, such as incoming digit translations and class of service
restrictions may be performed.
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Outbound calls to the PSTN were first processed by Communication Manager for outbound
feature treatment such as automatic route selection and class of service restrictions. Once
Communication Manager selected the proper SIP trunk, the call was routed to Session Manager.
Session Manager once again used the configured dial patterns (or regular expressions) and
routing policies to determine the route to the Avaya SBCE for egress to the AT&T network.

A separate SIP trunk was created between Communication Manager and Session Manager to
carry the service provider traffic. This was done so that any trunk or codec settings required by
the service provider could be applied only to this trunk and not affect other enterprise SIP traffic.
In addition, this trunk carried both inbound and outbound traffic.

Since Puerto Rico is a country member of the North American Numbering Plan (NANP), the
user dialed 10 digits for local calls, and 11 (1 + 10) or 10 digits for other calls between the

NANP.

4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Component

Version

Avaya

Avaya Aura® Communication Manager on a HP®
Proliant DL360 G7 Server.

6.0.1 SP5
(RO16x.00.1.510.1)

Avaya Aura® Session Manager on a HP® Proliant
DL360 G7 Server.

6.1 Service Pack 5
(ASM 6.1.5.0.615006)

Avaya Aura® System Manager on a HP® Proliant
DL360 G7 Server.

6.1 Service Pack 5
Build No. 6.1.0.0.7345-6.1.5.502

Avaya Aura® Communication Manager Messaging

vem-016-00.1.510.1 service pack 2

Avaya Session Border Controller for Enterprise

Sipera Systems 4.0.5.Q02
Patch bin-1ib-Q02.tar.gz

Avaya G450 Media Gateway 31.20.0
Avaya 96x0 Series IP Telephones (H.323) Avaya one-X® Deskphone H.323
3.1 SP2

Avaya 96x0 Series IP Telephones (SIP)

Avaya one-X® Deskphone SIP 2.6.6

Avaya 96x1 Series IP Telephones (H.323)

Avaya one-X® Deskphone H.323
6.0 SP5

Avaya 96x1 Series IP Telephones (SIP)

Avaya one-X® Deskphone SIP 6.0.2

Avaya one-X® Communicator (H.323, SIP)

6.1.2.06-SP2-33739

Avaya 2420 Digital Telephone

n/a

Avaya 6210 Analog Telephone

n/a

AT&T Puerto Rico SIP Trunking

Acme-Packet Net-Net 4250 SBC

Firmware SC6.1.0 MR-9 GA (Build
938)

BroadWorks Soft Switch

R17

Nortel CS2K PSTN Gateway

CVMI11

MAA; Reviewed:
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The specific equipment and software above were used for the compliance testing. Note that this
solution will be compatible with other Avaya Server and Media Gateway platforms running
similar versions of Communication Manager and Session Manager.

5. Configure Communication Manager

This section describes the procedure for configuring Communication Manager for the AT&T
Mobility SIP Trunk Service. A SIP trunk is established between Communication Manager and
Session Manager for use by signaling traffic to and from AT&T. It is assumed the general
installation of Communication Manager, Avaya G450 Media Gateway and Session Manager has
been previously completed and is not discussed here.

The Communication Manager configuration was performed using the System Access Terminal
(SAT). Some screens in this section have been abridged and highlighted for brevity and clarity
in presentation. Note that the IP addresses and phone numbers shown throughout these
Application Notes have been edited so that the actual IP addresses of the network elements and
public PSTN numbers are not revealed.

5.1. Licensing and Capacity

Use the display system-parameters customer-options command to verify that the Maximum
Administered SIP Trunks value on Page 2 is sufficient to support the desired number of
simultaneous SIP calls across all SIP trunks at the enterprise including any trunks to and from the
service provider. The example shows that 24000 licenses are available and 269 are in use. The
license file installed on the system controls the maximum values for these attributes. If a required
feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity.

narameters customer-options Page

OPTIOHAL FEATURES

IPF PORT CAPACITIES USED
Haximum Administered H.323 Trunks: 12000 @
Haximum Concurrently Registered IP Stations: 18866 1
Maximum Administered Remote Office Trunks: 12868 @
Haximum Concurrently Registered Remote Office Stations: 18008 @
Maximum Concurrently Registered IP eCons: 414 8
Max Concur Registered Unauthenticated H.323 Stations: 188 8
Haximum Video Capable Stations: 18008 8
Haximum Uideo Capable IP Softphones: 18688 2

Maximum Administered SIP Trunks: 24888 269

Haximum Administered Ad-hoc Uideo Conferencing Ports: 24,000 6
Haximum Humber of DS1 Boards with Echo Cancellation: 522 ]
Maximum TH2581 UAL Boards: 128 a
Haximum Media Gateway UAL Sources: 258 1
Maximum TH2682 Boards with 88 UoIP Channels: 128 ]
Maximum TH2682 Boards with 328 UoIP Channels: 128 8
Maximum Humber of Expanded HMeet-me Conference Ports: 188 a

{(HOTE: You must logoff & login to effect the permission changes.)
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5.2. System Features

Use the change system-parameters features command to set the Trunk-to-Trunk Transfer
field to all to allow incoming calls from the PSTN to be transferred to another PSTN endpoint. If
for security reasons, incoming calls should not be allowed to transfer back to the PSTN then
leave the field set to none.

e e
parameters features Page

FEATURE-RELATED SY¥STEM PARAMETERS

Self Station Display Enabled?

Trunk-to-Trunk Transfer:

Automatic Callback with Called Party Queuing?

Automatic Callback - Ho Answer Timeout Interval {rings):
Call Park Timeout Interval (minutes):

O0ff-Premises Tone Detect Timeout Interval (seconds):
AAR/ARS Dial Tone Required?

o |=
]
el

1-\=|I'\J|—L|m|=l
= =

Husic {or Silence) on Transferred Trunk Calls? no
DIDSTie/ISDH/SIP Intercept Treatment: attd
Internal Auto-Answer of Attd-Extended/Transferred Calls: transferred
fAutomatic Circuit Assurance {ACA) Enabled? n

Abbreviated Dial Programming by Assigned Lists?

Auto Abbreviated/Delayed Transition Interval {rings):
Protocol for Caller ID fAnalog Terminals:

Display Calling Humber for Room to Room Caller ID Calls?

|I'\J =

ellcore

1= |

On Page 9 verify that a text string has been defined to replace the Calling Party Number (CPN)
for restricted or unavailable calls. This text string is entered in the two fields highlighted below.
The compliance test used the value of anonymous for both.

- ———————————————
parameters features Page

FEATURE-RELATED SYSTEM PARAMETERS

CPH/ANIFICLID PARAMETERS
CPH/ANIFICLID Replacement for Restricted Calls: anonymous
CPH/AMIICLID Replacement for Unawvailable Calls: anonymous

DISPLAY TEXT
Identity When Bridging: principal
User Guidance Display? n
Extension only label for Team button on 96xx H.323 terminals? n

INTERHATIONAL CALL ROUTIHG PARAMETERS
Local Country Code:
International Access Code:
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5.3. IP Node Names

Use the change node-names ip command to verify that node names have been previously
defined for the IP addresses of the Communication Manager (procr) and Session Manager
(asm). These node names will be needed for defining the service provider signaling groups in
Section 5.6.

change node—names if Page 1 of 2
IF HODE HAHES
Hame IPF Address
asm 192 _168_10_32
default g.8.8.8
msgserver 192 168_18.12
procr 192.168.18.12
procrib I
rselab 192 _168.08.278

5.4. Codecs.

Use the change ip-codec-set command to define a list of codecs to use for calls between the
enterprise and the service provider. For the compliance test, ip-codec-set 2 was used for this
purpose. The AT&T SIP Trunk Service supports codecs G.729A and G.711MU, in this order of
preference. Enter G.729A4 and G.711MU in the Audio Codec column of the table. Default
values can be used for all other fields.

change ip-codec-set 2

IP Codec Set

Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.729A n 2 28
2: G.F11HU n 2 28

3:

Since T.38 fax testing was not reliable, it is recommended to disable T.38 Fax by setting the Fax
Mode field to off on Page 2.

hange ip-codec-set 2 Page 2 of 2
IP Codec Set

Allow Direct-IP HMultimedia? n

Mode Redundancy
Fax of f A
Hodem off a
TDD/TTY of f 3
Clear-channel n a
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5.5. IP Network Regions

Create a separate IP network region for the service provider trunk group. This allows for separate
codec or quality of service settings to be used (if necessary) for calls between the enterprise and
the service provider versus calls within the enterprise or elsewhere. For the compliance test,

IP Network Region 2 was chosen for the service provider trunks. Use the change ip-network-
region 2 command to configure region 2 with the following parameters:

e Set the Authoritative Domain field to match the SIP domain of the enterprise. In this
configuration, the domain name is sil. miami.avaya.com as assigned to the shared test
environment in the Avaya test lab. This domain name appears in the “From” header of
SIP messages originating from this IP region. Enter a descriptive name in the Name field.

e Enable IP-IP Direct Audio (shuffling) to allow audio traffic to be sent directly between
IP endpoints without using media resources in the Avaya Media Gateway. Set both
Intra-region and Inter-region IP-IP Direct Audio to yes. This is the default setting.
Shuffling can be further restricted at the trunk level on the Signaling Group form.

e Set the Codec Set field to the IP codec set defined in Section 5.4.
e Default values can be used for all other fields.

IP HETWORK REGIOH

Region: 2
Location:z 1 fAuthoritative Domain: sil.miami.avaya.com
Hame: AT&T PR SIP Trunk
MEDIA PARAMETERS Intra-reqion IP-IP Direct Audio: yes
Codec Set: 2 Inter-regqion IP-IP Direct fAudio: yes
UDP Port HMin: 2848 IP Audio Hairpinning? n

UpP Port HMax: 3329
DIFFSERU/TODS PARAMETERS
Call Control PHE Ualue: 46
Audio PHB Value: 46
Uideo PHB Ualue: 2
882 _1P/0 PARAMETERS
Call Control 882 _1p Priority: &
Audio 882.1p Priority: 6
Uideo 882.1p Priority: 5 AUDIOD RESOURCE RESERUATION PARAHMETERS
H.3223 IP EHDPOIHTS RSUP Enabled? n
H.323 Link Bounce Recouvery? y
Idle Traffic Interwval {sec): 28

Keep-fAlive Interval (sec): 5
Koon—-aAline Mfannt- ©§

On Page 4, define the IP codec set to be used for traffic between region 2 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Default values may be used for all other fields. The example
below shows the settings used for the compliance test. It indicates that codec set 2 will be used
for calls between region 2 (the service provider region) and region 1 (the rest of the enterprise).
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hange ip-network-region 2

Source Region: 2 Inter Hetwork Region Connection Management I M
G A t

dst codec direct  WAH-BW-limits Wideo Intervening Dyn A G (

rgn set WAH Units Total Horm Prio Shr Regions CAC R L e

1 E u HolLimit n____ t

2 2 all

3 - —

4 -

A separate network region was additionally created with the purpose of containing the SIP soft
phones of the enterprise. This was necessary to implement the workaround to the interoperability
problem observed with the RTP payload type 120 mentioned in Section 2.2, on calls originating
from Avaya one-X® Communicator SIP soft clients to the PSTN.

Use the change ip-network-region 3 command and enter the following parameters:

e Authoritative Domain: sil. miami.avaya.com
e Enter a descriptive name in the Name field.

e Change the Inter-region IP-IP Direct Audio to no. This will disable shuffling between
endpoints in this network-region and the rest of the enterprise.

e Default values can be used for all other fields.

change ip-network-region 3

IP HETWORK REGIOH

Region: 3
Location: 1 fAuthoritative Domain: s5il .miami.avaya.com
Hame: Softphones
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct fAudio: no
UDP Port Hin: 2848 IF Audio Hairpinning? n

UDP Port HMax: 3329
DIFFSERU/TOS PARAMETERS

Call Control PHB Ualue: 46
Audio PHB Value: 46
Uideo PHB Walue: 26

On Page 4, specify the IP codec set to be used for traffic between region 3 and region 1 (the rest
of the enterprise). Enter the desired IP codec set in the codec set column of the row with
destination region (dst rgn) 1. Codec set 1 was be used for calls between region 3 (the soft
phones region) and region 1 (the rest of the enterprise). Note that since shuffling is not allowed,
it is not necessary to specify a codec set between network regions 3 and 2.
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change ip-network-region 3

Source Region: 3 Inter Hetwork Region Connection Management I [
G A t

dst codec direct  WAH-BW-limits Uideo Intervening Dyn A G C

rgn set WAH Units Total Horm Prio Shr Regions CAC R L e

1 1 u HolLimit o ____ t

2 - _

3 1 all

L

In the compliance test scenario, all the soft phones in the enterprise were placed in the subnet
10.5.5.128/25. Use the change ip-network-map command to assign the subnet to the network
region 3.

- - . - . 0 .. = < .o
change ip-network-mag Page
IP ADDRESS HMAPPIHG
Subnet Hetwork Emergency
IP Address Bits Region VULAH Location Ext
FROM: 18.5.5.128 £2 3 n
TO: 18.5.5.255
FROM: 7 n
TH =

5.6. Signaling Group

Use the add signaling-group command to create a signaling group between Communication
Manager and the Session Manager for use by the service provider trunk. This signaling group is
used for inbound and outbound calls between the service provider and the enterprise. For the
compliance test, signaling group 2 was used for this purpose and was configured using the
parameters highlighted below.

e Set the Group Type field to sip.

e Set the IMS Enabled field to n. This specifies the Communication Manager will serve
as an Evolution Server for the Session Manager.

e Set the Transport Method to the recommended default value of #s (Transport Layer
Security). Set the Near-end Listen Port and Far-end Listen Port to a valid unused
port instead of the default well-known port value. (For TLS, the well-known port value
1s 5061). This is necessary so the SM can distinguish this trunk from the trunk used for
other enterprise SIP traffic. For ease of troubleshooting, the compliance test was
conducted with the Transport Method set to zcp and the Near-end Listen Port and
Far-end Listen Port set to 5070. (For TCP, the well-known port value is 5060).

e Set the Peer Detection Enabled field to y. The Peer-Server field will initially be set to
Others and cannot be changed via administration. Later, the Peer-Server field will
automatically change to SM once Communication Manager detects its peer is a Session
Manager.

e Set the Near-end Node Name to procr. This node name maps to the [P address of the
Communication Manager as defined in Section 5.3.
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e Set the Far-end Node Name to asm. This node name maps to the IP address of Session
Manager as defined in Section 5.3.

e Set the Far-end Network Region to the IP network region defined for the service
provider in Section 5.5.

e Set the Far-end Domain to the domain of the enterprise

SIGHALIHG GROUP

Group Humber: 2 Group Type: sip
IM3 Enabled? n Transport HMethod: tcp
0-5IP? n SIP Enabled LSP? n
IP Wideo? n Enforce SIPS URI for 3RTP? y

Peer Detection Enabled? i Peer Server: 3H

Hear-end Hode Hame: procr Far-end Hode Hame: asm
Hear-end Listen Port: SB78 Far-end Listen Port: SB78
Far-end Hetwork Region: 2
Far-end Secondary Hode Hame:
Far-end Domain: sil.miami.avaya.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Hoise? n
DTHF over IP: rtp-payload Direct IP-IP fudio Connections? y

Session Establishment Timer{min}): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Hedia? n

H.323 Station Outgoing Direct Hedia? n Alternate Route Timer(sec): 6 _

e Set the DTMF over IP field to rép-payload. This value enables Communication
Manager to send DTMF transmissions using RFC 2833.

e Set Direct IP-IP Audio Connections to y. This field will enable media shuffling on the
SIP trunk allowing Communication Manager to redirect media traffic directly between
the SIP trunk and the enterprise endpoint. Note that media shuffling can also be enabled
or restricted on each IP network regions forms.

e Default values may be used for all other fields.
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5.7. Trunk Group

Use the add trunk-group command to create a trunk group for the signaling group created in
Section 5.6. For the compliance test, trunk group 2 was configured using the parameters
highlighted below.

e Set the Group Type field to sip.

e Enter a descriptive name for the Group Name.

e Enter an available trunk access code (T AC) that is consistent with the existing dial plan
in the TAC field.

e Set the Service Type field to public-ntwrk.

e Set the Signaling Group to the signaling group shown in the previous step.

e Set the Number of Members field to the number of trunk members in the SIP trunk
group. This value determines how many simultaneous SIP calls can be supported by this
trunk.

e Default values were used for all other fields.

change trunk-group 2 Page 1 of 21
TRUHK GROUP

Group Humber: 2 Group Type: Bip CDOR Reports:
Group Hame: AT&T PR STP Trunk COR: 1 TH: 1 TAC: 682
DPirection: two-way ODutgoing Display? n

Dial Access? n Hight Service:

Queue Length: 8

Service Type: public-ntuwrk Auth Code? n

Hember fAssignment Hethod: auto
Signaling Group: 2
Humber of Hembers: 6

On Page 2, verify that the Preferred Minimum Session Refresh Interval is set to a value
acceptable to the service provider. This value defines the interval that re-INVITEs must be sent
to keep the active session alive. For the compliance test, the default value of 600 seconds was
used.

change trunk-group 2 Page 2 of 21
Group Type: sip

TRUHE PARAMETERS
Unicode Hame: Eluto
Redirect On OPTIM Failure: SHBA

SCCAN? n Digital Loss Group: 18
Preferred Minimum Session Refresh Interval({sec): 688

DPisconnect Superwvision - In? y Out? y
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On Page 3, set the Numbering Format field to private. This field specifies the format of the
calling party number (CPN) sent to the far-end. Beginning with Communication Manager 6.0,
public numbers are automatically preceded with a + sign when passed in the SIP From, Contact
and P-Asserted Identity headers. The addition of the + sign impacted interoperability with AT&T
Mobility. Thus, the Numbering Format was set to private and the Numbering Format in the
route pattern was set to unk-unk (see Section 5.10).

change trunk-group 2 Page 3 of 21
TRUHKE FEATURES
ACA Assignment? n Heasured: nonge
Maintenance Tests? y

Humbering Format: priwvate
UUI Treatment: service-provider

Replace Restricted Humbers? y
Replace Unavailable Humbers? uy

Set the Replace Restricted Numbers and Replace Unavailable Numbers fields to y. This will
allow the CPN displayed on local endpoints to be replaced with the value set in Section 5.2, if
the inbound call enabled CPN block.

On Page 4, set the Network Call Redirection field to y. This enables the use of the SIP REFER
method for calls transferred back to the PSTN. Set the Send Diversion Header field to y. This
is needed to support call forwarding of inbound calls back to the PSTN and some Extension to
Cellular (EC500) call scenarios. Set the Support Request History field to n.

Set the Telephone Event Payload Type to 101, and Convert 180 to 183 for Early Media to y,
the values preferred by AT&T. Default values were used for all other fields.

PROTOCOL VARIATIONS

Hark Users as Phone? [
Prepend '+' to Calling Humber? n
Send Transferring Party Information? n
Hetwork Call Redirection? y
Send Diversion Header? y
Support Request History? n
Telephone Event Payload Type: 181
Convert 188 to 183 for Early Hedia? y
Always Use re-IHUVITE for Display Updates? n
Identity for Calling Party Display: P-fisserted-Identity
Enable (Q-5IP? n
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5.8. Calling Party Information

The calling party number is sent in the SIP “From”, “Contact” and “PAI” headers. Since private
numbering was selected to define the format of this number (Section 5.7), use the change
private-numbering command to create an entry for each extension which has a DID assigned.
The DID numbers are provided by the SIP service provider. Each DID number is assigned in this
table to one enterprise internal extension or Vector Directory Numbers (VDNSs), and they are
used to authenticate the caller with the Service Provider. In the sample configuration, 5 DID
numbers were assigned for testing. These 5 numbers were mapped to 5 extensions, 3001 to 3005.
These 10-digit numbers were used in the outbound calling party information on the service
provider trunk when calls were originated from these 5 extensions.

HUMBERING - PRIVATE FORMAT

Ext Ext Trk Private Total

Len Code Grp{s) Prefix Len

4 3 n Total Administered: 11
4 3881 2 7871111234 18 Maximum Entries: S48
4 382 2 FBF1111235 18

4 3883 z2 fFBF1111236 18

4 3684 2 FB871111237 18

4 Jaas 2 FB71111238 18

In a real customer environment, normally the DID number is comprised of the local extension
plus a prefix. If this is true, then a single private numbering entry can be applied for all
extensions. In the example below, all stations with a 4-digit extension length, beginning with 3,
will send the calling party number as the Private Prefix plus the extension number.

private-numbering 2
HUMBERIHG - PRIUVATE FORHAT

Ext Ext Trk Private Total

Len Code Grp{s) Prefix Len

4 3 2 FB7111 18 Total Administered: 11

_ _ Mazimum Entries: S4B
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5.9. Inbound Routing

In general, the “incoming call handling treatment” form for a trunk group can be used to
manipulate the digits received for an incoming call if necessary. Since Session Manager is
present, Session Manager can be used to perform digit conversion using an Adaptation, and digit
manipulation via the Communication Manager incoming call handling table may not be
necessary. Ifthe DID number sent by AT&T is unchanged by Session Manager, then the DID
number can be mapped to an extension using the incoming call handling treatment of the
receiving trunk group. Use the change inc-call-handling-trmt command to create an entry for
each DID.

change inc-call-handling-trmt trunk-group
IHCOMIHG CALL HAHDLIHNG TREATHEHT

Service/ Humber Humber el Incsert
Feature Len Digits

public—ntuwrk 18 7871111234 18 3861

public-nturk 18 7871111235 18 3882

public-nturk 18 7871111236 18 3883

public-ntuwrk 18 7871111237 18 30684

public-ntuwrk 18 18

f871111238 1 3865
public-ntuwrk

In a real customer environment, where the DID number is normally comprised of the local
extension plus a prefix, a single entry can be applied for all extensions, like in the example
below.

change inc-call-handling-trmt trunk-

IHCOMIHMG CALL HAMDLIMG TREATHEHWT
Service/ Humber Humber Del Insert
Feature Len Digits

public-ntuwrk 18 787111 i}
public-ntuwrk

nuhlir—ntu-Lr
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5.10. Outbound Routing

In these Application Notes, the Automatic Route Selection (ARS) feature is used to route
outbound calls via the SIP trunk to the service provider. In the sample configuration, the single
digit 9 is used as the ARS access code. Enterprise callers will dial 9 to reach an “outside line”.
This common configuration is illustrated below with little elaboration. Use the change dialplan
analysis command to define a dialed string beginning with 9 of length 1, as a feature access code

(fac).

change dialplan analysis

Page 1 of 12

DIAL PLAH AHALYSIS TABLE

Dialed
String

Total Call
Length Type
ext

Dialed
String

Location: all

Total Call
Length Type

ext

ext

ext

ext

dac

ext

fac

fac

dac

dac

E=JE =N = = L P
kel ol ol ol

Percent Full: 2

Dialed
String

Total Call
Length Type

Use the change feature-access-codes command to configure 9 as the Auto Route Selection

(ARS) — Access Code 1.

change feature-access—-codes

Page 1 of 11

FEATURE ACCESS CODE (FAC)

Abbreviated Dialing Listd
Abbreviated Dialing List2
Abbreviated Dialing List3
Abbreviated Dial - Prgm Group List
Announcement

Answer Back

Attendant

Auto Alternate Routing (AAR)

Auto Route Selection (ARS) - Access Code 1:
Automatic Callback

ACCess
Access
Access
Access
ACcess
Access
Access
AcCcess

Activation:

Call Forwarding Activation Busy/DA:

Call Forwarding Enhanced Status:
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Use the change ars analysis command to configure the routing of dialed digits following the
first digit 9. The example below shows a subset of the dialed strings tested as part of the
compliance test. See Section 1.1 for the complete list of call types tested. All dialed strings are
mapped to route pattern 2 which contains the SIP trunk group to the service provider.
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The route pattern defines which trunk group will be used for the call and performs any necessary
digit manipulation. Use the change route-pattern command to configure the parameters for the
service provider trunk route pattern in the following manner. The example below shows the
values used for route pattern 2 for the compliance test.

e Pattern Name: Enter a descriptive name.

e Grp No: Enter the outbound trunk group for the SIP service provider. For the compliance
test, trunk group 2 was used.

e FRL: Set the Facility Restriction Level (FRL) field to a level that allows access to this
trunk for all users that require it. The value of 0 is the least restrictive level.

e Pfx Mrk: 1 The prefix mark (Pfx Mrk) of one will prefix any FNPA 10-digit number
with a 1 and leave numbers of any other length unchanged. This will ensure 1 + 10 digits
are sent to the service provider for the long distance North American Numbering Plan
(NANP) numbers. All HNPA 10 digit numbers are left unchanged.

e Numbering Format: unk-unk All calls using this route pattern will use the private

numbering table. See setting of the Numbering Format in the trunk group form for full
details in Section 5.7.

e LAR: next.
change route-pattern 2 Page 1 of 3
Pattern Humber: 2 Pattern Hame: AT&T SIP Trunk
SCCAN? n Secure 3IPY n
Grp FRL HPA Pfx Hop Toll Ho. Inserted DCSS IKC
Ho Hrk Lmt List Del Digits 0sI1G
Dgt= Intw
1: 2 a 1 _ . n user
: e n user
: o n user
: o n user
5: - - _ n user
6: - _ . n user
BCC VALUE TSC CA-TSC ITC BCIE ServicefFeature PARH Ho. Humbering LAR
B12HM4u Request Dgts Format
Subaddress
tyuyyugpun on rest _ unk-unk next
Iyyyyyn n rest _ none
tyuyyugpun on rest _ none
4:yuyuuyun n rest _ none
tyuyyugpun on rest _ none
tpuyypunon rest _ none
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6. Configure Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. The procedures include
adding the following items:

SIP domain
Logical/physical Location that can be occupied by SIP Entities

Routing Policies, which control call routing between the SIP Entities
Dial Patterns, which govern to which SIP Entity a call is routed

Session Manager, corresponding to the Session Manager Server to be managed by
System Manager

SIP Entities corresponding to Communication Manager, Session Manager and the Avaya
SBCE

Entity Links, which define the SIP trunk parameters used by Session Manager when
routing calls to/from SIP Entities

It may not be necessary to create all the items above when creating a connection to the service
provider, since some of them would have already been defined as part of the initial Session
Manager installation. This includes entries such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. System Manager Login and Navigation

Session Manager configuration is accomplished by accessing the browser-based GUI of System
Manager, using the URL “https://<ip-address>/SMGR”, where “<ip-address>" is the IP address
of System Manager. Log in with the appropriate credentials and click on Log On (not shown).

The screen shown below is then displayed.
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AVAYA

Administrators
Manage Administrative Users

Groups & Roles
Manage groups, roles and assign roles
to users

Synchronize and Import
Synchronize users with the enterprise
directory, import users from file

User Management
Manage users, shared user resources
and provision users

Avaya Aura® System Manager 6.1

Application Management
Manage applications and application
certificates
Communication Manager
Manage Communication Manager
objects
Conferencing
Conferencing
Inventory
Manage, discover, and navigate to
elements, update element software
Messaging
Manage Messaging System objects
Presence
Presence
Routing
Network Routing Policy
Session Manager
Session Manager Element Manager
SIP AS 8.1
SIP AS 8.1

Help | About | Change Password | Log off admin

Backup and Restore
Backup and restore System Manager
database
Configurations
Manage system wide configurations
Events
Manage alarms,view and harvest logs
Licenses
View and configure licenses
Replication
Track data replication nodes, repair
replication nodes
Scheduler
Schedule, track, cancel, update and
delete jobs
Security
Manage Security Certificates
Templates
Manage Templates for Communication
Manager and Messaging System
objects
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column to bring up the Introduction to Network Routing Policy screen.

AVAyA Avaya Aura® System Manager 6.1 Help | About | Change Password | Log off admin

x

Routing Home
Routing fll Home /Elements / Routing- Introduction to Network Routing Policy
Domains . . ) Help 7
. Introduction to Network Routing Policy
Locations
Adaptations Network Routing Policy consists of several routing applications like "Domains", "Locations”, "SIP Entities”, etc

SIP Entities The recommended order to use the routing applications (that means the overall routing workflow) to configure your network configuration is as

Entity Links follows:

Time Ranges Step 1: Create "Domains’ of type SIP (other routing applications are referring domains of type SIP).

Routing Policies

" Step 2: Create "Locations”
Dial Patterns.

Regular Expressions Step 3: Create "Adaptations”
Defaults Step 4: Create "SIP Entities”
- SIP Entities that are used as "Outbound Proxies” e.g. a certain "Gateway” or 'SIP Trunk’
- Create all "other SIP Entities’ (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriate 'Locations”, "Adaptations” and "Outbound Proxies”
Step 5: Create the "Entity Links’
- Between Session Managers
- Between Session Managers and "other SIP Entities"
Step 6: Create "Time Ranges"
- Align with the tariff information received from the Service Providers
Step 7: Create "Routing Policies”
- Assign the appropriate "Routing Destination” and "Time Of Day"
{Time Of Day = assign the appropriate "Time Range" and define the "Ranking")

Step 8: Create "Dial Patterns”

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 24 of 65
SPOC 3/28/2012 ©2012 Avaya Inc. All Rights Reserved. ATTPR-CMSMASBCE



6.2. SIP Domains

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. For the compliance test, this includes the enterprise domain, sil. miami.avaya.com,
and the AT&T domain, aslab.centixvoip.net. Navigate to Routing = Domains in the left-hand
navigation pane (Section 6.1) and click the New button in the right pane (not shown). In the new
right pane that appears (shown below), fill in the following:

e Name: Enter the domain name.
e Type: Select sip from the pull-down menu.
e Notes: Add a brief description (optional).

Click Commit. The screen below shows the entry for the enterprise domain.

Home / Elements / Routing / Domains - Domain Management
Help ?
Domain Management Commitl Cancell
1 Item Refresh Filter: Enahble
Name | Type | Default MNotes |
* |sil.miami.avaya.com sip ;l - Lab Domain
* Input Required Commitl Cancell

The screen below shows the entry for the AT&T test domain.

Home / Elements / Routing / Domains - Domain Management
Help ?
Domain Management Commitl Cancell
1 Item Refresh Filter: Enable
Name ‘ Type | Default MNotes |
* laslab.centixvoip.net sip ;I [ AT&T PR
* Input Required Commitl Cancell
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6.3. Locations

Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing = Locations in the left-hand navigation pane and click the New button in the right
pane (not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name for the location.
e Notes: Add a brief description (optional).

In the Location Pattern section, click Add and enter the following values. Use default values
for all remaining fields:

e [P Address Pattern: An IP address pattern used to identify the location.
e Notes: Add a brief description (optional).

The screen below shows the addition of the location SIL Lab, which includes all equipment in
the Avaya Interoperability Lab, including Communication Manager and Session Manager itself,
and resides in the 192.168.10.0 subnet. Click Commit to save.

Home / Elements / Routing / Locations - Location Details

Help ?
Location Details Commitl Cancell
General
* Name: |SIL Lab
MNotes:
Overall Managed Bandwidth
Managed Bandwidth Units:  Khit/sec ;I
Total Bandwidth:
Multimedia Bandwidth:
. . . T
Audio Calls Can Take Multimedia Bandwidth:
Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth {Intra- .
Location): 1000 Khitf/Sec
Maximum Multimedia Bandwidth {Inter- .
Location): 1000 Khitf/Sec
Minimum Multimedia Bandwidth: &4 Kbit/Sec
* Default Audio Bandwidth: 100 |Khitfsec ;I
Location Pattern
Addl Removel
1 Item Refresh Filter: Enable
I IP Address Pattern Notes
[T *|192.168.10.*
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Note that call bandwidth management parameters should be set per customer requirements.

Repeat the preceding procedure to create a separate Location for the AT&T SIP Trunk.
Displayed below is the screen for addition of the AT& T PR SIP Trunk Location, which
specifies the inside IP address for the Avaya SBCE. Click Commit to save.

'l Home / Elements / Routing / Locations - Location Details

Location Details

General

* Name:

Motes:

Overall Managed Bandwidth

Managed Bandwidth Units:
Total Bandwidth:

Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-Location):
Maximum Multimedia Bandwidth {Inter-Location}:

Minimum Multimedia Bandwidth:

4T&T PR SIP Trunk

khit/sec ;l

1000| Kbit/Sec
1000| Kbit/Sec

54 Kbit/Sec

Help ?

Commit Cancell

* Default Audio Bandwidth: 50| |Kbit/sec x|

Location Pattern

ﬂl Removel

1 Item Refresh Filter: Enable
I IP Address Pattern Notes
7 #|192168.10.71 Inside IP Address of ASBCE
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6.4. SIP Entities

A SIP Entity must be added for Session Manager and for each SIP telephony system connected
to it, which includes Communication Manager and the Avaya SBCE. Navigate to Routing =
SIP Entities in the left navigation pane and click on the New button in the right pane (not
shown). In the General section, enter the following values. Use default values for all remaining

fields:

e Name: Enter a descriptive name.
e FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity that is used for
SIP signaling.

e Type: Select Session Manager for Session Manager, CM for

Communication Manager and Other for the Avaya SBCE

e Adaptation: This field is only present if Type is not set to Session Manager
If Adaptations were to be created, here is where they are

applied to the entity.

e Location: Select one of the locations defined previously.

e Time Zone: Select the time zone for the location above.

The following screen shows the addition of the Session Manager SIP Entity. The IP address of
the Session Manager signaling interface (virtual SM-100) is entered for FQDN or IP Address.

Home / Elements / Routing / SIP Entities - SIP Entity Details

Help ?
SIP Entity Details Commitl Cancell
General
* Name: MA_Session Manager
* FQDMN or IP Address: [192.162.10.32
Type: |Session Manager ;I
MNotes: |SM100
Location: |SIL Lab |
Outbound Proxy: 4|
Time Zone: |America/Mew_‘ork ;I
Credential name:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configurationj
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To define the ports used by Session Manager, scroll down to the Port section of the SIP Entity
Details screen. This section is only present for Session Manager SIP entities. In the Port
section, click Add and enter the following values. Use default values for all remaining fields:

e Port: Port number on which the Session Manager can listen for SIP
requests.

e Protocol: Transport protocol to be used to send SIP requests.

e Default Domain: The domain used for the enterprise.

Defaults can be used for the remaining fields. Click Commit to save.

Port
Addl Remove
6 Items | Refresh Filter: Enahble
r Port Protocol Default Domain Notes
[ 5060 UDP;I sll‘mlaml.avaya.com;l
[T 5060 TCP;I sil‘miami.avaya.cnm;l
[T 5061 TLs -] sil.miami.avaya.cam v |
[ 5070 TCP;I sll‘mlaml.avaya.com;l
[T 5080 TCP;I sil‘miami.avaya.cnm;l
T s060 ToP =] sil.miami.avaya.com ¥ |
Select : all, Mone
* Input Required Commitl Cancell

The screen above shows the ports used by Session Manager in the shared lab environment. Only
TCP ports 5060 and 5070 are directly relevant to these Application Notes.

In order for Session Manager to route SIP service provider traffic on a specific trunk group in
Communication Manager, a separate entity link to Communication Manager is required.

The following screen shows the addition of this SIP Entity for Communication Manager. The
FQDN or IP Address field is set to the IP address of the “procr” interface in Communication
Manager.
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Home / Elements / Routing / SIP Entities - SIP Entity Details

SIP Entity Details

General

SIP Link Monitoring

* Name:
* FQDM or IP Address:
Type:

MNotes:

Adaptation:

Location:

Time Zone:

Override Port & Transport with DNS SRY:
* SIP Timer B#F (in seconds):

Credential name:

Call Detail Recording:

SIP Link Monitoring:

C.M. Trunk 2 AT&T PR
192.168.10.12

CHM =l

SIL Lab |
AmericafMew_York ;I
-

4

none x|

lUse Session Manager Configurationj

Help ?

Commitl Cancell

The following screen shows the addition of the Avaya SBCE Entity. The FQDN or IP Address
field is set to the IP address of the SBC private network interface (see Figure 1).

SIP Entity Details

General

SIP Link Monitoring

* Name:
* FQDM or IP Address:
Type:

Motes:

Adaptation:

Location:

Time Zone:

Owverride Port & Transport with DNS SRY:
* SIP Timer BfF (in seconds):

Credential name:

Call Detail Recording:

SIP Link Monitoring:

ASBCE
192,168.10.71

Cther =]

ATET PR SIP Trunk x|
America/Mew _York j
-

4

none x|

Use Session Manager CDnﬁguratiDnj

'l Home / Elements / Routing / SIP Entities - SIP Entity Details

Help 2

Commitl Cancell
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6.5. Entity Links

A SIP trunk between Session Manager and a telephony system is described by an Entity Link.
Two Entity Links were created; one to the Communication Manager for use only by service
provider traffic and one to the Avaya SBCE. To add an Entity Link, navigate to Routing =
Entity Links in the left navigation pane and click on the New button in the right pane (not
shown). Fill in the following fields in the new row that is displayed:

e Name: Enter a descriptive name.

e SIP Entity 1: Select the Session Manager from the drop-down menu.

e Protocol: Select the transport protocol used for this link.

e Port: Port number on which Session Manager will receive SIP requests
from the far-end.

e SIP Entity 2: Select the name of the other system from the drop-down menu.

e Port: Port number on which the other system receives SIP requests from

the Session Manager.
e Connection Policy: Select Trusted to allow calls from the associated SIP Entity.

Click Commit to save.

The following screens illustrate the Entity Links to Communication Manager and the SBC. It
should be noted that in a customer environment the Entity Link to Communication Manager
would normally use TLS. For the compliance test, TCP was used to facilitate troubleshooting
since the signaling traffic would not be encrypted. The protocol and ports defined here must
match the values used on the Communication Manager signaling group form in Section 5.6.

Entity Link to Communication Manager.

il Home / Elements / Routing / Entity Links - Entity Links
Help ?
Entity Links Commitl Cancell
1 Item | Refresh Filter: Enahle
Name SIP Entity 1 Protocol | Port SIP Entity 2 Port c“ggﬁ‘ct:““ Notes
#|SM to CM Trunk 2 #|MA_Session Manager =| [TCP =] *|5070 #|CM, Trunk 2 aTaT PR =] *[5070 Trusted =]
* Input Required Commitl Cancell
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Entity Link to the Avaya SBCE.

i Home / Elements / Routing / Entity Links - Entity Links

Help 2

Entity Links Commit Cancell

1 Item Refresh Filter: Enable
Name SIP Entity 1 ‘ Protocol ‘ Port ‘ SIP Entity 2 ‘ Port ‘ C“:';ﬁ‘é‘;"“ ‘ Notes
*|SM to ASBCE *MA_Session Manager »| [TCP ] * (5060 *|BSBCE =l *[soe0 Trusted  ~|

* Input Required Commitl Cancell

The following screen shows the complete list of Entity Links. Note that only the highlighted
links were created for the compliance test, and are the ones relevant to these Application Notes.

il Home / Elements / Routing / Entity Links - Entity Links

Help 2
Entity Links
Editl Mew Duplicatel Deletel More Actions '|
13 Items Refresh Filter: Enable
u ‘ Name | SIP Entity 1 Protocol | Port | SIP Entity 2 | Port | Connection Policy | Notes
C aAC Lab HG SM TCP 5060 AAC 5060 Trusted AAC Entity Link
[T HGCM Trunk 2 Lab HG SM TCP 5070 HG CM Trunk 2 5070 Trusted
[T Lab HG SM CS1K7E 5085 UDP Lab HG SM uoP 5085 CS1K7S 5085 Trusted
- Lab-HG SM to Lab-HGE AA-SBC Lab HG 5M TCP S060 Lab HG AA-SBC S080 Trusted
- Lab-HE St to Lab-HE CM Lab HG 5M TCP 5050 Lab-HG CM S080 Trusted
[T Lab-HG SM to Lab-HG Sipera SBEC Lab HG 5M TCR 50600 Lab-HG Sipera SBC 5060 Trusted
MA_Session _
[T 5Mtoas-SBC Manager TCP 5060 MA_AA-SBC 5060 Trusted
MA_Session
[T 5Mto scme s1pd Manager TCP 5060 Acrne Packet s1p0 S060 Trusted
- SM to scme s1pl Lab HG SM TCP G060 Acrme Packet s1pl Soe0 Trusted
[”  SMto ASBCE m;g’:;rm” TcP ASBCE Trusted
MA_Session . .
- SM to ChM Manager TCP G060 MA-Messaging G060 Trusted
MA_Session
[T 5Mto CM trunk 1 Manager TCP 5060 C.M, Trunk 1 S060 Trusted
™ SM to CM Trunk 2 Hanaaan TP Satta Trunk 2 AT&T Trusted
Select : all, None
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6.6. Routing Policies

Routing policies describe the conditions under which calls will be routed to the SIP Entities
specified in Section 6.5. Two routing policies must be added: one for Communication Manager
and one for the Avaya SBCE. To add a routing policy, navigate to Routing = Routing Policies
in the left navigation pane and click on the New button in the right pane (not shown). The
following screen is displayed. In the General section, enter the following values:

e Name: Enter a descriptive name.
e Notes: Add a brief description (optional).

In the SIP Entity as Destination section, click Select. The SIP Entity List page opens (not
shown). Select the appropriate SIP entity to which this routing policy applies and click Select.
The selected SIP Entity displays on the Routing Policy Details page as shown below. Use
default values for remaining fields. Click Commit to save.

The following screens show the Routing Policies for Communication Manager and the Avaya
SBCE.

Home / Elements / Routing / Routing Policies - Routing Policy Details

Help ?

Routing Policy Details Commitl Cancell

General

* Mame: |To CM trunk 2

Disabled: ™
MNotes:
SIP Entity as Destination
Selectl
Mame FODN or IP Address Type Motes
C.M, Trunk 2 AT&T PR 192.1658.10.12 M

lHome / Elements / Routing / Routing Policies - Routing Policy Details

Help 7
Routing Policy Details Commit Cancell
General
* Name: To AT&T PR
Disabled: [~
Notes:
SIP Entity as Destination
Selectl
Name FQDN or IP Address Ty¥pe MNotes
ASBCE 192.168.10.71 Other
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6.7. Dial Patterns

Dial Patterns are needed to route specific calls through Session Manager. For the compliance
test, dial patterns were needed to route calls from Communication Manager to AT&T and vice
versa. Dial Patterns define which route policy will be selected for a particular call based on the
dialed digits, destination domain and originating location. To add a dial pattern, navigate to
Routing - Dial Patterns in the left navigation pane and click on the New button in the right
pane (not shown). Fill in the following, as shown in the screens below:

In the General section, enter the following values:
e Pattern: Enter a dial string that will be matched against the Request-URI of the call.

e Min: Enter a minimum length used in the match criteria.

e Max: Enter a maximum length used in the match criteria.

e SIP Domain: Enter the destination domain used in the match criteria.
e Notes: Add a brief description (optional).

In the Originating Locations and Routing Policies section, click Add. From the Originating
Locations and Routing Policy List that appears (not shown), select the appropriate originating
location for use in the match criteria. Lastly, select the routing policy from the list that will be
used to route all calls that match the specified criteria. Click Select.

Default values can be used for the remaining fields. Click Commit to save.

Two examples of the dial patterns used for the compliance test are shown below. The first
example shows that 11 digit dialed numbers that begin with 1 uses route policy “To AT&T PR”.

Help ?
Dial Pattern Details CDmmitl Cancell
General
* pattern: (1
* Min: |11
* Max: |11
Emergency Call: [
SIP Domain: |sil.miami.avaya.com |
Notes:
Originating Locations and Routing Policies
A_ddl Remuvel
1 Item Refresh Filter: Enable
[T | Driginating Location Name ! E;Lg;{;zaing E.g:.::::i;lg Rank 2 R:;?il;rg gzlslgzgt?;rlicv Ez:-::::i:g
Notes Name Disabled Notes
[T sILLab To AT&T PR 0 = ASBCE
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The second example shows that a 10 digit number starting with 787111, to domain

sil. miami.avaya.com and originating from the AT&T PR SIP Trunk location, will use route
policy To CM Trunk 2. This number falls in the DID range assigned to the enterprise by
AT&T. AT&T PR SIP Trunk is selected for the Originating Location because these calls
come from the SBC, which resides in that location.

»
Help ?
Dial Pattern Details Commitl Cancel
General
* Pattern: |787111
* Min: |10
* Max: |10
Emergency Call: [
SIP Domain: | sil.miami.avaya.com |
Notes:
Originating Locations and Routing Policies
A_ddl Removel
1 Item Refresh Filter: Enable
I Originating Location Name | OOImatng - RoutimPolicy o o Fley  Boutinglolicy  Routing Policy
Disabled
[T aTaT PR SIP Trunk Ta CM trunk 2 0 = C.M. Trunk 2 AT&T PR

6.8. Add/View Session Manager

The creation of a Session Manager element provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager > Session Manager
Administration in the left-hand navigation pane and click on the New button in the right pane
(not shown). Ifthe Session Manager already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager.
e Description: Add a brief description (optional).

e Management Access Point Host Name/IP:  Enter the [P address of the Session Manager
management interface.
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The screen below shows the Session Manager values used for the compliance test.

AVAYA

Session Manager
Dashboard
Session Manager
Administration
Communication Profile
Editor
Network Configuration
Device and Location
Configuration
Application
Configuration
System Status
System Tools

Avaya Aura® System Manager 6.1

'l Home /Elements / Session Manager / Session Manager Administration- Session Manager
Administration

View Session Manager

Help | About | Change Password | Log off
admin

Session Manager X Home

Help ?

General | Security Module | NIC Bonding | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings

Event Server
Expand All | Collapse All

eneral ®

L)

SIP Entity Name [MA_Session Manager

Description SIL_MA SM

Management Access Point Host

FERTTRT
Name/IP 192.168.10.321

Direct Routing to Endpoints Enable

In the Security Module section, enter the following values:

e SIP Entity IP Address:

e Network Mask:

e Default Gateway:

Should be filled in automatically based on the SIP Entity
Name. Otherwise, enter IP address of Session Manager
signaling interface.

Enter the network mask corresponding to the IP address of
Session Manager.

Enter the IP address of the default gateway for Session
Manager.

Use default values for the remaining fields. Click Save (not shown) to add this Session
Manager. The screen below shows the remaining Session Manager values used for the

compliance test.

Security Module #

SIP Entity IP Address
Network Mask
Default Gateway

Call Control PHB
QOS Priority

Speed & Duplex
VLAN ID

192.168.10.32
255.255.255.0
192.168.10.254
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7. Configure Avaya Session Border Controller for Enterprise
This section describes the required configuration of the Avaya SBCE to connect to the AT&T
Mobility SIP Trunk service. This configuration is done in two stages. The first part or initial
configuration is done via the Provisioning Script, which requires a serial connection between a
terminal device and the Console port of the SBC.

Once the SBC is provisioned and ready to be used on the IP network, the remainder of the
configuration is accomplished using the SBC web interface.

It is assumed in these Application Notes that the SBC contains no previous configuration, and it
is being provisioned for the first time.

7.1. Provisioning Script
Use the following procedure to establish the initial serial connection to the Avaya SBCE:

e Connect a DB9 serial communications cable from a PC or terminal device to the Console
port in the back of the SBC.

e Configure the communications parameters of the terminal program in the PC, like
HyperTerminal or Putty, to the following settings: Baud rate: 19200, Data Bits: 8,
Stop Bits: 1, Parity: None

e Apply power to the chassis.

Once power has been applied to the SBC, a series of scripts run automatically preparing the
chassis to be configured. The provisioning process is ready to be completed when the prompt
Press ENTER to continue... is displayed. Press the ENTER key.

The Top Level Provisioning Screen is displayed. Use the arrows to select UC-Sec
Configuration and press ENTER.

| Choose Section |

Choose Section

UC-Sec Configuration
UC-5ec Operations

Select Done Abort

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 37 of 65
SPOC 3/28/2012 ©2012 Avaya Inc. All Rights Reserved. ATTPR-CMSMASBCE



The Provisioning screen is displayed (not shown). Select Installation Type. Press Select.

In our test scenario, both the SBC (UC-Sec) and the Element Management System (EMS) reside
in the same server. Select EMS+UC-Sec for a single box installation. Click OK.

| Installation Tupe |

UC-Sec
EMS+UC-Sec

OK

Choose between UC-5ec Onlv or Single
Box installation

On the next screen, the EMS+UC-Sec Provisioning screen, select EMS+UC- SEC Appliance

Configuration. Press Select.

| Choose Section
Choose Section

Installation Type
EMS+UC-Sec Appliance Configuration
Management Interface Setup

Custom Routes
Self-Si1gned Certificate

Select

Back
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Enter the required information into the appropriate fields. Click OK.

— UC-Sec+EMS Appliance Configuration ——

Configure Single Box Appliance

EMS Appliance Hame EMS
Domain Suffix (Optional)
List of DHS Servers 192.168.10.100

NTP Server IP Address (ipwé4) 127.127.1.0

OK

Back at the EMS+UC-Sec Provisioning screen shown in the previous page, select Management
Interface Setup and press Select. Select the M1 Management Device, and enter the IP address,
Netmask and Gateway to be used to manage the SBC on the network. Click OK.

| Management Interface Setup |

Management Device E*; n%

Management IP Address (ipvé) 192.168.10. 78

Management Metwork Mask 295.255.255.0

Management Gateway IP Address (ipvé) 192.168.10.254
0K

Press Back at EMS+UC-Sec Provisioning screen. This will bring up the Top Level Provisioning
screen. Select Done.

At this point the initial configuration is complete and the SBC is ready to be administered via the
browser through the Management Interface.
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7.2. Install Device

Logon to the SBC web interface pointing a browser to the previously configured management
interface address. For the Compliance Test, this was https://192.168.10.70. Click the UC-Sec
Control Center box. Login using the proper credentials (the GUI default password for the
account “ucsec” is “ucsec”). Once in the UC-Sec Control Center home page, on the left hand
side navigation panel select System Management. Select the Installed tab.

UC-Sec Control Center —@QSIpera

wWelcome ucsec, you signed in a5 Admin. Current server time is 4:18:42 PM GMT Systems

O Alarms m Logout | (@ Help

Logs m Users

| ViC-Sec Contral Center System Management
(@) Welcame
< Administration
[‘5‘] BackupiRestore Installed | | Updates
B8 System Management
- 5 Global Parameters SerialNumber | Version |___states | | [ | | |||

S5_192_162_10_70 IPCS31020132 405002 @ Registered = B HFa X

t t

After the SBC has been initially installed and connected to the network, it will show the status of
Registered. In addition, the Install Device icon, marked with a green arrow on the screen
capture, is displayed only for the devices which have not yet been configured.

Click the Install Device icon. On the Installation Wizard that follows, fill the required
information for the Appliance Name, DNS servers and the Private (A1) and Public (B1)
interfaces of the SBC as shown. Click Finish when done.

Installation Wizard

: Internet » ' Intranet LE:?;'L;
SIP ©. e
@ Proxy @

Device Settings NS Configuration

Appliance Mame Sipera_SEC Primary Ex 202,201 1921
High Availahility (H&) i Secondary [ | Opfional, Bx 2022011921
Secure Channel Type & Mane © DMZE & Care

Hetwork Settings

At least one address is required. Hetmask and subnet must he common across the same interface.

IP Public IP Metmask Gateway Interface  DMNS Client
Address#1  [192.168.10.71 | [132168.10.71 | [255.255.255.0 | [1sz1esi0254 | Al ¥ &
Address#2  [172.16.1 5 | 1721615 | [255.255.255.0 | [172.16.1.254 | |B1 =] 8
Address#3 | | | | [255.255.2650 | ] | |ar =] o
Address#4 | | | | [255.255.2650 | ] | |ar =] o
Address#5 | | | | [255.265.2550 | | | a1 =] s
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 40 of 65

SPOC 3/28/2012 ©2012 Avaya Inc. All Rights Reserved. ATTPR-CMSMASBCE



The last screen in the Wizard is a basic reminder of topics that need to be visited in order to
complete the configuration. Close this window.

Installation Wizard

Installation is how complete, please configure the following items in order to get your UC-S%ec up and running. Clicking on any of the links
below will take you to the corresponding configuration page for that item.

= Server Configuration
= Media Interface

= Signaling Interface
* SIP Cluster

* End Point Flows

7.3. Global Profiles

The Global Profiles Menu, on the left navigation pane, allows the configuration of parameters
that affect all the devices under the EMS control.

7.3.1. Server Interworking
Interworking Profile features are configured to facilitate interoperability of implementations
between enterprise SIP-enabled solutions and different SIP trunk service providers.

Several profiles have been already pre-defined and they populate the list under Interworking
Profiles on the screen below. If a different profile is needed, a new Interworking Profile can be
created, or an existing default profile can be modified or “cloned”. Since modifying a default
profile is generally not recommended, the default avaya-ru profile was duplicated, or “cloned”.
That way if modifications are needed in the future, they will not affect the default.

On the left navigation pane, select Global Profiles > Server Interworking. From the
Interworking Profiles list, select avaya-ru. Click Clone Profile.

Glabal Profile rver Interwworking: avaya-ru
It is not recommended to edit the defaults. Try cloning or adding a new profile instead.
cs2100 General | | Timers | | URI Manipulation | | Header Manipulation | | Advanced
avaya-ru
CiSCO-CCm Record Routes BOTH
cups Topology Hiding: Change Call-10 o
Sipera-Halo Zall-Info MAT (i [u]
QCS-FrontEnd-Server Change Max Forwards Yes
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Enter the new profile name in the Clone Name field. Click Finish.

Frofile Mame

Clone Name

Clone Profile [%

avaya-ru

|.ﬂw'a':.fa |

For the newly created Avaya profile, click Edit at the bottom of the General tab:
e Verify that for Hold Support, RFC2543 is selected.
e Leave other fields with their default values.

e C(Click Next.

Interworking Profiles

cs2100

avanya-ru
(OCS-Edge-Server
cisco-ccm

cups

Sipera-Halo
(OCS-FrontEnd-Server

Click here to add a description.

General | | Timers || URI i i | | Header i i || Advanced |

Hold Support RFC2543
180 Handling Mone
181 Handling Mane
182 Handling Mone
183 Handling kone
Refer Handling Ma
F Handling Mo

Diversion Header Suppart ko
Delayed SDF Handling MHa

T.38 Suppart Mo
URI Scheme SIP
Wia Header Format RFC3261
Frivacy Enablad MHa

User Mame
P-Assered-1dentity ko
P-Freferred-1dentity Ma

Privacy Header

DTMF

DTMF Support Mone

Click Next on the Privacy tab (not shown) and Finish on the Advanced tab to save and exit.
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7.3.2. Routing Profiles

Routing profiles define a specific set of routing criteria that are used, in conjunction with other
types of domain policies, to determine the route that SIP packets should follow to arrive at their
intended destination.

Two Routing Profiles were created in the test configuration, one for inbound calls, with Session
Manager as the destination, and the second one for outbound calls, which are sent to the AT&T
SIP trunk.

To create the inbound route, from the Global Profiles menu on the left-hand side:
e Seclect the Routing tab.
e Select Add Profile.
e Enter Profile Name: Route_to_SM. Click Next.

Routing Profile

Frofile Mame |Hu:uute_tu:u_5ru1 |

On the next screen, complete the following:
e Next Hop Server 1: 192.168.10.32 (Session Manager [P address)
e Check Routing Priority Based on Next Hop Server
e Check Use Next Hop for In-Dialog Messages

e Outgoing Transport: TCP

Routing Profile =

Each URI group may only be used once per Routing Profile.

Hext Hop Routing
IR Group I * - I

Mext Hop Server 1 11921681032 | IP,IP:Part, Domain, ar Domain: Port

MHext Hop Server 2 | | IP, IF;Port, Dotmain, of Domain: Port

¥ Routing Priority based on Mext Hop Server

.|_ Ignore Route Header for Messages Cutside Dialog
T MAPTR T SRY

Qutgoing Transpor & TLS o« TCP & UDP
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e C(Click Finish

Global Profiles » Routing: Route_to_Shi

Routing Profiles Click here to add a description.
default Routing Profile |
Route_to_SM

Add Routlng Rule

Next Next | lynore

Mext Hop Hext Hop Outgoing

Priority P Pt I-_Iup HAPTR | SBY | Hop in| Route Transport
Priority Dialog | Header

1921681032 — ™2 r r V

Similarly, for the outbound route:
e Select Add Profile.

e Enter Profile Name: Route_to_ATT
e C(Click Next.

e Next Hop Server 1: 10.1.1.1 (service provider SIP Proxy IP address)
e Check Routing Priority Based on Next Hop Server
e Check Use Next Hop for In-Dialog Messages

e Outgoing Transport: UDP

Routing Profile [

Each URI group may onby be used once per Routing Profile.

Mext Hop Routing
LRI Group I * - I

Mext Hop Server 1 |1III.1 a1 | IP, IP;Port, Dormain, or Domain: Port

Mext Hop Serer 2 | | IP, IP:Piart, Dotnain, or Domsin: Port

¥ Routing Priority based aon Mext Hop Server
¥ Use MextHop far In Dialog Messages
[T lgnore Route Header for Messages Outside Dialog

[T maPTR [T SRY

Outgoing Transport - TLS - TCP [+ UDP

.......

e C(Click Finish
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Routing: Route_to_ATT

Add Profile Rename Profile | Clone Profile | Delete Profile
Routing Profiles Click here to add a description.

default

Routing Profile |

Add Routlng Rule

Hext | lgnore
Priority Hext HupSenﬁer Hext Hup Server Hup NAPTR| SRV | Hopin| Route Outgoing
Transport

Priority Dialogy | Header

10.1.1.1 I~ r O =

7.3.3. Server Configuration
Server Profiles should be created for the SBC two peers, the Call Server (Session Manager) and

the Trunk Server or SIP Proxy at the service provider’s network.

To add the profile for the Call Server, from the Global Profiles menu on the left-hand navigation

pane,

select Server Configuration. Click Add Profile and enter the profile name: Session

Manager.

On the Add Server Configuration Profile, General Tab:

Select Server Type: Call Server

IP Address: 192.168.10.32 (IP Address of Session Manager Security Module)
Supported Transports: Check TCP

TCP Port:5060

Click Next

Add Server Configuration Profile - General

Server Type Call Server j

19216581032 —

IP Addresses F Supported FQDOMNs
Comma seperated list

W TCP
Supported Transports [T uUDP
[~ TLS
TGP Port 5060 |
UDP Port | |
TLS Port | |
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e C(lick Next on the Authentication tab
e Click Next on the Heartbeat tab
e On the Advanced tab, select Avaya from the Interworking Profile drop down menu.

Leave the Signaling M anipulation Script at the default None for now. This field will be
revisited and assigned a different value later in the configuration process.

e C(Click Finish.

To add the profile for the Trunk Server, from the Server Configuration screen, click Add
Profile and enter the profile name: ATT_Puerto_Rico.

On the Add Server Configuration Profile, General Tab:
e Seclect Server Type: Trunk Server
e IP Address: 10.1.1.1 (service provider’s SIP Proxy IP address)
e Supported Transports: Check UDP.
e UDP Port:5060
e C(lick Next

Add Server Configuration Profile - General

Server Type Trunk Server j

10141 N

I[P Addresses F Supported FQDMs
Comma seperated list

[ TCP
Supported Transports ¥ uDP
[~ TLS
TCP FPart
LIDF Part 060
TLS Fort

e Click Next on the Authentication tab.

e Click Next on the Heartbeat tab

¢ On the Advanced tab, select Avaya from the Interworking Profile drop down menu.
Leave other fields with their default values.

e Click Finish.
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7.3.4. Topology Hiding

Topology Hiding is a security feature which allows changing several parameters of the SIP
packets, preventing private enterprise network information from being propagated to the
untrusted public network.

Topology Hiding can also be used as an interoperability tool to adapt the host portion in SIP
headers like To, From, Request-URI, Via, Record-Route and SDP to the IP addresses or domains
expected by Session Manager and the SIP trunk service provider, allowing the call to be accepted
in each case.

For the compliance test, only the minimum configuration required to achieve interoperability on
the SIP trunk was performed. Additional steps can be taken in this section to further mask the
information that is sent from the enterprise to the public network.

To add the Topology Hiding Profile in the enterprise direction, select Topology Hiding from the
Global Profiles menu on the left-hand side:

e C(Click Add Profile

e Enter the Profile Name: SessionManager. Click Next.
e Inthe Header column, select From.

e In the Criteria column, select IP/Domain

e Inthe Replace Action column, select: Overwrite

e Inthe Overwrite Value column, enter sil.miami.avaya.com, the SIP domain of the
enterprise.
e C(Click Finish.

Topology Hiding Profile x

Add Header

| Fram =| |IPiDomain =] |Overwite x| |silmismi svaya.com | X

Global Profiles = Topology Hiding: onkdansg
Topology Hiding Profiles Click here to add a description.
default Topology Hiding |
cisco_th_profile
SessionManager | Heater | cCitera | Replace Action Overwrite Value
ATT Record-Raoute IFIDomain Auta
Fram IPIDamain Owerwrite sil.miami.avaya.com
Wia IFiDomain Auto
ReguestLine IPICiarmain Auta
SDF IFiDomain Auto
To IFIDomain Auta
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To add the Topology Hiding Profile in the SIP trunk direction:
e C(lick Add Profile
e Enter the Profile Name: ATT. Click Next.
e Inthe Header column, select Request-Line.
e In the Criteria column, select IP/Domain
e Inthe Replace Action column, select: Overwrite

e Inthe Overwrite Value column, enter aslab.centixvoip.net, the AT&T SIP domain used
for the compliance test.

e Click Add Header.

e Select From in the Header column.

e Repeat the values shown above for Criteria, Replace Action and Overwrite Value.
e Click Finish

Topolooy Hiding Profile [

Add Header

IRequest Line J IIP,-“DDmaln J IOverwrlte J |aslabcermxv0|pnet | *

|Fr|:|m = ||P,-fD|:|main | |Dverwrite | |aslab.centicvoin net | X

Global Profiles = Topalogy Hiding: ATT

Add Profile Rename Profile | Clone Profile | Delete Profile
Topology Hiding Profiles Click here to add a description.

default Topology Hiding |
cisco_th_profile
m"r Fecord-Route IFIDamain Auto
From IPiDarmain Overwtite aslah.centixvoip.net
ia IFiDomain Auto
Reguest-Line IFIDiamain COwernrite aslah.centixvaip net
SDP IFIDamain Auto
To IFiDomain Auto
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7.3.5. Signaling Manipulation

On incoming calls to the enterprise, AT&T will always send the same “pilot” DID number on the
user portion of the Request-Line of any incoming request, and the actual number dialed in the
user portion of the “To” header. Since Session Manager routes the calls based on the number
contained in the Request-URLI, it is necessary to modify the user portion of the Request-URI sent
to Session Manager, to replace the “pilot” number with the actual number being called, extracted
from the “To” header.

The Avaya SBCE addresses this type of granular header manipulation, which is not possible to
achieve directly by configuration on the web interface, by means of Signaling Manipulation (or
SigMa) Scripts. The scripts can be created externally as a regular text file and imported in the
Signaling Manipulation screen, or they can be written directly in the page using the embedded
Sigma Editor. For the test configuration, the Editor was used to create the script needed to handle
the header manipulation described above.

For more information on the structure of the SigMa Scripting Language and details on its use,
see [9].

From the Global Profiles menu on the left panel, select Signaling Manipulation. Click on Add
Script to open the SigMa Editor screen. On the Title, enter Request_URI. Enter the script as
shown on the screen below:

Sighla Editar
rOptions
Title |Request LRI

within session "ALL™
{

1
z
3 act on wessage where $DIRECTION="INBOUND" and $ENTRY FOINT="PRE ROUTING"
4 {

5 $HEADERS[ "Request Line"] [1].URI.USER = $HEADERS["Ta"] [1] .URI.USER;

G i

71

5

Once all the lines have been entered, click Save (not shown).

ianaling Manipulstion: Reguest_LURI

Signaling Manipulation Click here to add a description.
Scripts
Request_URI Signaling Manipulation

{ [

act on message where 3DIRECTION="INEOUND™ and %ENTRY_POINT="PRE_ROUTING" J
{

FHEADERS["Request Line"][1].URL.USER = SHEADERS["To"]1[1]1.URI.USER: LI

MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 49 of 65

SPOC 3/28/2012 ©2012 Avaya Inc. All Rights Reserved. ATTPR-CMSMASBCE



After the Signaling Manipulation Script is created, it should be applied to the ATT_Puerto_Rico
Server Profile previously created in Section 7.3.3.

Go to Global Profiles > Server Configuration > ATT_Puerto_Rico 2> Advanced tab >
Edit. Select Request_URI from the drop down menu on the Signaling Manipulation Script
field. Click Finish to save and exit.

Edit Server Configuration Profile - Advanced

Enahle DoS Protection r

Enakle Groorming r

Interworking Profile |Ava§,.fa j

Signaling Manipulation Script |Hequest_URI j

LUDP Connection Type & SUBID ¢ PORTID ¢ MAPPING
Finish

7.4. Domain Policies

Domain Policies allow one to configure, manage and apply various sets of rules designed to
control and normalize the behavior of call flows, based upon various criteria of communication
sessions originating from or terminating in the enterprise.

7.4.1. Media Rules

For the compliance test, a Media Rule was created to enable Quality of Service tagging of media
packets. For the test, the DSCP value AF11 (Priority Traffic, High Throughput) was agreed with
the service provider. On a real customer environment, this value needs to be verified and set
accordingly to match the customer and service provider’s requirements.

From the Domain Policies menu on the left-hand side, select Media Rules.
e Select the default-low-med rule from the Media Rules list.
e Select Clone Rule button
e Enter the Clone Name: Low-med-QOS
e Click Finish
e Highlight the rule just created: Low-med-QOS
e Seclect the Media QOS tab
e (lick the Edit button
e Under Media QOS Marking, check the Enabled box.

e Check the DSCP box
e Audio: Select AF11 from the drop-down
e Video: Select AF11 from the drop-down
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Media Qo5 [x

Media Qo5 Reporting

RTCF Enabled

Media QoS Marking
Enabled ™
i~ Tos

Audio Precedence ijejih

hudio Tos [ifimize Delsy R - | [

Video Precedence

yy
Video ToS
@ DSCP
Audio = PR
Video = [

|AF11
|AF11

Click Finish to save the rule.

Diotnain Palici Q0S
[RTLTS | [Filter By Device... =l Clone Rule | Delete Rule:
Media Rules

Click here to add a description.
default-low-med

Media NAT | | Media Encryption | | Media Anomaly | | Media Silencing | [Media Qos | | Turing Test |
default-low-med-enc

default-high
default-high-enc

Media QoS Reporting

RTCP Enabled r
avaya-low-med-enc
Low-med-Q0S Media QoS Marking
Enabled =2
QoS Type DECP

Audio QoS

Audio DSCP AF11
Video QoS
Video DSCP AF11
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7.4.2. Signaling Rules

Signaling Rules define the actions to be taken (4llow, Block, Block with Response, etc.) for each
type of SIP-specific signaling request and response message. They also allow the control of the

Quality of Service of the signaling packets

The Alert-Info and P-Location headers are sent in SIP messages from the Session Manager to the
SBC and the AT&T network. They contain private IP addresses and SIP Domains from the
enterprise, which should not be propagated outside of the enterprise boundaries. These headers
need to be removed (blocked) from both requests and responses for outbound calls.

Two Signaling Rules were specified, each to be later applied in the direction of the enterprise or
the SIP Trunk. To create a rule selecting the QoS type, and to block the Alert-Info and P-
Location headers coming from Session Manager from being propagated to the network, in the

Domain Policies menu, select Signaling Rules, then Add Rule:
e Enter a name: Remove_headers. Click Next.

their default values. Click Next.

down menu.
Click Finish.

On the next page, leave sections Inbound, Outbound and Content-Type Policies with

On the Signaling QoS screen shown below, select DSCP and Value AF11 from the drop-

Signaling Rule [®

Enabled W
 Tos
Precadence |Huutine j M
Tos |h-1inimizeDeIay j M
& DSCP
Walue | AF11 3 I i
[Back [ Finisn |

Select the Request Headers tab of the newly created Signaling Rule.
Select Add in Header Control

Header Name: Alert-Info

Method Name: INVITE

Header Criteria: Forbidden

Presence Action: Remove Header

Click Finish
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To add the P-Location header:
e Select Add in Header Control

e Check the Proprietary Request Header box
e Header Name: P-Location

e Method Name: INVITE

e Header Criteria: Forbidden

e Presence Action: Remove Header

e C(Click Finish

Domain Policies > Signaling Rules: Remove_headers

[Fiter By Device. <]
Click here to add a description.
default - -
General | | Requests | | Responses | | Request Headers | | Response Headers | | Signaling QoS |
Ho-Content-Type-Checks

Remove_headers
e e ) L] S W

1 Aler-Info INVITE Forbidden Remove Header
2 P-Location INVITE Forbidden Remove Header Yes I 2 K

Select the Response Headers tab.
e Seclect Add in Header Control

e Header Name: Alert-Info

e Response Code: 200

e Method Name: INVITE

e Header Criteria: Forbidden

e Presence Action: Remove Header

e Click Finish

e Sclect Add in Header Control one more time.
e Check the Proprietary Request Header box
e Header Name: P-Location

e Response Code: 200

e Method Name: INVITE

e Header Criteria: Forbidden

e Presence Action: Remove Header

e C(Click Finish
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General | | Requests | | Responses | | Reguest Headers | | Response Headers | | Signaling Qo5 |

Add In Header Control §j Add Out Header Control

Response lu'lethml Header
Header Mame Proprietal

Alert-Info IMVITE Forbidden  Temove
Header

2 P-Location 200 IMWITE Forbidden  Temove Yes I * K
Header

A second Signaling Rule was created with the purpose of defining the proper QoS type of the
signaling packets traveling to the AT&T SIP Trunk.

Select Domain Policies = Signaling Rules > Add Rule:
e Enter a name: QoS. Click Next.
¢ On the next page, leave sections Inbound, Outbound and Content-Type Policies with
their default values. Click Next.
e On the Signaling QoS screen, select DSCP and Value AF11 from the drop-down menu.
e C(Click Finish.

[Filter By Devics... H
Signaling Rules Click here to add a description.
default = =
General | | Requests | | Responses | | Request Headers | | Response Headers | | Signaling QoS |
Ho-Content-Type-Checks
e Joirs T
QoS Signaling QoS v
QoS Type DSCP
DSCP AFT1
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7.4.3. End Point Policy Groups

End Point Policy Groups are associations of different sets of rules (Media, Signaling, Security,
etc) to be applied to specific SIP messages traversing through the SBC.

To create an End Point Policy Group for the enterprise, from the Domain Policies menu, select
End Point Policy Groups. Select Add Group.

e Group Name: Enterprise.

e Application Rule: default

e Border Rule: default

e Media Rule: Low-med-QOS

e Security Rule: default-low

e Signaling Rule: Remove_headers

e Time of Day: default
e C(lick Finish.

Domain Policies = End Poirt Palic as: Erterprise
|Fi|terEly Device... j

Click here to add a description.

default-low

defaultlow.enc Hover over a row to see its description.

default-med Puolicy Group

default-med-enc

detutih-enc e T B B B = R

0OCS-default-high default default Low-med-Q0S  default-low Remowve_headers default 4

avaya-def-low-enc

Enterprise

e To create an End Point Policy Group for the AT&T SIP Trunk, select Add Group.
e Group Name: ATT.

e Application Rule: default

e Border Rule: default

e Media Rule: Low-med-QOS

e Security Rule: default-low

e Signaling Rule: QoS

e Time of Day: default

e C(lick Finish.

default-low

defaultlow-enc Click here to add a row description.

default-med Policy Group

default-med-enc

default-high [View Summary | Add Policy Set|
peA— T T T TR T
OCS-default-high default default Low-med-205  default-low Qo3 default
avaya-def-low-enc

Enterprise

aTr
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7.5. Device Specific Settings

The Device Specific Settings allow the management of various device-specific parameters,
which determine how a particular device will function when deployed in the network. Specific
server parameters, like network and interface settings, as well as call flows, etc. are defined here.

7.5.1. Network Management

The network information should have been previously completed in Section 7.2. To verify the
network configuration, from the Device Specific Menu on the left hand side, select Network
Management. Select the Network Configuration tab.

UC-Sec Devices Metwork Configuration ‘ | Interface Configuration

Sipera_SBC
Modifications or deletions of an IP address or its associated data require an application restart before taking effect. Application
restarts can be issued from System Management.
A1 Metmask A2 Metmask B1 Metmask B2 Metmask
] | |
Changes will not take effect until the interface is updated.
[1z218810.71 I | [192168.10.254 [ a1 = X
[17216.15 N | [17216.1 254 |le1 = X

In the event that changes need to be made to the network configuration information, they could
be entered here.

On the Interface Configuration tab, click the Toggle State control for interfaces Al and B1 to
change the status to Enabled. It should be noted that the default state for all interfaces is
disabled, so it is very important to perform this step, or the SBC will not be able to communicate

on any of its interfaces.

Metwork Configuration || Interface Configuration |

Al Enabled
A2 Disahled
B1 Enabled
B2 Digahled
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7.5.2. Media Interface

Media Interfaces were created to adjust the port range assigned to media streams leaving the
interfaces of the SBC. The Private interface of the SBC was made to match the range specified in
the [P-Network-Region in Communication Manager of 2048 to 3349, and the Public interface to
match the range specified by AT&T for the compliance test of 50000 to 54999.

From the Device Specific Settings menu on the left-hand side, select Media Interface
e Select Add Media Interface
e Name: Private
e [P Address: 192.168.10.71 (Inside IP Address of the SBC, toward Session Manager)
e Port Range: 2048-3329
e Click Finish
e Select Add Media Interface
e Name: Public
o IP Address: 172.16.1.5 (Outside IP Address of the SBC, toward AT&T)
e Port Range: 50000-54999
e Click Finish.

Device Specific Settings > Media Interface: Sipera_SBC

Sipera_SBC
Modifying or deletng an exlstmg metia mterfa:e will require an application restart before taking effect. Application
et
“mn
Private 192.168.10.71 2048 - 3329
Public 17216.1.5 50000 - 54999 . X.
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7.5.3. Signaling Interface
To create the Signaling Interface toward Session Manager, from the Device Specific menu on
the left hand side, select Signaling Interface, then Add Signaling Interface:
e Name: Private
e [P Address: 192.168.10.71 (Inside IP Address of the SBC, toward Session Manager)
e TCP Port: 5060
e UDP Port: 5060
e C(Click Finish

Add Signaling Interface %

Onby Cluster TLS is available because no TLS Server Profiles exist. There is no
restriction on noh-TLS profiles.

Marme |F'rivate |

IP Address [192.166.10.71 =]
TCF Fort

Leave blank to disable

UDP Port

Leawve blank to disable

TLS Port | |

Leave blank to disable

5060 |

\5060 |

Cluster TLS
Only for use with Cizco SIP Clusters

Enable Stun r
Fequires a UDP Paort

Similarly, to add the Signaling Interface toward the AT&T SIP Trunk:
e C(lick Add Signaling Interface:
e Name: Public
e P Address: 172.16.1.5 (Outside IP Address of the SBC, toward AT&T)
e TCP Port: 5060
e UDP Port: 5060
e Click Finish

Device Specific Settings = Signaling Interface: Sipera_SBC

Sipera_SBC
™ ome T Sgnaingip | 1CP port | woPport | TLsport | s prome ] ||
Private 192.168.10.71 5060 5060 — None 2R
Public 1721615 5060 5060 = None S
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7.5.4. End Point Flows

To create the call flow toward the AT&T SIP trunk, from the Device Specific menu, select End
Point Flows, then select the Server Flows tab. Click Add Flow.
Name: SIP_Trunk Flow

Server Configuration: ATT_ Puerto_Rico

MAA; Reviewed:

URI Group: *
Transport: *
Remote Subnet: *

Received Interface: Private

Signaling Interface: Public
Media Interface: Public

End Point Policy Group: ATT
Routing Profile: Route_to_SM (Note that this is the reverse route of the flow).
Topology Hiding Profile: ATT
File Transfer Profile: None

Click Finish

Flow Marme

Semer Configuration
LRI Group
Transport

Femate Subnet
Feceped Interface
Signaling Interface

hedia Interface

Raouting Profile

File Transfer Profile

End Point Policy Group

Topology Hiding Praofile

|SIP_Trurk_Flow

|A'I_I'_F"uert|:|_Fii|:D j

]

[ =

: |
[aTT <]
|Route_to_SM =]
|ATT [

Mone =

o

SPOC 3/28/2012

Solution & Interoperability Test Lab Application Notes

©2012 Avaya Inc. All Rights Reserved.

59 of 65
ATTPR-CMSMASBCE



To create the call flow toward the Session Manager, click Add Flow.

Name: Session_Manager_Flow
Server Configuration: Session Manager

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: Public
Signaling Interface: Private

Media Interface: Private

End Point Policy Group: Enterprise

Routing Profile: Route_to_ATT (Note that this is the reverse route of the flow)

Topology Hiding Profile: SessionManager
File Transfer Profile: None
Click Finish

Flow Marme |Sessiu:un_|‘-.-1anager_FIDw |
Server Configuration |Seaaiun tdanager j
LRI Group

ol

Transport

Femote Subnet

Received Interface IPuinn:: 'I
Signaling Interface IPrivate *I
Media Interface IF’rivate vI

End Paoint Policy Group |Enterprise j
Routing Profile |F{Dute_t|:|_A'I_I' j
Topology Hiding Profile I DessionManager j

File Transfer Profile Mone =

ol
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Device Specific Settings = End Point Flow:

UC-Sec Devices Subscriber Flows | | Server Flows

Sipera_SBC

Hover over a row to see its description.

Server Configuration: ATT_Puerto_Rico

End Point g Topology File

Remote | Received | Signaling Media = Routing i _
PO anseot Subnet | Interface | Interface | Interface adlicy Profile filine fianstey
Group Profile Profile

[1 ] sIP_Trunk_Fiow * Private Public Fublic Route_to SM o ATT Mare Eb L

Server Configuration: Session Manager

End Point . o File
Remote Recemed Slgnalmg Medla . Routing Topology Hiding
e o e 52 R R =l

- Session_Manager_Flow * * Fublic Private Private Enterprise Route_to_ATT  Sessionhanzger MNane Edb 4Lt

8. AT&T Mobility SIP Trunk Service Configuration

Information about how to establish the SIP Trunk Service with AT&T Mobility in Puerto Rico
can be obtained by contacting an AT&T Mobility sales representative.

AT&T Mobility is responsible for the configuration of the AT&T Mobility SIP Trunk service in
their network. To establish service, the customer will need to provide AT&T with the IP address
used to reach the SBC at the enterprise. AT&T will provide the customer with the necessary
information to configure the SIP connection from the enterprise site to the AT&T network,
including:

e [P address of the AT&T SIP proxy.
e AT&T SIP domain.

e CPE SIP domain.

e Supported codecs.

e DID numbers

e Port numbers used for signaling and media.

This information is used to complete the Communication Manager, Session Manager, and the
Avaya SBCE configuration discussed in the previous sections.
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9. Verification and Troubleshooting

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly. This section also provides a list of useful troubleshooting
commands that can be used to troubleshoot the solution.

Verification Steps:

1.

Verify that endpoints at the enterprise site can place calls to the PSTN and that the call
remains active for more than 35 seconds. This time period is included to verify that
proper routing of the SIP messaging has satisfied SIP protocol timers.

2. Verify that endpoints at the enterprise site can receive calls from the PSTN and that the
call can remain active for more than 35 seconds.
3. Verify that the user on the PSTN can end an active call by hanging up.
4. Verify that an endpoint at the enterprise site can end an active call by hanging up.
Troubleshooting:
1. Communication Manager:
e list trace station <extension number>
Traces calls to and from a specific station.
e list trace tac <trunk access code number>
Trace calls over a specific trunk group.
e status signaling-group <signaling group number>
Displays signaling group service state.
e status trunk <trunk group number>
Displays trunk group service state.
e status station <extension number>
Displays signaling and media information for an active call on a specific station.
2. Session Manager:
e traceSM -x — Session Manager command line tool for traffic analysis. Login to
the Session Manager management interface to run this command.
e Call Routing Test - The Call Routing Test verifies the routing for a particular
source and destination. To run the routing test, navigate to Home - Elements >
Session Manager - System Tools = Call Routing Test. Enter the requested
data to run the test.
3. Avaya SBCE:
There are several links and menus located on the taskbar in the UC-Sec Control Center
that can provide useful diagnostic or troubleshooting information:
e Alarms. Provides information about the health of the SBC.
e Incidents. Provides detailed reports of anomalies, errors, policies violations, etc.
e Diagnostics. This screen provides a variety of tools to aid in troubleshooting the
SBC network connectivity and its operation.
MAA; Reviewed: Solution & Interoperability Test Lab Application Notes 62 of 65

SPOC 3/28/2012 ©2012 Avaya Inc. All Rights Reserved. ATTPR-CMSMASBCE



Other useful tools can also be found on the Troubleshooting Menu, on the left hand side
of the UC-Sec Control Center page.
e Packet Capture. Allows to capture the packets in any of the SBC interfaces, and
save them as pcap files. From the menu on the left hand side, click
Troubleshooting - Trace Settings 2 Packet Capture tab.

10. Conclusion
AT&T Mobility in Puerto Rico SIP Trunk Service passed compliance testing.

These Application Notes describe the configuration necessary to connect the above service to
Avaya Aura® Communication Manager 6.0.1, Avaya Aura® Session Manager 6.1 and Avaya
Session Border Controller for Enterprise.

The AT&T Mobility SIP Trunk Service is a SIP-based Voice over IP solution for customers
ranging from small businesses to large enterprises. AT&T Mobility SIP Trunk Service provides a
flexible, cost-saving alternative to traditional hardwired telephony trunks.
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