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While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its Hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support Web site: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR
AN AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE
ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE.
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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rights to use certain portions of the Product (“Third Party Terms”).
Information regarding distributed Linux OS source code (for those
Products that have distributed the Linux OS source code), and
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Chapter 1: Management interface

Introduction to Element Manager

Element Manager (EM) is an optional, Web-based administration tool that facilitates the
operation, administration, and maintenance (OAM) of Avaya Media Server (MS).

Some adopting products provide a different OAM management system for Avaya MS. Those
systems have similar functionality though the navigation and interface are different.

The procedures in the document are based on the optional EM installed by the Avaya MS
installer.

EM installation

Avaya MS installer installs EM unless you or an adopting product installer, which embeds
Avaya MS, specifically decline EM installation.

Install EM to configure Avaya MS if you do not have an alternate OAM management system.
The installation procedures for Avaya MS cover the EM installation option in detail.

Web browser configuration

You can gain access to EM using a Web browser that you start locally on the server or remotely
from another computer. EM works with Internet Explorer (IE) versions 6, 7, 8, and 9 and with
Firefox versions 3.5 and later.

To use IE 9 with EM, configure IE 9 to:
» Download files from secure sites using SSL.
* Treat Avaya MS as a trusted site.

Perform the following procedures to configure IE 9 and later for EM.
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Enabling SSL file downloads in IE

About this task

Configure IE to download files from secure sites using SSL so that you can upload and
download files using EM.

Procedure

1. Open IE.

2. From the IE menu bar, select Tools > Internet Options.
If the menu bar is not visible, press the 21t key.

Click the Advanced tab.

In the Settings section, scroll down to Security.

Clear the Do not save encrypted pages to disk check box.
Click OK.

Close and reopen the IE browser.

N o ok~ w

Adding EM to the trusted sites list in IE
About this task

Configure IE to consider Avaya MS as a trusted site so that you can gain access to EM.

Procedure

1. Open IE.

2. From the IE menu bar, select Tools > Internet Options.
If the menu bar is not visible, press the 21t key.

Click the Security tab.
Select the Trusted sites zone.
Click Sites.

Enter the address of Avaya MS in the Add this website to the zone field. For
example:

https://localhost

o g A~ w

https://serverl23.companyABC.com
7. Click Add.

10 Implementing and Administering Avaya Media Server 7.5 January 2014
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EM overview

8. Click Close.
9. Click OK.

EM overview

The EM layout includes a branding banner at the top, a task pane at the left, a content pane
at the right for management activities, and a navigation bar at the top of the content pane. The
upper-right corner of the EM page has Help and Logout links.

The system displays the Home page after initial login. The content pane shows the welcome
message, the version of Avaya MS installed, and a message to assist the administrator to get
started.

ﬂV‘E\vA A\I’a'}l"a Media Server Halp | Logout

Managing: sedver 8535, 135.80.TT.153
Home:

+ System Stalus
= Applications
Dperalional Slale
Signaling Translations
Packaped Applications
Chrster Configur ation
High Availabiliby
Sener Designation .
Reglication Semngs Avaya Media Server
Load Balanting
Advanced Sattings
+ System Configuratisn Py Media Server - w.7.5.0, 1)
Licedising
General Setings
mionitaring
Server Slalus 'h Please salect a tazk from the left pane to get started
Utilization Threshold
Advanced Settings
Toids
Snfterara Imventory
=l Resulis
Hackup and Reslon
edia Management
Session Detall Recond Browssr
Log Caplung

Wielearme bo the Elemant Mur:l-]ur far 1ha I'l,-lll;'-l.llru installed softwane pac k:l-]u!_.

g0y @rg & Ny USEr or nesd asgistance, please chick hilo

The navigation bar includes the host name, the management IP address of the component
which you are managing, and the navigation history (known as breadcrumbs), reflecting the
location of the current task within the task hierarchy. The navigation breadcrumbs are active
links that you can use to return to previously accessed areas.
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12

AVAYA

+ Systern Status
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High Meailability
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Load Bakancing
Advanced Sedings
+ Systern Comfigu ation
L &g
General Semings
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Sarvar Status
Lilization Threshold
Advanced Setlings
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Py Resulls
+ Backup and Restore
Media Managemeant
Bassion Detail Record Browsear
Log Capture

Avaya Media Server Help | Logout

Managing: server 815, 1356877153
Home » SxslemSialus s Flement Stabus

Element Status

Click b gdermiEnd narme 10 desplan e alarm vigses for this element

Siop Rastart | More Aclions |+

Elemant Hama
Lo

Server Address
Operating System
Sarice Slatus
Operaional State
Elerment Stalus
Alanm Description

Installed Software Packages

Boanya Misdia Senver - w.7.5.0, 190

Redrash evary: & seconds |

zererdfis
f35cBaad-Bdlb-11a0-859e-0011206491ca
1356077153
Lins
Slariad
Unlackad
rilical Alarmis
MAS Instance i3 nod licensad

A sofware based applcation plalform thal provides infrastruciure for & deverse range of mulimediz serdces

The tasks pane on the left lists all the actions that an administrator performs for Avaya MS
OAM. The actions are grouped into categories as follows:

Actions

Description

System Status

Presents a view of the current and historical
information pertaining to the status of the
system. These tasks include element status,
cluster status, alarm viewing, event log
viewing, and monitoring. The monitoring task
includes performance monitoring,
operational measurements, and protocol
monitoring of Avaya MS. Active session
monitoring includes graphical SIP message
flows and SIP traces showing details of the
messages for a particular session.

Applications

of that application.

Lists all installed applications, whether
custom or packaged. Expanding an
application displays all tasks specific to the
operation, administration, and maintenance

Cluster Configuration

settings.

Provides tasks for server designation,
replication settings, clustering and high
availability configuration, and load balancing
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Actions

Description

System Configuration

Categories include server profiles, network
settings, signaling protocols, media
processing, application interpreters,
monitoring settings, session detail records,
engineering parameters, EM settings, and

modify Avaya MS platform configuration.

SIP routing. The administrator can view and

Licensing

Provides an interface to configure and
monitor the licensing services.

Tools

Provides utilities to view which software
versions are installed, perform a backup or
restore of system and customer data,
manage media, view session detail records,
and collect logs.

Security

Provides an interface for Security related
configuration.

EM interface

The following figure illustrates the features of the EM interface:

AVAYA Avaya Media Server ip | Loga
| Miiiaging: Saiver @8, 1156088227
Home = Zvifen Contguralion = Jagnaing Prolocois = 3P s Oerersl Semings
+ Symtern Stalis
* ngiplic stiois )
+ Chster Configur stion General Settings
'.iw;‘._!mfr:rfl‘rllrm This task alaws sdministraars o view and modify the SIP general setlings
=B ed Frodhe
+ Metwork Eefings
Signaling Protocols Tranepor Sefings | Houbng | Access Conirol | Sescion Agdt | SIP Eefings
3P i
General Deliacs 2 Session M
DomEing &nd Aoyt
Modes and Frauies Long Call Aucd Type | MFD Ping w o0
+ MACE
# Medis Processing Long Call Audi Refresh Timser |ﬁ:|'l o (90 - 3E00)
+ Applicaton Insemraters
+ Monitoring Segings Besgion Expires Value [RFCADIE |'|E|:I:| 5 (50 . Mo
# Bogaion Detal Reconds =
+ Conbend Siore Minimum Session Irervsl (RFC 4028 Min-SE |'I. 9 (90 - 3E00)
Logaing GEmings -
. r:“l;_’”.n;& Session On Hold Teandown Delay (sec |J:LIJ o (O (0. 100000
Engnaaring Parsmabirs
Elemert Manages Setings # SIP Softings
¥ Licansmng w
* Tools Sew ] l Cancal Fasiore Deiauls ]
b Socimity
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Task navigation

You can expand categories or higher-level tasks to reveal subtasks in the menu pane by
clicking the expansion button that appears to the left of the category or task label. If an item
contains more content, the system displays a plus sign (+) before the item. You can click the
plus sign (+) to expand the item and display the content.

Click the minus sign (-) before the label to collapse expanded items. The subtasks remain
expanded when you collapse the parent task.

Click an item label in the menu pane to select and launch the associated task in the content
area.

Content areas with a large amount of content are divided into sections. Using the shortcut links
provided at the top of the pane, you can navigate directly to the section of your interest. These
links serve as an index of the content.

You can open a task in a new browser window or browser tab by using the right-click menu of
the Web browser.

Scroll bars

The system displays vertical scroll bars when the system cannot display the content in a
window without vertical clipping. The system displays horizontal scroll bars when the system
cannot display the content in a window without horizontal clipping. You can reduce horizontal
clipping by using the vertical line separating the menu pane and the content areas to resize
the menu pane horizontally.

Disabled items

Some configuration items are designed to enable or disable certain other features on the page.
You cannot modify configuration items which are unavailable until you enable the configuration
items by selecting other features.

Saving configuration changes

Click Save to save changes. No changes are made to the platform configuration until you click
Save. The system validates the administrator input before the system stores the configuration
in the Avaya MS database. If the system detects any errors during the validation, the system
redisplays the page with an error message for each invalid entry. Correct errors and click Save
to save the changes. After you save the changes, the system redisplays the parent of the
current page, which is often the previous page.

If you decide not to save the changes made to the configuration, click Cancel to discard
changes you made to the configuration. If you click the Cancel button, the system returns to
the parent of the current page without saving changes to the configuration.

Undo changes

You can use the restore default icon button ("-7-), next to the fields, to restore individual
configuration items to the default value that Avaya provides. You can use the Restore
Default button, located next to the Save and the Cancel button, to restore all the fields on the
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Setting the content pane refresh frequency

current page to the default values. Click Save to apply the restored default values to the
system.

System restarts

The system designates any field that needs a restart for the change to take effect with a restart

icon (f-'l"). For these fields, saving the change only saves the change in the system database.
Restart the system before the change is applied to any system processing.

Data validation

Configuration items with data entry fields also include the valid data range in parentheses at
the right of the data field. For example, you can see a data range such as (90-3600) or a limit
such as (maximum: 128 characters). Sometimes, the parentheses contain a description like

Service IP address. In these cases, the system verifies whether the data is in the IP address
format.

Help

In addition to the main help document available using the Help link in the upper-right corner
next to the Logout link, the system also dynamically displays help text when you hover your
mouse cursor over certain elements of the display. If available, the system displays the help
text near the cursor.

Setting the content pane refresh frequency

About this task

EM page, which has dynamically updated content, has a user selectable refresh rate drop-
down menu.

Perform the following procedure to customize the refresh rate of the content you are viewing:

Procedure

1. Navigate to EM > System Status > Element Status or to any task with the refresh
option.

2. Click the Refresh every drop-down menu and select refresh interval.
The content you are viewing refreshes at the selected frequency.
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Advanced settings and engineering parameters

Do not reconfigure the default values in the Advanced Settings and Engineering Parameters
pages.
These defaults are set for optimal performance of Avaya MS. If you think these settings need

to be changed, contact Avaya Technical Support to discuss the changes. Reconfigure these
settings only under explicit direction from Avaya Technical Support.
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Chapter 2: Quick setup

Quick setup describes the basic minimum procedures to quickly install and commission a stand-alone
Avaya Media Server (MS). You also learn how to place RFC4240 calls to the server, monitor active calls,
and review detailed records of the call sessions.

Quick installation and configuration

This simplified procedure for installing Avaya MS takes you through the following tasks:
* Installing Avaya MS software with Element Manager (EM)
* Licensing and minimally configuring the server
* Restarting the Avaya MS software
* Placing and monitoring an RFC4240 call

Follow the topics in this chapter sequentially for a quick installation and configuration of Avaya
MS.

Before installing and configuring Avaya MS, make sure you have an acceptable platform with
both hardware and operating system software which meet the minimum requirements and
prerequisites for Avaya MS installation. For detailed system information, see Hardware and
Software Requirements in Installing, Upgrading, and Patching Avaya Media Server 7.5. The
document also includes additional installation methods beyond the ones outlined in the
following procedures.

Installing on Linux
Procedure

1. Open a Linux shell on the target system.

2. Change to root user by running the following command:

su -

3. Download the installer to the server, or insert the Avaya MS installation DVD into
the DVD drive of the server.

4. Change the current directory to the directory containing the downloaded installer or
to the drive mount where the Avaya MS installation DVD resides.
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11.

12.

The name of the installation file is in the following format:
MediaServer x.y.z.bbb yyyy.mm.dd.bin
For example: MediaServer 7.5.0.231 2011.11.06.bin.

Apply executable permissions to the installer file:
chmod 755 <filename>

Enter the following command to run the installer:
./<filename>

where <filename> is the Avaya MS installer.

Read the Introduction details and press Enter.

. Atthe License Agreement prompt, press Enter to read through the pages of license

agreement.

. To accept the terms of the license agreement, enter Y and press Enter.

. Accept the default option to install EM by pressing Enter.

The installer prompts you for a Linux group name to use for the EM login.

Press Enter to accept the default group, or type an existing Linux group and press
Enter.

0 Important:

The Linux group you specify must contain users that can successfully
authenticate against Secure Shell (SSH).

To begin installation, choose the installation destination by specifying a location of
your choice or accept the default location by pressing Enter.

Installing on Windows

1.

3.

Procedure

Download the installer to the server, or insert the Avaya MS installation DVD into
the DVD drive of the server.

Using Windows Explorer, locate the downloaded installer or the drive where the
Avaya MS installation DVD resides.

The name of the installation file is in the following format:
MediaServer x.y.z.bbb yyyy.mm.dd.exe
For example: MediaServer 7.5.0.231 2011.11.06.exe.

Double-click the installation file.

18 Implementing and Administering Avaya Media Server 7.5 January 2014

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

Quick installation and configuration

4. In the Overview window, click Next.

5. In the License Agreement window, select | accept the terms of the License

Agreement.
6. Click Next.
7. Select Install Element Manager.
8. Click Next.
9. Inthe Choose Install Folder window, click Install to install the software to the default

folder or a folder you specify.
10. Click Next.

11. To restart the system, select Restart and then click Done.

Configuring Avaya MS using EM

About this task

Perform the following procedures using EM to configure items and tasks required to activate
Avaya MS:

* Installing a license
* Enabling Trusted node access for SIP
* Restarting the Avaya MS software

Procedure

1. To gain access to EM, use a Web browser with this URL:
http://<serverIP>:8080/em, where serverlP is the address of your server.

For example, http://135.60.86.209:8080/emn.
2. Log in using the server admin or root user and password.

3. Specify whether you want to disable trusted node access for this Avaya MS, or add
the SIP Nodes from which you get calls to the trusted nodes list.
To disable trusted SIP node access:

a. Navigate to EM > System Configuration > Signaling Protocols > SIP >
General Settings > Access Control.

b. Clear Trusted Node Access Only.
c. Click Save.

To add trusted SIP nodes to the trusted nodes list:

a. Navigate to EM > System Configuration > Signaling Protocols > SIP >
Nodes and Routes > Trusted Nodes.
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b. Click Add...
c. Enter the IP of the SIP node from where you will get the test call.
d. Click Save.

4. To add the license to the media server, navigate to EM > Licensing > General
Settings, and use one of the following to install your license:

* If you use Nodal Licensing:

i. Ensure the Licensing drop-down menu is set to Nodal
Licensing.

ii. Copy the complete license key provided to you.
iii. Paste the license into the Keys field.
iv. Click Save.
* If you use a License Server:
i. Ensure the Licensing drop-down menu is set to License Server.
ii. Copy the complete license key provided to you.
iii. Paste the license into the Add License Keys field.
iv. Click Validate.
v. Click Save.
vi. Click Confirm.

* If you use an Avaya WebLM license, see Configuring WebLM server licensing.

Related topics:
Configuring WeblL M Server licensing on page 63

Quick call testing, monitoring, and debugging

This simplified procedure for using Avaya MS takes you through the following tasks:
* Placing a RFC4240 call
* Viewing an active session on the management system
* Reviewing the session records

* Using a SIP message trace for debugging
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Making a test call and monitoring active sessions

About this task

To quickly and easily make test calls to the media server using the built-in RFC4240
conferencing application, you need two SIP clients and an installed, licensed, and running
Avaya MS.

Procedure

1. Create a session on your running and licensed Avaya MS by placing a RFC4240
conference call to the built-in conference application, using an address such as the
following in a SIP client: conf=<confname>@<serverIP>, where confname is
the name of your choice for your conference and serverlIP is the address of your
server. For example: conf=test@135.60.86.2009.

2. After Avaya MS answers the call, monitor the active session on Avaya MS by
navigating to EM > System Status > Monitoring > Active Sessions.

3. Follow the on instructions to download and install Microsoft Silverlight, if you have
not already installed Microsoft Silverlight for your browser.

On the Active Sessions page, you can see the resources used by your session.

You can see one Active Sessions, one Conference Resource, and your session
details listed at the bottom of the page.

4. You can use the Refresh button and the refresh interval drop-down menu to refresh
current data.

Active Sessions

[Cluster)

Active SESSiong: 1 Conference Rescurces: 1 Sesgion Atternpta/Intencal: 1

IVR Resources: 2 MRCF Resources: o CPU Load (%) v]

WiEwing Active SEssiong

Filter: Hlons - Sessions Listed:

Crteria: Filtered Sessions: Q
Select - Rafresh | Ewvery | 30 Setonds -
Famole Pty Start Temesiamg. Apphication Name Endpoant 205 R-Facior 05 R
“Paul s pd S avayn. coms AT 10c45:18 Ak RFCA240 Mot PCC 74800 81 &6

You can monitor system performance by comparing the number of sessions with
the CPU utilization.
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5. Navigate to EM > System Status > Monitoring > Performance to see graphs of
the current system performance.
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6. Place a second call from another client in the same conference,
conf=test@135.60.86.2009.

7. You can see the resources used as a result of your second call on the Active
Sessions page.
You can see two Active Sessions, one Conference Resource, and your second call
details listed at the bottom of the . You can also see similar changes on the
Performance page.

22 Implementing and Administering Avaya Media Server 7.5 January 2014

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

Quick call testing, monitoring, and debugging

Active Sessions

[Cluster)

Active Sessions: 2 Confarence Rescurces: 1 Session Attempls/interval: 2

IVR Resources: 3 MRCP Resources: o O Lead (%6): o

Wiewing Active Sessions

Filter: Hone bl Sessions Listed: 2
Critaria: Filtered Sessiong: Q
Slect bd Relresh | Every | 30 Seconds b
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8. End one call and then end the other call while looking at the Active Sessions
page.
The system frees the resources and removes call end points from the list.

Reviewing session detail records
About this task

Calls generate Session Detail Records (SDRs) to capture all the information about the session.
EM has an SDR Browser to review the details of any sessions handled by the media server.
There are many queries and filter options available to help you find particular sessions.

Perform the following procedure to review the SDRs for the test calls you completed:
Procedure
1. To browse a Session Detail Record (SDR) for a past call, navigate to EM > Tools
> Session Detail Record Browser.

2. Execute a query with a time range which includes the time frame for your test
calls.

For example, advance the Start date back one day and the End date forward one
day and then click Execute.

3. Click one of the rows in the list of sessions which appear as a result of the query
execution.

You can see the details of the session in the Session Detail Records pane.
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Session Detail Record Browser
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Viewing call traces for debugging

About this task

You can debug calls using the Active Sessions page. SIP message details, session filters,
resource consumption statistics, and graphical SIP message flows provide you the necessary
tools to trace and troubleshoot call processing problems.

Procedure

1. Navigate to EM > System Status > Monitoring > Active Sessions, to set up trace
monitoring, before making the call.

2. On the Active Sessions page, from the Select... drop-down list, select Monitor
Next Session.
The system displays a message to inform that the system is waiting for a new
session to start.

3. Call the built in conference application, using an address such as your SIP client:
conf=<confname>Q@<serverIP>, where confname is the name of your choice
for your conference and serverlIP is the address of your server. For example,
conf=test@135.60.86.2009.
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After answering your call, the system displays a detailed call performance summary
in the Active Sessions page.
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4. Toview session records of the call including the SIP message content, select Select
Viewing Options... > View Session Detail Records.
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5. To view a graphical SIP message flow, select Select Viewing Options... > View
SIP Protocol Trace.

Active Sessions
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Media Server

6. End the call.
7. Click Stop Monitoring.
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Chapter 3: Basic management tasks

Logging in to and navigating in EM

About this task

Perform the following procedure to gain access to Element Manager (EM) management
system for Avaya Media Server (MS):

Procedure

1. Use a Web browser with this URL.:
http://<serverIP>:8080/em, where serverlP is the address of your server.

For example, http://135.60.86.209:8080/em.
2. Log in using the server admin or root user and password.

Perform the procedure when you see navigation steps in this document. For
example, if you see EM > System Status > Element Status, follow Step 1 and
Step 2 to gain access to EM. After you have logged in to EM, click System
Status and then click Element Status.

Observing the current operational status using EM

About this task

Perform the following procedure to observe the current operational status of the server you
are administrating:

Procedure

1. Navigate to EM > System Status > Element Status.

2. Observe the status of the element in the content pane.
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On the Element Status page you can find:

* Attributes identifying this server: Element Name, UUID (a unique identifier for
the element), Server Address, and Operating System.

* Service Status: Indicates whether the media server is started or stopped. This
state is coordinated with the Stop, Start and Restart buttons on the page.

» Operational State: This state can be set to Unlocked, Locked, or Pending
Locked. You can select the desired state using the More Option drop-down
menu.

* Element Status: Reports the most severe status of the current active alarms
for the element. For example, if an element has two active alarms, one with
severity Critical and the other with severity Minor, then the overall status of the
element is Critical. When no active alarm exists, the element state is
Normal.

» Alarm Description: If any alarms are raised, the most critical alarm is noted
in this field.

* Installed Software Packages: Lists the Avaya MS version and versions of
any installed software packages.

Starting and stopping the media server

Before you begin

Avaya recommends that you set the Operational State of the Avaya MS to Pending Lock and
then Lock before stopping or restarting a server with active sessions. For details, see Setting
the operational state.
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About this task

Perform the following procedure to Start, Stop or Restart Avaya MS using EM. The Start, Stop

Setting the operational state

and Restart actions for Avaya MS operate as follows:

Action

Description

Start

The Service Status of Avaya MS must be
set to Stopped before you can start Avaya
MS. Starting Avaya MS launches all the
necessary software processes to enable
media server functionality.

Stop

The Service Status of Avaya MS must be
set to Started before you can stop Avaya
MS. Stopping Avaya MS ends all software
processes that enable media server
functionality and take the element out of
service.

Restart

The Service Status of Avaya MS must be
set to Started before you can restart Avaya
MS. Restarting Avaya MS is the same as
stopping the media server and then starting
the media server again.

Procedure

1. Navigate to EM > System Status > Element Status.

2. Depending upon the current and required state, click Start, Stop, or Restart.

3. Click Confirm to proceed with the action.

After a few seconds, the system updates the status fields and activates or
deactivates the buttons based on the new state of the media server.

Related topics:
Setting the operational state on page 29

Setting the operational state

About this task

You can specify the level of service availability for Avaya MS which is in the started state. The
level of service availability is useful under certain conditions as follows:
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Operational state Description

Lock The Operational State of Avaya MS must be
set to Unlocked or Pending Locked before
you can lock Avaya MS. When the media
server enters a locked state, the system ends
existing sessions, does not accept new
requests, and redirects new traffic to other
nodes in the cluster.

You typically place the system into locked
state when performing maintenance.

Unlock The Operational State of Avaya MS must be
set to Locked or Pending Locked before
you can unlock Avaya MS. Unlocking allows
incoming session requests to be accepted by
the system for processing.

Pending Lock The Operational State of Avaya MS must be
set to Unlocked or Locked before you can
transition to Pending Lock on Avaya MS.
When the system enters a Pending
Locked state, the system does not accept
new requests and redirects new traffic to
other nodes in the cluster. Unlike Lock,
Pending Lock preserves existing sessions.
You typically place the system into a
Pending Locked state before transiting to a
Locked State when you prepare for system
maintenance. This allows sessions to
naturally end over time, without being ended
unexpectedly for users of the system.

Failover If you select Failover when the media server
is in a High Availability configuration with
another node, all the active sessions are
transitioned from this media server to the
peer. The peer automatically becomes the
active node. All new session requests are
automatically directed to the newly active
peer node. The failed node enters the
Standby state and is ready for maintenance
or other activities while the peer continues to
provide service.

Procedure

1. Navigate to EM > System Status > Element Status.

2. Click More Actions and select the state from the list of applicable states.
The list is dynamic and is dependent on the current state.

3. Click Confirm to proceed with the action.
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Managing the High Availability state

After a few seconds, the system updates the status fields and content of the More
Actions drop-down menu, based on the new state of the media server.

Managing the High Availability state

About this task

If you have configured Avaya MS for High Availability, the system displays the High Availability
state of the server on EM > System Status > Element Status page. The More Actions drop-
down menu contains state transition options which are available only when HA is enabled. The
High Availability state can be one of the following values:

High availability state Description

Active The server has a configured Service IP
address and is providing service.

Standby The server is inactive but remains
synchronized with the active server.

Failed The server has determined that it has failed.
The server will soon restart and transition to
a Searching state.

Locked Active The active HA server is Locked Active when
Local High Availability State Lock
(Cluster Configuration > High
Availability) is selected and the server is not
shutdown.

Locked Standby The standby HA server is Locked Standby
when Local High Availability State Lock
(Cluster Configuration > High
Availability) is selected, and the server is
not shutdown.

Shutdown The server is in a management shutdown
state and is not providing service.

Searching The server tries to determine the state of the
other server in the HA pair. The server
remains in this state for less than a second
before transiting to the Active or the Standby
state.

Procedure

1. Navigate to EM for one of the paired High Availability servers, and then navigate to
EM > System Status > Element Status.
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2. Use the More Actions drop-down menu to select High Availability State. For
example, you can choose Failover.

The High Availability states listed on the menu are dependent upon the current High
Availability State, which is shown on the Element Status page.

3. Read the warning and then click Confirm to apply the state change.

4. On the Element Status page, ensure that the High Availability State now reports
the new state.

Viewing the software inventory

About this task

EM provides a summary of the Avaya MS software, applications and patches along with the
version information. The summary is called the software inventory.

Perform the following procedure to gain access to the software inventory:

Procedure

To display the list of installed software with the corresponding version and patch level
information, navigate to EM > Tools > Software Inventory.
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Reviewing the PVI Checker results
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The system shows a tabular view of the installed software with the version and patch
level information.

You can sort the columns on the Software Inventory page in the ascending or
descending order by clicking the column name.

Reviewing the PVI Checker results
About this task

Using EM, you can review the hardware, software and storage inspection reports generated
during the Avaya MS installation.

The Platform Vendor Independent Checker (PVI Checker) software ensures that the server
and the configured operating system meet the hardware, software, and storage requirements
for Avaya MS.

PVI Checker is integrated into the Avaya MS installer and produces a report which is stored
in the system for reference.

Procedure

To review the report, navigate to EM > Tools > PVI Results.

You can refine the scope of the result by using the Category drop-down menu on the
PVI Results page. You can sort the results by clicking on any of the column titles.
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System configuration and trace logs

The Log Capture tool provides an easy way to collect all system configuration and trace logs
that might be required by Avaya technical support teams to debug system issues you have
reported.

When support engineers request trace logs, ensure that debug logging is enabled, and you
capture the logs during the interval when the problem is observed on your system. The Log
Capture tool is then used to collect all the required logs from the system and download the
logs to your local workstation.

Enabling Debug Tracing

About this task

Debug logging provides advanced system trace and debug logs required by support engineers
to troubleshoot your system.

Perform the following procedure to enable debug logging as instructed by Avaya support
engineers before using the log capture tool:

Procedure

1. Navigate to EM > System Configuration > Debug Tracing > General Settings.
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2. Select Enabled from the Debug Logging drop-down menu.

3. Ifinstructed by Avaya support engineers, change the Trace File History.

Trace File History defines the number of rotating trace files to keep before
discarding the oldest files. Increasing this value allows more data to be collected,
but consumes more disk space.

4. If instructed by Avaya support engineers, change the Trace File Size.
Trace File Size defines the size of the trace files. Increasing this value allows more
data to be collected, but consumes more disk space.

5. Click Save.

Downloading log capture

About this task

The Log Capture tool collects advanced system trace and debug logs required by support
engineers to troubleshoot your system. When instructed by Avaya support engineers, ensure
that you enable debug logging to collect required traces before using the log capture tool.

Procedure

1. Navigate to EM > Tools > Log Capture.

2. Ifinstructed by Avaya support engineers, select Include trace logs.

3. Ifinstructed by Avaya support engineers, select Include video capture.
4.

Click download.

The system gathers all the trace files together in the form of a zip file and displays
a dialog box for you to save the file in your computer.
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Obtaining the UUID of a media server

About this task

When you install Avaya MS, the system assigns a universally unique identification (UUID) to
the Avaya MS. This UUID is a required input during various cluster configuration
procedures.

Perform the following procedure to gain access to the UUID:

Procedure

1.

Navigate to EM > Cluster Configuration > Server Designation.

In the content pane, under Local Server, you can see the server Name, Address,
Role, and the UUID which looks similar to this:
835c8aa4-6d0b-11e0-958e-001f296491ca.

Highlight the UUID.

Ensure you get all the characters. Triple-clicking on the UUID works in most
browsers.

. To copy the highlighted UUID, select Copy from the Edit menu of your browser, or

press Control+C, or right-click UUID and select Copy.

. Click in the target field related to the cluster configuration procedure you are

following.

. To paste the UUID in the field, select Paste from the Edit menu of your browser, or

press Control+V, or right-click on the target field and select Paste.

Changing users for EM login on Linux

36

About this task
You can change the users allowed to log in to EM after Avaya MS is installed. Authenticated

EM users must meet the following criteria:

» Users must successfully authenticate against SSH (Secure Shell).

» Users must be members of the groups specified in the Apache-Tomcat local-login

configuration.
Change the Apache-Tomcat configuration for authenticated groups and users using this
procedure.
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Changing users for EM login on Linux

Procedure

1.

Using a Linux shell on Avaya MS, change to the Apache-Tomcat configuration
directory by entering the following command:

cd SMASHOME/../apache-tomcat/mas/conf

Edit the properties file by entering the following command:

vi local-accounts.properties

Find the property:

locallogin.authenticable.groups

If the Linux group that the new user is a member of is not listed in the value field,
add the user group, separating multiple entries with semicolons.

For example, locallogin.authenticable.groups=root;admins

. Configure users using the 1ocallogin.authenticable.users property.

You can configure specific users in a semicolon separated list or use the wildcard
asterisk (*) to allow all users ofthe 1ocallogin.authenticable.groups tolog
in.

For example, locallogin.authenticable.users=*

. Save changes.

7. Close all Web browsers.

8. Restart the Avaya EM Service by entering the following command:

/sbin/service avaya.em restart
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Chapter 4: Configuration

Configuration overview

This chapter includes license activation, defining translations, setting protocol preferences,
configuring server clusters and setting up high availability configurations.

Before you use the configuration procedures, ensure you have installed Avaya Media Server
(MS) using either the Quick Setup procedure or the installation procedures mentioned in
Installing, Patching and Upgrading Avaya MS 7.5.

Cluster configuration

A clusteris a collection of Avaya MS that work together and can be viewed as one node capable
of providing service at an increased capacity and with redundancy. All the nodes in a cluster
must be running the same application set.

The Avaya MS cluster must consist of a Primary and Secondary server. You can optionally
add other servers, known as Standard servers.

Perform the following procedures to first configure the Primary, Secondary, and optional
Standard servers and then to bind the servers in a cluster.

In the following procedures, you enable and configure a Replication Account. You must enable
and configure the Replication Account with the same user name and password on each server
in the cluster. The Replication Account is used for communication between the servers and
allows configuration changes to be automatically replicated throughout the cluster when
changes are made on the Primary server.

An Avaya MS cluster must use a Simple Network Time Protocol (SNTP) server for clock
synchronization. For details, see the Setting the SNTP source server section.

Limitations:
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* The maximum number of servers in a cluster is eight.

* Clustering and High Availability are two different configuration options that cannot be

combined.

* A cluster must not span geographical locations. Cluster members must be on the same

local network.

Related topics:
Setting the SNTP source server on page 66

Configuring a Primary server for a cluster

40

About this task

Perform the following procedure to use Element Manager (EM) to configure the role of an

Avaya MS to be the Primary server in a media server cluster:

Procedure

1. Gain access to the server on EM that you want to designate as Primary and navigate

to EM > Cluster Configuration > Server Designation.

Server Designation
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Cluster configuration

3. Note the Primary node IP address and the UUID.
You will need these later to configure the other nodes in the cluster.

4. In the Replication Account section, ensure Enable Replication Account is
selected.

5. In the Username and Password fields, enter a user name and password.

° Note:

All servers in the cluster must use the same Replication Account user name and
password.

6. Click Save.

7. Click Confirm to accept the changes.

Configuring a Secondary server for a cluster
Before you begin

* Configure a separate Avaya MS with the Role of Primary and with an enabled Replication
Account.
+ Obtain the UUID and the IP address of the Primary server.

+ Obtain the user name and the password of the Replication Account.

About this task

Perform the following procedure to use EM to configure the role of an Avaya MS to be a
Secondary server in a media server cluster:

Procedure

1. Gain access to the server on EM that you want to designate as Secondary and
navigate to EM > Cluster Configuration > Server Designation.
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2. In the Local Server section, set the Role to Secondary using the drop-down
menu.
The system updates the page with fields specific to the Secondary node
configuration.

3. From the Primary servers EM, copy the Primary servers UUID.

For more information on copying the UUID, see Obtaining the UUID of a media
server.

4. Using EM for the Secondary server, paste the UUID of the Primary server in the
Primary Server UUID field.

5. In the Primary Server Address field, enter the IP address of the Primary server.

6. In the Replication Account section, ensure Enable Replication Account is
selected.

7. In the Username and Password fields, enter the user name and password for the
Replication Account on the Primary server.

° Note:

All servers in the cluster must use the same Replication Account user name and
password.

8. Click Save.

9. Click Confirm to accept the changes.
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Cluster configuration

Related topics:
Obtaining the UUID of a media server on page 36

Configuring a Standard server for a cluster
Before you begin

* Configure a separate Avaya MS with the Role of Primary and with an enabled Replication
Account.

* Obtain the UUID and the IP address of the Primary server.

+ Obtain the user name and the password of the Replication Account.
About this task

Perform the following procedure to use EM to configure the role of an Avaya MS to be a
Standard server in a media server cluster:

Add Standard nodes after you have added Secondary nodes to the cluster.

Procedure

1. Gain access to the server on EM to designate as Standard and navigate to EM >
Cluster Configuration > Server Designation.

Server Designation
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2. In the Local Server section, set the Role to Standard using the drop-down
menu.

The system updates the page with fields specific to Standard node configuration.

3. From the Primary servers EM, copy the Primary servers UUID.
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For more information on copying the UUID, see Obtaining the UUID of a media
server.

4. Using EM for the Standard server, paste the UUID of the Primary server in the
Primary Server UUID field.

5. In the Primary Server Address field, enter the IP address of the Primary server.

6. In the Replication Account section, ensure Enable Replication Account is
selected.

7. In the Username and Password fields, enter the user name and password for the
Replication Account on the Primary server.

0 Note:

All servers in the cluster must use the same Replication Account user name and
password.

8. Click Save.

9. Click Confirm to accept the changes.

Repeat Step 1 to Step 9 for each additional Standard server that you add to the
cluster.

Related topics:
Obtaining the UUID of a media server on page 36

Configuring the replication settings for a cluster
About this task

Perform the following procedure to use EM to configure the replication preferences in a media
server cluster:

Procedure

1. Gain access to EM for the Primary server in your cluster and navigate to EM >
Cluster Configuration > Replication Settings.

2. Select Configuration Replication.

The selection of Configuration Replication ensures that any changes to settings
on the Primary server are replicated automatically to all the other nodes in the
cluster. When you enable Configuration Replication, many configuration changes
can only be performed from the EM of the Primary server, providing one central
place for making changes.

3. (Optional) Select any other items that you would like to replicate across all nodes
in the cluster.
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Cluster configuration

4. Click Save.

5. Restart the system for the changes to take effect.

Configuring replication of Content Store data between clusters
Before you begin

* Configure an Avaya MS cluster to function as the master cluster.
» Configure an Avaya MS cluster to function as the replica cluster.
* Obtain the IP address of the Primary server in the master cluster.

+ Obtain the username and password for the Replication Account of the Primary server in
the master cluster.

About this task

Content Store replication is a one-way data copy from a master cluster to a replica cluster. The
master cluster can have up to four directly-connected replica clusters. You can create chains
of replica clusters, thereby creating hierarchies that scale to greater than four replica clusters
in the network. In these cascading hierarchies, intermediate replica clusters act as master
clusters for replica clusters further down the hierarchy.

No changes are required on the master cluster to enable replication. Replica clusters connect
to the master cluster using the Replication Account for authentication.

Content Store replication between clusters provides the following capabilities:

» Single point provisioning: Many clusters with common data, for example, announcement
recordings, can be provisioned from a single designated master cluster. Replication
ensures the data is copied from the master cluster to the replica clusters.

» Geographic-redundancy: A duplicate cluster at an alternate location can be maintained
as a contingency cluster to receive traffic when the primary location becomes unavailable.
The contingency cluster is a replica of the master cluster and receives all the Content
Store application data in real-time so that it is ready to take over with the latest content.
A contingency cluster must not receive traffic or provisioning changes when in standby.

Perform the following procedure to enable replication of Content Store data between clusters:
Procedure
1. Gain access to EM for the Primary server in the replica cluster and navigate to EM
> Cluster Configuration > Replication Settings.

2. Enter the address of the Primary server of the master cluster in the Master Cluster
Primary Node Address field.

3. Click Save.
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The system activates replication immediately. All of the content data on the master
cluster is copied to the replica cluster.

If the system raises any critical mirror connection alarms, ensure that you have used
the correct address and that the Replication Account username and password are
the same for all the clusters.

If you have not enabled Configuration Replication within the cluster, you must
repeat Step 1 to Step 3 for each node in the replica cluster.

Disabling replication of Content Store data between clusters
About this task

Perform the following procedure to disable the replication of Content Store data between
clusters:

Procedure

1. Gain access to EM for the Primary server in the replica cluster and navigate to EM
> Cluster Configuration > Replication Settings.

2. Clear the Master Cluster Primary Node Address field.
3. Click Save.
The system disables replication immediately.

The system does not delete the content on the replica. The replica can use the local
content the replica has, but will no longer receive updates from the master cluster.
If required, use the EM Media Management tool to remove content data.

If you have not enabled Configuration Replication within the cluster, repeat Step
1 to Step 3 for each node in the replica cluster.

Configuring SIP load balancing for a cluster
About this task

Perform the following procedure to use EM to enable algorithms that balance the load of
sessions across all the servers in a cluster:

Procedure

1. Gain access to EM of the Primary server and navigate to EM > Cluster
Configuration > Load Balancing.
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2. Configure Application Key For Load Reporting, if required by your application.

3. Select Cluster Load Balancing to distribute the load evenly across cluster
members or clear Cluster Load Balancing to disable load distribution across
cluster members.

4. Select Cluster Redirect In a Non Unlocked Operational State to enable SIP 300
or 302 responses to redirect calls when in a non-unlocked state.

When you enable Cluster Redirect In a Non Unlocked Operational State, the
system redirects calls if the node is in locked or pending-locked state.

5. Set Minimum Delta In Sessions Before Redirecting to choose the difference in
the number of sessions between nodes before balancing the load of sessions
across all the servers in a cluster.

6. Select Restrict Redirection List To Single Entry to limit the number of servers
the system offers for redirection to one entry in a SIP 302 response, representing
the least loaded server in the cluster.

Clear Restrict Redirection List To Single Entry to enable the system to provide
a list of alternate servers in a SIP 300 response, listing the least loaded servers
first.

7. Click Save.

Replication of configuration settings in a cluster

After you configure a cluster and enable Configuration Replication, most configurable
settings in EM for the servers with roles other than Primary are unavailable. In a cluster, you
use the Primary server EM to make changes to system settings. The system then replicates
the changes you make on the Primary server to all other servers in the cluster, so that you
make the changes only once. Use EM of each server to configure items that are server specific,
such as Server Designation.
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High Availability configuration

The High Availability configuration ensures uninterrupted availability of media processing when
a media server fails. Use the High Availability configuration option when you require the service
providing capacity of only a single Avaya MS.

The High Availability configuration deploys a single active Primary server with a Backup server
waiting in synchronized hot standby. Both the servers have identical configuration and can
provide full media processing service if one server fails. Only one server is active at a time
while the other server waits in standby to take over instantly.

To configure High Availability, you enable and configure a Replication Account with the same
user name and password on each server. The system uses the Replication Account for
communication between the servers and for automatic replication of configuration changes to
the Backup server when changes are made to the Primary server.

Perform the High Availability configuration procedures in the following sequence:
1. Configuring the Primary server for High Availability
2. Configuring the Backup server for High Availability
3. Completing High Availability cluster configuration
4. Enabling High Availability

High Availability synchronization overview

Servers in a High Availability pair communicate with each other using a heart-beat
synchronization mechanism. Interruptions in the heart-beat from the active server trigger a
failover to the standby server. The failure of a critical component process on the active server
also triggers a failover to the standby server. The Primary and Backup servers are identical in
functionality and configuration, resulting in a seamless failover.

The system synchronizes the state of all active sessions to the Backup server in real-time.
State synchronization ensures the Backup server preserves the state of each active session
without interruption to the user. Scenarios where the session state synchronization might not
be complete and therefore, not fully synchronized, are handled by notifying the application,
that is, the adopting product, of the failover. The failover notification provides the application
the opportunity to run proper recovery steps for the given session state, for example, re-
prompting the user for digit collection.

Both the Backup and the Primary server can become active at the same time if the servers

become network isolated from each other. When the servers reconnect they exchange state
information. The system uses the state information to select which server becomes the active
server and which server becomes the standby server. The system selects the server that was
the last server to process a new session as the active server. If the system did not process a
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new session then the server which was active the longest becomes active. In most cases, the
server that was active for the longest period, is the server that was active before the network

isolation occurred.

Restrictions and limitations of High Availability

The High Availability feature has the following restrictions and limitations:

* High Availability functionality is limited to specific applications. To determine if you can
configure an application with High Availability, see adopting product documentation. Do
not configure High Availability unless the adopting product documentation indicates it is
supported.

* High Availability can be configured only in 1+1 configuration. Clustering and High
Availability are two different configuration options that you cannot combine.

* High Availability is available only if the servers are installed on the Linux operating
system.

* High Availability peer servers must be on the same subnetwork and the subnetwork must
have Layer 2 network redundancy.

» Avaya recommends configuring High Availability servers with network interface bonding
for increased performance and network interface redundancy.

* Both the Primary and the Backup Avaya MS must use a common Simple Network Time
Protocol (SNTP) server for clock synchronization.

« After the Backup server is active, service falls back to the Primary server only when the
Primary server is idle or the Backup server fails. To restore the Primary server to the active
state immediately, manually set the Backup server status to Failover, from the More
Actions drop-down list on EM > Element Status.

Configuring the Primary server for High Availability

Before you begin
Ensure that the system is configured with a license.

About this task

Perform the following procedure to configure the role of Avaya MS to be a Primary serverin a
High Availability pair:

Procedure

1. Gain access to EM for the Linux based Avaya MS to designate as Primary server
and navigate to EM > Cluster Configuration > Server Designation.

2. In the Local Server section, set the Role to Primary.
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3. Note the Primary node IP address and the UUID.
You need these while configuring the Backup node.

4. In the Replication Account section, ensure Enable Replication Account is
selected.

5. In the Username and Password fields, enter a user name and password.

0 Important:

Use the same Replication Account user name and password on both servers in
the High Availability pair.

6. Click Save.

7. Click Confirm to accept the changes.
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Configuring the Backup server for High Availability

Before you begin
* Configure a separate Avaya MS with the role of Primary and with an enabled Replication
Account.
* Obtain the UUID and the IP address of the Primary server.
+ Obtain the user name and the password of the Replication Account.
* Ensure that the Primary and Backup servers are on the same subnet.
About this task

Perform the following procedure to configure the role of Avaya MS to be a Backup server for
a Primary Avaya MS:

Procedure

1. Gain access to EM for the Linux based Avaya MS to designate as Backup and
navigate to EM > Cluster Configuration > Server Designation.

Server Designation

The administrator may designale each sener's role within the clustar, A Primary server must always be configuned
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Local Server
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2. In the Local Server section, set the Role to Backup using the drop-down menu.
The system updates the page with fields specific to Backup node configuration.
3. From the EM of the Primary server, copy the UUID of the Primary server.

For more information on copying the UUID, see Obtaining the UUID of a Media
Server.
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4. In the EM of the Backup server, paste the Primary server UUID in the Primary
Server UUID field.

5. In the Primary Server Address field, enter the IP address of the Primary server.

6. In the Replication Account section, ensure Enable Replication Account is
selected.

7. In the Username and the Password fields, enter the user name and the password
that you entered for the Replication Account on the Primary server.

0 Important:

Use the same Replication Account user name and password on both servers in
the High Availability pair.

8. Click Save.

9. Click Confirm to accept the changes.

Related topics:
Obtaining the UUID of a media server on page 36

Completing High Availability cluster configuration

Before you begin

Configure Primary and Backup servers.

About this task

Perform the following procedure to complete the High Availability server pairing:

Procedure
1. Gain access to EM for the designated Primary server and navigate to EM > Cluster
Configuration > Server Designation.
2. Confirm the following:
* Local Server Role is set to Primary.

* One server is shown in the Server Designation section and the server has
the Role of Backup.

* Enable Replication Account is selected.

3. If the Backup server is not listed in the Server Designation section, then perform
the following steps to add the Backup server:

a. Click Add.
b. Enter the address of the Backup server in the Server Address field.
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c. Enter the UUID of the Backup server in the Server UUID field.
d. Select Backup for the Role.
e. Click Save.

Enabling High Availability
Before you begin

* Configure the Primary and the Backup servers.

+ Obtain the floating IP address designated for the service provided by the media
servers.

 Ensure that both the Primary and the Backup Avaya MS use a common Simple Network
Time Protocol (SNTP) server for clock synchronization.

About this task

After configuring the primary and the backup servers, assign a floating IP address to the pair
and enable the High Availability feature on both servers. With the floating IP address, the
backup server automatically starts processing calls after a failover.

Perform the following procedure to configure the floating IP address on both the Primary and
the Backup servers and to activate High Availability:

Procedure

1. Navigate to EM > Cluster Configuration > High Availability.
2. Select Enable High Availability.
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3. Enter the floating service IP address in the Service IP Address field.

. Enter the subnet mask for the floating IP address in the Service IP Address

Mask field.

5. Clear Local High Availability State Lock, if selected.
6. (Optional) In the Failure Notification List area, click Add to add the address of the

server in the adopting product which is to be notified when a failover occurs.

See the documentation of the adopting product for information regarding which
address to provide.

. Click Save.
. Click Confirm.

Perform Step 1 to Step 8 using the same values for both the Primary and the Backup
servers.

Reviewing High Availability configuration and status

About this task

After the High Availability pair is formed, several EM pages display new features that reflect
the new paired High Availability state.

Perform the following procedures to use the new features of High Availability and to ensure
High Availability is in full service:
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Procedure

. Gain access to EM for the designated Primary server and navigate to EM > System
Status > Cluster Status.

2. Confirm the following:

* Only two nodes are listed.

* One Element Role is listed for each of the Primary and Backup server.

* No alarms are listed in the Alarm Description column.
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3. On EM, for the designated Primary server, navigate to EM > System Status >
Element Status.

The system now displays a new field, High Availability State, on the Element
Status page.

High Availability State must be Active.

Ensure no alarms or service impacting states exist.
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4. Gain access to EM for the designated Backup server and navigate to EM > System

Status > Element Status.

The system displays a new field, High Availability State, on the Element Status

page.

The High Availability State must be Standby.
Ensure no alarms or service impacting states exist.
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Changing the Service IP Address for a High Availability

configuration

Before you begin

Stop both High Availability Avaya MS peers before changing the Service IP Address. For
details, see Starting and stopping the media server.

56

Implementing and Administering Avaya Media Server 7.5

Comments? infodev@avaya.com

January 2014


mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

High Availability configuration

About this task

Perform the following procedure to update the Service IP Address for a High Availability pair
of servers:

Procedure
1. Navigate to EM > Cluster Configuration > High Availability and update the
Service IP Address.
2. Click Save.

3. Click Confirm.
Repeat Step 1 and Step 3 for the peer server.

Start Avaya MS by navigating to EM > System Status > Element Status.
Click Start.
Click Confirm.

Unlock Avaya MS if the Operational State is Lock or Pending Lock by navigating
to EM > System Status > Element Status.

N o o &

8. Select Unlock from the More Actions drop-down menu.

9. Click Confirm.
Repeat Step 4 and Step 9 for the peer server.

Related topics:
Starting and stopping the media server on page 28

Replication of configuration settings in a High Availability
configuration

After you have configured the High Availability pair, the system disables most configurable
settings in EM as unavailable for the server with the Role of Backup.

Just like a regular cluster, the High Availability cluster of two requires that you make most
changes using the Primary server EM. The system replicates the changes you make on the
Primary server to the Backup server so that you only have to change the setting in one place.
Items that are server specific, for example, server designation, require you to use the Backup
server EM.
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License configuration

Licensing configuration shows how to enter your license keycodes, which enable the
purchased features on your system.

You can configure Avaya MS licensing in the following three ways. Only one of the licensing
schemes is active at a time:

License type Description

License Server License Servers are used for both cluster
and standalone server configurations. A
single license is shared by all nodes in a
cluster.

Nodal Licensing A Nodal License is bound to a particular
Avaya MS server and is not shared across
Avaya MS nodes. In this node-locked
configuration, you must configure each
Avaya MS node with its own license key.

WebLM Server WebLM Servers use the Avaya WebLM
Web-based licensing management system.

Choose the licensing configuration procedure based on the type of license provided.

Configuring License Server keys

About this task

License Servers provide licensing for both cluster and standalone server configurations. In a
cluster, the License Servers reside only on the Primary and Secondary servers in the
cluster.

If you have a License Server key, then perform the following procedures to use the key and
configure the License Server:

Procedure

1. Gain access to EM of the Primary server and navigate to EM > Licensing > General
Settings.

2. From the Licensing drop-down menu, select License Server.
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3. Apply the license key:

* If you are licensing a cluster configuration, copy and paste all the license keys
in the Add License Keys or the Replace License Keys field.

* If you are licensing a standalone server, copy and paste the single license key
in the Add License Keys or the Replace License Keys field.

4. Click Display Licenses to ensure the license keys are valid and to see the features

included with the license keys.

The features are listed in the License Details section.

5. Click Save.

The system displays a confirmation page.

6. Click Confirm.

7. If you are licensing a cluster configuration, restart the License Server on the
Secondary, Backup, and Standard nodes:

a. Navigate to EM > Licensing > License Server Status.

b. Click Restart.

The system displays a confirmation page.

c. Click Confirm.
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Configuring License Server chunk size

60

About this task

Avaya MS platform allocates licenses in chunks to minimize session setup delays, which is
especially important during peak traffic times. A license chunk is released to the cluster when
the platform detects that the cluster is idle for a specific period of time.

First determine the chunk size required for your system. To ensure peak performance of the
platform, you must change the license chunk size based on the number of nodes in the cluster
and the expected capacity for each node. You must purchase sufficient licenses so that the
licenses can be evenly distributed based on the license chunk size. For example, suppose you
have a cluster with three active nodes, each with a peak capacity of 200 sessions, and a
recommended chunk size of 100. Each node requires two chunks (200 / 100 = 2) for peak
capacity and the cluster must have at least 600 licenses (3 x (2 x 100) = 600).

The following table provides recommended chunk size based on expected node peak capacity:

License chunk sizing recommendations
Node peak capacity Recommended chunk size
200 or greater 100
51-100 25
31-50 10
30 or fewer 2
Procedure

1. Gain access to EM of the Primary server and navigate to EM > System
Configuration > Engineering Parameters > License.

2. Enter the recommended chunk size in the License Provider PLIC Minimum
Chunk field.

Retain the default values for the other license properties.
3. Click Save.

4. To confirm your license configuration, verify there are no active licensing alarms
raised on EM > System Status > Alarms.

5. To check the License Server status, navigate to EM > Licensing > Server
Status.
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Updating License Server keys

About this task

If you have a new License Server key, then perform the following procedure to update an
existing key:

Procedure
1. Gain access to EM of the Primary server and navigate to EM > Licensing > General
Settings.

2. Remove all old license keys by clicking in the Replace License Keys field and
pressing Control+A to select all the text.

Alternatively, select only the individual license key to replace.
3. Press the Delete or Backspace key.
4. Copy and paste the new license keys in the Replace License Keys field.

5. Click Display Licenses to ensure that the license keys are valid and see the
features included with the license keys.

The features are listed in the License Details section.

6. Click Save.
The system displays a confirmation page.

7. Click Confirm.

8. If you are licensing a cluster configuration, restart the License Server on the
Secondary, Backup, and Standard nodes:

a. Navigate to EM > Licensing > License Server Status.
b. Click Restart.

The system displays a confirmation page.

c. Click Confirm.

Configuring Nodal Licensing

About this task

In the Nodal Licensing configuration, the system configures each Avaya MS with a node-locked
key that enables features only for that server. The key is based on the unique MAC addresses
of each server and does not work on any other server.

Perform the following procedure to configure a nodal license:
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Procedure

1. Gain access to EM for each of your servers and click EM > Licensing > General
Settings.

2. From the Licensing menu, select Nodal Licensing.
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Licensing: | MNodal Licanging | v

A0 LITARACHLoLTpVPCERECTZO8Me EBFBF g2
UGCOQaYEwlr Z0YSEphfBac LB jkGmhz IUe WIhEE
wieszAHgST IxAJrK1E4Tra+ulve ptBghEICE+
HAZSYe ML +mZ3c Ty lnequuBz S 10HKe VES TmIY
TIXENSEVZRIR
Heys
Chisngng this: Tiekd will recuare thee system (o be restared to lake edtect

[ Sang ] [ Lancel ] [ Festore Dataults ]

w

. Apply the license key generated specifically for this server by copying and pasting
the license key into the Keys field.

. Click Save.
The system displays a confirmation page.

. Click Confirm.

. Restart Avaya MS for the new license to be effective.

N

N OO O

. To confirm your license configuration, verify that there are no active licensing alarms
raised on EM > System Status > Alarms.

Repeat Step 1 to Step 6 for each media server in the cluster.

Updating Nodal Licensing keys

About this task

If Avaya provides you with a new Nodal License key, then perform the following procedure to
update an existing key:

Procedure
1. Gain access to EM for each of your servers and click EM > Licensing > General
Settings.

2. Remove the old license key by clicking Keys field and then pressing Control+a
to select the old key.

3. Press the Delete or the Backspace key.
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4. Copy and paste the new license keys into the Keys field.

5. Click Save.
The system displays a confirmation window.

6. Click Confirm.
7. Restart Avaya MS to apply the new license.

8. To confirm your license configuration, verify that there are no active licensing alarms
raised on EM > System Status > Alarms.

Repeat Step 1 to Step 8 for each media server in the cluster.

Configuring WebLM Server licensing

Before you begin
Install Avaya WebLM server.

About this task
In the WebLM configuration, you install licenses on the Avaya Web License Manager server.

Each Avaya MS is configured with the URL of the WebLM server, in order to acquire licenses
from the WebLM server.

For more information, see Installing and Configuring Avaya WebLM Server which is available
at http://www.avaya.com/support.

Procedure

1. Gain access to EM for each of your servers and navigate to EM > Licensing >
General Settings.

2. From the Licensing menu, select WebLM Server.
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Enter the address of the WebLM server you plan to use in the Server Host Name
or IP Address field.

Enter the port to use with the WebLM server in the Server Port field.

The WebLM server processes license requests from the port you configure in the
Server Port field. The default port is 53322.

Enter the URL Suffix used to identify the WebLM server.
The default URL Suffix is /WebLM/LicenseServer.

In the License Details area, set the Maximum Number and Minimum Number
based on the number of sessions the cluster supports.

. Click Save.

The system displays a confirmation page.

. Click Confirm.

9. Restart Avaya MS to apply the new license.

11.

. To confirm your license configuration, verify that there are no active Licensing

alarms raised on EM > System Status > Alarms.

After you configure the WebLM licensing properties, use the Open WebLM
Server button on the General Settings page to gain access to the WebLM
server.

Repeat Step 1 to Step 10 for each media server in the cluster.
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License utilization alarm threshold configuration

The system raises utilization threshold alarms after a license reaches or exceeds the
provisioned license utilization threshold percentage.

Setting license server alarm thresholds

About this task

Perform the following procedure when you have selected the License Server option:

License utilization threshold alarms and license exhausted alarms generated by the License
Server can be either enabled or disabled. The alarms are enabled by default.

Procedure

1. Navigate to EM > Licensing > Utilization Threshold.

2. Select Enable License Exhausted Alarms to generate alarms when a license is
100 percent utilized.

3. Select Enable License Utilization Threshold Alarms to generate alarms when
license utilization exceeds the percentage specified in License Utilization
Threshold.

4. In the License Utilization Threshold field, enter the threshold percentage.

You can only modify License Utilization Threshold field when license utilization
threshold alarms are enabled.

5. Click Save.

Setting nodal licensing alarm thresholds

About this task
Perform the following procedure when you have selected the Nodal Licensing option:

You cannot disable License utilization threshold alarms while using Nodal Licensing. However,
you can configure the alarm threshold.

Procedure

1. Navigate to EM > Licensing > Utilization Threshold.

2. In the Nodal License Utilization Threshold field, enter the threshold percentage
for the alarm.
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3. Click Save.

Modifying predefined server profiles

About this task
Perform the following procedure to view and modify predefined server profiles:

Enabling or disabling features in a server profile allows you to control optional functionality on
the media server.Avaya MS Release 7.5 supports only the Default profile.

Procedure

1. Navigate to EM > System Configuration > Server Profile.

2. Ensure that the Server Profile drop-down menu is set to Default.
3. Using the check boxes, select the required functionality.
4.

Click Save.
Restart the system for the changes to take effect.

Network settings configuration

Setting the SNTP source server
About this task

All the Avaya MS clusters and the High Availability pairs must use a common Simple Network
Time Protocol (SNTP) source to ensure the time across the nodes is synchronized. You might
encounter problems if you do not have synchronized time.

Perform the following procedure to configure the SNTP source for each Avaya MS:
Procedure
1. Navigate to EM > System Configuration > Network Settings > General
Settings > General.

2. Inthe SNTP Source Server field, enter the IP address or host name of your SNTP
server.
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3.

Network settings configuration

Enter 1ocalhost if you want to designate this server as the time source.
Click Save.

Enabling SNMP traps

About this task

Avaya MS uses the Simple Network Management Protocol (SNMP) protocol to provide logs
and events which might need administrative attention to a central management system.

Avaya MS reports the SNMP traps to the management system when a corresponding event
triggers. For example, Avaya MS reports an SNMP trap when an alarm is raised. By default,
the SNMP service is disabled on Avaya MS.

Perform the following procedure to enable and configure SNMP reporting:

Procedure

1.

Navigate to EM > System Configuration > Network Settings > General
Settings > SNMP Traps.

. Select Delivery of Alarms via Traps and Delivery of Logs Via Traps to enable

respective reporting of alarms and events to a management system.

After one of the delivery options is selected, the SNMP Network Manager
Address becomes configurable.

Enter the address and the port number of the SNMP server that receives the
reports.

The format of the address and port number must be address:port. The default port
number is 162.

. Specify the community string shared with the SNMP management server in the

Community String field.

The SNMP management server rejects reports that do not match the expected
community string.

Click Save.

6. Restart the system.
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Configuring the Avaya MS SNMP agent

About this task

Avaya MS uses the Simple Network Management Protocol (SNMP) to provide logs and events
which might need administrative attention to a central management system.

The management system can raise a query for SNMP specific information. The SNMP Agent
on Avaya MS receives these queries and sends a response to the management system with
the requested information.

Perform the following procedure to configure Avaya MS SNMP Agent:

Procedure

1. Navigate to EM > System Configuration > Network Settings > General
Settings > SNMP Agent.

2. Specify the community string shared with the SNMP management server in the
Community String field.

Avaya MS SNMP Agent rejects queries that do not match the expected community
string.

3. Specify the SNMP Agent Port Number.
The default port is 161.
4. Click Save.

5. Restart the system.

Configuring SOAP

About this task

Avaya MS uses Simple Object Access Protocol (SOAP) to provide various Web services and
administrative tasks.

Perform the following procedure to configure Avaya MS SOAP attributes:

Procedure

1. Navigate to EM > System Configuration > Network Settings > General
Settings > SOAP.
2. (Optional) Set the Server Private Key.

If you use this key, ensure the key matches on the client as well as the server side
of the SOAP interface.
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Network settings configuration

3. Select Enable Trusted SOAP Nodes if you want to restrict the SOAP connections
to Avaya MS.

4. In the Trusted Nodes field, enter the addresses of the nodes that can gain access
to the SOAP services offered by Avaya MS.

Separate multiple addresses with semicolons.

The Trusted Nodes field needs to be populated only if Enable Trusted SOAP
Nodes is selected.

5. (Optional) Configure Enable HTTP Digest Authentication.
If you choose to enable HTTP Digest Authentication, configure the following:

* HTTP Digest Authentication Domain
* HTTP Digest Authentication User Name
* HTTP Digest Authentication Password
6. Select Enable SOAP TLS Transport to use TLS for SOAP connections to Avaya
MS.

0 Important:

If you enable SOAP TLS, you must configure a SIP TLS service profile and a
certificate for the SIP TLS service profile.

7. Click Save.
8. Restart the system.

Configuring connection security options

About this task
Perform the following procedure to configure connection security options:

Procedure

1. Navigate to EM > System Configuration > Network Settings > General
Settings > Connection Security.

2. Select or clear the Connection Security settings as required for your network.
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General Settings

This task allows administrators to view and modify netwark general settings
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3. Click Save.
4. Restart the system.

Configuring transmit prioritization

About this task

When Avaya MS is installed on a Linux system, you can control the output priority of signaling
and media packets relative to other traffic by configuring Transmit Prioritization settings. The
Transmit Prioritization settings configure the operating system to transmit delay sensitive
media packets ahead of delay tolerant traffic, such as FTP, HTTP, and SSH. Proper
configuration of the Transmit Prioritization guarantee that Avaya MS can provide the required
bit rate, delay, jitter, and packet loss for media sessions.

° Note:

Before following the procedure, if you observe the Transmit Prioritization Configuration Error
alarm consult with Avaya support engineers.
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Procedure

1.

Navigate to EM > System Configuration > Network Settings > General
Settings > Transmit Prioritization.

. Select Transmit Prioritization Enable.

3. (Optional) Specify a class identifier in the Root Traffic Control class ID field. Alter

this value to resolve Transmit Prioritization conflicts encountered with other
software installed on the server.

. (Optional) Specify a class identifier in the High-priority Traffic Control class ID

field. Alter this value to resolve Transmit Prioritization conflicts encountered with
other software installed on the server.

. (Optional) Select Enable Alarm Suppression for Transmit Prioritization

Conflicts to prevent the system from generating alarm notifications when Transmit
Prioritization conflicts are encountered with other software installed on the server.

Select Enable Alarm Suppression for Transmit Prioritization Conflicts only
when conflicts are handled in way other than changing the Root Traffic Control
class ID or High-priority Traffic Control class ID fields.

. Click Save.

Selecting IP interface assignments

Before you begin

IPv4 is enabled by default. If your system requires IPv6, you must ensure it is enabled before
proceeding with Avaya MS interface assignments. If IPv6 is not enabled, then EM only displays
IPv4 options. For information about enabling IPv6 for Windows or Red Hat Enterprise Linux,
see the OS documentation.

About this task
Avaya MS uses the IP interface assignments to function as follows:

When Transport is set to IPv4 Only:

* The SDP offer generated by Avaya MS does not contain IPv6.

* The SDP answer from Avaya MS is always IPv4.

If the incoming SDP is IPv4 only, the SDP answer is IPv4 only.

If the incoming SDP is ANAT IPv4/IPv6, the SDP answer is ANAT with IPv4
selected.

* Preferences for remote and local offers are not used when IPv4 only is selected as the
transport.
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When Transport is set to Dual IPv4/IPv6:

» Avaya MS generates an SDP offer containing both IPv4 and IPv6 using ANAT. The ordering
of IPv4/IPv6 is determined by using the Preferences for Local Offers as follows:

- If Preferences for Local Offers is set to IPv4 Preferred, then the SDP contains ANAT
with both IPv4/IPv6 and with IPv4 first in the ANAT group.

- If Preferences for Local Offers is set to IPv6 Preferred, then the SDP contains ANAT
with both IPv4/IPv6 and with IPv6 first in the ANAT group.

» Avaya MS generates SDP answer using the Preferences for Remote Offers as follows:

- If Preferences for Remote Offers is set to the default of Use Remote Preference,
then the selection of IPv4 or IPv6 is based on the received SDP preference:

* For incoming IPv4 only SDP, IPv4 only SDP is used.

* For incoming ANAT SDP with IP4 then IPv6 order, IPv4 is used in the ANAT
response.

* For incoming ANAT SDP with IPv6 then IPv4 order, IPv6 is used in the ANAT
response.

- If Preferences for Remote Offers is set to IPv4 Preferred, the system overwrites the
remote preference and sets IPv4 is in the offer.

* For incoming IPv4 only SDP, IPv4 only SDP is used.

* For incoming ANAT SDP with IP4 then IPv6 order, IPv4 is used in the ANAT
response.

* For incoming ANAT SDP with IPv6 then IPv4 order, IPv4 is used in the ANAT
response.

- If Preferences for Remote Offers is set to IPv6 Preferred, the system overwrites the
remote preference and sets IPv6 is in the offer.

* For incoming IPv4 only SDP, IPv4 only SDP is used.

* For incoming ANAT SDP with IP4 then IPv6 order, IPv6 is used in the ANAT
response.

* For incoming ANAT SDP with IPv6 then IPv4 order, IPv6 is used in the ANAT
response.

Perform the following procedure to configure the IP interfaces for Avaya MS:

Procedure

1. Navigate to EM > System Configuration > Network Settings > IP Interface
Assignments.

2. Under IPv4 Interfaces, select the desired IPv4 address for each interface:
Signaling, Media, Cluster and OAM.

3. If IPv6 is enabled for your system, then configure the following:

a. Inthe IP Configuration section, select the Transport mode as either Dual
IPv4/IPv6 or IPv4 Only.
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Computer name and IP address modification

b. In the IP Configuration section, select Preferences for Remote Offers.
c. Inthe IP Configuration section, select Preferences for Local Offers.

d. In the IPv6 Interfaces section, select the desired IPv6 address for the Media
interface.

4. Click Save.

Computer name and IP address modification

Perform the following procedures if you need to change the IP address or host name of an
installed Avaya MS.

° Note:

When the IP address or host name of a server changes, you might need to replace the TLS
certificates on the system. For information about configuring TLS certificates, see Security
Configuration.

Related topics:
Security configuration on page 118

Changing the computer name on Linux

Before you begin

Stop Avaya MS before changing the computer name. For details, see Starting and stopping
the media server.

About this task

Perform the following procedure if you need to change the host name of a Red Hat 5.x Linux
based Avaya MS:

Procedure

1. Editthe file /etc/hosts.

Update the host name wherever the host name appears in the file.
Save the file.

Edit the file /etc/sysconfig/network.

Update the host name wherever the host name appears in the file.

R e

Save the file.

Implementing and Administering Avaya Media Server 7.5 January 2014 73



Configuration

7. Using a Linux shell, enter the following command to apply the host name change
to the system:

hostname <new hostname>

Where <new_hostname> is the new name for the server.

Related topics:
Starting and stopping the media server on page 28

Changing the computer name on Windows

74

Before you begin

Stop Avaya MS before changing the computer name. For details, see Starting and stopping
the media server.

About this task

Perform the following procedure if you need to change the name of a Windows 2008 based
Avaya MS:

Procedure

Click the Windows Start button.

Right-click Computer, and select Properties on the shortcut menu.
Click Advanced system settings.

In the System Properties window, click the Computer Name tab.
Click Change.

In the Computer name field, type the new computer name.

Click OK.
The system displays a message box warning you to restart the computer to apply
the change.

8. Click OK.

9. In the System Properties window, click Close.
The system displays a message box warning you to restart the computer to apply
the change.

10. Click Restart Now.

S L T S

Related topics:
Starting and stopping the media server on page 28
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Changing the IP address on Linux

Before you begin

Stop Avaya MS before changing the IP address. For more information, see Starting and
stopping the media server.

About this task
To change the IP address of a Red Hat 5.x Linux based Avaya MS, perform the following

procedure:

Procedure

10.

11.
12.
13.

N o g A~ 0D =

Edit the file /etc/hosts.

Update the IP address wherever the IP address appears in the file.
Save the file.

Edit the file /etc/sysconfig/network-scripts/ifcfg-ethO.
Update the IP address wherever the IP address appears in the file.
Save the file.

Using the local Linux console shell, enter the following commands to apply the IP
address change to the system:

/etc/init.d/network stop
/etc/init.d/network start

Login to EM using the new IP address in the URL for the EM login.

Navigate to EM > System Configuration > Network Settings > IP Interface
Assignment.

IP Interface Assignment fields show errors, as a result of the IP address change.
Select valid IP addresses from the drop-down menus for each field showing
Invalid.

Click Save.
Click Confirm.

If this server is a member of a cluster or High Availability pair, then navigate to EM
> Cluster Configuration > Server Designation on each server and ensure the IP
address you just changed is updated on each server. For more information, see
Cluster configuration.

To change the High Availability Service IP address, see Changing the Service IP
Address for a High Availability configuration.
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Related topics:
Starting and stopping the media server on page 28
Cluster configuration on page 39
Changing the Service IP Address for a High Availability configuration on page 56

Changing the IP address on Windows

Before you begin

Stop Avaya MS before changing the IP address. For more information, see Starting and
stopping the media server.

About this task

To change the IP address of a Windows 2008 based Avaya MS, perform the following
procedure:

Procedure

Click the Windows Start button.
Click Control Panel.

Click Network and Internet.

Click Network and Sharing Center.

Click Local Area Connection.

o gk~ W N~

Click Properties, on the General tab of the Local Area Connection Status
window.
The system displays the Local Area Connection Properties window.

7. Under This connection uses the following items, select Internet Protocol
Version 4 (TCP/IPv4).

8. Click Properties.
The system displays the Internet Protocol Version 4 (TCP/IPv4) Properties
window.

9. On the General tab, select Use the following IP address.
10. In the IP address field, type the IP address that you want to use.

11. (Optional) Update the Subnet mask, Default gateway, Preferred DNS server, and
Alternate DNS server.

12. Click OK.

13. Click Close.
The IP address is immediately changed.

14. Click Close.
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15. Navigate to EM > System Configuration > Network Settings > IP Interface
Assignment.

° Note:

If you are using a remote browser to gain access to EM, use the new IP address
in the URL for the EM login.

16. IP Interface Assignment fields show errors, as a result of the IP address change.
Select valid IP addresses from the drop-down menus for the each field showing
Invalid.

17. Click Save.
18. Click Confirm.

Related topics:
Starting and stopping the media server on page 28
Cluster configuration on page 39

SIP configuration

The Session Initiation Protocol (SIP) is a signaling protocol used to create, modify and end
text messaging and voice and video sessions consisting of one or more media streams.

SIP provides a standard means to establish sessions, negotiate capabilities, invoke
applications, and exchange data with Avaya MS. The SIP protocol is an application layer
protocol designed to be independent of the underlying transport layer. Avaya MS supports SIP
on Transmission Control Protocol (TCP), User Datagram Protocol (UDP), and Transport Layer
Security (TLS).

Configuring SIP general settings
About this task

0 Important:

Change only those settings that are required for your system. The default settings are
sufficient for most systems.

If you enable SOAP (TLS), you must configure a SIP TLS profile and a certificate for the SIP
TLS service profile.

Refer to the following definitions for descriptions of each SIP setting:
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Definitions for SIP settings

Setting Description
Always Approve SIP TLS Certificate Select if you want the system to accept
remote certificate over SIP TLS. The default
is disabled.

Always Use SIP Default Outbound Proxy Select to enable the system to route SIP
requests that do not match the domain proxy
configuration, through the default outbound
proxy, even if an IP address is specified in
the host portion of the destination URI.

Answer Delay (rings) The number of rings before an incoming SIP
call is answered. You can configure the
duration of a ring using the Ring Interval
engineering parameter. A value of 0
indicates an immediate answer. The default
value is 1 ring. The range is 0 to 10 rings.

Enable SIP TCP Transport Select if you want the system to accept and
request SIP over TCP.

Enable SIP TLS Mutual Authentication Select to enable the mutual authentication
option for SIP TLS.

Enable SIP TLS Transport Select to allow the system to accept and
request SIP over TLS. Ensure that a
certificate has been configured for the SIP
TLS service profile.

Enable SIP UDP Transport Select to allow the system to accept and
request SIP over UDP.

Enable SIP UPDATE method Select to allow session participants to modify
the characteristics of the multimedia session
through re-INVITE messages or UPDATE
messages. Re-INVITE and UPDATE
messages initiate session changes, such as
hold and retrieve, codec changes, and
adding or dropping media.

Enforce SIP Route Configuration Select if outgoing route configuration is
required. By default, the system raises an
alarm if route configuration is missing. If
outgoing route configuration is not required,
clear the check box.

Enforce SIP TLS in Secured Media Mode Select to disable the non-TLS transport in
secured media mode.

Enforce SIPS for Security Enforced Calls Select to require sips: in the URI to negotiate
to use SRTP for media transport. Clear to
allow SRTP with both sip: and sips: URlIs.
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Definitions for SIP settings

Setting

Description

Hide SIP User-Agent Header

Select to prevent the User-Agent header
from being included in SIP messaging.

Long Call Audit Refresh Timer

The time period in seconds for sending a
refresh request. The default is 600 seconds.
The range is 90 to 3600 seconds.

Long Call Audit Type

Select the preferred Long Call Method to
use: Disable Audit, INFO Ping, re-INVITE, or
UPDATE.

Minimum Session Interval (RFC4028 Min-
SE)

The minimum value for the session interval
that the application can accept. RFC4028
recommends a Min-SE value of 90 seconds.
The default is 90 seconds. The range is 90
to 3600 seconds.

Require SIPS for Best Effort Calls

Select to include capability negotiation
(crypto) offers when sips: is used. Do not
include capability negotiation (crypto) offers
when sip: is used. Clear to include capability
negotiation (crypto) for both sip: and sips:
URIs.

Session Expires Value (RFC4028)

The number of seconds before a call times
out if the call is not successfully refreshed.
The default is 1800 seconds. The range is 90
to 3600 seconds.

Session On Hold Teardown Delay (sec)

The number of seconds a session can
remain on hold before the system ends the
session. A value of 0 indicates the system will
not end a session on hold. The default is
3600 seconds. The range is 0 to 100000
seconds.

SIP Hold Before Refer

The call is placed on Hold prior to REFER.

SIP Response Code When System/
Application Locked

The SIP Response Code needed to restore
service when the application is locked, out-
of-service, or exceeds engineering limits.
The default value is 480. The range is 400 to
699.

Trusted Node Access Only

Select to prevent traffic from nodes that are
not trusted. If a default proxy is configured,
the call is redirected with a 305 Use Proxy
message. Otherwise, the call attempt is
rejected with a 403 Forbidden message.

Use SIPS for Best Effort Calls

Select to use sips: in the URI for outgoing
best-effort offers originated from the Avaya
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Definitions for SIP settings

Setting Description

MS. Clear to use sip: in the URI for outgoing
best-effort offers.

Perform the following procedure to change the SIP settings for your system:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > General
Settings.

2. Modify the settings listed in the categories Transport Settings, Routing , Access
Control, Session Audit, and SIP Settings.

3. Click Save.

° Note:

Some of the changes require system restart to take effect.

Adding SIP domains

About this task
A network provisioned SIP domain must be added only if:
* Avaya MS needs to send SIP Register to the network

» Avaya MS is connected to more than one SIP domain that are controlled by different
proxies and calls can originate from Avaya MS.

Avaya MS has an internal default domain called the wildcard domain represented by an
asterisk (*). The system uses the default wildcard domain if no matching domain is found.

For most cases, SIP domain configuration is not required because Avaya MS is connected to
one or more proxies or call servers that are capable of routing calls to various domains. In such
cases, the default wildcard domain is sufficient.

Perform the following procedure to add a SIP domain for your system if the wildcard domain
is not sufficient:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Domains
and Accounts.
2. In the Domains page, click Add... to add a SIP domain.

3. In the Add SIP Domain window, enter the name of the SIP domain in the Name
field.
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4. Click Save.

Adding SIP accounts

About this task

Configure SIP accounts only if you require the use of a registrar server. You use SIP accounts
to register your applications in the SIP network. Avaya MS registers all accounts with the
registrar servers. You do not require SIP account configuration if Avaya MS is provisioned in
your network as a trusted entity.

Perform the following procedure to add a SIP account for your system:
Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Domains
and Accounts.
2. In the Accounts area, click Add... to add a SIP account.

3. On the Add SIP Account page, enter the name of the SIP account in the Name
field.

Enter the password for the SIP account in the Password field.

Re-enter the password in the Confirm Password field.

Select the SIP domain to associate with the account from the Domain list.
Select the cluster node to associate with the account from the Cluster Node list.
Click Save.

© N o 0 &

Configuring SIP trusted nodes

About this task

Avaya MS only processes SIP traffic from trusted nodes, for example, proxies. Avaya MS
rejects requests from nodes that are not trusted. All proxy servers and registrar servers that
interact with Avaya MS must be trusted nodes.

Perform the following procedure to configure trusted nodes for each proxy server and registrar
server:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.
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2. In the Trusted Nodes area, click Add.. to add a new SIP trusted node.

3. Onthe Add SIP Trusted Node page, enter the address of the SIP node in the Host
or Server Address field.

4. Click Save.

Configuring SIP routes

82

Before you begin
You must have configured a SIP trusted node before adding any SIP routes.

About this task

Configure SIP routes for all proxy servers and registrar servers. SIP routes define all proxy
and registrar servers with which the Avaya MS node communicates.

You can configure up to 32 routes for each domain.

The system selects the routes based on the matching domain. If no domain is configured, the
system uses the default wild card domain represented by an asterisk (*).

The system uses the Priority and Weight of a route for outbound call load balancing. If multiple
routes are configured for a domain, the calls are attempted on the highest priority routes and
can failover to lower priority routes if the remote server is not responsive or out of service. The
system distributes the load on the same priority routes based on the route weight attribute.

Refer to the following parameter definitions for the descriptions of each SIP route settings:

Definitions for SIP route settings

Setting Description

Enabled Select to enable or disable a SIP route.
Typically, routes are enabled. However, a
route can be disabled to remove the route
temporarily without reconfiguring the
system.

Domain The name of the domain to which you are
adding the route. The SIP route is associated
with the domain.

Trusted Node The trusted nodes associated with the
route.
Transport Select the appropriate SIP transport (UDP,

TCP, or TLS). When you select the transport
type of TLS, ensure that a certificate is
configured for the SIP TLS service profile.
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Definitions for SIP route settings

Setting Description
Remote Port The remote port from which the route
accepts SIP requests. The default port is
5060.
Priority The priority value for the route. The default

value is 0. The range is from 0 to 65535 with
the lowest value having the highest priority.
The highest priority routes, which have lower
values, are selected first.

Weight Weight is used to select routes within the
same priority level. The default value is 10.
The range is 0 to 65535.

Proxy Select to assign a proxy server role to the
route. A SIP proxy server accepts Avaya MS
requests and uses the SIP registrar server to
obtain recipient addressing information.

Registrar Select to assign a registrar server role to the
route. A SIP registrar server is a database
that contains the location of all user agents
within a domain.

IM Proxy If there are multiple proxy routes in the
domain, route IMs to the route which is
enabled.

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.

2. In the Routes area, click Add... to add a new SIP route.

3. On the Add SIP Route page, in the General section, select Enabled to enable the
route.

4. From the Domain list, select the desired domain.
5. From the Trusted Node list, select the trusted node to associate with the route.

6. From the Transport list, select the transport protocol that the route uses.

0 Important:

If a transport type of TLS is selected, ensure that a certificate is configured for
the SIP TLS service profile.

7. In the Remote Port field, enter the port number of the remote port.

8. In the Priority field, set the priority of the route by entering a value.
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9. In the Weight field, set the weight of the route by entering a value.

10. Inthe Roles area, select whether the route is associated with the Proxy server, the
Registrar server, or both by selecting Proxy and Registrar.

11. Select IM Proxy to route instant messages only to the route that is enabled if there
are multiple proxy routes in the domain.

12. Click Save.

13. Restart the server for the SIP route additions to take effect.

Configuring SIP route properties

Before you begin

You must have configured a SIP route. You must define a SIP route before you can configure
the route properties.

About this task
Refer to the following parameter definitions for descriptions of each property of the SIP route:

Definitions for SIP route properties

Property Description

SIP Route Type Specifies the type of route that indicates if product specific
processing is required. The options include:

Standard SIP This route is fully compliant
and requires no special
handling. You can select this
option for most deployments.
This is the default value.

CS1K GW Direct Communication
Server 1000 mode.

CS1K SRS Communication Server 1000
configured with SIP Redirect
Server (SRS).

CS1K SPS Home Communication Server 1000
configured with a SIP Proxy
Server (SPS).

CS1K SPS Home Redirect | Communication Server 1000
configured with SIP Proxy
Server (SPS).
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Definitions for SIP route properties

Property Description
CS1K SPS Redirect Communication Server 1000
configured with SIP Proxy
Server (SPS).
SIP Server Poll Timer Interval, in milliseconds, that the route is polled for status.

The mechanism used to determine the status is based on
the SIP Server Keepalive configuration setting. The default
value is 30,000 milliseconds. The range is 30,000 to 600,000

milliseconds.
Server Keep Alive Specifies the mechanism used by Avaya MS to determine
the status of the route. The options include:
Disabled Route status monitoring is
disabled.
Keep Alive Route status is monitored
Using OPTIONS using the SIP OPTIONS

message. The route status
updates based on the
OPTIONS response. The
OPTIONS response includes
200 (Active), 503 (Inactive),
504/No Response (Inactive
or Down), and Other (Online
- applies to MCS).

Perform the following procedure to change SIP route properties for a configured SIP route:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.
2. In Routes area, select the check box next to Route field that you want to edit.
3. Click Edit.

4. On the Edit SIP Route page, scroll down to the Properties section to make any
required changes.

5. From the Server Keepalive list, select to enable route status monitoring.
6. From the SIP Route Type list, select the type of route.

7. In the SIP Server Poll Timer field, enter the interval, in milliseconds, to poll the
route for its status.

8. Click Save.
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Editing a SIP domain or a SIP account

About this task
Perform the following procedure to edit an existing SIP domain or SIP account:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Domains
and Accounts.

2. Onthe SIP Domains and Accounts page, select the check box next to the domain
or account that you want to edit.

3. Click Edit.
4. Edit the properties of the domain or account.
5. Click Save.

Changing the SIP account password

About this task
Perform the following procedure to change the password for the SIP account:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Domains
and Accounts.

2. Onthe SIP Domains and Accounts page, select the check box next to the account
for which you want to change the password.

Click Edit.

On the Edit SIP Account area, click Change Password.

In the Password field, enter the new password.

In the Confirm Password field, re-enter the new password.
Click Continue.

Click Save.

© N o o b~ o

86 Implementing and Administering Avaya Media Server 7.5 January 2014
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

SIP configuration

Deleting a SIP domain or a SIP account

Before you begin

If a SIP domain has associated accounts, you must delete the SIP accounts before you delete
the domain.

About this task
Perform the following procedure to delete an existing SIP domain or SIP account:

Procedure

1.

Navigate to EM > System Configuration > Signaling Protocols > SIP > Domains
and Accounts.

. Onthe SIP Domains and Accounts page, select the check box next to the domain

or account that you want to delete.

. Click Delete.

Editing a SIP trusted node or a SIP route

About this task
Perform the following procedure to edit an existing SIP trusted node or SIP route:

Procedure

1.

Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.

On the SIP Nodes and Routes page, select the check box next to the trusted node
or route.

3. Click Edit.
4. Edit the properties of the trusted node or route.
5. Click Save.
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Deleting a SIP trusted node or a SIP route

Before you begin

If a SIP trusted node has routes associated with the node, you must delete the routes before
you delete the node.

About this task

Perform the following procedure to delete an existing SIP trusted node or SIP route:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.

2. Onthe SIP Nodes and Routes page, select the check box next to the trusted node
or route that you want to delete.

3. Click Delete.

MRCP configuration

Avaya MS uses MRCP servers to support speech recognition and to stream Text-To-Speech
(TTS) as Avaya MS is synthesized in real-time.

To configure MRCP, define one or more MRCP servers and identify the resources on each
server. Additionally, define one or more MRCP pools and add the MRCP servers for each
pool.

You can also add custom MRCP vendors to allow for additional speech resources, in addition
to the built-in Nuance and Loquendo support included with the Avaya MS installation.

° Note:

In Avaya MS Release 7.5, Loquendo is added as a supported built-in MRCP vendor. IBM
is no longer a built-in MRCP vendor. You can add IBM as a custom MRCP vendor using the
procedures defined in this section.

Configuring an MRCP general settings

About this task

Refer to the following definitions for descriptions of each property of the MRCP General
Settings:
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Definitions for MRCP general properties

Property Description

Maximum MRCP Channels The maximum number of MRCP channels or
sessions for each node that can be allocated
by the server. Avaya MS uses this value to
determine the maximum MRCP channels
available on an MRCP server. This value is
also used to initialize the MRCP stack. The
Maximum MRCP Channels field is not a
keycoded value. The default value is 512.
The range is 0 to 2000.

MRCP Resource Ping Interval The number of seconds between successive
test allocations of configured MRCP
resources. This value is used by Avaya MS
to monitor the status of the MRCP servers. A
value of 0 disables test allocations. The
default value is 300 seconds. The range is 0
to 31536000 seconds.

MRCP RTP Start Port The local RTP start port to use for MRCP v1
RTP connections to speech servers. The
default port is 16000 for Windows and 1030
for Linux. The range is 1024 to 64000.

Recognition Timeout The maximum duration, in milliseconds, that
a recognition session is active before Avaya
MS ends the session and generates a
resource fault. The default value is 600000
milliseconds. The range is 0 to 31536000
milliseconds.

Retry Limit The number of retry attempts when a
resource allocation fails. The system
attempts to connect to the server with the
smallest load first, followed by the server with
the second smallest load, and then the
server with the third smallest load. The
default is 2 retry attempts. The range is 0 to
2.

MRCP Transaction Timeout The maximum duration, in milliseconds, that
an MRCP transaction can last before Avaya
MS ends and generates a resource fault. The
default value is 10000 milliseconds. The
range is 0 to 31536000 milliseconds.

Perform the following procedure to change MRCP general settings:
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Procedure

1.

Navigate to EM > System Configuration > Signaling Protocols > MRCP >
General Settings.

In the Maximum MRCP Channels field, enter a value for the maximum number of
MRCP channels that can be allocated.

In the Retry Limit field, enter the number of allocation retries before an allocation
attempt fails.

In the MRCP Resource Ping Interval field, enter the number of seconds between
successive test allocations of configured MRCP resources.
A value of 0 disables test allocations.

In the MRCP RTP Start Port field, enter the local RTP port to use for MRCP
connections to speech servers.

In the MRCP Transaction Timeout field, enter the maximum duration, in
milliseconds, that an MRCP transaction can last before Avaya MS ends and
generates a resource fault.

In the Recognition Timeout field, enter the maximum duration, in milliseconds, that
a recognition session is active before Avaya MS ends and generates a resource
fault.

. Click Save.

Restart the system for the changes to take effect.

Adding an MRCP server

About this task

Add an MRCP server to provide speech capabilities to the network of Avaya MS nodes. MRCP
servers can be grouped into pools and shared across one or more Avaya MS systems in the

network.

Refer to the following definitions of the new MRCP Server Properties for descriptions of each

property:

Definitions for MRCP server properties

Property Description

Add to Default Pool Select the check box to add the server to the default pool.

This check box is only available when adding an MRCP
Server. If no default pool exists, the system creates one pool
based on the server configuration. The default pool uses the
following names: Ivr.mrcpv1.default or extts.mrcpv1.default.
However, if there are no default pools and the pool names
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Definitions for MRCP server properties

Property Description

(Ivr.mrcpv1.default and extts.mrcpv1.default) already exist,
the operation fails. The Add to Default Pool operation can
also fail, if the server and default pool attributes do not

match.

Codec Select the appropriate audio codec (PCMU, G711 or L16).
The default value is based on the settings of the selected
vendor.

Port The port from which the server receives requests. The

default port is based on the settings of the selected vendor.
The range is 0 to 65535.

Server address The IP address of the MRCP server. The maximum length
is 64 characters.

Server description A brief description of the server. The maximum length is 512
characters.

Server Name The name used to identify this MRCP server. The maximum

length is 128 characters.

State The operational state:

Unlocked The server is online and
available for allocation. This
is the default.

Locked The server is offline and
unavailable for allocation.

Vendor Select the appropriate MRCP vendor identifier such as

Nuance, Loquendo or those added on the Custom MRCP
vendors page. The default is Nuance.

0 Important:

An MRCP server cannot have more than two MRCP resources (LVR and TTS). The Add
button is disabled after both the MRCP resources exist for a server.

If you use the host name for the server address in the following procedure, you must enable
DNS on the network.

Perform the following procedure to an MRCP server to provide speech capabilities to the
network of Avaya MS nodes:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Servers.

2. On the Servers page, click Add...
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3. On the Add MRCP Server page, from General, in the Server Name field, enter the

name used to identify the MRCP server.

4. In the Server description field, enter a description of the server.

5. In the Server address field, enter the host name or server address of the MRCP

server.

0 Important:
You must enable the DNS on the network if the host name is used.

6. In the Port field, enter the port number of the MRCP server where it is listening for

MRCP requests.
7. From the Vendor list, select the vendor.

8. From the Codec list, select the audio codec type.

9. From the State list, select the appropriate initial operational state, either Locked or

Unlocked.
The default value is Unlocked.

10. If you want to add the server to the default pool, select Add to Default Pool.

11. Click Save.

Adding MRCP server resources

92

About this task

Each MRCP server can have a TTS resource, LVR resource, or both associated with the

server.

Refer to the following definitions for descriptions of each property of the MRCP server resource:

Definitions for MRCP server resource properties

Property Description

Languages The language options available on the
MRCP server. The default value is based on
the settings of the selected vendor.

Maximum Sessions The maximum number of sessions to be
allocated by one IVR media processor
(IVRMP) from the defined resource. The
default value is 1 session. The range is from
0 to 65535.

Server Name The name of the MRCP server.
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Definitions for MRCP server resource properties

Property Description

Type Select the appropriate resource capabilities
(LVR or TTS) supported by MRCP. The
default value is based on the settings of the
selected vendor.

URL Suffix The URL suffix used to identify the resource.
This feature is enabled only when the Type
is LVRor TTS.

For Nuance:

* LVR —media/speechrecognizer. This is
the default.

* TTS — media/speechsynthesizer
For Loquendo:

* LVR — media/recognizer

* TTS — media/synthesizer

The default value is based on the settings of
the selected vendor.

Vendor name The name of the current vendor such as
Nuance, Loquendo or those added on the
Custom MRCP vendors page.

Weight The weighted value of the server. This value
is used for distributing server resources
within the pool. The default value is 1. The
range is 0 to 65535.

° Note:

An MRCP server cannot have more than two MRCP resources (LVR and TTS). The Add...
button is disabled after both resources exist for a server.

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Servers.
On the Servers page, select the check box next to the MRCP server.
Click Edit...
On the Edit MRCP Server page, in Server Resources, click Add...
In the Server Name and Vendor field, verify the server and vendor names.

From the Type list, select the resource capabilities supported by MRCP.

N o gk~ 0D

In the URL Suffix field, enter the suffix to identify the resource.
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10.

11.
12.

The URL suffix must match the configuration on the speech server.

Inthe Weight field, enter the server weight used to distribute server resources within
a pool.

In the Maximum Sessions field, enter the maximum number of sessions for this
server.

Add desired languages in one of two ways:

» Make a selection from the Languages drop-down menu, where the system
prompts Select a Language. Click Add to add the selected language to the
list of supported languages.

* Click Add New.
In the text field that the system displays, type your desired language.
Click Continue.
On the Edit MRCP Server page, click Save.

Adding an MRCP pool

About this task

Each Avaya MS can define one or more MRCP pools from which speech resources are
allocated. Each pool contains one or more servers. Servers must have the same attributes and
can be added or removed from the pool.

0 Important:
All servers in the same pool must be from the same vendor and resource type, TTS or

LVR.

The servers must share at least one common language. Ensure that all servers in the pool
support the language set you specify.

Refer to the following definitions for descriptions of each property of the MRCP Pool:

Definitions for MRCP pool properties

Property Description

Pool name

The name used to identify this pool. The
name can be up to 128 characters. An MRCP
server can be assigned to many different
pools.

Pool description A brief description of the pool. The

description can be up to 512 characters.

Pool type

The type of pool (LVR or TTS).
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Definitions for MRCP pool properties

Property

Description

Vendor name

The name of the current vendor, Nuance,
Loquendo or those added on Custom MRCP
vendors.

Pool weight

A weighted value used to determine how
pool resources are prioritized. The default
value of 1. The range is 0 to 65535.

Language

The speech capability of the network of
Avaya MS nodes. Select alanguage from the
available languages. The servers must share
at least one common language. When you
specify languages supported by a pool, the
language set must be supported by all
servers in the pool. The language list
displayed is based on the MRCP server
configuration, more specifically, the vendor
ID and the resource type). If no servers are
assigned to the pool, the language field is
populated with all the languages that are
common among the servers being
assigned.

Default pool

Select to make this pool the default pool for
speech capability on the network of Avaya
MS nodes.

Available

Select to make the pool available for
servers.

Perform the following procedure to add an MRCP pool:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >

Pools.

© ® N o gk~ 0D
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On the Pools page, click Add...

In the Pool name field, enter a name to identify the pool.

In the Pool description field, enter a description of the pool.
From the Pool type list, select the MRCP server type.

From the Vendor name list, select the vendor.

In the Pool weight field, enter the desired weight of the pool.
From the Language list, select a language.

Select Default pool to set the pool as the default pool.
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10. To make the pool available, select Available.
11. Click Save.

Adding a server to an MRCP pool
About this task
You can assign an MRCP server to multiple pools.
Perform the following procedure to add an MRCP server to an existing MRCP server pool:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Pools.
On the Pools page, select the check box next to the pool receiving the servers.
Click Edit...

In Assign servers, select a server from the Available list.

o &~ oD

Click Add to move the server to the Assign to this pool list.

0 Important:

The status of the MRCP servers assigned to the pool is displayed in the Assign to
this pool list, next to the server address.

6. Click Save.

Adding custom MRCP vendors
About this task

Perform the following procedure to add custom MRCP vendors for additional speech
resources:

0 Important:
You can only add, edit, or delete custom MRCP vendors on a primary server.

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Custom Vendors.
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On the Custom Vendors page, click Add...
In the Vendor Name field, enter the name of the new vendor.
Select the desired Default Codec from the list.

In the Default Port field, enter the default port number associated with the MRCP
resource.

In the Associated Caps heading, click Add...

0 Important:
Only one LVR and one TTS capability can be created for each vendor.

. On the Add Cap page, select the resource type from the Cap (capability) list.

In the Default Suffix field, enter the suffix that identifies the resource type.

9. In Languages, select the required languages from the Available Languages list.

11.
12.

. Click Add or Add All to move the supported language(s) to the Selected

Languages list.
Click Save on the Add Cap page.
Click Save on the Add Custom MRCP Vendors page.

Editing custom MRCP vendors

About this task
Perform the following procedure to edit custom MRCP vendors:

0 Important:
You can only add, edit, and delete Custom MRCP vendors on a primary server.

Procedure

1.

Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Custom Vendors.

. On the Custom Vendors page, select the check box next to the MRCP vendor

resource that you want to edit.

0 Important:

Click on the alias of the vendor to view the cap settings. The settings are shown
at the bottom of the page.

3. Click Edit.
4. On the Edit Custom Vendors page, edit the Default Codec and Default Port.
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5. In the Associated Caps heading, select the check box next to the cap that you
want to edit.

Click Edit.

On the Edit Cap page, edit the Cap, Default Suffix, and Selected Languages.
Click Save on the Edit Cap page.

Click Save on the Edit Custom MRCP Vendor page.

© ©® N o

Deleting custom MRCP vendors

About this task
Perform the following procedure to delete custom MRCP vendors:

0 Important:
You can only add, edit, and delete Custom MRCP vendors on a primary server.

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Custom Vendors.

2. On the Custom Vendors page, select the check box next to the MRCP vendor
resource that you want to delete.

0 Important:

If you delete a custom MRCP vendor, it deletes all MRCP servers containing the
selected vendor.

3. Click Delete.

4. Click Confirm to acknowledge the deletion of the MRCP vendor resource.

Editing an MRCP server or server resources

About this task
Perform the following procedure to edit an MRCP server or server resources:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Servers.
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0 Important:

To view the resources assigned to an MRCP server in the lower pane, click the

name of the corresponding server in the Server Name column.

2. On the Servers page, select the check box next to the MRCP server that you want

to edit.
3. Click Edit...
4. Edit the General MRCP server properties.

5. Toedita particular server resource, select the check box next to the server resource

to be edited and click Edit...
6. Click Save.

Deleting an MRCP server

About this task
Perform the following procedure to delete an MRCP server:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Servers.
2. On the Servers page, select the check box next to the MRCP server.
3. Click Delete.
4. Click Confirm to acknowledge the deletion of the MRCP server.

Deleting MRCP server resources

About this task
Perform the following procedure to delete the server resources for an MRCP server:

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Servers.

2. On the Servers page, select the check box next to the MRCP server.
3. Click Edit.
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4. In Server Resources on the Edit MRCP Server page, select the check boxes next
to the server resources you want to delete.

5. Click Delete.
6. On the Edit MRCP Server page, click Save.

Editing an MRCP pool
About this task

Perform the following procedure to edit an MRCP pool:

0 Important:

Changing the Pool Type or Vendor Name removes all assigned MRCP servers. The system
displays servers which have attributes matching the pool’s current configuration in the
Available list.

Procedure

1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Pools.

GTip:

The system displays the status of the MRCP servers assigned to each pool in
parenthesis in the Server names column.

2. On the Pools page, select the check box next to the MRCP pool or the server
resource that you want to edit.

3. Click Edit.
4. Edit the MRCP pool fields.

© Tip:

The system displays the status of the MRCP servers assigned to the pool in the
Assign to this pool list.

5. Click Save.

Changing status of MRCP pools

About this task

Perform the following procedure to change the availability status of single or multiple MRCP
pools:
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Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Pools.
2. On the Pools page, select the check box next to one or more MRCP pools.
3. From the More Actions list, select the availability status for the selected pools.

4. Click Confirm to acknowledge the status change.

Deleting an MRCP pool

About this task
Perform the following procedure to delete an MRCP pool:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Pools.
2. On the Pools page, select the check box next to the MRCP pool.
3. Click Delete.
4. Click Confirm to acknowledge the deletion of the MRCP pool.

Removing MRCP server from a pool

About this task
Perform the following procedure to remove an MRCP server from an MRCP pool:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > MRCP >
Pools.
2. On the Pools page, select the check box next to the MRCP pool.
3. Click Edit.

4. Inthe Assign servers page, select the server you want to remove from the Assign
to this pool list.

5. Click Remove to move the server back to the Available list.
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6. Click Save.

Media settings configuration

Avaya MS supports text, audio, and video for most multimedia processing features. The system

can stream fully synchronized real-time audio and video using a variety of codecs and

formats.

Configuring QoS monitoring settings
About this task

Perform the following procedure to configure Quality of Service (QoS) monitoring:

Procedure

1. Navigate to EM > System Configuration > Media Processing > General

Settings > QoS Monitoring.

2. Alter the properties using the Definitions for QoS Monitoring Properties table as an

aid.
3. Click Save.

° Note:

Some of the changes require system restart to take effect.

Definitions for QoS monitoring properties

Property

Description

Alert Interval (ms)

The minimum time period between
QoS alert monitoring, measured in
milliseconds. The default value is 60
milliseconds. The range is 1 to
2147483647 milliseconds.

Critical R Threshold (%)

The R-factor threshold that generates a
critical alert after the threshold is
crossed. The default value is 70
percent. The range is 0 to 100
percent.

Maximum Alerts

Sets the maximum number of alerts
allowed by the IVR. The maximum
number of alerts that can be generated
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Definitions for QoS monitoring properties

Property Description

during a particular interval is known as
QoS Monitoring Alert Interval. This
property is used to reduce network
traffic. The default value is 100 alerts.
The range is 0 to 2147483647 alerts.

QOS Monitoring Select to enable QoS monitoring.

Refresh Interval (sec) The minimum period between QoS
statistic reporting, measured in
seconds. On the EM, default value is 60
seconds. Therangeis 0t0 2147483647
seconds.

Warning R Threshold (%) The R-Factor threshold that generates
a warning alert after the threshold is
crossed. The default value is 80
percent. The range is 0 to 100
percent.

Configuring QoS streaming settings
About this task
Perform the following procedure to configure QoS streaming:

Procedure
1. Navigate to EM > System Configuration > Media Processing > General
Settings > Continuous Streaming Sources.

2. Alter the properties using the Definitions for QoS Streaming Properties table as an
aid.

3. Click Save.

° Note:

Some of the changes require system restart to take effect.

Definitions for QoS streaming properties

Property Description

Audio DSCP The Packet Scheduler (psched) QOS
value for audio
(ServiceTypeGuaranteed). The default
value is 46. The range is 0 to 63.
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Definitions for QoS streaming properties

Property

Description

QOS Maximum Bandwidth Per H.263
Video Flow (bytes)

The QoS maximum bandwidth
reserved for the H.263 video flow,
measured in bytes. On EM default
value is 300000 bytes. The range is
12000 to 1000000 bytes.

QOS Maximum Bandwidth Per NNVC
Video Flow (bytes)

The QoS maximum bandwidth
reserved for the NNVC video flow,
measured in bytes. On EM default
value is 300000 bytes. The range is
12000 to 1000000 bytes.

RTCP DSCP Bandwidth

The bandwidth for RTCP DSCP. The
range is 100 to 10000.

RTCP DSCP Enable

When enabled, RTCP packets are
marked with the same DSCP marking
as the RTP session.

Video DSCP

The Packet Scheduler (psched) QOS
value for video
(ServiceTypeControlledLoad). The
default is 34. The range is 0 to 63.

Configuring silence suppression

104

About this task

Silence suppression eliminates background noise transmission over the network when a user
is not speaking. Instead of transmitting actual background audio noise in the audio stream,

comfort noise indications are transmitted (see RFC3389), which reduces the network
bandwidth used by the user's session.

Perform the following procedure to configure the silence suppression options:

Procedure

1.

Navigate to EM > System Configuration > Media Processing > Advanced

Settings > Silence Suppression.

as an aid.

. Click Save.

° Note:

. Alter the properties using the Definitions for Silence Suppression Properties table

Some of the changes require system restart to take effect.
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Definitions for silence suppression properties

Property

Description

Silence Suppression CN Level

The silence suppression comfort noise
(CN) level in dB as defined by
RFC3389. The default is minus () 127
dB. The range is minus (—) 127 dB to 0
dB.

Silence Suppression Interval (ms)

The number of milliseconds between
successive 3389 RTP SS packets. The
default is Disabled. The range is 0 to
2147483647 milliseconds.

Silence Suppression Threshold (ms)

The number of milliseconds before
transmitted RTP silence is suppressed
with 3389 SS packets. The defaultis 20
milliseconds. The range is 0 to
2147483647 milliseconds.

Configuring continuous STOUTCast streaming

About this task

Avaya MS supports continuous streaming of pre-transcoded audio. The audio must be in either

MP3 or wav format.

Perform the following procedure to configure continuous audio streaming from a SHOUTCast
source. See the Definitions for continuous SHOUT Cast streaming properties table as an aid.

Procedure

1. Navigate to EM > System Configuration > Media Processing > General

Settings > Continuous Streaming Sources.

2. Use application documentation as an aid to configure the following SHOUTCast

configuration properties:

a. Inthe SHOUTCast Primary URL field, enter the audio source URL.

b. (Optional) In the SHOUTCast Backup URL field, enter an alternate audio

source URL.

c. Inthe SHOUTCast Channel Key field, enter the channel key that is required
by the application to attach to the streaming audio.
d. (Optional) Inthe SHOUTCast HTTP Proxy Host field, enter the address of the
proxy server that is required to access SHOUTCast URLs.
e. (Optional) In the SHOUTCast HTTP Proxy Port field, enter the port on the
internal proxy server that is required to access SHOUTCast URLSs.
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3. (Optional) Alter the value of Audio Volume (dB) to adjust the volume level of the
streaming audio.

4. Click Save.

0 Note:

For some of the changes to take effect, you must restart the media server.

Definitions for continuous SHOUTCast streaming properties

Property Description

Audio Volume (dB) The volume level for the streaming
audio is measured in decibels (dB). The
default value is -10 dB. The range is
from -24 dB to 24 dB.

SHOUTCast Backup URL An optional backup URL is used to feed
audio content to the streaming audio
source when the primary SHOUTCast
URL is out-of-service. If both the
primary and backup servers are
unavailable, streaming falls back to the
Directory Provider. The maximum
length of the URL is 1024 characters.

SHOUTCast Channel Key A SHOUTCast channel key to attach to
the streaming audio. The default is
Audio. The length can be from 0 to 48.
Changes take effect after the next
Avaya MS restart.

SHOUTCast Primary URL A SHOUTCast URL is used to feed
audio content to the streaming audio
source. The maximum length of the
URL is 1024 characters. The audio
stream specified must be in MP3 or wav

format.

SHOUTCast HTTP Proxy Host The FQDN or IP of the internal proxy
server that is required to access the
SHOUTCast URL.

SHOUTCast HTTP Proxy Port The port of the internal proxy server that
is required to access the SHOUTCast
URL.
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Configuring continuous RSS streaming

About this task

Avaya MS supports continuous streaming of pre-transcoded audio. The audio must be in either
MP3 or wav format.

Perform the following procedure to configure continuous audio streaming from an RSS feed.
See the Definitions for continuous RSS streaming Properties table as an aid.

Procedure

1. Navigate to EM > System Configuration > Media Processing > General
Settings > Continuous Streaming Sources.

2. See the application documentation as an aid to configure the following RSS
configuration properties:

a. Configure Audio RSS URL with the RSS URL of a document that contains MP3
or wav RSS audio.

b. Configure Audio RSS Channel Key with the channel key that is required by
the application for the RSS feed.

c. Select Allow one item per RSS channel to stream only the first audio item in
an RSS document when multiple items are found in the document.

3. (Optional) Alter the value of Audio Volume (dB) to adjust the volume level of the
streaming audio.

4. Click Save.

° Note:

For some of the changes to take effect, you must restart the media server.

Definitions for continuous RSS streaming properties

Property Description

Audio RSS URL The RSS URL is used to feed audio
content to the streaming audio source.
The maximum length of the URL string
is 1024 characters. The audio files
specified in the RSS document must be
in MP3 or wav format. Changes take
effect after the next Avaya MS restart.

Audio Volume (dB) The volume level for the streaming
audio is measured in decibels (dB). The
default value is -10 dB. The range is
from -24 dB to 24 dB. Changes take
effect after the next Avaya MS restart.
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Definitions for continuous RSS streaming properties
Property Description

Audio RSS Channel Key The channel name associated with the
Real Simple Syndication (RSS) feed.
This is the RSS feed channel key to
attach to the audio streaming. The
default is Audio. The maximum length
is 48.

Allow one item per RSS channel Select to stream only the first audio item
in an RSS document when multiple
items are found in the document.
Changes take effect after the next
Avaya MS restart.

Enabling and configuring audio codec settings

108

About this task

Perform the following procedure to enable the audio codecs you want to support on the media
server:

The order of the codecs in the Enabled list defines the preference of media server for codec
selection in sessions originating from the media server. For incoming sessions, the first codec
in the codec offering list of the incoming session, which is enabled on the media server, is
accepted.

Procedure

1. Navigate to EM > System Configuration > Media Processing > Audio Codecs.

Implementing and Administering Avaya Media Server 7.5 January 2014
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

Media settings configuration

Audio Codecs
Arailable :ﬁddﬂ\ll Enabled
G722 GA UL
G.711-ALAW
G294
PTEnes
Default
G722 1o E 20 =z Flen 20 |
67204 Fia M 2o Eao Flso 20| %
.71 1-ALAYY 10 [+ 20 [E kel [#I6n 20 |
GT-LLAW F1o F a0 =20 “lan 0=
Waming: selecting 10ms as a default value degrades system capacity.
[ Seave || Concel |

2. On the Audio Codecs page, select one or more audio codecs from the Available
list.

3. Click Add to move the codecs to the Enabled list.

4. To change the priority rank of a codec within the Enabled list, select a codec and
use the Up or Down buttons to move the codec within the list.

5. For each codec, select Default PTime to use as the offered PTime for outgoing
sessions.

6. Select Silence Suppression for each codec as required.
7. Click Save.

Removing an audio codec

About this task

Perform the following procedure to disable an audio codec that you no longer want to support
on the Avaya MS:

Procedure
1. Navigate to EM > System Configuration > Media Processing > Audio Codecs.

2. On the Audio Codecs page, select the audio codec from the Enabled list.

3. Click Remove to move the codec to the Available list.
Repeat Step 2 to Step 3 to disable each audio codec.
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4. Click Save.

Enabling and configuring video codec settings

About this task

Perform the following procedure to enable and configure the video codecs you want to support
on Avaya MS:

Procedure

1. Navigate to EM > System Configuration > Media Processing > Video Codecs.

Video Codecs
Add |
Byailable: add Al Enabled:

[H2B4 | H253es

H263+

H.263

MNNVC

Allowad Frame Rales Drefaull Frame Prafarred
10 15 an 25 a0 Rate Fomnat Annex Profile
H 263 F B B B @ 5] [CF v 2w
H. 263+ = [+ 52 = & 15 |» cIF o Z
H.263++ [~] [#] [ [+ = 15 | » CIF b 2w
H.264 [= = = = [ 15 | CiF v
NRC = [+ 5 [+ =] 15| % LARGE | w
Enforce Annex X Profiles: [
| Save | | Cancel |

2. On the Video Codecs page, select one or more audio codecs from the Available
list.

3. Click Add to move the codecs to the Enabled list.

4. To change the priority rank of a codec within the Enabled list, select a codec and
use the Up or Down buttons to move it within the list.

Select Allowed Frame Rates for the codecs you enabled.
Choose the desired Default Frame Rate, for each added codec.

Select the Preferred Format, for each enabled codec.

® N o o

Select the Annex Profile, for each enabled codec.
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Selecting Enforce Annex X Profiles means that only prescribed sets of annexes,
as described in the annex X profile list, will be accepted.

If you do not select Enforce Annex X Profiles, then Avaya MS negotiates arbitrary
sets of annexes.

9. Click Save.

Removing a video codec
About this task

Perform the following procedure to disable a video codec that you no longer want to support
on Avaya MS:

Procedure

1. Navigate to EM > System Configuration > Media Processing > Video Codecs.
2. On the Video Codecs page, select the video codec from the Enabled list.

3. Click Remove to move the codec to the Available list.
Repeat Step 2 to Step 3 to disable each video codec.

4. Click Save.

Enabling and configuring digit relay settings
About this task

Avaya MS uses digit relay settings and the order of the enabled relay methods when Avaya
MS negotiates digit relay with a client endpoint for an inbound or outbound session.

Avaya MS also supports in-band DTMF. The system defaults to this option if no other option
is configured or negotiated by Avaya MS. The preferred method of digit transmission is RFC

2833.
Perform the following procedure to enable and configure the digit relay support on Avaya MS:

Procedure

1. Navigate to EM > System Configuration > Media Processing > Digit Relay
(DTMF).
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Digit Relay (DTMF)

Available [E Enabled

INFO digits | RFC2833

& Assign RFC 2833 Format Type Oynamically

O gpecity Type
[53-126)

| sme || Cancel |

. On the Digit Relay (DTMF) page, select one or more methods from the Available

list.

3. Click Add to move the methods to the Enabled list.

To change the priority rank of a method within the Enabled list, select a method
and use the Up or Down buttons to move it within the list.

Choose the required payload type option:

* If a dynamic payload type is required, select Assign RFC 2833 Format Type
Dynamically.

« If a fixed payload type is required, select Specify Type. In the Specify Type
field, enter the value to use in the payload type field of the RTP header when
transmitting RFC2833 encoded digits.

Click Save.

Removing a digit relay method

About this task

Perform the following procedure to disable digit relay method you no longer want to support
on Avaya MS:

Procedure

1.

Navigate to EM > System Configuration > Media Processing > Digit Relay
(DTMF).

2. On the Digit Relay (DTMF) page, select the method to disable from the Enabled
list.
3. Click Remove to move the method to the Available list.
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Repeat Steps 2 and Step 3 to disable each video codec.
4. Click Save.

Media security configuration

Configure the media security policy to use for Session Description Protocol (SDP)
negotiation.

The media security configuration provides the ability to secure media streams with
cryptographic protection based on RFC 3711— The Secure Real-time Transport Protocol
(SRTP). SRTP is a Real-time Transport Protocol (RTP) (RFC 3550) profile with symmetrical
data encryption that provides the following security services: encryption, message integrity,
and replay protection.

Secure Real-time Transport Control Protocol (SRTCP) provides same security services to
RTCP as SRTP does to RTP. SRTP message authentication protects the RTCP fields that
keep track of membership, provide feedback to RTP sends, or maintain packet sequence
counters.

Selecting a media security policy

About this task
Perform the following procedure to enable and configure the desired media security policy:

Use the Definitions for Security Policy Options table as an aid for the procedure.

Definitions for security policy options

Property Description
Security Policy The media security policy to use for SDP negotiation. The
options include:
Best Effort Both Audio Video Profile

(AVP) and Secure AVP
(SAVP) sessions are offered
and accepted, with
preference given to
negotiating to SAVP.

Security Disabled Only AVP is offered or
negotiated. This is the
default.

Security Enforced Only SAVP is offered or
negotiated.

Implementing and Administering Avaya Media Server 7.5 January 2014 113



Configuration

114

Definitions for security policy options

Property

Description

Best Effort Mode

The options include:

Capability

The SDP is formatted
according to the Capability
Negotiation format, using
tcap/acap/pcap open
parameters to negotiate AVP
versus SAVP.

Dual M-Line

The existing default SDP
specification, containing both
AVP and SAVP media
stream offerings for each
media type. This is the
default.

Procedure

1. Navigate to EM > System Configuration > Media Processing > Media

Security.

Media Security

Securty Policy | Crpbo Suiles

Security Policy

Security Policy. | BEST EFFORT »
Best Effort Mode: | CAPABILITY |»

Enable SRTCP Encryption:  [¥]
Enable SRTP Encryption; =
Enable SRTP Authentication:  [%]

Crypto Suites
SRTF Master Ky Master Key
Priarity ey Lifetirme Darive Rate Index Length
AES_CM_128_HMAC_SHA1_80 |1 || Fax 31 (> 0 (v 0w
O AES_CM_126_HMAC_SHAT 32 *
[ Save ] [ Cancel ” [ Restora Defaults

2. On the Media Security page, in the Security Policy area, use the Security
Policy list to select the required method.

3. In the Best Effort Mode list, select the required mode.

4. Click Save.
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Negotiated parameters
RFC4568 specifies the following session parameters for modifying the default behavior for
SRTP and SRTCP streams:
* UNENCRYPTED_SRTCP
« UNENCRYPTED_SRTP
* UNAUTHENTICATED_SRTP

When one or more of the negotiated session parameters are received in an incoming offer,
Avaya MS uses the offered parameter by including the same session parameter in the answer.
Avaya MS uses the configured default behavior if the received offer does not include one or
more of the negotiated session parameters.

Definitions for Negotiated Parameters

Property Description

Enable SRTCP Encryption Select to specify that SRTCP encryption is
preferred. Clear to include the
UNENCRYPTED_SRTCP session
parameter in outgoing offers.

Enable SRTP Authentication Select to specify that SRTP authentication is
preferred. Clear to include the
UNAUTHENTICATED_SRTP session
parameter in outgoing offers.

Enable SRTP Encryption Select to specify that SRTP encryption is
preferred. Clear to include the
UNENCRYPTED_SRTP session parameter
in outgoing offers.

Configuring negotiated parameters
About this task

Perform the following procedure to configure the status of these negotiated parameters in
outgoing offers initiated from Avaya MS. Use the Definitions for Negotiated Parameters table
as an aid for the following procedure.

Procedure
1. Navigate to EM > System Configuration > Media Processing > Media
Security.

2. Select or clear Enable SRTCP Encryption, Enable SRTP Encryption, and
Enable SRTP Authentication as required.

3. Click Save.
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Related topics:
Negotiated parameters on page 115

Configuring crypto suites

About this task
Perform the following procedure to configure cryptographic suites to provide message privacy:

Use the Definitions for Crypto Suite Options table as an aid for this procedure.

Definitions for crypto suite options

Property Description

AES_CM_128_HMAC_SHA1_80 The SRTP Advanced Encryption Standard
(AES) Counter Mode (CM) cipher is used
with Hash Message Authentication Code -
Secure Hash Algorithm (HMACSHA1)
message authentication having an 80-bit
authentication.

AES_CM_128 HMAC_SHA1 32 The SRTP AES Counter Mode cipher is used
with HMAC-SHA1 message authentication
having a 32- bit authentication.

Priority The preference ranking for Crypto Suites.
The default is a priority of 1. A priority of 1 is
the highest priority and 9 the lowest.

SRTP Master Key Lifetime Select to enable SRTP Master Key Lifetime.
Uncheck to omit the SRTP Master Key
lifetime in outgoing offers. The exponent of
the number of packets between key
renegotiations. The default value is 2431.
The range is from 1 to 48.

Key Derive Rate A value that sets the rate at which new keys
are derived. The default value is 0. The
default value omits the Key Derivation Rate
from outgoing offers and indicates a single
key derivation. The range is from 0 to 24.

Master Key Index Length The number of bytes in the Master Key Index,
which is transmitted with each packet, to
identify which master key to use for
decoding. The default value is 0. The default
value omits the Master Key Index from
outgoing offers. The range is from 0 to 4.
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Procedure

1. Navigate to EM > System Configuration > Media Processing > Media
Security.

Media Security

Security Policy | Crmpbo Suiles

Security Policy
Security Policy. | BEST EFFORT ol
Best Effort Mode: | CAPABILITY ||
Enable SRTCP Encryption:  [¥]
Enable SRTP Encryplion: =
Enable SRTP Authentication: [<]

Crypio Suites
SRTF Master Key Master Key
Prridrity ey Lifetirme Derve Rate Index Length
AES_CM_128_HMAC_SHA1_80 | 1[v] M| [0 |»] 0 e
O AES_CM_128_HMAC_SHA1_32 Fa

[ Save ] [ Cancel ] [ Restore Defaults

2. Onthe Media Security page, in the Crypto Suites section, select the check boxes
next to the crypto suites you want to configure.

3. For each selected crypto suite, in the Priority column, select a priority number.

4. In the SRTP Master Key Lifetime column, select the optional SRTP master key
lifetime to include it in outgoing offers. Then, select a value for the SRTP master
key lifetime.

5. In the Key Derive Rate column, select a key derivation rate.

6. In the Master Key Index Length column, select a value for the master key index
length.

7. Click Save.
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Security configuration

Configuring the System Manager settings
Procedure

1. Navigate to EM > Security > General Settings > System Manager.

2. Enter the address of the System Manager in the System Manager server
address field.

3. Enter the port used by the System Manager in the System Manager server port
field.

4. Enter the enroliment password in the System Manager trust management
enrollment password field.

5. Click Save.

Creating a new certificate signed by System Manager in the Key
Store

Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

N

Select one of the service profiles listed on the Key Store (Service Profiles)
page.

Click Edit...

Click Create New... on the Edit Service Profile page.

Set the Signing authority field to System Manager.

Set the remaining fields as required for your system.

Click Save.

N o gk~ w
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Creating a new certificate to be signed by other Certificate
Authorities in the Key Store

Procedure

1.
2.

N o o o

Navigate to EM > Security > Certificate Management > Key Store.

Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.

Click Edit...

Click Create New... on the Edit Service Profile page.

Set the Signing authority field to Other Certificate Authorities.

Set the remaining fields as required for your system.

Click Save.
The system displays a File Save dialog window and prompts you to save the file.

Select a location for the file and then save the file.

Creating a new self-signed certificate in the Key Store

Procedure

1.

Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)

N o g kM w

page.
Click Edit...

Click Create New... on the Edit Service Profile page.
Set the Signing authority field to Self-Signed.

Set the remaining fields as required for your system.
Click Save.
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Processing a Certificate Signing Request Response in the Key
Store

About this task
Perform the following procedure only to a certificate that is in pending state:

Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select the service profile that the Certificate Signing Request response is for on the
Key Store (Service Profiles) page.

Click Edit...
Click Certificate Signing Request.

Click Browse... and select the file of the Certificate Signing Request response.

o g A~ w

Click Process Request.

Creating a renewal Certificate Signing Request to be signed by the
original signing Certificate Authority

About this task
Perform the following procedure for certificates which are not self-signed:

Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select the service profile that the Certificate Signing Request response is for on the
Key Store (Service Profiles) page.

3. Click Edit...
4. Click Certificate Signing Request.

5. Click Renew.
A File Save dialog window appears and prompts you to save the file.

6. Select a location for the file and then save the file.
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Deleting a pending Certificate Signing Request (new or renew)

About this task
This procedure is only applicable to a certificate that is in pending state.

Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select the service profile that the Certificate Signing Request response is for on the
Key Store (Service Profiles) page.

3. Click Edit...
4. Click Certificate Signing Request.
5. Click Delete Pending Request.

Assigning a certificate for a Service Profile
Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.

Click Edit...

Click Assign/Unassign... on the Edit Service Profile page.

Set the Certificate field using the drop-down list of certificates.

Click Save.

o g~ w

Unassigning a certificate for a Service Profile
Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.
3. Click Edit.
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4. Click Assign/Unassign... on the Edit Service Profile page.
5. Set the Certificate field to None.
6. Click Save.

Importing a certificate for Service Profile
Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.

3. Click Edit...

4. Click Import... on the Edit Service Profile page.

5. Enter the password or private key for the import in the Password for certificate
import field.
The password is the same as the one used during the export.

6. Click Browse... and select the certificate file to import.

7. Click Save to import the certificate.

Exporting a Key Store certificate in PEM format
Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.

3. Click Edit...

4. Select Export in PEM Format for the Type field.

5. Click Export...
The system displays a File Save dialog window and prompts you to save the file.

6. Select a location for the file and then save the file.
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Exporting a Key Store certificate with a key
Procedure

1. Navigate to EM > Security > Certificate Management > Key Store.

2. Select one of the listed service profiles listed on the Key Store (Service Profiles)
page.

Click Edit...

Select Export with Key for the Type field.

Enter a key in the Password for certificate export field.

Click Export...
The system displays the File Save dialog window and prompts you to save the
file.

o g~ W

7. Select a location for the file and then save the file.

Importing a trust certificate to the Trust Store
Procedure

Navigate to EM > Security > Certificate Management > Trust Store.
Click Import... on the Trust Store page.

Enter a name in the Trust friendly name field.

Click Browse... and select a file to set the Trust import file field.
Click Save.

o N =

Importing a Trust Certification Revocation List
Procedure

1. Navigate to EM > Security > Certificate Management > Trust Store.
2. Select a Certificate Authority from the list.
3. Click Import CRL... on the Trust Store page.
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4. Click Browse... and select a file to set the Trust certification revocation list
import file field.

5. Click Save.

Downloading a Certification Revocation List

Procedure

1. Navigate to EM > Security > Certificate Management > Trust Store.
2. Select a Certificate Authority from the list.

3. Click Download CRL... on the Trust Store page.
The system displays a File Save dialog window and prompts you to save the file.

4. Select a location for the file and then save the file.

Deleting Certificate Authorities from the Trust Store

Procedure

1. Navigate to EM > Security > Certificate Management > Trust Store.
2. Select a Certificate Authority from the list.

3. Click Delete on the Trust Store page.

4. Click Save.

Content Store configuration

Configuring Content Store location

The Content Store component of Avaya MS stores media and other files for hosted applications
on a disk. Avaya MS also uses the disk for SDR storage, persistent database store, and file
manipulation that is unrelated to Content Store file management. As a result of the many
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requirements Avaya MS has for the system disk, disk performance can be an issue for some
applications.

The default installation places content storage in a directory within the main Avaya MS
installation path. To improve the capacity and performance of the system, configure a
dedicated disk for Content Store. Content Store uses this dedicated disk for applications that
have large media file storage requirements.

° Note:

Changing the Content Store location is a commissioning task for new systems. If you change
the Content Store location at a later time, files remain in the original location, and you need
to remove these files manually.

Before you begin

When you use this procedure, the system removes the current content saved in Content Store
and creates a new, empty Content Store. Ensure you back up the application data before you
reconfigure the storage location.

You can restore the data from a backup file after the configuration is complete if you need to
preserve the data. The system restores data to the configured Content Store location.

About this task

Perform the following procedure to configure a dedicated disk for use by Content Store for
applications that have large media file storage requirements:

Procedure

1. Navigate to EM > System Configuration > Content Store > General Settings.

2. In the File system location for content storage field, enter the full pathname,
starting from the file system root, to specify the disk that the system should use for
Content Store.

For example, enter r: /MediaFiles for Windows, or /mediafiles for Linux.

Restore the default value or clear the File system location for content storage
field to use the default location within the installation path.

3. Click Save.

4. Click Confirm.
Restart the server for the changes to take effect.
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EM preferences configuration

Configuring time zone preferences

About this task

Perform the following procedure to configure EM to display all times and dates using either the
time zone of the local server or the Greenwich Mean Time (GMT) time zone:

Avaya MS defaults to using the local time.

Procedure
1. Navigate to EM > System Configuration > Element Manager Settings > General
Settings.

2. To configure EM to use Greenwich Mean Time for displayed times, ensure Display
times using GMT is selected.

3. Click Save.

Setting Login security warning text

About this task

Perform the following procedure to add custom security warnings which are displayed when a
user logs into EM:

Procedure

1. Navigate to EM > System Configuration > Element Manager Settings > General

Settings.
2. Enter the security warning text in the Security warning message on login field.
3. Click Save.
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Media file format

The audio files played by Avaya MS must be encoded as 16 bit, 8 kHz, single channel, LPCM
files. However, you can use other sampling rates and codecs that are supported by Avaya MS.
Avaya MS does not support multiple channels, like stereo.

Media storage in Avaya MS Content Store

The Content Store component of Avaya Media Server (MS) stores media and other files for
hosted applications. Content Store provides a reliable, highly available, and persistent storage
capability for Avaya MS. Any application with storage needs that align with the functionality of
Content Store can use Content Store. However, not all applications need to use Content
Store.

Content Store has an organized storage space consisting of Namespaces that include Content
Groups which contain the actual content. Namespaces are the top level containers, under
which Content Group containers exist. Namespaces and Content Groups can be considered
analogous to folders. Actual content is stored by Content ID within each Content Group. A
Content ID is analogous to a filename.

The following example shows the structure of Content Store:

Namespace T
ContentGroup A
Content ID1
Content ID2
ContentGroup B
Content ID1
Content ID2
Namespace IT
ContentGroup A
Content ID1
Content ID2

To support capacity and high availability requirements of some installations, the Content Store
is scaled automatically with the cluster. Content Stores are automatically enabled and

configured on both the Primary and Secondary cluster servers or on the Primary and Backup
server in High Availability pairs. The dual Content Store configuration provides full hardware
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redundancy for critical applications. The application content in the Content Stores of a cluster
is synchronized automatically.

Overview of the EM Media Management tool

Element Manager (EM) provides a Media Management tool that you can use to upload and
manage media files in Content Store. Using the Media Management tool, you can perform the
operations described in the following table to manage media files stored in Content Store.

Media management operations

Scope Operation Description
Namespace Add Create a new namespace.
Browse View the content of a
namespace.
Rename Give a new name to a
namespace.
Delete Remove a namespace and
its content.
Content Group Add Content Group Create new content groups

under a namespace or
another content group.

Add Media Upload media files to a
content group.

Delete Remove the content group
and its files.

Rename Give a new name to a content

group.

Batch File Provision

Upload multiple files
contained in a zip archive
file.

Content

Cut

Use Cut and paste together
to move a media content file
from one content group to
another.

Copy

Use Copy and Paste
together to duplicate an
existing content file.

Paste

Use with Copy and Cut to
move and duplicate media
files.

128 Implementing and Administering Avaya Media Server 7.5

Comments? infodev@avaya.com

January 2014



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

Media Provisioning

Media management operations

Scope Operation Description
Rename Give a new name to a media
file.
Download Download a media file to the

local computer running the
browser that you use to gain
access to the EM.

° Note:

Do not alter the default system namespaces.

0 Important:

Do not use the file system to manually locate and change the media files managed by
Content Store. Use appropriate interfaces such as the EM Media Management tool to make
any changes.

The following procedures show you how to use each of these operations to organize and
manage your media on Avaya MS.

Media Provisioning

Adding a content namespace

About this task

Perform the following procedure to add a content namespace to contain a group of related
media files:

Procedure

1. Navigate to EM > Tools > Media Management.
2. On the Media Management page, click Add...

3. On the Add Content Namespace page, type a unique name for the new
namespace in the Name field.

The name cannot begin with the ampersand (@) symbol, must be less than 128
characters, must not be case-sensitive, must not contain spaces, or any of the
following symbols:

{3\
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4. Click Save.

Renaming a content namespace

About this task

Perform the following procedure to rename a content namespace to describe what a
namespace contains:

Procedure

1. Navigate to EM > Tools > Media Management

2. Onthe Media Management page, select the check box next to the namespace you
want to rename.

3. Click Rename.
4. On the Rename Content Namespace page, type a unique name for the new
namespace in the Name field.

0 Important:

The name cannot begin with the ampersand (@) symbol, must be less than 128
characters, is not case sensitive, and must not contain spaces or any of the following
symbols:

{ } LI 3 \
5. Click Save.

Deleting a content namespace
About this task

Perform the following procedure to remove a content namespace from the system:

Procedure

1. Navigate to EM > Tools > Media Management.

2. Onthe Media Management page, select the check box next to the namespace you
want to delete.

3. Click Delete.
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4. On the Delete Content Namespace dialog box, click Confirm.

Viewing namespace content

About this task
Perform the following procedure to select a content namespace that you want to manage or

browse:

Procedure

1.
2.

Navigate to EM > Tools > Media Management.

On the Media Management page, select the check box next to the namespace that
you want to manage or browse.

3. Click Browse.

From the left pane in the Provision Media page, select the namespace, which is
the top item in the tree.

Navigate the namespace using the plus sign (+) and minus sign (-) to expand and
hide the content.

Adding a content group

About this task

Perform the following procedure to add content groups and to organize the media in a content
namespace into logical groups:

Procedure

1.
2.

Navigate to EM > Tools > Media Management.

On the Media Management page, select the check box next to the desired
namespace.

3. Click Browse.

4. On the Provision Media page, in the left pane, select the name of the content

namespace in which you want to add a new content group.

If applicable, navigate to a content group and click the content group to which you
want to add the subcontent group.

. Click Add Content Group.
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6. In the Name field of the New Content Group dialog box, type a name for the new
content group.

0 Important:

The name cannot begin with the ampersand @ symbol, must be less than 128
characters, must not be case sensitive, and must not contain spaces or any of the
following symbols:

{3\
© Tip:

You can use the forward slash (/) deliminator to specify sub-content groups in

the tree structure. For example, typing music/rock in the Name field creates a
music content group, with a sub-content group called rock, all in one step.

7. Click Save.

Adding media files on the server to a content group

About this task

Perform the following procedure to add media files to a content group, by uploading one media
file at a time:

° Note:

Many browsers have a 2GB limit for file uploads.

° Note:

The audio files played by Avaya MS must be encoded as 16 bit, 8 kHz, single channel, LPCM
files. However, you can use other sampling rates and codecs that are supported by Avaya
MS. Avaya MS does not support multiple channels, like stereo.

Procedure
1. Using a browser on the same computer where your file resides, navigate to EM >
Tools > Media Management.
2. On the Media Management page, select the check box next to the namespace.

3. Click Browse.

4. On the Provision Media page, select the content group to which you want to add
a media file.

5. Click Add Media.
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6. In the Add Media dialog box, click Browse and navigate to the media file you want
to upload.

7. Select Always overwrite files with the same name or Do not overwrite files with
the same name.

8. To remove the extension from the filename, select Cut extension.

9. To use a different name for the media file that is uploaded, enter a new name in the
New Name field.

10. Click Upload.

Downloading media files to your computer

About this task

Perform the following procedure to download a media file stored on the media server to your
computer:

Procedure
1. Using a browser on the computer where you want to download the file to, navigate
to EM > Tools > Media Management.
2. On the Media Management page, select the check box next to the namespace.
3. Click Browse.

4. On the Provision Media page, select the content group containing the media file
you want to download.

5. In the Name column in the right pane, select the media file you want to download.

6. Right-click the file, and select Download, or use the More Actions drop-down
menu, and select Download.

7. In the Download Media dialog box, click Download.
The system displays a pop-up window.

8. Click Save.
The procedure to save the file varies depending on the Web browser you use.

Renaming a content group

About this task
Perform the following procedure to rename a content group:
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Procedure

o

1. Navigate to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.
3.
4

. On the Provision Media page in the left pane, click the plus sign (+) next to the

Click Browse.

media nhamespace.

Select the content group that you want to rename.

6. Right-click the content group and select Rename or use the More Actions drop-

down menu, and select Rename.
In the New Name field of the Rename Content Group dialog box, type a name for
the new content group.

0 Important:

The name cannot begin with the ampersand (@) symbol, must be less than 128
characters, must not be case sensitive, and must not contain spaces or any of the
following symbols:

{3\

. Click Save.

Deleting a content group

About this task
Perform the following procedure to delete a content group:

Procedure

1. Navigate to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.
3.
4

. On the Provision Media page, in the left pane, click the plus sign (+) next to the

Click Browse.

media namespace.

5. Select the content group that you want to delete.

6. Click Delete or right-click the content group, and select Delete.

In the Confirm Content Group Delete dialog box, click Confirm.

134 Implementing and Administering Avaya Media Server 7.5 January 2014

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Implementing and Administering Avaya Media Server 7.5

Media Provisioning

Batch provision media

Creating file structure for the zip file

About this task

You can batch provision media for a content namespace using a zip file that you create and
upload.

Perform the following procedure to create a proper file structure on your local system for the
zipped files:
0 Important:
When you create the zip file, remember the following naming conventions:

» The namespace and content group names cannot begin with the ampersand (@)
symbol, must be less than 128 characters, must not be case-sensitive, and must not
contain spaces or any of the following symbols: {} ' *\

* The media file names must be less than 128 characters, must not be case-sensitive,
and must not contain any of the following symbols: {} ' *\

° Note:

Many browsers have a 2GB limit for file uploads.

° Note:

The audio files played by Avaya MS must be encoded as 16 bit, 8 kHz, single channel, LPCM
files. However, you can use other sampling rates and codecs that are supported by Avaya
MS. Avaya MS does not support multiple channels, like stereo.

Procedure

1. Select a target namespace already configured on Avaya MS, for example,
MyNamespace.

2. Create a directory on your system with the same name as the target content
namespace name.
The directory that you create is the root directory for your zip archive.

3. Create subdirectories in the namespace directory.

These represent the content groups that the system creates in the target
namespace. The file structure in the uploaded zip file must match the Namespace
and content group structure that you want on the Avaya MS. If the structure is not
as described in the example, the upload fails.
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For example, to upload media zip files to a namespace called MyNameSpace with
a content group called MyContentGroup, the zip file structure must be as follows:

MyNameSpace\MyContentGroup\MyMediaFilel.wav
MyNameSpace\MyContentGroup\MyMediaFile2.wav
MyNameSpace\MyContentGroup\MyMediaFileX.wav

Follow the instructions of the zip archiving tool to zip up the entire MyNameSpace
directory.

Uploading archived media

About this task
Perform the following procedure to provision the media on Avaya MS after the zip file is ready

for upload:

Procedure

1.

Using a browser on the same computer where your zip file resides, navigate to EM
> Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.

3. Click Browse.

On the Provision Media page, right-click the content namespace and select Batch
File Provision on the More Actions drop-down menu.

In the Batch File Provision dialog box, click Browse to navigate to the zip file to
upload.

Select Always overwrite files with the same name or Do not overwrite files with
the same name.

To remove the extension from the filename, select Cut extension.

8. Click Upload.

9. Verify that the media is uploaded by browsing the namespace and content groups

with the Media Management tool.

Searching for a media file

About this task
Perform the following procedure to search for a stored media file on the system:
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Procedure

o gk~ w N~

Navigate to EM > Tools > Media Management.

On the Media Management page, select the check box next to the namespace.
Click Browse.

On the Provision Media page, click Search in the upper-right corner.

In the File Name field, type the full or partial file name.

In the Search In Content Group list, select the name of the content group in which
you want to search for media files.

Click Search.
The content pane lists the result that matches.

. To perform media file operations, select the content and right-click or use the More

Actions drop-down menu and select the required operation.

Renaming a media file

About this task
Perform the following procedure to rename a media file:

Procedure

1. Navigation to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.
3.
4

. Tolocate the content to be removed, use the left pane of the Provision Media page

Click Browse.

to navigate the namespace and content groups.

Use the plus sign (+) and the minus sign (-) to expand and hide the content as
needed. Alternatively, you can click Search in the upper-right corner of the page.

. After you locate the file on the page, right-click the content name and select Rename

or use the More Actions drop-down menu and select Rename.

. In the Rename Media dialog box, type a new name for the file in the New Name

field.

© Tip:
The name must be less than 128 characters, must not be case sensitive and must
not contain any of the following symbols: {} ' *\
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7.

Click Save.

Moving a media file

About this task
Perform the following procedure to move a media file to another content group:

Procedure

1. Navigate to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.
3.
4

. To locate the content to be moved, use the left pane of the Provision Media page

Click Browse.

to navigate the namespace and content groups.

Use the plus sign (+) and the minus sign (-) to expand and hide the content as
needed.

. After you locate the file and the file on the page, right-click the content name and

select Cut or use the More Actions drop-down menu and select Cut.

6. In the left pane, go to the content group where you want to move the media file.

7. Right-click the content group and select Paste from the menu or use the More

Actions drop-down menu and select Paste.

Copying a media file

About this task
Perform the following procedure to copy a media file:

You can duplicate media content within the same content group or duplicate the media content
to a different content group. The system creates the copy with the name Copy of <filename>.
You must give the file an appropriate name using the rename procedure.

Procedure

1.

Navigate to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the desired
namespace.
3. Click Browse.
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. To locate the content to be copied, use the left pane of the Provision Media page

to navigate the namespace and content groups.

Use the plus sign (+) and the minus sign (-) to expand and hide the content as
needed.

After you locate the file on the page, right-click the content name and select Copy
or use the More Actions drop-down menu and select Copy.

In the left pane, go to the content group where you want to copy the media file.

Right-click on the content group and select Paste from the menu or use the More
Actions drop-down menu and select Paste.

. To rename the copied file, right-click the new copy of the file with Copy of

<filename> format and select Rename from the menu, or use the More Actions
drop-down menu and select Rename.

Deleting a media file

About this task
Perform the following procedure to remove a media file from the system:

Procedure

1. Navigate to EM > Tools > Media Management.

2. On the Media Management page, select the check box next to the namespace.
3.
4

. Tolocate the content to be removed, use the left pane of the Provision Media page

Click Browse.

to navigate the namespace and content groups.

Use the plus sign (+) and the minus sign (-) to expand and hide the content.
Alternatively you can click Search in the upper-right corner.

Select the content item that you want to remove and click Delete or right-click on
the content item and select Delete.

In the Confirm Media Delete dialog box, click Confirm.
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Chapter 6: Application management

Enabling CCXML and VoiceXML applications

About this task
CCXML and VoiceXML applications are disabled by default on Avaya Media Server (MS).

Perform the following procedure to update the Server Profile to enable these application types:

Procedure

1. Navigate to EM > System Configuration > Server Profile.
2. Select all the CCXML and VoiceXML related check boxes.
3. Click Save.

Adding CCXML and VoiceXML custom applications
About this task

In addition to packaged applications, you can define custom CCXML and VoiceXML
applications on Avaya MS.

Perform the following procedure to add a custom application and the SIP translations of the
custom application:

Procedure

Navigate to EM > Applications > Custom Applications.

Click Add...

Select URL for the Application Type.

Enter a name for your application in the Application Name field.

In the URL field, specify the URL which each incoming call fetches.
Select the Initial Interpreter Type as VoiceXML or CCXML.

o g A~ W N~
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7. (Optional) Select Add SIP Translation to specify the SIP translation Mode,
Algorithm, Pattern, and Rank for this application. You can configure the SIP

translation later.
° Note:

Sip Account Association is currently not used.

8. Click Save.

Editing CCXML and VoiceXML custom applications

About this task
Perform the following procedure to edit an existing custom application:

Procedure

1. Navigate to EM > Applications > Custom Applications.

2. Click on the name of the application you want to edit, or select the check box next
to the application and click Edit...

3. On the Edit Custom Application page, alter the fields for this application.

° Note:

Sip Account Association is currently not used.

4. Click Save.

Application interpreter configuration

Configuring RFC5707 (MSML) interpreter

About this task

Perform the following procedure to configure the RFC5707 Media Server Markup Language
(MSML) settings:
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Procedure

1.

Navigate to EM > System Configuration > Application Interpreters > RFC5707
(MSML) > General Settings.

. Select MSML Video Capability Negotiation to enable video negotiation if offered

by the SIP client endpoints.

. Select MSML HA Event Notification to enable MSML event notification when

failover occur in High Availability mode.

Enter the default announcement namespace in the MSML Default Namespace
field.

Click Save.

6. Restart the system for the changes to take effect.

Configuring VoiceXML interpreter

About this task

Perform the following procedure to configure the Voice Markup Language (VoiceXML) default
interpreter settings:

If the application defines the settings, then you do not need to change the settings.

Procedure

1.

Navigate to EM > System Configuration > Application Interpreters > VoiceXML
> General Settings.

2. Alter the fields to change the default functionality for VoiceXML applications.

3.
4.

Click Save.

Restart the system for the changes to take effect.

Configuring CCXML interpreter

About this task

Perform the following procedure to configure the Call Control Markup Language (CCXML)
default interpreter settings:

If the application defines the settings, then you do not need to change the settings.
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Procedure

1. Navigate to EM > System Configuration > Application Interpreters > CCXML.
2. Alter the fields to change the default output for CCXML applications.
3. Click Save.

4. Restart the system for the changes to take effect.

Viewing or changing application operational state

About this task
Perform the following procedure to manage the operational state of installed applications:

Procedure

1. Navigate to EM > Applications > Operational State.
2. You can view the current state of each listed application in the State column.

3. To change application states, select the check box next to one or more listed
applications and then click Lock, Unlock, or Pending Lock from the More
Actions drop-down menu.

Viewing or changing custom application operational state

About this task
Perform the following procedure to manage the operational state of custom applications:

Procedure

1. Navigate to EM > Applications > Custom Applications.
2. You can view the current state of each listed application in the State column.

3. To change application states, select the check box next to one or more listed
applications and then click Lock, Unlock, or Pending Lock from the More
Actions drop-down menu.
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Configuring application signaling translations

About this task

Application signaling translations map incoming SIP INVITE requests to an application. Then
the system invokes the application.

The system performs translations by using the configured comparison Algorithm to match a
configured string Pattern. The configured Mode determines where in the SIP INVITE the
system looks for the pattern.

If the Pattern field contains the same value for multiple translations, then the system uses the
Rank of the translation to determine which application to invoke. Translations with the same
Pattern must not be configured with the same Rank.

Perform the following procedure to add or modify application signaling translations:

Procedure

1. Navigate to EM > Applications > Signaling Translations.

2. Click Add... to create a new translation, or select an existing translation from the
list and click Edit...

Select an existing application for Application name.
Select the translation Mode.
Select an Algorithm from the options.

Specify a match pattern in the Pattern field.

N o o b~ w

Enter a translation Rank.
The lower the number, the higher the priority of the translation.

8. Click Save.

Deleting application signaling translations

About this task

Perform the following procedure to remove defined translation from the application translations
listed on the Signaling Translations page:

Procedure

1. Navigate to EM > Applications > Signaling Translations.
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2. Select one or more translations from the list and click Delete.

Deleting a custom application

About this task
Perform the following procedure to remove a custom application from the system:

Procedure

1. Navigate to EM > Applications > Custom Applications.

2. Select the check box next to one or more listed applications that you want to
delete.

3. Select More Actions > Delete.

Configuring packaged applications

About this task

Each installed packaged application can have unique settings which you need to configure.
The packaged applications installer adds an EM plug-in to integrate the plug-in in the Avaya
MS EM.

Perform the following procedure to gain access to the plug-ins:

Procedure

1. Navigate to EM > Applications > Packaged Applications.

2. Modify the application configuration settings.
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Chapter 7: Backup and restore

Backup and restore overview

Avaya Media Server (MS) can backup and restore system configuration data and application
content stored in Content Store. You must maintain backups of your system to recover from
hardware failure or to restore data to a previous point in time.

Using the Element Manager (EM), you can define, manage, and schedule backup and restore
tasks. Use the Avaya MS command line backup and restore tool when you use a management
interface other than EM.

0 Important:

Storing the backup file locally on the same disk does not protect data from disk drive failure.

If you reimage your system or replace the disk drive, preserve the backup file if you have stored
the backup file on the disk. Preserving the backup file ensures the backup is available for you
to restore or upgrade the Avaya MS system.

0 Important:

Backup data is not portable from one server to another. If you need to replace a server, you
must configure the server with the same installation path, IP address, and hostname so that
the data is compatible.

Configuring a backup task
About this task

EM organizes backups as tasks. These tasks contain your selected backup options and specify
the location where the backup is stored.

You can create an automated backup task to create backups daily, weekly, monthly or at one
particular time. You can store the backup in a local destination directory or in a remote server
using File Transfer Protocol (FTP).

You cannot change Default Backup Destination, the predefined backup destination of Avaya
MS. If the administrator chooses to create a backup using this destination, EM stores the
backup files in the following predefined local directories for Linux or Windows on Avaya MS:
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Linux: <install path>/avaya/ma/MAS/platdata/EAM/Backups

Windows: <install path>\Avaya\Multimedia Applications\MAS\platdata
\EAM\Backups

You can configure remote backup destinations and these destinations can be shared by
multiple backup tasks. When you perform backups to remote destinations, EM uploads the
backup files to the specified FTP server. If required, EM then deletes the local backup file from
Avaya MS.

There are two types of content that you can include in your backups: System Configuration
and Application Content. You can create one task for both the backup types or create separate
tasks, each with independent schedules. Each backup type contains the following information:

Type of content Description

System Configuration Contains all the Avaya MS system settings
that the Avaya MS management system has
configured. For example, the settings you
configure with the EM.

Application Content Includes data that the Avaya MS Content
Store manages. The data can either be the
data that the applications generate or
subscribers save. Examples of these data
include subscriber preferences for a
conferencing service or deposited
voicemails and user preferences for a
messaging service. The backup type does
not include files stored on Avaya MS which
are not stored in the Content Store.

Perform the following procedure to define or update backup tasks and destinations using EM:

Procedure

1. Navigate to EM > Tools > Backup and Restore > Backup Tasks.

2. Either create a new backup task by clicking Add... or select an existing task from
the list and click Edit...
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3. Enter a name without spaces for this backup task in the Backup Task Name
field.

4. For a complete backup, select both System Configuration and Application
Content backup types.

5. Configure the destination for your backup files by selecting one of the following
options:

* Select the Default Backup Destination to store the backup on the local
disk.

This option does not protect your system from Avaya MS disk drive failure.
* Select Add... to define a new remote FTP location for your backup file.

* Select an existing destination and click Modify... to alter the remote FTP
properties.
6. If you choose to add or modify a backup task, then fill in the Backup Destination
Properties:
a. Enter the server properties in the fields.
b. Click Test to verify whether your configuration can contact the server.
c. Click Save.
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7. Select either Manually, as needed, or Schedule depending on how you want the
backup to run.

8. If you selected Schedule, then configure the Schedule Task either as Daily,
Weekly, Monthly, or Once, and the date and time.

9. Click Save.
The new backup task is included in the list of Backup Tasks.

Executing a backup task
About this task
Perform the following procedure to manually run a defined backup task:

Procedure

Navigate to EM > Tools > Backup and Restore > Backup Tasks.
Select the check box next to the desired backup task in the list.
Click Run Now.

Click Confirm to execute the backup task.

o 0D =

Monitor the Backup and Restore History Log at Tools > Backup and Restore >
History Log.

After the backup is complete, the log shows a completed backup task entry.

6. Confirm whether the backup files were saved to the desired FTP location or local

default destination. If the backup files are saved to the local destination, the local
backups are found in the following directories:

e Linux: <install path>/avaya/ma/MAS/platdata/EAM/Backups

* Windows: <install path>\Avaya\Multimedia Applications\MAS
\platdata\EAM\Backups

Deleting a backup task

About this task
Perform the following procedure to remove a defined backup task:

Procedure

1. Navigate to EM > Tools > Backup and Restore > Backup Tasks.
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2. Select the check box next to the desired backup task in the list.
3. Click Delete.

4. Click Confirm to remove the backup task.

Editing a backup destination
About this task

Perform the following procedure to edit a backup destination to alter the FTP settings for storing

backup files:
Procedure
1. Navigate to EM > Tools > Backup and Restore > Backup Destinations.
2. Click on the name of the backup task you want to edit.
3. Click Edit...
4. Modify the fields on the Backup Destination Properties page.
5. Click Test to verify your configuration can contact the server.
6. Click Save.

Restoring from the local destination
About this task

Perform the following procedure to reconstruct data on Avaya MS by restoring data using a
backup saved in the default backup destination:

The local backups that you are able to choose from are stored in:
Linux: <install path>/avaya/ma/MAS/platdata/EAM/Backups

Windows: <install path>\Avaya\Multimedia Applications\MAS\platdata
\EAM\Backups

Procedure

1. Navigate to EM > Tools > Backup and Restore > Restore.

2. On the Restore page, in the Restore Source drop-down list, select Default
Backup Destination.
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3. In the Restore Task List, select the backups from the list which you want to use
for the restore.

4. Click Restore Now.

5. On the Confirm Restore page, click Confirm to proceed with the restore.

0 Important:

Restoring a backup archive might impact running applications. After you click
Confirm, the system invokes the restore task, and EM and Avaya MS close the
connections to all users until the system completes the restoration. You must
restart the system after Avaya MS completes the restore. The administrator is
responsible for informing users about the availability of EM after the servers
complete the restore.

6. Restart the server to complete the restore.

Uploading a backup file for restore

About this task
Perform the following procedure to restore using an uploaded backup file to reconstruct data
on your Avaya MS.

0 Important:

Backup data is not portable from one server to another. If you need to replace a server, you
must configure the server with the same installation path, IP address, and hostname so that
the data is compatible.

Procedure

1. Navigate to EM > Tools > Backup and Restore > Restore.

2. On the Restore page, in the Restore Source drop-down list, select Upload
Backup Files.

3. Click Browse to select the backup files.
You can upload a System Configuration and Application Content backup at the
same time.

4. On the Confirm Restore page, click Confirm to proceed with the restore.

0 Important:

Restoring a backup archive might impact running applications. After you click
Confirm, the system invokes the restore task, and EM and Avaya MS close the
connections to all users until the system completes the restoration. You must
restart the system after Avaya MS completes the restore. The administrator is
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responsible for informing users when EM is available after the servers complete
the restore.

5. Restart the server to complete the restore.

Viewing the backup and restore history log

About this task

Each backup and restore operation, whether a success or a failure, is recorded in the backup
and restore history log. You can use this log to see when the last backup and restore was
executed, and to verify when a manually executed backup or restore was completed. The logs
also report the elapsed time and size of each executed task.

Perform the following procedure to view the backup and restore history log:

Procedure

1. Navigate to EM > Tools > Backup and Restore > History Log.

2. Use the View drop-down menu to select All, Backup, or Restore to filter the list of
logs the system displays.

3. Use the Refresh Interval to select the desired update frequency of the logs, in case
you are monitoring backup or restore for completion.

4. Click Export to save the log history.

5. Click Clear to delete the current log history.

Configuring the history log

About this task

Perform the following procedure to configure the number of days for saving backup files and
restoring history logs on the server before the files or logs are automatically removed:

Procedure

1. Navigate to EM > Tools > Backup and Restore > General Settings.

2. Enter the number of days that you want to save backup and restore history log files
on the server before the files are removed in the Store history and log files for
up to field.

3. Click Save.
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Using the command-line backup and restore tool

About this task

The command-line backup restore tool backs up the same System Configuration and
Application Content data as EM does when using task based system.

The executable file name is backuprestore. The following Backup and Restore tool
description provides an overview of the options and the functionality.

Usage:
BackupRestore <-b | -r> <filename> -t <taskid> [-ftp server user
password destpath [-d]] [-c]

Backup Examples:

backuprestore -b /backup/AMS CONFIG BACKUP HOSTNAME.zip -t config -
ftp ftpserverl anonymous 1234 /export/home/anonymous/ -d

backuprestore -b /backup/AMS SERVICE BACKUP HOSTNAME.zip -t service
Restore Examples:

backuprestore -r /backup/AMS CONFIG BACKUP_ HOSTNAME.zip

0 Important:

* Quotation marks must be used if there are spaces in the filenames.
» The order of the parameters is important. Follow the earlier examples.
* You must include the .zip extension in your filename.

Backup Restore tool options

Option Description

-h Display the Help message.

-b Backup indicator followed by the
<filename>.

-r Restore indicator followed by the
<filename>.

filename Archive .zip file name including full path.

-t Backup Task type: Defines what will be
backed-up:

config indicates System Configuration
service indicates Application Content.

-ftp FTP the resulting backup file. This is
optional.
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Backup Restore tool options

Option Description

-d Delete the local file upon successful ftp
transfer or restore. This is optional.

-C The direct output that is sent to the console
instead of the debug file. Make -c the last
argument. This is optional.

Procedure

1. Open a Linux shell or Windows command-line console on Avaya MS.
2. Execute the backuprestore tool following the usage guidelines.

For example:

backuprestore -b backupfilename.zip -t config

or

backuprestore -r backupfilename.zip
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Chapter 8: Avaya MS monitoring

Avaya MS monitoring overview

Element Manager (EM) provides ways to monitor the processing status of Avaya Media Server
(MS). Administrators can view alarms, logs, protocol traces, and performance metrics of an
individual element or an entire cluster using the available monitoring tasks.

In EM, the monitoring tasks are grouped under the System Status category in the left menu
pane.

Element status viewing

The current operational status of a particular element, for example, the server you are
administrating, is available on EM. For information on procedures to view and change the
status of Avaya MS, see Logging in to and navigating in EM.

Related topics:
Logging in to and navigating in EM on page 27

Viewing cluster status

About this task

The system displays the Cluster Status page with the operational state of the cluster and the
member elements.

Procedure

1. Navigate to EM > System Status > Cluster Status.
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Scroll through the System Status pane to view the columns and the status of each
element.

The System Performance Summary pane is present under the System Status
pane. The Key Performance Indicators listed are an aggregate of all the cluster
elements and represent the cluster as a whole.

The System Performance Summary pane is available only on Primary servers

and displays only the operational measurements that are configured as Key
Performance Indicators (KPIs).

. Click the Element Name of an individual element in the System Status pane.

The system displays the detailed alarm information for that particular element.

Monitoring alarms
About this task

Avaya MS generates an active alarm any time Avaya MS detects an operational error condition
that requires corrective action by the administrator.

Avaya MS contains many individual system components that perform specific functions during
operation. When a component detects an error condition the component raises an alarm. The

component that raises the alarm automatically clears the alarm after the administrator resolves
the error condition.

The system generates an event log each time a component raises or clears an alarm. The
eventlog provides a clear record of all state changes on Avaya MS long after the error condition

is resolved.
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You can view the list of active alarms in the EM alarm viewer. The system updates the alarm
viewer in real time. You do not need to refresh the alarm viewer manually.

EM displays the following information for each alarm:

Alarm field descriptions

Field Description
ID A unique identifier assigned to the alarm.
Severity A color represents the alarm severity. Red

indicates Critical and Major alarms, and
yellow represents all other alarms. The
severity of the alarm from most severe to
least severe are Critical, Major, Minor, and
Warning.

Date and Time The timestamp of the exact time the alarm is
raised. You can configure timestamps
display as either local time or Universal Time
Coordinated (UTC) time. UTC time can be
useful for correlating alarms with events in
other time zones.

Description A description of the type of error condition
encountered.

Component The name of Avaya MS software component
reporting the alarm.

Probable Cause A description of the probable cause of this
alarm.

Corrective Action A suggested corrective action that can be

performed to resolve the error condition.

Perform the following procedure to view the active alarms on Avaya MS:

Procedure

1. Navigate to EM > System Status > Alarms.
You can set the refresh interval by using the Refresh every drop-down menu.
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2. Select an alarm that is listed.
The system displays the details at the bottom of the page.
Use the vertical and horizontal scroll bars to view information.

3. Click one of the heading names, Id, Severity, Date and Time, or Description.
The system sorts and displays alarms in ascending or descending order.

4. Click Customize... in the upper-right corner of the Alarms pane to create a filter for
the displayed alarms.
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5. On the Customize Filter page, select the Alarm ID and the Severity types to
include, using the Add button.

6. Click Apply to return to the Alarms page with the filtered results.

7. To clear the applied filter, click Clear in the upper-right corner of the Alarms
pane.

Monitor event logs

Event logs provide a historical view of events that occurred in the system.

If required, you can configure Avaya MS to deliver event logs as SNMP traps or SysLog
destinations. You need to perform the commissioning procedures for SNMP.

This section describes how to control the age of saved logs, enable or disable log throttling,
and apply advanced filters based on log severity and class.

The system also sends a copy of the event logs to the Microsoft Event Viewer, if Avaya MS is
on the Windows platform.

EM displays the following information for each alarm:

Event log field descriptions

Field Description
ID A unique identifier assigned to the alarm.
Severity The Severity color represents the alarm

severity. Red indicates Critical and Major
alarms and yellow represents all other
alarms. The severity of the alarm and can be
one of the following (listed from most severe
to least) Critical, Major, Minor, and

Warning.
Origin The name of the server reporting the event.
Date and Time Timestamp of the exact time that the alarm

is raised. You can configure timestamps
display as either local time or Universal Time
Coordinated (UTC) time. UTC time can be
useful for correlating alarms with events in
other time zones.

Class The type of information the log is reporting.
Class values include Audit, Configuration,
Data, Fault, Information, Maintenance,
Metrics, Security, and State.
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Event log field descriptions

Field Description

Category Always reports a value of General in this
release.

Instance Count The number of times this event occurred
when event throttling collects repeated
events.

Description Provides a description of the type of error
condition encountered.

Component The name of Avaya MS software component
reporting the alarm.

Probable Cause A description of what probably caused this
event to be raised.

Corrective Action Suggested corrective action that can be used
to resolve the error condition.

Application Id The application reporting the event.

Customer Id A custom value set by an application.

Document Reference Link An optional link to documentation related to
the event.

Viewing event logs
About this task
The Event Logs reflect the alarm transitions and state of other system details.
Perform the following procedure to gain access to the saved Avaya MS Event Logs:

Procedure

1. Navigate to EM > System Status > Logs > Event Logs.

2. Select an event log.
The system displays the details in the lower part of the page.

Use the vertical and horizontal scroll bars to view information.
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3. You can set the refresh interval by using the Refresh every drop-down menu.

The displayed events are sorted in ascending or descending order when you click

on one of the heading names: Id, Severity, Date and Time (GMT), Class or
Description.

To go back in the history of the Event Logs, use the Page navigation buttons.

4. Click Customize..., in the upper-right corner of the Event Logs page, to filter the
logs which are displayed.
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5. On the Customize Filter page, select the Event Id, Date and Time, Severity, and
Class types to include, using the Add button.

6. Click Apply to return to the Event Logs page with the filtered results.

7. To clear the applied filter, click Clear in the upper-right corner of the Event Logs
page.

Configuring event log throttling
About this task

You can enable and configure event log throttling for a particular event so that the system
reports only the most recent event log and its contents. Log throttling prevents the event logs
from being flooded with recurring identical events. When you enable throttling, the system
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generates an event log and its occurrence count at the end of the interval specified by Event
Log Throttle Check Window (Secs).

Procedure

1. Navigate to EM > System Configuration > Monitoring Settings > Event Logs >
General Settings.

General Settings

This task allows administrators to view and modify the event log general settings

Ewenit Log Throting:  [#] S

Event Log Throttle Check Window (Secs) [EiEI S (5-1000000)
Event Log Archive Minimurn Log Age (Days) IEIZI B - 10950)
[ Save | [ Cancal | [ Restoe Defauls

2. Select Event Log Throttling to enable log throttling for events.

3. Configure Event Log Throttle Check Window (Secs) to set the interval in seconds
to audit the throttled logs.

4. Configure Event Log Archive Minimum Log Age (Days) to set the minimum time
in days to keep an event log before the system deletes the event log.

5. Click Save.

Configuring log filter settings

About this task

Each log destination you configure on Avaya MS, whether SNMP, SysLog, and Archive, has
filter settings which you can customize independently.

You canfilter logs based on the severity and the class where the logs are grouped, as described
in the following tables.

Filter options by log severity
Event type Description
Emergency An unusable system.
Alert An action must be taken immediately.
Critical An immediate corrective action that is
required due to loss of service, loss of
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Filter options by log severity

Event type Description

bandwidth, outage, and loss of data or
functionality.

Error An error condition has occurred.

Maijor An urgent corrective action that is required
due to a pending loss of service, outage, and
loss of data or functionality.

Minor A corrective action is required to prevent an
eventual degeneration of services.

Warning A potential or impending service-affecting
condition that is detected that requires some
diagnostic action.

Notice A normal but significant condition.

Indeterminate A service-affecting condition that is detected
whose impact is unknown.

Info Audit-type information and configuration
changes.

Debug Diagnostic information.

Filter options by log class

Event type Description

Audit Audit events provide notification of very
specific actions within a managed device. In
isolation, an audit event provides limited
data. However, a collection of audit
information forms an audit trail.

Security A security event happens in the interest of
security. A security event occurs in the
interest of security. A security event is often
combined with other classes such as fault
and audit to form a record or notification.

Configuration Change A configuration event, also known as an
inventory event, is used to notify the system
that hardware, software, or a service has
been added, changed, or removed.

Fault The system generates a fault notification
after a fault condition occurs. A fault
notification can result in an alarm.

State A state includes both administrative states
that can be manually configured and
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Filter options by log class

Event type

Description

operational states that are read-only and
determined by the managed entity.

Data Dump

A data dump eventis an asynchronous event
that contains information about a system,
such as the configuration and the state. The
system generates these events as a result of
a scheduled activity. Data dump events are
not intended for a traditional poll-response
type interaction.

Metrics

A metrics event contains a metric or a
collection of metrics, including performance
metrics, for an application, platform, or
another device or network element. The
record can be in a number of different
formats, for example, XML, CSV.

Info

An event of interest which requires no action
but can be used for troubleshooting
purposes.

Maintenance

A maintenance event signals the beginning,
process, or end of an action generated either
by a manual or an automated maintenance
action. Typically, the system reports the
actual action initiation and the maintenance
action.

Perform the following procedure to configure your log filters for each destination:

Procedure

1. Navigate to EM > System Configuration > Monitoring Settings > Event Logs >
Log Filter Settings.
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2. Scroll down in the window to configure the filters for each destination: SNMP,

SysLog, and Archive.
3. Click Save.

Viewing security logs
About this task

Using security logs, you can track all configuration changes to the system. Security logs contain
details about changes to the system including the exact configuration item that is changed, the
old and the new value, the time of the change, and the IP address of the user who made the

change.

Perform the following procedure to gain access to the saved Avaya MS Security Logs:

Procedure

1. Navigate to EM > System Status > Logs > Security Logs.

2. Select a security log.

The system displays details of the log in the lower part of the page.

Use the vertical and horizontal scroll bars to view information.
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® 2011-05-17 11:04:04 Configuration Changs Add SystermConfig Signaling SIP Modes TrusbadMi
3 2011-05-17 00500:00 Configuration Change Crelete Tools:Backup & Restore : History  clear hisic
log DatecFri M
i 4 bt
£ | >
page i) GG
Details Hide
Ewentld: 18921 Evant Typeinfo Qrigin:searvard B35 [

Diate & Tirve 2011-05-17 11:04:04

Effect Configuration Change

ArtionAdd

Functional Task SystemConfig Signaling SIP Nodes&Routes TrustedModes

Task Path: SystemConfig Signaling SIP Nodes &R oules TrustedModes w

3. Use the Refresh every drop-down menu to refresh interval.

4. To move back further in the history of the Security Logs, use the Page navigation

buttons.

Configuring SysLog settings
About this task

Perform the following procedure to enable the delivery of SysLog events and configure the

destination server that receives the SysLog events:

Procedure

1. Navigate to EM > System Configuration > Logging Settings > SysLog.
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Logging Settings
Svilog | Session Logaing | OMs
SysLog
SYSLOG Delivery of Logs: [

SYELOG Destination Sarver List Add ] Clear |

U] server pomess . Port {0 - 65535)
O 1356006612 514
W
[ Sava ] [ Cancel ] [ Restore Dedaults ]

2. Select SYSLOG Delivery of Logs to enable delivery of SysLogs.
3. Click Add to add destination server to SYSLOG Destination Server List.

4. Enterthe IP address and the port of the destination serverin text boxes in the Server
Address and Port columns.

5. Click Save.
6. Click Confirm.

7. Restart the system for the changes to take effect.

Monitor active sessions

This section describes the procedures for monitoring Active Sessions on Avaya MS and for
customizing the Active Sessions monitor display.

Viewing current active sessions

About this task

The active session display has several features you can use to find sessions of interest and
to obtain detailed information related to each session, including the SIP messaging.

The default view of the Active Sessions pane in EM shows an unfiltered list of the active
sessions. The unfiltered list can be a list of sessions only on one node or across the entire
cluster. You can define afilter with very specific criteria to find sessions of interest. Additionally,
you can specify a refresh interval to define how often the system updates the display with
current sessions and whether the system needs to display timestamps in GMT time or local
time.

Perform the following procedure to use all the features:
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Procedure

1. Navigate to EM > System Status > Monitoring > Active Sessions.

If the system prompts, follow the onscreen instructions to download and install
Microsoft Silverlight.

° Note:

You must install Microsoft Silverlight to use this feature.

2. On the Active Sessions page, you can see a summary of resources that any
current active session is consuming.

Use the horizontal scroll bars to view information.

Active Sessions

[Cluster)

Active SESSiong: 2 Conferance Rescurces: 1 Seasion Atternpta/Interdal: 2

IVR Resources; 3 MRCF Resources; ] OP Lead (%h): Q

WiEwing Active SEssi6ng

Filter: Hone - Sessions Listed: 2

Criteria: Filtered Sessions: 1]
Select - Rafresh | Ewery | 0 Setonds -
Ramole Party Start Temesiamg Apphicabion Hame Endpoant 205 R-Facior B0 o
“Pau <8 pa R avayD. com> ATTIION 104518 AW RFCAZ40 Mored PCC 7440 81 66
Dirwied "<5ip dmiiavaya coms QTR0 1004535 AN RFCAT40 Horbel PCC 74800 31 [->4

3. Use the Refresh button and refresh interval drop-down menu to set the update
frequency for the display.

4. To find a particular session, use the Filter drop-down menu to select a filter type,
and then enter the matching criteria in the Criteria field under the selected filter.

5. To disable filtering and show all the active sessions, select None from the Filter
drop-down list.

6. To display the active session timestamps using the local time, click Select... >
Display All Timestamps In Local Time.

7. Todisplay the active session timestamps using Greenwich Mean Time (GMT), clear
Display All Timestamps In Local Time in the Select... drop-down menu.

8. Totoggle the active sessions view between cluster-wide view and nodal view, click
the (Cluster) toggle button on the upper-right corner of the Active Sessions
pane.

The (Cluster) toggle button is present only if you have configured a cluster.

Implementing and Administering Avaya Media Server 7.5 January 2014 171



Avaya MS monitoring

If you click (Cluster) to enter the cluster aggregated view, the button name changes
to the host name of the local server.

Viewing details for a specific session

172

About this task

The Active Sessions page is a useful debugging tool when you encounter difficulties. There
are options available to collect data for analysis. These options include graphical SIP message
flows and SIP traces which show the details of the messages for a particular session.

Perform the following procedure to collect a message trace of a session:

Procedure

1. Setup trace monitoring by navigating to EM > System Status > Monitoring >
Active Sessions.

In the content pane of EM, the system displays the Active Sessions page.

If prompted, follow the onscreen instructions to download and install Microsoft
Silverlight.

0 Note:

You must install Microsoft Silverlight to use this feature.

2. From the Select... drop-down menu, select Monitor Next Session.
The system displays a message that the system is waiting for a new session to
start.

3. Ensure Display Trace Records is selected in the Select... drop-down menu.

After the next session begins, the system displays the Active Sessions window
with a detail call performance summary.
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Active Sessions
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4. To view session records of the call including SIP message content, select Select
Viewing Options... > View Session Detail Records.

Active Sessions
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5. Change the view to a graphical, SIP message flow by selecting Select Viewing
Options... > View SIP Protocol Trace.
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6. Click Stop Monitoring to end tracing for this session.

Releasing one or more sessions

About this task
Perform the following procedure to release one or more active sessions on the server:

Procedure

1. Navigate to EM > System Status > Monitoring > Active Sessions.

If the system prompts, follow the onscreen instructions to download and install
Microsoft Silverlight.

° Note:

You must install Microsoft Silverlight to use this feature.
2. As described in this section, apply filters to find the session you need to quit.

3. Select the session or sessions that you want to release from the list of Active
Sessions that the system displays.

0 Tip:
To select multiple active sessions, hold down either the shift key for multiple

selections which are grouped together or the Control key for multiple selections
which are separated and then click the sessions you want to end.
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4. From the Select... drop-down menu, select Release Selected Session.

The sessions are removed from the Active Sessions list after the system releases
the active sessions and refreshes the display.

Muting and unmuting sessions

About this task

Perform the following procedure to mute or unmute one or more active sessions listed on the
Active Sessions display page:

° Note:

You can mute or unmute active sessions only if the current application supports this option
otherwise the option is unavailable.

Procedure

1. Navigate to EM > System Status > Monitoring > Active Sessions.

If the system prompts, follow the onscreen instructions to download and install
Microsoft Silverlight.

0 Note:

You must install Microsoft Silverlight to use this feature.

2. As described in this section, apply filters to find the sessions you need to mute or
unmute.

3. Select the session or sessions that you want to mute or unmute from the list of active
sessions that the system displays.

O Tip:
To select multiple sessions, hold down either the shift key for multiple

selections which are grouped together or the Control key for multiple selections
which are separated and then click the sessions you want to mute or unmute.

4. From the Select... drop-down menu, select Mute Selected Session or Unmute.

Implementing and Administering Avaya Media Server 7.5 January 2014 175



Avaya MS monitoring

Monitoring system performance
About this task

You can monitor system performance by comparing the number of sessions with the CPU
utilization.

The system displays a summary of the current system performance graphically on the
Performance page of EM.

Procedure

1. Navigate to EM > System Status > Monitoring > Performance.

If the system prompts, follow the onscreen instructions to download and install
Microsoft Silverlight.

° Note:

You must install Microsoft Silverlight to use this feature.
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2. To monitor the aggregated performance of the cluster or the performance of only
the current server, click (Cluster) on the upper-right corner of the Active

Sessions pane.

This option is available only if you have configured a cluster.
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OM monitoring

Configuring OM settings

About this task

Perform the following procedure to choose the Operational Measurements (OM) that are
available for Archiving, Monitoring, Delivery and the OM that are used as Key Performance
Indicators (KPI):

Procedure

1. Navigate to EM > System Configuration > Monitoring Settings > Operational
Measurements > Settings.

Operational Measurements Settings e
Category. | MAS Conferance Media Processor ~| | Cmdlnjcin Find Mext
Pleage enter OM's name and press find
mext bo see this OB first in the table
M Claretive | Inonitor « L IKe) [petvery
Processor  CrdUnjoin L] ] Ll ol A
Processor  Conferencs Crd Eror Unknown O [} £ [=
Proceéssor  Conference VoMonCritic alEvants ] = 0 |
Processor  Conference YoMonSuppressedalens E ] | =
Frocessor  Conference VOMonWamingEvents [ [ | =
Processor  ConfMP Murnber of dropped packels [ = ¥ [=
Processor  ConMP MWTimer lost intervals, 11al v [ [ [
Processar  ConfMP MWTimer lost single interval O B ] O
Processor  ConfMP NWTimer lost 2 inbervals 0 [ O O
Processor  ConMP MWTimer lost 3 intervals 0 = [ O
Processor  ConfMP MWTimer lost 4 intervals 0 = [ O -
L »
| Save ] | Cancal

© Tip:

* You can sort the columns by clicking on the column name.

* You can filter the displayed OMs by selecting a category from the Category
drop-down menu.

* If you know the name of the OM to configure, type the name in the field to
the left of the Find Next button and then press Enter or click Find Next.
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* You can use the check box next to the column title to select or deselect all
OMs listed in that column.

2. On the Operational Measurement Settings page, select the check box in the
Archive column next to each OM to archive.

3. Select check boxes in the Monitor column next to each OM that you want to
monitor.

4. Select the check boxes in the KPI column next to each OM that you want to appear
in System Performance Summary which is located at EM > System Status >
Cluster Status > System Performance Summary.

5. Select the check box next to the OM in the Delivery column to indicate which OMs
to deliver as periodic comma-separated values (CSV) reports.

6. Click Save.

Configuring OM delivery

About this task

Perform the following procedure to configure how the system delivers OM reports using FTP
(File Transfer Protocol) or SFTP (Secure FTP):

Procedure

1. Navigate to EM > System Configuration > Monitoring Settings > Operational
Measurements > Delivery.
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2. Select Periodic Performance Report Delivery to enable performance report
delivery for FTP or SFTP.

3. Select Report ZIP Compression to create a .zip file of the OM reports.
4. Select FTP Report Delivery to deliver reports using FTP.

5. Inthe FTP Server Network Address field, enter the address of the destination FTP
server.

6. In the FTP Remote Directory, enter the address of an optional remote directory to
change to before uploading the report.

7. In the FTP Account Username field, enter the FTP user name to use at the
destination FTP server.

8. In the FTP Account Password field, enter the FTP password to use at the
destination FTP server.

9. (Optional) Select the Secure FTP (SFTP) check box and then configure the SFTP
options:

a. Inthe Secure FTP Remote Server Fingerprint field, enter the fingerprint of
the remote server.

b. Inthe Secure FTP Key File Name field, enter the file name to use as the
optional SFTP key file.

10. Click Save.

11. Restart the system for the changes to take effect.
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Configuring OM archiving

About this task
Perform the following procedure to archive OM and to configure OM retention options:

Procedure

1. Navigate to EM > System Configuration > Logging Settings > OMs.

Logging Settings

Syslog | Session Logaing | OMS
Okl .

Archivie Operabonal Measurements [#]

Operational Measurement Archive Minimum Record Age: |7 {1 - 385 days)
Operational Measurernend Archive Cleanup Threshold Size: | 500 {0 - 50,000,000 bndes)
Oparational Measurements Reset Intarval: |15 {0 - B0 mirwdes) -
Seve | Cancel | | Rastore Defaults

2. Select Archive Operational Measurements to enable OM archiving.

3. In the Operational Measurement Archive Minimum Record Age field, specify
the number of days after which the system needs to archive OMs.
When the system initiates a cleanup, the system deletes all archived OMs older
than the specified days.

4. In the Operational Measurement Archive Cleanup Threshold Size field, enter
the maximum space in bytes for OMs to use before the system initiates a
cleanup.

5. In the Operational Measurements Reset Interval field, set the interval in minutes
at which the system archives and resets OMs.

6. Click Save.
7. Click Confirm.

8. Restart the system for the changes to take effect.

Monitoring protocol connections
About this task

Perform the following procedure to view operational information about installed protocols:
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Procedure

1. Navigate to EM > System Status > Monitoring > Protocol Connections.

2. You can set the refresh interval using the Refresh every drop-down menu.

View the information for the installed protocols using the vertical and horizontal
scroll bars and by clicking the title of any column to change the ordering of the
connection list. You cannot perform any action. The display is informational only.

Protocol Connections

Display. Al W
Application Profecel . Transpord Type
Brotocol

MRCPY1 TCP Cligm

MRCPY1 TCP Cliend

B Version

IPv4

P4

State

Cannecled

Connected

Refresh Every. | 15 seconds |»

Batuz  Soewce Addiess

Maorrmal 1356077150

Marmal 1356077150

Advanced system monitoring

Viewing component status

About this task

Perform the following procedure to view the operational state of individual Avaya MS
components:

Procedure

Navigate to EM > System Status > Monitoring > Advanced > Component Status.

In the content pane of EM, the Component Status page displays information about
the operational state of individual components of Avaya MS.

You cannot perform any actions on the listed components. The information is useful
for diagnosing and isolating system problems when working with Avaya support.
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Component Status

Cofmpoem Hatii T States Status TiiStamip(COT)

M5 Resource Manager SRP Running Healtiny 20110517 133255
MAS ZIP UiserAgent SRP Running Haalthy 2011-05-17 133253
M VR Media Processor SRP Stoppad J011-051T7 133255
MaS Confarance Media Processor  SRP Running Healtiny J011-051T7 133253
MAS Content Store SRP Running Haalthry 2011-05-17 133253
MAS Streaming Source SRP Running Heaaltkny J0M1-051T7 133253
MAS Managenent SOAF Senm SRP Running Haaltkry 011-0517 133253
MAS Reporting Agenl SRP Running Healthny HN1-051T7 133253

Viewing advanced protocols

About this task
Perform the following procedure to view the status of various media server protocol interfaces:

Procedure

1. Navigate to EM > System Status > Monitoring > Advanced > All Protocol
Connections.
The system displays information about the operational state of protocols on Avaya
MS.

2. You can set the refresh interval using the Refresh every drop-down menu.

3. To restrict the display to certain protocols, select protocol from the Display drop-
down list.
You cannot perform any action. The information is useful for diagnosing and
isolating system problems when working with Avaya support.

System license monitoring

Monitoring License Server status

About this task
Perform the following procedure to start, stop, restart, or view the status of a License Server:

You can perform the procedure for systems that use License Server configurations and not for
systems that use Nodal Licensing or WebLM licensing.
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Procedure

1. Navigate to EM > Licensing > Server Status.
View the status of the primary license server.

If you have already configured the secondary license server, view the status of the
server.

2. Select a refresh rate for this page using the Refresh every drop-down menu.
3. Change the state of the License Server as follows:

* To start the License Server, click Start.

* To stop the License Server, click Stop.

* To restart the License Server, click Restart.
4. Click Confirm.

SDR monitoring

Avaya MS sessions generate Session Detail Records (SDRs) which capture detailed
information about each session. EM provides an SDR Browser which you can use to review
the details of any session that the media server handles.

Perform the following procedures to filter and review SDRs, generate graphical reports of
sessions for traffic pattern analysis, and view peak Avaya MS ftraffic:

Reviewing SDRs

About this task

Perform the following procedure to filter and review the details of any sessions archived by the
media server:

Procedure

1. Navigate to EM > Tools > Session Detail Record Browser to browse SDRs.
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Session Detail Record Browser

& Query
(MT1004002403)
Typs: | Browss Records In Dates Rangs | Limit; '-'?"?'-:-_ /92011 3:16:31 PM Cantral Standard Time
Start: | 6/0/2011 [5] 22:00:00 &M : o | Use Local Time
End: |6/9/z011 fis]| 1:59:59PMZ||  Exmcuts
Global Sessaon |d  Siarl Timestamp  End Timastamp  Senver

2. Select Browse Records In Date Range query type from the Type drop-down

menu.

3. Use the Start and the End options in the Query panel to define a time range for a

query.

4. Enter the maximum number of results in the Limit field.

5. Click Execute to run the query.

The system displays the list of sessions.

6. Click one of the rows in the list of sessions.

7. Scroll down to review the details of that session in the Session Detail Records

panel.
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Determining peak session traffic

About this task

Perform the following procedure to generate a graphical report representing of the peak
number of sessions Avaya MS processes each day:

Procedure

1. Navigate to EM > Tools > Session Detail Record Browser.

2. Torun a query which reports the peak number of sessions on each day, select Peak
Traffic Summary from the Type drop-down menu.

3. Use the Start and the End options in the Query panel to define a time range for the
query.
4. Click Execute to run the new query and generate a graphical Peak Traffic

Summary. Move your cursor over any bar graph element to see the peak number
of sessions for each day.
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Session Detail Record Browser
& Query
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Summarizing daily inbound traffic

About this task

Perform the following procedure to generate graphical reports which summarize daily inbound
traffic that Avaya MS processes:

Procedure

1. Navigate to EM > Tools > Session Detail Record Browser.

2. To run a query which reports the total number of sessions for each day, select
Inbound Traffic Summary from the Type drop-down menu.

3. Use the Start and the End options in the Query panel to define a time range for the
query.

4. Click Execute to run the new query and generate a graphical Inbound Traffic

Summary. Move your cursor over any bar graph element to see the total number
of sessions handled for each day.
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Analyzing hourly inbound traffic details

About this task

Perform the following procedure to generate graphical reports for determination of hourly traffic
that Avaya MS processes:

Procedure

1.
2.

188

Navigate to EM > Tools > Session Detail Record Browser.

To run a query which details the total number of inbound sessions by hour, select
Inbound Traffic Detail from the Type drop-down menu.

Use the Start and the End options in the Query panel to define a time range for the

query.
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4. Click Execute to run the new query and generate a graph showing hourly inbound
session totals. Move your cursor over any bar graph element to see the number of
sessions recorded for that hour.

Session Detail Record Browser

& Query
(pervard]23.richlab. avays.com)
Type: | Inbownd Traffic Detail | 100672011 2:59:41 PM Central Standard Time
Start: | 10/5/2011 E| 7:00:00 AM :I v Use Local Time
End: |10y5/2011  ([E])| 6:00:00PM D || Ececute |
& Result

Inbound Traffic Detail - 10/5/2011 7:00:00 AM to 10/5/2011 6:00:00 PM

105573011 P01 AM

1052011 8:00:00 AM

107372011 2:00:00 AM

10052011 10:00:00 AM

10752010 100000 AM

10V3M00a1 12r00:01 PM

10/% 2018 2:00:00 PM

10/5/2018 Zr00:00 PM

10M3 2018 J-00:00 PM

10/5/201% 4:00:01 PM

LW I01L Sr00:01 PM

L3 2012 &:00:00 PM

Reviewing a monitored SDR

Before you begin

Perform the procedure for Viewing details for a specific session to add a detailed SDR to the
archive and then perform the following procedure:

About this task

A session which is traced using the session monitoring procedure produces a more detailed
SDR. The SDR browser shows additional information for these monitored sessions which
includes:
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* Detailed SIP and Application log records.
* Operational measurement graphs specific to the session.
* A graphical SIP message flow.

Perform the following procedure to review the detailed SDR of a monitored session.

Procedure

1. Navigate to EM > Tools > Session Detail Record Browser to browse SDRs.

2. Select Browse Records In Date Range as the query type, from the Type drop-
down menu.

3. Use the Start and the End options in the Query panel to define a narrow time range
for the query which includes the monitored session.

4. In the Limit field, enter the maximum number of results that you want to view.

5. Click Execute to run the query.
The system displays the list of sessions corresponding to the monitored session.

6. Click the result row in the list of sessions.

7. Scroll down to review the details of the session as shown in the following
examples.
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Related topics:

Viewing details for a specific session on page 172

Configuring SDR archiving
About this task

SDR monitoring

The system creates SDRs for each session. You can review the archived SDRs using an SDR
browser. You can also clear all the records in the current archive.

Perform the following procedure to enable the archiving of SDRs, configure the desired
retention options, and clear all the records in the current archive:

Procedure

1. Navigate to EM > System Configuration > Logging Settings > Session

Logging.
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Logging Settings
velog | Sesgionlogaing | OMs
Sassion Logoing ~

Session Detal Record Arching

= E

Session Detail Record Archive Minimem Record Age (1 - 365 days)
Session Detail Recond Archive Cleanup Threshold Size: 1500 (01 - 560,000,000 bytes)
Clear Session Detall Record Archive Clear
b
[ Seve || Concel | | FestomsDeteuts |

2. Select Session Detail Record Archiving to enable SDR archiving.

3. In the Session Detail Record Archive Minimum Record Age field, specify the

®© N o o

number of days after which the system archives SDRs.

When the system initiates a cleanup, the system removes SDRs older than the
configured number of days.

In the Session Detail Record Archive Cleanup Threshold Size field, enter the
maximum space, in bytes, for SDRs to use before the system initiates a cleanup.

(Optional) Click Clear to delete all currently archived records.
Click Save.
Click Confirm.

Restart the system for the changes to take effect.

Configuring Field Promotion for SDR reports

194

1.

2.

About this task
Perform the following procedure to select the fields to include in SDRs:

Procedure

Navigate to EM > Element Status and select Lock from the More Actions drop-
down menu and click Confirm to lock the system.

For more information on locking your system, see Setting the operational state.

0 Important:

When you lock the media server, the system ends existing sessions, does not
accept new requests, and redirects new traffic to other nodes in the cluster.

Navigate to EM > System Configuration > Session Detail Records > Field
Promotion.
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3. Select the required fields from the Available Fields and then click Add.

The system displays the selected fields in the Selected Fields column and in the
table on the lower part of the page.

© Tip:
To select multiple items, press shift key for multiple selections which are

grouped together or Control key for multiple selections which are separated,
and then click the required items.

Field Promotion
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i
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4. To reorder the fields in Selected Fields, select a field and then click Up or Down.

5. In the Indexed column, select Yes or No as required.

6. If you want to remove any selected field, click on the field in the Selected Fields

and then click Remove.

Related topics:
Setting the operational state on page 29

Enabling enhanced SDRs for troubleshooting
About this task

You can enhance SDRs to capture additional detail to aid in system troubleshooting. When
you select Enable System Diagnostic Mode, the system adds additional fields and full SIP
message traces to the SDRs. The EM Active Sessions viewer and SDR browser display these
additional details. Additional tracing is useful during trials and system commissioning.

0 Important:

The collection of additional SDR data impacts system performance. Do not select Enable
System Diagnostic Mode on live systems processing traffic. Ensure you clear Enable

System Diagnostic Mode when you have finished troubleshooting.
Perform the following procedure to enable enhanced SDR tracing:

Procedure

1. Navigate to EM > System Configuration > Debug Tracing > General Settings

> > System Diagnostic.

2. Select Enable System Diagnostic Mode.

General Settings
Rebyg |

Dbl

Debug Logging
Trace File History

Trace File Stze

System [Mamestic

Emnable Systerm Diagnostic Mode

Lisabled »
{0 - 20 flez)

10000000 = 1 00 Do Co0D g’y

&=

Warning This may Couss Sysiem perlormancs degradaion

Seve Cancel Restone Dejaults

3. Click Save.
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4. Click Confirm.

5. Restart the system for the changes to take effect.

To view an enhanced trace of sessions that Avaya MS processes after the restart,
use the SDR browser as described in Reviewing session detail records or use the
Active Sessions viewer as described in Viewing current active sessions.

Related topics:
Reviewing session detail records on page 23
Viewing current active sessions on page 170
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Chapter 9: Troubleshooting

Introduction to troubleshooting

By performing troubleshooting, you can provide possible solutions for common Avaya Media
Server (MS) problems. Each troubleshooting topic provides the description of the problem,
possible cause, and potential solution to the problem, using which you can solve the
problem.

Element Manager troubleshooting

Cannot log in to EM after installation on Linux

After installation on a Linux system, you cannot log in to Element Manager (EM) using the
system login account.

A possible cause is that you did not properly configure the local login settings for EM during
the installation.

If you get the following EM login error message, then the PasswordAuthentication of the
server in the SSH configuration might be disabled.

Login error. Could not authenticate through SSH server!

Another possible cause is that the firewall blocks the TCP ports the EM requires.

Proposed Solutions

Checking the user group
About this task

Perform the following procedure to ensure that the group the user belongs to is included in the
authenticable groups list:
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Procedure

1. Use a Linux shell on Avaya MS, and change to the following directory:
cd SMASHOME/../apache-tomcat/mas/conf

2. Editthe local-accounts.properties file and check the
locallogin.authenticable.groups settings.

For example, if the group for the system login account is root, the settings is as
follows:

locallogin.authenticable.groups=root

3. If the group to which the system login account belongs is not listed in the value, add
the group.
Use semicolons to separate multiple values.

4. Save the change.

5. Restart the Avaya EM Service after the change.

Checking PasswordAuthentication
Before you begin

Ensure PasswordAuthentication is enabled.
Procedure

1. Use a Linux shell on Avaya MS to change to root user by running the following
command:

su -

2. Edit the appropriate file for your system:
/etc/ssh/sshd configor /etc/sshd/sshd config.

3. Change the value of PasswordAuthentication to yes.
4. Save the change to the file.

5. Restart SSHD using the appropriate command for your system:
/etc/init.d/sshd restartor /etc/init.d/ssh restart.

Checking firewall rules
About this task

Perform the following procedure to ensure that the Linux firewall is properly configured:

Procedure

1. See Configuring the Linux firewall in /nstalling, Upgrading, and Patching Avaya
Media Server 7.5.
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The default TCP ports required for EM are: 8009, 8443, 8080, and 80.

After you configure the firewall, you can verify whether the required ports are in the
LISTEN state using the following command in a Linux shell:

netstat -tulpn

Cannot log in to EM after installation on Windows

You cannot gain access to EM after a successful installation and reboot.

A possible cause for this problem is the multiple JDK or JRE Java installations on the

system.

Another possible cause is that the firewall is blocking the TCP ports which EM requires.

Proposed solution

About this task
Perform the following procedure to remove multiple JDK or JRE installations from the system:

Procedure

1.

To open Windows Services, navigate to Start > Run... and then type
services.msc in the Open field.

. Verify that Avaya EM Service is in the list and has a status of started.

If Avaya EM Service is not in the list, continue with the following steps. Otherwise,
check the troubleshooting topics for another possible cause.

. To uninstall Avaya MS, follow your parent product documentation or see

Uninstalling Avaya Media Server from Windows in Installing, Upgrading, and
Patching Avaya Media Server 7.5 .

. After you uninstall and restart the system, navigate to Start > Control Panel >

Programs and Features.

To uninstall any JDK or JRE installations, double-click the installation file and follow
the onscreen instructions.

Restart the server.

. To re-install Avaya MS, follow your parent product documentation or see Installing

Avaya Media Server on Windows in Installing, Upgrading, and Patching Avaya
Media Server 7.5 .

If the problem still exists after reinstalling Avaya MS, contact Avaya Technical
Support.
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Cannot log in to EM using a new user account on Windows

You cannot log into EM with a newly created local user account which is a member of the
Administrators group.

If the Microsoft User Account Control (UAC) feature is enabled it can cause this problem.

Proposed solution

About this task

Using the following procedure, you can disable the Microsoft User Account Control (UAC)
feature so that new administrator users can log in. If the system does not accept the change
in the security level in Windows, you must use only the primary Windows administrator login
credentials for EM login.

Procedure
1. Open the Local Security Policy page by navigating to Start > Run... and entering
secpol.msc in the Open field.

2. In the Local Security Policy page, navigate to Security Settings > Local
Policies > Security Options.

3. Scroll down in the Policy list the system displays in the right pane and double-click
User Account Control: Run all administrators in Admin Approval Mode.

4. Select Disabled.
5. Click OK.
6. Restart the system.

Cannot log in to EM using the EM desktop shortcut with IE

Using the EM Windows desktop shortcut, you cannot log in to EM in the following conditions:

» Avaya System Manager Single Sign-On (SSO) settings are enabled on EM > Security >
General Settings and EM > Security > Certificate Management.

* Internet Explorer is the default browser on the Windows system where you have installed
Avaya MS.

This issue can happen when Internet Explorer validation fails for the certificates used by web
servers, including the certificates served by Avaya System Manager web server and Avaya
MS web server.
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Proposed Solution
Procedure

1. Perform the following steps to obtain the Certificate Authority certificate for the
Avaya System Manager:

a. Log on to the Windows Avaya MS server.

b. Open a browser and connect to the associated Avaya System Manager server
that you use for Single Sign-On.

Log in to System Manager.

In the Services area on the Home tab, click the Security link.

On the Security tab, click Certificates.

Click Authority under Security > Certificates.

On the Certificate Authority page, click Download to Internet Explorer.
Save the default.cacert.crt file somewhere on the Avaya MS server.

S@ "o a0

This is the CA certificate that you import to Internet Explorer.

2. Perform the following steps to add the Certificate Authority certificate in Internet
Explorer for Trusted Root Certification Authorities:

a. Log on to the Windows Avaya MS server.

b. Open Internet Explorer.
c. Goto Tools > Internet Options.
d. Click the Content tab.
e. Inthe Certificates section, click Certificates.
f.  Click Import...
The system displays the Certificate Import Wizard window.
g. Click Next.
h. Click Browse... to select default.cacert.crt, the System Manager CA
certificate file, that you have saved earlier on Avaya MS.
i. Click Next.
j- Select Place all certificates in the following store.
k. Click Browse...
|.  Select Trusted Root Certification Authorities.
m. Click OK.
n. Click Next.
0. Click Finish.
The system displays the security warning message.
p. Click Yes.
The system displays The import was successful.
g. Click OK.

r. Go to the Trusted Root Certification Authorities tab by clicking on the small
arrows in the top right corner.
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s. Ensure a certificate with default in the Issued To and Issued By fields is

listed.
t. Click Close.
u. Click OK.

EM cannot download files when using IE

You are unable to download any files from EM. IE can block encrypted files from being
downloaded.

Proposed solution

Perform the procedure to allow encrypted files to be saved in IE so that EM can download
files.

Related topics:
Adding EM to the trusted sites list in IE on page 10

EM displays a blank page after login when using IE
After logging on to EM with valid credentials, you see a blank page. IE can block access to

servers that are not in the trusted sites list. If the server you are connecting to is not in the
trusted sites list, the browser does not display the EM pages.

Proposed solution

Perform the procedure to add Avaya MS to the trusted sites list in IE so that EM can display
the pages.

Related topics:
Adding EM to the trusted sites list in IE on page 10

The EM Media Management tool is slow

You can experience slow system response times when browsing media using EM > Tools >
Media Management.

A possible cause for this problem is that you have installed anti-virus software on the system
and Avaya MS related directories are not in the scan exclusion list.
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Proposed solution

If you install anti-virus software, ensure that you exclude the following directories from the
scans:

* Linux:
SMASHOME /avaya/ma/MAS/common/log
SMASHOME /avaya/ma/MAS/platdata
* Windows:
$MASHOMES$\Avaya\multimedia applications\MAS\common\log

$MASHOME%\Avaya\multimedia applications\MAS\platdata

Call completion troubleshooting

Avaya MS rejects incoming SIP sessions

Avaya MS rejects SIP sessions in the following manner:

» Avaya MS rejects incoming SIP sessions for one or more service types. Use the Log
Viewer to identify attempts to launch an uninstalled or unlicensed service.

» Avaya MS rejects incoming SIP sessions and you see SIP failure responses such as 305
Use Proxy, or 403 Forbidden, in the message traces or logs.

The possible causes for these problems include:

* The calls to services on Avaya MS that are not licensed, receive a SIP final response
indicating that the service is unavailable.

» The proxy configuration is incomplete.
» The target service application is not installed.

» Avaya MS is in the Pending Lock State.

Proposed solution

Checking the license
About this task

Perform the following procedure to ensure that the required licenses are configured:
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Procedure

1. To check the number and variety of installed licenses, navigate to EM > Licensing
> General Settings > Licensing Details.

Ensure the required licenses are installed and available.

If you need to alter the license configuration, see License configuration for detailed
procedures.

2. Restart the system to activate any installed license.

Related topics:
License configuration on page 58

Checking proxy configuration
About this task

Perform the following procedure to verify whether the required SIP proxy nodes and routes are
configured:

Procedure
1. Navigate to EM > System Configuration > Signaling Protocols > SIP > Nodes
and Routes.
2. Ensure that you have configured the required Trusted Nodes.

3. Ensure that you have configured the required SIP Routes.

If you need to add trusted SIP nodes or SIP routes, see the procedures for SIP
configuration.

Related topics:
SIP _configuration on page 77

Checking application installation
About this task

If you have not installed a required application then the requests for that application fail.

Perform the following procedure to ensure that you have installed and unlocked the required
applications:

Procedure

1. Navigate to EM > Applications > Packaged Applications, and ensure that the
target service is installed.

If necessary, install the application using the application installer.
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2. Navigate to EM > Applications > Operational State and ensure that the target
service is unlocked.

If necessary, unlock the application by selecting the check box next to the desired
application and then click Unlock.

Checking if Avaya MS is in Pending Lock state
About this task

Avaya MS in the Pending Lock state rejects new service requests. If this state is not required,
then you can resolve the issue by unlocking Avaya MS as described in the following procedure:

Procedure

1. Navigate to EM > System Status > Element Status to check the state of Avaya
MS.

2. Set Avaya MS state to the Unlocked state by selecting More Actions > Unlock.

Unsupported codec response from Avaya MS

Avaya MS sends the following unsupported codec responses:
* Rejects incoming sessions and indicates there is no supported codec.
* Responds with a SIP 415, Unsupported Media Type.

The possible causes of these problems include:
* The session request does not offer a supported audio codec.

* When you configure Avaya MS with SECURITY ENFORCED security policy, Avaya MS
does not accept sessions from clients offering insecure media.

Proposed solution

About this task

Perform the following procedure to set the security policy to BEST EFFORT so that Avaya MS
can process sessions from clients offering insecure media:

Procedure
1. Navigate to EM > System Configuration > Media Processing > Media
Security.

2. Select BEST EFFORT for the Security Policy mode, and adjust the Best Effort
Mode and Crypto Suites.

For more detailed information, see Media settings configuration.
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If the security settings are not the cause, then the session incoming to Avaya MS
is not offering a supported audio codec.

Related topics:
Media settings configuration on page 102

TLS connection issues

Clients using Transport Layer Security (TLS) are unable to connect to Avaya MS.

The possible causes for TLS connection issues include:

* A backup file containing expired certificates, or incorrect TLS configuration settings is
restored.

* All the nodes in a cluster are not TLS enabled.

* The certificates on either side of the attempted connection have expired.
* The configuration is incomplete or pending a restart.

* The IP address of the server is changed.

» The Trust Anchor configuration is incomplete.

Proposed solution

You require many configuration items for setting up TLS correctly in an Avaya MS cluster. See
Security configuration documents and ensure that all settings are implemented correctly.

Some common solutions for these problems include:
* Ensure that certificates on either side of the attempted connection did not expire.
* Ensure that the Trust Anchor is in the Trust Store on all cluster nodes.
* Ensure that all nodes in a cluster are TLS enabled for every interface.

* When the IP address of a server changes, new certificates might be required if subject
alt name is used.

« If a restoration, using a backup file containing expired certificates or outdated TLS
configuration settings was used, then fix the TLS configuration.

* Some TLS changes require Avaya MS restart for the changes to take effect.

 Confirm that the media security settings meet the requirements. For more detailed
information, see Media settings configuration.

Related topics:
Media settings configuration on page 102
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Digit collection issues

Users are unable to log into Avaya MS services because of digit connection problems.

The possible reasons for digit collection issues include:

* If the client connects to Avaya MS through a PSTN or other form of internet gateway
device, then you must configure the client to translate digits in the format that negotiates
with Avaya MS. The following are the digit signaling formats:

- In-band DTMF tones
- RFC 2833 telephone events
- SIP INFO digits

» To communicate digits, the client and the gateway device must use the same
methodology indicated to Avaya MS and both must use only that methodology.

» Some gateways that translate in-band digits into events such as telephone-event or INFO
digits fail to completely clamp the received tones. These tones can trigger unexpected
behaviour in Avaya MS.

* If necessary, collect SIP messaging to resolve the nature of digit communication between
the client, gateway, and Avaya MS.

* In some cases such as conferencing, clients unintentionally send digits in the conference
through their microphone. The system detects these digits as conference controls in the
conference. For example, a person near a conference user dials a number on a
speakerphone and these digits are carried in the conference over the microphone of the
active user.

* When users report digit collection issues, ask about the client type and surroundings to
identify the cause of any unexpected conference behaviors.

Proposed solutions

« Configure the mode of digit transport from the clients or gateways or both for your
installation. Digit translating gateway devices might require adjustments in order to fully
clamp in-band DTMF tones.

* Analyze traces to ensure that clients and gateways are properly communicating digits to
Avaya MS.

» Advise users in noisy surroundings to ensure minimal background noise as the
background noise might impact digit collection.
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Media playback troubleshooting

Unable to playback provisioned audio file

Proposed solution

The audio files played by Avaya MS must be encoded as 16 bit, 8 kHz, single channel, LPCM
files. However, you can use other sampling rates and codecs that are supported by Avaya MS.
Avaya MS does not support multiple channels, like stereo.

RSS and SHOUTCast troubleshooting

Users do not hear streaming SHOUTCast audio

The possible causes for the problem are:
* Improper configuration.
* Volume is too low.
* The configured SHOUTCast URL is unavailable or unreachable.

* The audio provided by the configured SHOUTCast URL is not in MP3 or wav audio
format.

Proposed solution

Check the SHOUTCast configuration:
* Ensure that the SHOUTCast URL and channel key are correct.
* Ensure that the SHOUT Cast proxy server host and port configuration are correct.
* Adjust the continuous streaming source volume level on the media server.
* Ensure that the streaming source is in either MP3 or wav audio format.

» Ensure that the SHOUTCast URL is reachable from the media server. To resolve the URL
use wget or cURL with the configured SHOUTCast URL.
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RSS and SHOUTCast troubleshooting

The following is a successful wget example:

wget http://yp.shoutcast.com/sbin/tunein-station.pls?id=227567 --2014-01-06

18:52:59-- http://yp.shoutcast.com/sbin/tunein-station.pls?id=227567
Resolving webproxy.avaya.com... 8.28.150.65

Connecting to webproxy.avaya.com [8.28.150.65|: 80... connected.
Proxy request sent, awaiting response... 200 OK

Length: 5080 (5.0K) [audio/x-scpls]
Saving to: ‘tunein-station.pls?id=227567.2"
2014-01-06 18:53:00 (157 KB/s) - “tunein-station.pls?id=227567.2' saved [5080/5080]

The following is a successful cURL example:

curl http://yp.shoutcast.com/sbin/tunein-station.pls?id=227567 [playlist]
numberofentries=45

Filel=http://95.141.24.96:80

Titlel=(#1 - 44/1000) ChartHits.FM - Top 40 Radio - Mega Hot Music!
Lengthl=-1

File2=http://95.141.24.58:80

Title2=(#2 - 45/1000) ChartHits.FM - Top 40 Radio - Mega Hot Music!
Length2=-1

Version =2

Related topics:
Configuring continuous STOUTCast streaming on page 105

Users do not hear streaming RSS audio

The possible causes for this problem are:
* Improper configuration.
* Volume is too low.
* The configured RSS URL is unavailable or unreachable.

* The audio files specified in the RSS document not in MP3 or wav audio format.

Proposed solution

Check the RSS configuration:

* Ensure that the RSS URL and channel key are correct.
* Adjust the continuous streaming source volume level on the media server.

* Ensure that the audio files specified in the RSS document are in either MP3 or wav audio
format.

» Ensure that the SHOUTCast URL is reachable from the media server. To resolve the URL
use wget or cURL with the configured SHOUTCast URL.

The following is a successful wget example:
wget http://xyz.com/audio/rss/feed.xml

--2014-01-06 18:39:24-- http://xyz.com/audio/rss/feed.xml
Resolving webproxy.avaya.com... 8.28.150.65
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Connecting to webproxy.avaya.com|8.28.150.65]:80... connected.
Proxy request sent, awaiting response... 200 OK

Length: 1025790 (1002K) [text/xml]

Saving to: “feed.xml'

2014-01-06 18:39:27 (2.85 MB/s) - ‘feed.xml' saved [1025790/1025790]

The following is a successful cURL example:

curl http://xyz.com/audio/rss/feed.xml

<?xml version= "1.0" encoding= "UTF-8" 2>

<rss xmlns:itunes= "http://www.itunes.com/DTDs/Podcast-1.0.dtd" version="2.0">
<channel>

<channel>

</rss>

Related topics:
Configuring continuous RSS streaming on page 107

High Availability troubleshooting

Cannot enable High Availability because it is disabled

When you navigate to EM > Cluster Configuration > High Availability > General Settings,
you cannot select Enable High Availability.

You can select Enable High Availability only if the prerequisite High Availability configuration
is complete, that is, a Primary and Backup server must be configured.

Proposed Solution

Perform the prerequisite High Availability configuration procedures in the correct order. For
detailed information, see High Availability configuration.

Related topics:
High Availability configuration on page 48
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Protocol troubleshooting

Protocol troubleshooting

SNMP Traps are not getting posted on management consoles

The system cannot post SNMP traps to the monitoring system management servers.
The possible causes for this problem include:

* An incorrect SNMP network manager address.

* Network connectivity problems.

* SNMP Community string mismatch.

* SNMP Delivery is not enabled.

* SNMP Service is not started on Avaya MS.

Proposed solution

Incorrect SNMP network manager address
Procedure

1. Ensure SNMP Network Manager Address is configured with the correct address
on Avaya MS by navigating to EM > System Configuration > Network Settings
> General Settings > SNMP Traps.

2. If you change Avaya MS, then restart the system for the change to take effect.

Checking the network
About this task

Perform the following procedure to confirm there are no network problems between the
monitoring system and Avaya MS:

Procedure

1. Verify that the monitoring system and Avaya MS can ping each other.

2. If the ping test fails, troubleshoot the network connection between the monitoring
system and Avaya MS.
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Checking the SNMP community string
About this task

The following procedure verifies that the SNMP Community string on the monitoring system
and on Avaya MS are the same.

Procedure

1. Check the configured community string on the monitoring system.

2. Check SNMP community string on Avaya MS by navigating to EM > System
Configuration > Network Settings > General Settings > SNMP Traps.

If the community string on the monitoring system does not match the one on Avaya
MS, then change one string to match the other.

3. If you change the community string on Avaya MS, restart the system for the change
to take effect.

SNMP delivery is not enabled
Procedure

1. Ensure Delivery of Alarms via Traps is selected on Avaya MS by navigating to
EM > System Configuration > Network Settings > General Settings > SNMP
Traps.

2. If you change Avaya MS, then restart the system for the change to take effect.

Checking the SNMP service
About this task

Perform the following procedure to verify that you have installed the SNMP and the service is
running:

Procedure
1. Navigate to Start > Run... and then type services.msc in the Open field to open
the Windows Services.
2. Verify SNMP Service is in the list and has a status of started.

3. If SNMP Service is not running, then right-click and select Properties.
4. Click Start, and set Startup type to Automatic.
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Protocol troubleshooting

SMTP mail delivery is not working
Avaya MS does not deliver recorded conferences or other e-mails sent by applications on the

media server as expected, using Simple Mail Transport Protocol (SMTP).

Configuration, provisioning, or SMTP server availability are the typical causes for this problem.
Sometimes, the network security settings prevent access to the SMTP server.

Proposed solution

* Ensure that an SMTP server address is configured for the service. You can configure
these settings on the provisioning system connected to Avaya MS. In some cases, you
need to provision and save a destination e-mail address for each user in Avaya MS.

* Ensure that the SMTP server address configured refers to a valid in service mail
server.

* Ensure that the network settings are configured in such a way that Avaya MS can gain
access to the SMTP server configured as the e-mail server.

SOAP connection is rejected

A provisioning or management system cannot connect to Avaya MS SOAP interface.
Possible causes for this problem include:
» The SOAP configuration is not complete.

* The remote server is not in the SOAP Trusted Nodes list when you enable the use of
Trusted SOAP Nodes on Avaya MS.

* The SOAP server address or port used is incorrect or are changed in one of the
endpoints.

Proposed solution

About this task

Perform the following procedure to verify SOAP configuration on Avaya MS as well as the
provisioning or management system which is attempting to connect to Avaya MS.

Procedure

1. For basic SOAP configuration details, see Configuring SOAP and then perform the
following checks:
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a. Verify that each setting of the SOAP configuration on Avaya MS is compatible
with the settings of the system attempting to connect to Avaya MS.

b. Verify that the system which is attempting to connect to Avaya MS is in the
SOAP Trusted Nodes list when you select Enable Trusted SOAP Nodes.

2. Check that the ports configured for SOAP on Avaya MS match the SOAP ports
configured on the system which is attempting to connect to Avaya MS.

a. Navigate to EM > System Configuration > Network Settings > Advanced
Settings.

b. Scroll down to MAS Management SOAP Server.

c. Verify the admin soap tls port value.

d. Verify the admin soap port value.

3. If any of the values inspected in the preceding steps are not as required or not
compatible with the settings on the remote system attempting the connection, then
you must change the SOAP settings on either Avaya MS or on the remote server.

Related topics:
Configuring SOAP on page 68
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