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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its Hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support Web site: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROMANYONE OTHER THAN AVAYA, AN AVAYAAFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants End User a license within the scope of the license types
described below. The applicable number of licenses and units of
capacity for which the license is granted will be one (1), unless a
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different number of licenses or units of capacity is specified in the
Documentation or other materials available to End User. “Designated
Processor” means a single stand-alone computing device. “Server”
means a Designated Processor that hosts a software application to be
accessed by multiple users. “Software” means the computer programs
in object code, originally licensed by Avaya and ultimately utilized by
End User, whether as stand-alone Products or pre-installed on
Hardware. “Hardware” means the standard hardware originally sold by
Avaya and ultimately utilized by End User.

License types

Designated System(s) License (DS). End User may install and use
each copy of the Software on only one Designated Processor, unless
a different number of Designated Processors is indicated in the
Documentation or other materials available to End User. Avaya may
require the Designated Processor(s) to be identified by type, serial
number, feature key, location or other specific designation, or to be
provided by End User to Avaya through electronic means established
by Avaya specifically for this purpose.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or Hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third-party components

Certain software programs or portions thereof included in the Product
may contain software distributed under third party agreements (“Third
Party Components”), which may contain terms that expand or limit
rights to use certain portions of the Product (“Third Party Terms”).
Information regarding distributed Linux OS source code (for those
Products that have distributed the Linux OS source code), and
identifying the copyright holders of the Third Party Components and the
Third Party Terms that apply to them is available on the Avaya Support
Web site: http://support.avaya.com/Copyright.

Interference

Using a cell, mobile, or GSM telephone, or a two-way radio in close
proximity to an Avaya IP Telephone might cause interference.

Preventing Toll Fraud

“Toll fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support Web site: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support Web site: http://support.avaya.com.
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Contact Avaya Support

See the Avaya Support Web site: http://support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support Web site: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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Chapter 1: Introduction

Purpose

This document provides deployment procedures for installing and configuring a solution based
on a verified reference configuration. It includes installation, configuration, initial
administration, troubleshooting, and basic maintenance checklists and procedures.

Intended audience

This document is intended to be used by anyone who is responsible for deploying a solution
at a customer site. The checklists and procedures are based on a verified reference
configuration. This document does not include optional or customized aspects of a
configuration.

Document changes since last issue

The following changes have been made to the document since the last issue:
« Server Edition certificate management
* Preferred / Advanced edition comparison
» Expansion system - V2 / Linux comparison
* LAN Support
* ICU data retention
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Related documents

Document Document ID
IP Office Manager 15-601011
Administering Voicemail Pro 15-601131
Administering one-X Portal for IP | 15-601139
Office
Installing one-X Portal for IP 15-601140
Office
Avaya IP Office Implementing 15-601064
Voicemail Pro
Avaya IP Office SSL VPN —
Solutions
IP Office Server Edition 15-604135
Reference Configuration
IP Office Server Edition Solution | 15604133

Overview
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Deploying an IP Office Server Edition Solution

Deploying an IP Office Server Edition Solution

About this task

AVBYA Supplied Hardware Non-Avaya Supplied Hardware
(Controlled introduction only)

o

O I <--

Install

;':'\Vf\_"}f'ﬂ Ignite Application

Ignition
I o R - --
Configuration .
Litility =

O Note:

You can install the software for an IP Office Server Edition Solution only on the servers that
Avaya supports. Avaya does not provide support for the software for an IP Office Server
Edition Solution that you install on any other servers. For more information, about the servers
that Avaya supports, see the Reference Configuration document.

To deploy an IP Office Server Edition Solution the key steps that you need to perform are:

Procedure
1. If you have not purchased a pre-installed server from Avaya, then install IP Office
Server Edition Solution on IP Office Server Edition server.
2. Configure the role of the server using the ignition process.
3. Configure the server using the Initial Configuration Utility.

4. Add the optional components such as Server Edition Secondary and Server Edition
Expansion System.

5. Upgrade to the latest Server Edition Software release if a new version is
available.

Deploying IP Office Server Edition Solution December 2012 11
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6. Add the licenses for Server Edition Secondary and Server Edition Expansion
System.

7. Administer the various components using the Web Control and IP Office Server
Edition Manager.

12  Deploying IP Office Server Edition Solution
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Chapter 2: Installing IP Office Server
Edition server

Server Edition Primary server

The Server Edition Primary is a server where you can add up to 500 users, IP trunking, and
128 conference channels. The primary server is the only hardware component that you need
to deploy an IP Office Server Edition Solution. The primary server manages all the components
of the IP Office Server Edition Solution, as and when you scale up.

You can configure a 270393/DL360 and a 270395/DL120 as a Server Edition Primary server.
On a 270393/DL360 server you can add 500 users and on a 270395/DL120 server you can
add 250 users. For more information about capacity and specifications, see IP Office Server
Edition Reference Configuration document.

Installing or upgrading IP Office Server Edition server

You can install or upgrade the IP Office Server Edition manually using the install DVD. If you
have purchased a pre-installed IP Office Server Edition server, then you can skip this step and
proceed to Configuring IP Office Server Edition using the ignition process.

Before you begin

You need IP Office Server Edition installation DVD and IP Office Server Edition server.

O Tip:
You can order the latest version of the IP Office Server Edition installation DVD from Avaya
or download the latest version from http:// support.avaya.com.

For more information about the specification of the server, see IP Office Server Edition
Reference Configuration guide.

About this task

© Note:

In this installation process the system purges everything that is already on the server
including the operating system and all user data.

Deploying IP Office Server Edition Solution December 2012 13
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Installing IP Office Server Edition server

To install or upgrade the IP Office Server Edition:

Procedure

1.

Insert the installation DVD in the DVD drive of the of the IP Office Server Edition
server.

Restart the |IP Office Server Edition server.

O Note:

To restart the IP Office Server Edition server, always use Web Control. For more
information, see Restart the server using Web Control on page 102. For a new
installation, turn off the power supply to the server.

The system restarts and boots from the Server Edition installation DVD.

© Note:

If the system does not restart or boot from the Server Edition installation DVD,
then verify the boot order in BIOS settings.

Click Change Language to select the language that you would like to use during
the installation or upgrade process.

% || What language would you like to use during the
== installation process?

Chinese(Simplified) (s532)
Dutch (Nederands)

French (Frangais)

German (Deutsch)

Italian (Italiano)
Portuguese(Brazilian) (Portugués)
Russian (Pyccekui)

Spanish (Espanol)

4. Click Next.
5. Select the type of keyboard you would like to use for the system.

14  Deploying IP Office Server Edition Solution December 2012
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Installing or upgrading IP Office Server Edition server

Select the appropriate keyboard for
the system.

Serbian

Serbian (latin)
Slovak (qwerty)
Slavenian

Spanish

Swedish

Swiss French

Swiss French {latinl)
Swiss German

Swiss German (latinl)
Turkish

.S, Intermational

Ukrainian

United Kingdom

¢ Back

6. Click Next.

7. Select the language in which you would like to read the End User License
Agreement (EULA).

8. Click OK.

9. Click Yes, | have read, understood and accepted the terms of Avaya EULA.

* Click No, I decline if you do not agree with Avaya EULA. The system cancels the
software installation process.

Deploying IP Office Server Edition Solution December 2012 15



Installing IP Office Server Edition server

End User Licence Agreement

(VAYA GLOBAL SOFTWARE LICENSE TERMS
HIS END USER LICENSE AGREEMENT (“SOFTWARE LICENSE TERMS") GOVERNS THE USE OF
(VAYA'S PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE. READ THESE
OFTWARE LICENSE TERMS CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING,
DOWMNLOADING OR USING THE AVAYA SOFTWARE (AS DEFINED BELOW). BY INSTALLING,
DOWNLOADING OR USING THE AVAYA SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU,
N BEHALF OF YOURSELF AND THE ENTITY FROM WHOM YOU ARE INSTALLING, DOWNLOADING
R USING THE SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU™ AND
“"END USER"), AGREE TO THESE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA”). IF YOU ARE
CCEPTING THESE TERMS ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU
REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE SOFTWARE
LICENSE TERMS. ANY USE OF THE SOFTWARE WILL CONSTITUTE YOUR ASSENT TO THESE
OFTWARE LICENSE TERMS (OR RATIFICATION OF PREVIOUS CONSENT). IF YOU DO NOT HAVE
UCH AUTHORITY OR DO NOT WISH TO BE BOUND BY THESE SOFTWARE LICENSE TERMS, YOU
MUST RETURN OR DELETE THE SOFTWARE WITHIN TEN (10) DAYS OF DELIVERY FOR A REFUND
F THE FEE. IF ANY, YOU PAID FOR THE LICENSE OR IF SOFTWARE IS ACCESSED
ELECTRONICALLY, SELECT THE "DECLINE™ BUTTON AT THE END OF THESE SOFTWARE LICENSE
RMS.
. Scope. These Software License Terms are applicable to anyone who downloads and/for installs Avaya Software,
purchased from Avaya Inc.. any Avaya Affillate, or an authorized Avaya reseller (as applicable) under a commercial
greement with Avaya or an authorized Avaya reseller ("Agreement”). Unless otherwise agreed to by Avaya in
riting, Avaya does not extend this license if the Software was obtained from anyone other than Avaya, an Avaya Li

|

® |Yes, | have read, understood and accepted the terms of the Avaya EULA|
Change Language I
O No, | decline

4 Back | W Next |

10. Click Next.
The system prompts you to install or upgrade. If you are installing IP Office Server
Edition on a server in which IP Office Server Edition is already installed, then the
system displays the details of the applications that are already installed on a IP
Office Server Edition server. The system also displays the details of the applications
that the system will install.

Related topics:
Installing IP Office Server Edition server on page 17
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (V2) on page 37
Adding a Server Edition Expansion System (L) on page 39
Operating system support on page 52
Adding a license on page 52
Configuring IP Office Server Edition systems in Avaya one-X Portal for IP Office on
page 69
Upgrading the components in the IP Office Server Edition Solution on page 97
Upgrading the system using a DVD on page 98
Restarting the server using Web Control on page 102

Deploying IP Office Server Edition Solution December 2012
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Installing or upgrading IP Office Server Edition server

Installing IP Office Server Edition server

Before you begin

Ensure that you have completed all the steps in Installing or upgrading IP Office Server Edition
server on page 13.

About this task
To install the IP Office Server Edition:

Procedure
1. Select Install if you want the system to replace the applications that are already
installed.
2. Click Next.
3. Do one of the following:
* Select Yes if you want to continue with the installation.
* Select No if you do not want to continue with the installation.

 Select Advanced if you want to configure addition settings such as hardware
partitioning.

Install confirmation

Installation will overwrite your hard disk.
Do you want to continue?

© fres|

) No
(O Advanced

-« Back + Next
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4. Click Next.

5. Type the name of the IP Office Server Edition server in the Hostname field.

The system identifies the IP Office Server Edition by the name that you type in the
Hostname field. The server advertises this name in the network. Ensure that the
Hostname is unique within the network domain. It can be a string of characters that
is 63 characters in length. The characters can be upper case or lower case letters
Athrough Z, digits 0 through 9, the minus sign (-), and the period (.).

6. Click Configure Network.
= Please name this computer. The

“mw hostname identifies the computeron a
— network.

Hostname: |Midsize-Server

& Wiredl “a Wireless | ' Mobile Broadband | @ vPN | DsL

Name Last Used = Add |
System eth0 =

Edit... I

Delete... |

€ close |

 Configure Network |

o Back wp Next

The system displays the network interfaces that are connected to the IP Office
Server Edition in the Network Connections window.

© Note:

You cannot configure the VPN network interfaces using the VPN tab in IP Office
Server Edition.

7. Select the network connection that the system has identified.

« To edit the configuration of the network connection click Edit. You can assign
the IP address for the network connection using the DHCP.

» To delete the network connection click Delete.

The default configuration settings for the network connection for System eth0 are
as follows:
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« Connection name: System ethO
* I[P address: 192.168.42.1

* Netmask: 255.255.255.0

» Gateway: 0.0.0.0

The default configuration settings for the network connection for System ethl are
as follows:

» Connection name: System ethl

* I[P address: 192.168.43.1

* Netmask: 255.255.255.0

» Gateway: 0.0.0.0
8. Click Close to close the Network Connections window.
9. Click Next.

10. Type the password for the root user in Root Password field.

i| the system. Enter a password for the root

ﬁj The root account is used for administering
USEr,

Root Password: [---------

gonﬁrm: lsoonnnton

= Back . Next

11. Retype the password in the Confirm field.
The system displays a warning message if the strength of the password is weak.
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© Note:

Make a note of the password that you set for root user because you cannot
recover or reset the password for a root user later during the installation, if you
forget the password.

12. Click Next.

The system displays the progress of the installation. The installation process can
take up to 30 minutes

Result
The system displays a message if the installation or upgrade is complete.

Congratulations, your CentOs installation is complete.

Please reboot to use the installed system. Note that updates may be
available to ensure the proper functioning of your system and installation

of these updates is recommended after the reboot.

| oot |

Next steps

Remove the installation DVD from the DVD drive and click Reboot. Log in to the sever using
the web browser on another computer in the network.
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Configuring IP Office Server Edition using the ignition
process

The system displays the Ignition menu the first time you log into the Web Control of the Linux
based IP Office Server Edition server. You can set and confirm various key settings such as
the role of the server. For example, you can set the role of the server as primary, secondary,
expansion, or Avaya one-X® Portal for IP Office.

© Note:

You can run the Ignition process only once and you cannot rerun the Ignition process unless
you re-install the server completely.

If the Ignition process is not completed. For example, if you click the Cancel button. The
system displays the Ignition menu when you login the next time.

© Note:

The default configuration settings for an Avaya server on which IP Office Server Edition is
already installed is as follows:

* DHCP Mode: Off

* IP address (ethO/LAN1): 192.168.42.1

* IP address (eth1/LAN2): 192.168.43.1

* Netmask: 255.255.255.0

* Gateway: 0.0.0.0

* Hostname: The ethO MAC address of the server
* DNS1: Blank

* DNS2: Blank

* Root Password: Administrator

The default configuration settings for the server on which you install the IP Office Server
Edition manually are the values that you set during the installation process.

Before you begin

You can access the Web Control using a variety of browsers. Some of the browsers that you
can use to access Web Control are:

« Internet Explorer version 8 and version 9
* FireFox version 13
» Google Chrome version 18
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« Opera version 11
« Safari version 5

O Note:
You must not access Web Control using the mobile versions of these browsers.

About this task
To start the ignition process:

Procedure

1. On a client computer, start the browser and type https://<IP address of IP Office
Server Edition>: 7070

AVAYA

IP Office Server Edition 5.1

CentO> release 6.1 (Final)

Please log an.
Logaon:
Passwaord:
Language: | English w

SID: 02b18ad18ec? 1 efb2 dd9 13 b2 7T 626 co2 71 o Prin

—

Ladgin

Change passward

22012 Avava Inc. Al rights reserved
ey ELILA,

The system displays the SID of the IP Office Server Edition server only when you
log in for the first time using the browser. You can also select the language in which
you want to proceed with the ignition process.

2. Log in as Administrator.

The user name is Administrator and the default password is Administrator. You must
change the default password later to ensure that the system is secure.

The system displays the introduction page.
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AVAYA

¢ Introduction
Accept License
Server Type
Configure Network
Time & Companding

Change Password

Configuring IP Office Server Edition using the ignition process

IP Office Server Edition - Ignition

Welcome and thank you for purchasing IP Office Server Edition.
The following screens will guide you through the initial configuration process

Prass Next to continue.

Review Settings
| cancet [ hHex |
3. Click Next.
AVA\/A IP Office Server Edition - Ignition
Introduction i:"
AVAYA GLOBAL SOF TWARE LICENSE TERMS 7
® Accept License
REVISED: OCTOBER 2010
Server Type
THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE
Conlpam Mtk TERMS") GOVERNS THE USE OF AVAYA'S PROPRIETARY
SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE. READ
Time & Companding THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR
ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE
Change Password AVAYA SOFTWARE (AS DEFINED BELOW). BY INSTALLING.
DOWNLOADING OR USING THE AVAYA SOFTWARE, OR
R AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
siten Seu YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU™ AND “END USER"),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE ("AVAYA'). IF YOU ARE ACCEPTING
THESE TERMS ON BEHALF OF A COMPANY OR OTHER LEGAL —
[v] 1 Agree Print EULA
| cancel | |  Decine || Nex |
4. In the Accept License page select | Agree.
Deploying IP Office Server Edition Solution December 2012
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5. Click Next.
AVAyA IP Office Server Edition - Ignition
Intreduction ® Primary Ef:-ilt'!':S.:.:U-f‘ one-X ‘_'.":.'f::c'rl and ‘.-'z:-.i.'-:r‘_‘ai. .’I'-jr:-

Accept License

Enahlas Cors Vi 1 Bro
& Server Type Secondary Enables Core and Voicemail Pro

Configure Network

Expansion Enables Core only.
Time & Companding e nide ”

Change Password

one-X Portal Enables one-X Portal only

Review Settings

& Using a different server specification without Avaya approval may affect

formance

Cancel Previous Hext

To go back to the previous page, click Previous. If you do not want to proceed with
the ignition process click Cancel.

6. In the Server Type page select the role of the server.

© Note:

You cannot reset the type of server that you select after the ignition process is
complete.

7. Click Next.
The system displays the default network configurations. Ensure that the network
configuration details match that of the server for which assigned the role, else
update the network configuration details.
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AVAyA IP Office Server Edition - Ignition

) Network interface: ethD
Introduction

Assign IP Address:

A Li
ceops icense Automatic (DHCP)

Server Type IP Address 192 168.1.5

Netmask 2552552550
¢ Configure Network

Time & Companding Assign System Gateway:

Change Password i 182610

Review Setings Assign DNS Servers:
Automatic (DHCP)
Primary DNS
Secondary DNS:
Hostname Midsize-Server
Cancel Previous Next

8. In the Configure Network page click Next.

AVAyA IP Office Server Edition - Ignition

Introduction Use NTP 7
Accept License NTP Server 0.poclntp.org
Date/Time: 2012-04-05 117 52
Sevelype Timezone Europe/London -
Configure Network
® Time & Companding Companding i
Change Password 2 Adaw
Review Settings
Cancel | Previous | Next

9. Inthe Time & Companding page:
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a. Select Use NTP.

© Note:

The system displays the Use NTP option in the Time & Companding page

only when you assign the role of a server as Avaya one-X® Portal for IP Office

or primary server. Ensure that you select Use NTP for the primary server.
b. Select the type of Companding.

© Note:

The system does not display the Companding option in the Time &

Companding when you assign the role of a server as Avaya one-X® Portal
for IP Office.

Typically p-law is for North America and Japan, A-law in Europe and other
parts of the world. If you are not sure about the option that you need to select,
please consult your service provider.

c. Click Next.

AVAyA IP Office Server Edition - Ignition

Introduction

Accept License

Seven lyje @ Change password
Configure Network
o + yorad
Time & Companding New Password (s
Password cor equiramants
# Change Password RSO COMpMOmY [acuireianms
Review Settings » must contain at least 8 characters
= « maximum character sequence length must be 4
Cancel Previous Next

10. In the Change Password page:

* Select Use existing password.

© Note:

Change the password to ensure that the system is secure. However, to
ensure that the Administrator password is in sync with the other passwords
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of IP Office Server Edition Solution Avaya recommends that you change the
password after configuring the IP Office Server Edition server.

« To change the existing password:

a. Select Change password.
Type a password in the New Password field.
c. Retype a password in the New Password (verify) field.

Ensure that the password you type confirms to the requirements that are
specified under Password complexity requirements.

© Note:

You can also change the password and the password complexity
requirements anytime after the ignition process using the Web Control
Panel.

d. Click Next.

The system displays the details of the IP Office Server Edition server.

You can review the settings that you selected during the ignition process. To print
the details of the IP Office Server Edition server, click Print.

AVAyA IP Office Server Edition - Ignition

Introduction

Accept License
Server Type
Configure Network
Time & Companding
Change Password

i Sedti & Savin twork settr
¢ Review Settings s g et settings

11. Click Apply.
The system commits the settings after you click, Apply.
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Result
The server restarts and the system displays the Web Control login page.

Next steps
Launch IP Office Server Edition Manager.

Launching IP Office Server Edition Manager

You can launch IP Office Server Edition Manager using the Web Control of the IP Office Server
Edition server. In an IP Office Server Edition Solution where you have configured a Server
Edition Secondary for resilience, you cannot launch IP Office Server Edition Manager using
the Web Control of the Server Edition Secondary server, unless the Server Edition Primary
server is down.

© Note:

When you launch IP Office Server Edition Manager using the Web Control of the Server
Edition Secondary server, you can manage only the systems that are online. After the Server
Edition Primary server is up, you must synchronize the offline and online configurations.

Before you begin

To launch IP Office Server Edition Manager using Web Control install the Java Runtime
Environment (JRE) Oracle version 1.6.x or 1.7.X

About this task
To launch the IP Office Server Edition Manager using the Web Control:

Procedure

1. Log in as Administrator.
2. Inthe Home tab click Manage.

Result

The system checks if the IP Office Server Edition Manager and Voicemail Pro client is not
installed. The system also checks for the version of the IP Office Server Edition Manager and
Voicemail Pro client that is installed. The system prompts you to download and install the latest
version of IP Office Server Edition Manager and Voicemail Pro client:

« If version of the IP Office Server Edition Manager and Voicemail Pro client is not the
latest.

« If IP Office Server Edition Manager and Voicemail Pro client is not installed.
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Next steps

« Click Yes if you want to launch the current version IP Office Server Edition Manager that
the system has detected.

» Download the latest version of IP Office Server Edition Manager that the system displays
and install IP Office Server Edition Manager.

© Note:
In the final step of the installation process, do not select the run Manager option.

Restart the browser after installing IP Office Server Edition Manager.

After you install the IP Office Server Edition Manager, to launch the IP Office Server
Edition Manager directly from a personal computer, select Start >Programs >IP Office
>Manager.

Related topics:
Operating system support on page 52
Upgrading the components in the IP Office Server Edition Solution on page 97
Upgrading the system using a DVD on page 98
Restarting the server using Web Control on page 102

Configuring IP Office Server Edition server using IP Office
Server Edition Manager

This is the third and final stage in commissioning the IP Office Server Edition using the initial
configuration utility in the IP Office Server Edition Manager.

© Note:

You do not have to have to configure the Avaya one-X® Portal for IP Office using the initial
configuration utility in the IP Office Server Edition Manager.

About this task
To configure IP Office Server Edition using IP Office Server Edition Manager:

Procedure

1. Launch IP Office Server Edition Manager.
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30

2. Set the configuration of IP Office Server Edition server in Avaya IP Office Initial
Configuration window.

System Type (=) Server Edition Primary

Retain Configuration Data [~
Systenn Name 0050568 907F D
Locals Urated States LIS Englizh) w

Services Device D

LAM Interface (=) LaN1 ) LANZ

IF Addeess 198 . 168 1 5

IF Mask 25 255 255 i}

Gateway 158 168 1 1

DHCP Mode

(%) Serves O Client () Dicabled
Semver Edition Secondary 0 0 0 0

DNS Server 0 0 0 i}

[ Save | I Reszet | | Clos= I

Set the System Type as Server Edition Primary, Server Edition
Secondary, or Server Edition Expansion.

Select Retain Configuration Data to retain the existing configuration data.

If you do not select Retain Configuration Data, the system sets the default
Set the name to identify the system in the System Name field.

Typically to identify the configuration by the location or the name of the
company. The Gatekeeper feature uses this name to identify the system. The
name must be unique within any network of system. The System Name field
is unique and you cannot use characters such as <, >, |, \0, :, *, ?, . or /.

Set the default telephony and language settings for the system in the Locale
field.

Set the device IP of the system in the Services Device ID field.

The system displays this ID for the system in the Server Edition and System
Inventory pages.

Select the LAN interface for the system in the LAN Interface section.

Set the IP address of the server in the IP Address field.

Set the IP mask address of the server in the IP Mask field.

Set the gateway address of the server in the Gateway field.

Set the DHCP Mode.
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k. Type the IP address of the Server Edition Secondary server in the Server
Edition Secondary field.

I.  Type the IP address of the DNS server in the DNS Server field.
m. Click Save to save the configuration details that you set for the system.
For more details about setting the initial configuration in IP Office Server Edition

Manager, see the Initial Configuration Menus section of the IP Office Manager
document.
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Chapter 3: Provisioning Server Edition
Secondary server

Server Edition Secondary server

The Server Edition Secondary is an optional server where you can add an additional 500 users,
IP trunking, and 128 conference channels. The secondary server provides resilience to the
users, phones, hunt groups and voicemail configured on the primary server. The secondary
server also provides resilience to the users and phones configured on an expansion system.
The secondary server is the management access point when the primary server is offline.

You can configure a 270393/DL360 and a 270395/DL120 as a Server Edition Secondary.

© Note:

You must configure both the Server Edition Primary and Server Edition Secondary on either
HP DL360G7 or HP DL120G7. You cannot have a combination of HP DL120G7 and HP
DL360G?7.

For more information about capacity and specifications, see IP Office Server Edition Reference
Configuration document.

Adding a Secondary server
Before you begin

1. Install the IP Office Server Edition on the server that you want to add as a Server
Edition Secondary server. If you have purchased a pre-installed IP Office Server
Edition server, then you can skip this step and proceed to Configuring IP Office
Server Edition using the ignition process

2. Set the role of the server as Secondary server in the ignition process.

3. Launch IP Office Server Edition Manager from the Web Control of the Server Edition
Primary server.

About this task

To add a Secondary server to IP Office Server Edition Solution using the IP Office Server
Edition Manager:
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Procedure

1. Click Secondary Server in the Add section of the Server Edition window.

2. Enter the IP address of the Secondary server or browse for the secondary server
in the Add Secondary Server dialog box.
3. Click OK.

If you have not configured a Server Edition Secondary server, then you can create
an offline configuration. The system saves a copy of offline configuration in Server
Edition Primary server. After you configure the Server Edition Secondary server,
you can select the offline configuration that you saved.

* Click Yes if you want to create an offline configuration for the system.
* Click No if you do not want to create an offline configuration for the system.
* Click Discard if you do not want to add the configuration of the system.

For more information on creating an offline configuration, see the IP Office Manager
document.

Result
The system displays the details of the Secondary server in the Server Edition window.

O Note:

When you configure the Server Edition Secondary server online, the system displays the
status of the device as green in the Server Edition window. For more information on device
and link status, see the IP Office Manager document.

When you add a Server Edition Secondary or a Server Edition Expansion System, you must
administer Avaya one-X® Portal for IP Office to connect to the new system. For more
information, see the Configuring IP Office Server Edition systems in Avaya one-X® Portal
for IP Office section of this document.

Next steps
Add the licenses for the Server Edition Secondary server.

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Adding a Server Edition Expansion System (V2) on page 37
Adding a Server Edition Expansion System (L) on page 39
Adding a license on page 52

Configuring IP Office Server Edition systems in Avaya one-X Portal for IP Office on
page 69
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Removing a Secondary server
Before you begin

*» Ensure that there are no active calls.
« Ensure that Voicemail Pro is not active on the Server Edition Secondary server.

Use Voicemail Pro client and switch the Voicemail Pro to the Server Edition Primary
server.

» Ensure that phones and users are not active on the Server Edition Secondary server.

Use the System Status Application and switch the phones and users to the Server Edition
Primary server.

About this task

To remove a secondary server that is a part of IP Office Server Edition Solution using IP Office
Server Edition Manager:

Procedure

1. In the Server Edition window, right-click secondary server.
2. Select Remove.

3. Click Yes to confirm.
The system reboots the secondary server that you removed from the IP Office
Server Edition Solution.

Result
The system does not list the secondary server in the Server Edition window.

Next steps
Save the changes that you made to the configuration.

© Note:

If you do not save the configuration, when you reopen the configuration, the system lists the
secondary server in the Server Edition window, and the status of the Primary Link as
Primary to Secondary.
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Chapter 4: Provisioning a Server Edition
Expansion System

Server Edition Expansion System

The Server Edition Expansion System is an adjunct call system that you can add to a Server
Edition Primary. The Server Edition Expansion System can be a Server Edition Expansion
System (V2) that uses the IP500 V2 hardware or Server Edition Expansion System (L) that is
based on the HP DL120G7 hardware. Server Edition Expansion System (L) supports only IP
network and a maximum of an additional 500 users. The Server Edition Expansion System
(V2) supports both analogue, TDM and IP networks, a maximum of an additional 384 users,
and data features such as IP routes, NAT, Firewall, and IPsec. You can add up to 30 expansion
systems to Server Edition Primary server and it can be any combination of Server Edition
Expansion System (V2) or Server Edition Expansion System (L).

Adding a Server Edition Expansion System (V2)
Before you begin

1. Install the IP Office Server Edition on the server that you want to add as a Server
Edition Expansion System server. If you have purchased a pre-installed IP Office
Server Edition server, then you can skip this step and proceed to Configuring IP
Office Server Edition using the ignition process

2. Set the role of the server as Expansion server in the ignition process.

3. Launch IP Office Server Edition Manager.

4. Configure the server using the initial configuration utility of the IP Office Server
Edition Manager.

O Note:

You can convert an existing IP500 V2 to Server Edition Expansion System (V2). For more
information on converting an IP500 V2 to Server Edition Expansion System (V2), see the
IP500 V2 Conversion section of the IP Office Manager document.
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You can also configure the server using the initial configuration utility of the IP Office Server
Edition Manager, save the configuration as offline and then configure the server using the
ignition process.

About this task

To add a Server Edition Expansion System (V2) to IP Office Server Edition Solution using the
IP Office Server Edition Manager:

Procedure

1. Click Expansion System in the Add section of the Server Edition window.

2. Enter the IP address of the expansion system or browse for the expansion system
in the Add Expansion System dialog box.

3. Click OK.

If you have not configured a Server Edition Expansion System server, then you can
create an offline configuration. The system saves a copy of offline configuration in
Server Edition Primary server. After you configure the Server Edition Expansion
System server, you can select the offline configuration that you saved.

* Click Yes if you want to create an offline configuration for the system.
* Click No if you do not want to create an offline configuration for the system.
* Click Discard if you do not want to add a configuration for the system.

For more information on creating an offline configuration see the IP Office Manager
document.
4. Configure the expansion system using the initial configuration utility.

For more details about setting the initial configuration in IP Office Server Edition
Manager, see the IP Office Manager document.

Result

The system displays the details of the new Server Edition Expansion System in the Server
Edition window.

© Note:

When you configure the Server Edition Expansion System server online, the system displays
the status of the device as green in the Server Edition window. For more information on
device and link status, see the IP Office Manager document.

When you add a Server Edition Secondary or a Server Edition Expansion System, you must
administer Avaya one-X® Portal for IP Office to connect to the new system. For more
information, see the Configuring IP Office Server Edition systems in Avaya one-X® Portal
for IP Office section of this document.

Next steps
Add the licenses for the Server Edition Expansion System server.
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Adding a Server Edition Expansion System (L)

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (L) on page 39
Adding a license on page 52

Configuring IP Office Server Edition systems in Avaya one-X Portal for IP Office on
page 69

Adding a Server Edition Expansion System (L)
Before you begin

1. Install the IP Office Server Edition on the server that you want to add as a Server
Edition Expansion System server. If you have purchased a pre-installed IP Office
Server Edition server, then you can skip this step and proceed to Configuring IP
Office Server Edition using the ignition process

2. Set the role of the server as Expansion server in the ignition process.
3. Launch IP Office Server Edition Manager.

4. Configure the server using the initial configuration utility of the IP Office Server
Edition Manager.

About this task

To add a Server Edition System (L) to IP Office Server Edition Solution using the IP Office
Server Edition Manager:

Procedure

1. Click Expansion System in the Add section of the Server Edition window.

2. Enter the IP address of the expansion system or browse for the expansion system
in the Add Expansion System dialog box.

3. Click OK.

If you have not configured a Server Edition Expansion System server, then you can
create an offline configuration. The system saves a copy of offline configuration in
Server Edition Primary server. After you configure the Server Edition Expansion
System server, you can select the offline configuration that you saved.

* Click Yes if you want to create an offline configuration for the system.
* Click No if you do not want to create an offline configuration for the system.
* Click Discard if you do not want to add a configuration for the system.

For more information on creating an offline configuration see the IP Office Manager
document.

Deploying IP Office Server Edition Solution December 2012 39



Provisioning a Server Edition Expansion System

4. Configure the expansion system using the initial configuration utility.

For more details about setting the initial configuration in IP Office Server Edition
Manager, see the IP Office Manager document.

Result

The system displays the details of the new Server Edition Expansion System in the Server
Edition window.

© Note:

When you configure the Server Edition Expansion System server online, the system displays
the status of the device as green in the Server Edition window. For more information on
device and link status, see the IP Office Manager document.

When you add a Server Edition Secondary or a Server Edition Expansion System, you must
administer Avaya one-X® Portal for IP Office to connect to the new system. For more
information, see the Configuring IP Office Server Edition systems in Avaya one-X® Portal
for IP Office section of this document.

Next steps
Add the licenses for the Server Edition Expansion System server.

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (V2) on page 37
Adding a license on page 52

Configuring IP Office Server Edition systems in Avaya one-X Portal for IP Office on
page 69

Removing an expansion system

Before you begin
Ensure that there are no active calls in the expansion system.

About this task

To remove an expansion system that is a part of IP Office Server Edition Solution using IP
Office Server Edition Manager:

Procedure

1. In the Server Edition window, right-click the expansion system that you want to
remove.
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Server Edition Expansion System (V2) versus Server Edition Expansion System (L)

2. Select Remove.

3. Click Yes to confirm.
The system reboots the expansion system that you removed from the IP Office
Server Edition Solution.

Result

The system does not list the expansion system that you removed in the Server Edition
window.

Next steps
Save the changes that you made to the configuration.

O Note:

If you do not save the configuration, when you reopen the configuration, the system lists the
expansion system in the Server Edition window, and the status of the Primary Link as
Primary to System.

Server Edition Expansion System (V2) versus Server Edition

Expansion System (L)

The following table compares the key features in Server Edition Expansion System (V2) and
Server Edition Expansion System (L).

Feature

Server Edition
Expansion System
(V2)

Server Edition
Expansion System

(L)

Server Edition
Expansion System
(L) Comments

Operating system

IP Office OS — Multos

Linux Centos

SIP (max 125)
H.323 (max 125)

Endpoint Support Maximum 384 from: | Maximum 500 from: | Analogue supported
Analogue SIP through SIP ATA
Digital H.323
SIP IP DECT
H.323 Wi-Fi
IP DECT
Wi-Fi

Trunk Support Analogue (max 204) | Maximum 250/125 Analogue supported
T1/E1 CAS (max 8) | from: through SIP ATA
T1/E1 PRI (max 8) SIP 250 is for DL360
So/To BRI (max 16) | H.323 125 is for DL120

IP trunk capacity is
registered trunks, not
channels
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Feature

Server Edition
Expansion System

Server Edition
Expansion System

Server Edition
Expansion System

(V2) (L) (L) Comments

Media Server/ Provided by Integrated media Media channels used
Processing additional DSP server: for

(VCM) modules. Up to 1400 logical - 2 party calls

Up to 148 physical media channels - conferencing

DSP channels - transcoding
Codecs G.711 Almu G.711A/mu

G.729a/b G.729a

G.723 G.722

G.722

T.38

Conferencing

Base platform DSP:
128 Conference
channels, 64 party
maximum

Integrated media
server:

128 Conference
channels, 64 party
maximum

Administration

IP Office Manager
Web Management

IP Office Manager
Web Management

Web Management
used for on-boarding

System Manager Web Control
(B5800)
Licensing ID SD Card System ID
Can be moved Fixed to hardware
IPSec/L2TP/PPP Supported Not supported
CTlI WAV Supported Not supported CTI Pro is supported
LAN 1/LAN 2 See, IP Office Server | See, IP Office Server

Edition LAN support
section

Edition LAN support
section

PKI trust domains

Not supported in
Server Edition
Supported only in
Essential/Preferred/
B5800

Not supported

Certificate
management or PKI
not supported on
Web Control

Music On Hold Analogue extn input | Wav file Wav directory up to
Audio jack Wav directory 255 files
Wav file Beep
Beep
Rated performance
Call processing 7200 14400 (DL360) 7,200 with one-X
(BHCC) 7200 (DL120) Portal users active
Maximum concurrent | 384 500

direct media calls
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Configuration data

Feature

Server Edition
Expansion System

Server Edition
Expansion System

Server Edition
Expansion System

(V2) (L) (L) Comments
Maximum concurrent| 60 256 (DL360)
RTP Relay calls 128 (DL120)
Maximum concurrent | 120 n/a
TDM<> IP calls
Maximum concurrent| 74 (148/2) 256 (DL360) Maximum concurrent

transcoding calls

transcoding calls

Configuration data

You can migrate a Server Edition Expansion System (V2) and run the ICU on existing systems

without reapplying the configuration data, and you can also retain maximum possible

configuration areas.

O Note:

Only experienced technicians should attempt to convert configuration settings using CSV
import or export . Avaya recommends you to use ICU for all conversions.

The following table lists what the system retains and modifies, and what you should use when
manually converting a configuration using CSV import or export:

Deploying IP Office Server Edition Solution

Config ICU ICU Migration Potential SE Comments
Area | Operation| Operation be migration Manager
: ‘Retain | :‘Retain | allowed? issues Detect/
cfg’ not cfg’ Correct?
checked | checked
System | Numerou | Numerous | Partial Resets Server | No Should not
s change | change, Edition mode allow whole
same as system
default settings to
be
migrated.
Removes many | Some The only
ICU changes way to
that resultin the preserve
following settings
issues: within the
ol . system
Licensing record is to
* Network use the ICU
« Directory onalive
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Config ICU ICU Migration Potential SE Comments
Area | Operation| Operation be migration Manager
: ‘Retain | : ‘Retain | allowed? issues Detect/
cfg’ not cfg’ Correct?
checked | checked
« Time configuratio
n. Sets only
* Server necessary
Edition mode values.
Line All IP All SCN Partial No SCN trunks | Yes Serious
trunks trunks allowed issues can
removed. | removed. arise.
Ezirt\i/g; Ezrt\(grr] Line_nur_nbering Yes Line _
SCN SCN duplication renumbe_r is
trunks trunks \?v(i)és?:]ultlfn
added added Office
Manager.
No Analog/ Only if
Digital on Linux Server
Edition
Expansion
System
(V2) to
Server
Edition
Expansion
System (L)
is
considered.
Unit No No No None — unit No Pointless
entries are migration.
regenerated
Extensio | IP No Yes Duplicate Yes Resolvable
n extension extension in Server
s deleted numbers Edition
Analog/ manager.
digital .
Extension Dupllcz?lte Yes Resolvable
S un- extension IDs in Sgrver
numbered Edition
manager.
No Analog/ Only if
Digital on Linux Server
Edition
Expansion
System
Deploying IP Office Server Edition Solution
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Configuration data

Config
Area

ICU
Operation
: ‘Retain
cfg’ not
checked

ICU
Operation
: ‘Retain
cfg’
checked

Migration

allowed?

be

Potential
migration
issues

SE
Manager
Detect/
Correct?

Comments

(V2) to
Server
Edition
Expansion
System (L)
is
considered.

User

All users
deleted

No
changes

Yes

Duplicate user
names

Yes

Resolvable
in Server
Edition
managetr.

Duplicate user
extns

Yes

Resolvable
in Server
Edition
manager.

CCR Agent
settings

Yes

Resolvable
in Server
Edition
manager.

Hunt
Group

Delete all -
Except on
Primary

Delete all

No

Non SCN hunt
groups not
supported

Yes

Hunt groups
only on Primary

Yes

Short
code

Feature
codes
deleted -
Except on
Primary

No
changes

Yes

Existing global
feature Short
codes stop
being global

Depends

The system
removes
any
common
feature
short code
that is not
part of the
migrated
configuratio
n.
Resolvable
in Server
Edition
managet. If
Server
Edition
manager is
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Config ICU ICU Migration Potential SE Comments
Area | Operation| Operation be migration Manager
: ‘Retain | : ‘Retain | allowed? issues Detect/
cfg’ not cfg’ Correct?
checked | checked

in
‘Consolidat
ed’ mode,
the system
prompts
you to
synchronize
the
common
items in the
Server
Edition
Primary
server.

RAS No No Yes
changes | changes

ICR Delete all | No Yes Existing global | Depends | The system
changes ICRs stop removes
being global any
common
ICR that is
not part of
the
migrated
configuratio
n.
Resolvable
in Server
Edition
manager. If
Server
Edition
manager is
in
‘Consolidat
ed’ mode,
the system
prompts
you to
synchronize
the
common
items in the
Server
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Configuration data

Config
Area

ICU
Operation
: ‘Retain
cfg’ not
checked

ICU
Operation
: ‘Retain
cfg’
checked

Migration
be
allowed?

Potential
migration
issues

SE
Manager
Detect/
Correct?

Comments

Edition
Primary
server.

License

Delete all

No
changes

Yes

Some licenses
are not
supported

Yes, after
itis saved
and
loaded
from IP
Office.

Resolvable
in Server
Edition
managetr.

Time
Profile

Delete all

No
changes

Yes

Existing global
Time Profiles
stop being
global

Depends

Server
Edition
manager
allows per
device Time
Profiles, the
system
removes
any Time
Profile that
maps to a
common
device.
Resolvable
in Server
Edition
manager. If
Server
Edition
manager is
in
‘Consolidat
ed’ mode,
the system
prompts
you to
synchronize
the
common
items in
Server
Edition
Primary
server.
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Config ICU ICU Migration Potential SE Comments
Area | Operation| Operation be migration Manager
: ‘Retain | : ‘Retain | allowed? issues Detect/
cfg’ not cfg’ Correct?
checked | checked

Firewall | No No Yes Only for
Profile changes | changes Office
Server
Edition
Expansion
System
(V2) does
not support
Server
Edition
Expansion
System (L).

IP Route | Add Add Yes
gateway | gateway
route route

User Delete all-| No Existing global | Depends | Server
Rights Except on | changes user rights stop Edition
Primary being global manager
allows per
device user
rights, the
system
removes
any Time
Profile that
maps to
common
user rights.
Resolvable
in Server
Edition
manager. If
Server
Edition
manager is
in
‘Consolidat
ed’ mode,
the system
prompts
you to
synchronize
the
common
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Configuration data

Config
Area

ICU
Operation
: ‘Retain
cfg’ not
checked

ICU
Operation
: ‘Retain
cfg’
checked

Migration
be
allowed?

Potential
migration
issues

SE
Manager
Detect/
Correct?

Comments

items in
Server
Edition
Primary
server.

E911

No
changes

No
changes

No

E911 not
formally
supported

ARS

Add
default
entry for
primary/
secondar
y

Add
default
entry for
primary/
secondary

Yes

Existing Call
routing

No

Resolvable
in Server
Edition
manager.

Security
Settings

Increase
security
level

Increase
security
level

Yes

ICU may not
work if PKI trust
domain active

No

PC running
ICU would
require to
be in PKI
trust
domain.
May have to
be changed
manually if
security
setting
extensively
modified.

Call log

No
changes

No
changes

Yes

No

Internal
‘configurati
on'’ file on
SD Card
mapped to
users. Not
deleted on
upgrade or
change of
mode from
Standard to
Server
Edition.

DHCP
allocatio
n

No
changes

No
changes

Yes

No

Internal
‘configurati
on’ file on
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Config ICU ICU Migration Potential SE Comments
Area | Operation| Operation be migration Manager
: ‘Retain | : ‘Retain | allowed? issues Detect/
cfg’ not cfg’ Correct?
checked | checked
SD Card
containing
DHCP
allocations.
Not deleted
on upgrade
or change of
mode from
Standard to
Server
Edition.
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Chapter 5: Configuring IP Office Server
Edition Solution

IP Office Server Edition Solution

After you configure all the required components in an IP Office Server Edition Solution use the
IP Office Server Edition Manager to manage and configure additional settings.

A Warning:
You should ensure the Multi-Site Network (SCN) links between Server Edition devices are
either all LAN1, or all LANZ2. Failure to adhere to this can reduce efficiency and limit some
functionality. Additionally, full application and telephony functionality is available through
LAN1 for all Linux servers. There is limited access through LANZ2 for one-X Portal client
voicemail playing and launch of IP Office Manager from Web Control. For more information,
see |IP Office Server Edition LAN support section of this guide.

AWarning:

You must run the CLI commands only if you are an Avaya support personnel. You must not
install any third party applications on IP Office Server Edition components.

IP Office Server Edition Manager

IP Office Server Edition Manager is an application that you can use to manage all the
components of IP Office Server Edition Solution. You can launch the IP Office Server Edition

Manager using the Web Control.

This chapter covers only some of the key settings that you need, to configure for the IP Office
Server Edition server using the IP Office Server Edition Manager. For example:

* Adding licenses
* Getting the System ID (SID)
* On boarding the IP Office Server Edition server

* Activating resilience
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« Adding users, extensions, hunt groups
« Creating and applying templates

O Note:

For more information about the default Initial Configuration Utility, obtaining the licenses,
configuring Incoming call routing, Outgoing call routing, setting time profiles, System
directory, administering the system offline, setting up resilience, creating users, extensions,
hunt groups using the auto create option, configuring the security settings, converting an
existing IP500 V2 system to Server Edition Expansion System (V2), see the IP Office Server
Edition Mode section of the IP Office Manager document.

Operating system support

Server support

The following server operating systems support IP Office Server Edition Manager:
* Windows Server 2003 (32 bit only)
» Windows Server 2008 Service Pack 2 (32 and 64 bit)

Client support

The following client operating systems support IP Office Server Edition Manager:
* Windows Vista Enterprise Service Pack 2 (32 and 64 bit)
» Windows XP Professional Service Pack 3 (32 bit only)
» Windows 7 (32 and 64 bit)

Adding alicense

The license keys are unique strings based on the features that are activated and the unique
identity of the system. The unique identity for IP500 V2 expansion system is the Feature Key
serial number and the System ID for a Linux system.

Before you begin

You need one IP Office Server Edition license for Server Edition Primary, Server Edition
Secondary, and one license for each of the Server Edition Expansion System (L) and Server
Edition Expansion System (V2). You need to configure these licenses in the Server Edition
Primary server.

For more information about licenses, see the Licenses section of the IP Office Manager
document.
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Adding a license

About this task
The system recognizes the features that are active only based on the license keys. To add the
license using the IP Office Server Edition Manager:

Procedure

1. Select the system for which you want to add the license in the navigation pane.
2. Right-click License.

3. Select New.
You can also add a new license by clicking the Create a New Record icon and
selecting License in the detailed pane.

4. Type the license key in the License Key field.

5. Click OK.
The system displays the name of the license in the License Type and the status
as Unknown in the License Status fields.

6. Click the Save Configuration icon.

7. Close and reopen the configuration.
After you reopen the configuration the system displays the status as Valid in the
License Status field in the detailed pane.

Result
The system displays the new license that you added under License in the navigation pane.

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (V2) on page 37
Adding a Server Edition Expansion System (L) on page 39

Configuring IP Office Server Edition systems in Avaya one-X Portal for IP Office on
page 69
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Getting the System ID

System ID

The System ID (SID) is a unique string of characters or the serial number that the IP Office
Server Edition uses. The serial number is prefixed with FK in the physical System SD card for
IP Office Server Edition.

For Server Edition Expansion System (V2) the SID is on the SD card. For Server Edition
Primary, Server Edition Secondary, and Server Edition Expansion System (L) the SID is printed
on the label of the server case.

Getting the SID using Web Control

About this task

Each of the Server Edition systems validates the license against a single system only. You can
get the SID of the Server Edition Primary, Server Edition Secondary, and Server Edition
Expansion System (L) of a IP Office Server Edition Solution using the Web Control.

To get the SID using the Web Control:

Procedure

Log in as Administrator.
Click Settings.
Select the System tab.

Eal A

The system displays System ID (SID) and Licensing Mode in the System
Identification section.

Getting the SID using the IP Office Server Edition Manager

About this task
To get the SID:
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Using Web Manager for on boarding

Procedure

1. In the navigation pane, select the system for which you want the SID.
2. In the System tab, the system displays the SID in the System Identification
field.

For more information on using the IP Office Server Edition Manager, see the IP
Office Manager document.

Using Web Manager for on boarding

IP Office Web Management is a browser-based management application used for on boarding
the IP Office Server Edition server.

About this task
To launch Web Management using Web Control:

© Note:

You can also launch the Web Management using the IP Office Server Edition Manager. For
more information, see the IP Office Manager document.

Procedure

1. In the Home tab hover the cursor over the system for which you want to launch
Web Management.

2. Click Web Management link.

Result
The system launches Web Management in the browser.

On boarding

On boarding is a process through which you can register a system for remote support and
maintenance from Avaya. Use the IP Office Web Manager interface to do the on boarding. This
section is a short summary about on boarding.

For more details on how to configure and administer SSL VPN services, see the Avaya IP
Office SSL VPN Solutions Guide.
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Before you begin
Launch the Web Management application.

About this task
To start the on boarding process:

Procedure

1. Log in as Administrator.
The default password for Administrator is Administrator

2. On board the system.

a. Download the inventory.xml file from the system.
This file is required to register the system for support.
b. Register the system.

Register the system on the Avaya Global Registration Tool Web site and upload
the inventory file. After the system is registered, you receive an on boarding file
for the system. This file contains configuration settings for the SSL VPN service
link.

c. Upload an on boarding file.
The system uses the information within the file to update the system
configuration.

Result

After the on boarding process is complete the Avaya support team can remotely manage the
system.

Activating resilience

IP Office Server Edition Solution offers resilience to IP Office.

Before you begin

You can activate resilience only if you have configured Server Edition Secondary in IP Office
Server Edition Solution.

About this task

When you add a secondary server to IP Office Server Edition Solution, the resilience for primary
and secondary servers are active by default. However, when you add an expansion system to
the IP Office Server Edition Solution, resilience options for the expansion system are not active
by default.

You can activate resilience for users or extension configured on an expansion system to either
a Server Edition Primary or Server Edition Secondary only. You cannot split the resilience for

56 Deploying IP Office Server Edition Solution December 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying IP Office Server Edition Solution

Adding a user

an expansion system between the Server Edition Primary and Server Edition Secondary. You
cannot activate the resilience for an expansion system to another expansion system.

To activate resilience using the IP Office Server Edition Manager:

Procedure

1. Click Resilience Administration in the Server Edition window.

2. Select the resilience settings that you would like to activate in the Resilience
Administration window.

3. Click OK.

O Note:

The voice network trunk from the primary server to the secondary server retains
voicemail backup to secondary regardless of the IP Phone and hunt group
resilience that you choose. The IP Office Server Edition Manager updates the
relevant settings in device configurations.

© Note:

You can activate the resilience for an expansion system either on a primary server
or a secondary server only. You cannot activate the resilience for an expansion
system on both the primary server and secondary server.

For more information about resilience, see the Setting Up Resilience section of the
IP Office Manager document.

Adding a user

By default, no users are present on IP Office Server Edition systems. You can add a user to a
Server Edition Primary, Server Edition Secondary, or Server Edition Expansion System that
hosts the physical extension so that the users can log in to the extension to make or receive
calls.

You can configure a maximum of 500 users on each of Server Edition Primary, Server Edition
Secondary, and Server Edition Expansion System (L). You can configure a maximum of 384
users on a Server Edition Expansion System (V2).

Over an entire IP Office Server Edition Solution you can configure a maximum of 1000
users.

You can also add users using the auto create feature in IP Office Server Edition Manager. For
more information, see the Configuration Settings section of the IP Office Manager
document.
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About this task
To add a user using the IP Office Server Edition Manager:

Procedure

1. Inthe navigation pane, select the system that hosts the extension to which you want
to add a user.

2. Right-click User, and select New.

3. Enter the configuration settings for the user.

© Note:

Ensure that the user name and the extension number is unique. No two users
can have the same user name and extension numbers.

If the extension number does that you specify for a user does not match the existing
base extension number of an extension on the same system, The system prompts
you to create a new record for an H323 or SIP extension.

For more information on the configuration settings for the user, see the
Configuration Settings section of the IP Office Manager document.

4. Click OK.

Result
The system displays the new user under User in the navigation pane.

Adding an extension

An extension is associated with a base extension (directory) number and any settings of a user
with the same directory number. Users with a login code can change extensions by logging in
and out, so the directory number is not fixed to an extension. When you set a base extension
number for an extension to associate a default user of that extension when no users log in to
that extension.

You can configure a maximum of 500 extensions on each of Server Edition Primary, Server
Edition Secondary, and Server Edition Expansion System (L). You can configure a maximum
of 384 extensions on a Server Edition Expansion System (V2).

Over an entire IP Office Server Edition Solution you can configure a maximum of 1000
extensions.

You can also add extensions using the auto create feature in IP Office Server Edition Manager.
For more information, see the Configuration Settings section of the IP Office Manager
document.
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Adding a hunt group

About this task
To add an extension using the IP Office Server Edition Manager:

Procedure

1. In the navigation pane, select the system for which you want to add an extension.
2. Right-click Extension, and select New.

3. Enter the configuration settings for an extension.

For more information see the Configuration Settings section of the IP Office
Manager document.

4. Click OK.

Result
The system displays the new extension under Extension in the navigation pane.

Adding a hunt group

A hunt group is a collection of users who are accessible through a single directory number.
Any available member of the group can answer the calls to that hunt group. You can set the
order in which calls are presented to the users.

You can add a maximum of 200 hunt groups in an IP Office Server Edition Solution. You can
add a maximum of 2000 users across 200 hunt groups and in each hunt group you can add a
maximum of only 500 users.

About this task
To add a hunt group using the IP Office Server Edition Manager:

Procedure

1. In the navigation pane, select the system for which you want to add a hunt group.
2. Right-click Hunt Group, and select New.

3. Enter the configuration settings for the hunt group.

For more information on the configuration settings for hunt group, see the IP Office
Manager document.

4. Click OK.

Result
The system displays the new hunt group under Hunt Group in the navigation pane.
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Creating a template

You can create a template for users, extensions, hunt groups, services, tunnels, firewall
profiles, time profiles, IP routes, ARS forms, and lines. The system stores these templates by
default in the Server Edition Primary server. You can use these templates to add new users,
extensions, hunt groups, services, tunnels, firewall profiles, time profiles, IP routes, ARS forms,
and lines.

About this task

To create a template using the IP Office Server Edition Manager:

Procedure

1. In the navigation pane, select the profile that you would like to create.
2. Right-click the profile and select New.

3. In the detailed pane, enter the details for the profile you selected.

For more information on users, extensions, hunt groups, services, tunnels, firewall
profiles, time profiles, IP routes, ARS forms, lines and their settings, see the IP
Office Manager document.

4. Click OK.
5. Click Export as Template (Binary) in the detailed pane.

6. Save the template for the profile that you created in the default folder named
template.
Typically the default location is C:\Program Files\Avaya\IP Office
\Manager\Manager_Files\template

Applying atemplate

Before you begin

The templates for profiles such as users, extensions, hunt groups, services, tunnels, firewall
profiles, time profiles, IP routes, ARS forms, and lines must be created.

About this task

For more information about the templates and how to apply templates, see the IP Office Server
Edition mode section in the IP Office Manager document.

To apply the templates that you created for the profiles using the IP Office Server Edition
Manager:

60 Deploying IP Office Server Edition Solution December 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying IP Office Server Edition Solution

Configuring VLAN using Web Control

Procedure

1. In the navigation pane, select the profile you want to create.
2. Right-click the profile and select New from Template (Binary).

3. Select the template that you would like to apply for the profile.

To select a template from a folder where you have saved the template click Open
from file.

Result
The system displays the new profile in the navigation pane.

Configuring VLAN using Web Control

About this task
To create a Virtual LAN (VLAN) using Web Control:

Procedure

1. Select Settings > System

2. In the Network section, select the network interface where you want to create a
VLAN from the Network Interface drop-down list.

3. Click Create Subinterface.
The system displays Create New Subinterface dialog box.

4. Type the Id for the VLAN in VLAN Id field.
The Id of the VLAN that you create must be an integer between 1 and 4094.

5. Set the IP address and the subnet mask for the VLAN.

* Select Use DHCP to assign the IP address and subnet mask for the LAN
automatically using DHCP.

* Clear Use DHCP if you do not want to assign the IP address and subnet mask
for the LAN using DHCP.

i. Type the IP address of the VLAN in IP Address field.
ii. Type the subnet mask in the Subnet Mask field.
6. Click Create.
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IP Office Server Edition LAN support

There are some differences between the functionality of the LAN interfaces of the Server
Edition Expansion System (L) and IP500 V2 based Server Edition Expansion System (V2)
platforms. Some of the differences are:

* No IPsec, PPP, NAT or NAPT support on Server Edition Expansion System (L).

* No firewall or IP routing support on Linux — all traffic is routed between LAN1 and LAN2 .
In addition, the LANZ interface of the Server Edition Expansion System (L) has fewer
capabilities than LAN1.

» Avaya one-X® Portal client cannot listen to voicemail messages.

* You cannot launch thelP Office Server Edition Manager from Web Control.

*» The system cannot access the external MAPI and SMTP voicemail server through LAN2.
Use the LAN1 of Server Edition Expansion System (L) for all ethernet traffic and
disconnect LAN2.

The following table details the LAN supported features for Server Edition Expansion System
(V2) and Server Edition Expansion System (L) platforms in IP Office Release 8.1:

Feature IP500 V2 IP500 V2 Linux Linux Notes
LAN1 LAN2 LAN1 LAN2
Interface
L1-L4
Interface 7 < < 7
Support
Physical<> | Fixed: Fixed: o v
logical ‘LAN’ ‘WAN’
interface
mapping
Speed 10/100 10/100 10/100/ 10/100/
1000 1000
Duplex Full/half Full/half Full/half Full/half
802.1Q X X J 7 Static VLAN
VLAN assignment through
support administration
IP500 V2 strips any
received VLAN tag
DSCP/ToS | « < < o Linux LAN2 uses LAN1
DSCP settings — any
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Feature IP500 V2 IP500 V2 Linux Linux Notes
LAN1 LAN2 LAN1 LAN2

LANZ settings are
ignored

Default J J Linux through ignition

gateway/ or Web Control

route

Proxy ARP | « o IP500 V2 acts as an L3
router

IP Multicast | « 4

Inter LAN

Firewall 7 4 No configurable
firewall between Linux
LAN interfaces

IP Routes | « o No configurable IP
routing between Linux
LAN interfaces

NAT/NAPT | « o

PPP J J

Clients

1XP client | n/a n/a

— basic

1XP client | n/a n/a

— VM listen

One-X n/a n/a

Communic

ator

Preferred

One-X n/a n/a

Communic

ator

Preferred —

VM listen

Flare 7 7

Communic

ator

SoftConsol | « 4

e

VMPro - n/a n/a Two way MS Exchange

MAPI Link VM Integration
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Feature IP500 V2 IP500 V2 Linux Linux Notes
LAN1 LAN2 LAN1 LAN2

VMPro — n/a n/a X One way IMAP/

SMTP Exchange VM
integration

Administrat

ion

IP Office J J 7

Manager

SSA 7 7 7

SysMon 7 < 7

Web n/a n/a 7

Control

VMPro n/a n/a 7

Client

Admin n/a n/a b4 Launch of IP Office

launch Manager, SSA,

from Web Voicemail Pro client

Control from Web Control

Protocols

DHCP 7 4 7 Client and server

BOOTP 7 7 X

TFTP 7 7 7

HTTP/S 7 4 7 Client and server,
including embedded
file management, web
services, phone files

SCP X X 7 Backup/restore

PPP 7 < X PPP not supported by
Linux

IPsec 7 o X IPsec not supported by
Linux

VLAN 4 < X VLAN not supported by

(L2TP/ Linux

PPTP)

RIPv2 7 4 x RIP/OSPF not
supported by Linux

SSLVPN 7 7 7
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Feature IP500 V2 IP500 V2 Linux Linux Notes
LAN1 LAN2 LAN1 LAN2

NTP 7 < Client and server
operation

TIME ) o RFC 868

TSPI ) o CTl interface for TAPI
and one-X Portal

SNMP 4 < Traps and MIBs, v1
only

SMDR ) o Emission and
collection

DNS 7 <

FTP n/a n/a Linux remote upgrade
protocol
VMPro backup
protocol

Telephony

H.323 ) o LAN1 and LAN2

trunks should not be mixed for

(including SCN. Should be all

SCN) LANL1 or all LAN2

H.323 4 < Phones must be

phones configured with ‘local’
registrar IP address —
for example, not
possible to access
LANZ registrar through
LAN1

H.323 ") o

Remote

worker

phone

IP DECT ") o

SIP trunks | « J

SIP phones | « o

STUN ) J

IP Office ) o

softphone

One-X .r o

Communic
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Feature IP500 V2 IP500 V2 Linux Linux Notes
LAN1 LAN2 LAN1 LAN2
ator
Essential
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Chapter 6: Launching the applications

Launching Voicemail Pro client

Before you begin

Launch IP Office Server Edition Manager on the Server Edition Primary server using the Web
Control.

About this task

To launch Voicemail Pro client using IP Office Server Edition Manager:

Procedure

1. In the Server Edition window select the server for which you want to launch the
Voicemail pro client.

© Note:

You can launch Voicemail Pro client only for an active Voicemail Pro server. You
cannot launch Voicemail Pro client for a backup Voicemail Pro server.

2. Click Voicemail Pro Client in the Open section of the Server Edition window.

Result
The system launches Voicemail Pro Client for the server that you selected.

Launching SSA

You can use System Status Application (SSA) to monitor the status of a system.

Before you begin

The component of the IP Office Server Edition Solution for which you want to launch SSA must
be online.

About this task
To launch SSA using Web Control:
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© Note:

You can also launch SSA using IP Office Server Edition Manager. For information about
launching SSA using IP Office Server Edition Manager, see the IP Office Server Edition
mode section of the IP Office Manager document.

Procedure

1. In the Home tab hover the cursor over the system for which you want to launch
SSA.

2. Click Launch SSA link.

Result
The system launches SSA.

68 Deploying IP Office Server Edition Solution December 2012
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Deploying IP Office Server Edition Solution

Chapter 7. Configuring one-X Portal

. . ® .
Configuring Avaya one-X" Portal for IP Office users
To ensure that the users configured in the Server Edition Manager are able to use the Avaya
one-X® Portal for IP Office you need to configure Avaya one-X® Portal for IP Office.
Before you begin
About this task

By default Avaya one-X® Portal for IP Office is installed on the Server Edition Primary server.
However, to support more that 200 users then you need to configure Avaya one-X® Portal for
IP Office as a standalone server.

Install and configure a server as Avaya one-X® Portal for IP Office in the ignition process.

Configure users in the IP Office Server Edition server or restore the user data from the existing
Avaya one-X® Portal for IP Office.

To configure Avaya one-X® Portal for IP Office users:

Procedure

1. Launch the IP Office Server Edition Manager.
2. Add the Office Worker or Power User licenses.

3. Enable Avaya one-X® Portal for IP Office services for the users configured in the IP
Office Server Edition.

For more details on enabling Avaya one-X® Portal for IP Office services for the
users, see the IP Office Manager document.

Configuring IP Office Server Edition systems in Avaya one-
X® Portal for IP Office

To ensure that the all users can use the services of Avaya one-X® Portal for IP Office you need
to configure all the Server Edition Expansion Systems and Server Edition Secondary of the IP
Office Server Edition Solution in Avaya one-X® Portal for IP Office server.
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Before you begin

Install and configure the server as an Server Edition Expansion System in the ignition
process.

About this task

To configure the Server Edition Expansion System in Avaya one-X® Portal for IP Office
server.

Procedure

1. Login as Administrator.
2. In the left panel select Configuration > Providers

3. Configure the details of the Server Edition Expansion System as Telephony (CSTA)
provider and (DSML IP-Office) provider.

For more information about how to configure the details of the Server Edition
Expansion System as Telephony (CSTA) provider and (DSML IP-Office) provider,
see the Administration section of the ImplementingAvaya one-X® Portal for IP Office

document.

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (V2) on page 37
Adding a Server Edition Expansion System (L) on page 39
Adding a license on page 52

Configuring administration access for Avaya one-X® Portal
for IP Office

Before you begin
Install and configure a server as Avaya one-X® Portal for IP Office in the ignition process.

About this task

To configure the administration access for Avaya one-X® Portal for IP Office using the Web
Control Panel.

Procedure

1. On a client computer, start the browser and type https://<IP address of Server
Edition>:9443/onexportal-admin.html.
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2. Login as Administrator. The default user name is Administrator and the password
is Administrator.

To ensure that your system is secure always change the default password.

3. Set the initial configuration ofAvaya one-X® Portal for IP Office.

For details about setting the initial configuration, see the Implementing Avaya one-
X® Portal for IP Office document.

After you set the initial configuration the system prompts you to change the
Administrator password.

4. Type the new password in the New Password field of the Administrator Default
Password Check dialog box

5. Retype the password in the New Password (Typed Again) field.
6. Click Change Password.

Next steps
Initialize the AFA login.

Initializing AFA login for Avaya one-X® Portal for IP Office

You need an AFA login to perform backup and restore operations for Avaya one-X® Portal for
IP Office.

About this task
To configure an AFA login using the Web Control:

Procedure
1. On a client computer, start the browser and type https://<IP address of Server
Edition>:8080/onexportal-afa.html.

2. Login as Superuser. The default usrer name is Superuser and password is
MyFirstLoginl 0.

3. Type the name you want the system to display in Avaya one-X® Portal for IP Office
in the Display Name field.

4. Type the new password in the Password and Confirm Password fields.

5. Set the location on the server where you want the system to store the backup files
in the Backup Folder.
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© Note:

Even if you are taking a backup and restore from an FTP or local folder on a
computer, the system uses the location on the server that you set for storing the
files temporarily.

Backing up and restoring one-X Portal

Backing up Avaya one-X® Portal for IP Office

About this task

You can backup the Avaya one-X® Portal for IP Office database, Presence and Mobility settings
on a local server, an FTP server, or a local drive. You can take a backup manually through the
Avaya one-X® Portal for IP Office Administration Web page. You can take unlimited sets of the
backup files. The system sets a limit on space used to backup file on a local drive. To backup
Avaya one-X® Portal for IP Office:

Procedure

1. Click one-X Portal Administration in the Home page of the Web Control.

2. Login as Superuser.

For more information on logging in as Superuser, see the Administering one-X
Portal for IP Office document.

3. Click DB Operations.

4. Click Backup.

For more information about backup settings, see Administering one-X Portal for IP
Office document.

Restoring Avaya one-X® Portal for IP Office

Before you begin
Ensure that you shutdown all the services on the server.
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About this task

You can restore Avaya one-X® Portal for IP Office database, Presence and Mobility settings
from a local server, an FTP server, or a local drive. To restore Avaya one-X® Portal for IP Office:

Procedure

1. Click one-X Portal Administration in the Home page of the Web Control.

2. Log in as Superuser.

For more information on logging in as Superuser, see the Administering one-X
Portal for IP Office document.

3. Click DB Operations.

4. Click Restore.

For more information on restore settings, see the Administering one-X Portal for IP
Office document.

Administering a separate Avaya one-X® Portal for IP Office

Server Edition Primary supports a maximum of 200 active Avaya one-X® Portal for IP Office
users. You can disable the Avaya one-X® Portal service on the Server Edition Primary server
and dedicate a separate Avaya one-X® Portal for IP Office to support more than 200 users.

Before you begin
Take a backup of the existing user data.
Install and configure the server as Avaya one-X® Portal for IP Office in the ignition process.

About this task

To administer a separate Avaya one-X® Portal for IP Office on the Server Edition Primary server
using Web Control:

Procedure

1. In the Settings tab select General.
2. Inthe one-X Portal Settings section clear Use Local IP.
3. Select System > Services.

4. Click Stop to stop the services of Avaya one-X® Portal for IP Office on the Server
Edition Primary server.

5. Clear Auto Start for Avaya one-X® Portal for IP Office on the Server Edition Primary
server.
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The system disables the Avaya one-X® Portal for IP Office on the Server Edition
Primary server.

6. Go to Settings > General.

7. Inthe one-X Portal Settings section, type the IP address of the separate Avaya
one-X® Portal in the Remote IP field.

8. Click Save.

9. In the Home tab click one-X Portal Administration.

Result

The system launches the Avaya one-X® Portal for IP Office administration login page in the
browser.

Next steps
Restore the user data in the separate Avaya one-X® Portal for IP Office.
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Chapter 8: Configuring Voicemail Pro

Configuring Voicemail Pro

The Voicemail Pro application provides the basic mailbox services for all users and hunt groups
created in the IP Office configuration. In a setup where there is a single IP Office and Voicemail
Pro server you need not do any configuration. This section describes only the minimum steps
that Avaya recommends to ensure that the Voicemail Pro server operates correctly and is
secure.

For more details about IP Office and Voicemail Pro configuration, such as enabling TTS, or
enabling exchange integration, see the Implementing Voicemail Pro on Linux and
Administering Voicemail Pro manuals.

About this task
Add the Voicemail Pro licenses in the IP Office Server Edition Managet.

© Note:

A single instance of Server Edition provides only two Voicemail Pro channels. The number
of Voicemail Pro channels that the system displays depends on the number of instances of
Server Edition. If you have licenses for any additional channels, you must add those licenses
as well.

Installing Voicemail Pro client

Before you begin
Login as an Administrator using the Web Control.

About this task

O Note:

If you have not installed the latest version of Voicemail Pro client, the system prompts you
to install the latest version when you click Manage in the Home Page of the Web Control.

To download the latest version of Voicemail Pro client using the Web Control:
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Procedure

1. Click AppCenter tab.

2. Inthe Download Applications section, click the .exe file link for Voicemail Pro
client.

3. Download the .exe file and run the .exe file to install Voicemail Pro client.

Next steps
Login to the Voicemail Pro server using Voicemail Pro client.

Logging into Voicemail Pro server

Before you begin

To log into a Voicemail Pro server you should configure an Administrator user name and
password on the Voicemail Pro server. The default user name for Voicemail Pro server is
Administrator and the password is Administrator.

© Note:
To ensure that the system is secure you must always change the default password.
About this task
To log into Voicemail Pro server using Voicemail Pro client, do the following:

Procedure

1. Click Start.

2. Select Program >|P Office > Voicemail Pro Client.

The system displays Select Voicemail Pro Client Mode window. If you started the
client before, the system attempts to start in the same mode that you used earlier.
If you start the client for the first time, the system displays the Select Voicemail Pro
Client Mode dialog box.

3. Select Online.
The system displays VmPro Login dialog box.

4. Type Administrator in the User Name field.

5. Type the pass word in the User Password field.
The default password is Administrator.

6. Type the IP address of the voicemail server in the Unit Name \ IP Address field.

You can also click Browse to search for theVoicemail Pro server in the local
network.
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7. Click Login.

© Note:

After three unsuccessful attempts to login as an Administrator the system locks
the Administrator account for an hour.

Next steps

Change the default password for the Voicemail Pro Administrator account.
1. In the Voicemail Pro client, select File > Change Password.
2. Type the new password in the New Password and Verify New Password fields.
3. Click OK.

Backing up and restoring voicemail

Backing up Voicemail Pro

You can take a backup of voicemail, user settings & greetings, call flows, modules and
conditions, module recordings, campaigns, and system settings on a local drive. You can take
backup once everyday, every week or every month.

About this task

To take a backup of the voicemail server do the following:

Procedure

Launch Voicemail Pro client.
Log in as Administrator.
Select Administration > Preferences > General.

Click the Housekeeping tab.

o bk~ w0 NP

Click Backup Now.

The system displays the various backup options. For more information on the
backup settings, see the Administering Voicemail Pro document.

6. Click OK to start backup.
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Restoring Voicemail Pro stored on IP Office Server Edition server
You can restore the voicemails, user settings & greetings, call flows, modules and conditions,
module recordings, campaigns, and system settings that were backed up on a local drive.
Before you begin
Ensure that you shutdown all the services on the server.

About this task
To restore a backup file that is stored on the IP Office Server Edition server:
Procedure
1. Login as an Administrator into the IP Office Server Edition using the Web Control
Panel.
2. Select Settings > General.

3. Select Restore in the Backup and Restore.

© Note:

You can only restore the backup files for the voicemail using the Web Control
Panel. You can restore a complete backup data set. You cannot select a particular
item that needs to be restored.

Result

The system displays a list of backup files, select the backup file you want to restore.

Migrating Voicemail Pro to IP Office Server Edition

Related topics:
Backing up an existing Voicemail Pro server on page 78
Restoring Voicemail Pro not stored on IP Office Server Edition server on page 79
Backup and restore limitations on page 80

Backing up an existing Voicemail Pro server

When you replace an existing Voicemail Pro server with IP Office Server Edition server you
must take a backup of all the settings, prompts and messages from the existing server. If the
existing server is a Linux based server, you must use SSH file transfer to retrieve the backup
files from the server. If the existing server is a Windows based server you copy the backup
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files on a folder in the server and then use the SSH file transfer to migrate the back up files to
IP Office Server Edition server

About this task
To take backup of an existing Voicemail Pro server:

Procedure

1. Log in to the Voicemail Pro server using Voicemail Pro client.

You can use the File> Voicemail Shutdown > Suspend Calls to display the
number of voicemail sessions that are active. You can stop any new sessions or
end the sessions before to take a backup.

Select Preferences >General.
Click the Housekeeping tab.

Select Backup Now.

ok~ 0N

Select all the backup options for a complete backup and click OK.

The time take to complete a backup varies depending on the number of mailboxes
and messages that the Voicemail Pro server supports.

The system creates a backup of folder. The name of the folder includes the date
and time of the backup and Immediate. For example,
VMPro_Backup_26012011124108_Immediate.

Next steps

Shutdown the voicemail server:
1. Select File>Voicemail Shutdown > Shutdown.
2. Select Shut Down Immediately.

Restoring Voicemail Pro not stored on IP Office Server Edition server
Before you begin

Ensure that you shutdown all the services on the server.

About this task
To restore a backup file that is not stored on the IP Office Server Edition server:

Procedure

1. Connect to the IP Office Server Edition using an SSH File transfer tool.

a. Type the IP address of the IP Office Server Edition server in the Host Name
field.
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Type the User Name as Administrator.
. Set the Protocol as SFTP/SSH.

d. Setthe Port as 22.
When you connect to the IP Office Server Edition using an SSH File transfer
tool for the first time the system prompts you to accept the trusted key. Accept
the trusted key.

e. Type the password for the Administrator. The default password for the
Administrator is Administrator.

2. Copy the backup folder in the Zopt/vmpro/Backup/Scheduled/
OtherBackups.

3. Login as an Administrator into the IP Office Server Edition using the Web Control
Panel.

4. Select Settings > General.

5. Select Restore in the Backup and Restore.

© Note:

You can only restore the backup files for the voicemail using the Web Control
Panel. You can restore a complete backup data set. You cannot select a particular
item that needs to be restored.

Result
The system displays a list of backup files, select the backup file you want to restore.

Backup and restore limitations

If you have created extra folders on the Voicemail Pro server, in IP Office Server Edition server
these folders are not included in the restore process. Instead the extra folders need to be
copied manually. For example, if you created a folder containing custom prompts for use in
call flows in addition to the default language folders used for prompts, then the system does
not backup or restore the custom folder. To resolve this, the extra folders must be backed up
and restored manually. In the following example, a folder Custom is manual copied from an
existing server to create a backup. It is then manually restored.

Before you begin

Using SSH file transfer tool copy the folder Custom from Zopt/vmpro in the old server to your
computer to create a backup of the folder.

About this task

To restore the Custom folder, using an SSH file transfer tool, copy the folder to the /home/
Administrator folder on the IP Office Server Edition server:
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Procedure

1. Login to the command line interface of the system using the root user password.
You can log in directly on the IP Office Server Edition server or remotely using an
SSH File transfer tool.

* Log in directly to the IP Office Server Edition server:
i. Atthe Command: prompt, type login
i. Atthe login: prompt, type Administrator

iii. Atthe Password: prompt, type the default password
Administrator

e Log in as Administrator using the SSH file transfer tool.

. The default password is Administrator

2. In a new terminal window at the command prompt, type admin
The system prompts for a password. The default password is Administrator

3. Atthe Admin > prompt, type root

4. Type the root password. The default password is Administrator
The system displays the root user prompt. For example, root@<name of the

il i e i e e e i i e i e e i e i e e o i

* IPF Office for Limm i
* *
o WARNING: Authorised Access Only #

e e e el i e i i el e el e i ol e e il i e i e e e e

Welcome Administrator it is Wed Jun 13 05:05:03 B2T 2012
> admin

Pleaze enter password:

Admin= root

Password:

[rootflocalhost ~]# I

server>
5. Type cd /Zhome/Administrator
6. Type mv Custom /opt/vmpro

Next steps
Using the SSH file transfer tool, verify that the Custom folder has been copiedto Zopt/vmpro
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Changing the Administrator password

About this task

You can administer all the systems configured in IP Office Server Edition Solution using the
browser based Web Control. The components that you can administer are the Server Edition
Primary, Server Edition Secondary, and Server Edition Expansion System (L).

To change the Web Control Administrator password:

Procedure

1. On a client computer, start the browser and type https:// <IP address of the
Server> :<port number>.

The default port number is 7070. You can change the port number after logging in
as Administrator. To change the port number select Settings >General.

2. In the IP Office Server Edition logon page, click Change password.
3. Type the current password of the Administrator in the Old Password field.

4. Type the new password of the Administrator in the New Password field.

© Note:

Ensure that the password that you set conforms to the requirements listed under
Password complexity requirements.

5. Retype the new password of the Administrator in the Confirm Password field.
6. Click Ok.

Next steps

After you change the common configuration Administrator password for the servers using the
IP Office Server Edition Manager you must also update the same password for Administrator
account of the Server Edition Primary and Server Edition Secondary servers using the Web
Control.
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Changing root user password

About this task

You can change the password of the root user for a Linux server using the Web Control
panel.

Procedure
1. On a client computer, start the browser and type https:// <IP address of the
Server> :<port number>.
2. Log in as Administrator.
3. Select Settings >System

4. Type the new password in the New Password field of the Change Root Password
section.

© Note:

Ensure that the password that you set conforms to the requirements listed under
Password complexity requirements.

5. Retype the password in the Confirm New Password field.
6. Click Save.

Related topics:
Setting password complexity rules on page 84

Setting password complexity rules

You can configure Web Control and root user password complexity rules that the system
applies for new passwords. The system applies these rules when you change the Web Control
password and the root user password. The system displays the password rules when you
change the password.

You can configure the password complexity rules for IP Office Administrator account using IP
Office Server Edition Manager. For more information, see the Security Mode section of the IP
Office Manager document.

About this task
To set the password complexity rules:
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Field name Description

Minimum password length You can set the minimum length of new
passwords. The sum of characters set in the
other fields might impact the value that you
setin this field. The value that you can set for
this field is 31 characters.

Minimum number of uppercase characters | You can set the number of uppercase
alphabetic characters that the new
passwords must contain.

Minimum number of lowercase characters You can set the number of lowercase
alphabetic characters that the new
passwords must contain.

Minimum number of numeric characters You can set the number of numeric
characters that the new passwords must
contain.

Minimum number of special characters You can set the number of non-alphanumeric
characters that the new passwords must
contain.

Allow character sequences You can enable this option to set the
character sequences such as 1234 or 1111
or abcd, in new passwords without any
restriction.

Maximum allowed sequence length You can set the maximum length of any
character sequence.

© Note:

You can set the maximum length of any
character sequence only if you have not
enabled Allow character sequences.

Procedure
1. On a client computer, start the browser and type https:// <IP address of the
Server> :<port number>.
2. Log in as Administrator.

3. Select Settings > System.
The system displays the current password rules in the Password Rules Settings
section.

4. Set the values in each of the fields as required.
5. Click Save.
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Changing the Security Administrator password for Server
Edition server

About this task
You can administer all the components of IP Office Server Edition Solution using the IP Office
Server Edition Manager.

@ Note:
You must change the password of each IP Office Server Edition servers separately.

To change the password:

Procedure

1. Select File >Advanced > Security Settings.

2. In the Select IP Office window select the server for which you want to change the
Security Administrator password.

3. Click OK.
4. Type the name of the Security Administrator in Service User Name field.

5. Type the password of the Security Administrator in Service User Password field.
The default user name is security and password is securitypwd.

6. Select General in the navigation pane.
7. In the Security Administrator section, click Change.

8. Type the current password of the Security Administrator in the Old Password
field.

9. Type the new password of the Security Administrator in the New Password field.
10. Retype the new password in the Re-Enter Password field.

11. Click OK.

For more information on using the IP Office Server Edition Manager, see the IP
Office Manager document.
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Changing the passwords of common configuration
Administrator

Before you begin

You must have the user name and password for each of the systems in IP Office Server Edition
Solution to access the security configuration.

About this task

You can create a common user name and password for the multiple systems in IP Office Server
Edition Solution to obtain access to the system configurations using IP Office Server Edition

Manager:

Procedure

1. Select Tools > Server Edition Service User Management.

. In the Select IP Office window, select the systems for which you want to create a

common configuration account.

3. Click OK.

© ® N o

10.
11.

Type the user name and password to access the security configuration of each of
the system that you have selected.

To use the same user name and password for the selected systems, select Use
above credentials for all remaining, selected IPOs. The user name is security
and password is securitypwd. You must change the default password later to ensure
that the system is secure.

To use different user name and password for each of the selected systems, clear
Use above credentials for all remaining, selected IPOs.

The system displays the list of all the systems in IP Office Server Edition Solution
and an indication if they already have an Service User Status account.

To change the password, click Change Password.

Click Update Password.

Type the common password in the New User Password field.
Retype the password in the Re-enter New User Password field.
Click OK.

Click Close.

Next steps

After you change the common configuration Administrator password for the servers using the
IP Office Server Edition Manager you must also update the same password for Administrator
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account of the Server Edition Primary and Server Edition Secondary servers using the Web
Control.
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Chapter 10: Configuring alarms and log
files

Configuring alarms

About this task

The system reports events occurring on the various IP Office applications and the control units.
The system uses various methods of reporting events in addition to the real-time and historical
reports available through the System Status Application (SSA). You can create multiple event
destinations each specifying which events and alarms to include, the method of reporting to
use such as SNMP, Syslog or Email, and where to send the events. You can configure up to
five alarm destinations for SNMP, two alarm destinations for Syslog, and three alarm
destinations for SMTP email.

All the components of IP Office Server Edition Solution forward the alarms using Syslog to the
Server Edition Primary server and are a part of the server logs. You can view and download
these logs using the Web Control. You can configure the system to send alarms to another
location using IP Office Server Edition Manager.

To configure alarms using the IP Office Server Edition Manager:

Procedure

1. Select System in the navigation pane.

2. Select the System Events tab.

3. Type the configuration details in the Configuration tab.
4.

Add the destination for the events in the Alarms tab.

For more information on the fields and the configuration settings, see the System
Events section of the IP Office Manager document.

5. Click OK.
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Configuring the age of the log files
About this task

The system notifies you the status of the application service or the server in the event of any
failure or outage. The system displays the notifications along with time stamps and records
them in a log file. To configure the number of days that these log files need to be retained in
the system using Web Control:

Procedure

1. Select Setting > General.

2. Inthe Watchdog section, type the number of days in the Log files age (days)
field.

O Note:

The system does not apply the number of days that you set in the Log files age
(days) field to the log files that are already archived.

Viewing the log files
About this task

You can view the log files of the various applications that the IP Office Server Edition supports.
The system displays only those log files that are logged after you archived the logs. You can

also view the actions of other users who are logged in using the Web Control. To view the log
files using Web Control:

Procedure

Select Logs > View.

* To view the logs of an application, select the application listed in the Application
drop down list under the Application Log table.

The system displays the details of the actions performed by other users in the Audit
Log table.
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Downloading the log files

Downloading the log files

The system archives the log files of the applications in .tar.gz format in the Debug Files
section.

About this task
To download the log files using Web Control:

Procedure

1. Select Logs > Download.
The system displays the files that you need for debugging in the Debug Files
section and log files in the Logs section.

2. Click the file to download.

O Note:

The process for the download and the location to which the system downloads
the files depends on the browser that you use to access the Web Control.
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Chapter 11: Backing up and restoring the
primary server

Backing up IP Office Server Edition server

To recover a failed server or a failed server upgrade the system backs up the configuration of
the server, application and user data in a single file set locally or remotely. You can use this
backup file to restore the server or a failed server upgrade. The system backs up the
configuration of the application to a local drive, in a predefined directory. You can take a backup
of the primary server on a local drive or a remote file server, which can optionally be the
secondary server.

About this task

You can take a backup of the primary server on a local drive or a remote file server using Web
Control Panel:

Procedure

1. Click Settings.

« To take a backup on a local drive, select Local in the Backup & Restore
Settings.

« To take a backup on a remote file server, type the URL of the remote server or
specify a location on the local drive in the URL field in the Backup & Restore
Settings.

O Note:

If you have configured a secondary server in IP Office Server Edition Solution,
the system displays the URL of the secondary server in the URL field and displays
the Username as Administrator. Type the password of the Administrator for the
secondary server in the Password and Confirm Password fields.

2. Click Save in the Backup & Restore settings section.
3. Click Home.

4. Click Backup in the IP Office Server Edition Primary Backup & Restore Actions
section.
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Result

The system backs up the primary server in the location that you specified in the Backup &
Restore Settings section.

Restoring IP Office Server Edition server

You can restore the primary server using the backup file on a local drive or a remote file server,
which can optionally be the secondary server.

Before you begin
Ensure that you shutdown all the services on the server.
About this task

You can restore the primary server using the backup file on a local drive or a remote file server
using Web Control:

Procedure

1. Click Settings.

« To restore using the backup file on a local drive, select Local in the Backup
& Restore Settings.

« To restore using the backup file on a remote file server, type the URL of the
remote server in the URL field in the Backup & Restore Settings.

© Note:

If you have configured a secondary server in a Server Edition network, the system
displays the URL of the secondary server in the URL field and displays the
Username as Administrator. Type the password of the Administrator for the
secondary server in the Password and Confirm Password fields.

2. Click Save in the Backup & Restore Settings section.

3. Click Home.

4. Click Restoreinthe IP Office Server Edition Primary Backup & Restore Actions
section.

© Note:

You must restore the Voicemail Pro server after you restore the Server Edition
Primary server. The Server Edition Primary server restores only those Voicemail
Pro backup files that are stored on the Server Edition Primary server when you
take a backup of the Server Edition Primary server.
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Restoring a failed IP Office Server Edition server

Result

The system restores the primary server using the backup file from the location that you
specified in the Backup & Restore settings section.

Restoring a failed IP Office Server Edition server

Before you begin
Ensure that you shutdown all the services on the server.

About this task
To restore a failed IP Office Server Edition server:

Procedure

1. Install the IP Office Server Edition server.

For more information about installing, configuring IP Office Server Edition using
ignition process and IP Office Server Edition Manager, see Chapter 2 of this
document.

2. Restore the following:

a. Restore the Server Edition Primary server.
b. Restore the Voicemail Pro server.
c. Restore the Avaya one-X® Portal for IP Office server.

3. Add the Server Edition Secondary server.

4. Add the Server Edition Expansion System.

Related topics:
Installing or upgrading IP Office Server Edition server on page 13
Configuring IP Office Server Edition using the ignition process on page 21
Configuring IP Office Server Edition server using IP Office Server Edition Manager on page 29
Adding a Secondary server on page 33
Adding a Server Edition Expansion System (V2) on page 37
Adding a Server Edition Expansion System (L) on page 39
Restoring Avaya one-X Portal for IP Office on page 72
Restoring Voicemail Pro stored on IP Office Server Edition server on page 78
Restoring IP Office Server Edition server on page 94
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Chapter 12: Upgrading

Upgrading the components in the IP Office Server Edition
Solution

When you download a new version of the software in the repository server for update files, the

Ay

system displays an update available icon for the servers, in the Servers section.

Before you begin

Ensure that you upgrade an existing IP 500 V2 that is not version 8.1 or later using the IP Office
Manager. However, when you install a new Server Edition Expansion System, or a Server
Edition Secondary server you can upgrade the Server Edition Expansion System and the
Server Edition Secondary server to the same version as the rest of the components of the IP
Office Server Edition Solution using Web Control.

About this task

You can upgrade the primary, secondary, and the expansion server of IP Office Server Edition
Solution using the Web Control.

© Note:

Ensure that the version of the software on all the components of the IP Office Server Edition
Solution such as the Server Edition Primary, the Server Edition Secondary, the Server
Edition Expansion System, and the separate one-X Portal for IP Office are the same.

Procedure

1. On a client computer, start the browser and type https:// <IP address of the
Server> :<port number>.

The default port number is 7070.
2. Logon as Administrator.
3. Select Solution Management.

4. Inthe Solution Upgrade File section type https://1P address of the host
server:port number/abe-x.x.x-x.iso in the URL of file containing
updates field.

5. Click Save File.
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The system displays the status of the file download. If you do not want to download
the file click Cancel.

. In the Solution Upgrade Actions:

a. Click Update Primary, to upgrade the primary server.
b. Click Update Secondary, to upgrade the secondary server.
c. Click Update Expansions, to upgrade all the expansion servers.

When you upgrade any of the components of the IP Office Server Edition Solution
that has the latest version of the software, then the system does not upgrade or
restart those components.

The system displays the latest version of the servers in the Servers section.

Upgrading the system using a DVD

Before you begin

Ensure that you have completed all the steps in Installing or upgrading IP Office Server Edition
server on page 13.

About this task
To upgrade the IP Office Server Edition:

Procedure

1. Select Upgrade.

The system preserves the user data when you upgrade.

2. Click Next.

The system displays details such as the location of upgrade.log file.

3. Click Next.

The system displays the progress of the upgrade. The upgrade process can take
up to 30 minutes
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Upgrading the system using a DVD

Result
The system displays a message if the installation or upgrade is complete.

Congratulations, your CentOS installation is complete.
E Please reboot to use the installed system. Note that updates may be

available to ensure the proper functioning of your system and installation
y . of these updates is recommended after the reboot.

& Back ‘ 'Wﬂebwi|

Next steps

Remove the installation DVD from the DVD drive and click Reboot. Log in to the sever using
the web browser on another computer in the network.
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Chapter 13: Shutting down a system

Shutting down a Server Edition Expansion System (V2)
using the IP Office Server Edition Manager

You can shut down a Server Edition Expansion System (V2) using the IP Office Server Edition
Manager.

About this task

AWarning:

* Do not remove the power cords or turn off the power input to the system to shut down
the system.

« All user calls and services that are in progress stop. After you shut down, you cannot
use the system to make or receive any calls until you restart the system.

* To restart a system after you shut down indefinitely, or to restart a system before the
timed restart, turn on the power supply to the system again.

To shut down a system using IP Office Server Edition Manager:

Procedure

1. Select File > Advanced > System Shutdown.
2. In the Selct IP Office window, select the system that you want to shutdown.
3. In the System Shutdown Mode dialog box:

* Select Indefinite, to shut down the system for an indefinite time.

* Select Timed and set the time to restart after the system is shut down.

If you shut down the system for an indefinite time, you must turn off the power to
the system and then turn on the power supply gain to restart the system.

4. Click OK.

For more information on using the IP Office Server Edition Manager, see the IP
Office Manager document.
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Shutting down a Linux server using Web Control

About this task
To shut down a server using the Web Control:

Procedure
1. On a client computer, start the browser and type https:// <IP address of the
server> :<port number>,
Log on as Administrator.
Select System.

In the System section, click Shutdown.

ok~ 0N

In the Warning dialog box, click Yes to confirm that you want to shut down the
system.

The system displays the login page. Do not log in again because the system is in
the process of stopping the services.

6. After the server is shut down you can turn off the power to the server.

Restarting the server using Web Control

To ensure that the system saves the configuration file always restart the system using Web
Control.

About this task
To restart a server using the Web Control:

Procedure
1. On a client computer, start the browser and type https:// <IP address of the
server> :<port number>.
Log on as Administrator.
Select System.

In the System section, click Reboot.

a kr 0w

In the Warning dialog box, click Yes to confirm that you want to reboot the
system.
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Restarting the server using Web Control

The system displays the login page. Do not log in again because the system is in
the process of stopping the services.
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Chapter 14: Troubleshooting

Warning message

When you open a web browser and type https://<IP address of Server Edition

server>, the system displays the following warning message:
This Connection is Untrusted

@ Note:
These are the images that the system displays when you open a Firefox browser.

% This Connection is Untrusted

You have asked Firefox to connect securely to 192.168.1.5:7070, but we can't confirm that your
connection is secure.

MNormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. Howewer, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

; Getme out of here!

Technical Details

I Understand the Risks

1. Click | Understand the Risks.
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ﬁ This Connection is Untrusted

You have asked Firefox to connect securely to 192.168.1.5:7070, but we can't confirm that your
connection is secure.

MNaormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this errer could mean that someone is trying to
impersanate the site, and you shouldn't continue.

Technical Details
I Understand the Risks

I you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_

2. Click Add Exception.

2. Youare about to override how Firefox identifies this site.
ég Legitimate banks, stores, and other public sites will not ask you to do this.

Server

(.12 1.1 Hlhttps://192.168.1 5:7070/ . Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. lE

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Outdated [Information

Certificate is not currently valid. It is impossible to verify whether this identity was
reported as stolen or lost.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

[¥] Permanently store this exception

| Confirm Security Exception | | Cancel |

3. Click Confirm Security Exception.
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Unable to login. IP Office is under Server Edition Manager Administration.

The system displays IP Office Server Edition login page.

Unable to login. IP Office is under Server Edition Manager
Administration.

When you attempt to configure an IP Office Server Edition system that is managed by an IP
Office Server Edition Manager using the IP Office Standard Manager, the system displays an
error message:

Unable to login. IP Office is under Server Edition Manager Administration

1. Goto File >Advanced > Security Settings.

a r 0D

Select the IP Office Server Edition system, in the Select IP Office window.

Click OK.

Type the name of the Security Administrator in the Service User Name field.
Type the name of the Security Administrator in the Service User Password field.

The default user name is security and password is securitypwd.

6. Select Services in the navigation pane.

7. In the Service: Configuration section, set the Service Access Source field as

Unrestricted.

8. Click OK.
9. Select File > Save Security Settings.

10.

The system unlocks the access for the Administrator.
Open the configuration and log in as Administrator.

All systems appear online in the Web Control of the primary
server, but unable to upload the one or more configurations
using the IP Office Server Edition Manager.

All systems appear online in the Web Control of the primary server, but appear offline in the
IP Office Server Edition Manager.

Solution:

Ensure that there is a bidirectional IP connectivity from IP Office Server Edition Manager
personal computer to the devices for the TCP ports 50802-50815.
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All systems appear online in IP Office Server Edition
Manager, but appear offline on the Web Control of the
primary server,

All systems appear online in IP Office Server Edition Manager but appear offline on the Web
Control of the primary server.

Solution:

* Ensure that the password of the Administrator account on each of the Server Edition
Expansion System is same as the Administrator password of Server Edition Primary
server in the Web Control.

« Ensure that the Administrator account on each of the Server Edition Expansion System
is the member of Administrator rights group.

» Ensure that there is a bidirectional connectivity from theServer Edition Primary server to
the Server Edition Expansion System and Server Edition Secondary server for the TCP
ports 8443 and 9080.

Debugging steps

This sections lists the key steps that you need perform to obtain information.

A Warning:
You must run the CLI commands only if you are an Avaya support personnel.

About this task
The key steps are:

Procedure

1. Check and report the status of the application.
The status of the application such as: running, stopped, stuck in starting, and
stopping.

2. Check the usage of memory.
Check for details such as: the memory that is available on the system and the
amount of memory that each application uses.

3. Check for the notifications.
When you restart an application the system displays the notification.
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Debugging steps

4. View and download the log files.

For more information about viewing and downloading the log files, see Chapter 10
of this guide.

Related topics:
Viewing the log files on page 90
Downloading the log files on page 91
Logging in as a root user on page 109
Checking memory usage on page 110

Logging in as a root user

Before you begin
Download and install SSH Secure Shell.

About this task
To login as a root user using SSH Secure Shell.

Procedure

1. Connect to the IP Office Server Edition using an SSH File transfer tool.

a. Type the IP address of the IP Office Server Edition server in the Host Name
field.

Type the User Name as Administrator.
. Set the Protocol as SFTP/SSH.
d. Setthe Port as 22.

When you connect to the IP Office Server Edition using an SSH File transfer
tool for the first time the system prompts you to accept the trusted key. Accept
the trusted key.

e. Type the password for the Administrator. The default password for the
Administrator is Administrator.

2. In a new terminal window at the command prompt, type admin
The system prompts for a password. The default password is Administrator

3. Atthe Admin > prompt, type root

4. Type the root password. The default password is Administrator
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The system displays the root user prompt. For example, root@<name of the

il i e i e e e i i e i e e i e i e e o i

* IPF Office for Limm i
* *
o WARNING: Authorised Access Only #

e e e el i e i i el e el e i ol e e il i e i e e e e

Welcome Administrator it is Wed Jun 13 05:05:03 B2T 2012
> admin

Pleaze enter password:

Admin= root

Password:

[rootflocalhost ~]# I

server>

Checking memory usage

110

To debug a case you need to check the memory that the system uses.
Before you begin

Log in as Administrator using SSH Secure File Transfer client

About this task

Procedure

1. Type the path of the system logs folder in the Remote View of the File Transfer
window.

The path is /var/www/html/logs.
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The system displays the list of all the logs.

Bl Edt Yiew Operstion

Heyhe 040 %
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Debugging steps

EEm WM O Sx

0| A @D cF % || _coeipoffies.1pezzta, »| add | By | 4 @ D oK ¥ || varfesehiniflogs B

Local Hame: / Size | Type Modified Ruemoke Mame / Size | Type

) 1¥Lege FieFelder  07/03/2012 12 | Siretal_logs_z012-07-03-11-53.tar.g2 32,177 WiniZip File
) volcemal_logs_20012-07-03-... FleFolder  07/03j2012 12 | Sipoffice_logs_2012-07-03-11-53.tar.gz 19,345 WinZip Fle
Ciweboontrol_logs_2012-07-0.., FisFolder 0700372012 11 | Slonex_logs_2012-07-03-11-53.tar.gz E73,040  WinZip Fle
W i¥Logs.zip 1,272,609 WirZipFle  07/02/2012 05 | Slsystem _Jogs_2012-07-03-11-53.bar g2 13,8597 WinZip File
| core.ipoffice. 13422 491,925,... 18422 Fle  D6f26/2012 0¢ | Slvoicemsl_logs_2012-07-03-11-53.ka... 556,163  WinZip File
(2] infio, ket 82 TestDoc,. 062602012 0 | Slwebcontrol_logs_2012-07-03-11:53..., TO06,487  WinZip Fle

<

»

2. Move the system_logs < time and date stamp> tar.gz file from the Remote View to
a location in the Local View of the File Transfer window.

3. In the local computer extract the system_logs < time and date stamp> tar.gz file.

4. Gotothe tmp folder located in the system_logs < time and date stamp> tar that you

extracted.

5. Open the avayasyslog.txt file.

Result

The system displays the details of memory usage in the table that follows the text + free.

Sdaysdaz:
+ Ssbin/hdparm -1 ' /dev/hd

!

Idggfhﬁ*: Mo such file or directory
+ -
Filesystem size Used avail use¥ mMounted on
Sdev/mapper /rootvg-rootvaol

385 115 266G 0% /S
tmpts 1004mM 0 1004mM 0% Sdevy/shm
AJdev/sdal 512M  38M 449M 8% Shoot

1860
101
+ ps -e0 rss,cmd --s0rt=rs
RSS CMD
0 [kthreadd]
0 [migration/0]
0 Eksuft1rqdfﬂ]
0 [migration/0
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IP Office Server Edition certificates

IP Office Server Edition server uses the following X.509 certificates to identify secure web
server and administrative interfaces.

Linux Web Control identity certificate
IP Office Server Edition server uses the Linux Web Control identity certificate for:
*» Browser access to Web Control.
» Secure Shell access (SSH v2).
IP Office identity certificate
IP Office Server Edition server uses the IP Office identity certificate for:
« Access through IP Office Manager IP Office Server Edition Manager.
« Browser access to Web Management for on boarding.
Avaya one-X® Portal for IP Office identity certificate

IP Office Server Edition server uses the Avaya one-X® Portal for IP Office identity certificate
for:

« Browser access to Avaya one-X® Portal for IP Office when you choose to use HTTPS.

ldentity certificates

112

Default identity certificates

« After ignition all Linux Web Control identity certificates are the same; self-signed, expired
and issued to ‘Avaya inc.’

< On initial start-up, the system generates IP Office identity certificate that is self-signed,
valid for seven years and issues it to ‘ipoffice-xxxxxxxxxx.avaya.com’ where XXXXxXXxx is
a unique identifier for that IP Office.

« After ignition, all Avaya one-X® Portal for IP Office identity certificates are the same; self-
signed, valid till 2013 and issued to Avaya one-X® Portal for IP Office.
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Identity certificates

Administering identity certificates
* You can administer the Linux Web Control identity certificate using the Linux command.
For more information see, Administering Linux based web server section of this guide.

* You can administer the IP Office identity certificate using Security Mode in IP Office
Manager. For more information see, Security Administration section of IP Office Manager
document.

« You cannot administer theAvaya one-X® Portal for IP Office identity certificate.
PKIl and trust domains
IP Office Server Edition does not support PKI authorization and trust domains.
O Note:
Ensure the following:

» Do not set security level of any IP Office services to Secure, High.
*» Set Received Certificate Checks (Management Interfaces) to only None.
 Set Received Certificate Checks (Telephony Endpoints) to only None.

Related topics:
Administering Linux based web server on page 113

Administering Linux based web server

Before you begin

Log in to the Linux based web server as root user.

About this task

To generate a unique valid self-signed certificate for the Linux based server do the following:

Procedure

1. To stop Web Control, type service webcontrol stop

Admin= root

Password:

[rootlGerverEdition ~]# service webcontrol stop
Web control interface stopped
[rootdServerEdition ~]# I

2. To generate a 1024 bit key, type openssl genrsa -des3 -out server.key
1024
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[root@ServerEdition ~]# openssl genrsa -des3 -out server.key 1024
Generating R34 priwvate key, 1024 bit long modulus

e 1z 65537 (0x1l0001)
Enter pass phrase for server.key:l

3. Type a pass phrase for the server.key .

Re-type the pass phrase when the system prompts you to enter the pass phrase
for verification.

4. Typeopenssl req -new -key server._key -out server.csr to generate
a certificate signing request.

iEnter pass phrase for server.key:

Verifying - Enter pass phrase for server.key:

[root@ServerEdition ~]# openssl reqg -new -key server.key -out Server.csr
Enter pass phrase for server.key:

Tou are about to be asked to enter information that will be incorporated
into your certificate redquest.

That wou are ahout Lo enter is what iz called a Distingquished Name or a DN.
There are quite a few fields but vyou can leave some blank

|For some fields there will be a default wvalue,

|If vou enter ', ', the field will be left blank.

iEDuntrY Hame (2 letter code) [XK]:I

5. Type the details that the system prompts you for information that will be incorporated
in the certificate.

Enter pass phrase for server.kevy:

Verifying - Enter pass phrase for server.key:

[rootldServerEdition ~]# openssl redq -new -kKey server.key -out 3erver.csr
Enter paszss phrase for server.key:

¥ou are about to be asked to enter information that will be incorporated
into your certificate redquest.

That y¥ou are ahout Lo enter is what is called a Distingquished Name or a DH.
There are quite a few fields but vou can leave some blank

For some fields there will be a default walue,

If wou enter '.', the field will be left blank.

Country Hame (2 letter code) [XX]:GE

dtate or Province Name (full name) []:[Berkshire]

Locality Name (eg, city) [Default City]:Newbury

Organization Name [(eq, company) [Default Company Ltd]:Avaya
Organizational Unit Nawe (eqg, section) []:avayalE

Common MName (eg, your name or your server's hostname) []:3E1234

Ewail Addresz []:awayalavaya.con

Pleaze enter the following 'extra' attributes
to be sent with your certificate redquest

4 challenge password []:

4 optional company hame []:
[rootf@ServerEdition ~]#
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© Note:

You can leave the parameters A challenge password and An optional company
name blank.

6. Type cp server_key server.key.org and openssl rsa -in
server.key.org -out server.key to remove pass phrase from the key.

The system prompts you to enter the pass phrase that you set for the key.

[rootdServerEdition ~]# cp serwver.key sServer.Key.ord
[rootdServerEdition ~]# openssl rsa -in serwver.key.org -out server.key
Enter pass phrase for server.key.ord:

writing B34 key

[root@ServerEdition ~]# I

7. To generate a self-signed certificate that is valid for about 5 years, typeopenssl
X509 -req -days 1781 -in server.csr -signkey server.key -out
server.crt

Where the parameter —days is number of days for which the certificate is valid.

[rootdServerEdition ~]# cop serwer.key server.Kevy.ord

[root@ServerEdition ~]# openssl rsa -in serwver.kev.org -out server.key

Enter pass phrase for server.key.ord:

writing B34 key

[rootiServerEdition ~]# openasl =509 -req -days 17681 -in server.csr -signkey server.ks
Jignature ok

subject=/C=GB/5T=[Berkshire]/L=Newbury/0=bvaya/0U0=4vayaiE /CN=5E1234d/emailbddress=avay:
Getting Private key

[rootdServerEdition ~]# I

8. To concatenate the key and the certificate, type cat server.key >
server.pemand cat server.crt >> server.pem

9. To update the certificate for Web Control, type cp server._pem /opt/
webcontrol/certificate/

If you want to overwrite the certificate that already exists, type y, when the system
prompts you.

[rootdServerEdition ~]# cat server.key > SEIVEr.pen
[rootdServerEdition ~]# cat Serwer.crt =» SEerver.pen
[rootidServerEdition ~]# cp 3erwver.pem Jopt/webcontrol/certificate/
cp: owerwrite ~Sopt/webcontrol/certificate/server.pen'? ¥

10. To exit as root user, type exit
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Result

You can locate the certificate that you generated in Zopt/webcontrol/certificate

4 || j| add | Ly | = | Eji - |I,l'l:lpt,l'webcnntru:ul,l'u:ertificate

2 | Size | Type | Maodified | + | | Remate Mame 4 | Size | Type |
Swstem F...  08/16/2012 04:24:... E| 1,827 PEMFile
System F...
System F...
System F...
Swstem F...
Swstem F...

817  Shorteut 09/20/2010 05:36:...
1,856  Shorkouk 10/01/2010 12:04:...
130 Internet ... 0O1/21/2005 07:09:...
1,578 Shorkcut 02/10f2010 03:50:...
923  Shorkcut 12/03/2009 04:21:..,
940 Shorkcut 10/25/2010 04:53:..,

L inlnl [ 3 k. 13 19 20 O A ﬂ 1 I
| Source Direckary | Destination Directary | Size | Skatus
foptfwiebcontrolfcertificate C\Documents and Settingsirkavith, .. 1,827 Complete
Example

You can identity certificate that was created externally, based on the following :
* The certificate and corresponding private key must be in a single PEM formatted file
» The content of the certificate should be: - X.509 V3 - RSA key size 1024 or 2048 bit

« Common name or the distinguished name must be used for subject and issuer fields, not
the alternate name
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The H323 phones do not automatically register back to the Primary server

server.pem - Motepad |

File Edit Format Wew Help

————— BESIM RSA PRIVATE KEY-————-
MIICXAIBAAKBgQCsmEQuDBZd4CirkngBxyRquT4Em3prjuzybnxcPXJQuzglmz
P UyugusvPox+6aT oxy POvddt ro?=F pvy=Unwlhk LI TOGwWY IwEZy JOEHALFDFEXOE
Focdd swulEred] dovye paubsPwPGEy kL 7or BFmwOA0Iy+1l 10e0sd+p53 ed 790l DAGAR
ADGADGRCHNEXNPUHNWS 7T p2M3 LdBMLImbLlys uhRO+yDIOv+walCd T6gF 34 00+ 5 ad
GrEEdET TFxIr xuyC0j CehvkSLNPT9C7 A4 ERyogdT40vZ] zFLEAAS FMEBANmMyATOHS
TCjxkI79MaTgosxod JEITwERad 7RI Y uddewnel 2 g3 PgDEBOECQOD T wdwZRdAr xnMe
VT X+ T4 EVRTr EXGoUx,2 1 0geqemBi BxI ASACOTGEZEXIrG3tCTuIAT M3 nwWT BxEUXG
hSUr PEDNAK ELwT CISCMEDHWD 1 pd BEHS T Ef coxr EXwhkx2v+hI4 20l 1203wC3Y /7
2 IkHY 2GR xDeMsNoB0ALgPEnaLl i hCFdvhalBaIlobvwhk Frpk 8wRat QD3 0oHEH] KMH
PkhxBEryofGSoBAd qPpOZNRYETpd wik QR 3 oHEQGZOVI EBh3 1wy wByRY sECOD MV
MbxalgysCy7sIgPOT4 LT 7holpi0opi8pljIos S1loFfdphaumGuc5a ]Gl 7oy DK
EnU3QRIHOS 11 UpUwsTOCOFFEI i xomii<Ns 04 nEpox3 r pCxvGEr ey w7 UDRWL T TLw
Mxd Swwghld 3wd TZUUZ+EC] 7nvguwF TRRLF] Uk 2 k 0w Om=

————— EHD RSA PRIVATE KEY————-

————— BEGIM CERTIFICATE--————

MIICI TCCAFICCODC+Lhanykhozanggk ghk 1 E9w0BARUF ADCET DELMAK GAT UEEHMC
ROIxFDASBYNVBAGMCLT CZxr <2 hpomvaMPAwD oy DVOOHDAMDOZ>d T d ] SMOd whAY D
WVOOKDAVECMF 5y TEQMAL GAT IECwwHOZheWwF TRTEPMADEAL LE Awtwis IO xM ] MOMRA w
HAY JK0ZI hv ciak BFg9hdmF 5y UBhdmF 555§ b2 OwHhCNMT IwODIyMTEwhMDGLwhcH
MT cwMZ A4 MTEwMDOLw] CB1 DELMAK GALUEERMCR 0T xFDASEYNVEAQMCLTCZxIrc2hp
v dMRAWD Y DVOOHDADDZd T ] SMO4 whAY DVOOK DAVEDMF 5 Y TEQMAL 541 IECwwH
CrZhewF TRTEPMADGAL UE AwwEUOUXM ] MOMRS wHAY JK0Z T b chack BF gShdmF 5vUBh
dmF 5y =5 h2 0wgZ 3wDOy IK0Z T hy CMADEBBQADGY 0AMI G ACGEAKyhAZ /OF 1 3grKuT
oDOFTIFAguPgShemua i hlufFwSclC7higzat TEegax+hT 7 oCkhdgE8aesl2 2ujtow
TvhdsdyuagshuabhBgnarRnIk4 GcovBMUFTOFFdshl1a7 Twes2H2piLan2 7osy 821 Tx
TCsEwhATrOL7WUSET 261 Ld7 ] uBAgMEBALEWDOY JKOZT b CHAQEFBOADIYEABETH
roatydkrjLvOtkyi4DmMIZ ZAt PNl Uly3 JhEzTkmk 3RTL ] T 9K ZAS 0 SMOkmD 7y
CwWoUGh 7Ly EFU AR Q3BT +PEMVTQEF I xx2wiwTMzut FoB0vos ixwd6EdgIr SCcgPEX
s JZx0z17haEMwUoy 2wl ZAAEgmyRT IETa T 852w V=

————— EMD CERTIFICATE—-————

Related topics:
Logging in as a root user on page 109

The H323 phones do not automatically register back to the
Primary server

IP Office Server Edition Solution provides resilience to some of the functions. When the Primary
server is non functional the Secondary server provides resilience. The system temporarily logs
the users of the H323 phones logged on the Primary server to the Secondary server. However,
even after the Primary server is functional the users of the H323 phones remain logged on the
Secondary server.

Solution

To ensure that the H323 phone users are logged back to the Primary server, reset the H323
phones.
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Unable to export template

After you change the common configuration Administrator password for the servers using the
IP Office Server Edition Manager, when you export a template from Server Edition Primary
server, Server Edition Secondary, or Server Edition Expansion System (L). The system
displays an error message : HTTP request failed:401 Unauthorized

Solution

About this task

After you change the common configuration Administrator password for the servers using the
IP Office Server Edition Manager you must also update the same password for Administrator
account of the Server Edition Primary and Server Edition Secondary servers using the Web

Control.
Procedure

Change the password for Administrator account using Web Control.
For more information, see Changing the Administrator password on page 83.
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