AVAYA

CallPilot Support for Anti-Virus Applications - 2015

REVISION HISTORY

Date Revision # Summary of Changes

18 December 2012 Original bulletin | This is the original publication.

Updated to include clarifications to Symantec End-

15 November 2013 Rev. 1 Point Protection 12.1 and McAfee VirusScan 8.8

Updated to supplement Symantec End-Point

12 Mar 2015 Rev. 2 Protection limitations and configuration guidelines

Introduction

This bulletin provides installation and configuration support of the latest anti-virus applications
for use with Avaya CallPilot®, specifically adding compatibility with newer versions of McAfee™
VirusScan Enterprise 8.8 and Symantec™ End-Point Protection 12.1to the full line-up which also
includes Computer Associates™ eTrust Antivirus 8.1 and Trend Micro™ OfficeScan 10.5

This document will be revised periodically in response to customer requested compatibility with
newer environments. This edition replaces product bulletins P-2009-0039-Global-Rev4,
P-2007-0101-Global-Revl, and P-2003-0151-Global-Rev1.

Overview

CallPilot, when properly installed and maintained, is not generally susceptible to viruses.

Avaya understands the importance of safeguarding such a mission-critical application from the
possibility of an attack. CallPilot has been tested with and supports some industry-leading anti-
virus (AV) applications for installation and use on the CallPilot server. Use of an anti-virus
application as well as following the “Best Practices” suggestions listed below, help to ensure
CallPilot servers remain virus-free.

Note: Each anti-virus application has specific configuration and operation requirements as
documented in the appendices. These configuration guidelines must be followed to avoid
CallPilot service degradation or outages.
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Supported Anti-Virus Applications

The following table identifies industry leading anti-virus applications used today within most
customer IT environments. Avaya does not make any recommendations for any of the
applications listed; only that each has been tested and verified to function properly with the
CallPilot release as noted.

If older versions of either the anti-virus applications or CallPilot software releases are needed,
reference bulletins P-2009-0039-Global (rev-4 latest), P-2007-0101-Global (rev-1 latest), or
P-2003-0151-Global (rev-4 latest) for installation and configuration details.

... . Supported
Vendor Application Name Version Notes callpilot Release
) eTrust Antivirus 8.1 4.0,5.0,5.1

VirusScan Enterprise 8.8 1 4.0,5.0,5.1
’SYmamf-’C- End-Point Protection 12.1 3 4.0,5.0,5.1
@TRENDN OfficeScan 10.5 5.0, 5.1
MICRO

Notes:

1. When using McAfee AntiVirus, it‘s recommended to set the CPU utilization to 70%. This
balances CallPilot operation with an acceptable duration of time for completing virus scans
on the server. Please see Appendix-C for detailed instructions.

2. CallPilot 4.0 JITC Hardened Configuration servers support the same anti-virus applications
as non-JITC servers.

3. Symantec End-Point Protection 12.1 is not supported on 201i or 202i IPE servers.

4. As newer sub-release versions of the above applications are made available, support for those
versions is implied. However, if issues are found, Avaya technical support may require the
newer version be removed as part of fault isolation. At that time, an enhancement request
(GRIP) should be submitted, requesting the newer version be qualified by Avaya R&D if
possible.

5. As newer release versions are made available, support will be added once testing and trials
are completed, generally within six (6) months of release, or as GRIPs are submitted and
delivered. This bulletin will be re-issued announcing changes as necessary.
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Best Practices

In addition to those practices outlined in the NTPs (the most current revisions for each release
are available on the Avaya Support Portal at https://support.avaya.com/products/PO712/avaya-
callpilot/, the following practices should also be adhered to:

All PEP files, CD-ROMs, DVD-ROMs, USB-attached disk drives (CallPilot 5.0/5.1 only),
and floppy disks should be scanned prior to installation or upload to the server in order to
ensure they are virus free.

Do not “surf the web”, run downloaded programs, access personal e-mail accounts, or
other potentially hazardous activities from the CallPilot server.

CallPilot utilizes Windows accounts for operation. While some accounts must not be
changed or they will impact operation, the following well-known account passwords
should be changed from their defaults to secure, strong passwords: Administrator,
NGenSys, NGenDist, NgenDesign, and gamroot (if equipped with RAID using the
AcceleRAID-352 RAID controller).

Avoid mapping remote drives onto a CallPilot server or mapping a CallPilot server’s drives
onto another server. If drives are mapped for maintenance/backup purposes, disconnect
them as soon as possible when no longer needed.

Remote-disk (LAN) backups utilize mapped drives. All mapped drives should be
disconnected when not actively being used for either backing up or restoring a system.
Ensure Microsoft Operating System (OS) updates are up-to-date according to instructions
in bulletin “CallPilot Server Security Update-<year>". The document is updated
periodically in response to each Microsoft security advisory.

Implementing Anti-Virus Applications on CallPilot

Anti-virus applications can impact the performance of server-based applications like CallPilot. It
is essential to follow the configuration guidelines that appear in the Appendices to this bulletin.
The anti-virus application is not available from nor supplied by Avaya; it is customer-supplied.

It is also important to consider the general guidelines listed below:

Anti-virus applications should only be installed in the following disk locations to ensure
sufficient disk space remains available for required system operations such as upgrades
and general maintenance activities:

o 4.0 and earlier should use the D: drive

o 5.0/5.1 and later should use the C: drive
Ad-hoc or scheduled scanning of the CallPilot server should only be done during low
traffic times and not between midnight to 04:00 a.m. (which would conflict with the
regular CallPilot audits).
The anti-virus application should be configured to automatically retrieve virus definition
updates at least weekly during off-hours. Current definitions are critical in properly
protecting the server.
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The anti-virus application should be configured to check for viruses whenever certain
types of files are modified (incoming files). Relying only on periodic scans of the server
hard drives could allow a virus considerable time to do damage (i.e. the time from when
the virus first infects the system until the scan is done). This feature is referenced
differently by each application as follows:

o "Real Time Monitor" by Computer Associates eTrust Inoculatel T

o "On-Access Monitor" by McAfee Netshield

o “File System Real-time Protection” by Symantec Norton Anti-Virus

If viruses are discovered on the server and the anti-virus software suggested solution is to
replace the infected files, DO NOT attempt to manually remove or replace affected files.
Allow the anti-virus application to perform its actions to correct the infection.

If problems arise afterwards, contact Avaya Technical Support for additional support.

o Depending on the virus infection and corruption introduced, it may be required to
perform a full system backup, re-install the system from scratch, and then
recover the database, mailboxes, and messages from the backup.

During virus eradication, it is recommended the server be isolated from the network by
disconnecting both the ELAN and CLAN to prevent further propagation of the virus.

Alternatives to Installing Anti-Virus Applications

If use of the applications mentioned above is not desired, virus scanning of the server can still
be accomplished, albeit with far less protection, using the following steps:

1.

2.
3.

6.

Install the Anti-Virus software on a separate Windows Workstation on the Customer Local
Area Network (CLAN).

On the CallPilot server, share each of the drives with read-only permissions

During an off-peak period of the day, login to the Windows Workstation where the anti-
virus software is installed and map to the CallPilot server drives using Microsoft
Networking. When asked for a user ID and password, use NGenSys or NGenDist.

Scan the mapped CallPilot server drives from the Windows Workstation.

Note: Anti-virus software should not be configured to automatically delete infected files.
Once the scan completes, un-map the drives and remove sharing from the CallPilot
server drives.

Note: Sharing connections should always be removed immediately when scanning is not
actively taking place.

Ad-hoc scanning at regular intervals during off-hours is preferred.

What does this mean to customers?

To ensure CallPilot servers are protected now and into the future, customers are provided both
on-server and off-server anti-virus alternatives. Avaya is hopeful that these provide an enhanced
“fit” within customer IT environments.

Avaya

Page 4 of 183



Testing Anti-Virus applications

To ensure anti-virus applications are installed and functioning correctly, it is recommended to
use a test virus available for download from http://www.eicar.org. This is not an actual virus, but
contains specific codes recognized by anti-virus applications for the specific purpose of testing.

If the anti-virus application has been installed and configured correctly, on-access (real-time)
monitoring should detect the virus before it is stored on the CallPilot server hard drive. If
remote scanning is being utilized, the test virus file should be detected during any scanning
activity.

Also, to ensure the anti-virus application is functioning, it’s recommended to review the scan
statistics provided by each application. If properly configured, the statistics for number of files
scanned by the on-access/real-time monitoring may or may not show files being scanning during
normal CallPilot usage scenarios depending on configured features. To test that on-access/real-
time scanning is working, check the statistics (# of files scanned), copy a file onto the server (or
create a new one), then review the statistics again. The count for files scanned should have
increased as a result of the file AV scan.
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Documentation

For more information regarding Installation and Configuration of supported anti-virus
applications, refer to the following appendix sections of this bulletin depending on which
application is being used:

Appendix-A: Computer Associates’ eTrust AntiVirus 8.1
Appendix-B: McAfee VirusScan Enterprise 8.8
Appendix-C: Symantec EndPoint Protection 12.1
Appendix-D: Trend Micro OfficeScan 10.5

Note: If your desired anti-virus application version is not listed above, reference the installation
and configuration information guidelines as documented in one the following product bulletins:

P-2009-0039-Global-Rev4 CallPilot Support for Anti-Virus Applications
o McAfee VirusScan Enterprise 8.5
o McAfee VirusScan Enterprise 8.7
o Symantec EndPoint Protection 11
e P-2007-0101-Global-Revl1 CallPilot Support for Anti-Virus Applications
o Computer Associated eTrust Anti-Virus 7
o Symantec AntiVirus 10
o Trend Micro OfficeScan 7.0
e P-2003-0151-Global-rev 4 (and earlier) CallPilot Support for Anti-Virus Applications
o Computer Associates eTrust InoculatelT 6 and 4.53
McAfee Netshield for WinNT 4.5
McAfee VirusScan Enterprise 7.x
Symantec AntiVirus 9.0, 8.1 (Corporate Edition)
Symantec Norton AntiVirus 7.x (Corporate Edition) and 2001
o Trend Micro ServerProtect 5.58
e 2002-035 CallPilot 1.07 Support for Anti-Virus Applications
e 2000-087 Guidelines for use of Anti-virus software with CallPilot servers
e 99067 CallPilot Unauthorized Hardware and Software

O O O O

eTrust InoculatelT and eTrust AntiVirus are registered trademarks for Computer Associates
Norton AntiVirus and Symantec AntiVirus are registered trademarks for Symantec Corporation
NetShield and VirusScan Enterprise are registered trademarks for McAfee

ServerProtect and OfficeScan a registered trademarks for Trend Micro

Avaya Page 6 of 183



Appendix-A

This appendix provides Installation and Configuration procedures for CallPilot 4.0, 5.0, and 5.1
servers utilizing the Computer Associates Antivirus 8.1 anti-virus application.

Product Features:

« Able to scan inside compressed files.
(May not be able to handle all compression types, however.)

« Able to block all files based on file-type.
(This may provide a way to handle password-protected zip files.)

« Able to scan NTFS alternate data streams.

« Performs memory, boot sector and disk scanning.

« Antivirus scans and virus definition updates work properly even when the local console is in
a logged-out state.

Product Deficiencies:

. System reboot may be required after install. Maintenance window is needed.

« Real-time monitoring cannot scan incoming files only.

« Real-time scanning exclusions only on a file type or directory basis. Cannot exclude
specific files or use wild-card characters.

« Browser-based GUI is slow on some CallPilot servers and is somewhat confusing.

. Does not generate any events in Windows event log, but rather has a separate logging
subsystem.

Product Tested:
. Computer Associates Antivirus 8.1 Integrated Threat Management (ITM) trial version (also
called eTrust Antivirus).

Note: CA PestPatrol (anti-spyware product), CA Secure Content Manager, and CA Host Based
Intrusion Protection System were not tested and are not authorized for installation on CallPilot
servers.

Installation and Configuration Guidelines:

Use a fully patched and anti-virus protected PC to download the latest AV software and virus
definitions and burn the files onto a CD-ROM so that it can be brought to the CallPilot server
without using the network. It is dangerous to use the Internet to download the initial virus
definitions after a fresh install of Anti-Virus software. An unprotected computer can become
infected in the time it takes to download updates.

For eTrust Antivirus, definitions and updates can be downloaded from:
http://www.ca.com/securityadvisor/virusinfo/signaturefiles (URL is subject to change)

Select “CA Anti-Virus 7.1 and newer Beta Signatures”, agree to the “disclaimer” and you get to
an ftp site. Select “ITM” (ftp://ftp.ca.com/pub/inoculan/scanengbeta/ITM), and then scroll to the
bottom of the list to find the most recent signature file. Download a file with a name such as
“vet_full_5872.pkg”. This file is actually a compressed archive. It can be opened with a
program such as WinZip. Extract the contents of the archive: two files with names such as
“causign.xml” and “fv_x86_5872.exe”. (The four digit number in the fv flename changes
according to the signature version.) Burn these two files onto a CD (or, if the CallPilot supports
USB, you can use a USB drive. Since files are over 10 MB in size they will not fit on a floppy.)
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For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot Server from the network by unplugging both ELAN and
CLAN cables before installing the Anti-Virus Software. Be sure you remember where the cables
should be plugged back in.

Uninstall any existing Anti-Virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required.

Before installing Antivirus software - install all applicable CallPilot OS Security PEPs from CD.
Install any additional, authorized hotfixes from CD. Your installation of the Antivirus software
should also be done from CD so that the network can be connected only when the system is
fully protected.

If installed according to the instructions given here, antivirus software should have no
noticeable impact on CallPilot performance and capacity for normal messaging-related
operations. Certain exceptional operations that involve reading or updating a large number of
files may operate significantly slower on some platform types due to the added cost of virus
scanning. Examples are: software upgrades, PEP installs, backup, restore from backup. You
may want to temporarily disable Realtime monitoring while performing those operations.

Note: The CA Antivirus GUI works best when display resolution is set to 1024x768 or higher.

Installation of CA Integrated Threat Management (ITM) Product

CA sells a product named “CA eTrust Integrated Threat Management Suite r8.1”. This product
includes both CA Antivirus and CA’s anti-spyware product called “PestPatrol”. Avaya has not
gualified PestPatrol on CallPilot servers; therefore it must not be installed.

If you are installing using the CA ITM product, you need to edit the setup.ini file so that only the
Anti-Virus product will be installed. (If the product you are installing only includes AV, then this
step is not necessary.)

Since the installation CD is read-only, setup.ini will need to be edited while it resides on a hard
disk. You can edit it on a separate desktop PC then burn the entire modified product onto a CD
to bring to the CallPilot server. Alternatively, assuming adequate disk space on the CallPilot
server (652 MB needed), you can copy the installation CD to a temp folder on the CallPilot
server, edit the setup.ini file there, then run the install from the temp folder. Be sure to delete
the installation files from the temp folder when done since they consume a lot of space (and will
also slow down any AV scan done on the server). (NOTE: when copying the CA ITM
installation, you can omit unneeded language files such as the French, German, Italian,
Portuguese and Spanish folders to reduce the disk space needed to 530 MB.)
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File Edit \iews Favorites Tools  Help

| 4

QBack ~ ) - (T | ) Sgarch |F|_'“_‘ Folders | @ X 6 | [E-

Address I'a E:

jGo

) German

23 install Autorun.inf
[C3) integration setup, exe
() Italian setup.ini
L) Portuguese -||«]

Folders X || Mame = | Size | Type
@' Desktop = Filz Folder
L,D My Documents Filz Folder
Bl 5 My Computer [French File Folder
S 3% Floppy (A2 [2)German File Falder
< Local Disk (1) File Falder
“eo New volume (D) File Folder
= 16 catms.1.655 (1) (Dhrtalian File Folder
2 Common (Dyportugue File Folder
() English [¥spanish ¢ File Falder
[23) French Support File Falder
o File Folder

1KE  Setup Information

SZ7KE  Application

ZKB Configuration Setting

| 2

Edit setup.ini using Notepad. Look for a line “Product=ITM".

and then save and quit out of notepad.

[P setup.ini - Notepad

File Edit Formakt Wiew Help

=0l ]

# charset=utf-8
# Use UTF-8 aware editor when modifying file!

[Macros]
ProductMame=| [instalTyscriptshgtprdnme, cs1i

[Generall]

Langsel=1

Unicode=0

RUnDir=install

ScriptEngines=
ButtonCold=instal1Taunchersbtncld. bmp
ButtonHot=installYJlaunchersbtnhot. bmp
ButtonColdTrans=instalINTaunchersbtncldtr. bmp
ButtonHotTrans=instalIyTaunchersbtnhottr. bmp
Icon=installyJaunchersca. ico
Backgroundcradient=240, 250,250,175, 210,234
Backgrounds=

Product 5

RmComptProduct=0

[Languages]
English=1033
Deutsch=1031
Espafio]=1034
Frangais=1036
Italiano=1040

4] |

A

Licensing CA AntiVirus

Edit this to read “Product=eAV”

In order for the AntiVirus software to continue working, it must be a properly licensed version.

You can install without a license but then you will have only a 30 day trial.

If you install the

software in trial mode, you can later import a license file to turn the trial software into a fully

licensed version.
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Step by Step Installation Instructions

1. Insert the CA Anti-virus 8.1 CD and begin installation by double-clicking “SETUP.EXE”.

eTrust Anktivirus r8.1 il

Fleaze select the installation language:

[ Ok ] | Cancel |

2. Select English and click “OK”.

[Brirwmcomwminas X
m eTrust* Antivirus r8.1
—

% Main Menu Q Install
% Documents
0 Support
O Browse CD

e

3. Click “Install”.

eTrust® Antivirus r8.1

SOUMUST SCROLL DO TO READ THE BELCWY TERMS AMD COMDITIONS BEFORE YOLI
CAN CHOOSE THE APPROPRIATE STATEMENT OF AGREEMENT.

InSta " fou are about to install eTrust Antivirus rg.1.
Maotice

-

Thiz product includes the akility for C4A to periodically take report of the number of
nodes of the product operating within your netwoark. CA wil use this information to
verify your use of the product in compliance with the number of nodes you have
licenzed. CA may additionally use thiz information to notify you of the pending
expiration of your license term ar any uze that exceeds the number of nodes you have
licensed. IN THE EVEMT THAT %OU DO MOT REMEW Y OUR LICENSE TO THE PRODUCT
PRIOR TO TS EAPIRATION DATE, OR EXCEED YOUR MODE COUNT THIS COPY OF THE
PRODUCT WWILL TIME QUT AMD YOUWILL NOT COMTIMUE TO RECENVE UPDATED
EMGIMNE &AMD SIGHMATURES (DAT FILES) FROM C4 FOR USE YWITH THE PRODUCT.

Bry clicking "l agree" to install the product, you are accepting these terms and festures
and your acceptance shall govern over any contrary provision or term of any
agreement between you and C4. j

Do you accept all the terms of the preceding Motice? If you Select | disagree, the setup will
cloze. Tainstall eTrust Antivieus 181, you must read the entire notice and click the | agree
httar.

Main menu ] [ | agree ] [ | dizagree
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4. Scroll down to read the text and then click "l agree". A second EULA is displayed

eTrust® Antivirus r8.1

HOU MUST SCROLL DCAAN TO READ THE BELOWY TERMS AMD CORDITIONS BEFORE oL
CAN CHOOSE THE APPROPRIATE STATEMEMT OF AGREEMENT.

Install Fa, e, ("Ca") f’

CA Licenze Agreement

End Uzer License Agreement (the "Agreement™) for the CA software product that is
being installed as well s the associsted documentation and any S0OK, as defined
belovy | included within the product ("the Product™).

Carefully read the follovwing terms and conditions regarding your uze of the Product
hefore installing and using the Product. Throughout this Agreement, you will be
referred to as "You" or "Licenses "

By =electing the "l agree” button belowy, you are
() Representing that you are not & minor, and have full legal capacity and have the

authority to bind yourself and your emplover, as applicable, to the terms of this
Agreement; j

Do youw accept all the terms of the preceding License Agreement? If you Select | dizagree, the
zetup will cloze. To install eTrust Antivirus 5.1, you must read the entire agreement and click
the | sgree button.

[ < Back ] [ | agree ] [ | dizagree ]

5. Scroll down to read it all, and then click "l agree". A third EULA is displayed

eTrust® Antivirus r8.1

OU MUST SCROLL DOy TO READ THE BELCWY TERMS ARD COMDITICNS BEFORE SOL
CANCHOOSE THE APPROPRIATE STATEMERNT OF AGREEMENT.

InSta " Bun Microsystems, Inc. Binary Code License Agreement ﬂ
Thircd Party
License Agreements for the J&YA 2 PLATFORM STANDARD EDITION DEYELOPMENT KIT 5.0

SUR MICROSYSTEMS, IMNC. ("SUN" 12 WILLING TO LICENSE THE SOFTWARE
IDEMTIFIED BELCA TiO % QL ORILY UPOR THE COMDITION THAT YOU ACCEPT ALL OF
THE TERMS COMTAIMED IM THIS BIMNARY CODE LICEMSE AGREEMEMT ARD
SUPPLEMENTAL LICEMSE TERMS (COLLECTIVELY "AGREEMENT"). PLEASE READ THE
AGREEMENT CAREFULLY . BY DCAAMLOADING OR INSTALLIMNG THIS SOFTWARE,
WiOU ACCEPT THE TERMS OF THE AGREEMENT. INDICATE ACCEPTANCE BY
SELECTIMNG THE "ACCEPT" BUTTOM AT THE BOTTOM OF THE AGREEMENT. IF oL
ARE MOT WILLING TO BE BOURD BY ALL THE TERMS, SELECT THE "DECLIME"
BUTTOR AT THE BOTTOM OF THE AGREEMENT AND THE DCWWLOAD OR INSTALL
PROCESS WILL MOT COMTIMUE.

Il

Do youw accept all the terms of the preceding License Agreement? If you Select | dizagree, the
setup will close. To install eTrust Antivirus 151, you must read the entire agreement and click
the | sgree button.

[ < Back ] [ | agree ] [ | dizagree

6. Scroll down to read it, and then click “I agree”.
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[ eTrust Antivirus r8.1 Install x|

(o3 ] eTruste Antivirus r8.1
L
Please enter your personal information below:
= Company: + Address 1
Install | [
Uszer Registration * First Name: Address 2:
| |
+ Last Marne: = City:

Fleaze fill out all I I

mandatory (%) fields f . .
o zelect Mext to * EMail Address: State:

instal & live trial. |

+ Phone: = ZIF:

| |
= Country: + Language:

IUnited States j IEninSh j
+ Password: + Repeat: + Pasgword Hint:

| | |

[ Privacy policy ] [ < Back ] [ Mest > ] [ Exit ]

7.

eTrust Antivirus r8.1 5[

\Qj will be installed, which can be registered later.

If, as is recommended by these guidelines, the network is disconnected, just click
“Next >” for a 30-day trial. Registration will not work while the network is disconnected.
We will import a license later in this installation/configuration procedure.

If wou don't provide registration information a 30 day live trial

Click ¥es toinstall a live trial.

Otherwise, if the network is connected, you can fill in the registration information, click
“‘Next>", then fill in your license key. Note that the key is not validated until the end of
the installation. If it is found to be invalid, a 30-day live trial will be installed which you
can license later by importing a license.xml file.

Avaya

Page 12 of 183



(& e Trust Antivires ril.] Install = ﬁl

G eTrust* Antivirus r8.1

[ Tl
=

% Install License Key Entry
—_—— Enler the Scense key in tha fedde below
[ | | | Il
«Back ] | Newt > I En ]

ws i1 fnstald x|
(o3} eTrust® Antivirus r8.1
(53 B -]
o =
. Install @ install eTrust Antivirus 8.1

Optom Sefection
O install Remote Installation Utility
@ Install eTrust Antivirus for PDA
O Install eTrust Antivirus Gateway
@ Install eTrust Antivirus for Netware
0 Install eTrust Antivirus for Network Appllance Filer Scanner

‘g | N> | 2 |

8. Click "Install eTrust Antivirus r8.1". Note: If the first selection is "Install eTrust
Integrated Threat Management Suite r8.1” instead of “Install eTrust Antivirus r8.1”, then
you did not properly edit the setup.ini file as described before step 1.
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(& eTrust Antivirus r8.1 Install x|

Ca., eTruste Antivirus r8.1

Select an install type that best suits your needs:

Install ¢ Agent Installs the eTrust Antivirus agent with GUI to the

Installation Type default location

¢ Redistribution Server [nstalls the eTrust Antivirus redistribution server to
the default location

 ITM Server Installs the ITK consale to the default location.
Includes Agent, Redistribution Server and Alert
installation.

& (Custom, Allows selection of agent/server components andfor

install location

[ < Back ] [ Mext > ] [ E it ]

9. Select "Custom" and click “Next >". Note: Do not install the ITM Server or
Redistribution server components on a CallPilot server. Installation of the ITM Server
will consume excessive resources and will cause the installation of additional services:
Apache Content Server, Apache Tomcat Application Server. This software introduces
additional external interfaces that may present security problems.

(EleTrust Antivirus r8.1 Install x|

Ca eTruste Antivirus r8.1

Install Select Agent Product Features
Agent

£ Subscription License
D Agent Wehb GUI

~[O€D Redistribution Server

L¢3 POP3 Mail Scanner

< Back ] [ Mext > ] [ E it

10. Click “Next >”
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eTrusI: Antivirus r8.1 Install : x|

(a.n eTrust® Antivirus r8.1

Install Select ITM Server Product Features

Server

----- €3 ITM Console Modules
L€ Alert

[ < Back ] [ Mest = ] [ Exit ]

11. Click “Next >”. Note: Do not install the ITM Server on a CallPilot server. Installation of
the ITM Server will consume excessive resources and will cause the installation of
additional services: Apache Content Server, Apache Tomcat Application Server. This
software introduces additional external interfaces that may present security problems.

[EeTrust Antivirus r8.1 Install x|
(o5 ] eTruste Antivirus r8.1
-
Install Product Destination Folder
Retiey eeteeifa [D:Pragram Files\CATrustTM -]

Shared Components Destination Folder

ID:\F‘rogram Files\CAVSharedCormponents E]

Engine Destination Folder

| DhPragram FilesiCASharedCormponentsiScanEngine E]

[ < Back ] [ MNest = ] [ Exit ]

12. On a CallPilot 4.0 system, change the first letter of all three (3) paths to D: . For
CallPilot 5.0 and 5.1, leave the paths at their default on the C: drive. Click “Next >”.
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(&) e Trust Antrvirus i1 Install

(a. eTrust* Antivirus r8.1

i

* Install

Fieeh

You selectnd the followlng components los Installation

o eTiest Antwmras Agset ‘]

« Agard Web LI

=

Click Finish 1o acknowlodge that you are findshed with yaur selectinns,
which will complete this pliase of the lestallation process, anil initiate
e next phass,

gk || [ | |

13. Click “Finish”.

(& e Trust Antpvivus 1.1 Install ——

a

The installation process will proceed as shown.

eTrust* Antivirus r8.1

x|

% Install

"
Faest

You selected the following companents for installation:

v eTrast Antivirus Aggentt 3

« Agent Wed (3L

fmtalling CA iTechnelogy iGateway

Cament Actipn Regstanng User

eTrust Antivirus r8.1

P | Installation requires rebook of the system,
\:/ Click. ‘Yes to restart now or Mo if vou plan to restart later,

wes || Mo |

14. Click “Yes” to reboot. Log back in and wait until server is fully booted up.
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NOTE: After installing eTrust Antivirus 8.1, the Control Panel — Add/Remove Programs List will
show two (2) new entries: “CA eTrustITM Agent” and “CA iTechnology iGateway”;. To
completely uninstall eTrust Antivirus, it is sufficient to remove only CA eTrustITM Agent.

Avaya recommends that the customer contact CA to obtain any available patches for their
eTrust Antivirus 8.1 software. Un-patched bugs in antivirus applications can lead to unexpected
problems, including security vulnerabilities in the AV software itself. In particular, there is
reported vulnerability CVE-2009-3587 “CA Anti-Virus vulnerability in the arclib component in the
Anti-Virus engine.” The customer is responsible for working with his or her CA support contact
to ensure that this and any other known bugs are patched. CA eTrust Antivirus is not an Avaya
product and Avaya does not provide product support for this CA product.

Import a license.xml file

The eTrust Antivirus software must be properly licensed or it will stop working and will be
unable to download updated virus definitions. If you did not register and license the software in
step 7 above, a license.xml file must be obtained elsewhere (since the ITM Server and
Redistribution Server components must never be installed on a CallPilot server), and must be
imported into the CA eTrust Antivirus installation on the CallPilot server. Consult the
documentation for CA eTrust Antivirus for further information on how to license your CA
software. If you have questions about this, contact your CA support representative.

To import a license.xml file, click Start — All Programs — CA — eTrust — eTrustITM — Agent.
Select the Advanced tab.

3 eTrust Threat Management Agent - Microsoft Internet Explorer - |EI|_
(‘29 eTrust Threat Management Agent m B
-~ | S¥stem Report License Information
¢ e Generate and view a 0
v & icense
{ % system report Product License Status e
=5 /Pl | Start/Stop Services eTrust Antivirus Unregistered, in trial period 12/30/2009
\. J \\__'j Start or stop ITM
~|services
Y @ -] |[Licensing
Pl — | |Reqister licenses
[ 2} Startl J @' & J I@ eTrust Threat Manag... :" (‘-) 6135 PM

Click “Import license File...”
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3 eTrust Threat Management Agent - Microsolt Internet Explarer

Import License File

Sysham Repnet
B vnrate and ews

— 2 ‘_":’"’:‘ stup T Please enter in the path to the license file.
| pmevicw:

il onsing
&=

N ] = =
AT | [Prgister licanzey

@stort] | (3 8 [[ETeTrust Thevat Manag. My Oomerks | El cattmaisst -

Click “Browse...” and navigate to the location of the license.xml file.

3 eTrust Threat Management Agent - Microsolt Internet Explarer

(‘") eTrust Threat Management Agent @ —

g TSy e re ot
Q& ration
‘,' phe | Mu 1/ %vop Serviinn hmgns

Summary  Statictic Setting Update Logs

@ eTrust Threat Management Agent a "

"-‘}, System Report @ success: Registration mas successful
4 ™ Generate and view &
=t | 5y starn report Licensa Information

r: Start/Stop Services Product License Status ‘ e
— \\a' Start or stop 174 ‘ Exgiration

7 satvices aTrust Antivirus | Valid Subscrnption 6/3/2012

4 -1 |Uemnsing Irrpert Licarws File. .. m
‘m || = |Regster licenses

Wstort] | (3 8 |[E]eTrust Theoat Manag.. 3 My Domumects. | Bcamisnt -vowsd|  [TUM oo

Check the License Expiration date.
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Update virus definitions from CD:

15. Insert CD or USB drive containing previously downloaded definition file. Open Windows
Explorer to view it.

% z:.Jun13defsiuz =10 x|
File Edit Wiew Favorites Tools Help ‘ f'f
QBack - 3 - (¥ | - Search | [ Folders | ey *
Address |5 Z:Jun13defs\uz j 50
Folders X || = causign.xml

@' Desktop |
= B My Diocuments
[ Security
= j My Compuker
e Local Disk (20
“e® Local Disk (D:)
B o Chnvdefs(Z)
5 Junl3defs
) uz
| @m0 conpoipane 2

[pescription: Full Upd. 9,71 MB

,_‘l My Computer v

16. Double-click the definition updater “fv_x86_nnnn.exe”.

1I

Release Motes

|»

TEL (&631l) 347

en added that allow:
L= ified dir

[l

< Back I Mest > I Cancel |

17. Click “Next >”.
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Welcome to Inoculatel T for MT Signature Update.

Thig program iz going to update signature 31.6.0,5872 on your
computer.

If you continue, the update program will shut down all the services
that are curently running before updating new signature files on
your compter.

Click Mest to continue, click Cancel to exit the program.

18. Click “Next >”. You may get the following dialog

Update B |
": The update program can nok detect current signature file version number. Do you want to continue the update
L] processy

19. Click “Yes” if the Update dialog appeared, otherwise, go to the next step.

Select Update Dptions x|

Select the options below,

v Update Software [automatically update software on vour computer).

™| Copy to U pdate Directan)

[~ Copyto the directary below,

" Destination Directony

C:%31.6.0.5872 Browze,.. |

< Back I Finizh I Cancel |

20. Ensure “Update Software” is checked, then click “Finish”

Avaya Page 20 of 183



Il Update

1 ': Files have been extracted ko wour machine successhulky,
*

P

21. Click “OK”

Configure CA AntiVirus 8.1

22. Start - Programs - CA - eTrust - eTrustiITM — Agent. On the left, select the “Globe”

Icon.

-

b T i e e L T
|(‘7‘ eTrust Threat Management Agent
oTrust [T Infarmation
p
2 Comporem Tnstal Stotes
> rerus Bgard Irated
Fact tred Agack et Tratad
.

A rsgiits reservesd

Seceity Mvises

Pust@atrul Isdurmation

Wt Instalied

S\l el

- |

23. Check and confirm the Signature Version number is what you expect. If the screen
shows “Realtime Protection” is “Off”, check the tray icon at the right side of the task bar.
There should be a “heartbeat” icon. If the icon has a red line through it, hover your
mouse over the icon. [f it shows “Antivirus: Cannot access Realtime Service”, then you
should reboot at this time to ensure that RealTime Protection is operational. Once
Realtime Protection is properly enabled, on the left side of the eTrust GUI, click on

"ca eTrust Antivirus"
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Security Advivar

datuty Leval
Speoity hom tharough the scan shaukd te
Secure

& T My Computer
*7c

Datection
Scarnng Ergne

Vel -

infoction Treatmont
Fis Amons

Il:-vv Fie -l

Dok Seckor Actons:

[Rapor ~]
=3

& . ) A

24. Select the “Settings" tab

UM Threal Mansgemeif Agesd  *turasell [Iferset Dehorts

Seurity Advivar

T nmattiine Settings
[ Carhgurs On-Access Direction
@ | Sewrmer Optiare | Zzecty direchan of the scan:

| Cantact Optmns

| [ Carhigure your contact
afematian
Satety Level

Specrty haw tharcugh the scan shasid e

Ematl Optinns

Carbigurs $093
Settnage Secune L

Infection Treetmont
Fie hemonc

lc-uvllv 'I

Beck Sector Athone

’NM"J'h a

=
& S . 7

25. On the Scan tab, under Direction, select “Outgoing and incoming files”. (Note it is not
possible to select incoming only.) Then click "Cure Options..."
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Jement Agent

[ etting |

Nevurey Adeivar

C et Cuirs Action Optians
. £ Cuartanw
Ul
. Actlon to Parform Batorn Curn

7 Copy fin 12 uaranioms fakler

(("} Action to Porform ¥ Curo Falls Mo Viruses Treatinent
o © Ma actins F Remare mtected mawes
I Guarsvine Al  hemaee ol mdores

& Rerame tie

F Ennblo System Cure
Systam gurs provades advarced ceanng functonalts sech s regntry modtation,
SpArating syctem cheaneop a0 drapoed fle dafetian. In Samals sRANEONE Sy4tam
Qure May regure 3 rebont

s

[l tees [ B (T T

26. Check the box “Copy file to quarantine folder”, then click “OK”. Then select the
“Selection” tab

[[J05 Wesitsnn Sattings
6} [Contos Cn-hoets Oetoction
! Feanar OpOare Scarcrg Cegie
- Comtact Uptines it
Conbgure your corked
rtarmasen X
SRogulor Files
Ewdit Optins Spactty whach Ale 1o 6an based on thy Slas s steniion.
Contbgurs PO92 Yae can odn The astension bst far thic oonen
Settnge

| A3 Enteracos )

P fcan Compressnd Files

Change sptiana srd chases trom nopores
coerprmenas methats.

B
) T Maiess

27. Click the "Advanced" button and check "Scan alternative data streams". (The Heuristic
scanner is too resource intensive so it is not recommended to use it for the Realtime
scanning — just the scheduled scans).
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Em) eTrust Threat Management Agend m

T Mesnnre Advieer

"o Al Aniingy Advancsd Detection Options
s SN un Boss
s Py
/ 7 Antivirus Engion
. R
e I Mwwrutic szanner
&l} Trind Optisme NIFS Filu Systom
S rarfigare 24T v
pt St g Scan sternate dats stragms

] forn il R A~

28. Click “OK”, then click "Options" next to “Scan Compressed Files”

3 Threat Mansorsiverst Ageed - *tarosil | [ al
k‘) aTrust Threat Management Agent m
SRy AdV I
d .
I &gply ectersion fiter 1 fles nside pichives
& 50D soanting aidies shian an iifected Ak 4 tand
9 | ™ Aagdy e aitisos 06 Mafiive The (45chiBg Cure Actian)
etes
Camprassian Mothod Bsed
& The 'y seternen Hester)
T T fa's coments (sliower)
O U |
=
(& e T T Swchonwm

29. No changes are needed on this screen. Click “OK”. Click "Choose Type...". Ensure all
types are checked (scroll down to see them all)
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ﬁ) eTrust Thrast Mansgement Agent
[ sottiog: | ARttty Mvisar
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30. Click “OK”. Select the “Filters” tab.

¥uzfusions
Speofy processes ard drectenes to be exduded fram redl Srme scesning.
|| Corfrjure your conlact
ertormatian

Emadl Optiony Pru- fican Block

Cartrurs PR3 Specty & it of astaneons that wid be dersed accecs. Mims st ) sctangian

«,‘,? SPATNAE B 180 biotk Bi2 ol B deried S0Eess 30 the Sritars ween if ey are

o Ilectad Flas speckied ih U 2xamenen 151 mil De dhwed 100ess 19 the srstem

cven Sugh thar extensod o spotfmd 0 Be bock st These s il 3¢ 30mred
for réecton before azcase i gravted

== CC35
EZTR T SN

& . ) |

31. Under "Exclusions”, click the "Process..." button. No changes needed.
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m ! Satuiity Aduiane

Sralin Exclade Processes

L
¥ iCurbary
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L) Dot sy
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-
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32. Click “OK” (no process exclusions set). Under “Exclusions”, click the “Directory...”
button.

ARttty Mvisare

Sralin Exchule Directorinve

Surfme

3} G Syt
/ Dotaks

Yoo can a2d g 1 3L Sl swctory patts 1o the exclades bet, The drertery and

- "-'"ﬂs-f' Wi¢ Fab-grectorms wi be axchyded from real bme scaming
A : ""'l b Exclude Directonies =
Cartigu
sodens Lethygl Erear alocal deectors pats: T — e
— — rencot
Directary Path

=
[ tere U T St ¥|

33. Click “Add” and type the path “C:\Windows\Temp” into the local directory path field.
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D rTruvt Thew st Managerment Agere - Mcroesft Indervent tiqrharme -

. = B
(.Lg oTrust Threal Management Agant m
m Notwiy Advsar
Hralin Exclude Dirsctories
’ Oy Comn
g ‘b .’n—n“!:'
. Detefls
= et Yire con odd up 1 S Nl directary pattes b0 the exchided |5t The Srestery wnd
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&:9 Exctude Dirsctories ]
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= — [ ]
Directury Fath
|
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34. Click “Add”, then repeat to add all the paths shown below:
a. C:\CallPilot
b. C:\InetPub\wwwroot\cpmgr
c. C:\Program Files\Nortel\My CallPilot
d. C:\Windows\Temp
e. D: Nortel\smtp

D eTrumt Tiew st Managerment Agerd - Mcreeft Indervert Tagrheres

©F oTrest Theeat Management Agent

Horweny Advisnr

Hedhtmme Exciude Directories
- iy | Swmhour,
£ '5 OLattyer
5] Dutails
: v s You can edd up to 3L hul dirmctory pathe to the ecchuded lat. The drecsery and
5 A S any sus~tremines wil be excluded fram resl Bme scenting
vArTIEA
&9 ”"';" " Exchide Dirsctories
2 oattat

"
O . ® nal
FRrre) Lettingy Frrer a ool dractory path [ I She

|

Directory Fath

| - CCuPicr

r CAInatPub\wasroaticamgr

r Ci'Fragram Mias'\Nortel Ny CalPict

r CAWndawd\Tamg

E D:\Narta s

.

e O (|

35. Click “OK”. Under "Pre-Scan Block" click the "Block..." button.
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36. Click “OK” (no extensions blocked). Click the "Exempt..." button

PeTrust Tierst Managerment Aget - Micrussfl Sstemes Bl

(F? eTrust Threat Management Agent

Lr e Exampt from Slocking

- O/ by
g " :A-.:lr-:
23 Datais

Sarunty Adviaar

s You cen add uz to 258 Henames t the sxemption a1, Thees Sler sk be allamed
» Ml Aess 10 The Spstem eved thaugh teir astarsions are specifng in the blodk kst
AT Thay wil bs scesned Sefore accans i grarted. The speing maest be wract,
©)
. eetigwd Ewam, h
At rite e PSR
Ertar 4 fie puthi S
Exempt File

|
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37. Click “OK” (no exemptions from blocking defined). Advanced tab. Uncheck "Protect
Floppy Drives", and "Protect Network Drives"
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38. Click “Apply”. Select the Quarantine tab. Do not activate Quarantine. This will block
access by a userid which accessed an infected file. (This is undesirable since it could
prevent access by a needed support person).

D e irat Ihreat Mamagement Aged My rescit deberset Doderer

Seventy Adviser

% sl i O Success: Reakime semngt were suxcesshuly modfied

. ‘CmNuﬂ On-Acoess welert lits Advantad batrat
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39. Select the Statistics tab. This is where statistics for real-time scanning are visible. No
need to change anything.
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40. Click “Apply” to ensure all real-time settings are saved. At this point, real-time scanning
has been configured and virus signatures have been updated so you can reconnect the
network cable(s). Then, on the left, select the Scan tab to begin setting up a scheduled

full scan.
T 1ot Ihveat Manadesaerd Agrrd - Marosoll Ierves [ bt = % o .l £ |
@ eTrust Threat Management Agent @
Scon ' Secwrity Adwisar
AN r‘m Comguter Sotety Lovel
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41. Check to select all hard drives (do not check any floppies, CD drives or USB drives
shown — scanning removable media can cause problems if a media error is
encountered. All removable media should be checked on a separate, protected
workstation prior to being brought to the CallPilot server). Do not select any mapped
network drives that may be shown (the CallPilot server should only be responsible for
protecting its own disks). Change "Boot Sector Actions" to "Cure Boot Sector"
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42. Click the Advanced button beside the Scanning Engine box. Check Heuristic scanner
and Scan alternative data streams

m Secanly Advicos
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43. Click “OK”. Click the "Cure Options" button. Under "Action to Perform Before Cure",
check "Copy file to quarantine folder". (Sometimes AV software has "false positives".

If the AV software thinks a legitimate file is infected, then we want to be sure we can
recover the original file.)
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44, Click “OK”. Select the Selection tab
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45. Under "Scan Compressed Files" click "Options..." Under "Compression Method Used",
check "The file's contents (slower)"
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Click “OK”. Click "Choose type" and select all types (scroll down to see them all)
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47.

48.

Click “OK”. Select the "Schedule" tab to schedule a periodic scan of the system.

Scanning must be done when the system is expected to be idle or under very low load
for the duration of the scan. Select “Schedule Job” and enter a meaningful name for the
scan. If you want to set up a weekly scan, use the calendar button to pick an
appropriate date for the first scan. Pick a time when the system is expected to have
very low load for the several hours needed to do the scan. For a weekly scan, set the
“‘Repeat Every” value to seven (7) days. Set the CPU usage level to low to minimize
system impact during the scan.
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49. Click "Schedule Job" to save the scheduled scan.
50. To check all created scan jobs, select “Advanced” tab, then “Job Queue”

51. To ensure the system has no pre-existing infection, you may want to perform a full scan
now. (Skip this step if you are confident the system has no existing infections.) Select
all hard drive letters and click "Scan Now". You may want to set the detailed scan
parameters by following steps 41 to 48 above. The scan will take 90 minutes or more to
complete on a 201i server (less on a faster server). Wait until done.
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52. At the left of the window, click on the "globe" icon
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53. Select the Settings tab. On the "Alert" tab, under "Report to", check "Event Log" and
click “Apply”. You may also want to set up "Forward to Machine". (The Local Alert
Manager has not been installed on the CallPilot server). You can also set up “Phone
Home” and “Log Options” if desired.

Tt Il Manaeantd Agerd - Micpasalt baloret Lapbary

%"9 eTrust Threat Manragement Agent m

J U Grewrity Adviaar

F 5 Aler merticsniane
L‘h Cerfgura averk Hopert To
4 >
@ soen z I Lacal dket Marager
' Mane Wane 7 tventiog
Setargn far repzeing I™ rarves To Machre
ta $us Tanagement
@? o Mactae Mana
o Lug Dgtwns

| Corfhgures Lo Tettngs
Hopant Critoria
Curve wp (10 + recordy
L T

Shap shdar then (n s dapn

[~ Neede 4 + ey '
Bl Bt B

Bl

(& e 1T Shmvoes

54. Select the "Update" tab. Set up daily updates to be done at a time when system traffic
is expected to be low. Avaya recommends that definition updates be done at least once
a week but no more often than once per day.
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55. Click Apply. Click "Select Components” to be updated:
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56. Click "Download Settings" By default, updates are downloaded from the CA server. If
you wish, you can configure a local server instead (or in addition). Other update
techniques are acceptable. The important points are a) signatures must be regularly
updated, and b) updates must only happen when CallPilot traffic is expected to be low.
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57. Go back to the "Schedule" screen

JrTrudt Tier st Managerment Agere - Mcroesfl Inderrent tgrherm

@ eTrust Threat Management Agent

Secury Advisor

Schamdule Update Schodule
\ Sehetule donriordi
| () gy Fmmpimmcmiguis’ Schiwdude Type
‘ A | SO0NE Sctmdube: |B¢ Day vl
\ | Bl Select Componems
& Salect the companam Dato and T
@ & be demrlcatos pate: [ 0300 m
- Dawnined Sethngs Tirrw [—, . I'—h . r—n . I"-‘M .
-':':'.‘ ('A Corhgurs De sething

N of demalzaf source

£ Redistributian Ropwet Gvery

50 coshgum -
refutnduton V
S IS CEITITTTEED ST
b
T RRRRRRRRRBBBDBD_RERERE_————— A
| &) corm 7T Sicavene -

58. Click "Download Updates Now". Ensure the download source is accessible and the
update succeeds. The CallPilot server network settings must have proper DNS
server(s) configured so the download server can be found. During updates, a new tray
icon appears indicating update in progress. You can right click it to “Show update
status”
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59. Select the “Logs” tab. In the drop-down box, select “Distribution Events”. Check that
the update succeeded
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60. Select the “Summary” tab. Check the signature version to ensure that the virus
definitions (signatures) got updated. (After a manual update, it may still say “No update
performed”.)
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61. To check the installation, you can select the “Advanced” tab and view the “System
Report”. Compare it to the following screen shots.
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62. Close "eTrust Threat Management Agent" window.
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Testing CA Antivirus with the EICAR test virus

Open Internet Explorer and go to http://www.eicar.org

2} eicar - Home - Microsoft Internet Explorer (=] B3|

—_F_i(e Edit Y¥iew Favorites Tools Help | i',"

QBack » 3~ [x] (2] 5| ) search [ Favorites € | 1+ o B

Address ]g‘_] http:}jwww.eicar.org) L' Go lLinls 2,
-

* EUROPEAN EXPERT GROUP FOR IT-SECURITY

MNLINE-UNIVERSITY | EICAR-FORUM | SEARC

ABOUT US CONFERENCE TASK FORCES PRESS CONTACT INFORMATION

®1998-2008 by eicar .¥. +++ Please inform the webmaster about problems or broken links on this site. +++ Imprint | Disclaimer | Sitemap

=] l_ [_ ,— [ | | mternet

N E

Select "Anti-Malware Testfile"

Try downloading "eicar.com", "eicar.com.txt", "eicar.com.zip", "eicarcom2.zip". You can also

test the SSL enabled downloads. The AV software should block them all. (You may have to
add the eicar site to the trusted sites list to carry out this test.)

eTrust Realtime Alert

@ & wiruz has been detected!

The the EICAR test sting was detected in
CADOCUMEMTS &MD

SETTIMGSSADMIMISTRAT ORNLOCAL
SETTIMGSATEMPORARY INTERMET
FILESSCOMTEMT.IESRGLCIFwSEICAR[1].COM.
Machine; CPLAE 2284, User: CPLAR 2285 Administrator,

Murnber af Alerts: ] [ et

Secondz Femaining a4 Close

Note: be sure to delete all instances of the eicar test files from the CallPilot server and empty
the recycle bin. Otherwise they may result in ongoing virus alerts.
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CA AntiVirus 8.1 Resource Usage

Services Started

When properly installed, three (3) additional services will be visible in the Windows Services

applet:

« eTrust Antivirus Realtime Service
o eTrust ITM Job Service
o« eTrust ITM RPC Service

Disk Space usage:
C drive: 43 MB
D drive: 85 MB

Typical Virtual Maximum
Process Description Mer_nory usage UL
during normal Memory usage
CallPilot operation observed
Authtool.exe
Compver.exe Update and Patch Distribution
ConfigTool.exe
Eavdisk.exe
elITMURL.exe
EnableWinICF.exe
iGateway.exe iTechnology Application Server 13.8 MB 21 MB
InoCmd32.exe
InoDist.exe
ITM RPC Service (listens for
InoRpc.exe administrative server’s discovery and 200 KB 5 MB
policy requests)
INORT.exe Antivi_rus Realtime Service _(provides 21 MB 50 MB
real-time, on-access scanning)
ITM Job service (schedules
background tasks such as scan jobs 52 MB
InoTask.exe and content update downloads). 24 MB (during scan)
Runs scheduled scan.
ITMDist.exe
Phonhome.exe
Realmon.exe 1.5 MB 5.4 MB
Shellscn.exe eTrust Antivirus Shell Scanner
SigCheck.exe
Spar.exe SPindle Archive
Spintool.exe Spindle Tool
Transtool.exe Translation Tool
UnITMEng.exe
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Appendix-B

This appendix provides Installation and Configuration procedures for CallPilot 4.0, 5.0, and 5.1
servers utilizing the McAfee VirusScan Enterprise 8.8 anti-virus application.

IMPORTANT NOTE - PLEASE READ!

Avaya tests antivirus products only to ensure that CallPilot operates properly when the AV
product is installed and configured according to these instructions. Avaya does not test the
effectiveness of the AV product at detecting viruses. All AV products require regular definition
updates in order to protect properly. It is the responsibility of the customer, possibly working
with the AV vendor, to ensure that virus definitions are kept up to date. For more information,
read this document.

Description

This document provides installation and configuration guidelines for McAfee VirusScan
Enterprise 8.8 on a CallPilot server and also covers the use of McAfee ePO. This document
should not be considered a replacement for the McAfee VirusScan and ePO product
documentation. The intent is to show how to install and configure VirusScan in a way that
minimizes the impact to the proper operation of a CallPilot server while still providing a high
degree of protection from malware. This document does not apply to CallPilot standalone web
server machines — that is up to the customer (but this document might still be useful).

Tested: McAfee VirusScan Enterprise 8.8 trial downloaded April 4, 2012.

These guidelines cover four main topics:
« Product features description
. Step by step installation instructions
« Step by step configuration instructions
« Information on the use of ePO

All necessary documentation concerning the McAfee VirusScan Enterprise software can be found
on the VirusScan product CD and can be downloaded by customers from McAfee’s web-site.

Product Features

« McAfee VirusScan® Enterprise 8.8 incorporates best-of-breed McAfee anti-virus, and rootkit
protection for advanced end-point protection. Only the English version is supported on
CallPilot servers since CallPilot runs the English version of Windows.

« McAfee VirusScan 8.8 from McAfee is a combined desktop and server solution combining
VirusScan and NetShield products. (Note: McAfee was previously known as Network
Associates)

« VirusScan 8.8 features memory scanning to detect memory resident viruses. It can detect
viruses within compressed files. It is able to use heuristic scanning to find viruses that are
not included in definition files.

« Antivirus scans and definition updates work properly even when the local console is in a
logged-out state.
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A powerful “Access Protection” feature provides configurable settings to protect against
many specific malware behaviors. The “AccessProtectionLog” file shows what behaviors
were blocked or reported.

There is an ability to detect “unwanted” programs. You can select categories of programs
from the categories included in the current DAT file, exclude specific categories or files, or
add your own programs to detect with using the Unwanted Programs Policy feature.

McAfee VirusScan Enterprise has an Alert Manager (Local Alerting). This feature allows you
to generate SNMP traps and local event log entries without installing Alert Manager Server
locally.

VirusScan has an ability to scan Java Script and VBScript scripts before they are executed on
the CallPilot server, however use of this feature is not recommended on CallPilot since it
leads to a large increase in memory consumption. Since the browser on CallPilot should be
used only rarely, CallPilot is not at great risk from this type of malware.

For more detailed information about product features consult the VirusScan documentation and
on-line help or contact McAfee. VirusScan is not an Avaya product. It is not sold or supported
by Avaya. Avaya does not evaluate the virus detection performance of AV products.

Product Deficiencies

The Virus Definition update process is very resource intensive and may impact CallPilot
performance. It should be performed only when the system is expected to be idle.
Sometimes definition updates require system reboots.
On-access scanning is done by high-priority process McShield.exe. This potentially starves
CallPilot of CPU, resulting in timeouts and impact to user operations when large compressed
files (e.g. PEPs) are copied onto the system when it is under load.
o Note: A workaround is documented below for this issue. Disable on-access scanning
temporarily to avoid this when required.
If a virus scan finds a virus on the CallPilot server, there is no built-in way to alert a remote
administrator. The administrator must manually check the CallPilot server for virus
indications in the log file. McAfee has a separate component called the “Alert Manager”
which can be configured to receive virus alerts from CallPilot and other servers. Unless the
customer will be regularly checking the CallPilot server console, Alert Manager should be
installed to ensure that virus detections are noticed. The instructions given here do not
cover the installation and configuration of the Alert Manager. Consult the VirusScan
documentation and on-line help.
System reboot may be required after installation. Therefore a maintenance window needs to
be scheduled if the system is in production

ePolicy Orchestrator (ePO)
For more information on ePO, see the ePolicy Orchestrator section later in this document.

McAfee’s ePolicy Orchestrator (releases 3.6.1, 4.0 or 4.5) provides a way to centrally
manage the anti-virus configuration and definitions of many computers running VirusScan.
The server, console, database, and remote console components of ePO must never be
installed on a CallPilot server. However, under certain conditions, it is acceptable to install
the ePO agent on a CallPilot server to allow its anti-virus configuration to be centrally
managed. Consult McAfee documentation for ePO.
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« The following conditions should be observed when installing the ePO agent on CallPilot
servers:

o If the ePO agent is installed on a CallPilot server, you should take care that AV scans,
definition updates, and management activities occur only at times of very light CallPilot
system load.

o The anti-virus configuration policy installed via ePO should match that described in this
document as much as possible. Since the policy needed for CallPilot servers will likely
differ from that needed for normal desktop PCs, CallPilot servers need to be managed as
a separate group. You should create a new named policy within ePO specifically for
CallPilot servers.

o Be sure that the required policies are being properly applied by ePO to the CallPilot
server. Ensure that other policies are not being inherited within the ePO directory in a
way that overrides the required CallPilot policies. Check the policies by observing them
on the CallPilot server by running the VirusScan console. If the VirusScan policies on the
CallPilot server do not match those described in this document, make changes to the
ePO policy so that the correct policies are seen to be in effect on the CallPilot server.
= Never put the CallPilot server into service with incorrect VirusScan policies since the

CallPilot might stop working properly.

o Virus definitions must only be pushed to a CallPilot server at times CallPilot is
expected to be idle.

o The ePO agent software should be installed on the D drive on CallPilot 4.0 systems, if
possible. Please ensure that the CallPilot system drive (where the OS is installed, usually
C) still has at least 135 MB free after installing the AV software. (Note: files on the
desktop of any Windows userid also consume space on the system drive).

o The VirusScan On-Access Scan should not be set to scan when reading files, particularly
when My CallPilot is being hosted on the CallPilot server. Set it to scan only when writing
to disk.

o Do not install VirusScan by remotely pushing it via ePO onto a CallPilot server.

o Be very careful using global updating. Be sure that CallPilot servers are only updated at
times of very low CallPilot call traffic.

o A CallPilot server must never be configured as a “SuperAgent”.

o The “Agent to Server Communication Interval” should not be set to less than one hour.

o Note: Avaya recommends that on-demand scan CPU utilization be set to 70%, CPU
Utilization for a Virus scan should never be set to 100%. CallPilot call handling will be
impacted.

Installation and Configuration Instructions

Use a fully patched and Anti-Virus protected PC to download the latest AV software and virus
definitions and burn the files onto a CD so that it can be brought to the CallPilot server without
using the network. (It is dangerous to use the Internet to download the initial virus definitions
after a fresh install of Anti-Virus software. An unprotected computer can become infected in the
time it takes to download updates.)

For McAfee VirusScan, definitions and updates can be downloaded from (Note, URL is subject
to change):

http://www.mcafee.com/apps/downloads/security updates/superdat.asp?region=us&segment=ent
erprise
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McAfee uses the word “DAT” for virus definition files. You will also need the latest “Engine”.
Download a “SuperDAT” file to get the latest Engine and the latest definitions in a single
download. The file is provided in a self-extracting executable. Typically, the SuperDAT file will
be 120 MB or more. (A few years ago they were only a few MB.)

For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot Server from the network by unplugging both ELAN and CLAN
until you have installed the Anti-Virus Software. Be sure you remember where the cables should
be plugged back in.

Uninstall any existing Anti-Virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required.

Before installing Antivirus software - install all applicable CallPilot OS Security PEPs from CD.
Install any additional, authorized hotfixes from CD.

If installed according to the instructions given here, antivirus software should have no noticeable
impact on CallPilot performance and capacity for normal messaging-related operations. Certain
exceptional operations that involve updating a large number of files may operate significantly
slower on some platform types due to the added cost of virus scanning. Examples are: software
upgrades, PEP installs, restore from backup. You may want to temporarily disable On-Access
scanning monitoring while performing those operations.

Disk Space Requirements
When installed on C drive:
C drive: uses 414 MB

When installed on D drive:
C drive: uses 209 MB
D drive: uses 179 MB
Memory commit charge:  used: 93.6 MB

Tested: McAfee VirusScan Enterprise 8.8 trial, downloaded April 4, 2012
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McAfee 8.8 Installation Step by Step Instructions

Installation and configuration of McAfee 8.8 can be expected to take about one (1) hour (more if
a full anti-virus scan is run during the install).

1. Double-click “SetupVSE.exe”. (Note, the method for initiating setup may vary according
to the exact McAfee product.)

i'-;‘ MchAfee YirusScan Enterprise Setup ll

M Af . McAfee VirusScan Enterprise Setup
c ee This setup wizard installs McAfee YirusScan Enterprise to your server or workstation,

Proven Security™ EBefore conmtinuing, we recommend that ywou review the readme for a description of
product features, an averview of product system requirements, and known issues For

this release.
Wiew Readme Cancel |
2. Click Next
x|
Evaluation

Thiz iz at evaluation copy and will expire in 90 days

For further evaluation information please visit http: /A mcafee. com

3. Click OK. (Note: Evaluation versions are not recommended for use on production
systems at customer sites. Use only a properly licensed version so that it will not
expire).

McAlee Licensing

McAfee

McAlon End User License Agresment

Lcaras aagay dale Seiect oahon where purchaisd and used
Tuesday, oy 03, 212 S — -
END USER UCENSE AGREEMENT A

BY DOVNLOADRNG, INSTALLING, COPYING, ACCESSING, OR USNG THS
BOFTWARE YOU AGREE TO THE TERMS OF THS AGREENENT  IF YOU ARE
ACCEPTING THESE TERMS 0N BERALF OF ANOTHER PERSON OR A COMPANY
OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOLf HAVE
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL ENTITY TO
THESE TERMS

F YOU DO NOT AGREE TO THESE TERMS,

T DO NOT DOWNLOAD, WSTALL, COPY, ACCESS, OR USE THE SOFTWARE, AND :J

e\ Ll the lcercs i
Jceapt T i w)ourr I-T]

Cancel |
1 do pot sccegs the berm in e bosnse agimerment

4. Select location where purchased and used. Read End User License Agreement. Select
"l accept...", Click OK
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Select Setup Type
McAfee [
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Emisd Scanners, On-Actess Scarner, Aucess Protedice, Builer

A o = Overflow Frotaction, Soiptscan, On-Demand Stanner, Right-dct.
VirusScan Soan, Quaraotas Manague Polcy, aned Urwvardwd Progrms Poky. If
Enterprise You &8 Fstaling to & sarver, Alert Manager can akio be pstafiec.
ver. 88

Anti Malware =

+ Add.on & Kyptom

Modules Instals 5 selactad set of fashures that ndhudes & partial set or o of

the Features achudad 0 5 Tygeial et allation, Yo can W us the
custone option o install Alert Mansger to & morkstation

Insted To
ClProgran FesPacafee|WusScan Ertampressl

Beovan,, I
pkipan | <t [ s | e |

5. Select "Custom". For CallPilot 4.0, click Browse and change the install folder so it
begins with D. For CallPilot 5.0 and 5.1, just use the default install folder on C.

0 W WissantiaeisaeSie x
Lo e v— = &l 5
Poker
A 1rcnp e Pl M Vi3 L vyt
CE ] com |
6. Click Next

1% McATen VirusScan Enterprse Setup [ x|

Select Access Protection Level

= Randard Protection
&dsmha;!;mwnwomtomm

Vi S L ortical sethngs and from miodiic bt generally oboses
frusScan *‘a__m

Enterprise it e i

ver. 83

Anti Malware 7 Mk Pregection

¢ Add.on Enables fcoess Frotechion rubes snd Cache sethngs ko probect most
Modules ot settags ad fles from modfication, bt a wrpacts your ity

ta rstal legtinsbe sobware. 10 wetad software whan thase nies ore
endbied, we recominenrd that you desble Actess Prokection ruies
bafore your nstafiation, than enabie therm agan ofter Fataliabion.

<pox [ mes | e |
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7.

Click Next.

ﬁgl McaAfee YirusScan Enterprise Setup ﬂ

Feature Selection

AQCAfeeS Select which Features you would like to install,

— ,l ~Feature Description
= CO.nSOIE d Scans Microsoft Outlook
o = &3 -] AutoUpdate email messages and their
VirusScan® (X~ EAIRIES | attachments,
Enterprise = =3~ | On-Access Scan
e =3 v | Access Protection
ver. 8.8 o 23 - | Buffer Overflow Pre
o =3 ~ | Script Scan
Anti-Malware
+ Add-on E Q—'J O:-Demgn: Sclgz This feature requires
Modules i] Right-click Scan 512bytes on your hard
drive.
Kl | B

Disk Spate l < Back | Mext > I Cancel l

8. For "Microsoft Outlook Email Scan" click and select "This feature will not be

9. Do not select "Install Alert Manager Server". Click Next.

available". Click Next.

|‘§ McAfee YirusScan Enterprise Setup E

Install McAfee Products

A«c AfeeS Allows you to install Alert Manager after the McAfee VirusScan Enterprise
installation completes. Alert Manager provides additional alerting
capability when a virus is found,

VirusScan®
Enterprise

ver. 8.8
Anti-Malware

+ Add-on
Modules

< Back | Mext = I Cancel |
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|‘§ McaAfee YirusScan Enterprise Setup

Product Configuration
AQCAfee I Import AutoUpdate repository list:

orkthe Autalipdats

VirusScan®
Enterprise

Allows you to import an AutoUpdate repository list file that specifies the
e AutoUpdate configuration for your site. The AutoUpdate repository list
ver. 8.8 file, SITELIST.XML, is created by using the McaAfee AutolUpdate Architect.
If you do not import an AutoUpdate repository list file, AutoUpdate uses

Anti-Malware the default McAfee site,

+ Add-on
Modules

V¥ Enable On-Access Scanner at the end of installation

Continuously checks files for potentially unwanted files whenever they
are read from, or written to disk. Although you can perform an
on-demand scan at any time, we highly recommend that you enable the
0n-access scanner,

< Back | Mext = I Cancel I

10. If your site has an AutoUpdate repository list file that you wish to import, you may
optionally select "Import AutoUpdate repository list". Click Next.

]‘§ McAfee YirusScan Enterprise Setup E

2 Security Configuration
McAfee

[~ Configuration Password Protection
Allows you to set security for user interface settings.

VirusScan® Password Confirm Password

Enterprise — R

ver. 8.8 ~Start menu
Anti-Malware [~ Do not display the McAfee shortcuts under the Start menu

+ Add-on
Modules ~System tray icon and menu

(¢ Show the system tray icon with all menu options

(" Show the system tray icon with minimal menu options

(" Do not show the system tray icon

< Back | Mext > I Cancel |

11. Since CallPilot servers are accessed at the Windows login level only by trusted
personnel, it is not usually necessary to protect the configuration with a password, or to
hide the McAfee shortcuts. (If required, however, you may choose to do so.) Click
Next.
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ey T e ————— [ %]

r Ready to install
McAfee
The weard = spady to bagies nutalation,

y IF you wank bo rerriew o changs your nszalahion settings, chok Back.
VirusScan®
Enterprise Chch Cancel to ot the mzard.

ver 88
Anti Matware

+ Add.an
Modules

Cick Install to bagn the rutallstion

12. Click Install.

15 McATee VirusScan Enterpree Setup B

Bl Installing MeAfee VirusScan Enterprise
McAfee
Plnase mat whie the Sebup mierd retals Moafee WusScan Entenrse
This ol Lok swver &l tarndun.
VirusScan®
Enterprise ot

ver, B4

AniMaiware B I

+ Add.on
Modulas

J | -
After a few minutes, you will see:
M ATee VirusScan Enlerpriee Setup [ ]
MeAfee VirusScan Enterprise setup has

completed successfully,

Ao you R0 Lpdate pour DAT Nes By rann) ActoUpdate Now, and
v < - s your bocal drves by rurnng On-Demand Scan. ¥ you selsct both
VirusScan aphions, Auoldate suns Frst, then the Or Denand s¢an mmedately

Enterprise fobown,

L3 )
Anti Malware =
+ Add-on Fegomatialy checks for updates of DT Hes andfor scan engre sod
Modules Govnboads anry awsdadie updates. THs IS raguired becluse DAT fies ane
not inckuded in thes package,

I~ B Co-Dervand Scar}

Examires of bocal drives for potentisly unwesnted fles, Problems found am
logged in the OnDermandScant.og 2xt Ne located n he Srectory
CaPoosmenks and Settingsiall Users|Appbcaton

Data\ M oe\DesdtopPratecnon],

[T |
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13. Uncheck the "Run On-Demand Scan" check boxes. We will run an on-demand scan
after we have manually updated the definitions.). Click Finish.

Update in Progress U McAfee

Please mol for updale ho firich

| Slatng updale sezson

14. Since the LAN is disconnected at this point, the update will not work. Click “Cancel” in
McAfee Agent Updater.

i'é'u McAfee YirusScan Enterprise Setup il

The network driver is installed but you must restart the computer in

& order to load it, Distributed File Scanning, Port Blocking, Infection
Trace, and Infection Trace Blocking are disabled until the computer is
restarted.

15. Click OK. VirusScan has now been installed. Note that two entries will appear in the
Control Panel — Add/Remove Programs list: “McAfee Agent” and “McAfee VirusScan
Enterprise” — both must be uninstalled to completely uninstall the McAfee software. A
reboot is recommended at this point. (Note: sometimes some services may fail to start
after the reboot. See section on “Issues” later in the document.)

16. After the reboot, you should install the latest available Patch for VirusScan 8.8. Contact
your McAfee support representative to obtain this patch. You will need a "Grant
Number" to get the patch. The latest available patch should always be used by
customers.

17. Now, update the virus definitions and scan engine using the SuperDat file you previously
burned to CD.

Avaya Page 53 of 183



CENE j=If

File Edit Mew Fawvorites Tools  Help 11."
QBack ~ ) - (T | - search | Folders | ®
Address | L 20 j £
Folders X || Mame =~ :I
@ Desktop @Readme_S'u'.html
= (5 My Documents &]readme_zH_CH.html
) Security &]readme_zH_Tw . html
5 @ My Computer @Repustl.htm
S Local Disk (C:) - -
“e Local Disk (D) —'}SEtUF’"n'
“e® Local Disk (E:) ﬁS?tUFHSE'ExE
= Local Disk (F:) E] SignLic. Tt
2, Meafess7 () | | ZJUninst exe
[ cortrol Panel _Huninst.iri
%J My Network Places Cuninstxed.exe
2 Recycle Bin [EvIRUSCANSTO0. Zip _|LI
4 | v 4

In Windows Explorer, double-click on the sdatxxxx.exe file.

SuperDAT 2.5.0 | X |
Welcome to the McAfee SuperDAT wizard.

The SuperDAT wizard allows you to update your
anti-virus products quickly and easily. This wizard
will help you to install the |atest available files to
enhance your product's anti-virus capabilities.

Click "Next' to continue, or "Cancel’ to quit.

Copyright© 2010 McAfee, Inc. All rights reserved.

Cancel View Log

18. Click Next
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SuperDAT 2.5.0 | X|

Please wait while the necessary anti-virus files are
heing copied into installation directory...

([ ]]

Extracting Zip file from stub file, D:\temp\6EE3xdat.exe.

¢ Back I Nest> I Cancel I ViewLog l

SuperDAT 2.5.0 | |

SuperDAT has finished copying all the necessary
anti-virus files to your computer.

For more detailed information, click “View Log®
hutton.

Thank you for using McAfee anti-virus software.

Cancel | View Log l

19. Click Finish. The CallPilot system may seem slow at this point and may require some
time before performance improves.
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Step by Step Configuration Instructions

1. Start - Programs - McAfee - VirusScan Console

(g ¥irusScan Console

Task Edit ¥iew Tools Help

=10l ]

| e | w| G| B0 B2

Tas | Status

| Last Result | Last Run

r
D EBuffer Owverflow Protection
E Unwanted Programs Policy
@ On-Access Scanner
@Quarantine Manager Policy
U Full Scan
ﬁ AutoUpdate
4]

Enabled
Enabled

Mo unwanted program categoties are turned on, Mo user-defined detecti, ..

Enabled

The quarantine Folder contains O ikems

Mot Scheduled
Daily, 5:00 P

i

|\.-'iru55can Console

4

2. You can check the date of the virus definitions, scan engine version and installed

McAfee

Copyvight (C) 19952010 McAfee, T, AF Rights Restrved

patches by using the Help menu. Select "About VirusScan Enterprise".

U About VirusScan Enterprise %]

VirusScan Enterprise + AntiSpyware Enterprise 8.8

Arkivieus License Type:!
VirusScan® Arki-vieus Expiry Date:
Enterprise “can Engne Yeraon (X2-4e)
T T DAT Version:
vor. B8 DAT Created On:
: ° Nurbar of sigratures i exctry, dat:
ORI | i of e st that cr oo can it
Buffer Overflow and Access Probechion DAT Verson!
Instalec Pakches:
Instabed Modubes:

Unauthorzed reproduction or detrbotion of thés program, or any portion of £, may resuk in severe ovll and aiminel penakies,
and wil be pragecsted to the masimem extent possble urder the law,

Warning: this compurer progeam & protectad by copyright lew and intemational treaties.

evalaation
Tussday, My 03, 2012

$400.1158

11140000
Folbruwy 2 200G

Nors
Hoow

568
Nere
Neone

3. Click OK.
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4. In the VirusScan Console, double-click "On-Access Scanner"

5
T Geosdl | Sorpioen | Blacking | Messges | Fiepons |
Q} Tresio tibe atoct st applcsions

Beoeal

Settrgs [~Sean-
| ¥ fioot smchon

@ | W Flegps darg shdchown
ii_ Proczsnes on eadin

Frocesses Genodd

? N Epstls onroccess soanang o syitem Hahp

7 Grante
| Magerum achive soan woe [secood|

| W Enforcs o naseran soormng tme or of (ks

Mo scon e Lrocondi) |1 0 3_

[ Heaite ratwarh ok A tugacane fles

s T—

T e T e

5. With "General Settings" selected on the left, change the "Maximum scan time
(seconds)" to 10 seconds. Change the "Heuristic network check for suspicious files"
sensitivity level to "Medium". Click Apply.

B On-Access Scan Propesties

Gemiad  Scufcn | Sching | Wessagn: | Aupees |
U S 205 gL and VESZIgH i 0y tht me expoufod By e
Windone: Scapling Hast 'WEH it weed by bdowwe! Esploom and
Dutioch. ¥ an urwwwrtnd gt © detectad 1 it rod showed 10
Setwg woncidn
o SagtScan
9 I e soarvirg o 550
F'\u.::e: e il i
| | |
T | | ks |

6. Select the "ScriptScan" tab. Ensure that "Enable scanning of scripts" is NOT
checked. This feature can greatly increase memory usage, resulting in system
problems.
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7.

8.

U On Access Scam Properties x|

Gensisl| ScrpSean Blocking | Messages | Recors |

@ Elock COvacsond hom iemole compuies frak have ke s
s SRR

- Meage
w gwhmﬂumbhm-um.m-g

.0 fia

Tvpe s cuntors mensage

Frocecses
]Fu At o Tl v ColO2Pa

-
| Riock the conmechon when & thimal i debscin i 5 sharmd fold:
Wrtdock: conrweton: after [rerutai)

15

T Bhpek thw wher & (b with & é
| progean is detected i 4 Shared foldes

o |_cmed |[=]_ e |

Blocking tab. Under "Message", check "Send the specified message ..." and type an
appropriate message to send. Itis a good idea to include the computer name of the
CallPilot server in case the site has more than one CallPilot. Under "Block", for
"Unblock connections after”, set to 15 minutes.

L On-Accmes Scan Propesting

Tormial| SowtGom | Blaskeg Messages | Rapses |

G Koty bcal users when detechons ocowr and soocty what achone
can et ek
Gormad
Setings
hox ool usets
@ ¥ G the et b & Sant s edectnd and
pre l!\e'mu he message.

Progerses Accapt he delsdt reecags o hoe & rew Dessage

Iv'lu.Sum Alet! 00 ClPR soves cplsliZ28a

Actors wvelathe b =w

™ Remove messages fom e bt
I Dlesnties

I Dbetn s

[ on | caes | peh | He |

Messages tab. Fill in the computer name into the message box. Uncheck "Remove
messages from the list" and "Clean files".
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9. Reports tab. Set the maximum log file size to 5 MB. Check "Session settings" so that
setting changes are logged. Check "Failure to scan encrypted files". Click Apply to
save all the On-access scanning settings.

10. Click "All Processes" at the left.

11. Select the “Scan Items” tab.
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12. Uncheck "When reading from disk". Uncheck "Opened for backup". Check "Scan
inside archives”. Click Apply.

13. Select the “Exclusions” tab.

14. Click "Exclusions..."
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& Set Exclusions il

g% Select files, folders, and drives to be excluded from scanning.

|terin | Exclude Subfolders

| Headwite |

oK |

Canrcel |

Edit... |
Eemove |
Llzar |
Help |

15. Click Add.

s Edit Exclusion Item B3

—What to exclude

=

" Byfile age:
Access type:

7| Alsorerclude subtolders

" By file type (can include the ? wildcard):

Sejeot

Minimum age in days:

' By name/location (can include wildcards * or ?);

Browse... |

| Madified

zl h

=

—When to exclude
IV Onread

V' Dn wite

1] 4

I Cancel

Help I
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16. Click Browse and browse to C:\Program Files\Common Files\McAfee\Engine and click
OK. (Note: rather than browsing, you can also simply carefully type the path into the
name/location box.)

s Edit Exclusion Item | X]
~What to exclude

' By name/location (can include wildcards * or 2):

Il:: “Program Files\Common Files\Mcaf Browse... |

7| Alsoerclude sibtolders

" By file type (can include the ? wildcard]:

e

Seleot

" By file age:
Access type: Minimum age in days:
Madified ‘:J I | j
—When to exclude
IV Onread
vV Dnwrite

0K I Cancel I Help I

17. Then click in the name/location field, scroll to the right and append "**.dat" to the string.
(The double asterisk means "zero or more of any characters including back slash”. It
allows multiple depth exclusions.)

% Edit Exclusion Item | X]
~What to exclude

¢ By name/location (can include wildcards * or ?):

|Common Files\McAfee\Engineh™ daf Browse... I

[ | Alsoenclude subfalders

" By file type (can include the ? wildcard):

" By file age:
Access type: Minimum age in days:

Ifﬂh’,«d\rir}{i _:J I l ﬂ

~When to exclude
vV Onread

V' Dnwite

I oK I Cancel Help

18. Click OK.
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[t Set Exclusions

Eg& Select files, folders, and drives to be excluded from scanning.

4

Edi... |

Bemove |

LClear |

| _’l Help |

Cancel |

Add..

19. Add the following exclusions in the same way:

C:\Windows\Temp\Test*\
C:\Windows\Temp\wav*
C:\Windows\Temp\*tmp
C:\Windows\Temp\msg*
C:\CallPilot\*.trc
D:\Nortel\smtp\**.mim
D:\Nortel\smtp\**.inf
D:\Nortel\smtp\**.mOk
D:\Nortel\smtp\**.i0Ok
D:\Nortel\smtp\**.mx1
D:\Nortel\smtp\**.ix1

C:\Windows\Temp\**avv.gem

(exclude subfolders)

(that's letter m, number zero, letter k)
(that's letter i, number zero, letter k)

X

Eg& Select files, folders, and drives to be excluded from scanning.

[tem | E | Beadhw « Ok |
C:Program Files\Comman Files\Mcafe. . Yes Read™w

CvindowshT emph T est™ Ye: Read?w Cancel |
Covwindowsh T emphamary™ Mo Read/w!

C:findawzhT emphtrip Mo Read/w' Add... |
C:Wwiindows\Tempimsg® Mo Readw

C:ACallPilaty” tre Mo Read®h Edit.. |
D:AMaortelamtp™ . mim Ye: Readw

LM ortelembph ™ inf Tez  Readfw Eemove |
D:ANortelvamtph ™m0k Yes Feadw =
D:Martelsmtph ™. ik Yes Read®wi Clear |
D:\Maortelemtph™ msl Yes =

l

Fead/wi -
| E

scrolling down
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Uk Set Exclusions =]

E% Select files, folders. and dives to be excluded from scanning.

|tem | Exclude... | Heada’WliI 0K I
C:Awindowss Temphtmp Ho Read
AW indowshTempimsg” Mo Read i Cancel |

CAwindowsTemphT est® e Read Wi
CAvwfindowsh Temphimay™ Mo Fead s Add...

D WM arkelsmtph ™ 0k Yes Fiead i

-4, res lead W Edi... |
Yes Read/wi

[ WM ortelsemtph ™.
[ WM orkelsemtps ™. mllk, Yes Read A Bemove |
[ AMorkelemtph ™. mim e Read Wi

D:wMortelsmtph ™. mx1 es Read/wi__| Clear |
C:Awindowsh T emph”™ awy. gem Mo Fead/wi - —

4 | | _'I_ Help |

NOTE: On CallPilot High Availability systems, exclude the additional folder:
D:\Program Files\EMC AutoStart\<Domain Name>_<Computer Name>.

(Where Domain Name is the name associated with the HA pair and Computer Name is
the name of the specific node within that pair.)

20. Click OK.
X
Processss | Scan e Exchatiors | Acgens |
@ @ Spacity wh derws to echude bom 1cannng
Generdl )
Seting: \wWhat not b co e

= Exchute doka. o and boidous [13)
Q [ Faclumoni.
M
Procesie:

o | cees | sov |t |
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21. Select the “Actions” tab.

In

& On-Access Scan Properties

Procesons | Scan herrs | Exchivorn Action: |

@ (t Specly s 10 rexpond whin & theeat i detecied
Ganetyd @
gl \Whery a st i Tourd
- Eefam the acwor Wt
.@ l&-m fes sutonsicoly :I
Sk I the fist achon fad, thea petom s actoe:
|Deny socess to Ses >
Whery an urwvarded program i found
Ftom e acton ket
'Cem ez automatcaly :_I

110 st avchion (e, S perlonm B sction

or | Cowe | amh | He |

22. Under "When a threat is found”, under "If the first action fails..." set action to "Deny
access to files". Under "When an unwanted program is found", under "If the first action
fails...", set the action to "Deny access to files". (In case the AV software has a “false
positive” and flags a legitimate file as a virus, we wish to be able to restore the file.)
Click Apply.

23. Click OK.

{fz ¥irusscan Console 10| x|

Task Edit Wiew Tools Help

=] e | m| GjE x| 23 89

Task | Skatus | Lask Result | Last Run

AcC in Enabled
ﬂ Buffer Cverflow Protection  Enabled
E Unwanted Programs Policy Mo unwanted program categories are turned on, Mo user-defined detecti..

@ On-ACcess Scanner Ensbled

@Quarantine Manager Palicy  The quarantine Folder contains O items

ﬂ Full Scan Mok Scheduled

Autolpdate Diaily, S:00 PM The Upd... ‘Wednesdaw,

4] | i3
|'u'irusScan Console &
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24. On the VirusScan console, double-click "Access Protection”. On the "Access
Protection" tab, select "Anti-virus Standard Protection” on the left. Select Block and
Report options as shown below. Note: the rules may appear in an order different from
shown here. Check the rule text carefully!

14 Access Protection Properties 5'

fccess Protection | Reports |

 Access Protection Rules
Use access protection rules to protect your system’s access points and prevent termination of Motfes processes.
v Enable access pratection
Categonies Block I Report I Fules
Anti-virus Standard Protection K K Prevent registy editor and T azk Manager from being disabled
Apti-virug M aximum Pratection Prevent user rights policies from being altered
Anti-virug Outbreak, Control Prewvent remote creation/modification of executable and configurat
Common Standard Protection 4 4 Prevent remote creation of autorun files
Common Maximurnm Protection Kl Kl Prevent hijacking of \ExE and other executable extensions
Wirtual Machine Pratection of Prevent Windows Process spoofing
User-defined Rules Prevent mass mailing wormns from sending mail
k] ki Prevent IRC communication
+ + Prevent use of tip exe
« | 2
« | o Edt. | Do Hew. |

[¥ Erevent Mcifes services from being stopped

oK | Cancel | apply | Help |

25. Select "Prevent mass mailing worms from sending mail" and click "Edit...". Then, under
"Processes to exclude", insert "nmimasrv.exe, cppwdchangeserver.exe, w3wp.exe"
followed by a comma, into the list. Then click OK. Note: McAfee sorts this list, so if you
later display the list of processes, it will have been sorted alphabetically and nmimasrv
will no longer be at the beginning of the list.

Rule Details x|

Rule Mame:

I Prewent mass mailing waorms from sending mail

Processes ko include:

*

=l
=l

Processes ko exclude:

&

nmirmasty. gxe, cppwdchangeserver exe, wawp,exe, agent. exe, amgrsre,exe,
apache.exe, ebs.exe, eudora.exe, explorer.exe, firefox, exe, firesve.exe, iexplore. exe, « |

[0]4 I Cancel |

26. Select "Anti-virus Maximum Protection” at the left, then set the Block and Report
options as shown below:
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14 Access Protection Properties 1[

#Access Protection | Reports I

~ Access Protection Bules
Use access protection rules to protect pour system’s access points and prevent termination of Mcéfee processes.

[¥ Enable access protection

Categonies Block | Report | Fules

Anti-virus Standard Protection i Prevent svochost executing non-windows executables

Anti-wirg b asimum Protection Kl Kl Pratect phonebook files from pazsword and email address stealers
Apti-virug Outbreak Control ~ Prevent alteration of all file extension registrations

Common Standard Protection " |4 | Protect cached files from ord and email addr

Comman Marimum Protection
Wirtual Machine Protection
|ser-defined Rules

1 | ol

1] | D Edi. | Delte Hew.. |

[ Erevent Mcifee services from being stopped

O I Caricel | Apply | Help |

27. Select "Anti-virus Outbreak Control" at the left, then set Block and Report options as
shown below:

¢ Access Protection Properties 5[

Access Pratection |Reports |

 Access Protection Fules
Usze access pratection rules ta pratect your system’s access points and prevent termination of MoAfee proceszes.

¥ Enable access protection

Categaories Block. I Heportl Rules
Anti-virus Standard Protection Make all shares read-only
Anti-wirs M arimum Protection Block read and write access to all shares

Apti-virus Dutbreak Control
Commen Standard Pratection
Commen b aximum Protection
Wirtual M achine Protection
Uzer-defined Rules

Delets Iew... |

N i

¥ Erevent Mcafes services from being stopped

[o]'4 | Cancel | Apply | Help |

28. Select "Common Standard Protection" at the left, then set Block and Report options
as shown below:
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16 Access Protection Properties 5'

Access Protection |Reports |

- Access Protection Rules

Usze access pratection rules to pratect your spsten’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Categories Block: | Heportl Rules
Anti-virug Standard Protection El El Frevent modification of Mcdfee files and settings
Ainti-wiruz b aximum Protection o o Prevent modification of McAfee Common M anagement Agent files .
Anti-virus Outbreak. Control - - Prevent modification of McAfee Scan Engine files and zettings
Comman Standard Protection Protect Mazilla & FireFox fles and settings
Caomman Magimurn Protection Protect [ntemet Explorer settings
“irtual M achine Protection 3 k Frevent ingtallation of B 21 Helper Dbje:
Uszer-defined Rules Protect netwark. settings
- Prevent comman pragrams from running files fram the Temp folder
- - Frevent termination of McAfee processes

dl | o
< | | Edt.. | Delee Hew. |

W Prevent Meafee services from being stopped

ok I Cancel | Apply | Help |

29. Select "Common Maximum Protection" at the left, then set Block and Report options
as shown below:

16 Access Protection Properties 5'

Access Protection |Reports |

- Access Protection Rules

Usze access pratection rules to pratect your spsten’s access points and prevent termination of MoAfee processes.

¥ Enable access protection

Categories Block: | Heportl Rules

Anti-virug Standard Protection Frevent programs registering to automn

Anti-wiruz M aximurn Pratection Prevent programs registering as a service

Anti-virus Outbreak Control Prevent creation of new erecutabls files in the “Windows folder

Frevent creation of new executable filez in the Program Files folder

o Frevent launching of files from the Downloaded Prograr Files folde

Virtual M achine Protection Prevent FTP communication

User-defined Rules Prevent HT TP communication

< | | Edt.. | Delee Hew. |

W Prevent Meafee services from being stopped

ok I Cancel Apply Help
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30. Select "Virtual Machine Protection” at the left, then set Block and Report options as
shown below:

¢ Access Protection Properties 5[

Access Pratection |Reports |

 Access Protection Fules
Usze access pratection rules ta pratect your system’s access points and prevent termination of MoAfee proceszes.

¥ Enable access protection

Categaories Block. I Heportl Rules

Anti-winus Standard Protection o Present Termination of YW are Processes

Anti-viruz Magimumn Protection Prevent modification of YW are Warkstation files and settings
Anti-viruz Outbreak. Control Frevent modification of Vhkiware Server files and settings
Commen Standard Pratection Prevent modification of Wi are vittual machine files

Cormmon b aximum Protection
irtual M achine Protection
Uzer-defined Rules

oL

4| | i
‘| | | Edt.. | Dele Hew. |

¥ Erevent Mcafes services from being stopped

[o]'4 I Cancel | Apply | Help |

31. Select "User-defined Rules" at the left. There should be no user-defined rules, as
shown below:

1% Access Protection Properties Ll

Access Protection IReports |

—&ccess Protection Fules

Use access protection rules to pratect your system’s access points and prevent termination of Modfee processes.

¥ Enable access protection

Categories Block | Report | Fules
Antivirug Standard Pratection
Anti-virug Magimum Protection
Anti-viruz Outbreak Control
Common Standard Protection
Common Masimurn Protection
Yirtual Machine Protection
User-defined Rules

1 |
/ | » Edt. || Deee

¥ Brevent Mcdfes services from being stopped

[o] 4 | Cancel Apply Help

32. Click "Apply" to save all Access Protection changes.
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33. Select the "Reports" tab.

5 Access Protection Properties = =

Access Protection Reperts |

& Corfigae $w lbogng of Slenpts o viksle scoast potection

~LogFie
~ pummmmnwummnmﬂwwaj
new lozation.

| XDEFLOGDR N\ AccesrPiotectont.og te Brovee l

W Lierd the age of log e

Masesum log e sce (M8} |‘ E
Log fie fomat IUmooelurFa -I
Yewlog [
(o ] ot | toow | wo |
34. Click OK.
_i5lx
Task Edit Wiew Tools Help
= || G| 20 8320
Task IStatus ILast Result I Last Fun
_! Access Protection Enabled

rflove Protection SIS E)

E Unwanted Programs Policy Mo unwanted program categories are turned on, Mo user-defined detecti..

@ On-ACcess Scanner Ensbled

@Quarantine Manager Policy  The quarantine folder conkains O ikems

EJ Full Scan Mok Scheduled

Autollpdate Diaily, S:00 PM The Upd... ‘Wednesdav,

< | 2l
[irusScan Consale

4
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35. On the VirusScan console, double-click "Buffer Overflow Protection".

[Urcods 0TF6] 7]

e

37. Click OK.

Avaya Page 71 of 183



{[= YirusScan Console - 10| x|

Task Edit Yiew Tools Help

e | Gafia % 2[5 B9

Task | Status

| Last Fesult | Last F.un

3 Access Prokection Enabled
m Buffer Owerflow Protection  Enabled
. Uriwanted Programs

Mo urweanted program cakegories are kurned on. Mo user-defined detecti, ..

The Upd... ‘Wednesday,

| i

[‘a On-ACCess Scannet Enabled

@Quarantine Manager Palicy  The quarantine Folder contains O ikemns
ﬂ Full Scan Mok Scheduled

18 autolpdate Diaily, 5:00 PM

1]

|\.|'iru55can Console

A

38. On the VirusScan Console, double-click "Unwanted Programs Policy" and click to

select all checkboxes:

E} Unwanted Programs Policy

Scan Ikems | User-Defined Detection I

Unwanted programs policy allows wou to configure categories of
urwanted programs to detect in pour environment. This policy
must be enabled here and in each scanner individually.

r— Detections from DAT=

Select categonies of unwanted programs to detect:

Adware
Remote Admiristration Toolz

Dialers

Pasgword Crackers

Jokes

Kew Loggers

Other Potentially Urwanted Programs

EEEEEE

—~ Urwwanted program exclusions

[ron't detect specified detections [0] Exclusions.. |

x|

oK I Cancel | Apply
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39. Select the "User-Defined Detection" tab

E} Unwanted Programs Policy 1'

Scan Items  User-Defined Detection |

Configure uzer-defined urwanted programs. The list of unwanted
programs is defined here, but detection of unwanted programs
must be enabled or dizabled separately for each scanner.

r~ Uszer-defined detections

These are the detections that you define yourself based on the
filename.

Filename | Description |

Edit... FEemove

o] I Cancel Apply Help

40. Click OK.

{5 ¥irusScan Console 10| x|

Task Edit Wew Tools Help

= | m| G| &a] B39

Task | Status | Last Result | Lask Run
-! #Access Protection Enabled

m Buffer Overflow Protection  Enabled

[E]urwanted Programs Palicy 8 unwanted program categaries are burned an. Mo user-defined detectio. .,

@ On-Access Scanner Enabled
The quaranting folder contains O items

‘ouarantine Manager Policy

E; Full Scan Mok Scheduled

ﬁ Autolpdate Daily, 5:00 PM The Upd... ‘Wednesday,

4] | |
|‘«-'irusScan Consale 4

41. On the VirusScan Console, double-click "Quarantine Manager Policy". The
Quarantine folder will be C:\Quarantine if the AV software was installed on the C drive
(CallPilot 5.0 and 5.1) and D:\Quarantine if the AV software was installed on the D drive
(CallPilot 4.0).
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42. Select the “Manager” tab.

43. Click OK.

44. Run a complete "On-Demand" virus scan to check for any pre-existing infection. The
scan may take up to two (2) hours on a 201i. (You can skip this step if there is no chance
the server could have become infected.) In the VirusScan Console, double-click "Full
Scan".
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8 VirusSe an Comsole = ‘mz’
Iaé G Yiew Tods e
cieln| welx BG| 829
Task | status | Lozt mesut {LastRun
Access Protection Enabied
(W Offer Cverflow Protechon  Enabled
:ﬂumrndhoqml’u:y S urwanted program categones are burned on. No user-defired datectio..
On-Access Scarnes Enabled
8 Quarantine Manager Pokcy  The quararkine Folder contarns 0 Rems
odrd scen | ot Schmdbed
9 autclpdate Datly, 5:00 FM Thepd... ‘Wednesdsy,
o |
MrusScan Comsele A

45, Click "Start". The “Scan Progress” window will appear.

x
Ik el
Scen Locssons | §canitems | Exchisore | Podomance | Acsons | Repate] [ 0€ ]
11 | = |
H?r.n s"
 Jnspreay oy S8 Honet o Dot
Smu!ml
Add ] £di J eter I Schedde l
¥ Scag boot seckaes
X
Zcan Qetaction  Help
153 3 R B E s |
b '
__Progerte: |
Scanving i fc 3%
Fi [DIANTZ EX_
Progress
| |
[Scarring Fies Tew 01913 [Scanned 2383 Dssections: 0 4

During this verification, scan took 1 hr, 5 min on 600r at 100% CPU loading.

46. If no virus was found on the server, after the scan is completed and you have updated
the CallPilot server with the latest OS Security PEPSs, you can safely connect the ELAN
and CLAN networks.

47. Now configure automatic virus definition updates:
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VirusScan Console - Tools - Edit Auto Update Repository List - Proxy Settings tab. The
default setting (Use Internet Explorer proxy settings) is likely to be acceptable in order to
download definition files directly from the McAfee site. If you are distributing definitions

from an internal site, please configure the settings accordingly by consulting the McAfee
documentation as needed. Click OK.

% Edit AutoUpdate Repository List

Fepositories  Prowp settings |

el |3
" Don't uze a proxy Exceptions... |

& {se Intemet E xplorer prosy settings

[ | &llow wzer bo corfigure. prasy setings Catifigure...

" Manually configure the prowy settings

Address Fart
HiTe | |
ETP | |

[ Use authentication for HT TP

HT TR wser, name: I
HTTF password: I
HTTE confirm passward: I

[ Use authentication for FTP

FTR wser mame;:

ETFE pazsward:

ETR canfirm password: I
kK I Cancel | Help |

48. On the VirusScan Console, double-click "AutoUpdate".

% McAfee AutoUpdate Properties - AutoUpdate x|

-iEE' Autolpdate tazks update DAT files and scan engines for all McAfes products
'ﬁ on this computer.

—Log File
|°/°DEFLDGDIHX'\UpdateLog.txt Browse... |
Log file farmat: I Unicade [UTFE] 'l

— Update Options
¥ Get newer detection definition files if available
V¥ Get newer detection engine and dats if available

v Get other available updates [service packs, upgrades, etc.)

— Update Options

Enter the executable to be run after the Update has completed:

I Browsze... |

[T Orly iun after successhul update

Schedule... | Update Mow |

Cancel | Lpply | Help |

49. Click "Update Now" and ensure that VirusScan can access the definition repository.
Note that proper configuration of CallPilot CLAN networking parameters, including DNS
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settings, is hecessary for this to work. If the repository cannot be reached, resolve this
problem until it works.

Mchafee Agent Updater 1

Update in Progress U McAfee
Plaase wat dor update to fnish
D omrianding V2daldet ct :J
Domnioading PioCaaiog 2

Veryeg Phglatshog 2

Exvacting Prolaldon ¢

Loading update configusation rom: PhglCatalog senl
Startng DAT update.

Dowmrioading DAT
D osndoadng odelary ki
M .
<] | |
Cancel I

50. The definition update may take quite a long time (over 30 minutes) if the definitions have
changed greatly since the current definitions. During this time, CPU usage can be very
high. Be patient. Once the update has completed successfully, Click the "Schedule..."
button. Ensure "Enable (scheduled task runs at specified time)" is checked.

Schedule Settings x|

Task | Schedule I

~ Schedule Seftings

[+ Enable [scheduled task mns at specified ek

[ Stop the task if it mns for:

ID _lj Hours
3

— Uszer Account Settings

%9 User;
|

Domain;

Pazzword:

OF, I Cancel Apply Help
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51. Select the "Schedule" tab. Avaya recommends that definitions be updated at least once
per week, but no more often than once per day. McAfee releases DAT files every day
between 11am and 3pm US Central time. Set the update to occur at a time when
system load is expected to be very low to ensure that normal CallPilot server
operation is less likely to be impacted — the evening is usually a good time. It can
take up to 20 minutes to update the definitions.

Note: If you plan to set up a regular scheduled virus scan, it is a good idea to coordinate
the update time so that the update process will be complete prior to the scheduled scan
so that the scan is carried out using the most up-to-date definitions. Uncheck the box
"Run if missed" (Otherwise, this could result in the operation being done at a bad time.)
Set the randomization interval to 0 hours, 10 minutes.

Schedule Settings |

Task  Schedule |

Irf:;' Fiun tazk: Start Time:
[Daily j|u?:nnPM = € UTC Time
& | ocal Time
[# Enable randomization: IU _Ij Hours

I _q Minutes
[~ Runif missed

[elaymizzed task by |5 _lj fdinutes:

Schedula Task Daily

Eveny:

I-I =1 Days

Advanced... |
Ok I Cancel Apply | Help |

52. Click OK. Click OK.
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53. Now configure a periodic, scheduled full virus scan. On the VirusScan Console, double-
click "Full Scan".

{fz ¥irusScan Console o ]

Task Edit Yiew Tools Help

LI EE ]

Task. | Status | Last Result | Last Run |
Access Protection Enabled

m Buffer Owerflow Protection  Enabled

E Urwwanted Programs Policy 8 unwanted program categories a...

@ On-Access Scanner Enabled

@Quarantine Manager Policy  The quarantine folder contains O it...

' Mat Scheduled Mathing found Wednesday, September 30, 2009 ...

'ﬁ AukoUpdate Daily, 7:00 PM The Update succeeded  Thursday, October 01, 2009 5:34....
|\1'irusScan Console i

B On-Dermand Scan Properties - Pl Scm =

I o
Scan Locasons | Scantans | Exchacions | Pefomance | Acions | Repom |
Qb Spaciy shere scanning laker plsca

[LLiE

lhers rarn | T ]
> Mooy

P Rurewg prcetses Meroy

W Aklocal dives Local dives

i
2
¥
£

Scan optons
¥ Inchude nbtokiec:
¥ Soan boot wecions

3
%
I

Click to select “All local drives” and click “Edit...”.

Edit Scan Item x|
[tem to szan:
All local drives j

temony for rootkits
Running processes
Reqistered Files
by computer

All local drives

Al Fimed drives

All removable drives

Al mapped network, drives
Horme Folder

[dzer profile folder
Windows folder

i v _—

In the “Edit Scan Item” window, select “All fixed drives” in the drop-down box. This will
cause all hard drives to be scanned, but VirusScan will not scan removable drives.
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Otherwise, if an error occurs reading a CD or floppy disk, the AV scan or even CallPilot
operation might be impacted. Also the time needed for a full scan could increase
significantly. Click OK.

¥« On-Demand Scan Properties - Full Scan x|
Task Help
Scan Locations | Scan ltems | Exclusions | Performance I Actiohs I Reports I 0K |
w Specify where scanning takes place. Cancel |
Apply |
|tem name | Type |
g Memarny for rootkits Memory Start |
@ Running processes Memany
e Al fived drives Fixed drives Besetta Defaultl
Save az Default |
Add... Femaove Schedule... |
— Scan options Hel
= |
¥ Include subfolders =P
V' Scan boot sectors

These guidelines will show how to set up a full virus scan every week. This full scan of
all local drives will take many hours and will have a significant performance impact on
CallPilot, therefore it must be done during off-hours, e.g. on a weekend.

McAfee also allows memory-only scans ("Memory for rootkits" and "Running
processes") to be scheduled, without scanning local drives. In addition to a periodic full
local drive scan, the customer may choose to perform more frequent memory-only
scans (e.g. daily) -- these take less time (approx 2-5 minutes) and have less system
impact, however they still should be done only at off-peak hours.
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54. Select the "Scan Items" tab.

¥t On-Demand Scan Propetrties - Full Scan

i B i Y

55. "Exclusions” tab -- no exclusions are required for the on-demand scan.

¥ On-Demand Scan Properties - Full Scan
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56. Select the "Performance" tab.

B On-Darnand Scan Propertins - Full Scan

Imb tp

ScanLocasom | Scanteme | Evchuions Petmenes | Actions | Repoms |
i:d,nwwmm«mmmv-

Scan Defers Qpions
T Dot i yhwe useng batliny ol
™ Dt scons g pomeniatzo

dd A

T Waer may doler schedued scane ave a5 Defd
Deader of wont [1-2¢ howry, Ofomave| IU __,:l
o
Systern kranon v
Low J | Nomsl
B ko Mol

Artanue (Heusonc network chack b suspecions fes|
Sepatnty et Dz absiect -

57. Click and drag the "System utilization" slider to the Normal mark (first tick from the
right). (A complete AV scan on a 201i will take about 4.5 hours with this setting,
assuming D:\TEMP is clear. Setting a lower percentage will cause it to take longer --
which could be problematic. NOTE: even with this set to Normal, the scan32.exe
process seems to consume over 90% of the system CPU during a full scan.

58. Select the "Actions" tab.

B On-Demnand Scam Propertios - full Scan E x|
Il v
Scanlocancos | Scon It | Exchmcos | Pedomance Actom | Reparts | E
@ Soacly bow 4o sepond when & theet = detncied Concel |
_ o |
Whan & e = found
Paaigm thes action it St |
- Beset o et
11 B fst action dnde, then parform tes achion |
[Cortriue seamey =l L
When an unwanted pogien it fourd —I
Fartorm this acton o Hab
| Chean =l —w
1 e fyst action isi, then perfom ths schon
[i‘rrhu- carneg 3 |
Alowed scons n Proved deog box
¥ Chag e
¥ Delete o

59. Under "When a threat is found", under "If the first action fails...", select "Continue
scanning”. Under "When an unwanted program is found", under "If the first action
fails...", select "Continue scanning”.

Avaya Page 82 of 183



60. Select the "Reports" tab.

i
Tak il
Scan Locaors | Scanliws | Factunns | Fedomance | dcsors  Fivpots |
Corfiguse the lgong ol scanning actnily Spech) be Carcel
rfonaton b be captised o aach bog eniy. ——-—-—I
e |

Log s

¥ Enabis actviy bogoing 3rd mcept e
Gelag loosson e B kg 1 o speciy
e Dalion

Vemlog |
Sowe Ol |
| ADEROGOA MDD smmandScanlog b4 Briwar l Smunml
N S
L e |

Lot e sigm of fog bim

amrary log e o ME) -
Lo ome fincoures =] o
Wit 10 o3, 1 300 10 scarewg oreRy
W Seangn wings
¥ Sarhn uvmsy

¥ Eohue to scon ercrpsed May

61. Set the maximum log file size to 5 MB. Check the box "Session settings".
62. Click Apply to save all the on-demand scan properties.
63. Click "Schedule..."

X

Task. I Schedule I

— Schedule Settings

@ ¥ Enable [scheduled task runs at specified timef
[V Stop the task if it runs for:

I1 a _Ij Hours
ID _Ij Minutes

— Uzer Account Settings

% User:
|

Domain:

Pazsword:

[a]'¢ I Cancel I Apply I Help |

64. Select "Enable (scheduled task runs at specified time)”. (You may, optionally, also
set a time limit here to ensure the scan is terminated before a busy time period -- the
time limit should be chosen according to when the scan is being scheduled and when
traffic is expected to ramp up.)
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65. Select the "Schedule" tab.

Schedule Settings =

Task  Schedule |

|’::_" Run task: Start Time:
[weekly | [ozoopu =] © UTCTime
& Local Time
™ Enable randormization: ID _I:: Hours
I‘I _I::' Mirutes
™ Runif miszed
[relay mizzed task by |5 _,::' imutes
Schedule Task ‘Weekly
Eveny: I‘I _,::' Weeks
™ Monday [ Tuesday
I Thursday [ Friday
™ Sunday
Advanced... |

(a4 I Cancel | Apply | Help |

66. Pick a time for the scan when the load on the CallPilot server is expected to be low for
the duration of the scan. Scans can be done daily, every few days or weekly. The day
of the week can be selected.

67. If you click the "Advanced" button, you will see options to end scanning at a specified
date or to repeat the task periodically. Neither of these options are recommended for

CallPilot.
T — %
St Do [ 22009 =l
I~ EndDaw [fo zeom 7]
I Hapesl Tack

3 F 2

g r——_

r F3 .

[ ] cocd |  How |

68. Click OK. Click OK. Click OK.
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69.

70.

71.

72.

Now we must configure a workaround to that the McShield on-access scanning process
runs at normal priority rather than high priority. (Otherwise, the McShield process can
starve CallPilot application processes of CPU for many seconds under certain
circumstances — this can result in a system outage that may not be recovered
automatically.)

First, temporarily disable Access Protection. On the VirusScan Console, right click
Access Protection and select “Disable”. (otherwise the registry change needed will be
blocked by the Common Standard Protection rule "Prevent modification of McAfee files
and settings".) NOTE: use care when updating the registry.

& Registry Editor =10l
File Edit Wiew Favorites Help
{:l ePolicy Crchestrator ;I ame | Type | Data -
- McTray [ab](DeFaulty REG_S7 {walue not set)
E‘C] W3Core P.lert_P.utoShDWList REG_DWORD 0x00000001 {13
-3 Alert Client J 58] lert_ExcludeCookies REG_DWORD 00000001 (13 —
{0 Detect [ab] alert_LacalMessage REG_SZ WirusSean Alert an CallPilat s
-0 McPaL nlert_MaxnIertsCUunt REG_DWORD 000000385 {1000)
g :'\'f:SSNMP nlert_Maxnlertst REG_DWORD 0x00000328 (1000)
500 On Access Searmer AIert_UsersCanCIean REG_DWORD 000000000 (0)
{:| BichaviourBlockin nlert_UsersCanDeIete REG_DWORD 000000000 (0)
h g
EH:' McShicld AIert_UsersCanQuarantine REG_DWORD 000000001 (13
- Jar— nlert_UsersCanRemove REG_DWORD 000000000 {0Y
{2 Script Scanner &8]bapplytow REG_DWORD 0x00000001 (13
-3 Microsaft bDenyFIoppyMountIFInFe... REG_DWORD 0x00000000 (0)
{27 NBsm_RamKey - bDisabIeS-:anning REG_DWORD 000000000 (0} -
« | _|_I < | _lJ
|My ComputeriHKEY _LOCAL_MACHIMEVSOFTWAREMcAFeelYSCorelOn Access ScanneriMcshisldh Configur ation 4

Start - Run, type regedit.exe. Browse to My
ComputenHKEY_LOCAL_MACHINE\SOFTWARE\McAfee\VSCore\On Access
Scanner\McShield\Configuration.

With the "Configuration" key selected, under the "Edit" menu, select "New", then
"DWord value".

& Registry Editor o ] |
File Edit Wiew Favorites Help
Ela Configuration ;I Name Type Data |
-] Default [R%] smoothwritesTime REG_DWORD 000000001 (13
-{0 High 3]sz agFilehlame REG_5Z DEFLOGDIR\CndccessS
] 0 Low [ab] czTaskiame REG_SZ On-Access Scan
(0 Seript Scanner [ CloseDelta REG_DWORD 0xD00001F4 (500)
[]"g Microsoft ] ukilabytes REG_DWORD 000000064 {100}
E“D :Bim—ia:'(e"_ X B8] UseavyDats REG_DWORD 000000001 (13
- etwark Associates x
1.0 Hortol B8 nDate REG_DWORD 00000000 (0
= ODBC wFIags REG_DWORD 000001000 {4096)
) WorkAroundAIIocateCDR. .. REG_DWORD Ox00000001 {13
#-{_] Persits Software >
. . workAaroundallocateFlop...  REG_DWORD 000000001 (1
[ D Palicies
3 Program Groups B8] TaskType REG_DWORD 000000001 {13
- Schiumberger 28] wTime REG_DWORD 000000200 (512)
{7 Secure Efiew value #1 REG_DWORD 000000000 {03 =
[]--D Sybase LI 4 | | »
My Camputer\HEEY _LOCAL_MACHINE\SOFTWAREWMcAFee\WaCoreOn Access ScannerMcShieldyConfiguration
4
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73. Replace the text "New Value #1" with "runatnormalpriority".

Registry Editor - X
5 7 ]
File Edit Wiew Favorites Help
: Mame Type Data :l
[R8]SmonthwriesTime REG_DWORD 0x00000001 {1
szLogFiIeName REG_5Z %DEFLOGDIR %\ OnACcesss
: ) szTaskName REG_SZ On-Access Scan
{:' Seript Scanner [R8]uCloseDela REG_D'WORD 0x000001F4 (500}
[:'"8 Microsoft B8] ukilobytes REG_DWORD 00000084 {1007
SD :B:m—ia:'(e*’_ . [RE]UseavvDats REG_DWORD 00000001 (1)
0 N;:';Tr ssoniates [R8]woare REG_DWORD 0x00000000 {0
&3 ooBC [R8)wFlags REG_DWORD 0x00001000 (40969
-3 Persits Software WorkAroundAlIocateCDR... REG_DWORD 000000001 {1}
-2 Policies WorknroundnllocateFlop... REG_DWORD 0x00000001 (1)
(21 Program Groups wTaskType REG_DWORD 0x00000001 {1
(-0 Schiumberger [R8]wiTime REG_DWORD 0x00000200 (512)
{Z7 Secure runatnormalpriority] REG_DWORD 000000000 {0} -
{0 Sybase =l | »
|Mv Computer\HKEY_LOCAL_MACHINESOF TWARE\McAfee\¥SCorelOn Access ScanneriMcshieldyConfiguration S
74. Double-click the new value and set it to 1.
Edit DWORD Yalue 2=l
Walue name:
Irunatnnrmalpriority
Walue data; Base
|1 {* Hexadecimal
€~ Decimal
] I Cancel
75. Click OK.
Registry Editor _ ||:||5|
File Edit Wiew Favorites Help
: B3 Configuration = | | Mame Tvpe Data |
[24) smaathwritesTime REG_DWORD 000000001 (13
[ab] szLogFileMame REG_SZ *4DEFLOGDIR%:10n A
szTaskName REG_SZ On-Access Scan
_ [R¥]ucloseDelta REG_DWORD 0000001F4 (5003
[]"g :"chsf:t ; 8] ukilabytes REG_DWORD 000000064 {100)
E"{:I y ?m-ka: i . [B¥|useavDats REG_DWORD 0%00000001 (1)
g 2CIAOF] Ssoclares h
-G Nortel B nDate REG_DWORD 000000000 (0}
5@ coBe 28] wFlags REG_D'WORD 000001000 (4096)
5@ persis Software B8] workaroundalocatecDR...  REG_DWORD 000000001 (13
i Policies [f¥]workiroundallocateFlop...  REG_DWORD 000000001 (1)
2] Program Groups ST askType REG_DWORD 000030001 (1)
-3 Schiumberger REG_DWORD 000000200 (512)
(1] Secure REG_DWORD Ox00000001 (1) =
-0 Sybase d | 3
|My ComputeriHKEY _LOCAL_MACHIMEYSOFTWARE McafesivSCorelon Access ScanneriMcShieldiConfiguration 4

76. Close regedit

77. Now re-enable Access Protection. On the VirusScan console, right click Access

Protection and select “Enable”.
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Testing

Once you have configured McAfee VirusScan, you should test that it works. Of course, you do

not want to use a real virus. There is a "test virus" available for download from

http://www.eicar.org.

This is not a real virus, however it is detected as one by your antivirus software. This allows
you to check the proper configuration of your virus protection and alerting. Also, you should

periodically check to ensure that virus definitions are being properly updated automatically.

¥ VirusS5can On-Demand Scan Progress - All local diives M= E

Scan Detection Help
Eanze |
= = = G|

Froperties |

Scanning in: I
File: |
Progress
MHame | I Folder | Detected Az | Detection Type | Status |
@ eicar.com chtemp EICAR test file  Test toved [Clean...
Cancelled. vius detected Time: :03:52  |Scanned: 11530 |Detechions: 1 4
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Issues that may be encountered

Services not starting after reboot.

When a CallPilot server reboots, many CallPilot services must start up. Multiple McAfee
processes also start up, initialize themselves and start running after a reboot. After being
started, a CallPilot service must respond within a 30 second timeout. On less powerful servers
(e.g. the 201i IPE), one or more CallPilot services might not start up automatically. McAfee
seems to create some additional system load during the startup period resulting in services
taking longer to start up.

This problem seems to occur most often in the initial reboots following McAfee installation and
definition updates. Once the system is fully initialized and updated, the problem seems to
happen less frequently.

If a given service does not start, it can be started manually using the Windows Services applet.

If the problem persists, here are a few things to try (these have not been proven to solve the
problem, however):

1. Try defragmenting the C and D partitions. (Windows Explorer, select drive, right-click
Properties, Tools tab). This may speed up program loading slightly

2. Wait before logging in at the Windows console. Logging in during system bootup just
adds even more load and slows startup down even more.

Full Scan takes too long

On certain CallPilot platforms (e.g. the 201i IPE), a full anti-virus scan can take many hours.
The scan needs to be scheduled so it completes before CallPilot traffic increases the next
morning. If the scan takes too long, it may be difficult to find a low traffic period long enough to
allow the scan to run.

1. Remove any unneeded large temporary files. For example, large CallPilot PEPs are
often saved under D\TEMP or on the desktop (of any of the Windows userids). These
tend to be large compressed files that take a long time to scan. Delete any such files
that are not needed.

2. If large files must be retained, define exclusions in the full scan to avoid scanning them
(see the screen for step 55 above).

CallPilot slow performance
1. Using Start — Programs — Administrative Tools - Local Security Policy check under
Security Settings — Local Policies — Audit Policy. Ensure that “Audit Privilege Use” is
set to “Failure” and is not set to “Success, Failure”. (This audit can result in slow
performance for hours or days following an AV scan since it results in a very large
number of security event logs that need to be generated and processed.)
2. Check that an AV scan or a definition update in not active.
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VirusScan Log Files

By default, VirusScan log files are stored on the C drive, in the folder shown below:

@& C:' Documents and Settings',all Users' Application Data'McAfe - |EI|E|
File  Edit Wiew Favorites Tools  Help ‘ ;',"
QBack ~ &3 - (¥ | - search | * Folders | EE D | -
Address IE] CDocurments and Settingsiall UserstApplication DataiMcafesiDeskiopProtection j Go
Folders ® || Mame = | size| Tvpe | Date Modified | attribute
# Lacal Disk (C:) N [£liaccessProtectionLog.bxt | ZZKE Text.. 10/16/20071:... A
1 ) CallPilat E] BufferOverflowProtectionLog.txt  1KE Text... 10/16J2007 1:... A
7 ) Documents and Settings [;_] OnAccessScanlog. bxt GKE Text... 10/16Jz2007 1:.... A
(3 Administratar E] onbemand3canlog. bxk SKE Text.. 10/14J2007 1:.... A
= ) All Users El UpdateLog bxt 29KB Text.. 10/15/2007 10... &
= 5 Application Data
I Adobe
= I McAfes
L) Common Fral
! DeskbopProke =
Ml = pAic. o - CL
Kl [ _>IJ « [ ml

The operation of the Access Protection feature is shown in the AccessProtectionLog.txt file as
shown below. The “V” tray icon at the bottom right of the Windows desktop will have a red
background if something gets written to the AccessProtection log file.

B AccessProtectionLog.txt - Notepad 10| x|
File Edit Format Wiew Help
password and email address stealers Action blocked : Read ‘:J
10162007 3:lg:0% AM would be blocked by Access Protection rule (rule is currently
not enforced] NT AUTHORITY“SvSTEM CiWProgram Fileshwoos Inventory AQenthocsinventory. exe
CihOocuments and Settingshwbefault UserslLocal SettingshTemporary Internet
FileshwContent.IESYindex.dat ANTi—wirus Maximum Protection:Protect cached Tiles from
password and email address stealers Action blocked : Read
10162007 Frla:ls AM would be blocked by Access Protection rule (rule is currently
not enforced) NT AUTHORITYSSvSTEM CiwFrogram FileshOCs Inventory AQenthocsinventory. exe
C:ihwOocuments and SettingshwbDefault UserhlLocal SettingshTemporary Internet
FileshwContent.IESYindex. dat AN —wirus Maximum Protection:Protect cached Tiles from
password and email address stealers Action blocked : Read
10162007 11:16:26 AM would be blocked by access Protection rule (rule is currently
not enforced] NT AUTHORITY%SYvSTEM CinwFrogram FileshOCs INventory AJenthocsinventory.exe
C:ihwOocuments and SettingshwbDefault UserhlLocal SettingshTemporary Internet
FileshwContent.IESYindex. dat AN —wirus Maximum Protection:Protect cached Tiles from
password and email address stealers Action blocked : Read
10/16,/2007 1:25:52 FM would be blocked by Access Protection rule (rule is currently
not enforced) CPLABZ ZSANADMINIstrator CiWWINDOWSSSys tems 2hmc. exe CihOocuments and
settingshadministratoryLocal SettingshwTemporary Internet Files“wContent.IESYindex.dat
ANCT=wirus Maximum Frotection:iProtect cached files from password and email address stealers
Action blocked : Read

b

Log files are also maintained for BufferOverflowProtection, OnAccessScan, OnDemandScan
and definition Updates. Please consult the McAfee log files if problems are suspected with the
McAfee program. Also, VirusScan generates event logs in the Windows Event log. (Look for

source “McLogEvent”). It is normal for scanning to fail on file “mcetools.exe” since this is an
encrypted archive.

Definition updates pushed from ePO don’t show up in the UpdateLog file. Look in the Windows
Application Event log for McLogEvent 5000. This gives the new DAT file number.
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ePolicy Orchestrator (ePO)

McAfee’s ePolicy Orchestrator product provides the ability to manage security defenses on a
whole network of computers from a single management console. Many large CallPilot
customers use tools like this to conveniently control the security of large numbers of desktop
PCs and other computers on their network.

When a CallPilot server is managed via ePO, several issues may arise:

« Incorrect configuration options may be applied to the CallPilot server. This can result in
CallPilot service problems including system outages

« Unauthorized software (e.g. McAfee AntiSpyware) may be mistakenly deployed to a
CallPilot server

« Virus definition updates may be pushed to the CallPilot server at an inappropriate time
such as during busy times.

. Typically the Avaya and partner personnel supporting the CallPilot equipment will not
have access to the ePO console and therefore must rely on cooperation from the
customer’s IT organization.

« The user interface for specifying VirusScan configuration parameters is somewhat
different in ePO from that used by the VirusScan console.

A full discussion of how to use ePO is beyond the scope of this document. However, some
information is given here to help ensure that CallPilot servers are properly treated under an
ePO framework. Refer, as needed, to the McAfee ePO documentation.

Different versions of ePO exist. ePO 3.5 uses an interface based on Microsoft's MMC
(Microsoft Management Console). ePO 4.0 uses a web-based interface within a browser.
Either version can manage various versions of McAfee products running on a variety of OS
platforms. ePO 4.5 is now available — it is mostly similar to 4.0.

The screenshots here are from ePO version 4.0.

Typically, a customer’s network will contain a large number of desktop PCs and a variety of
servers of different types. The customer’s IT organization will usually have some anti-virus
policies that they have standardized on for their desktop PCs. They may also have defined
policies for some of their server computers. CallPilot servers have specific requirements (as
detailed in this document) for how VirusScan needs to be configured. Therefore it is necessary
to define CallPilot servers separately within ePO. Under no circumstances can policies
intended for desktop PCs be applied to a CallPilot server.

A customer may have multiple CallPilot servers on their network. Within ePO, it is possible to
create a “subgroup” under “My Organization” and move the CallPilot servers to that group as
shown below:
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It is also possible, instead of using a group or subgroup, to manage the VirusScan settings on a
per-computer basis.

An ePO policy can be set up for “workstations” or “servers”. Be sure to always select “server”
for the CallPilot server.

In ePO, VirusScan settings are, by default, inherited hierarchically from higher levels in the
hierarchy of computers on the network. Ensure that incorrect settings are not accidentally
inherited by selecting “Break inheritance” for every policy.

Within ePO, there are separate “categories” of settings: e.g. on-access scanning, access
protection, unwanted programs. For each category, a policy (ePO 4.5 calls them “assigned
policies”) can be defined for the settings within that category. Create a separate policy for
CallPilot for each of the categories. Initialize that policy by duplicating the McAfee default, then
adjust the policy to conform to this document.

Scheduled activities, such as on-demand scans or definition updates are defined using “Tasks”.
Define tasks for these activities for CallPilot servers — be sure to specify “server” and not
“workstation” for these tasks in the drop down box in the upper left of the screen.

In order to avoid CallPilot service outages when virus definition updates are performed, it is
important to only do definition updates at periods of low CallPilot traffic, to ensure that
VirusScan Patch 4 or later is installed and to ensure the On-Access Exclusions have been
properly set up on the CallPilot server (configuration step 6 above).

When VirusScan configuration is specified using ePO, the user interface is different from the
local VirusScan console. Here is a screenshot from ePO 4 showing on-access scanning
exclusions set up as required for CallPilot servers:
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Access Protection can also be configured within ePO. For the “Anti-Virus Standard Protection”
settings (see configuration step 16 above), a “process to exclude” must be added so that
CallPilot network message transfer still works.

The ePO agent may be installed and working on a CallPilot server but it may not show up on
the client PC's Add/Remove Programs list

Via ePO, "Client Tasks" can be used to update definitions. These can be scheduled. Itis
possible to schedule them to run repeatedly during a given time interval, at an interval given in
hours or minutes. Be sure to schedule definition updates to CallPilot servers only for times the
CallPilot server is expected to have very light traffic loads.
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Client tasks can be created to deploy additional software, for example, the "AntiSpyware
Enterprise Module 8.5.0". Note that the AntiSpyware module is not authorized for use on
CallPilot servers and must not be deployed onto CallPilot servers.

Even though it is not obvious that the ePO agent is installed on a CallPilot server,

it is still possible that virus definition updates are being pushed to the server, possibly

during inappropriate times. In VirusScan console, under the "Tools" menu, select

"Edit AutoUpdate Repository List". This may show an ePO repository. There is nothing wrong
with obtaining definitions from such a repository as long as those definition updates occur only
during periods of very low CallPilot usage. Otherwise CallPilot service may be affected.

';Ej. Edit AutoUpdate Repository Lisk

Repositaries | Prowy settings

| State
WAASE Enabled Read-Only
Enabled Read-Only F...

Edi..

Delete

Move up

flileke

Move down

J [ 3]

ak. I Cancel | Help |

When configurations are being specified using ePO, be sure to check the settings on the local
CallPilot VirusScan console to ensure the correct settings have been set. Any incorrect settings
will need to be corrected on the ePO side. (If you simply change them locally, ePO will
overwrite with the centrally specified policy at the next policy enforcement).
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McAfee VirusScan 8.8 Resource Usage

McAfee Processes and Observed Memory usage (ePO agent not installed):

Typical Virtual

Memory Usage MEVLTIUIY
Process I hory g Memory
Description during normal
: Usage
CallPilot
. Observed
execution
CmdAgent.exe CMA Command Line Processor 0
Csscan.exe Command line scanner 0
EngineServer.exe McAfee Engine Server 664 KB
. Buffer Overflow Protection Rule
Entvutil.exe File Update Utility 0
FrameworkService.exe Framework Service 5.3 MB 5.5 MB
Frminst.exe CMA Setup Program 0
Logparser.exetool Logparser reboot notification 0
Mcadmin.exe VirusScan Vista admin process 0
Mcconsol.exe VirusScan Console 0 11 MB
McScanCheck.exe McAfee Agent McScan Check 0
260 MB
McScript_InUse.exe 0 during def
update
Mcshield.exe On-Access Scanner service 44 MB 122 MB
Mctray.exe McAfee_ Security Agent Taskbar 500 KB
Extension
McUpdate.exe VirusScan AutoUpdate 0 1.9 MB
Mfeann.exe VS Core Announcer 2 MB 2.1 MB
Mfehidin.exe Host Intrusion Detection Driver 0
Installer
Mfevtps.exe McAfee Process Validation 3.4 MB 35MB
Service
Common Shell3 — Scanner’s
Mytilus3_server_process.exe | Interface to the 5000 Series 0
Engine
naPrdMgr.exe NAI Product Manager 3.8 MB 3.9 MB
NClnstall.exe Installer for McAfee Notes 0
Scanner
Pireg.exe Checkpomfr Software
Technologies
Restartvse.exe Restart Support module for VSE
Scan32.exe VirusScan On-Demand Scanner 149 MB
during scan
ScnCfg32.exe VirusScan Or_1-Demand Scan 0
Task Properties
Shcfg32.exe Shield Config Properties 0
Shstat.exe VirusScan Tray icon 2 MB 2 MB
UdaterUl.exe Common User Interface 3.9 MB
VSTskMgr.exe Task Manager 7.6 MB 8.7 MB
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Appendix-C

This appendix provides Installation and Configuration procedures for CallPilot 4.0, 5.0, and 5.1
servers utilizing the Symantec EndPoint Protection 12.1 anti-virus application.

Product Features

o Performs memory, boot sector and disk scanning. Good management features.

¢ In addition to anti-virus, now includes anti-spyware, firewall and intrusion prevention
features, all manageable from a central management console

e Has capability of repairing root-kits

e Virus definition updates occur even when the console is logged off.

e Virus definition update does not significantly impact CallPilot performance

Product Deficiencies

e Product not authorized for installation on the CallPilot 201i or 202i IPE platforms.

o 201i and 202i servers support use of Symantec 11.0.4202.75 (SEP 11,
Maintenance Release 4, Maintenance Pack 2) following instructions as outlined in
prior bulletin
P-2009-0039-Global.

¢ Reboot may be required after install/update

¢ No Proactive Detection feature on Windows Server 2003, but it seems to update it anyway.

e Consumes significant CPU for firewall protection even when no load on system. Not
installing Network Threat Protection only slightly reduces this cost. Other anti-virus products
are a better choice in cases where a system is running at the maximum capacity allowed for
the hardware platform.

e Consumes a lot of disk space on the C drive, even when the product is installed on the D
drive.

Product Tested

Symantec Endpoint Protection 12.1.1000.157 (12.1/Release Update 1) in un-managed mode.
Note that Symantec Endpoint Protection is supported by Symantec and is not an Avaya product.
Please consult Symantec’s documentation as required.

Note: Symantec Endpoint Protection 12.1.2015.2015 (12.1/Release Update 2 and later) have
been confirmed as to having interaction problems with CallPilot, resulting in CallPilot’s AOS
service to crash, impeding management of the system. Version 12.1.2015.2015 and later are
not supported for use with CallPilot.

Installation and Configuration Overview

Use a fully patched and anti-virus protected PC to download the latest AV software, virus
definitions, and any needed security patches for Symantec AV security bugs and burn the files
onto a CD so that it can be brought to the CallPilot server without using the network. (It is
dangerous to use the Internet to download the initial virus definitions after a fresh install of Anti-
Virus software. An unprotected computer can become infected in the time it takes to download
updates.) Latest virus definitions can be downloaded from web page (look for Symantec Endpoint
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Protection definitions) at:
http://www.symantec.com/business/security _response/definitions/download/detail.jsp?gid=savce

There is a self-extracting .exe file named something like 20090123-003-v5i32.exe under Client
installations on Windows platforms (32-bit) section. (Note: the Symantec web site is subject to
change and is not under Avaya control.)

Instead of a CD, a USB drive can be used if the CallPilot hardware platform has USB ports
(202i IPE, 600r and 1005r Rackmount). Another option is to copy the AV software and
definition file to the local hard-drive from a network share before disconnecting the network.

For best security, a CallPilot server must never be connected to the Internet unless it has the
latest CallPilot OS Security PEPs, all OS hotfixes authorized for CallPilot and has Anti-Virus
software installed with the latest virus definitions. Therefore, unless the network is very well-
protected, disconnect the CallPilot server from the network by unplugging both ELAN and CLAN
cables before installing the anti-virus software. Be sure you remember where the cables should
be plugged back in. (Alternatively, the network interfaces can be temporarily disabled using the
control panel.)

Uninstall any existing anti-virus software. Problems will occur if more than one anti-virus
product is installed at a time. Reboot if required. (Note, the install of Symantec EndPoint
Protection 12.1 will correctly handle upgrading from a previous version of Symantec Anti-Virus —
in this case it is not necessary to explicitly uninstall the previous version.)

Before installing anti-virus software, install all applicable CallPilot OS Security PEPs. Install
any additional, authorized hotfixes from CD. (Refer to the latest revision of the CallPilot Server
Security Update bulletin).

Be sure that all LAN networking parameters have been fully configured according to site
guidelines. In particular, for LiveUpdate to successfully download definitions over the Internet,
DNS settings must be properly configured.

If installed according to the instructions given here, antivirus software should have no noticeable
impact on CallPilot performance and capacity for normal messaging-related operations. Certain
exceptional operations that involve updating a large number of files may operate significantly
slower on some platform types due to the added cost of virus scanning. Examples are: software
upgrades, PEP installs, restore from backup. You may want to temporarily disable File System
Auto-Protect while performing those operations.

Be sure to contact Symantec support to ensure that you have all available software patches for
your Symantec Endpoint Protection 12.1 product.
Space needed when installed on D drive:

Space needed on C drive: 406572 KB
Space needed on D drive: 134644 KB
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Installation Instructions

1. Run Setup.exe

@ Symantec Endpoint Protection Installation Program

* QP Symantec™ Endpoint Protection v/ symantec.

Read This First

Links to the readme file and an overview of the installation, support information,
and issues on product functionality.

Install Symantec Endpoint Protection
Installs antivirus and firewall protection, management, and reporting components.

Exit

2. Click “Install Symantec Endpoint Protection”.

/] Symantec Endpoint Protection Installation Program !ﬂ E

* W Symantec™ Endpoint Protection v/ symantec.

Install Symantec Endpoint Protection Manager
Installs the management server and console, and deploys managed clients.

Install an unmanaged client
Installs a client that will not be managed by the management server.

Return to Main Menu

3. Click “Install an unmanaged client”. NOTE: Symantec Endpoint Protection Manager must
never be installed on a CallPilot server.

Install an unmanaged client

() Clients installed to computers before installing the Symantec Endpoint Pratection Manager will be unmanaged.
. Are you sure you want to continue?

w |
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4. Click “Yes”.

5.

i;,? Symantec Endpoint Protection 3 5]

— Welcome to the InstallShield Wizard for
|‘ qp"} Symantec Endpoint Protection

The InstallShield® Wizard will install Symantec Endpoint
Protection on your computer. To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties.

, symantec.

Click “Next”

it Symantec Endpoint Protection Client

License Agreement

v Symantec.

g

Please read the following license agreement carefully.

Symantec Endpoint Protection and Symantec Network
Access Control

SYMANTEC CORPORATION AND/ORITS AFFILIATES ("SYMANTEC") I3

WILLING TO LICENSE THE LICENSED SOFTWARE TO YOU AS THE

INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL EE

UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW AS "YOU" OR
"YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS

OF THIS LICENSE AGREEMENT ("LICENSE AGREEMENT"). READ THE TERMS

ANT CONDITIONS OF THIS TICFNSE AGREFMENT MARERTITT ¥V REFARFE TTSTN l]

(%' 1 accept the terms in the license agreement; Print |

(" 1do not accept the terms in the license agreement

< Back I Mext = I Cancel |

6. Read EULA and accept. Click “Next”
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f? Symantec Endpoint Protection R 5]

Client Type
Choose the client type that best suits your needs. ’ Symantec.

Do you want this computer to run as an unmanaged or managed client?

' Unmanaged client

The Symantec Endpoint Protection Manager will not manage this computer. The
user of this computer will manage Symantec Endpoint Protection,

(" Managed client
The Symantec Endpoint Protection Manager will manage this computer.

Installshield

Cancel |

Select “Unmanaged client” and click “Next”. NOTE: it is acceptable to use a managed client
instead, as long as the configuration imposed on the CallPilot server matches the settings
described in this document. Managed clients can be configured using Symantec Endpoint
Manager. You will probably need to define a “group” within Symantec Endpoint Manager to allow
CallPilot servers to have the specific settings they need — those settings are likely to differ from
the settings you want to specify for other computers on your network such as desktop PCs.
Consult the Symantec documentation. NOTE: the Symantec Endpoint Manager and database
must never be installed on a CallPilot server.

5153- Symantec Endpoint Protection [ 5]
Setup Type
Choose the setup type that best suits your needs. , Symantec.

Please select a setup type,

(" Typical

Program will be installed with the most common options.
Recommended for most users.

Choose which program features you want installed and where they
will be installed, Recommended for advanced users,

Installstield

< Back I Next = l Cancel

8. Select “Custom” and click “Next”
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{&# Symantec Endpoint Protection Client

Custom Setup

v Symantec.

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed,

[~ Feature Descriptian
Installs required files For all
Symantec Endpaint Protection

[=)- =3 = | Yirus, Spyware, and Basic Download

=)~ | Advanced Download Protectic | Client Features and subfeatures,
i X _~| Outlook Scanner You cannot deselect this feature,
¥ 0B _X_~| Motes Scanner
(¥ =3 ~ | Proactive Threat Protection This feature requires 298MB on
[+ =3 ~ | Network Threat Protection your hard drive. It has 3 of 3
subfeatures selected, The
subfeatures require 324MB on
your hard drive.
d ol
Install ta:
C:\Program FilesiSymanteciSymantec Endpoint Protection), change... |

Help | Space | < Back I MNext = I Cancel |

9. For CallPilot 4.0 servers, click "Change" and change the C drive to D drive.
For CallPilot 5.0/5.1 servers, install on the C drive -- just click “Next” and skip to step.

i‘,;:J Symantec Endpoint Protection ﬂ
Change Current Destination Folder

Browse ko the destination Folder, , smantef"

Look in:

|‘='_’|£ Symantec Endpoint Protection j | ﬁl

Folder name:

InstallShield

oK I Cancel

10. Click “OK”
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it Symantec Endpoint Protection Client B3

Custom Setup

v Symantec.

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed,

: [~ Feature Description
‘B =3~ CoreFil F
? lQ_] il Ie.s ) Installs required files For all
B _@;.'.l ¥irus, Spyware, and Basic Download | 5o rSrkec Endpoint Protection
i o (=3 | Advanced Download Protectic | Client Features and subfeatures.
i i ¥+ | Outlook Scanner You cannot deselect this feature,
i e ¥ v | Notes Scanner
[+ =3 » | Proactive Threat Protection This feature requires 298MB on
(- =3 v | Network Threat Protection your hard drive. It has 3 of 3
subfeatures selected, The
subfeatures require 324MB on
your hard drive.
| | B

Install ta:
D:\Program Files\SymanteciSymantec Endpoint Protection,

Help | Space | < Back | MNext = | Cancel |

11. NOTE: The “Network Threat Protection” feature has been tested and is authorized for use on
CallPilot servers. However, it is optional and it is acceptable for a customer to choose to not
install this feature. (Some screenshots will change if it is not installed). Click “Next”.

fgi Symantec Endpoint Protection y 5]

Protection Options

Choose the protection options that best serve your needs. ’ Symantec'

To make optimum use of Symantec Endpoint Protection, you should enable Auto-Protect.

@ |V Enable Auto-Protect

‘We recommend that you run LiveUpdate at the end of the installation to ensure that you
have the most current protection available,

(@ Tk

.

Installsthield

< Back I Next = I Cancel |

12. Uncheck “Run LiveUpdate” (since the network is disconnected), and click “Next”.
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|‘,‘§ Symantec Endpoint Protection Client E3

File Reputation Data Submission

v Symantec.

To help improve the Symantec Endpoint Protection Client, file reputation data is sent back
to Symantec by default. If you do not want this information to be submitted, deselect this
option,

T want ko join the fight against digital cybercrime and let this
[~ tomputer automatically Forward selected anonymous security
information to Symantec (recommended)

< Back I Mext = I Cancel

13. Uncheck “l want to join...” and click “Next”.

|§§ Symantec Endpoint Protection Client

Ready to Install the Program

v Symantec.

The wizard is ready to begin installation,

Click Install to begin the installation,

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Please note: This client does not share LiveUpdate virus definitions or other content, If a
Symantec Mail Security or Scan Engine product is installed on this computer, you must
configure that product to download content independently from a LiveUpdate server.

Data Collection -- Installation Options

- Yes, I'd like to help improve the installation experience for Symantec's
endpoint security solutions by submitting anonymous installation data to
Symantec, The submitted information will be sent by the product to the
Symantec group in the United States,

< Back I Install I Cancel |

14. Uncheck “Data Collection — Installation Options”. Click “Install”
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ﬁ?‘ Symantec Endpoint Protection Client [_ (1] %]

Installing Symantec Endpoint Protection Client

v Symantec.

The program features you selected are being installed.

A[d]  Please wait while the Installation Wizard installs Symantec Endpoint
o Protection Client, This may take several minutes,

Status;

[xa!
o
=
D

|’,§ Symantec Endpoint Protection Client E3

Installation Wizard Completed

The Installation Wizard has successfully installed Symantec
Endpoint Protection Client. Click Finish to exit the wizard.

v Symantec.

15. Click “Finish”
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@ Symantec Endpoint Protection Installation Program = B3

f}'qp} Symantec™ Endpoint Protection

Read This First

Links to the readme file and an overview of the installation, support information,

and issues on product functionality.
Install Symantec Endpoint Protection

Installs antivirus and firewall protection, management, and reporting components.

Exit

v Symantec.

16. Click “Exit”. (If it asks you to restart here, please perform the restart, and then log back in).

Symantec Endpoint Protection |

N

If you choose not to manually restart this computer, it will restart

To provide complete protection, Symantec Endpoint Protection
requires this computer to restart,

automatically on Tuesday, April 17, 2012 4:23 AM,

Remind me in: |5 mins

i

Remind Me Later I

17. Update definitions using previously downloaded file. Double-click the file once and wait.

0 Lot M= E3
Ehe Gt Yew Fpwiites Jok e | &
|Qbak = 5« T | Sewth |1 Foders x 9 [T ‘
W{ =i Difero E’ Go |
| Folders X | Nwe - S I Typs E]

‘:, Desitop af | Streces Fler Foidder
# 53 My Doosments tracesl PNe Folder
= § my Compurer _traces2 File Foider
" 5 3% Floppry (A1) Abraces3 File Folder
+ b Local Dak (C) I tracesd il Fuiddar
= & Local Dk (01) o ved e Foider
3 £ asrex 5! CPEO0sDaGETRoloackDl. g 268 Tewt Document
3 €3 Crserver 1! PS04 1 SU10SRolbckDE g 45KB  Text Documerk
3 £ CTServerSnapshat PSO041 91 LSRolibackDE. g 1658 Text Document
) 06p “ dwargh K0 LKB IONFi
5 €3 retpb & smtup een 62,067K8  Apphcaton
3 ) Nortel Bseepaxe SED  Apphcation
3 ) peptip 2! sotplog OXB  Text Document
4 L SCLANY 0] waxase2inet oy GLEB  Text Docurent
S 2 w0600, s I¥B 5L Fle
3 hkeod @ 20120901-016-8532 e 149, M6 K8 Apphcaton
- -
R
1 I sl el |
Dto Crasted: 41162012 646 FM Sioe: 196 MY 1ss w8 4 My Conguter
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Symantec Intelligent Updater

Symantec Inteligent Updater
Version 5.1,0.9

Copyright (c) 2010 by Symantec Corporation,
Intelligent Updater 5,x deploys updates for all Symantec products.,
For program options type the name of this program and /7.

Do you want to deploy all the updates from this Intelligent Updater?

18. Click “Yes”. Wait ... several minutes with no progress displayed!

Symantec Intelligent Updater | X |

Intelligent Updater session complete,
A Symantec Product was found and successfully updated, For more details about the processing, please check the log file "Log. IntelligentUpdater . txt"
created in the user's temporary directory,

19. Click “OK”.
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Configuration Instructions

Ensure the display resolution is set to at least 1024x768 for best results.

1. Start - Program - Symantec Endpoint Protection - Symantec Endpoint Protection

! Your computer is protected.

scmfunml g No problarrs datactad,
Change Seltings

View Quarantine

View Logs The folimang Syrranfsc Sacurnty components are netsled of your computes

Virus and Spyware Protection | opwns |
Urelipdate... Q Protacts aganet viuses, mabware, snd Ppyware
et 01 Agnl, 2012 1l

Proactive Threat Protection | Cptoes |
Prowides 2ero-day protachon aanst urknown freats
Onfrdson: 30 September, 2001 r1

Network Threat Protection | Cpeers
Protects aganst Web and natwork Trests
Dedrdtione 07 September, 2011 r31

2. Click "Change settings".

% - Symantec fndpont Pratectian

Change Settings
|
Status You can change the folowng setengs
Scan for Theeats |
Chinge Settings Q Virus and Spyware Protection B
View Protects agarst viuses, matwara, and spyware |.Confiara Satongs |
View Logs
Proactive Threat Protection :
Livelpdate Promdes 26r0-day protection aganst urknown threats | Configure Satongs
Network Threat Protection Bl et L
Frotacts agarat Web and netwirk trags |_Configre Setungs |
Exceptions )
Evceptions provds the capabiity to exdude fiss, folders, srd Conligure Setngs
processes from beng scarned L
Client Management
Frovdes functicnsity to mansgs this dent | Configse Se

3. Beside "Virus and Spyware Protection", click "Configure Settings".
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Yirus and Spyware Protection Settings E

Global Settings |Auto-Prntgct| Download Inslghl;l

- Scan Options

These configurations are shared between manual scans and Auto-Protect,

'Symantec Trusted :_l

what is Insight?

IV Enable Bloodhound ™ heuristic virus detection I Automatic vl

What is BloodHound?
Exceptions! View List I

i~ Log Retention

Select the time period to retain virus and spyware protection logs.

Delete logs older than: l 14 _l:i] Idays 'I

.~ Internet Browser Protection

Specify the address to use as the home page when a security risk changes
vour home paage.

| http:f fwww, symantec.comfenterprisefsecurity_responsefindex.jsp

oK I Cancel I Help l

(Under "Internet Browser Protection”, customer may wish to change home page URL)

4. Select "Auto-Protect" tab.

Yirus and Spyware Protection Settings E

Global Settings  Auto-Protect lDownIoad Insigh[:_l

¥ Enable File System Auto-Protect: Actions |

~File Types —
@ alltypes Motifications I
€ Selected: I el I

~ Options
IV Scan for security tisks
IV Scan files on remate computers

[V Only when files are executed

OK I Cancel Help
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5. Click "Advanced". Select "Scan when a file is modified", uncheck "Scan when afile is
backed up", and under "Automatic enablement" set "enable after" to 3 minutes.

Auto-Protect Advanced Options E3

—Changes requiring Auto-Protect reload
€ Wait until the computer is restarted
(% Stop and reload Auto-Protect

r~Scan files when
" Scan when a file is accessed or modified
% Scan when a file is modified
I~ Scan when a file is backed up
IV Do not scan files when trusted processes access the files

—Other options
IV Delete newly created infected files if the action is 'Leave alone (log only)'
IV Delete newly created security risks if the action is 'Leave alone (log only)"
IV Preserve file times

~File cache - Risk Tracer

" Disable the file cache
¢ Use the default file cache size

" Specify a custom file cache size (in files):
¥ Rescan the cache when new definitions load

[V Enable Risk Tracer

[V Resolve the source computer IP address

IV Poll for network sessions every:

I 1000 miliseconds

~ Automatic enablement

3| =4 minutes

IV When Auto-Protect is disabled, enable after:

’- Backup options

IV Back up files before attempting to repair them ’

~ Additional advanced options

Floppies

Metwork: |

o]

Cancel Help I

Click OK.

Click “Actions” button. For Malware, set the first action to “Quarantine risk” and the second
action to “Leave alone (log only)”. Repeat for Security Risks. Then click OK.

Scan Actions

- Airus

Security Risks
- Adware
. Dialer
- Hack Toal
- Joke Program
- Misleading Application
- Parental Contral
Remote Access
Security Assessment Tool
- Security Risk
Spyware
o Trackware

Specify first and second actions for detections of this type of risk.
‘What are the different types of risks?

IQuarantine risk ﬂ

First action:

If first action Fails: |Leave alone (log only) _'_]

o]

Cancel Help
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Malware
- Airus

- Adware

- Dialer First action:

- Hack Tool

- Joke Program

- Misleading Application

- Parental Control

- Remote Access

- Security Assessment Tool
i Security Risk

L -Spyware

‘- Trackware

IF first action Fails:

Scan Actions E

Specify first and second actions for detections of this type of risk.
What are the different types of risks?

IQuarantine risk

=

|Leave alone {log only)

R2

o]

Cancel I

Help

[V Enable File System Auto-Protect

Yirus and Spyware Protection Settings m

Global Settings ~ Auto-Protect |Download Insight l

Actions l

fil

~File Types
& gl types
" Selected: Extensians., Advanced I
p r‘ amining

~ Options
IV Scan for security risks
IV Scan files on remate computers

IV Only when files are executed

OK

Cancel l Help I

8. Click "Notifications", check "Display a notification message when a security risk is

detected".
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Scan Notification Dptions =l

~ Detection opkions

¥ Display a notification message when a securiky risk is detecked:

Scan type: [LoggedBy] Scan ;I
Ewvent: [Event]

Security risk detected: [SecurityRiskMame]

File: [PathandFilename]

Location: [Location]

Computer: [Computer]

User: [User]

Action taken: [ActionTaken]

Date found: [DateFound]

|V Display the Auto-Protect results dialag

r~Remediation options
[™ Tetminate processes aukomatically

™ Stop services automatically

[o]'4 | Cancel | Help |

9. Click “OK”, then select the "Download Insight" tab.

Yirus and Spyware Protection Settings m

Global Settings | Auto-Protect Download Insight I
Actions l
What is File Reputation? Notifications l

~ Specify download sensitivity level

v Enable Download Insight to detect potential :
i : >

Select level:
- g (Maximum) Level 5 (Typical)
=G
=5 5 Allows only files that have a good or
- 6{High) unknown reputation, Some files are
- 5({Typical) considered malicious, and some files are
S considered unproven, The number of
= g false positive detections is low,
= 1 {Minimum)

Also detect files as malicious based on their use in the Symantec Community

™ Eiles with: |5 7| orfewer users
I™ Files known by users for: I 2 or fewer days
-~ Intranet Settings

IV automatically trust any file downloaded from an intranet website

ok | cancel | Hep |

10. Note: False positive detections may occur intermittently and probably affect every CallPilot
SU/PEP installation. Just click “Allow this file” in these cases. Click “OK”.
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W (hange Settings - Symantec fndpont Pratectian

Change Settings

Status You can charge the folowng setongs
Scan for Threats |
Change Settings Virus and Spyware Protection
Vleﬁ Quarantine Protects agarst viuses, mabvara, and spyware
View Logs
Proactive Threat Protection
Provdes 2e00-day (rotacton aanst urknown threats

Livellpdate.... ‘

e
&
£

Exceptions

peocesses from berng scarned

Client Management

Network Threat Protection
Frotacts agarat Web and netwrk trags

Exvceptions provds the capabiity 1o exdude fiss, folders, srd

Frosdes functicnaity to mansgs the cdent

Ned acan scheduled tor 1257 PM
Chck hate to reschecils

| Configra Satongs |

| Configure Setongs

[ Configure Setongs

Conligre Setrgs

| Configse Settirgys |

11. Beside “Proactive Threat Protection” click “Configure Settings”.

12. Select the “SONAR” tab.

-

Proactive Threat Protection Settings E

SONAR I Suspicious Behavior Detection | System Change Detection |

Wwhat is SONAR?

i~ Actions for threat detection
Specify actions if SONAR finds a threat:

High risk detection: |Quarantine ;I
Low risk detection: ILog _:j

[ Enable Agaressive Mode
When detection found: IV Display a message on the client

I~ Prompt before terminating a process
™ Prompt before stopping a service

o]

Cancel | Help

13. Select the “Suspicious Behavior Detection” tab.
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Proactive Threat Protection Settings E

SONAR ~ Suspicious Behavior Detection | System Change Detection ]

~ Action for threats in applications

Specify actions if SOMAR finds a threat in applications:

High risk detection: iLog Only

Low risk detection: Ignore L]

OK I Cancel Help

14. Select the “System Change Detection” tab.

Proactive Threat Protection Settings E

SONAR | Suspicious Behavior Detection System Change Detection l

- Actions for system changes

Specify actions when SONAR detects the Following system changes:

DNS change detected: i

Host file change detected: IIgnore L]

OK I Cancel Help
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W (hange Settings - Symantec fndpont Pratectian N

Change Settings
Status | Vou can change the folowng setangs
Scan for Threats |
Change Settis Virus and Spyware Protection
Vle«i Quar. ml‘:: | Q Protects aganst viuses, mabvara, and spywsre | Coniare satogs |
View Logs
‘ Proactive Threat Protection -
Liveldate Promdes 2e00-day (rotacton aanst Lrknown threats | Configure Satongs |

Network Threat Protection b gt
Frotacts agarat Web and network trregls |_Configre Setongs |

" Exceptions =
. Evceptions provde the capabiity to exdude fiss, folders, snd | Conligure Satrngs
processes from beng scanned

Client Management
Provdes uncticnsity to mansgs thes cent | Configse Settrey |

15. Beside "Exceptions” click "Configure Settings".

Centr slized Excepbons

T | & | add |

_om | |

Can add exceptions for "Security Risk Exceptions" or "Sonar Exception”

16. It is not necessary to define any exceptions except on a CallPilot “High Availability” configuration.
On an HA system, exclude the folder D:\Program FilesS\EMC AutoStart\<sDomain
Name>_<Computer Name>. Click "Close".
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B (honge Settings - Syrmantec Endpaint Protecton

heeaat 00 :a;d;:&l:ﬂ 237/
Chck 1sag v -
Change Settings

Status Yot con changs the followng saltngs
Scan for Threats

Change Settings Virus and Spyware Protection N
View Ox | Q Frotects aganet Wwuses, maware, and spyware | Configre Sethngs |

View Logs
Proactive Threat Protection
Prodes 2ec0-day peotecticn agarst unknown threats | Configre Semngs |

Network Threat Protection
Protects agarnt Web and retwork thveats | Configre Settrgs |

Exceptions e
Exceptions prowde the capablity to exchds fles, fokdars, and L Conhaure Semngs |
processes from beng scanned

Client Management v
Fromdes funchonaity to mansge ths chent. | Configre Settraas |

17. Beside "Client Management", click "Configure Settings".

vl | Vamper Brctection | UveUpdats | Subresseors |
Display Options
7 0w Sytmartec sacurty o in hobiation ses) l
Praxy Options ‘

- Reboot Opteons
Corfagarn Buboot Opters... |
- Apphcation and ontrol
¥ Enable Agpication ard Davice Conrdd

o ] comn | v |

18. Select the "Tamper Protection" tab.
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General Tamoes Erotecton 'Uvml Sbensaons |
IV Protect Sytrantec seturty soltmbnn from Lestg Langered with o shnd dosen

;mmmrmmm‘wmtmu‘m«wummm«m«
mare

[Log the event coiy =

¥ Qiapley & motfication messacs when tarpenng s Gsteced:

SYMANTEL TAMPER EFROTECTION AER T
Evert Infoc [SystevEvert] [EnctyTyoe)

feran Toban: [Actintsen]

Actor Process: [AdtorProcesshiame] (PID [AdorProcessiD])
Teve: [Dateoundg)

arget: [TargetFattname]

19. Select the "LiveUpdate" tab. Select a time when system load will be light. Optionally uncheck

"Randomize", or at least set the "Randomization" time to be such that the system load will still be
light throughout the randomized interval. NOTE: the definition update process will increase CPU
and memory usage for about 12 minutes. This can negatively impact CallPilot system
performance if performed during a period when the system load is not very low. The simplest
approach is to configure updates to occur once a day after the normal office workday is over. In a
managed configuration, unless the customer is also running a LiveUpdate server, definitions will
typically be pushed out to the entire network at once. Typically the customer’s network will include
many desktop PCs — since these may be turned off at night, the customer must push definition
updates out during the day. Avaya’s testing has not shown any problematic performance impact
when definition updates are performed during the day, therefore this is acceptable if necessary.

Chent Management Seltegs E3

Genardl | Tampey Ertecion WveUpdate | sijantssiore |

Set the schedus for meometc uodales via Leliptetn
¥ Entle atonats uplaiee
Frequanty and T -

m A r: 0200 PM 3
ety Window
I~ oo rgng for in hourey] 3

Rardorsastion Optisre
Rardonides the stat tie foe Sally or mechly (pdales ardy,

¥ Randaence the start tine toBo + of + {n hawrsk | "‘J

Tdbs Detecton

- Dy schadued Livelipdates wrtd the sysen i idie. Overdus sessons wil eventudly run
yreondbionaly

Prowy Cphicns
Corfigars Procy Optiors., I

o ] owa |- wb |

20. Click “OK”.
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Pontican schudid ke 1ZZPFM

Change Settings S —.

Status You can dnange the 1odowing $8ngs
Scan for Threats
Change Seltings Virus and Spyware Protection
View @ ( Q Protects agaret wises, mawsre, and myware Confgure Setinge |
View Logs
Proactive Threat Protection —
m Prosadess 2600-03y Drotsdion S0t unknomn Traats Configure Setings |
Network Threat Protection
Protects agant Web and network threxs | Configre Setnzs |
Exceptions e e
Exceprtions plonade the capabilty 1 eoclds fies, foldes, ad | Confgure Seton |
processes Fom beng scared bRl
Client Management R
Prosadies functonally to manage this cent || Configre Setwngs ||

21. Connect network. Then click "LiveUpdate" to get the latest product updates and definitions and
to test that the update server can be reached.

Trvelpdate Statos
Statis of the curment Lived et sescon s bited bekow

The feliveng Syvwrtnc prodets and coeporents e rotalled on yoes _ﬂ

4 > Corr sload Repf stin Seltvgs
\‘ ! = Iotnusion Prevernoon Sgratires (hub)
> WirLs and Sprpwere Dafedions Wini2
J > Irtnusion Freventon Sorabres
I > ¥rue and Srpwars Defmtons Wil (hb)
l > Sywarbec Erdpoind Pratacten Ot
> Rreocaon Outs

| > Subeisson Contral Thveshalds
| > SOWAR Dofnticrs.

> Sywarkac Whitelnt

Intudkory...
Conrectng Lo beanpd e, syvariocheousdate con. ..

v Symantec ol i _of’

Trvelpdate Statos
Statis of the curment Lived et sescon s bited bekow

Update svwdetde for Vs rsd Sprsnare Defrtone Weds B
Update svadase for Itumon Proverten Snatues
. Update svatabie for Revocation Dela.
\‘ | Update avalabie for Subwisson Control Theeshokss
Update svolable for SOMAR Detritions.
J Updiats svalabie for Symantec Whitebst

| Thare ars B wpdatels) to be doorkaaded.
Dowedoadeg uiste pachage (L of &) freted
| Dowrkadog addate Sasage (2 of B) fristed
J Downlosdng updete cackays (1 of §) freted
Downloadng updats packags (4 of 1) Hrished
! Downloadng upcets peckage (3 of B, 27% congiete.
Dowrloadng updete package (8 of B, 107 conglets.
Dowrdoadng update pacnage (7 of B), A%, conglele.
Dawrdoadng addete peckage (3 of €) freted

v Symantec ol i _o_lg

Note: LiveUpdate may download an update for pcAnywhere in addition to Symantec Endpoint Protection.
This is not a problem.
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22. Start - Programs - Symantec Endpoint Protection - Symantec Endpoint Protection

S = Your computer is protected.
Scanfor Theeats. | Na problens detaoted.
View Quarantine
mw | The folowing Symantec Secuty components e mstaled on your compter
; ‘ Virus and Spyware Protection | Comes |
m" Frotects aganst virumes, maware, and goywre -

Defrtoen: Monday, Aptl 16, 2012 £18
Proactive Threat Protection | comes |
Frovides M o-day protection garet urknown Srests
Defedure: Monday, Aprll 02, 2012 11
Network Threat Protection Cpticos
Protects 33anst Web and network theeats
Detetirs: Manday, Apeil 16, 2012 11

23. Click "Change settings".

W <yt Indpant Prutestion

Change Settings

Siatus

Antivieus and Antispywars Protection

Scan for theoats g
 Change settings

Vo i’ aniine

View logs m Proactive Threat Protection [ cotraze sengs |
CiveUpaste — -
“ Network Threat Protection Gontpe Setry |
Centralized Exceptions [ _Contigre setins._|

Client Management | Gontigre setngs

24. Beside "Network Threat Protection” click "Configure Settings" (Not necessary if this optional
feature was not installed).
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Network Threat Protection Settings

Firewall |1ntlusion Prevention | Microsoft Windows Netwarking | Notifications | Logs |

- Built-in Rules
¥ Enable Smart DHCP [V Enable Smart DNS
[V Enable Smart WINS

- Traffic Settings
[~ Enable NatBIOS protection
[~ &llow token ring traffic
™ Enable anti-MAC spocfing
™ Enable network application moritoring
I Block all traffic until the firewall starts and after the firewall stops
I« | Allowinitial DHER and i etBIE tafhic
¥ Enable denial of service detection
IV Enable port scan detection

~ Unmatched IP Traffic Settings
€ Allow |P traffic
& Allow only application traffic
™ Prampt before allowing application traffic

—Active Response Settings
IV Number of seconds to automatically block an attacker's IP address: ISUU

~ Stealth Settings

Caution: There can be compatibility issues when using these stealth settings. Only use
these features after you have confirmed compatibility.

I~ Enable TCP resequencing ™ Enable stealth made Web browsing

I Enable O fingerprint masquerading

0K I Cancel I Help

25. Select the "Intrusion Prevention" tab.

Netwerk Thewat Protection Settiogs

¥ Enathe Bromsst Intuson Poayertion

[T ] Coxel | kb
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26. Select the "Microsoft Windows Networking" tab.
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28. Select the "Logs" tab.

Ei_vswaﬂ Intiusion Frevention | Microsoft Windows Ne!wo«kinnl Notifications

Network Threat Protection Settings

Sgve each log entry for:

Swcuily Log File :
Maximum log file size! 512 KB Clear Log I
Save each log entry for: |M days
- System Log File
Magimum log e shee; |51 2 KB Clear Log |

[14— days

- Traffic Log File
Magimum log fle lze:

Saye each log entry for:

Control Log File
Magimum log file _slxo:

Save each log enity for:

|51 2 KB
|1 4 days

Clgar Log I

1024 KB

Clear Lag |
-

™ Enable Packet L.og
Packet Log File
Maximum log file size;

Save each log entry for:

|1 (] KB

Clarfiog I
FT!— days

o 1]

Cancel Help

29. Click “OK”.

Hat suan schadued m] o 13

O b 0 s chodide
'Change Settings
Status You con changs the foloweyg ssiings

Scan for Thveats
Change Settings Virus and Spyware Protection
!flu? " Fromects aganst wuses, mabware, and Sywire

View Logs

Proactive Threat Protection
LiveUpdate... Promdes 2é00-diy prodection gt urksown theass

W o O R

Network Thieat Protection
Frosacts sgarat Web s retwork fyasts

Exceptions
Exceptions pronds the capabdty to eochude fier, fokdars, ared
processes fom beng scamned.

Client Management
Frodes funcsonsity © manss the dent

(. Corfare Sanas |

| Configre Settrge |

Coigas e |

[ Contgrs Settngs |
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30. Click "Scan for threats" in order to set up regular scheduled anti-virus scans.

W S lor tiweats

Symant re ndpoinl Protection

Hens can schedsdnd for 1237 P =
Click hare 1o reectadle Hep
Scan for threats v
Status 3 0 Active Scan r o Ul Scan
SCan anly e ot conwond, -5 Seavs your erdire comguler a0
Scan for Threats facted u:r, e 25 "r\\\:l’ the t‘«-q-)r-c-
M S".nm Dutation L2 ot es Curasery 20120 miesles
View Quarantine Run Acthve Scan Ron Al Scan
View Logs
o Gt Sean Settings
Livollpdate...
Crowts i New Sean
Scom Name Enabled Type ‘When 1o Scan Lot Scan
Actros Scan Upon Stamup No Actros Scan Upon Stamup Nt
Schecubad Actrus Boas ey Adiree Scon Daty Hluvsn
< >
T4

An active scan takes about four (4) minutes on 1006r. You may want to set up an “Active Scan” every day
(at off-hours) and a “Full Scan” every week (at off-hours)

31. Click "Create a New Scan". Select "Custom Scan".

Create New Scan - What To Scan ﬂ

What tvpe af scan would vou like to perform?

" jctive Scan

Scans the areas of this computer which are most commonly infected by
viruses and security risks,

Use this scan to find active risks more quickly than a full scan. IF this scan
finds a virus or security risk, Symankec recommends that vou Follow up
with a Full scan,

C Full Scan
Scans this entire computer For viruses and security risks,

Use this scan ko look in the boot sector, in programs loaded inka memary,
and in all of the files and Folders,

areas of this computer that vou want ko scan For viruses
and security risks. You can select specific Folders and files.

< Back I Mext = I

Cancel Help
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32. Click "Next". Select each “Local Disk” hard drive. Do not select CD drive or floppy (since

33. Click "Next".
O Selock the 0pboes you Wt 1o use for this scan.
“Fle T)
e trgort o
" Selected extensors: ! I
tyeadicatioon
Advanged
Scon rhancemems
Specly ad@ional Bekars to sesd for veuses and sesety riks
Tetore scanning sehected fles and folders:
¥ ey
W Commen péection lacations

problems might occur if a medium read error occurred).

Select the folders and fles you moukd e to scan

.

| B 3% Fhppy (A1)
¥ ¥ e Local Dek (C)
# B o Loca ik (D1)
+ T e Local Dik (£2)
LV s Local Dek (F1)
L3 b Q0 Drive (21)

<ﬁut|uul)| Cmdl

¥ wisb-inonn vins ond securky nsk locations

cgor [ wa> | cwenl |
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Advanced Scan Options

Compressed files options
IV Scan files inside compressed files

Number of levels to expand if there are compressed files within 3 =
compressed files:

- Backup options
’ [V Back up files before attempting to repair them '

- Dialog options
IShow sCan progress ;]

IV Close the scan progress window when done:

- Tuning options
Click ko tune scanning performance: Tuning. ., I

T~ Storage migration options
ISkip offline and sparse files j

I Open files using backup semantics

OK ' Cancel I Help I

34. Click "Advanced". Check "Close the scan progress window when done".

35. Click “Tuning”. Ensure the slider selects “Best Application Performance”. Click OK.

Scan Tuning Options

—5can Tuning Opkions

x|

Move the slider to tune the scan performance,

Best Scan Performance

- Qptimized ko run the scan as Fast as possible,
- Other applications may run slower,

- Balanced Performance

-~__|: Best Application Petformance

"""""""" - Cptimized ko run other applications as Fast as possible.
- The scan may run slower .,

- Optimized ko run the scan and other applications at the same rate,

(04 Cancel Help
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36. Click “OK”. Click "Notifications". Check "Display a notification message when a security
risk is detected".

Scan Notification Options = B3

- Detection options

IV Display a notification message when a risk is detected:

Scan kype: ~L Scan ;l
Event: ~E

Security risk detected: ~V

File: ~P

Location: ~C

Computer; ~5

User: ~N

Action taken: ~&

Date found: ~T

- Remediation options
™ Terminate processes automatically

[ Stop services automatically:

oK I Cancel I Help I

37. Click “OK”. Click "Actions". Ensure Action for "Security Risks" has first action set to
"Quarantine risk". Occasionally anti-virus products can have “false positives” that, for a given
definition file, might mark a valid CallPilot or Windows file as a virus. By using the quarantine
setting, it will be possible to restore the file if this happens.

Mabwwrn
W
— Scmaly fent wrad uncond wtions for detactionn of Hes typm of ek,
hat arn the dfferare types of rigly?
Ateun
Ovabr Frst actions e |
Hack Tool
Mfes Program ¥ Frst action faks Lawen sforw (Jog ondy) -]

Matbsadeny Appie stion
Parartd Control

Remcte Access

Secirly Aissasnnrt Tool
Secipty Rk

Sprymae

Tradwwee
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38. Click “OK”.

0 Sefect the options you wank to uss for this scan.
File Types
% Al types __]______“
{ Ak

* sactnd s Ty |
Netfications
Advarged

Scan Enhancements -

Spocly scdbional cations Lo search for vauses and secunity risks

befors scamring selacted fles anvd Folders:

¥ Memeory

V' Common nfection bocations
¥ Wetdnown wus and securky risk locabons

<adh | hets ol | Heb |
39. Click "Next".
x4

‘When dao you want this scan to take place?

Run this scan perindically on davs and at times wou specify,

At startup
Run this scan when the computer starts, including when a new user lags
on,

 0n demand
Do not run this scan automatically - run it only when instructed bo do so.

< Back I Mext = I Cancel | Help |

40. Ensure "At specified times" is checked, click "Next". Select an appropriate time for the scan.
Ensure that the CallPilot system load is expected to be very low for the entire period of time when
the scan will run. A full scan on a 1006r platform takes about two (2) hours. (If may take less
time on other CallPilot platforms). The scan duration does not depend to any great extent on the
number of messages stored on the server.
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fCreatereuscan schesde &
O]

Spmcty hrow oltem and b you wark the scan tn ocss

W Grable
Sca Schedude
oy  wosly " penetly
FYON CICT I (=S Prer =
¥ Petom the N 10 UAS o
Sean Duaratien
= Scanuntd friched (i d to cotmire i
 Sofer oty |‘ 3 heus

ol A ) -

Maad Schadund Scare

¥ the cowgnster & off o unaie 10 st the stan o thie spectied L
I~ Tty the scae vt [ =] o

<MIW>|WIMI

41. Uncheck "Retry the scan within". This is important to ensure that a scan will not get started at
an inappropriate time.

Advanced Schedule Options

Advanced Schedule Options

r

K

Maximurn days ko wait before retrying the scan: |3 3: Cancel

Help

daiy

v Petform this scan even when no users are logged on

42. Click “Next”.

Spocty 3 name and descrption for thes scan,

Scan nage:
‘Weel’f Full szan

Scan desergbon:

Ful A szan every Sunday morirg

L L]

¥ Erabls the scan

Whentorun the scant  Peendicaly as scheduded
Scan type( Custom Scan

<tor [ Fon | cwee | me |

43. Specify a name for the scan and type a description, then click "Finish"

Avaya Page 126 of 183



W Scan for thewats

Symantec Endpost Protection

Nend scan acheduled for 122
Click b o rescheciia.
Scan for threats
: 4 - .
Status l ® 0 Active Scan Full Scan
| v Scan crfy the nost sonwonh 7 Scarm yor wodie conguter and
| S(mf(l Theats { A rfectad armas, & cmru,mthcbacwm.
m W Ourationy 1-2 minutes Durstion;  30-120 minutes
View Quarantine Run Active Scan Run Full Scan
View Logs
\rans Gl 00 Setiogs
Livelipdate, ..
Create 4 New Scan
Scen Name | Enabled Type When 1o Scan Last Scan
Actrve Scan Upon Startup " Ne  Actve Scan Upon Startup [ Newvar
Schadulad Active Scan Yau Acthva Scan Dexly Nevar
Weakly full scan Va3 Cuslom Scan Waakly Nevar

NOTE: Full scan on 1006r takes about two (2) hours.

44, Close "Symantec Antivirus Protection" window
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Test

Go to http://www.eicar.org. Try downloading the various test files available on the site.

W secunty Log - Thent Management Logs

Bl ER Yew FRe foen bep
| Date st Tine | £oeme type | zevweity | Ditection | Protoces | Remste B
A/17/2012 B:57:30 AR Majoc Inconing Rone 8.

Active Rxaponee

R — |
[4ID: 2445L] Attack: Eicer Testr String atrack +f
iblocked, Tiaffic har been blocked for thia |
applicationt \DEVICE\HARIDISETOLUMEL\ PEOGRAN
FILES\ INTERNKET EXPLORER\IEXPLOGE.EXZ

L=

s o

Cummrd o b sew 1 K8 Mbssraan wem 512XE [Recads 2 Filet Tday  Sewerdy Cfical Nags Min

W secunty Log - Thent Manasgement Logs
Pzotocal | Nesnte B
A/17/2012 0157130 AN Intpaston Prewention Cricical Inconing TCP 192,168, ¢
R —— | jii|
Mhe cliest will Dlock traffic from IP addreas < =
192.166.50,78 for the next €00 asconde (fzus
/1772012 9156125 AN to 4/17/2012 9:06125
LAN) .
i .r"
{Cummrd hog b s 1 FH Mbmsruen wen 51208 [Recads 2 Filet Tday  Severdy Cfical Nugs Mins
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Processes

Here is a list of processes associated with Symantec EndPoint Protection 12 and their memory usage.

Process

Description

Typical Virtual

Memory usage

during normal
CallPilot
operation

Maximum
Virtual Memory
usage observed

Checksum.exe

CMC checksum

ControlAP.exe

DoScan.exe

dotlxtray.exe

802.1x Supplicant

DWHWizrd.exe

LUALL

LuaWrap.exe

LuaWrap Module

LUCallBackProxy

LUComServer

ninhook.exe

PatchWrap.exe

CMC PatchWrap

Rtvscan.exe

RtvStart.exe

SavUl.exe

2 MB

11 MB

DevViewer.exe

EFAInst.exe

FixExtend.exe

installTeefer.exe

MigrateUserScans.exe

ProtectionUtilSurrogate.exe

SepLiveUpdate.exe

SepStub.exe

Sevinst.exe

Sisnet.exe

SRTSP_CA.exe

SylinkDrop.exe

WFPUnins.exe

ccSvcHst.exe

Symantec Service Framework

19 MB

100 MB

Smc.exe

CMC Smc (firewall?)

10 MB

21.5 MB

SmcGui.exe

CMC SmcGUI

4.5 MB

5.1 MB

smcinst.exe

Client Management Component

SNAC.EXE

Network Access Control

SymCorpUl.exe

GUI for Symantec Endpoint
Protection

6.4 MB

15.9 MB

WSCSAvNotifier.exe
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Space requirements given by vendor in this screen:

Core Files: 298 MB (3 sub-features 324 MB)
Virus and Spyware Protection 308 MB (sub-features 963 KB)
Proactive Threat Protection 7816 KB (sub-features 2132 KB)
o SONAR 1300 KB
o Application and Device Control 832 KB
Network Threat Protection 0 KB (sub-features 229 KB)
o Firewall 1020 KB
o Intrusion Protection 1085 KB

Issues that may be encountered

After launching Symantec EndPoint Protection 12.1 trial EXE file (originally downloaded at 1.7GB size), an
error message box pops up and the installation fails. The exe file is actually a 7-zip self-extracting
archive.

This may occur if downloading the file directly to CallPilot servers.

Workaround: Download and unzip it on another PC, and then launch setup.exe from there.

Screenshot of the error message:

\\n101613%Flash'Symantec_Endpoint_Protection_12.1_RU1_Part1_Installation_EN.exe

@ \\n101613FlashiSymantec_Endpoint_Protection_12.1_RU1_Partl_Installation_EM.exe

Windows cannot open this program because the license enforcement system has been tampered with or become corrupted.
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Appendix-D

This appendix provides Installation and Configuration procedures for CallPilot 5.0 and 5.1 servers utilizing
the Trend Micro OfficeScan 10.5 anti-virus application.

Product Features
e Powerful network management capabilities
e Can do real-time scanning on file modification only

Product Deficiencies

e Seems to lack “stand-alone” install capability. An anti-virus server must be set up. Installing
OfficeScan on a CallPilot server will require the assistance of customer IT personnel who manage
the OfficeScan server.

e No apparent way to schedule pattern updates on a per-client basis

o No apparent way to install and update anti-virus server with network disconnected.

e Does not write event logs into Windows event log subsystem

e Some important settings are global and cannot be individually set on a server-by-server basis

Product Tested
Trend Micro OfficeScan 10.5 trial.
Installation and Configuration Overview

OfficeScan 10.5 is inherently a network managed anti-virus solution intended to protect a network of
computers. Before you can install OfficeScan 10.5 on a CallPilot server, you first need to install an
OfficeScan server (if you do not already have one). You update this server, then use it to create a “Client
Installation Package” that you can deliver (on CD or USB drive) to a (possibly disconnected) CallPilot
server. Then, management of the OfficeScan parameters is done primarily using the OfficeScan server’s
web console. It is possible to allow certain OfficeScan functions to be controlled locally on the client.

These guidelines are not intended to replace the OfficeScan documentation from Trend Micro. Please
consult the OfficeScan documentation for more information as required. Note that OfficeScan is not an
Avaya product. If you have problems with OfficeScan, please make use of Trend Micro support resources.

Also, please be sure that you have obtained all relevant OfficeScan bug fixes and patches. Consult your
Trend Micro representative. Software bugs in anti-virus software can cause serious problems, including
system outages and security vulnerabilities.

Installing the OfficeScan server

Typically a customer wishing to use OfficeScan to protect a CallPilot server will already have an OfficeScan
server set up for managing the rest of their network. If so, skip this section and go to Preparing an
OfficeScan Client Package for CallPilot servers and Installing it.

If you need to set up an OfficeScan server (e.g. for a test environment) you will need a separate PC running
Windows Server 2003, 2003 R2, 2008, 2008 R2, Windows Storage Server 2003 R2, 2008. (Note: a
CallPilot server must never be used as an OfficeScan server since this will consume excessive resources on
the CallPilot server and could impact CallPilot performance.) Check the system requirements published by
Trend Micro for the OfficeScan server.

The computer to be used for the OfficeScan server needs to have networking fully set up and enabled,
including DNS settings.
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Note: Avaya strongly recommends using a scheduled maintenance window for the installation since, in
some cases, a system reboot may be required.

1. On the OfficeScan 10.5 CD, double-click “setup.exe”

ETrend Micro OfficeScan Corporate Edition 10.5 - InstallShield Wizard

Extracting Files
The contents of this package are being extracted.

) 4

Please wait while the InstallShield Wizard extracts the files needed to install Trend
Micrao OfficeScan Corporate Edition 10.5 an your computer, This may take a Few
moments,

Reading contents of package. ..

[

Inskallshield

= Back | Mexk = | Cancel

Installshield Wizard |

Setup iz preparing the InztallShield ‘wizard, which will guide pou
v through the rest of the zetup process. Fleaze wait.

| Cancel |
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Trend Micro OfficeScan

Welcome to the OfficeScan Setup program.

You are about to begin installing OfficeScan. Please make
sure you have Internet connection to successfully
complete the installation process.

Click MNext to continue or Cancel to exit.

WARNING : This program is protected by copyright laws
and international treaties.

Help ¢ Back

Cancel I

2. Click “Next”

Software License Agreement E |

License Agreement

Fleaze read the following license agreerment carsfully. 6‘ IE E';‘ E—

| IMPORTANT: READ CAREFULLY. USE OF TREND MICRO
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES
SUBJECT TO THE FOLLOWING LEGAL TERMS AND CONDITIONS

L1+ |

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services
Date: May 2010 hd|

& | accept the terms of the license aoreement Prirt |

™ | do not accept the terms of the license agreement

|mztallShield

< Back | Hext = I Cancel |

3. Select “l accept the terms...” and click “Next”
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Trend Micro OfficeScan |

Chent Deployment
D) TREND
MICRO

Ilze thiz zcreen to estimate the network. bandwidth needed to deploy client installation packages
to OfficeScan clients. These are approximate measurements and can change depending on
updatez made to the OfficeScan servers.

Conventional scan method

Wweb inztallation: S40B
Remate inztallation: 89kE
Autopoe installation: 221ME

Smart scan method

Wweb inztallation: 5404B
Femaote installation: 57ME
Autopoe installation: 1234kE

[rmetall=hield

Help

4. Click “Next”

frendMicro Offescan |
Uzage Guide

¢ TREND

J MICRO

If you are upagrading ta this verzion of OfficeScan, Trend Micro recommends backing up the
OfficeScan zerver settings before upgrading. For more detailz, click Help.

Help

For mare detailz on replicating the OfficeScan server zettings using Trend kMicra Contral
kananer. refer ta the Trend Micro Control b anager documentation.

|metallSheld

Cancel |

< Back

5. Click “Next”
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Trend Micro OfficeScan |
Installation Destination

M

M

END
cCRO

| will inztall/uparade the OfficeScan server

" To aremaote computer, of to multiple computers

[rmetall=hield

Help < Back | Hext = I Cancel

6. Select “On this computer” and click “Next”

Trend Micro Officescan |

Computer Prescan
D) TREND
MICRO

The Setup program can zcan the target computer for security risks before installing the product.
Wwiould wou like Setup to scan the target computer?

" Scan the target computer

i ‘Do nat zzan the target computer

|mztallShield

Help < Back | Hext = I Cancel |

7. Select “Do not scan the target computer” and click “Next”. (You may choose to scan if you want,
however scanning is best done after updating the scan engine and pattern files.)
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GrendMcroffcescan |
Setup Status

QJ TR

W

END
cCRO

Software installation iz being configured.

Setup iz azzeszing the target computer's resources. Pleaze wait...

[rmetall=hield

frendMicro Offescan |
Installation Path

(" TREND.

MICRO

Please specify the OfficeScan installation path. v'ou may bype a new folder name or browze to
wour preferred location.

C:\Program FileshT rend MicrohOfficeScan

Browsze. .

[rmetall=hield

< Back | Hext = I Cancel

8. Specify the installation path for the OfficeScan server software or leave it at its default. Click
HNeXt”
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Trend Micro OfficeScan

Proxy Server
) TREND,
MICRO

If you uze a proxy server to access the Intemet, zpecify your prosy zetiings below. OfficeScan will
uze this infarmation when downloading updates from the Trend Micro update server.

 Proxy settings
I
Prosy twpe: =

1T ) SOCKS 4

H
Server name or |P address: I
Port: I

Authentication [optional): |Jser name: I

Pazsword: I

|mstallShield

Help < Back | Mesit > I Cancel

9. |If a proxy server is used for the OfficeScan server to access the Internet, configure it. Otherwise, if
no proxy server, just click “Next”.

Trend Micro Officescan
Web Server

() TREND

Please choose the “Web server to use for the OfficeScan server.

IS server [I5 vitval webste =]
" Apache \Web server 2.0 [will be installed if not yet installed)

HTTF port: IEDBD

¥ Enable 551

Certifizate validity perniod: |3 yearz)
S5L part: |4343

| mstallStield
Help | < Back | Mext > I Cancel

10. The OfficeScan server is administered using a browser to access a web console. The OfficeScan
server needs a web server to use for this. If your computer already has IIS installed, it can use
that. Otherwise, it will install Apache Web server 2.0 as its web server. Choose the appropriate
options for the web server, ports and SSL, then click “Next”.
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Trend Micro OfficeScan |

Computer ldentification
) TREND,
MICROD

Specify whether OfficeScan clientz will identify the zerver by itz domain name or IP addrezs.

Trend Micro recommends wzing an IP address when the computer has multiple netwark, cards and
uzing a domain name when the computer's IP address is subject to change.

Imd&clienﬂ

= |P address: -

| metallShield

Help < Back | Hext = I Cancel |

11. Select either domain name or IP address as the means to identify the OfficeScan server.
(Typically domain name would be used here). Click “Next”

Trend Micro OfficeScan |

Product Activation

Step 1. Register online @ IE

END
cCRO

Activation iz a bwo-step process:
1] Regizter online [Skip thiz step if you already have the Activation Code].
21 Enter the Activation Code.

Ilze the Registration K.ey that came with your product and click the button below to register
online. An Activation Code will be sent to vou via email.

[rmetall=hield

Help < Back Hext = Cancel

12. If you already have the activation codes, click “Next”. Otherwise you may have to register online.
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Trend Micro OfficeScan |

Product Activation
Step 2. Enter the Activation Code(s] 0‘ IH; E'F"’ E.

Type the Activation Codesz for the OfficeScan services uzing the following farmat:
[l e D L e o L iR o)

Antivirus:

E 00 =

Damage Cleanup Services:

Wweb Reputation and Anti-spyware:

E =

| metallShield

Help < Back | Hext = I Cancel

13. Fill in the activation codes. Click “Next” (Trial codes expire 1 month from when they were first
obtained from Trend)

Trend Micro OfficeScan |

Install Integrated Smart Protection Server
D) TREND
MICROD

By default, setup will inztall an Integrated Smart Protection Server on the target computer with
Smart Scan as the default scan method. Thiz server supportzs HTTP and HTTPS protocols.
Configure zettings for thiz server fram the OfficeScan Web console.

To ensure optimal performance, Trend Micro recommends installing the standalone Smart
Protection Server.

If you dizable the Integrated Smart Protection Server, change the Scan method to Conventional
zcan from the OfficeScan web conzole to ensure continued protection.

Inztall the integrated server. Thiz server supportzs HTTP and HTTPS pratocols.
¥ | Enable 551

Certificate walidity period: |3 year(z]
S5L port: ||4345

[rmetall=hield
Help | < Back | Hext = I Cancel

14. Click “Next”
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Trend Micro OfficeScan |

Enable Web Reputation Service

(@) TREND

Setup will enable an integrated \web Reputation Service on the target computer.

Do wou want to enable the integrated *'eb Beputation Service?

" Mo

* ¥es. Enable the integrated "eb B eputation Service |

HTTP port: |52?4

|matallShield

Help | < Back | Hext = I Cancel

15. You can enable Web Reputation Service on the target computer. Make your selection and click
“Next”.

Trend Micro OfficeScan

Install Other OfficeScan Programs

(P TREND

Agide from the OfficeS can zerver, you may want to install other QfficeScan programs to the target
computer. Select fram the programs belas:

DfficeScan client [can be inztalled only if ServerProtect for MT iz not ingtalled on the target
v computer]

[~ Puolicy Server for Cizco MAC

[ Cizco Trust Agent for Cisco NAC

Type the full path aof the local drive and directory where the Cizco Tzt Agent certificate file iz
lozated [for example: chctagent cer).

The certificate must be located on a lozal dive; mapped drives are not acceptable.

Import Certificate... |

|rstallShield

Help ¢ Back | MHeut = I Cancel |

16. In addition to installing the OfficeScan server software, you probably want to also install the

OfficeScan client software onto the AV server machine so that computer can be protected from
viruses. If so, check the OfficeScan client box. Click “Next”.
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TrendvicroOfficescan |
Smart Protection Hetwork
M

END
CRO

The Trend Micro Srmart Protection Metwork is a

r/ | TRLKD MICRO”
2'! : SMART nert-generation cloud-client content security
Il'\_ #Y : PROTECTION

=

okl infrastructure designed to deliver proactive
NETWORK protection againstthe latest threats,

[~ Enable Trend Micra Smart Feedback [recommendedf

“when enabled, Smart Feedback shares anonymous threat information to the Smart
Pratection Metwark for analysiz. You can dizable Smart Feedback anytime thraugh the
product console.

'our industry [optional]: I Mot 5pecified j

| mztallS hield
Help ¢ Back | Mest > I Cancel |

17. Optionally, you can enable Trend Micro Smart Feedback. Make your selection and click “Next”.

Trend Micro OfficeScan |

Administrator Account Password
(D) TREND
MICRO

Specify the passwords far opening the Web canzale ar unloading/uninztalling the OficeScan
client. Pazswords prevent unautharized modification of Web consaole zettings ar removal of the
OfficeSecan client.

Wieb conzole password:

Aocount; In:u:ut

Pazsward: If‘“““““

Ixxxxxx

Confirm pazsword:

Client unload and uninstall pazswaord:

Pazzwiord: Ixxxxxx
Coanfirm passward: Ixxxxxx
| mztallshield

Help < Back | MNewt > I Cancel

18. Specify a password for logging into the OfficeScan web console and another password to allow
unloading and uninstalling the OfficeScan client. (If you choose the same password for both, you
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will get a warning.) The client unload password is needed to disable real-time scanning on a client
computer. Certain CallPilot scenarios (such as installing large software updates or PEPs) work
better with real-time scanning disabled. Therefore, CallPilot support personnel may need to know
the client unload password so they can temporarily disable real-time scanning so that CallPilot
software updates will complete quicker. Click “Next”

Trend Micro OfficeScan |

Dffice5Scan Client Installation

() TREND

[rztalls hield

The zame inztallation path will be used far installing the OfficeScan client ta all the computers
that the OfficeScan server will manage. Please type the installation path below.
Wwarning: The inztallation path cannot be changed after zetup iz complete.

C:\Program Files\Trend MicrobOfficeScan Client

Fort number; bl =t

Securty level:

Marmal: &z=zigns the access privileges already configured for the computer's Program Files
and registry files to OfficeScan client files and reaqisties.

* High: Festicts access to OfficeScan client fles and registies,

Help ¢ Back | Mest > I Cancel

19. Specify the path into which OfficeScan client software will be installed on client machines. Click

“Next”.
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Trend Micro OfficeScan |
Antivirus Features

M

M

END
cCRO

Enable firevalt

™| Enable firewall on server platiorms
OfficeScan automatically dizables the firewall service on zerver platforms, Select

thiz feature to enzure that OfficeScan enables the fireweall on both zerver and
desktop platforms.

[rmetall=hield

Help < Back | Hext = I Cancel

20. Click “Next”
TrendbicroOffcesean |

Anti-zpyware Feature
D) TREND
MICRO

Azzezsment mode was dezigned to allow you to first evaluate whether spoware/grayware is
leqitimate or not and then take action bazed on vour evaluation. Click Help for more information.

YWiould pou like to enable aszeszment mode?

™ Yes, | would ke to enable azzessment mode for: |4 vI week(z]

= Mo, pleaze do not enable aszessment mode

|mztallShield

Help < Back | Hext = I Cancel

21. You can enable assessment mode. Make your selection and click “Next”.
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Trend Micro OfficeScan |

OfficeScan Program Shortcuts

() TREND

Setup will add a folder containing the OfficeScan program sharkcuts to the Stark menw. Accept

the default folder name or specify a new one. You can also select an existing folder to which
the program shortcuts will be added.

Falder name:

Adminiztrative Tools

Startup

|metallShield

< Back | Hext = I Cancel

22. Click “Next” (you can change the shortcut location if you want)

Trend Micro OfficeScan Ed |

Installation Information

() TREND

Below iz the surmmary of your OfficeScan server inztallation.

Damage Cleanup Services

Activated services: -
Antivirus
YWieb Reputation and Anti-zpoware

Server identification;
mdzclient]

Target directony:
C:%Program Filez\Trend MicrohOFficeS canh

Folder name: -
<] 3
|mztallShield

Cancel |

< Back

23. Click “Install”
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GrendMcroffcescan |
Setup Status

M

W

END
cCRO

Software installation iz being configured.

C:h . ATend MicrohDfficeScansPCCS RS S \activeupdatehicredtbl. 002

[rmetall=hield

24. When installation of the OfficeScan server and OfficeScan client software is complete on your
OfficeScan server machine, the following screen will be displayed:

Trend Micro OfficeScan

Installation Complete

You have successfully installed Trend Micro OfficeScan.

™ Wiew the readme file

™ Open the Web console

< Back I Finish I Cancel

25. Click “Finish”. Reboot is not required.
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26. Now launch the OfficeScan server Web Console using Start — All Programs — Trend Micro
OfficeScan server — OfficeScan Web Console. Depending on the Windows security settings on the
OfficeScan server machine, you may get the following security alerts:

Security Alert |

ri"‘l | nformation vou exchange with this site cannot be viewed or
?. changed by otherz. However, there iz a prablem with the zite's

securty certifizate.

& The zecurty certificate was izzued by a company pou have
nat chogzen ko trust, Yiew the certificate bo determing whether
o want ko truzt the certifping autharity,

0 The security certificate date iz valid.

The zecurty certificate haz a walid name matching the name
af the page pou are tving to view.

Do you want to proceed?

1 View Certificate |

27. If you get this security alert, click “Yes” to accept the certificate.

Internet Explorer |
Content fram the Web site lizted belaw iz being
° blocked by the Internet Explarer Enhanced =108
Security Configuration.

hittpz: A dmdaclisnt]

¥ Continue to prampt when 'eb site content iz blocked

L earn more about [ntermet Explorer's Enhanced Security Configuration. ..

[F wous brust thiz Woeb site, you can lower securnity settings for Add.
the site by adding it ko the Trusted zsites zone. IF you koo =

thiz "eb zite iz on pour local intranet, revigw help for

ingtructions on adding the zite to the local intranet zone

inztead.

Impartant: adding this web site to the Trusted zitez zane will lower the security
zettings for all content from thiz web zite for all applications, including |nternet
E splarer.

28. If you get this warning, Click “Add” to add the OfficeScan server web site to your list of trusted
sites.
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Trusted sites |

‘fou can add and remove Web sites from this zone, All Web sites
in this zone will use the zone's security settings.,

Add this Web site to the zone;
I htkps: [imdscliznkl

Web sites:
http: //* .update. microsoft, com - Remove |
htkps: ¥, update, microsoft, com
http: 1* windowsupdate, microsoft. com
https:fi*, windowsupdate, microsoft, com

htkp: ffgo. microsoft, com
htto: /fmsdn. microsoft, com ;I

[ Require server verification (https:) for all sites in this zone

Close |

29. “Add” then click “Close”. Then you will probably be asked to install some needed ActiveX

controls”

Information Bar

Did you notice the Information Bar?

The Information Bar alertz you when Internet Explorer blocks a

pop-up windaw ar file downlaad that might nat be zafe. IF a
Web page does not display properly, look for the [nformation
Bar [near the top of your browser).

[ Do not show this message again.

Learn about the |nformation Bar...

]|

30. Click “OK", then click in the Information Bar to install the needed ActiveX component
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] Trend Micro DfficeScan - Microsoft Internet Explorer

File Edit V¥iew Favorites Tools Help

Ork -0 - @ & =)

o~ Search - 7 Favaorites {‘!| -

Address I@ https: /fmdsclient 1:4 343/ of ficescanfconsole/htmlicgifcgiChkMasterPwd, exe

@ This site might require the Following ActiveX control; "AtxEnc.cab’ fram 'Trend Micra, Inc.'. Click here to install,..

f®) TREND | OfficeScan

WEB CONSOLE LOGOM

Please type your user name and password to access the Wweb console.

User name: ||

For &ctive Directory account:
damaintusername or username@domain

Password: I Log On |

ou can provide users the following client installer link:

https:/fmdselientl 14 34 3/officescan/consoleshtml/ClientInstally

Copyright @ 1998-2010 Trend Micro Incorporated, All rights reserved,

|® Done ’_ ’_ ’_ ’_ E |o Trusted sites

KN

31. Click in the Information Bar to install it

Internet Explorer - Security YWarning |

Do you want to install this software?

Mame: AkxEnc,cab

Publisher: Trend Micro, Inc.

¥ |Ml:ure options Install | { Dan't Install

wiehile Files From the Internet can be useful, this file bype can potentially harm

wour computer, Only install software From publishers wou brust, What's the risk?

32. Click “Install”
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/3§ Trend Micro OfficeScan - Microsoft Internet Explorer

File Edit V¥iew Favorites Tools Help | .','

QBack -~ 03 - [*] [2] (w| O search o7 Favorites 2 | L=

Address I@j https: jimdsclient 1 :4343fofficescanfconsolefhtmlfegifcgiChkMasterPud. exe j Go
&

f®) TREND_ | OfficeScan

WEB CONSOLE LOGOM

Please type your user name and password to access the Web console.

User name: IrDUt

For Active Directory account:
domaintuzername or username@domain

Password: I...... Log On |

“ou can provide users the following client installer link:
https:/fmndsclientl 14 34 3/officescan/console /html/ClisntInstall’

Copyright @ 1998-2010 Trend Micro Incorporated, All rights reserved,

&l [ [ [ [5 @ Trusted sites

KN

33. Enter standard user name “root” and the password you provided earlier. You may then have to
install an additional ActiveX component

Information Bar |

Did yvou notice the Information Bar?

The Infarmation Bar alerts pau when Internet Explarer blacks a
pop-up window or file dovwnload that might not be zafe. If a
“w'eb page does not display properly, look for the Infarmation

B ar [hear the top of wour browser],

[™ Do not show this meszage again,

Learn about the [nformation Bar...

34. Click “OK", then click in the Information Bar to install another needed ActiveX component

Microsoft Internet Explorer |

The page cannat be refreshed without resending the information,
Click. Retry ba send the information again,
ar click Cancel bo return o the page that wou were Erving bo view,

Cancel |

35. If you get this message, click “Retry”

LR
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Internet Explorer - Security Warning |

Do you want to install this software?
Mame: akxEnc,cab
Publisher: Trend Micro, Inc.
¥ |Mu:ure opkions Install |

Wihile Files From the Inkernet can be useful, this file type can potentially harm

wour campuker, COnly install software from publishers wou trust, What's the risk?

36. Click “Install”

37. On the left side of the OfficeScan Web console page, Click “Update Server Now” to update the
antivirus “patterns” (definitions).

@ mdsclient1 - Trend Micro OfficeScan - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help | l":'
OBack > |ﬂ |El] :‘ | ' Search © Favorites 41 | * g
Address I@ https: fmdsclient1: 4343 officescan/consale/htmlfcgifcgiChkMasterPid. exe

M)1Rene. | OfficeScan™

—

B Lo off | D

®
g

Current server: mdsclient1

|»

Server Manual Update €3 vep
Scan Now for All Dormains
Companents to Update
¥ Metwarked Computer Components Current Version Last Update

Surnmary |7 Antivirus

+ Security Compliance ¥ Anti-zpyware

*+ Networked Computers ¥ Darmage Cleanup Services

+ Smart Protection ¥ EBehavior Monitoring Carmponents

+ Updates
E Update | Cancel I

+ Logs
* Cisco MAC
+ Motifications

*+ Administration 1=

* Tools
Plug-in Manager LI
|@ https: fimdsclient1 :4343 officescan console fhtmlfroot leftall. htma l_ l_ l_ l_ E|° Trusted sites Y

38. Check all the components under “Components to Update”. Then click “Update”.
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[ mdschient | - Trend Micra OFliceS<an - M rosofl Internet Explorer

‘ He Edt Uew Fawortes Took  bep *
(O8xk = ()« o) 2] | sewch  Faveres £ e L [ |
i~z S Ly S e e T A o=y
’w;&] Fhtps: [imdschent 4945 of escan/tonsolsfhbnl optlog. WM ast ar Poad s MU D
/1w OfficeScan®
—
Cumant sarsec mdsclent ]
-
1 Manual Update Progress €2 ety
Scan Now for All Doenans
—_— , o Manunl update is i progress. You can navigate avay brom this page and pestomn other tasks, Plesre rememdar to
ack the update progrets parodically
Summary ki
> Component Progress Statur
* S=gurity Comphance il v
* Networked Complters Aretitrne
® Scnart Protection Smart Scan Agent Pattern 100 % Successful
* Updates Virus Pattemn 80 % Gatting filas
* Logs IntallTrap Pattarm 0% Watt..
* Cigen NAC IntalliTrap Exception Pattern O Walt.,
* Notifications Virus Scan Engine (32-bit) 0% Wait..
* ddmerustration an Virus Goan Engne (&4 -bit) 0w Walt.,
+ Tools Ant apymarw
Spyvare Pattem 0% Wat.,
Plug-in Manager _’J SpYware Adiia-monitoring P aktermn 0% Walt., =l
et intde a0 e btads AL =
|]) one i 18 @ Trustedites

39. When the update is complete, click “Summary” on the left to check that all the needed updates

succeeded
2 mdsclient 1 - Trend Micro OfficeScan - Microsoft Internet Giplorer
Bl Rt Wew Favortes Toos Heb &
|[OBack = (5 - (n) 3] & o Sewth  Favokes £ | e T |
| Address | @) hetps: jjmdacient | 4343 cfficescanconsaie himfoglcprChkMasterwd.axe
) TREND, i ~ e
fritrewe | OfficeScan Sreot Bieacki B
Cumrent sarver mdschentl
21 | update Status for Networked Computers  (Online Clientsi L Smart Scan: 1 Corwentional Scant 0) (4 Lﬂmﬂ-‘-‘
SESR:H00 JOC SN DM S Antivirus Geriss Updated Outdated Update Rate
UDdE(!S!NE'“O' ~ B &
Smart Gcan Agent Sattem 7.62%,00 3 0 P 1 oo
Virus Pattarn 7.639,00 o L) o=
: IntelliTrap Pattarn 0,143.90 : 0 I 100
+ Security Compliance
IntellTrap Exception Pate 0.603,00 'Y a T 100
* Networked Computers peeal GEl SR
s 8¢ 32+ 9,129, 2 p—
+5 B i Virus Scan Engne ( bt} 120.1004 o 100%
+ Updates Virus Scan Engne (64-bit) 9.120.1004 o o 0=
* Logs © Antiapyware Vi Updated Outdated Update Rate
* Cisoo RAC Spywars Dattern 11.21 2 9 I o
* Netifications Spyware Acive-mondcring Patten 1.121.00 o o 0%
* AGIIStr AU 0N Spywars Scan Engine (32-bit) 6.2,3021 3 o | RUEIA
* Taols Spyware Scan Engine (84:b1rt) 6.2,3021 ] o ow
I Damage Cleanup Services e Updated Outdated Update Rate
Plug-in Manager 3 -
~| 4 | »
1] Done [T T 18 @ rusted skes

40. Check that no needed components are shown as “Outdated”.

41. Select Updates — Networked Computers — Automatic Update. Uncheck “Initiate component
update on clients immediately after the OfficeScan server downloads a new component”. Uncheck
“Let clients initiate component update when they restart..”. Set up a Schedule-based Update at a
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time when the CallPilot server is expected to have low traffic. (Problem: the Automatic Update
settings seem to apply to all Networked Computers and cannot be specified selectively for only the
CallPilot servers. For desktop PCs, which are often powered down at night, the best policy is to
distribute updates during the day and to update when a client restarts. For a CallPilot server,
however, the server is up 24 hours a day and it is best to distribute updates at night. When a
CallPilot server does restart, usually one wants it to come on-line as quickly as possible and
therefore getting virus updates at restart is not a good idea.)

3'!!3! flent] - Trend Micro OfficeScan - Microsolt internet Explores
fle £ Vew Fapodes Jook e r
OBk - o 33 s Sewch Favorites € - .
Agdress {g Htpn fmchchant 1433 S olFoess sniconscleted/ colop Mt st e :J ﬁ G0
M ev0  OfficeScan ~—
Coprant sarvar owdsclient it
-
1 Automatic Update (Networked Computers) (2
Scan Now for Al Dormams
Climnte are Biggered 10 Update cOMEcrerts vhan cartan siente cocur or duning the tpadfind updats chadule
Update Server Mow
Event tiggered Update
ooy [T inriste component usdete cn clents Immediataly aftar the OficeSzan sesser downloade & new component
'l * Sacurty Comphance [T inchode roeming and offine dient(s)
* Networked Computers I™ L clierms witiate componant update when thay restet and connect to the OMcescan server (roaming ciaras we exduded)
+ Smant Protection [ Parform Scan Now sfter update (scduding rosming cherts )
hm_‘ pd Sehadule-hased Updats
SumrMnary C Ninute(s)
Seryer  Houds Staet tene f:u_-_j [603 enm )
~_Metworked Compauters = Daly Update for & panod of |2 —l hourie)
= =
Automatic Update  # O weoskiv:avarv | s |
Menual Updete
Update Souns E} Cancal
Rollback
* Logs
+ Citco NAC
=
£iboe 8 © Tused e

Preparing an OfficeScan Client Package for CallPilot servers and installing it

CallPilot servers require a specific set of parameters for the OfficeScan client. Therefore the client
installation for a CallPilot server will not use the same method used for other client PCs being managed by
the OfficeScan server. OfficeScan provides a variety of mechanisms for installing on client computers.
Avaya recommends that a CallPilot server not be connected to the network until it is fully protected by the
latest CallPilot security PEP, all authorized recent hotfixes and an up-to-date anti-virus solution.
Therefore, unless the network is very well protected, the OfficeScan client should be installed on CallPilot
servers using off-line media such as a CD or (if supported) a USB drive.

The OfficeScan Client Packager utility will be used to create a client package for CallPilot servers, then
this can be burned to CD (or written to a USB drive) and physically taken to the CallPilot server for
installation.

42. Now launch the Client Package utility (CInPack.exe) from the location shown below.
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% C:* Program Files', Trend Micro',Officescan’, PCCSRY' Admin' Ukility' ClientPackager

IS [=] E3

File Edit Wiew Faworites Tools  Help

L

Back + o - | /) Search
s

[~ Folders | i B X ) | -

Address IE] C1\Program Files' Trend MicrolOfficeScantPCCSRA AdminiUtiliey ClientPackager

e

Folders ® | | Name = | Size |
7 [ Trend Micra '« | 1B cLenTmsIsETUP_pst 5,898 KB
=l I Officescan ﬁClnExtDr.exe 187 KE
= (G PCCSRY chnExtnr.ini 1KEB
= (5 Admin +-CInPack, exe 585 KB
[ AU_Backup ~CInPack.ini 10KB
= ) Ukiliky _.‘_5] FlowControl dl 155 KE
|5 Apache j-"r'-“lail.ini 1 KB
I3 ApachessL ﬁmakﬂcab.exe B0 KB
9 ClientMaver F5IMSI_TEMPLATE  msi 264 KB
= ClientPackager .‘_5] OfcPRwCommon. dil 267 KB
) CTa | SLICTl:n:ul.exe 312 KB
I5) Dothet (2] trncFerapi. dil 660 KB
I GatewaySettingsImport IE] ¥SAPL3Z.DLL 1,334 KB
3 ImgSetup 2] Z0ib.di 74 KEB
15 Ipsfer
) SPMSFr
I 5L
I3 SvrTune
@ T acheGen -
4 _ | _r|_| 4| | |
|Desu:ri|:uti|:-n: ClientPackager MFZ Application Company: Trend Micr |5Ei4 KB | :J My Compuker i

Avaya

Page 153 of 183




&Elient Packager |

IJze the Client Packager to create setup or update packages for the OfficeScan client.

Package type: I Setup j
"Windows operating system type: |32-I:|it j
Scan Methad: ISmart Searn j
— Ophions

[T Silent mode ™| Farce ovenwrite with | atest version

¥ Dizable prezcan [only for fresh install]

— Update agent optionz
[™ Provide component service
[ Provide zetting zervice

[ Provide program service

— Client utilities

[T Outlook Mai Scan [~ Check Fairt SecureClient Support
— Compaonents

¥ fntivinz ¥ nti-zpoware

| Fireval ¥ Damage Cleanup Services

¥ | Eehavion Monitaring Components

Cource file: IE:"\F'ru:ugram FilezhTrend MicrohO ficeScantPCCSRV ofcscan. ini |

IE:'\temp'\foiceS canClientF orCP. exe

Dukput file:;

Create Close

Note: For 201i servers it is recommended to use “Disable prescan” option. The 201i server does not have
required resources to perform PreScan within the limit of 5-minute time interval. When PreScan takes
more than 5 minutes, the setup program will not install successfully.

43. Specify a location and file name for the CallPilot OfficeScan Client Installation package. (Note:
CallPilot servers must not be used as “Update Agents” to distribute virus patterns since this adds
extra load onto them) Then Click “Create”.
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Client Packager

Packing process is running, please wait,

Client Packager |

1 "_\ Package created successfully!
[

44. Click OK, then Close.

45. Write the Client Install package to CD or USB drive and take it to the CallPilot server. Execute it
on the CallPilot server to install the OfficeScan client. The package will include the current virus
definitions that are installed on the OfficeScan server.
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Configuring OfficeScan on a CallPilot server

Now that OfficeScan has been installed on the CallPilot server, if the latest CallPilot security PEP and
other authorized hotfixes have also been installed, the CallPilot server is adequately protected and the
CLAN cable can be reconnected. Be sure that the CLAN networking parameters have been fully
configured, including any appropriate DNS settings.

Now the CallPilot server will show up on the OfficeScan server management page and can be managed
from there.

46. Access the OfficeScan server Web console. This can be done from the OfficeScan server itself
(Start — All Programs — Trend Micro OfficeScan Server — OfficeScan Web Console) or by browsing
to the OfficeScan server from any other desktop on the LAN (Use URL
https://webserver:4343/officescan/console/html/cgi/cgiChkMasterPwd.exe - where “webserver” is
the DNS name or IP address of the OfficeScan server machine). Log in using the password.

W rcochent s - Trond Here OfcesScan - “ravalt nborret Deplores

B BN Yee Fpots [ e T
o ek« E B r feuth  fwesm
Arwan [ ronrs wumnet 58 fTrcr b e Y O STt st 0=
;v OfficeScan® Bos Biaer BIE—5 p
L L
2
Biars s o Al Devsaing Aasiad smesa Cubling | Swvvme Aurinirun, Dash lag ) Sare Wb Hapelaten sed Al spyenars, Fie Kepailathe, oo Cnay Servs o
Lodate Tereet Miw Fhutun wwmemary 00 of 117062010 (207140
~ & » ant
| Dwhwction Statoe
- {Tyee Catactans lactet Corontan
» Gma Pramms
----- Srie® Seee  Cuvsprbond Brem  Tite eideere
* Uordates
i e . 7 3 Eervereidressss
* Uios
* Wrzbcesera Hae E : .
* Adveratranc
o Yoaks Sysmng o ) .
Fhg-n Meneger
: Carbermad Viwmss  Kiem Tam 11 enarite Sk dlalsbes
@\ A Frive Curark Cuten sk LAt e
A wrsweseee oo e e |
Update Shamas or artmarbend Cosngasbore  (Orhen Tlardas | Toa® Sumer | Sommarternsl fowni 3 | T b AN Eapnd AN
Astrwann Llarerd Yeenar Lederal Delintes adate 7 te
oA T v -
- PrT ') o=
14l t I
V)t 1 . FE
125 1 s
S 35,3008 1 ' -
Curvert Verwen Updiet  Oodvied  Ubdeie Ave
1223 t ) [ ——
Liza0 o 2 o
=t - (R o~ o
sl I 2
&) T D O vt am

47. On the left, select “Networked Computers”, then “Client Management”. Expand the tree under
“OfficeScan server” to see the computers being managed. (Note: if there are multiple CallPilot
servers, it is possible to use the Web Console “Manage Client Tree” menu to create a separate
“Domain” for them. Please be sure the settings are still set correctly.)
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https://webserver:4343/officescan/console/html/cgi/cgiChkMasterPwd.exe

2 mdsthent 1 - Trend Micro OfficeScan - Micrasolt Tntermet Explores

Yol
Qgg(-;)-g]_ﬂ | Sewch. Citqvome £ Ge L TS
2652 ) v s | 4383 chfcencaccrmin bl Mant . ece
Mimene | OfficeScan®

Carrurd sarver mdschent )

Client Menagement [~ ERIT 2 JI
Soan Now for AR Domains
Zelact domane or computers From the chant tres, and then selec one of the tedks provided ebove the clant bres.
Update Sareer Now
Saarch for computers: | > e I fubvanced segrch
Summany Client traa viawi [Jpdate view 2l Sarvee GUID! G5Tdel7a- 1990 4FL aaD0- 119 ctadTI9T
* Sacunty Complisnce _ = — =
A I_UYnh - ,8%- v Qlogs ™ annm Chant Trew ¥ (#9tupont
Chent Management  * O e o= e ) Do £ Lt
Chierk Grovsing 1RL., 47835 Wark 2802508 L6 4b5e-3u .
PO TNV ST s MOSCLIENT | W, AYEES  Werdgrayr)  Ordve IS0 feeS- At bl ...
Giobal Chent Settings

* Cli‘.m Instalistan
Connucton Verification
Qu-sn_nh ?nwrhaﬂq

* Smart Protection
+ Updates

*Logs

* VQsoo NAC

* Notficabony

* Adetinistration

* Tools

‘« i |

Nurrar of chantey 3 Chente wing Smat scani 7 Clants using Consantionsl scans 0

=Plpiin Natwper

/ TAERD MILAD
' SMART
\ ) PROTECTION

HETWONK

) boe T 8@ muesaes

48. Click to select the CallPilot server(s) and use the “Settings” menu to select “Real-time Scan
Settings”
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‘'mdsclient1:4343 - Real

Real-time Scan Settings

ne Scan Settings - M

osoft Internet Explorer

E Help

M Enable virusfrmalware scan

" Enable spyware/grayware scan

Target Action

User Activity on Files

Scan files being: |{EEEa Al l=Te)
Files to Scan
7 all scannable files

% File types scanned by IntelliScan _;'J

' Files with the following extensions (use cornras to separate entries):

| »

ML ACCDE,ARDBAT L BIMGBC O, CAB, CHM, CLA, CLASS, COM, CSC.DLL,. DOC,. 000 &
M, DOCK, DOT, . DOTM,. DOTH, DRV, .EML,.EXE,.GZ, HLP, . HTA, HTM, . HTML, HTT,.INI,.]
ARJIPES, JPG, 5, JSE. LNK LZH, MDE, . MPD . MPP, MPT,.MS G, MSO, NWS,, OCx, OFT,,
VLW PDFLPHPLPIF, PL POTLPOTM, POTH, PPAM, PPS, PPEM, PPSRLPPT. PPTM.LPRT
#.PRC, RAR,.REG, RTF, SCR,.5HS,. 55, TAR, . VBE,. VBS, WSD WSS, VST, VKD, WML, ™

Scan Settings
[T Scan flappy disk during systerm shutdown
[T Scan netwark drive
W scan compressed files
Maxirnum layers: IE _jJ

W Scan OLE objects

Maxirnum layers: |3 j’ _jJ

¥ Detect exploit code in OLE files _}:J

Wirus /Malware Scan Settings Only

¥ Enable IntelliTrap _}IJ

Scan Exclusion

¥ Enzble scan exclusion

rADDl',' scan exclusion settings to all scan types

Scan Exclusion List [Directories)

Saving does the following:

Enter the directory path [For example, civternp\ExcludeDir).

p Exclude directories where Trend Micre products are installed

Save | Cancel |

€

El
I—I—I_I_E|Q Trusted sites 4

49. Uncheck “Enable spyware/grayware scan”.

Select “Scan files being create/modified”. (Scanning

files every time they are retrieved will add extra overhead onto the CallPilot server and may result

in performance problems.) Scroll down.

Avaya

Page 158 of 183



tpsz//mdschent 1:4343 - Real-tane Scan Settings - Mcrosoft

Real-time Scan Settings
W trable swrus/malnare scan
" Enable spyvars/graysare tcan

Target | Action

Virus /Mabwarw Scan Sattings Only
¥ tnable tntaliiTeap 4

Scan Exclusion

P Enable scan exdusion

r Apply scan exclusion settings to all scan types

Scan Exch Ut (D )
Enter the dwectory path (For example, ci\temp\ExcludeDir).

¥ &xclude dirnctories whare Trend Mico products are instabiad

Saving does the following:

€ retains dient computer's exdurion list

™ Queswrites the dient computer's excdusion st
® adds path 1o the dient computar's exclugion list

&3 Femoaes path from the dient computer's exdusion list

| Ci\Windows\Termg\Tast*

Scan Excluston Ust (Files)

Enter the Fla narmae or the fle name vith full path (For sxample,
Seuing dous the following!

~ Rutuing diemt computer's axdusnon lst

€ Overxritas the diant computer's exclusion hat

ij Cancel l

[ 0one

Remove

Excdudeloc hp; o\tamplexddir\Excdudebec hip ).

=l

50. Under “Scan Exclusion List (Directories)” select “Adds path to the client computer's exclusion

list”. Type “C:\Windows\Temp\Test*” and click “Add"”.
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ps//mdschent 14343 - Re
Real-time Scan Settings
2 tnable yrus/maluare zcan

M Enabie spyvars/graynare 1Can

Target Action

et Explores

Virus /Mabwarw Scan Sattings Only

¥ tnable tntaliiTeap 4

P Enable scan exdusion

r Apply scan exclusion settings to all scan types

Scan Bxch

Ust (0 )

Enter the dwectory path (For example, ci\temp\ExcludeDir).

¥ &xclude dirnctories whare Trend Mico products are instaliad

S¥ving does the following!

 retains diert computer's exdurion list

™ Queswrites the dient computer's exclusion st
@ adds path 1o the dient computar's exclugion list

&3 Femoaes path from the dient computer's exdusion list

[

CrAaWndows\ Temp\Test™

- Scan Excluston Lst (Files)

Seuing dous the following!

~ Rutuing diemt computer's axdusnon lst

c Quersrites the dent computer’s axclusion hat

Remove

Enter the e narma or the fle name vith full psth (For example, Exdudelocho; o\tamplexddif\Excdudebeoc bip).

_;_ml Cancel I

1€]0one

xl
T B @t

51. Add the following exclusions in the same way:

C:\Windows\Temp\wav*
C:\Windows\Temp\*tmp
C:\Windows\Temp\msg*
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me Scan Settings - Microsoft Internet Explorer

Real-time Scan Settings

F Ernable viruzfrmalware scan

[ Enable spyware/grayware scan

Target Action

Scan Exclusion
¥ Ensble scan exdusion

I_Appll,l scan exclusion settings to all scan types

%Scan Exclusion List (Directories)
Enter the directory path (For exarnple, cihvtermp\ExcludeDir).

¥ Exclude directaries whare Trand Micra products are installed

Sawing does the following:

' Retains client cornputer's exclusion list

' Guerwritas tha cliant cormputer's exclusion list
¥ adds path to the client computer's excusion list

 Removes path from the dient computer's exclusion list

Cowindows\Temph*tmp Remove
Civwindows\TermplTest® —_—
Ciovwindows\Temphmsg*

CHhwWindows\Temphwau®

Scan Exclusion List (Files)

Enter the file narme or the file name with full path (For exarmple, ExcludeDochip: civtemplexcdinExcdudeDoc hlp).
Saving does the following:

¥ Retains disnt cormputer's exclusion list
' Guerwritas the cliart cornputer's excusion list
" adds path to the client computer's excusion list

" Removes path fram the dient computer's exclusion list

Save | Cancel |

|2j Dane

l_ l_ l_ l_ E | Trusted sites

[
/4

52. Scroll down.
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Real-time Scan Settings &3 Help

F Ernable viruzfrmalware scan

[ Enable spyware/grayware scan
Target .| Action
CHhwWindows\Temph*tmp Remove | -
Cowindows\Temph Test*
civwindows\Temphmsg*
Civwindows\ Temphwau®

Scan Exclusion List (Files)

Enter the file name or the file name with full path (For example, ExcludeDochlp: civtemplexcddifnExcdudeboc hlp).

Sawing does the following:

™ Retains disnt cormputer's exclusion list

' Querwrites the client computer's excusion list
% adds path to the client computer's excusion list

" Removes path fram the dient computer's exclusion list

| encallpiloty*. tre

Femoue |

%Scan Exclusion List (File Extensions)

W -
ACCDE

ACE
AMG
AR
BaT Add = I
BINM

EOOQ < Remove I
B
BZZ LI

ot type the extension below:

I Restore to Default

Save | Cancel |

-
|&] Done l_ l_ l_ l_ E | Trusted sites 4

53. Under “Scan Exclusion List (Files)” select “Adds path to the client computer's exclusion list”.
Type “C:\CallPilot\*.tr¢” and click “Add”.
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Real-time Scan Settings

¥ Enable wirusfmalware scan

[ Enable spywarefgrayware scan

Target Action

Cowindows\Termpimsg®
Chindows\ Temphwau®

5Scan Exclusion List (Files)

Ermter the file narme or the file name with full path (For exarple, ExcludeDoc hip:
cittemplexcdifExcludebac hlp)

Saving does the following:
" Retainz dient cormputer's exclusion list
' Guerwrites the cient cornputer's exclusion list

% pdds path to the client computer's exclusion list

" Removas path from the dient computer's exclusion list

W Mortel srtp ¥, 0k ;I T — |
CeAMaortel srntp*y,*, inf

O Mortel srmtp ¥y ¥, il

DvMortel srtp®y %m0k

DhvMartel,zmtp**, mirm

CMortel smtp®, % mixl -

5Scan Exclusion List (File Extensions)

Y
ACCDE ﬂ

ACE
ARG
ARJ

BINM

B < Rermouve |
BOH
BZZ hd

or type the extension below:

I Restore to Default

4]

Save | Cancel |

|&] Done ’_ ’_ I_ I_ E & Trusted sites

| KN

54. Add the following exclusions in the same way:

D:\Nortel\smtp*\*.mim

D:\Nortel\smtp*\*.inf

D:\Nortel\smtp*\*.mOk (that's letter m, number zero, letter k)
D:\Nortel\smtp*\*.iOk (that's letter i, number zero, letter k)
D:\Nortel\smtp*\*.mx1

D:\Nortel\smtp*\*.ix1

Also, on CallPilot HA systems the following additional exclusion should be specified:
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“D:\Program Files\EMC AutoStart\<Domain Name>_<Computer Name>" (Where Domain Name is the name
associated with the HA pair and Computer Name is the name of the specific node within that pair.)

55. Select the “Action” tab

Real-time Scan Settings £ Heip

M Enable virusfrmalware scan

" Enable spyware/grayware scan

Target Action

¥irus /Malware

¢ Use ActiveAction _jJ

[T custamize adtion far probakble -.'irus.l"malware:IQuarantine vi

{7 Use the same action for all virusfrnalware types

(If you choosze Clean, spacify the second action OfficeScan will take if deaning fails)

Type 1st Action 2nd Action
Al Typas ICIean ;l IQuarantine ;l
" Usze a specific action for each virus/malware type

Type 1st Action 2nd Acdtian

Joke IQuarantine ;l

Trojan IQuarantine ;I

Virus ICIean ;I IQuarantine ;I
Test Wirus IDen!,- access ;l

Packer IQuarantine ;I

Frobable Wirus/Malware IQuarantine ;I

Others ICIean ;l IQuarantine ;l

GQuarantine directory: I HTTP:!/frmdsclientl
W Back up files before deaning
¥ Display a notification message on the dient cornputer when virus/malware is detected
¥ Display a notification message on the cient computer when probable virus/malware is detected
[T Enable system clean up for prabable virus/malware
Spyware /Grayware

% Clean: OfficeScan will terminate processes or delete reqgistries, files, cookies and shortcuts,

[ Ceny access

[¥ Dizplay a notification meszzage on the dient cormputer when spyware/grayware iz detected

Save | Cancel |

N

|&] Done I_I_I_I_E|Q Trusted sites

56. Click “Save” to save the modified client settings.
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mdsclient1:4343 - Real-time Scan Settings - Microsoft Internet Explorer

Real-time Scan Settings :l

Configuration changes have been applied.

OfficeScan dients are now being notified. Please allow some time for new configuration settings to propagate to all clients,

Unavailable clients will be notified when they are reconnedcted to the network,

Close |

|§1 Done

l_ ’_ ’_ ’_ E | Trusted sices

-]
/4

57. Click “Close”

58. With the CallPilot server(s) still selected, use the “Settings” menu to select “Privileges and Other
Settings”.
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'mdsclient1:4343 - Privileges and Other Settings - Microsoft Internet Explorer

Privileges and Other Settings £ veip

Privileges COther Settings

Roaming Privilege

[~ Enable roaming mode

5can Privileges

Allow uzers to do the following:

[T tCorfigure Manual Scan settings
¥ cCorfigure Real-time Scan settings
¥ tCorfigure Scheduled Scan settings
Scheduled Scan Privilegas

Allow uzers to do the following:

¥ Postpone Scheduled Scan

ip and stop Scheduled Scan

Behavior Monitoring Privileges

[~ Display the Behavior Monitaring tab on the dient console
Mail Scan Privileges

¥ Display the Mail Scan tab on the dient consale _;'J
Toolbox Privileges

¥ Display the Toelbox tab on the client console and allow users to install Check Point SecureClient Suppart
Proxy Setting Prvileges

¥ Allaw the dient user ta configure proxy settings _;'J
Component Update Prvileges

Allow uzers to do the following:

V¥ Perform "Update Mow!"

[T Enable scheduled updats _jJ

Uninstallation

{7 Allow the user to uninstall the SfficeScan dient

{* Require a password for the user to uninstall the OfficeScan dient

Paszzword: Iuouo
Confirm password: I rees

Unloading
7 allow the user to unload the OfficeScan dient

{* Fequire a password for the user to unload the SfficeScan dient

Password: Ioooooo
Confirmn paszword: I sebeen

Save | Cancel |

|&] pore ’_ ’_ l_ ’_ |E|_ | Trusted sites i

59. Use the settings shown above to allow local users to Configure Real-time Scan settings, Configure

Scheduled Scan settings, Postpone Scheduled Scan, Skip and Stop Scheduled Scan and Perform
Update Now. The idea here is to allow an authorized CallPilot support person to a adjust settings
if needed and to stop a scheduled scan if one starts up at a bad time or during a maintenance
window. Note that certain CallPilot operations (such as large software updates or PEP installs)
work faster and better with real-time scanning disabled. Therefore, CallPilot support personnel
may require the ability to temporarily disable real-time scanning by “unloading” the OfficeScan
client. Therefore the password specified here under “Unloading”, may need to be given to
CallPilot support.

60. Click “Save”
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61. With the CallPilot servers(s) still selected, use the “Settings” menu to select “Scheduled Scan
Settings”.

scheduled Scan Settings € neip

p Enable viruz/malware scan

[ Enable spyware/grayware scan

Target Action

Schedule -

7 Daily

& weekly, every ISunda!,l vl Starttime:IQD "I=|DU vl(hh:mmj
 Manthly, an dalel vI

Files to 5can

7 Al scannable files
¥ File types scanned by IntelliScan _jJ

f~ Files with the following extensions (use commas to separate entries]:

M ACCDE,ARDBAT, BIN,.BOO, CAB, CHM, CLA, CLASS, COM,, C5C, DLL.DOC, DOC
M. DOCK, DOT, . DOTM,.DOTH, . DRV, . EML,.EXE,. GZ,.HLP, . HTA, . HTM, . HTML, . HTT..INIL,.]

AR JPEG, PG, IS5, SE, LNE LZH, . MDEB, . MPD, MPR,. MPT, MSG, M5S0, MW S, OCH, OFT,,
VL. PDF,. PHP, PIF,.PL,POT, POTM, POTH, PPAM, PPS,.PPSM,.PPSE, PPT, . PPTM..PPT
HoPRC,RAR,REG, RTF, SCR,. 5H5,. 55, TAR L WBE,WWVBS, VSD, WSS, VST, WED WML, 7

Scan Setlings

W Scan compraszed files

Maximur layers: IE _;'J

W Scan OLE abjects

Maximum layers: I3 j' _/U

W Detect explait cade in OLE files _jJ

Virus /Malware Scan Settings Only

¥ Scan boaot area

CPU Usage

If vour client camputers run CPU-intensive applications, you may want OfficeScan to pause between file scans to free up CPU
resources,

= High: =zcan filas ane after another withaut pausing

= Mediurm: pause between file scans if CPU cansumption is higher than 50%, and do not pause if 50% or lower

¥ Law: pausze between file scans if CPU cansumption iz higher than 20%, and do not pause if 20% ar lawer

Scan Exclusion =

Save | Cancel |

[
[&] Dore l_ l_ l_ l_ ré_ | &) Trusted sites v

62. Enable a virus/malware scan and set up a regular scheduled scan at a time when load on the
CallPilot server is expected to be very low. Set “CPU Usage” to “Low” to minimize the
performance impact on any callers who do access the system during a scan. A scheduled scan
takes about 75 minutes on a CallPilot 201i server.
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63. Scroll down.

Scheduled Scan Settings - Microsoft Internet Explorer
Scheduled Scan Settings & Heip
p Enable viruz/rmalware scan
[ Ensble spywaregrayware scan
Target Action
-
{* Low: pause between file scans if CPU consumption is higher than 20%, and do not pause if 20% or lower
Scan Exclusion
¥ Enable sean exdusion
I-Applt,- scan exclusion settings to all scan types
Scan Exclusion List (Directories)
Erter the directory path (For exarmple, civternphExcludeDir),
¥ Exclude directories where Trend Micro products are installed
Saving does the following:
% Retains client computer's exclusion list
" Querwritas the cient computer's exclusion list
" pdds path to the cient cornputer's exclusion list
" Rarnoves path frar the dient cormputer's excusion list
P P
| Add
Rernouve
Scan Exclusion List (Files)
Enter the file name or the file name with full path (For example, Excdudeboc hlp: civternpiexddifExcdudeDochlp).
Saving does the following:
% Retains dient computer's exclusion list
' Guerwritas the dient computer's exclusion list
" ndds path to the dient computer's exclusion list
" Rermoves path fram the dient cormputer's excusion list
P P
| Add
| Rernove
—_ -
Save | Cancel| |
=l
|&] Done (B @ Trusted sites v

64. Scroll down.
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crosoft Internet Explorer

Scheduled Scan Settings & nep

¥ Enable virus/malware scan

[~ Enable spyware/grayware scan

Target | Action

 pdds path to the dient computer's exclusion list

 Rernoves path fram the dient computer's exclusion list

| Add

Rernove

Scan Exclusion List (Files)

Erter the file name or the file name with full path (For example, Excludeboc hlp: ci\temphexcdifExcdudebochlp).

Saving does the following:

% Retains client computer's excdusion list

7 Gueryrites the client computer's excuosion list
" adds path to the dient computer's exclusion list

 Rermoves path from the dient computer's exclusion list

| Add

Rermove

Scan Exclusion List (File Extensions)

o ﬂ
ACCDE

ACE

AMG

ARD

BAT Add = |
BIM

BOO = Rernouve |
BOH
BZZ ;l

or type the extension below:

I Restare to Default

1]

Save | Cancel |

-
[&] pone ’_ l_ ’_ ’_ E |@ Trusted sites v

65. Select the “Action” tab.
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Scheduled Scan Settings Bﬂelp

¥ Erable virus/malware scan

[ Enable spyware/grayware scan

Target Action

Virus /Malware

¥ Usze Active Action _}'J

[T customize action for probable virus/malware: I Quarantine -l

{7 Use the sarme action for all virus/rmalware types

[If you choose Clean, specify the second action OfficeScan will take if cleaning failzs)

Type 1st Action 2nd Adtion

Al Types ICIean ;I IQuarantine ;I

" Use a specific action for each virusfmalwara type

Type 1st Action 2nd Action

Joke IQuarantine 'I
Trajan IQuarantine vI
Wirus Im Cuarantine
Test Virus Iﬁ
Packer IQuarantine 'I
Probable Wirus/Malware IQuarantine vI

Others ICIean ;I IQuarantine ;I

Guarantine directory: I HTTR:/¢mdsclientl
¥ Back up files befare deaning
[¥ Display a notification message on the client cormputer when virus/malware is detected
¥ Dizplay a notification message on the client computer when probable virusfmalware is detected
[T Enable systern clean up for probable virus/rmalware

Spyware / Grayware

% Clean: OfficeScan will terminate processzes or delete registries, files, cookies and shortcuts,
" Pass: OfficeScan will log the spyware/grayware detection for assessment,

[¥ Display a notification message on the diznt cormputer when spywarefarayware is detected

Save | Cancel |
@] Done ’_ l_l_l_ E | @ Trusted sites

[
4

66. The default Actions are acceptable. Note that AV software sometimes has “false positives” where
legitimate files are erroneously flagged as malware. If this happens and an important CallPilot file
is detected as a virus, it will be necessary to be able to restore the file. Therefore files should not
be automatically deleted.

67. Click “Save”.
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Testing Trend Micro OfficeScan with the EICAR test virus

Open Internet Explorer and go to http://www.eicar.org

2} escar - Home - Microsalt Intesnet Bgplorer . | O] x]
Be [& Vew Fpoites Tods Heb &
Qm-rf-j,;“‘ ;7_,Snrrch Favortes £ SR

Address [QJ it Joewm, eicar, org) ;] Go

ABOUT US CONFERENCE TASK FORCES FRESS CONTACT INFORMATION

ONRIRTAENTY

- INDEPENDENT

+DISTINCTIVE
-CONSIST

\

ENT

DIST

@ 1998-2010 by slcar a V. +++ Please Indom the webenaster sbout groblsms or Drokan links on this sila. +++ imprint | Disclaimer | Stemap _.J
&) Dorm ] © Trusted stos

Select "Anti-Malware Testfile"

Try downloading "eicar.com", "eicar.com.txt", "eicar.com.zip”, "eicarcom2.zip". You can also test the SSL
enabled downloads. The AV software should block them all. (You may have to add the eicar site to the
trusted sites list to carry out this test.)
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Trend Micro OfficeScan Resource Usage

Disk Space usage:
D drive: 171 MB

Process

Description

Typical Virtual
Memory usage
during normal

Maximum
Virtual Memory

CallPilot usage observed
operation
Add-on Service Client User
AosUlmanager.exe
Interface
CNTAOSMgr.exe Add-on Service Client 1.1 MB 1.9 MB
Management Service
CNTAoSUnlnstaller.exe | Add-on Service Client Uninstaller
INSTREG.exe
LogServer.exe Log Service
ncfg.exe Common Firewall Installer
Common Client Uninstallation
NTRmv.exe .
Service
NTRtScan.exe Real-time Scan Service 27.2 MB 35.6 MB
OfcPfwSvc.exe
PATCH.exe Patch Program
PccNT.exe Management Console 2.8 MB 3 MB
PccNTMon.exe Monitor 4.2 MB 6.1 MB
PccNTUpd.exe Process Management Service
SurrogateTmListen.exe Surrogate Communication Service
tdiins.exe TMtdi Installer
TMBMSRV. exe Manage; unauthorized change
prevention feature
TmFpHCEX.exe NSC FPHC Extension
TmListen.exe Communication Service 13.4 MB 56.4 MB
. NDIS 6.0 Filter Driver Installation
tmlwfins.exe
Module
TmNTUpgd.exe CNTTmNTUpgd Application
TmPfw.exe Personal Firewall
TmProxy.exe Proxy Service
TmUninst.exe
. WFP callout Driver Installation
tmwfpins.exe
Module
TSC.exe Damage Cleanup Engine 0 MB 11.9 MB

UpdGuide.exe

Upgrade.exe

Upgrade Service

VSEncode.exe

XPUpg.exe

Multi-session Process
Management Service

OfficeScan processes run at normal priority (priority base = 8).
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<End of Bulletin>
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