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Delivering the Visual Experience ®

Getting Started with the SCOPIA iVIEW Management
Suite

Welcome to the Administrator Guide for SCOPIA iVIEW Management Suite.

This section provides an orientation for the iVIEW Management Suite, including its features,
considerations for planning and implementing its deployment, and introduction to its user types:

® About SCOPIA IVIEW Management SUITE ......uoeeerie i veeeeeeeea page 1
® Planning your SCOPIA iVIEW Management Suite Deployment..............c...oooveee... page 2
® | ocalized Languages in iVIEW Management SUIte ..........oooeiiiiiiiiinieiaiananann. page 7
® Defining SCOPIA iVIEW Management Suite Administrators ..........cooovvviieevinennn... page 8
@ |nitial Configuration Workflow ... e page 9

About SCOPIA iVIEW Management Suite
]

SCOPIA iVIEW Management Suite is a set of management, control and scheduling applications
which provide robust network management and easy-to-use conference scheduling.

The network management component, known as SCOPIA iVIEW Network Manager, provides
enterprises with a single access point to managing all their videoconferencing network devices
including SCOPIA Infrastructure components, through the call control software applications
(SCOPIA Enhanced Communication Server, SIP Back-to-Back User Agents) and to the various
endpoint devices deployed in the network, both RADVISION endpoints and 3rd party systems.
Through the network management of iVIEW Management Suite, administrators can detect and
monitor their systems, remotely configure and control them, and upgrade software/firmware to
the various systems in the network.

The scheduling and resource component, known as SCOPIA iVIEW Communications Manager,
allows administrators and conferencing operators to conveniently schedule, manage and control
their conferences from a single access point. iVIEW Management Suite also provides scalability
and redundancy capabilities of a large enterprise or application service provider's global
deployment, with unique capabilities such as Virtual MCU with automatic cascading for bandwidth
preservation, least cost routing for cross-site communications cost savings, Virtual Conference
Room for ease-of-use and other features.
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SCOPIA iVIEW Management Suite also integrates with enterprises' existing applications such as
Microsoft Active Directory, IBM Lotus Domino for easy user provisioning, Microsoft Outlook or IBM
Lotus Notes for an easy and intuitive calendar application scheduling. iVIEW Management Suite
also provides the interface to market leading unified communication solutions such as Microsoft
Lync Server, Microsoft Office Communications Server, and IBM Lotus Sametime.

The smooth integration with 3rd party SIP servers leverages existing network call control for the
videoconferencing system. The SIP server manages the call control and network usage, while the
SCOPIA Solution supplies the videoconferencing capabilities.

iVIEW Management Suite can be shipped with a built-in gatekeeper which supplies the correct
destination IP and authorizes the appropriate bandwidth for the call. In this way, iVIEW
Management Suite can manage endpoint-initiated calls and point-to-point calls.

MCUs, gateways and endpoints (terminals) can be registered with the iVIEW Management Suite’s
internal gatekeeper.

iVIEW Management Suite can also work with the standalone SCOPIA Enhanced Communication
Server or third party gatekeepers.

Planning your SCOPIA iVIEW Management Suite Deployment

There are several solutions defined in the SCOPIA Solution Guide, each with its own deployment
scenario and network topology. Decide on the type of deployment you need based on your video
requirements and your existing network topology.

The SCOPIA Solution Guide includes details of the considerations for choosing each of the
deployments, and the locations to place each of the solution components within the network
topology.

When planning your deployment, it is also important to consider port security. For the list of ports
to open, see “Ports to Open on SCOPIA iVIEW Management Suite” on page 2.

For installation procedures for each of the components of the SCOPIA Solution, see the product’s
Installation Guide. For installation procedures for the iVIEW Management Suite, see the iVIEW
Management Suite Installation Guide.

Ports to Open on SCOPIA iVIEW Management Suite
[

SCOPIA iVIEW Management Suite is typically deployed in the enterprise network or the DMZ.
When opening ports to and from iVIEW Management Suite, use the following as a reference:
® |f opening ports that are both to and from iVIEW Management Suite, see Table 1-1.
® For a list of outbound ports to open from iVIEW Management Suite, see Table 1-2.
® For a list of inbound ports to open to iVIEW Management Suite, see Table 1-3.

Note: The specific firewalls you need to open ports on depends on where your SCOPIA iVIEW Management
Suite and other SCOPIA Solution products are deployed.
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Table 1-1  Bidirectional Ports to Open on iVIEW Management Suite
Port Range Protocol Source/ Functionality Result of Blocking Required
Destination Port
23 Telnet (TCP) Sony PCS address  Enables you to use Sony  Cannot use Sony Recommended
book, MCM, PCS address book, PCS address book
Endpoints retrieve elementlogs, and feature or retrieve
control MCM and logs from various
endpoints. devices (such as
MCM)
80 HTTP (TCP) Web client In: Provides access to the Cannot access the Mandatory
iVIEW Mar)agement Suite iVI_EWManagement This can be
yveb user mterface. When _Swte web user configured during
installed with the interface and installation. For
gatekeeper, this port TANDBERG MXP more information,
defaults to 8080. management see the How to
Out: Provides access to Install iVIEW
the iVIEW Management Management Suite
Suite web user interface in the Installation
and TANDBERG MXP Guide for iVIEW
management (XML API via Management Suite.
HTTP).
161 SNMP (UDP)  Any managed Enables SNMP Cannot operate Mandatory
element configuration the SNMP service
with devices, and
forward trap
events do not
function.
162 SNMP (UDP)  Any third-party Enables sending SNMP trap  Cannot operate Recommended
SNMP manager events from any managed the SNMP service
element with devices, and
forward trap
events do not
function.
389 LDAP (TCP)  LDAP servers Enables connection to Cannot work with  Mandatory for LDAP
LDAP servers LDAP Servers authentication
3344 SOCKS iIVIEWManagement Enables object data Cannot operate in  Mandatory in
(TCP/UDP)  Suite synchronization between a distributed distributed
multiple iVIEW deployment deployments
Management Suite
installations (used only in
distributed deployments)
4444, 4445  TCP JBoss application  Enables correct JBoss iVIEW Management Mandatory

server operation (required by the

JBoss application server)

Suite’s underlying
application server
does not function

properly
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Port Range Protocol Source/ Functionality Result of Blocking Required
Destination Port

5060 SIP (TCP/ B2B/ Other SIP Enables SIP signaling CannotconnectSIP Mandatory

UDP) components calls

5061 SIP (TLS) B2B/ Other SIP Enables secure SIP No TLS connection Mandatory
components signaling available

7800-7802 UDP iVIEW Management Enables master/slave data Redundancy Mandatory
Suite synchronization (used for functionality is not This can be

iVIEW Management Suite  available

fi d duri
redundant deployments) contigured during

redundancy
configuration. For
more information,
see the Configuring
Redundancy Mode in
the Administrator
Guide for iVIEW
Management Suite.

8011 HTTP (TCP) Web client Provides access to the iVIEWManagement Mandatory for
internal ECS web user Suite client cannot accessing the ECS
interface accessinternal ECS web user interface

web user interface

11098,11099 JNP/ RMI JBoss application  Enables correct JBoss Cannot function if Mandatory

(TCP) server operation (required by the the port is

JBoss application server); occupied by
this port is used by iVIEW another
Management Suite locally application
and is not connected from

a remote host.

Table 1-2  Outbound Ports to Open from iVIEW Management Suite

Port Range Protocol Destination Functionality Result of Blocking Required
Port
7 Echo (TCP) Video Network Detects online status of Cannot detect online Mandatory
Devices video network devices status of video
network devices
21 FTP (TCP) iVIEW Network Enables downloading logs  Cannot download Mandatory
Manager from ECS or other devices logs from ECS or from
that allow logs to be other devices via
downloaded via FTP. FTP, import or
Enables importing and export TANDBERG
exporting TANDBERG Local Local Address Book,
Address Book. Enables or perform software
software upgrade. upgrades.
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Port Range

22

24

25

53

445

636

3089

3336

3338

3339

3340
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Protocol

SSH (TCP)

Telnet (TCP)

SMTP (TCP)

DNS (UDP)

NTLM
(TCP/UDP)

LDAP over SSL

TCP

XML (TCP)

XML (TCP)

XML (TCP)

TCP/TLS

Destination

iVIEW Network
Manager

Polycom
endpoints

SMTP server
DNS server
Active Directory
Server

Directory Server

SCOPIA
PathFinder

SCOPIA Video
Gateway/ SIP
Gateway/ MCU

SCOPIA Video
Gateway/ SIP
Gateway

B2B

SCOPIA Desktop

Functionality

Detects LifeSize endpoints.
Enables downloading
SCOPIA PathFinder Server
logs. Detects and manages
SCOPIA VC240.

Enables you to control
Polycom endpoints

Enables connection to
SMTP server for sending
email notifications

Enables DNS queries

Enables connection to the
Active Directory Server

Enables connection to the
Directory Server

Detects endpoints via
SCOPIA PathFinder

Enables connection to the
SCOPIA Video Gateway/ SIP
Gateway/ MCU via the
moderator’s XML API (used
for managing meetings via
iVIEW Management Suite)

Enables connection to
SCOPIA Video Gateway/ SIP
Gateway via the
administrator’s XML API
(used for configuring
devices via iVIEW
Management Suite)

Enables you to use the
iVIEW Management Suite
XML API

Enables connection to
SCOPIA Desktop

Result of Blocking
Port

Cannot detect
LifeSize endpoints,
download SCOPIA
PathFinder Server
logs, or detect/
manage SCOPIA
VC240

Cannot control
Polycom endpoints

Cannot send email
notifications

Cannot parse domain

names

NTLM SSO does not
function

Cannot connect to

the Directory Server

Cannot detect

endpoints via SCOPIA

PathFinder

Cannot connect to
the SCOPIA Video
Gateway/ SIP
Gateway/ MCU via
the XML API

Cannot perform
configuration for
SCOPIA Video
Gateway/ SIP

Gateway via the XML

API

Cannotcommunicate

with the B2BUA

component via iVIEW

Management Suite
XML API

SCOPIA Desktop
cannot use iVIEW

Management Suite to

place or manage
calls

Required

Mandatory

Optional

Mandatory

Mandatory
Mandatory
Mandatory

Mandatory

Mandatory if
deployed with
SCOPIA Video
Gateway/ SIP
Gateway/ MCU

Mandatory if
deployed with
SCOPIA Video
Gateway/ SIP
Gateway

Mandatory

Mandatory if
deployed with
SCOPIA Desktop
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Port Range Protocol Destination Functionality Result of Blocking Required
Port
3346 XML (TLS) SCOPIA Video Enables secure connection Cannot securely Mandatory for a
Gateway/ SIP to the SCOPIA Video connect to the secure XML API
Gateway Gateway/ SIP Gateway via SCOPIA Video connection with
the moderator’s XML APl  Gateway/ SIP SCOPIA Video
(used for managing Gateway/ MCU via  Gateway/ SIP
meetings via iVIEW the XML API Gateway
Management Suite)
3348 XML (TLS) SCOPIA Video Enables secure connection Cannot securely Mandatory for a
Gateway/ SIP to SCOPIA Video Gateway/ connect to the secure XML API
Gateway SIP Gateway via the SCOPIA Video connection with
administrator’s XML API Gateway/ SIP SCOPIA Video
(used for configuring Gateway/ MCU via  Gateway/ SIP
devices via iVIEW the administrator’s  Gateway
Management Suite) XML API
8089 XML (TCP) SCOPIA Enables connection to Cannot connect to Optional
PathFinder SCOPIA PathFinder Server  SCOPIA PathFinder
Server (v7.0 and later) via SCOPIA Server via SCOPIA
PathFinder Server XML APl PathFinder Server
XML API
50000 Telnet (TCP) Sony endpoints  Enablesyou to control Sony Cannot control Sony Optional
endpoints endpoints
55003 TCP SCOPIA XT1000 Enables connection to the Cannot connect to Mandatory if
SCOPIA XT1000 the SCOPIA XT1000  deployed with
SCOPIA XT1000
63148 DIIOP (TCP)  Domino server Enables connection with Cannot connect to Mandatory if
the Domino server the Domino Server iVIEW
Management

Suite works with
Domino Server

Table 1-3 Inbound Ports to Open on iVIEW Management Suite

Port Range Protocol Destination  Functionality Result of Blocking Required
Port
443 HTTPS Web client Enables Tomcat and  Cannot access Mandatory if using HTTPS
(TCP) JBoss to run over SSL  iVIEW

Management Suite
web user interface
via HTTPS
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Port Range Protocol Destination  Functionality Result of Blocking Required
Port

3341 TCP IBM Sametime Enables connection to Cannot work with Mandatory if iVIEW Management
IBM Sametime IBM Sametime Suite works with IBM Sametime
application

8080 HTTP (TCP) Web client Provides access to the Cannot access the Mandatory if deployed with
SCOPIA PathFinder SCOPIA PathFinder SCOPIA PathFinder or iVIEW
and iVIEW web user interface Management Suite internal
Management Suite Gatekeeper.

web user interface This can be configured during

installation. For more
information, see the How to
Install iVIEW Management Suite
in the Installation Guide for
iVIEW Management Suite.

Localized Languages in iVIEW Management Suite

The menus and input fields of the iVIEW Management Suite can be viewed in the these languages:

Languages iVIEW iVIEW Network Microsoft IBM Lotus Notes
Communications Manager Outlook Plug-in
Manager Add-on
Chinese (simplified) Yes Yes Yes Yes
Chinese (traditional)  Yes No Yes Yes
English (US) Yes Yes Yes Yes
French Yes No Yes Yes
German Yes No Yes Yes
Italian Yes No Yes Yes
Japanese Yes Yes Yes Yes
Korean Yes Yes Yes Yes
Portuguese (Brazilian) Yes No Yes Yes
Russian Yes No Yes Yes
Spanish (international) Yes No Yes Yes
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Defining SCOPIA iVIEW Management Suite Administrators

There are a number of types of users that can be defined within the SCOPIA iVIEW Management
Suite. The most important user type is the administrator, to access iVIEW Management Suite’s full
functionality. After installation, a default admin user is created, and you can use it to create

other admin users. You can also configure users in iVIEW Management Suite to use the Windows

credentials:
® Accessing SCOPIA iVIEW Management Suite with Different User Types ................ page 8
® Enabling SiNgle SIgN-0N .. ... page 9

Accessing SCOPIA iVIEW Management Suite with Different User Types
|

You can log in to SCOPIA iVIEW Management Suite as one of several types of users. Each type has
its own set of rights and privileges, and influences the screen layout of iVIEW Management Suite
and its available features.

The SCOPIA iVIEW Communications Manager module has five user types:
® Regular Users

Regular Users can view, manage, and moderate their own meetings, as well as modify their
own profile. They cannot manage their own virtual rooms.

® Meeting Organizers

Organizers have all the abilities of regular users, but they can also manage their own virtual
rooms and personal address books. They can also create and manage meetings for others.

® Meeting Operators

Meeting operators have all the rights of organizers, and additionally they can view and
manage all meetings in an organization.

® Administrators

Administrators have all the rights of an operator, and additionally they can view and manage
all network devices, room terminal and users with their virtual rooms.

® The service provider installation of iVIEW Management Suite divides the Administrator user
type into two separate user types:

- Organization Administrators

Administrators have all the rights of an operator, and additionally they can view all
network devices within their organization only, and manage room terminals, and users
with their virtual rooms only within that organization.

- Service Provider Administrators

This category of users can manage devices and meeting types across multiple
organizations, but cannot assign users within an organization.

The iVIEW Network Manager module has three user types:
® Read Only users
Read only users can view all elements and zones on the network.
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® Administrators

Administrators have full read/write access to all managed elements and zones on the
network.

® | ocal Users

Each local user can be defined with different rights to each different predefined area. For
example, if you have already defined a network subset called NS1, you can define a local user
to have read/write access to all elements in this area. Another subset, NS2, can be defined
with read-only access to the elements there. You can also determine whether this user has
the privilege of adding new elements to the network. Network subsets are configured by
selecting Settings > Network Subsets.

Enabling Single Sign-on
L

By default, the Single Sign-on (SSO) feature does not work with Internet Explorer 8 under
Microsoft Vista and Windows 7. Modify the default security setting as described here to enable

SSO.
Procedure

Step 1 Go to Administrative Tools > Local Security Policy > Local Policies > Security Options on your
computer.

Step 2 Double-click Network security: LAN Manager or right-click and select Properties.

Step 3 Select Send LM & NTLM - use NTLMv2 session security if negotiated in the Local Security
Setting tab.

Step 4 Select Apply.

Initial Configuration Workflow

The initial configuration sets up the network in iVIEW Management Suite and prepare the system
for daily management.

Before you start configuring your iVIEW Management Suite, make sure you have your network
planned and all devices are installed and ready to run. Verify that you have the right administrator
permissions. For more information see “Accessing SCOPIA iVIEW Management Suite with Different
User Types’ on page 8.

We recommend that the initial configuration follows this workflow:

Note: The first step is relevant for service providers and for administrators of a distributed deployment.
For centralized deployments, the office or branch is automatically configured during installation.

1. Define the offices and branches of your enterprise in iVIEW Management Suite.
2. Define video network devices in iVIEW Management Suite.
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- Gatekeepers/SIP Servers

- SCOPIA MCUs and SCOPIA Elite MCUs
- SCOPIA Desktop Servers

- Gateways

- SCOPIA Video Gateways

- SCOPIA PathFinder Servers

- Endpoints
3. Define organizations and their administrator.

Note: This step only applies to service providers.

4. Define video users within each organizations. This is performed by organization administrators
only.
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L! RADVISION® SCOPIA

Delivering the Visual Experience ®

Defining the Offices and Branches of your Enterprise

Offices and branches are locations where network devices such as gatekeepers, MCUs, endpoints
and gateways are placed.

According to the bandwidth threshold defined for each office or branch, iVIEW Management Suite
can perform least-cost or best-performance allocation of resources.

This section describes how to create offices and branches within your network. This procedure is
relevant for service providers and for administrators of a distributed deployment only. Once you
define offices and branches, you can start building your network by adding devices to specific
offices and branches.

® Adding Offices and Branches for the First Time .........ccoooiiiiiiiiiiiiii i, page 11
® Defining a New Office Or BranCh .......ooiiiii e page 12
® Defining Bandwidth Limits for the new Office or Branch...............coooeviinina.t. page 13

Adding Offices and Branches for the First Time
]

The Network Management tab is hidden by default. When adding offices and branches for the first
time, enable the Network Management tab in your iVIEW Management Suite. The Network
Management tab allows you to add and modify locations within iVIEW Management Suite.

The iVIEW Management Suite Configuration tool is a client-server application, based on Java Web
Start, that enables service providers and administrators of a distributed deployment to configure
iVIEW Management Suite system settings, and modify default settings defined automatically
during iVIEW Management Suite installation.

Note: Install Java Runtime Environment on the client computer before using the iVIEW Management Suite
Configuration Tool.

Procedure

Step 1 Go to http://iview-url:port/icm-config/ to launch the iVIEW Management Suite Configuration
Tool.

Step 2 Log in as a service provider or as an administrator.
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Step 3 Select the Ul Settings tab and check the Display IP Topology box to enable network management
capabilities.

Figure 2-1 Display IP Topology

| £:| RADVISION VIEW Suite Configuration Tool E
System Configuration | CDR Configuration |
( General Satfings | Scheduling Settings | Ul Settings | Customized Setfings | DatsBase Settings | Security Settings | SNMP Trap Servers Settings |
Ul Settings
Admin Screens:
Display IP Topologyl Display Mesting Monitoring
Displsy Gatekesper Definition Display Uiser Management
Display Gateway Definition Display Advanced Settings
Display ISDN Topology Display Other Settings

Display Desktop Server

Display Terminal Definition Display Customiation Tool
User Screens:
Display Meeting Scheduling/Virtusl Room Display My Mestings
Step 4 Select OK. and close the Configuration Tool.

Step 5 Log in to iCM.
To configure offices and branches see “Defining a New Office or Branch” on page 12

Defining a New Office or Branch

When configuring your videoconferencing network in iVIEW Management Suite, the first step for
a distributed deployment or for a service provider deployment is to divide the network in offices
and branches. Once you define the offices and branches of your network, you can start building
the infrastructure by adding device elements such as gatekeepers, MCUs, gateways, and
endpoints to specific offices and branches.

This procedure is relevant for service providers and for administrators of a distributed

deployment.
Procedure
Step 1 Log in to iCM.
Step 2 Select the Network Management icon.
Step 3 In the Locations tab, select a location name or select the Add button.

The system displays the Location Profile window (Figure 2-2 on page 13).
Step 4 Define the Location Name and the Domain Name.

The location name is used to identify offices or branches within the network. The same naming
conventions should be use to identify zones when adding gatekeepers to the network. See
“Defining a Gatekeeper in SCOPIA iVIEW Management Suite” on page 19.

Step 5 Define the distance and bandwidth thresholds for the new office or branch. See “Defining
Bandwidth Limits for the new Office or Branch’ on page 13 for details.
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Defining Bandwidth Limits for the new Office or Branch

You can define the maximum bandwidth for calls across offices or branches to another location,
or the bandwidth dedicated to calls within an office or branch.

When calling across offices or branches, for example via an MPLS connection, you can define the
maximum bandwidth usage and set alerts to be triggered if the maximum designated bandwidth
is close to being exceeded.

The bandwidth threshold calculations include SCOPIA Desktop calls. When setting up a new office
or branch, use the Location Profile screen (Figure 2-2 on page 13) to define the bandwidth
thresholds.

Figure 2-2 Defining bandwidth thresholds for a new office or branch

General
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Procedure
Step 1 Log in to iCM.
Step 2 Select the Network Management icon.
Step 3 In the Locations tab, select a location name.

The system displays the Location Profile window (Figure 2-2 on page 13).
Step 4 Define the maximum bandwidth for internal calls with Max allowed BW for In-zone calls (Kbps).

Step 5 Define the maximum bandwidth for calls between two defined locations with the Max allowed
BW for Cross-zone calls (Kbps) field.
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Step 6 You can define the system’s behavior when the maximum has been exceeded. Select Reject calls
above limit to automatically disallow calls that exceed the defined maximum.

Use the check box next to the in-zone calls for internal calls, or the check box next to cross-zone
calls for automatic rejections between zones.

If a call is rejected because of bandwidth limits, the system triggers a Call Rejected alert.

Step 7 You can set a system alert when the maximum bandwidth is close to being exceeded. Enter the
percentage bandwidth usage that would trigger the with the Alarm threshold (%) field. The
default value is 80%. The alert is called BW Utilization.

Step 8 In the Advanced pane (Figure 2-2 on page 13), select the Add button to define a location with
rules to determine what is considered within a zone and what is considered a cross-zone call.
There are three ways to define a location:

« Any device with an IP address within a range, for example between 192.168.1.1
and192.168.1.110.

« Any device within an IP subnet, for example to specify 192.168.x.x, enter a base IP of
192.168.1.1 and a subnet of 255.255.0.0.

« A dial prefix, for example any call dialled beginning with the prefix 85.
You can modify a rule by selecting the Modify button, or delete it by selecting Delete.
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L! RADVISION® SCOPIA

Delivering the Visual Experience ®

Defining your Video Network Devices

This section provides step-by-step procedures for adding network devices and configuring your
videoconferencing network. Note that the procedures require logging in to both NMS and iCM.

® Planning Auto-detect of Network DEVICES ......eerneiiii i page 15
® Planning and Configuring Gatekeeper Profiles.........ccooviiiiiiiiiiiiiiiiien page 17
® Planning and Configuring MCUs in iVIEW Management Suite...........c.coceviienann... page 22
® Planning and Configuring a SCOPIA Desktop Server in iVIEW Management Suite .... page 30
® Planning and Configuring Gateways in iIVIEW ........ccoiiiriiii e page 35
® Adding Pathfinders in iVIEW Management SUIte ...........ocviiiiiiiiiiiiiiinieaaaenns page 49
® Configuring and Planning Endpoints in iVIEW Management Suite ...................... page 49
® Adding a Lync Server or OCS Profile in iVIEW Management Suite...................... page 77
® Enabling Remote Access to GUI of Video Network Devices ........ccccvvvieevinnnnn... page 79
® Planning and Configuring Telepresence in iVIEW Management Suite.................. page 82
® Configuring iVIEW Management Suite redundancy .........cccviiieviiiiiiieniinnnnnsn. page 86

Planning Auto-detect of Network Devices

The SCOPIA iVIEW Network Manager uses an automatic detection mechanism for discovering the
RADVISION device elements present on the network. This information is saved to the SCOPIA iVIEW
Network Manager database and is used to create the various network views available via the
SCOPIA iVIEW Network Manager interface. Auto-detect can be run at regular intervals and
whenever the server is restarted. Auto-detect can also be manually initiated at any time.

SCOPIA PathFinder, SCOPIA XT Series and SCOPIA Video Gateway does not yet support
auto-detect.

Elements manually deleted from the SCOPIA iVIEW Network Manager database are not detected
in subsequent auto-detect procedures. These elements must be manually added to the SCOPIA
iVIEW Network Manager database.

® Running the Auto-detect Mechanism Automatically .............cooooiiiiiiiiiits page 16
® Running the Auto-detect Mechanism Manually.............oooiiiiiiiiiiiiiii et page 16
® Adding or Modifying Auto-detect Element Access Information......................... page 17
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Running the Auto-detect Mechanism Automatically

You can define the auto-detect mechanism to run automatically at regular intervals and whenever
the server is restarted, so iVIEW Management Suite is updated with new device elements added
to the network.

Procedure

Step 1 Log in to NMS.

Step 2 Select Settings in the sidebar menu.

Step 3 Select Auto-detect.

Step 4 (Optional) Select Run auto-detect on server startup to instruct SCOPIA iVIEW Network Manager
to look for new elements on the network whenever the iVIEW Management Suite server is
restarted.

Step 5 (Optional) Select Run auto-detect every (hrs) and set an hourly interval to instruct SCOPIA iVIEW

Network Manager to look for new elements periodically.

Step 6 (Optional) Select Use default access information in auto-detect routine to instruct SCOPIA
iVIEW Network Manager to use the default element access settings defined at Settings > Element
Management > Access or Settings > Endpoint Management > Access.

Step 7 Select Upload to save your changes.

Running the Auto-detect Mechanism Manually

You can run auto-detect at any time by manually initiating it.

Procedure

Step 1 Log in to NMS.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.

Step 3 Select Tools > Auto-detect elements

Step 4 Select OK.

The SCOPIA iVIEW Network Manager interface is updated accordingly.
The auto-detect procedure may take some time, depending on the size of the network.
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Adding or Modifying Auto-detect Element Access Information

You can define log in information for network devices so that iVIEW Management Suite can
discover and connect to these devices, to retrieve basic and advance configuration parameters.
The information retrieved is displayed in the NMS Network Tree view. You can also configure
default parameters for connecting to devices. See “Enabling Remote Access to GUI of Video
Network Devices” on page 79.

Procedure
Step 1 Log in to NMS.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Auto-detect.
Step 4 Do one of the following to modify existing access settings for a network element:

« Double-click the type you require in the Type column.
» Select the type you require and select Edit.
» Right-click the type you require in the Type column and select Edit.

Step 5 Do one of the following to create new access settings for a network element:
- Select Add.
« Right-click the type you require and select Add.

Step 6 Select the unit type you require.

Step 7 Define an SNMP read community in the relevant field.

SNMP community information must match the settings defined in the selected element to enable
iVIEW Network Manager to retrieve information from the element.

Step 8 (Optional) Define a description, SNMP write community, and user name and password in the
relevant fields.

Step 9 Select Enabled to activate the new access settings.
Step 10 Select OK to save the information to the SCOPIA iVIEW Network Manager database.

Planning and Configuring Gatekeeper Profiles

Only administrators of a distributed deployment and service providers have permission to
configure gatekeepers in the videoconferencing network.

Before adding a gatekeeper to the network, make sure you have all the offices and branches
defined in iVIEW Management Suite. See “Defining a New Office or Branch” on page 12.

® About the iVIEW Management Suite’s Internal Gatekeeper..........cccvvevviinean.... page 18
® Defining a Gatekeeper in SCOPIA iVIEW Management Suite............ccoeeeevineen.... page 19
® Defining a Gatekeeper’s Dial Plan in SCOPIA iVIEW Management Suite............... page 20
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® Defining the Gatekeeper Authorization SErver.........ccviviiiiiii i, page 20

® Replicating SCOPIA Enhanced Communication Server Configurations in iVIEW Management
Suite page 21

About the IVIEW Management Suite’s Internal Gatekeeper
|

Gatekeepers are similar to a PBX for an IP video network. After you register the network devices
with iVIEW Management Suite’s internal gatekeeper, it can perform a number of key features
including:

® Translate the alias of an address to its actual IP address. There are three types of aliases:
- E.164 aliases are numeric addresses representing the endpoint, like a phone number.
- H.323 aliases are alphanumeric addresses that represent endpoints, like ‘user_endpoint’.
- URI aliases are similar to email addresses, like “‘user@radvision.com’.

In each case, the gatekeeper translates the alias into its corresponding IP address and routes
the call successfully.

® Gatekeepers negotiate the connecting and disconnecting of calls.

® Gatekeepers implement an organization’s dial plan. A dial plan is the set of call routing rules
based on the pre-defined prefixes of a number. The format can determine the location and/or
the services you want.

The most common example of a dial plan comes from the traditional telephony world, where
locations are determined by the format of the phone number:

- Numbers which do not begin with a zero are local calls.
- Numbers starting with a single zero denote an inter-city call.
- Numbers starting with a double-zero indicate an international call.

Similarly, a gatekeeper can be configured to determine locations in an organization’s dial
plan. For example, all numbers beginning with ‘5” might be located in Europe, ‘6’ routes to
the west coast of the US, ‘7’ to the east coast and so on.

In addition to locations, gatekeepers can also invoke services from a number format (dial
plan). For example, a number beginning with ‘88’ might be chosen to access a person’s video
virtual room.

iVIEW Management Suite is shipped with a built-in gatekeeper which supplies the correct
destination IP and authorizes the appropriate bandwidth for the call. In this way, iVIEW
Management Suite can manage endpoint-initiated calls and point-to-point calls.

MCUs, gateways and endpoints (terminals) can be registered with the iVIEW Management Suite’s
internal gatekeeper.

iVIEW Management Suite can also work with the standalone SCOPIA Enhanced Communication
Server or third party gatekeepers when they are configured as neighbors to its internal
gatekeeper, including the Cisco I10S H.323 Gatekeeper and the TANDBERG (Cisco) Video
Communications Server (VCS). Only endpoints (terminals) can be registered to a third party
gatekeeper.
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Defining a Gatekeeper in SCOPIA iVIEW Management Suite
L

You can define and configure third-party external gatekeepers or a standalone SCOPIA Enhanced
Communication Server in SCOPIA iVIEW Management Suite. You do not need to define SCOPIA
Gatekeeper since it is iVIEW Management Suite’s internal gatekeeper.

This procedure is for service providers and administrators only.
When configuring a redundant gatekeeper, use the same settings as those on the main

gatekeeper.

Note: Once a gatekeeper is defined in iVIEW Management Suite, basic and advanced configuration
parameters can be retrieved from the device, including the MCUs and gateways registered on the
gatekeeper.

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.

Step 3 Select Add > New > New element or select Add element 3] to create a new gatekeeper profile.

Step 4 Select the gatekeeper type and enter the element name and IP address.

Step 5 (Optional) Select Allow offline configuration to allow the iVIEW Network Manager to hold
configuration details for an offline element and apply the settings when the element goes online.

Step 6 Select OK to add the gatekeeper to the iVIEW Network Manager.

Step 7 Log in to iVIEW Communications Manager.

Step 8 Select Resource Management in the sidebar menu.

Step 9 Select Gatekeeper/SIP server/Presence server.

Step 10 Select Add to create a new gatekeeper profile.

Step 11 Select the General tab and enter the name and the management IP address of the gatekeeper.

Step 12 Select the gatekeeper model.
If you selected Other Model in the Model field, select H.323 in the Protocol field.
Step 13 Select the office or branch to which the gatekeeper belongs from the Location list.
Each location can have only one gatekeeper.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager. See “Adding Offices and Branches for the First Time” on page 11 for
details.

Step 14 Select OK to add the new gatekeeper to iVIEW Communications Manager.

Step 15 Define a dial plan for the gatekeeper. See “Defining a Gatekeeper’s Dial Plan in SCOPIA iVIEW
Management Suite” on page 20.

Step 16 Define the gatekeeper authorization server. See “Defining the Gatekeeper Authorization Server”
on page 20.
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Defining a Gatekeeper’s Dial Plan in SCOPIA iVIEW Management Suite
L

An organization’s dial plan must be implemented in SCOPIA iVIEW Management Suite and also
configured in any standalone gatekeepers to ensure the dial plan is managed effectively.

A dial plan is the set of call routing rules based on pre-defined number prefixes. The number
prefixes are used to determine the location and/or the services a user needs. For more
information and examples on dial plans, see “About the iVIEW Management Suite’s Internal
Gatekeeper” on page 18.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select Gatekeeper/SIP server/Presence server.

Step 4 Select the link in the Name column for the gatekeeper you require, or select Add to create a new
gatekeeper profile.

Step 5 Locate the Dialing Plan Information section.

Step 6 (Optional) Select Hierarchical if the gatekeeper has a parent-child relationship with its neighbor

in the dialing plan, rather than a flat peer relationship.

If you select Hierarchical, the Parent Gatekeeper list becomes active. Select a parent zone for
the gatekeeper from the list. None is automatically selected in the list if the gatekeeper is a
parent at the top of the hierarchy.

Do not select Hierarchical for a root gatekeeper. The root gatekeeper in a hierarchical tree
structure has no parent but may have peer neighbors.

Step 7 (Optional) Select Stripping for a gatekeeper that is configured to strip (remove) zone prefixes.
Step 8 Select Add Zone Prefix to add a zone prefix that matches the configuration of the gatekeeper.
Step 9 Select OK to save your changes.

Defining the Gatekeeper Authorization Server

Define the SCOPIA iVIEW Management Suite as an authorization server to SCOPIA Enhanced
Communication Server to ensure that every call that is routed by the gatekeeper is authorized by
iVIEW Management Suite, in terms of bandwidth management and other IT policies.

The built-in gatekeeper gets its authorization from iVIEW Management Suite by default.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Resource Management in the sidebar menu.
Step 3 Select Gatekeeper/SIP server/Presence server.
Step 4 Select the link in the Name column for the gatekeeper you require.
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Step 5 Locate the Advanced section.

The Advanced section appears if you are using iVIEW Management Suite’s built-in gatekeeper or
a standalone SCOPIA Enhanced Communication Server.

Step 6 Select Enable Gatekeeper advanced features (authorization and point-to-point) to set iVIEW
Communications Manager as the authorization server of the internal gatekeeper or ECS.

This option is checked by default if you are using the built-in gatekeeper or ECS.
iVIEW Communications Manager will initiate a connection to the ECS for authorization and call

control.

Step 7 If you are using the built-in gatekeeper, do not modify the default values for the Port, SNMP Get
Community and SNMP Set Community fields.

Step 8 If you are using ECS, ensure the SNMP community names correspond to the settings on the ECS.

You can view the SNMP Get Community and SNMP Set Community fields on the ECS host server
under Control Panel > Administrative Tools > Services > SNMP Service > Security.

On the ECS or built-in gatekeeper:

a. Under ECS > Settings > Calls, set the Routing Mode field to Call Setup (Q.931) and Call
Control (H.245).

b. Under ECS > Settings > External API, select Allow Authorization servers to connect.
Step 9 Select OK to save your changes.

Replicating SCOPIA Enhanced Communication Server Configurations in iVIEW Management Suite

In deployments which include a standalone gatekeeper such as the SCOPIA Enhanced
Communication Server, iVIEW Management Suite should also manage this device to ensure
comprehensive management of your video network.

To manage a standalone ECS, you must replicate the ECS settings within iVIEW Management Suite.
Parameters to be replicated include:

® Services: enables you to view, add and update service information on built-in and
user-defined services.

® Global Services: enables you to view, add and update service information on global services
common to all gatekeepers defined within the network. This tab is used for distributed
deployments with multiple gatekeepers.

® Parent: enables you to configure a parent gatekeeper for the ECS, to define a list of parent
filters and to choose whether or not to route calls to unresolved zones via a Cisco proxy.

® Children: enables you to view, configure and modify child gatekeeper of the ECS.
® Neighbors: enables you to view, configure and modify neighbor gatekeepers of the ECS.
® Subzones: enables you to view and configure subzones settings and rules.

® Bandwidth: enables you to view and configure bandwidth policy settings which determine the
bandwidth available between specific zones and subzones.

For more information on these parameters and how to configure them in ECS, see the Reference
Guide for SCOPIA Enhanced Communication Server.
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Note: Fields and values are identical to those documented in the Reference Guide for SCOPIA Enhanced
Communication Server.

To access these parameters in iVIEW Management Suite, follow this procedure.

Procedure
Step 1 Log in to NMS.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the Gatekeeper you require in the tree.
Step 4 Select the tab that represents the parameter you want to configure. Refer to the Reference Guide

for SCOPIA Enhanced Communication Server for details.

Planning and Configuring MCUs in iVIEW Management Suite
[

The SCOPIA MCU is a hardware unit which houses videoconferences from multiple endpoints, both
H.323 and SIP. MCUs are added to a specific office or branch, according to pre-defined network
topology.

This section describes how to add MCU profiles to iVIEW Management Suite and how to configure
and manage MCU services, known as meeting types.

® Creating and Modifying an MCU Profile..........ccoiiiiiiiiii e page 22
® Configuring MCU’s Branch or OffiCe......cccoviiiiiii e e page 24
® Choosing MCU Protocol: H.323 0r SIP ... e e page 25
® Managing MCU MeEETING TYPES « . uueeeettaee et et et e et e e e e e eane e aneeanes page 25
® |ncreasing MCU Capacity by Cascading Multiple MCUS ........c.ccovviiiiiiiieiinannnen. page 26
® Enabling the AUtO-ATtENdant ........coeiii e e page 27

Creating and Modifying an MCU Profile
L

The MCU is where a multipoint video conference is hosted. iVIEW Communications Manager
reserves MCU resources, schedules MCU conferences, and controls in-session MCU meetings. iVIEW
Communications Manager

The procedure of adding a new MCU to iVIEW Management Suite involves adding the device to
both iVIEW Network Manager and iVIEW Communications Manager .

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.
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Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Step 10
Step 11

Step 12

To create a new MCU element profile, do the following:

a. Select the Add element &3] icon.

b. Select MCU from the element type list and enter the element name and IP address.
c. Select OK to add the MCU element profile to the NMS.
To modify an existing MCU element profile, do the following:
a. Select the MCU you want to modify.

b. Select the Edit element icon.

c. Modify the element name.

d. Select OK to update the MCU in the NMS.

Log in to iVIEW Communications Manager.

Select Resource Management in the sidebar menu.

Select MCU.

Select Add to create a new MCU profile. If your MCU profile already exists, select the link of the
MCU you want to modify in the Name column.

Enter the name and the management IP address of the MCU in the relevant fields.

Figure 3-1 Creating/Modifying an MCU Profile

General

Name: | | :

Management IP Address: | | "

Model: | v|

D MCU operates in SIP only mode

Advanced

Login Name: [admin | Login Password: | |
SNMP Get Community: [anssen |- snMP Set Community: [seneeen |
Port: [2338 |-

& online

O Take this MCU offline and reschedule all meetings on this MCU up to this date: I:I

O Take this MCU offline and reschedule all meetings currently on this MCU

~oc Wormaronze B ol

Select the MCU model.

If you want to register the MCU to operate in SIP mode only (without registering to an H.323
gatekeeper), select MCU operates in SIP only mode.

The MCU is not required to register to a gatekeeper and the Registered To field is inactive.
Select the MCU’s branch or office from the Location list to which the MCU belongs.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.
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Step 13 Enter the login name and login password of the MCU in the relevant fields.
These must match the MCU web interface login name and password.
Step 14 Define SNMP communities, port, and bandwidth in the relevant fields.

SNMP community information must match the settings defined in the MCU to enable iVIEW
Communications Manager to retrieve information from the MCU.

Step 15 Select OK to either add the new MCU profile to iCM, or to update the existing profile.
The MCU appears on the MCU tab and is brought online by default.

Note: If iVIEW Communications Manager cannot connect to a newly configured MCU, the MCU is
added but its status is shown as Offline in the MCU tab. To try to reconnect to the MCU,
select Online, and then select OK.

After modifying an MCU profile, you can take the MCU offline and reschedule meetings
on the MCU by selecting the relevant option.

Configuring MCU’s Branch or Office

Once the MCU is added to the iVIEW Management Suite, you can modify the office or branch to
which the MCU was registered to, according to your network requirements and topology. This
procedure is relevant for service providers and administrators of a distributed deployment.

Procedure
Step 1 Log in to iCM.
Step 2 Select Resource Management in the sidebar menu.
Step 3 Select MCU.
Step 4 Select the link in the Name column for the MCU you want to configure.
Step 5 Select the MCU’s branch or office from the Location list to which the MCU belongs.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.
Step 6 Select OK to save your changes.
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Choosing MCU Protocol: H.323 or SIP
|

The MCU can operate in dual-protocol mode, supporting both SIP and H.323 devices easily and
transparently. Choose the appropriate gatekeeper to rout MCU calls according to the selected
protocol mode.

Procedure
Step 1 Log in to NMS.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the MCU you require in the tree.
Step 4 Select Protocols.
Step 5 Select Use H.323 Gatekeeper or Use SIP Server to determine the MCU call routing device.
Step 6 Enter an IP address port value in the relevant fields.
Step 7 Select Upload to save your changes.

Note: When you select SIP as the MCU protocol mode, make sure the MCU is configured to
communicate with the SIP proxy. For details, see the Installation Guide for SCOPIA Elite
MCU.

Managing MCU Meeting Types

There are two types of meetings in iVIEW Management Suite, MCU meetings and iVIEW
Management Suite built-in meetings.

MCU meetings, also known as MCU services, are used for scheduling meetings on the MCU. To view
the supported services of an MCU, go to iVIEW Network Manager > Network Tree > MCU > Services.
MCU meeting types are defined in the MCU and then synchronized with iVIEW Management Suite.
Once iVIEW Management Suite retrieves meeting types from MCUs, these meeting types can be
uploaded and distributes to other MCUs according to your specific deployment requirements. Each
meeting type is identified by a unique prefix number, to avoid conflicts when synchronizing with
MCUs. See *“Resolving Meeting Type Conflicts” on page 118. For details on how to create MCU
meeting types, see the Installation Guide for SCOPIA MCU.

iIVIEW Management Suite has two built-in meeting types; non video conference and
point-to-point. Built-in meeting types cannot be modified, uploaded or downloaded.

® Non Video Conference

This is a conference that involves only users and meeting rooms. There is no need for video
conference devices. Use this meeting type to reserve users and room resources only.

® Point-to-point

This is a conference that involves only two endpoints (terminals) and no MCU resources. It can
only be created if one endpoint dials another endpoint directly.

This section explains how to download, upload and configure meeting types.
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® Downloading Meeting Types to iVIEW Management Suite ............cccceeieeiinnn... page 117
® Upload a Meeting Type to Network MCUS .......coiiiiieiii i page 117
® Resolving Meeting Type CONfliCtS......oiieiii e page 118
® Defining a Default Meeting TYPE ..ccvnneeii it eaneeas page 119
® Configuring Meeting Type DetailS .......cveeiiiiiiiii e page 119
© MOdifyiNg MEETING TYPES .ttt ettt e e e e e e e aaneans page 120

Increasing MCU Capacity by Cascading Multiple MCUs
|

iVIEW Management Suite can manage multiple MCUs as a pool of resources. You can cascade MCUs
to reduce potential drain on network resources, increase the efficiency of MCU usage, and allow
large conferences to be held. The following points about cascading should be noted:

® The Meeting Type (MCU service) representing the required meeting must be available on all
participating MCUs. For example, if the meeting uses MCU service 81, then 81 must exist on
the master MCU and on the slave MCUs.

® A cascaded connection uses two ports—one on the master MCU conference, and one port on
the slave MCU conference.

® Only one cascading stream exists between the master MCU and the slave MCU; therefore, only
one participant from the slave MCU can send video for mixing and only one participant from
the slave MCU can be seen by other participants in the meeting.

® Only one level of cascading is supported. All slave MCU conferences must cascade to the same
master MCU conference.

® The administrator must define a default system level property that determines the cascading
behavior.

To configure the MCU cascading behavior, use the procedure below:

Procedure
Step 1 Log in to iCM.
Step 2 Go to Admin > Advanced Settings from the sidebar menu.
Step 3 On the Default Meeting Settings tab you can enable or disable automatic cascading of MCU

conferences by configuring the Allow Cascaded Meeting field.
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Step 4 If Allow Cascaded Meeting is set to yes, select one of the following options from the Prioritize
field:

« Bandwidth—iVIEW Communications Manager allocates resources to conserve bandwidth. For
example, at a site with two users and one MCU, iVIEW Communications Manager creates a
local meeting. In some cases, this may cause a meeting to cascade to conserve bandwidth,
even though a single MCU is available to host the meeting.

Using this option, iVIEW Communications Manager cascades a maximum of two MCUs.

» Delay (default)—iVIEW Communications Manager allocates resources to ensure the best
video quality. iVIEW Communications Manager invites all users directly to a main MCU,
whatever their location. Since Delay can be costly in terms of bandwidth, it is recommended
that you take topology into account before selecting the Delay option.

» Local MCU—Select this option if iVIEW Communications Manager has more than one MCU and
there are at least two meeting participants. iVIEW Communications Manager invites all of
the participating terminals to meetings hosted on their respective local MCUs (according to
IP Topology settings), and then cascades these meetings together to form a single
conference.

Step 5 Select OK to save the preferred behavior as the default.

Enabling the Auto-Attendant

The auto-attendant allows users to access a video menu and select menu options using DTMF. In
video networks, this functionality is typically used to provide quick access to meetings currently
running on an RADVISION MCU.

The process of enabling the auto-attendant includes creating an Active Directory (AD) user
dedicated to the auto attendant.

The auto-attendant is available only in video networks where a SCOPIA Elite MCU is deployed.

Before You Begin
1. Choose a number you want to assign to the auto-attendant feature.
This number must be different from these numbers:
® MCU service
® SCOPIA Gateway service
® ECS zone prefix

® |P terminal number
2. Verify the e-mail of the Active Directory user that represents the auto-attendant feature.

Procedure

Step 1 Download the meeting types from MCUs.
a. Access the iVIEW Communications Manager user interface.
b. Select Meeting types in the sidebar.
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c. Select Download.

MCU services are downloaded from all network MCUs. Because MCU services are downloaded
via SNMP, the process might take some time if there are many MCUs in your deployment.

Figure 3-2 Meeting types downloaded into the iVIEW Management Suite from
MCUs

Please review the following summary and click OK when all selections have been made and all meeting types have been named.
Click Cancel to manually resolve and re-attempt the download.
New Meeting Types
The following new meeting types have been successfully downloaded. Please provide a unigue name for each meeting type. Afterwards meeting types may be uploaded to other
MCUs on the network.

Meeting Type Prefix Use Meeting Type Definition From: “

2853 3UTLY 2853
2852 U TLY - 2852

m

Identical Meeting Types

The following downloaded meeting types are identical with meeting types already in the system. Please provide a unique name for each meeting type. You can upload meeting types
to other MCUs on the network later.

2421 RADVISION iVIEW Suite, 3U TLV 2421
50888 RADVISION iVIEW Suite, 3U TLV 50888
Meeting Type Conflicts -

d. Enter a unique name for each meeting type.
e. Select OK.

Step 2 Enable the auto-attendant for the meeting type you want to use for the auto-attendant
functionality:

a. Select the meeting type on the Active Meeting Types tab.
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Figure 3-3 Enabling the auto-attendant feature for a meeting type

Name: 28511024

Prefix: 28511024

Description: Video IVR

Media: Video

Max bandwidth(Kbps}): 1024

Default Connection Rate: 1024 ~ @
Lecture Mode Support

[T] Auto Attendant Support @
MCUs: 3UTLY

b. Select Auto Attendant Support.

Note: When enabling auto-attendant support, if your deployment uses a third party
gatekeeper, ensure that the gatekeeper has a prefix configured to direct calls to
the auto-attendant.

c. Select OK.

Step 3 Assign an auto attendant number to the meeting you configured with auto-attendant support:
a. Select Advanced Settings in the sidebar.
b. Select the Default Meeting Settings tab.

Figure 3-4 Selecting the auto-attendant number

Advanced Routing
[#] Piease apacity the auts sttendant number | 1800

(7] aBow creating new meetings

[+ promgt tor & meketing PN while creating new mestings

Display al meeting records on the Auto Atendant many

[#] Enatie integration with LYNCOCSR2 and specify the user URI which represent the auto attendant in the directory | autoatten@support2008.com
[ Automaticaly route ncoming cals accordng to scheduls. Pease specify the auto route number

[ Enabie my virtual roaen

c. Select Please specify the auto attendant number.
d. Enter the number for accessing the auto-attendant.
Typically, the number 1800 is used as the auto-attendant number.

In a multi-tenant deployment, add the prefix of the SCOPIA Video Gateway to the
auto-attendant number (for example: 193 1800).
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e. Select Enable integration with MS Lync/OCS R2 and specify the user URI which represent
the auto attendant in the directory.

In our example, it is AutoAtten@support2008.com.
f. Select OK.

Planning and Configuring a SCOPIA Desktop Server in iVIEW Management Suite
[

SCOPIA Desktop is a client/server application that provides video conferencing to remote and
desktop users. The SCOPIA Desktop Server acts as a gateway from SCOPIA Desktop clients to the
MCU and handles all media connections.

When adding and configuring SCOPIA Desktop Server in iVIEW Management Suite, a web access
URL is defined so users can simply click on a link to connect to a conference.

® Adding a SCOPIA Desktop Profile in iVIEW Management Suite ..............cooene.... page 30
® Enabling Streaming on your Video NetwWOrK. .......coeve e page 32
® Defining Bandwidth for SCOPIA Desktop Pro to Pro CallS........ccooieviiiieiieiiana. page 32
® Configuring Recording on your Video Network ..........cccoiiiiiiiiiiiiiiiieiieeen page 32

Adding a SCOPIA Desktop Profile in iVIEW Management Suite
L

SCOPIA Desktop profiles are manually added to the iVIEW Management Suite. Once a SCOPIA
Desktop is configured, it is automatically brought online so that iVIEW Communications Manager
can schedule resources.

When configuring the SCOPIA Desktop server IP address in iVIEW Management Suite, the iVIEW
Management Suite IP address must be configured in the SCOPIA Desktop server to allow
connection and communication between them. For more information on how to configure iVIEW
Management Suite IP address in the SCOPIA Desktop server, see the Installation Guide for SCOPIA
Desktop Server.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Resource Management in the sidebar menu.
Step 3 Select SCOPIA Desktop.
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Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Select the link in the Name column for the SCOPIA Desktop Server you require, or select Add to
create a new SCOPIA Desktop Server profile. The New SCOPIA Desktop Server page appears
(Figure 3-5 on page 31).

Figure 3-5 Adding a SCOPIA Desktop profile
New SCOPIA Desktop Server

o s =
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Enter the name and IP address of the SCOPIA Desktop Server in the relevant fields.

Enter the URL used by participants to join a meeting via SCOPIA Desktop Server in the Web Access
URL field.

The URL must be in the format http://<web URL>:<port number>/scopia.

Enter an H.323 ID used to identify connections from SCOPIA Desktop Server in MCU conferences
in the H.323 ID field.

Ensure that the same H.323 ID is configured in the SCOPIA Desktop administrator web interface.

Configuring this field allows iVIEW Communications Manager to route calls from this SCOPIA
Desktop Server based on the predefined IP topology.

Select a topology setting from the Location list. The default value is Home.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.

Enter any text you want to associate with the web access URL in the Description Text field.
The description text is embedded in email invitations sent to meeting participants.

Enter the maximum capacity allowed by your SCOPIA Desktop license in the Maximum Capacity
field.

(Optional) Select Secure XML connection using TLS to use the Transport Layer Security (TLS)
protocol to secure the transport link between iVIEW Management Suite and SCOPIA Desktop.

To configure this SCOPIA Desktop Server with a recording server, select the This SCOPIA Desktop
Server has a recording server checkbox.
Select OK to save your changes.
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Enabling Streaming on your Video Network

Streaming can be configured in iVIEW Management Suite to provide broadcast of a point-to-point
or multipoint videoconference to an audience of listeners and viewers who are not active
participants in the conference. Streamed video and audio can be played using a client PC with
any media playing application.

To enable streaming, make sure SCOPIA Desktop Server is configured to support streaming. See
the Administrator Guide for SCOPIA Desktop Server.

Procedure
Step 1 Log in to iCM.
Step 2 Select Advanced Settings in the sidebar menu.
Step 3 Select Look and Feel.
Step 4 Set Streaming to Visible.
Step 5 Select OK to save your changes.

Defining Bandwidth for SCOPIA Desktop Pro to Pro Calls
[

When defining bandwidth for your office or branch, you define the in-zone and cross-zone calls,
including SCOPIA Desktop calls bandwidth thresholds.

iVIEW Management Suite does not manage pro to pro calls, although you can configure bandwidth
for SCOPIA Desktop Pro calls within iVIEW Management Suite. This setting is retrieved by the
SCOPIA Desktop that actually manages pro to pro calls.

Procedure
Step 1 Log in to iVIEW Communications Manager
Step 2 Select Advanced Settings in the sidebar menu.
Step 3 Select Default User Settings.
Step 4 (Optional) If a single SCOPIA Desktop Server or multiple SCOPIA Desktop Servers are configured to

work with iVIEW Management Suite, select a value from the Maximum Allowed Bandwidth for
SCOPIA Desktop Calls field.
Step 5 Select OK to save your changes.

Configuring Recording on your Video Network

You can configure iVIEW Management Suite and SCOPIA Desktop to support recording of audio,
video and data of on-going meetings. Recording is performed by a SCOPIA Desktop Server with a
recording license installed. See the Administrator Guide for SCOPIA Desktop for details on how
to configure recording on SCOPIA Desktop Server according to your deployment.
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To configure iVIEW Management Suite and SCOPIA Desktop to support recording on your video
network, perform the following procedures in the order that they are listed:

® Configuring the SCOPIA Desktop Profile to Include a Recording Server ............... page 33
® Enabling Recording on iVIEW Management SUite.........ooviiiiiiiiiiiiiiieiieaenne. page 34
® Allowing Recording for Specified User TYPeS ... .oueeiiiiiiii i eeee e page 34
® Allowing Recording for Individual USErs ..........ccooiriiiiiiiiiiii e e page 35
® Enabling Recording for Specified Users Virtual RoOOms...........cccoviiivviieiinnn... page 113

Configuring the SCOPIA Desktop Profile to Include a Recording Server

You can configure your SCOPIA Desktop profile to include a recording server. This requires you to
have the recording license. For more information about the license, see the Installation Guide for

SCOPIA Desktop.
Procedure
Step 1 Access the iVIEW Communications Manager.
Step 2 Select Resource Management.
Step 3 Select the SCOPIA Desktop tab.
Step 4 Select the SCOPIA Desktop profile you want to modify in the Name column.
Step 5 To configure this SCOPIA Desktop with a recorder, select the This SCOPIA Desktop Server has a

recording server checkbox (Figure 3-6 on page 33).

Figure 3-6 Configuring the SCOPIA Desktop profile with a recorder

General Information

Name:

Management IP Address:

Web Access URL: http:lf " i@
H.323 10 - @
Location: bejing -
Description Text: - @ s
To connect from <DESKTOP_NAME>, tablet or mobie device, go to <DIRECT_ACCESS_URL= = Direct Access URL
For other options including connecting with presentation only or watching the webcast, go to
We recommend you install the desktop chent beforehand. To install the chent, go to <INSTALLER_URL>, _
Maximum Capacity: 0 @

] secure XML connection using TLS

| | This SCOPIA Desktop Server has a recording server

[ ox_|
Step 6 Select OK.
Step 7 Enable recording on iVIEW Management Suite, as described in “Enabling Recording on iVIEW

Management Suite” on page 34.
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Enabling Recording on iVIEW Management Suite

You can configure iVIEW Management Suite SCOPIA Desktop Server.
After recording is enabled in iVIEW Management Suite, you can:

® Specify the types of users to which recording will be available upon meeting scheduling, as
described in “Allowing Recording for Specified User Types” on page 34 and ““Allowing
Recording for Individual Users” on page 35.

By default, all users types have recording permissions.

® Enable automatic recording of a meeting for specified users virtual rooms, as described in
“Enabling Recording for Specified Users Virtual Rooms” on page 113.

Before You Begin

Make sure your SCOPIA Desktop profile includes a recorder. See “Configuring the SCOPIA Desktop
Profile to Include a Recording Server” on page 33.

Procedure
Step 1 Log in to iCM.
Step 2 Select Advanced Settings in the sidebar menu.
Step 3 Select Look and Feel.
Step 4 Set Recording to Visible.
Step 5 Select OK to save your changes.

Allowing Recording for Specified User Types

When recording is enabled in iVIEW Management Suite, by default all user types have permission
to record meetings. You can narrow the recording service by granting recording permissions to
specific user types.

Before You Begin

Make sure recording is enabled in iVIEW Management Suite. See “Enabling Recording on iVIEW
Management Suite” on page 34.

Procedure

Step 1 Select Advanced Settings in the sidebar menu.

Step 2 Select Default User Settings.

Step 3 Select the user types that you want to allow to record meetings from the list in the Default
Recording Permissions section.

Step 4 Select OK to save your changes.
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Allowing Recording for Individual Users

When recording is enabled in iVIEW Management Suite, by default all users have permission to
record on-going meetings. You can narrow the availability of this service by configure recording
permission for specific users.

Before You Begin

® Make sure recording is enabled in iVIEW Management Suite. See “Enabling Recording on iVIEW
Management Suite” on page 34.

® |f you want to manually allow specific users to be able to record meetings, make sure you
remove recording permissions from all users. See “Allowing Recording for Specified User
Types” on page 34.

Procedure

Step 1 Select User Management in the sidebar menu.

Step 2 Select Users.

Step 3 Select the link in the Name column for the user you require.

Step 4 Select Advanced.

Step 5 (Optional) Select Allow user to record meetings to enable this user to record meeting regardless
of the global policy.

Step 6 Select OK to save your changes.

Planning and Configuring Gateways in iVIEW
[

Configure gateways in your network to enable non-H.323 endpoints, such as SIP, PSTN, ISDN, and
mobile endpoints, to join a meeting. iVIEW Management Suite uses the gateway information to
provide proper dialing information for meeting participants, and to dial out to endpoints to invite
them to meetings. In addition, iVIEW Management Suite manages gateway resources to allow
successful call scheduling using network gateways.

® Adding a Gateway and its Services in iVIEW Management Suite........................ page 36
® Adding or Editing a Service to an EXisting Gateway .........cccvveieiiiiiiiiiianaaeannn.. page 39
® Registering a Gateway with a Gatekeeper .......ovoe i page 40

® Adding and Configuring a SCOPIA Video Gateway in iVIEW Management Suite ...... page 40
® Adding and Configuring SIP Gateway in iVIEW Management Suite ..................... page 44
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Adding a Gateway and its Services in iVIEW Management Suite

Gateways extend your video capabilities to include protocols outside of your main video network.
The SCOPIA Gateway, for example, extends your H.323-based network to include ISDN endpoints.

The resource management features of iVIEW Management Suite keeps track of the gateway’s
available ports to enable the successful scheduling of calls.

When you add a gateway, the settings in iVIEW Management Suite must be consistent with the
configuration of the gateway device itself. This includes specifying all the services on that
gateway.

A service maps a numeric dial prefix to a type of call. When the gateway receives a call with the
designated prefix, it determines the properties of that call:

® Whether it is voice only or video, and
® The bandwidth allocated for this kind of call.

This procedure details how to add a gateway to the iVIEW Management Suite including detailing
the gateway’s services.

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.

Step 3 Select the location in the network view at which you want to add the new element, and do one

of the following to create a new element profile:
« Select Add > New > New element.
« Select Add element ¥i.

Step 4 Select the gateway type from the element type list and enter the element name and IP address.

Step 5 (Optional) Select Allow offline configuration to allow The SCOPIA iVIEW Network Manager to hold
configuration details for an offline element and apply settings as the element goes online.

Step 6 Select OK to add the gateway.

Step 7 Log in to iVIEW Communications Manager.

Step 8 Select Resource Management in the sidebar menu.

Step 9 Select Gateway.

Step 10 Select a link for an existing gateway to edit, or select Add to create a new gateway profile.

Step 11 Enter the field values as required.

Field Name Description

Name The name of the gateway.

Model The type of gateway. Choose from a list of predefined gateway
types.

Registered To Select the gatekeeper to which the gateway is registered.
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Field Name Description
Location Select the office or branch from the list to which the gateway
belongs.

The Location field is visible only when the IP Topology tab is
activated in the iVIEW Communications Manager Configuration
Tool under System Configuration > Ul Settings.

Management IP Address The IP address of the management stream of the gateway.

iVIEW Communications Manager communicates with the gateway
via its management stream, and does not need the media stream
if different.

If multiple gateways are pooled together in a local network with
the same access phone number, enter all the IP addresses
separated by a semi-colon (;).

Bandwidth The total bandwidth allocated to this gateway.

For example, for an E1 line or 30 B-channels, the bandwidth is 64
x 30 = 1920 Kbps per network interface. For gateways with two PRI
interfaces, the total bandwidth would be 1920 x 2 = 3840kbps.

If multiple gateways are pooled together in a local network with
the same access phone number, enter the bandwidth of a single
gateway unit in the pool.

Working Mode Choose IVR if the gateway routes calls using an Interactive Voice
Response (IVR) system. Choose DID if call routing is direct to an
endpoint without operator intervention using Direct Inward
Dialing. For more information see the User Guide of the gateway.

Description A description of the phone number for the gateway.
International Access Code The numeric dial prefix required to make an international call.

Country Code The numeric dial prefix to dial a terminal located in a different
country than the country.

Domestic Long Distance The numeric dial prefix required to make a long distance call
Prefix within the same country.

Allow Out of Area Calls If selected, endpoints can reach iVIEW Communications Manager
via the gateway even when they have a different area code to that
of the gateway.

Area Code The domestic area code of the gateway number.
Telephone Number A local telephone number to be assigned to the specific port.

To access an outside line  The dial prefix required for the gateway to access an outside line.
for local calls, dial

To access an outside line  The dial prefix required for the gateway to make a long distance
for long distance calls, dial call.
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Step 12 Select Add Service to create an additional service entry for this gateway. You can add multiple
services. The list of services must be identical to the services on the gateway itself.

A service maps a numeric dial prefix to a type of call. When the gateway receives a call with the
designated prefix, it determines the properties of that call:

« Whether it is voice only or video, and
« The bandwidth allocated for this kind of call.

Step 13 For each service, enter the field values as required:
Field Name Description
Service Prefix The numeric dial prefix used by the gateway to identify this service.
Bandwidth The properties of this service, both bandwidth and whether it is voice only

or video. Choose from a predefined list.

If this service’s bandwidth is set to Auto on the device itself, in iVIEW
Management Suite enter the average bandwidth endpoints use when
dialing that service.

Restricted Mode Select this field to indicate the ISDN line is a restricted type.

This is a property of the line’s PBX, which reserves the top 8k of each
packet for control data.

Note: If you select Restricted Mode, the bandwidth appears as multiples of 56 Kbps instead of
multiples of 64, since 8k of each packet is reserved for control data on an ISDN line
operating in restricted mode.

Step 14 Set the advanced settings.

Field Name Description
Signaling Port The gateway port used for signaling.
Leave this field blank to negotiate the signaling port dynamically.

SNMP Set/Get The shared password between iVIEW Management Suite and the gateway
Community to enable encrypted SNMP communications.
Dial-in Only Indicates the gateway is used for incoming calls only. iVIEW Management

Suite would not schedule outgoing calls on this gateway.

Step 15 Select OK to save your changes.
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Adding or Editing a Service to an Existing Gateway
L

A gateway profile in iVIEW Management Suite must be consistent with the settings on the gateway
device itself. This includes specifying all the services on that gateway.

A gateway service maps a numeric dial prefix to a type of call. When the gateway receives a call
with the designated prefix, it determines the properties of that call:

® Whether it is voice only or video, and
® The bandwidth allocated for this kind of call.

This section explains how to edit or add new services to a gateway already defined in iVIEW
Management Suite.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the gateway you require in the tree.

Note: If the gateway has not yet been added to iVIEW Management Suite, you must first add the
gateway. For more information, see “Adding a Gateway and its Services in iVIEW
Management Suite” on page 36.

Step 4 Select Services.
Step 5 To create a new service:
« Select Add.

« Right-click any existing service and select Add.
Step 6 To modify an existing service:

« Double-click the service

» Right-click the service and select Edit.

Step 7 To delete a gateway service, right-click the service and select Delete.
Step 8 Enter the numeric dial prefix used by the gateway to identify this service.
Step 9 Enter a short description.

Step 10 Select the call type and bit rate.
Step 11 Select OK.
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Registering a Gateway with a Gatekeeper

Gatekeepers, which maintain the register of aliases in a video network, sometimes include
endpoints working under a different network protocol, and therefore must be routed through a
gateway. Gateways bridge between the H.323 protocol and other video protocols, like ISDN.

Therefore the gatekeeper must register a network’s gateways, to ensure safe call routing across
different protocols.

Procedure
Step 1 Log in to SCOPIA iVIEW Network Manager.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the gateway you require in the tree.
Step 4 Select Configure.
Step 5 Enter the IP address of the gatekeeper with which the gateway registers.
Step 6 (Optional) Enter a string identifying the physical location of the gateway.
Step 7 Select Upload.

Adding and Configuring a SCOPIA Video Gateway in iVIEW Management Suite
i

This section explains how to add the SCOPIA Video Gateway into the iVIEW Management Suite and
configure its settings. For more information on adding a Lync Server or OCS profile to iVIEW
Management Suite, see “Adding a Lync Server or OCS Profile in iVIEW Management Suite” on
page 77.

Perform this procedure after your Microsoft Lync Server or Microsoft Office Communications
Server is configured.

Since the SCOPIA Video Gateway does not have a direct GUI of its own, its configuration is
performed in the iVIEW Management Suite.

First add the gateway to the iVIEW Network Manager to configure it, and then add it as a resource
to the iVIEW Communications Manager to manage it as a network resource.

The iVIEW Management Suite and SCOPIA Video Gateway communicate in XML over TCP for
control and configuration commands. You can secure the connection by configuring it to the TLS
protocol. Make sure to generate the SCOPIA iVIEW Management Suite and SCOPIA Video Gateway
certificates before configuring the connection to TLS.

The SCOPIA Video Gateway is configured by default to switch to the presentation channel
whenever an H.323 endpoint shares content during a video call. The SCOPIA Video Gateway sends
the shared content to the Lync client. If this feature does not suit the needs of the video call, you
can disable it in iVIEW Management Suite.
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Procedure
Step 1 Log into the iVIEW Network Manager.
Step 2 Add SCOPIA Video Gateway to the iVIEW Network Manager:

a. Select Add button m in the left pane.
The Add Element dialog box opens.

Figure 3-7 Adding a SCOPIA Video Gateway to the iVIEW Network Manager

Add Element ==

Display name:

Management IP Address:

Elernent type: :"SCDPIA Video Gateway P

Managed element

Allow offline configuration

[ K H Cancel

b. Enter the name for this SCOPIA Video Gateway.
c. Enter the Management IP address for SCOPIA Video Gateway.
d. Select SCOPIA Video Gateway from the list.
e. Select OK.
Step 3 Configure the SCOPIA Video Gateway settings:
a. Select the SCOPIA Video Gateway in the tree view.
b. Select the Configure tab.
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Figure 3-8 The Configure Tab

| Morstor | Alarms | Events| Configure | Certficats Management | Licensing | Access|
General Settings: Alerts Settings:
Regrabrabon Mame: SCOPLA LOGW-192168230156 Trap Server Address: 192, 168, 227,105
Sarvice Prefis: 91 SNMP Community: pusbibe
Secune connection usng HTTRS Hetwork Sattings:
H3L3 Settings: MTL Sipe: 1350
Required Gatebesper: 152, 168.227. 155 - DS Server 1z 192,168, 227.173
Current Gatekeaper: 192, 164. 227. 156 DS Server I 0.0.0.0
SIP Settings: Cuiabty Of Service: Defawit -
SIP Proocy Server: 192 168.227. 105 - Contral Conftral Priceity:
it T — — eoc vt [
Default SIP Domain: ms2011.com Vides Pricrity: 32
NTP Settings: Data Priceity:
TP [P Address: 192.5.41.209 Audio Cals  Voice Priority: a5
NTP TimeZone: T -
| Advanced Paramelers Settings >»
c. Enter the following values:
Field Names Description
Registration Name The name of this gateway is automatically
generated by the system.
Service Prefix The prefix to dial to access this gateway.
Secure connection using HTTPS Select this setting to encrypt the

communication between the gateway and the
iVIEW Network Manager. Before selecting
HTTPS, you must generate the gateway
certificates.

Required Gatekeeper The gatekeeper to which you want to register
the gateway.

SIP Proxy Server The IP of the SIP Server for this gateway.
Typically iVIEW Management Suite acts as the
SIP server.

Transport Type The default setting is TCP. Choose TLS for

encrypted communications with the SIP server.

TLS requires correctly issued certificates from
a CA for the gateway and the SIP server.

Default SIP Domain The SIP domain of your organization.
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Field Names
NTP IP Address

NTP Time Zone
Trap Server Address

SNMP Community
MTU size

DNS Server 1, 2

Quality of Service

d. Select Upload.

Description

The IP address of a Network Time Protocol
server which sets the time for the gateway’s
clock.

External NTP servers ensure the same clock
throughout all devices on the network.

If you have no NTP server, enter 0.0.0.0.
The time zone of the NTP server.

The IP address of the server which receives the
SNMP traps from the gateway, including alarms
and events.

Typically the iVIEW Management Suite acts as
the gateway’s SNMP traps server.

The SNMP Server group setting.

The size of the packets received from the
gateway.

Only change this if a router uses a non-standard
MTU size.

The IP address(es) of the organization’s DNS
server(s).

Typically this setting remains on Default.

You can customize the priority given to the
different elements of the gateway
communication if required.

Step 4 Add the SCOPIA Video Gateway as an iVIEW Management Suite resource:
a. Access the iVIEW Management Suite administrator interface.

Select Resource Management in the sidebar.

b
c. Select the Gateway tab.
d

Select Add.

Figure 3-9 Adding SCOPIA Video Gateway to iVIEW Communications Manager

Narme:

Registered To:

Address:

Login llame:

F secure XML

Model: SCOPE Vides Gateway -

Location: ome

Login Password:  |asssssss
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Please click the Test Connection button to verify the connection.

@ online © Offline

Service Prefic. 81

e. Enter a name for your SCOPIA Video Gateway in the Name field.

f.

Select SCOPIA Video Gateway from the Model list.
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g. Select the IP address of the gatekeeper that the SCOPIA Video Gateway is registered to in the
Registered To field.

h. Enter the IP address of the SCOPIA Video Gateway in the Management IP Address field.

i. If there is more than one location in your deployment, assign your SCOPIA Video Gateway to
a location by selecting an option from the Location list.

j. Enter the login name and password of the SCOPIA Video Gateway. The default username is
admin and the default password is password.

k. Ifrequired, select Secure XML Connection using TLS to use TLS and thus secure the exchange
of XML messages and commands between the SCOPIA Video Gateway and iVIEW Management
Suite.

Note: Before selecting TLS, you must generate the SCOPIA iVIEW Management Suite and
SCOPIA Video Gateway certificates.

After you select that checkbox, click Test Connection. When the test is successful, the OK
button is enabled.

I. Select OK.
m. Select Synchronize.

Adding and Configuring SIP Gateway in IVIEW Management Suite
L

This section explains how to add the RADVISION SIP Gateway into the iVIEW Management Suite
and configure its settings. Since the SIP Gateway does not have a direct GUI of its own, its
configuration is performed in the iVIEW Management Suite.

First add the gateway to the iVIEW Network Manager to configure it, and then add it as a resource
to the iVIEW Communications Manager to manage it as a network resource.

The iVIEW Management Suite and SIP Gateway communicate in XML over TCP for control and
configuration commands. You can secure the connection by configuring it to the TLS protocol.
Make sure to generate the SCOPIA iVIEW Management Suite and SIP Gateway certificates before
configuring the connection to TLS.

Procedure
Step 1 Log into the iVIEW Network Manager.
Step 2 Add this gateway to the iVIEW Network Manager:

a. Select the Add button m in the left pane.
The Add Element dialog box opens.
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b
C.
d.
e

Step 3

Figure 3-10 Adding an SIP Gateway to the iVIEW Network Manager

Add Element

Display name;

3

| Gakeway 1|

Management IP Address: |1?2. 16.88.97

Element tvpe:

|RP.D'-.-'ISION SIP Gateway W

[ Ok ][ Cancel

Enter the name for this gateway.
Enter its Management IP Address.

Select RADVISION SIP Gateway from the list.

Select OK.

Configure the gateway settings:

a. Select the new gateway in the tree view.

b. Select the Configure tab.
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Figure 3-11 Setting the gateway’s addresses and encryption
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c. Enter the following values:
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Field Names
Registration Name

Service Prefix

Service Encryption

Required Gatekeeper
Current Gatekeeper

SIP Proxy Server

Transport Type

Default SIP Domain
STUN/TURN Server

NTP IP Address

NTP Time Zone
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Description

The name of this gateway is automatically generated by the
system.

The prefix to dial to access this gateway.

Use the dial prefix when attempting to dial a remote SIP ICE
client like the IBM Sametime client using a numeric dial.

Determines the level of encryption used when communicating
with the remote SIP ICE client. Choose between:

® None - Encryption is not required to connect the call.

® Best Effort - Connects the call encrypted if the other
party supports that encryption. This may lead to only part
of the route being encrypted, for example only the
portion from the SIP ICE client to the gateway is
encrypted.

® Mandatory - The SIP ICE client’s communications to the
gateway must be encrypted with TLS for the call to be
connected, while the connection to the MCU can also be
encrypted with H.235 (optional).

The gatekeeper to which you want to register the gateway.

The current IP of the gatekeeper as it is registered on the
network.

This value is taken from the gatekeeper device, and cannot be
edited in this window.

The IP of the SIP Server for this gateway.
Typically iVIEW Management Suite acts as the SIP server.

The default setting is TCP. Choose TLS for encrypted
communications with the SIP server.

TLS requires correctly issued certificates from a CA for the
gateway and the SIP server.

The SIP domain of your organization.

The IP address or FQDN of the IBM Sametime STUN/TURN
server.

The IP address of a Network Time Protocol server which sets
the time for the gateway’s clock.

External NTP servers ensure the same clock throughout all
devices on the network.

If you have no NTP server, enter 0.0.0.0.
The time zone of the gateway.
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Field Names
Trap Server Address

SNMP Community
MTU size

DNS Server 1, 2
Quality of Service

Description

The IP address of the server which receives the SNMP traps
from the gateway, including alarms and events.

Typically the iVIEW Management Suite acts as the gateway’s
SNMP traps server.

The SNMP Server group setting.

The size of the packets received from the gateway.

Only change this if a router uses a non-standard MTU size.
The IP address(es) of the organization’s DNS server(s).
Typically this setting remains on Default.

You can customize the priority given to the different elements
of the gateway communication if required.

Step 4 Add the gateway as an iVIEW Management Suite resource:

a. Access the iVIEW Communications Manager administrator interface.

b. Select Resource Management in the sidebar.

c. Select the Gateway tab.

d. Select Add.

Figure 3-12 Adding SIP Gateway to iVIEW Communications Manager

Hame: CE Gateway | Kodel: RAIVTRION 59 Gateway b
Registered To: Dcal_gatexsapes Locatson: e '
Management P Address: 172182577
Login Name: Bdrn Login Password: sassssEs

D Secure XML conneciion using TLS

@ online O Ofine

Service Prefic 9

Enter a name for your gateway in the Name field.

Select RADVISION SIP Gateway from the Model list.
Enter the IP address of the gateway in the Management IP Address field.

> Q@ =~ O

If there is more than one location in your deployment, assign your gateway to a location by
selecting an option from the Location list.

i. Enter the login name and password of the gateway. The default username is admin and the
default password is password.
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j. Select Secure XML Connection using TLS to use TLS and thus secure the exchange of XML
messages and commands between the gateway and iVIEW Management Suite.

Note: Before selecting TLS, you must generate certificates for the gateway and for iVIEW
Management Suite.

k. Select OK.
I. Select Synchronize.

Adding Pathfinders in iVIEW Management Suite
[

The SCOPIA PathFinder provides a complete firewall and NAT traversal solution enabling secure
connectivity between enterprise networks and remote sites.

Pathfinders do not yet support auto-detect, therefore, all pathfinders need to be added to the
network manually.

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.

Step 3 Select the location in the network view at which you want to add the new element, and do one

of the following to create a new element profile:
« Select Add > New > New element.
« Select Add element JEi.

Step 4 Select Pathfinder Server from the element type list and enter the element name and IP address.
Step 5 Select OK to add the SCOPIA PathFinder Server to the iVIEW Network Manager.

Configuring and Planning Endpoints in iVIEW Management Suite

iVIEW Management Suite supports RADVISION endpoints and third-party endpoints. You can
configure iVIEW Management Suite to manage the following endpoint types: SCOPIA XT Series,
SCOPIA VC240, Polycom, Tandberg, and LifeSize.

Endpoints are defined first in the iVIEW Network Manager and then in the iVIEW Communications
Manager. When a gatekeeper is defined in the iVIEW Network Manager, all SCOPIA XT Series,
SCOPIA VC240, and LifeSize endpoints registered to this gatekeeper are automatically added to
the system and displayed in the tree view under the gatekeeper. Other endpoints need to be
manually added to the iVIEW Network Manager, as described in “Setting the Managed Status of
Endpoints” on page 75.
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Note:

In the iVIEW Communications Manager, endpoints registered to the gatekeeper must be imported.
There are three different ways to import endpoints in the iVIEW Communications Manager. In
addition, you can manually add endpoints to the videoconferencing network.

Before you import endpoints defined in an LDAP server, make sure the connection to an LDAP server
is configured. See Connecting iVIEW Management Suite with the LDAP Server page 100.

® |mporting Endpoints from the Gatekeeper.......cvoreiiie i e page 50
® |mporting Endpoints Registered to a Third-Party Gatekeeper............cccvevenn... page 51
® Downloading H.323 Endpoints from the LDAP Server ........ccooioeviiiiiiiiiniaannn.. page 54
® |mporting SIP/H.323/H.320 Endpoints using the H.350 Search Base .................. page 56
® Configuring your Endpoints to use iVIEW Management Suite as the LDAP Directory page 56
® Adding Endpoints in iVIEW Management Suite Manually .............cooooiiiiiiaian... page 69
® Setting the Managed Status of ENdpoints ........cooieiiiiiiiii e page 75
® RemOoVING ENAPOINTS ...t page 75
® Searching for an ENApPOINt ..o e page 76
® Managing Endpoints Configuration Upload History...........cccooiiiiiiiiiiiiiiinennn... page 76

Importing Endpoints from the Gatekeeper

This procedure describes how to import all endpoints registered to SCOPIA Enhanced
Communication Server, SCOPIA Gatekeeper, and Tandberg VCS to iVIEW Management Suite.
Before you can import endpoints registered to SCOPIA Enhanced Communication Server or
Tandberg VCS, you must define the gatekeeper in the iVIEW Communications Manager (see
“Defining a Gatekeeper in SCOPIA iVIEW Management Suite” on page 19). You do not need to
define the SCOPIA Gatekeeper since it is iVIEW Management Suite’s internal gatekeeper.

To import endpoints registered to a third-party gatekeeper, see “Importing Endpoints Registered
to a Third-Party Gatekeeper” on page 51.
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Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Resource Management in the sidebar menu (see Figure 3-13 on page 51).

Figure 3-13 Importing Endpoints from ECS, SCOPIA Gatekeeper, and Tandberg

VCS
e =Y, [ cavwn [ stmateme | ey s [ v

w 103 LT i e - chiignd

T | 3 s vt
Step 3 Select the Terminals tab.
Step 4 Select Import from Gatekeeper. A gatekeeper list is displayed.
Step 5 Select the gatekeeper from which endpoints should be imported and select OK. A list of all

endpoints registered to the gatekeeper is displayed.

Step 6 Select the endpoints you want to import.
Step 7 Select Import to import the endpoints. Endpoints are displayed in the Terminals tab.

Importing Endpoints Registered to a Third-Party Gatekeeper

When you use a third-party gatekeeper in your deployment and there are endpoints registered to
this gatekeeper, you need to import these endpoints. Before you can import endpoints registered
to third-party gatekeeper, you must define the gatekeeper in the iVIEW Communications
Manager.

Note: If you have a Tandberg VCS gatekeeper and want to register your endpoints, follow the procedure
described in “Importing Endpoints from the Gatekeeper” on page 50.
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Procedure
Step 1 Access the iVIEW Management Suite user interface.
Step 2 Select Advanced Settings in the left pane.
Step 3 Select the LDAP Configurations tab.
Step 4 Select the relevant LDAP link.
Step 5 Select Advanced.
Step 6 Navigate to the Terminals section of the tab.
Step 7 In the Registered to third party gatekeeper area, define the endpoints registered to the

third-party gatekeeper in the iVIEW Management Suite as described in Table 3-1:

Figure 3-14 Registered to third-party gatekeeper area of the
LDAP Configurations tab
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The system will automatically generate H.323 terminals using the following E. 164 pattern
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Select

i

Registared 1o third pary galekeaper

Selact
Tha syslam will automalically generale default personal H.323 lerminals using the following E. 164 pattern
Prefin + telephoneMumber -
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Table 3-1  Configuring settings in the Registered to third-party gatekeeper

area
Field Description
The Select button Select the Active Directory user group to which you
assigned the endpoints in the Meeting Rooms field.
The Prefix field Enter a number that you want to use for a prefix. Use any
number that is shorter than 11 digits and is not used as a
prefix for the auto attendant or for other deployment
components.
The telephoneNumber list Verify that the telephoneNumber options is selected.
Step 8 Select OK.
Step 9 Select Synchronize.
Step 10 Select Resource Management in the left pane.

Step 11 Select the Terminals tab.
Step 12 Select an endpoint that is registered to the third-party gatekeeper in the table.
The Modify Terminal page opens.

Figure 3-15 Modifying registration setting for an endpoint
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Step 13 Select the third-party gatekeeper from the Registered To list.

Step 14 Select OK.
Step 15 Repeat Step 12 - Step 14 for all endpoints that are registered to the third-party gatekeeper.
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Downloading H.323 Endpoints from the LDAP Server
L

Endpoints are predefined in the LDAP server and imported to iVIEW Management Suite as room
systems and personal terminals.

Personal terminals are added to iVIEW Management Suite as default personal H.323 endpoints.
Room systems can be registered to a RADVISION gatekeeper or to a third party gatekeeper.This
section explains how to import endpoints registered to the SCOPIA Enhanced Communication
Server. For information about importing endpoints registered to a third-party gatekeeper, see
“Importing Endpoints Registered to a Third-Party Gatekeeper” on page 51.

In SCOPIA Video Gateway deployments the LDAP Server is your Active Directory Server.

During this procedure you define a prefix for endpoints you import. The prefix is part of the
unified string that is defined by a dial plan and is added to the endpoint number. The prefix helps
to route a call to a specific endpoint. Defining prefixes is optional.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Advanced Settings in the sidebar.
Step 3 Select the LDAP Configurations tab.
Step 4 Verify that you selected the LDAP server where the organization users were defined, including the

defined Users Search Base and the Terminals Search Base.

For more information on configuring these settings, see the Administrator Guide for SCOPIA iVIEW
Management Suite.

Step 5 Select Advanced. The Advanced section of the screen is displayed.
Step 6 Navigate to the Terminals section of the tab.

Figure 3-16 Terminals section of the LDAP Configurations tab
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Step 7 Configure room systems in the Room Systems area of the Terminals section of the LDAP
Configurations tab as described in Table 3-2.

Table 3-2  Configuring settings for downloading virtual meeting rooms and

endpoints
Field Description
The Select button Select the Active Directory user group to which you assigned the
room systems in the Meeting Rooms field. When configuring
endpoints in a multi-tenant deployment, only select user groups
belonging to the tenant that you are currently configuring.
The Prefix field Enter a number that you want to use for a prefix. Use any

number that is that is shorter than 11 digits and not used as a
prefix for the auto attendant, auto routing, or for other
deployment components. You cannot use the same prefix for
personal virtual rooms and personal endpoints when configuring
the same LDAP attribute (such as telephoneNumber).

When configuring settings for virtual rooms, you do not need to
enter a prefix. If you do enter a prefix for the virtual room, you
can use any number not used as a prefix for the auto attendant,
auto routing, personal endpoint, or for other deployment
components.

The telephoneNumber list Verify that the telephoneNumber options is selected.

Step 8 Configure personal endpoints in the Personal Terminals area of the Terminals section as described
in Table 3-2.
Step 9 Define how often iVIEW Management Suite is synchronized with the LDAP server by selecting a

value from the Update Frequency list.
Step 10 Select OK. The LDAP Configurations tab is displayed.
Step 11 Select Synchronize.

Endpoints defined in the LDAP server are downloaded and saved in the iVIEW Management Suite
as room systems and personal endpoints.

Step 12 Verify that endpoints were downloaded correctly:
a. Select Resource Management in the sidebar.

b. Select the Terminals tab.

c. Verify that all endpoints defined in the LDAP server were downloaded and appear on the
Terminals tab. The download icon is displayed next to all downloaded endpoints to
differentiate endpoints from the LDAP server from endpoints added manually to the network.
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Importing SIP/H.323/H.320 Endpoints using the H.350 Search Base

H.350 is a standard protocol to retrieve endpoints from an LDAP server.

You can define a schema with specific user parameters to be downloaded from the LDAP server
to iVIEW Management Suite, for example, you can define the type of endpoint to be downloaded.
The H.350 search base supports SIP, H.323 and H.320 endpoints. In addition, you can define new
fields in the LDAP server to extend details, for example, you can define a schema to download
endpoints with a specific video profile.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Advanced Settings.

Step 3 Select LDAP Configurations.

Step 4 In the Terminals Search Base (H.350) section, select Configure to define the LDAP search base.
A tree structure is displayed showing all the users defined on the LDAP server.

Step 5 Select the relevant user groups you want to download.

Step 6 Select OK.

Step 7 (Optional) Select Secure User Credential at the bottom of the Advanced section.

Configuring your Endpoints to use iVIEW Management Suite as the LDAP Directory

You can manage the user directory of your endpoints using either an external LDAP server like
SCOPIA iVIEW Management Suite or the local built-in LDAP server.

Use the following procedures to use SCOPIA iVIEW Management Suite as the LDAP directory for
your endpoints:

® Configuring the SCOPIA XT Series to use iVIEW Management Suite as LDAP Directory page 56
® Configuring the SCOPIA VC240 to use iVIEW Management Suite as the LDAP Directory page 62
® Configuring Third-Party Endpoints to use iVIEW Management Suite as LDAP Directory page 66

Configuring the SCOPIA XT Series to use iVIEW Management Suite as LDAP Directory

You can manage the user directory of your XT Series using either an external LDAP server like
SCOPIA iVIEW Management Suite or the local built-in LDAP server. You can configure the XT Series
to use iVIEW Management Suite as the LDAP directory by configuring the LDAP settings in one of
the following interfaces:

® XT Series endpoint
® XT Series web interface
® SCOPIA iVIEW Management Suite web interface
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Typically your deployment would use iVIEW Management Suite as the external LDAP server which
stores the contacts. A centralized solution like iVIEW Management Suite enables synchronizing the
same list of contacts across all the endpoints in your organization, and has other benefits like
remote centralized upgrading and backing up of all endpoints in your video network.

In deployments without iVIEW Management Suite, you can use the local built-in LDAP server that
comes within every XT Series unit.

LDAP servers are accessed using the H.350 protocol, which enhances the LDAP standard to include
video endpoint information.

Note: When using SCOPIA iVIEW Management Suite, associate LDAP contacts to video endpoints otherwise
these contacts are not displayed on the XT Series.

Each LDAP contact on the XT Series can only be mapped to a maximum of ten video endpoints.

iVIEW Management Suite of version 7.5 or upgraded to version 7.6, it uses the
objectClass=inetOrgPerson filter that causes all contacts to be loaded. In this case you need to
change the filter manually as described in this procedure.

Note: New installations of iVIEW Management Suite version 7.6 do not use this filter.

Before You Begin

Make sure you know how to configure these parameters for your iVIEW Management Suite LDAP
server:

® Base - the name of the root of the remote LDAP server tree.

® Filter - The phrase required to navigate the remote LDAP tree, which depends on the way the
tree was structured. For example, if the LDAP tree is built from objects known as
inetOrgPerson, the filter is objectclass=inetOrgPerson.

® User - The username and password for accessing information on the remote LDAP server. If
you select XT Series as the remote server, you do no need to enter the username and password
as they are already pre-defined in the server. For the iVIEW Management Suite or a third party
LDAP server, refer to the system administrator for the username.

® When connecting to a third party LDAP server, the server administrator must verify that the
video endpoint information is stored in the h323Identity and SIPidentity objects, according to
the H.350 protocol.

Note: When the endpoint is under the management of iVIEW Management Suite, it sets
parameters like the Gatekeeper address and the name of the LDAP server.
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Procedure

Step 1 To configure the LDAP server via the XT Series endpoint:
a. Inthe XT Series Administrator settings menu, select System.
b. Scroll to LDAP.
c. Select the General page.
d. Choose whether to add, edit or remove the link to an LDAP server:

e To add a new link to iVIEW Management Suite or another remote LDAP server, press O
Add server.

* To modify parameters related to an existing link to a server, press Modify server.

e To delete a stored link to a server, press o Delete server.

Note: The local LDAP server is embedded in the XT Codec Unit and cannot be deleted.

Figure 3-17 Adding a link to a remote LDAP server, in this case, another XT
Series

SRR R

e. Set the fields as required and press o Save.
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Table 3-3  Configuring LDAP server settings

Field Name Description

Type Allows to define the LDAP server.

Address Indicates the LDAP server address.

Port Indicates the port used to connect to the LDAP server.

User The username and password with access to the information required in the remote
LDAP server. The format of the username is in the form of a Distinguished Name
(DN).

The LDAP user of a XT Series is predefined, so when pointing to an XT Series this
value cannot be edited.

Some standard components of DN are: domain controller (dc), organizational unit
(ou), common name (cn), country (c), state or province (st), locality (1),
organization (0).

Password  The User’s password to authenticate with the server.

Base The root of the LDAP tree where the contacts’ records are defined. This value is
predefined when the LDAP server is an XT Series.

Filter The phrase required to navigate the remote LDAP tree, which depends on the way
the tree was structured. For example, if the LDAP tree is built from objects known
as inetOrgPerson, the filter would be objectclass=inetOrgPerson. This
value is predefined when the LDAP server is an XT Series.

f. In deployments using iVIEW Management Suite version 7.5 or upgraded to version 7.6, do the
following in the iVIEW Network Manager web interface:
1. Navigate to the endpoint in the network tree and select the Configure tab.

Figure 3-18 Corporate Directory Settings
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2. Change the objectClass filter in the Search filter field of the Corporate Directory Settings
area to (&(objectClass=inetOrgPerson)(objectClass=commURIObject)).
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3. Select Upload.

--0Or--
Step 2 To configure the LDAP server via the XT Series web interface:
a. Access the XT Series web interface.
b. Select Settings > System > LDAP.
c. Select Add Server.

System - LDAP

Remote H.350 (SCOPIA XT1000) -

d. Configure LDAP server settings as described in Table 3-3.

e. Select Save.

In deployments using iVIEW Management Suite version 7.5 or upgraded to version 7.6, do the
following in the iVIEW Network Manager web interface:

1. Navigate to the endpoint in the network tree and select the Configure tab (see Figure 3-18
on page 59).

2. Change the objectClass filter in the Search filter field of the Corporate Directory Settings
area to (&(objectClass=inetOrgPerson)(objectClass=commURIObject)).

3. Select Upload.
--0Or--
Step 3 To configure the LDAP server settings via the SCOPIA iVIEW Management Suite web interface:
a. Access the iVIEW Communications Manager.
b. Select Corporate Address Book from the left-hand side.
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Figure 3-19 Corporate Address Book Settings

’5 Event List
Reports and

Satancs

r
ﬁ\ {[%] Enable Corporate Address Book|
Listening Port: 325 .
Mesting Types Listening Port for secure connection using S5L: 523
1‘\ LOAP Distinguished Name [DN) Swhiix: a
' Orgasieation Name
Urser Maragament Diomain Name
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Select Enable Corporate Address Book.
Select OK.
Access the iVIEW Network Manager components of the iVIEW Management Suite.

-~ ® 2 o

Select Setting > Endpoint Management > SCOPIA XT Series > Corporate Directory.

Figure 3-20 LDAP Settings
| Users | Alert Recipients | Traps | Alarms | Network Subsets | Logging | Element Management | Endpoint Management

Endpoint type: [SCOPIA XT Series = |

Access | Corporate Directory | Software Upgrade Files | Configuration Fies | Upload Log | Reboot Log|

Default Corporate LDAP Server Setting:
IP Address: 172.18.20.218 Port: |[389

Liser Mame: ANONYMOUS
ser Password: TIIILL
Search Base: DU=USETS

Search Filter: (objectClass=inetOrgPerson)

g. Set the fields as described in Table 3-4.
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Table 3-4  Configuring LDAP server settings

Field Name Description
IP Address Indicates the LDAP server address.
Port Indicates the port used to connect to the LDAP server.

User Name The username and password with access to the information required in the remote
LDAP server. The format of the username is in the form of a Distinguished Name
(DN).

The LDAP user of a XT Series is predefined, so when pointing to an XT Series this
value cannot be edited.

Some standard components of DN are: domain controller (dc), organizational unit
(ou), common name (cn), country (c), state or province (st), locality (1),
organization (0).

Password  The User’s password to authenticate with the server.

Search The root of the LDAP tree where the contacts’ records are defined. This value is
Base predefined when the LDAP server is an XT Series.

Search The phrase required to navigate the remote LDAP tree, which depends on the way
Filter the tree was structured. For example, if the LDAP tree is built from objects known

as inetOrgPerson, the filter would be objectclass=inetOrgPerson. This
value is predefined when the LDAP server is an XT Series.

h. In deployments using iVIEW Management Suite version 7.5 or upgraded to version 7.6, change
the objectClass filter to (&(objectClass=inetOrgPerson)(objectClass=commURIObject)) in the
Search filter field.

Note: This prevents loading contacts which are not associated with video endpoints.

i. Select the Upload button.

Configuring the SCOPIA VC240 to use iIVIEW Management Suite as the LDAP Directory

You can manage the user directory of your SCOPIA VC240 using either an external LDAP server like
SCOPIA iVIEW Management Suite or the local built-in LDAP server.

Typically your deployment would use iVIEW Management Suite as the external LDAP server which
stores the contacts. A centralized solution like iVIEW Management Suite enables synchronizing the
same list of contacts across all the endpoints in your organization, and has other benefits like
remote centralized upgrading and backing up of all endpoints in your video network.

In deployments without iVIEW Management Suite, you can use the local built-in LDAP server that
comes with the unit.

LDAP servers are accessed using the H.350 protocol, which enhances the LDAP standard to include
video endpoint information.
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Note:

When using SCOPIA iVIEW Management Suite, associate LDAP contacts to video endpoints in order
to display these contacts on the endpoint. Each LDAP contact on the SCOPIA VC240 can only be
mapped to a maximum of ten video endpoints.

IVIEW Management Suite of version 7.5 or version 7.5 upgraded to a higher version uses the
objectClass=inetOrgPerson filter that causes all contacts to be loaded. In this case you need to
change the filter manually as described in this procedure.

New installations of iVIEW Management Suite version 7.6 and higher do not use this filter.

Before You Begin

Make sure you know how to configure these parameters for your iVIEW Management Suite LDAP
server:

® Search Base - the name of the root of the remote LDAP server tree.

® Search Filter - The phrase required to navigate the remote LDAP tree, which depends on the
way the tree was structured. For example, if the LDAP tree is built from objects known as
inetOrgPerson, the filter is objectclass=inetOrgPerson.

® User - The username and password for accessing information on the remote LDAP server. If
you select SCOPIA VC240 as the remote server, you do no need to enter the username and
password as they are already pre-defined in the server. For the iVIEW Management Suite or a
third party LDAP server, refer to the system administrator for the username.

® When connecting to a third party LDAP server, the server administrator must verify that the
video endpoint information is stored in the h323Identity and SIPidentity objects, according to
the H.350 protocol.

Note: When the endpoint is under the management of iVIEW Management Suite, it sets
parameters like the Gatekeeper address and the name of the LDAP server.
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Procedure

Step 1 Access the iVIEW Network Manager components of the iVIEW Management Suite.

Step 2 Select Settings > Endpoint Management > SCOPIA VC240> Corporate Directory (Figure 3-21 on
page 64).

Figure 3-21 Default Corporate LDAP Server Settings
| Users | Alert Recpients | Traps | Alarms | Network Subsets | Logging | Blement Management| Endpoint Management | Auts

Endpoint type: SCOPIA VG240 =3
| Access | Corporate Directory | Software Upgrade Fies | Configuration Fies | Address Book Fies | Upload Log | Rebaot Log
Default Corporate LDAP Server Setting:
IP Address: 192. 168, 230. 120 Port: | 389
User Hame: ArOITIMOUS
User Password: LTI LY
Search Base: OU=USErS
Search Filter: n)(sbjectClass =commURIObject))
Authentication Mode: .ﬁrmymn.ﬁ -
[ Sequre connection using TLS

Please note that when selecting the NMS as the EP management Server the above attributes will be set
automatically for each new managed EP
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Step 3 Set the fields described in Table 3-5, as required.

Table 3-5  Configuring LDAP server settings

Field Name Description

IP Address Indicates the LDAP server address.

Port Indicates the port used to connect to the LDAP server.

User Name The username with access to the information required in the remote LDAP
server. The format of the username is in the form of a Distinguished Name
(DN).

The LDAP user of a SCOPIA VC240 is predefined, so when pointing to an SCOPIA
VC240. this value cannot be edited.

Some standard components of DN are: domain controller (dc), organizational
unit (ou), common name (cn), country (c), state or province (st), locality (l),
organization (0).

User Password The User’s password to authenticate with the server.

Search Base The root of the LDAP tree where the contacts’ records are defined. This value
is predefined when the LDAP server is a SCOPIA VC240.

Search Filter  The phrase required to navigate the remote LDAP tree, which depends on the
way the tree was structured. For example, if the LDAP tree is built from
objects known as inetOrgPerson, the filter would be
objectclass=inetOrgPerson. This value is predefined when the LDAP
server is a SCOPIA VC240.

Note: Indeployments using iVIEW Management Suite version 7.5 or upgraded
from 7.5 to a higher version, change the objectClass filter value to
(&(objectClass=inetOrgPerson)(objectClass=commURIObject)) in
the Search filter field.

Authentication Select one of the following modes used to authenticate the SCOPIA VC240:
Mode ® Anonymous: The SCOPIA VC240 connects with the following credentials:
Username: Anonymous
Password: password

® Basic: The SCOPIA VC240 connects with the username and password
selected by the administrator.

Note: To enable a secure connection via TLS, select the check box.

Step 4 Select the Upload button.
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Configuring Third-Party Endpoints to use iIVIEW Management Suite as LDAP Directory

Use the settings detailed in this section to configure third-party endpoints to use iVIEW
Management Suite as their LDAP server (H.350 protocol). This process synchronizes each
endpoint’s contacts list with the corporate address book. Configure the LDAP settings via the
endpoint’s web user interface.

For LifeSize endpoints apply these settings (Figure 3-22 on page 67):
LDAP Enable: This must be enabled.
LDAP Host name: The iVIEW Management Suite address.

LDAP Username: Set this field to the iVIEW Management Suite’s user, or set this to
anonymous.

LDAP Password: Set to the user’s password.

LDAP Base: The data input in one of the fields is the suffix of the LDAP Distinguished Name
of an entry supplied by the LDAP service. LifeSize searches the terminals by ou=endpoints.

For example:

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as None,
in LifeSize the Base DN should be ou=endpoints.

- If iVIEW Management Suite configures the LDAP Distinguished Name (DN) Suffix as
mycompany for the Organization Name, in LifeSize the Base DN would be:
ou=endpoints,o=mycompany.

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as:
mycompany.com, in LifeSize the Base DN would be:
ou=endpoints,dc=radvision,dc=com.

® | DAP Filter: Set its value to (objectClass=*).
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Figure 3-22 LifeSize Endpoint Settings
| Preferences \Directory - Diagnostics j
Directory = LDAP Conference Room = 192.168.225 18
Preferences =
ener! LDAP: Enabled
Auto Discovery
LDAF Hostname: _- )
LDAP Usermname

LDAP Password; [~

LDAP Base: |ou=terminals,de=radvision de=com|
LDAP Filter: | {objertClass=")

LOAR Refresh: 1 minute

{ Save Changes }-{ Cancel Changes }{C» Refresh }{ Copy }

LOAP Fiiter
Enter the search filter used to query your LDAP server

T | ifnSize” Evnrece 290"

Note: You can perform this configuration via iVIEW Network Manager by entering the LDAP settings in
Setting > Endpoint Management > Lifesize > Corporate Directory.

For Polycom endpoints, apply these settings (Figure 3-23 on page 68):
® Server Address: set to the iVIEW Management Suite server address.

® Server Port: It must be the same as the settings of iVIEW Management Suite. For example:
389.

® Group Name: Define a group name.

® Base DN (Distinguished Name): The data input in one of the fields is the suffix of the LDAP
Distinguished Name of an entry supplied by the LDAP service. Polycom must use the ou=users
because Polycom endpoints access via the users to reach the endpoints.

For example:

- IfiVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as None,
in Polycom the Base DN should be: ou=users.

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as
mycompany for the Organization Name, in Polycom the Base DN should be
ou=users,o=mycompany.

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as
mycompany.com for the Domain Name, in Polycom the Base DN should be:
ou=users,dc=mycompany,dc=com.

® Authentication Type: Define it as Basic.
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Bind DN (Distinguished Name): Set it to iVIEW Management Suite’s username.

® Change Password: set to your user’s password.

Figure 3-23 Polycom Endpoint Settings

p General Settngs Directory Servers Update
F Nebwirk Polycom GDS: r
Montors
Cameras LDAF: 3
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Management Servers Authentication Type: BASIC =
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- Use SSL (Secure Socket Layer): r
Ageount Vahdation ) ! —
My Information Bind DM (Distinguishad Name): i
Change Password F
} Tools
Mew Passward: quun-
Confirm Password: IIIIII e

For Tandberg endpoints, apply these settings (Figure 3-24 on page 69):

IP address/DNS: Set this field to the iVIEW Management Suite’s address.
Username: Set this field to the iVIEW Management Suite’s user.
Password: Set to the user’s password.

LDAP Port Number: This must be the same as the settings for iVIEW Management Suite. For
example, 389.

LDAP Base: The data input in one of the field will be the suffix of the LDAP Distinguished
Name of an entry supplied by the LDAP service. Tandberg’s TMS searches terminals by
ou=terminals.

For example:

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as None,
in TMS the Base DN would be ou=terminals.

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as
mycompany for the Organization Name, on the TMS side the Base DN would be
ou=terminals,o=mycompany.

- If iVIEW Management Suite configured the LDAP Distinguished Name (DN) Suffix as:
mycompany.com, in the TMS the Base DN would be:
ou=terminals,dc=mycompany,dc=com.
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® Custom LDAP Filter: Enter the value (commUniqueld=*).
® Field to use for Display Name in TMS: Enter the value cn.

Figure 3-24 Tandberg Endpoint Settings

Configuration | View Contacls

LETALR BANAWIOIN TOr IMPOMaa Lontacts | Auto =]
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Search Scope |Rer,urs'r'.fe ‘_:J
Custom LDAP Filter (commUnigueid=")
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Save Test Connection Advanced Seitings | Cancel

Adding Endpoints in iVIEW Management Suite Manually
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Step 1
Step 2

You can manually add H.323 IP, SIP, SIDN/PSTN H.320, Dual H.320/H.323 endpoints to iVIEW
Management Suite. Endpoints must be added to both iVIEW Network Manager and iVIEW
Communications Manager.

Procedure

Log in to NMS.

Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.
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Step 3 Select the location in the network view at which you want to add the new element, and do one
of the following to create a new element profile:

« Select Add > New > New element.
« Select Add element J¥i.

Step 4 Select Endpoint from the element type list and enter the element name and the management IP
address.

Step 5 Select the Endpoint type and the Gatekeeper IP address to which the endpoint will be registered
to.

Step 6 (Optional) Select Set iVIEW-NMS as the default trap server to use the NMS as the SNMP trap
server for endpoint elements.

Step 7 Select OK to add the endpoint to NMS.

Step 8 Log in to iVIEW Communications Manager.

To add H.323 IP endpoints, see “Adding H.323 IP Endpoints” on page 70.
To add SIP IP endpoints, see Adding SIP IP Endpoints page 71.
To add ISDN/PSTN H.320 endpoints, see “Adding ISDN/PSTN H.320 Endpoints” on page 72.

To add mobile endpoints, see “Adding Mobile Endpoints” on page 73.
To add dual H.320/H.323 endpoints, see “Adding Dual H.320 and H.323 Endpoints” on page 73.

Adding H.323 IP Endpoints

Define all H.323 endpoints registered to gatekeepers that are configured in iVIEW
Communications Manager.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select Terminals.

Step 4 Select Add to create a new endpoint profile.

Step 5 (Optional) Select Selected Users to associate this endpoint as the default endpoint for selected
users defined in iVIEW Communications Manager.

Step 6 Select OK to apply your selections and to close the Select Users window.

Step 7 (Optional) Enter any description text that you may have for this endpoint in the Description field.

Step 8 Select IP(H.323) from the Terminal Type list.

Step 9 Enter the E.164 IP phone number of the endpoint registered on the gatekeeper in the IP Phone

Number field as specified in the Registered to field.

If the endpoint is not registered to a gatekeeper, enter the IP address of the endpoint in the IP
Phone Number field.
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Step 10 Select the office or branch from the Location list, to which the endpoint will be part of.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.

Step 11 Define the default bandwidth for the endpoint by selecting bandwidth settings in the Video
Profile list. iVIEW Communications Manager uses the bandwidth number to reserve resources for
this endpoint.

Step 12 (Optional) Select an entry from the Meeting Room field to associate this endpoint with a meeting
room defined in iVIEW Management Suite.

Step 13 (Optional) Select Display in global address book.

Step 14 (Optional) Select VIP to indicate that this is an important endpoint whose video resolution should
not be scaled down to below HD quality even when the available effective bandwidth is less than
optimal.

This option is only available when the effective available bandwidth is above 1800 Kbps.
Step 15 Select OK to save your changes.

Adding SIP IP Endpoints

Define all SIP endpoints registered to gatekeepers that are configured in iVIEW Communications

Manager.
Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Resource Management in the sidebar menu.
Step 3 Select Terminals.
Step 4 Select Add to create a new endpoint profile.
Step 5 (Optional) Select Default Users to associate this endpoint as the default endpoint for selected
users defined in iVIEW Communications Manager.
Step 6 Select OK to apply your selections and to close the Select Users window.
Step 7 (Optional) Enter any description text that you may have for this endpoint in the Description field.
Step 8 Select IP(SIP) from the Terminal Type list.
Step 9 Define the endpoint name or endpoint number in the SIP URI field, followed by the SIP server

domain name and a suffix derived from the domain name of the SIP server.
For example, <terminal name>@<SIP server domain name> or “user@domain_name.com”.

Step 10 Define the default bandwidth for the endpoint by selecting bandwidth settings in the Video
Profile list. iVIEW Communications Manager uses the bandwidth number to reserve resources for
this endpoint.

Step 11 Select a topology setting from the Location list.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.

Step 12 (Optional) Select Display in global address book.
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Step 13 (Optional) Select VIP to indicate that this is an important endpoint whose video resolution should
not be scaled down to below HD quality even when the available effective bandwidth is less than
optimal.

This option is only available when the effective available bandwidth is above 1800 Kbps.
Step 14 Select OK to save your changes.

Adding ISDN/PSTN H.320 Endpoints

Define all H.320 endpoints that you want iVIEW Communications Manager to automatically invite
to a meeting and manage their availability.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select Terminals.

Step 4 Select Add to create a new endpoint profile.

Step 5 (Optional) Select Default Users to associate this endpoint as the default endpoint for selected
users defined in iVIEW Communications Manager.

Step 6 Select OK to apply your selections and to close the Select Users window.

Step 7 (Optional) Enter any description text that you may have for this endpoint in the Description field.

Step 8 Select ISDN/PSDN(H.320) from the Terminal Type list.

Step 9 Define the default bandwidth for the endpoint in the Bandwidth field. iVIEW Communications

Manager uses the bandwidth number to reserve resources for this endpoint.
Step 10 Select Restricted Mode for a PSTN/ISDN network working in restricted mode.
Step 11 Enter the phone number of the terminal in the Country Code, Area Code and Number fields.

If you do not specify this information, iVIEW Communications Manager cannot find the optimal
gateway for the endpoint when scheduling a conference.

Step 12 (Optional) Select Display in global address book.
Step 13 Select OK to save your changes.
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Adding Mobile Endpoints

Define all mobile terminals that you want iVIEW Communications Manager to automatically invite
to a meeting and manage their availability.

Procedure

Step 1 Log in iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select Terminals.

Step 4 Select Add to create a new terminal profile.

Step 5 (Optional) Select Default Users to associate this terminal as the default terminal for selected
users defined in iVIEW Communications Manager.

Step 6 Select OK to apply your selections and to close the Select Users window.

Step 7 (Optional) Enter any description text that you may have for this terminal in the Description field.

Step 8 Select Mobile from the Terminal Type list.

Step 9 Define the default bandwidth for the terminal in the Bandwidth field. iVIEW Communications

Manager uses the bandwidth number to reserve resources for this terminal.
Step 10 Enter the phone number of the terminal in the Country Code, Area Code and Number fields.

If you do not specify this information, iVIEW Communications Manager cannot find the optimal
gateway for the terminal when scheduling a conference.

Step 11 Select 3G for 3G terminals.

Step 12 (Optional) Select Display in global address book.
Step 13 Select OK to save your changes.

Adding Dual H.320 and H.323 Endpoints

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select Terminals.

Step 4 Select Add to create a new endpoint profile.

Step 5 (Optional) Select Default Users to associate this endpoint as the default endpoint for selected
users defined in iVIEW Communications Manager.

Step 6 Select OK to apply your selections and to close the Select Users window.

Step 7 (Optional) Enter any description text that you may have for this endpoint in the Description field.

Step 8 Select Dual (H.320 and H.323) from the Terminal Type list.
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Step 9

Step 10

Step 11
Step 12

Step 13

Step 14

Step 15

Step 16
Step 17

Enter the E.164 IP phone number of the endpoint registered on the gatekeeper in the IP Phone
Number field as specified in the Registered to field.

If the endpoint is not registered to a gatekeeper, enter the IP address of the endpoint in the IP
Phone Number field.

Define the default bandwidth for the endpoint in the IP Bandwidth and ISDN Bandwidth fields.
iIVIEW Communications Manager uses the bandwidth number to reserve resources for this
endpoint.

Select a topology setting from the Location list.

The Location field is visible only when the IP Topology tab is activated in the iVIEW Management
Suite Configuration Tool under System Configuration > Ul Settings.

Select Restricted Mode for a PSTN/ISDN network working in restricted mode.

Select one of the following resolutions for video displayed on this endpoint in the Video Profile
list:

« Auto (According to BW): If there is enough bandwidth available, video is displayed in the
highest resolution the endpoint is capable of.

« Standard Definition: Video is displayed in a resolution of 352p.

Enter the phone number of the ISDN endpoint in the Country Code, Area Code and Number
fields.

If you do not specify this information, iVIEW Communications Manager cannot find the optimal
gateway for the endpoint when scheduling a conference.

(Optional) Select Display in global address book.

(Optional) Select VIP to provide enhanced quality video to this endpoint.
Select OK to save your changes.
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Setting the Managed Status of Endpoints
|

You can configure iVIEW Management Suite to manage all endpoints registered to a gatekeeper,
or, you can manually set endpoints to be managed by iVIEW Management Suite. Managed
endpoints communicate with iVIEW Management Suite to provide events and alarms management.

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select Settings.

Step 3 Select Endpoint Management.

Step 4 Select the endpoint type from the list, and select Access.

Step 5 Enter a username and password, and check the Automatically manage EPs which are registered
to a managed GK.

Step 6 To manually set the status of an endpoint to managed, select the Network Tree in the sidebar
menu.

Step 7 Click Endpoints.

Step 8 Right-click the endpoint you require in the Endpoints tab.

Step 9 Select Manage.

Removing Endpoints

Endpoints should be removed from the iVIEW Network Manager only. In iVIEW Communications
Manager, endpoints are downloaded from the gatekeeper, or, when your organization
synchronizes with an LDAP server, endpoints are downloaded from the LDAP server, therefore,
endpoints should be removed from the gatekeeper itself or from the LDAP server.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Open the network tree from the sidebar.
Step 3 Select Endpoints.
Step 4 Select the endpoint entry you want to delete.
Step 5 Select the Delete icon m and then Yes.

The endpoint profile is deleted from the scheduler and information about the endpoint is removed
from the database.
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Searching for an Endpoint

You can search for a specific endpoint and modify some settings, such as maximum bandwidth,
video profile, location, etc.

Procedure
Step 1 Log in to iCM.
Step 2 Select Resource Management in the sidebar menu.
Step 3 Select Terminals.
Step 4 Enter the partial or complete name of the terminal in the Name field, or enter the partial or

complete IP or ISDN phone number of the meeting room in the Dialing Info field.
The ISDN phone number of the terminal should not include dashes or spaces.

The ISDN phone number can only be used when you select ISDN/PSTN(H.320) or Dual(H.320 and
H.323) in the Terminal Type field.

Both IP and ISDN numbers are displayed if the terminal is configured as a dual terminal.

Step 5 (Optional) Select Display All to include in the terminals displayed in the list all the terminals that
are currently in the global address book.

Terminals in the global address book are indicted by a book icon after the terminal name.

Step 6 (Optional) Select Conceal All to remove from the terminals displayed in the list all the terminals
that are currently in the global address book.

Terminals in the global address book are indicted by a book icon after the terminal name.

Step 7 Select Search.
Search results are listed.
Step 8 To return to the complete list of meeting rooms, clear the Name and Dialing Info fields, and then

select Search.

Managing Endpoints Configuration Upload History

This section applies to Polycom, Tandberg, SCOPIA VC240, SCOPIA XT Series and Sony endpoints
only. You can view, upload or remove entries from the upload log.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Click Settings in the sidebar menu.
Step 3 Click Endpoint Management.
Step 4 Click Upload Log.
Step 5 Select the type of endpoint you require in the Endpoint type field.

The Upload Log tab displays the history of all your attempts to upload a software upgrade file,
and shows all scheduled future upload attempts.
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Adding a Lync Server or OCS Profile in iIVIEW Management Suite

Microsoft’s Lync Server and OCS Server are SIP devices. iVIEW Management Suite includes an
embedded SIP Back-to-Back User Agent (B2BUA) component for managing SIP traffic to network
devices (such as to MCUs) which are managed by iVIEW Communications Manager.

You can view the connection status between iVIEW Management Suite and your Lync Server or
OCS by navigating to the Gatekeeper/SIP server/Presence server tab, located in Resource
Management.

To enable iVIEW Management Suite to operate with SIP endpoints, configure iVIEW
Communications Manager with an external SIP server to which SIP endpoints are registered.

iIVIEW Communications Manager is interoperable with these external SIP servers:
® Microsoft Lync Server 2010
® Microsoft Office Communications Server 2007 R2
® Microsoft Lync Server 2010 Hosting Pack
® Broadsoft IPCentrix

Procedure
Step 1 Log into the iVIEW Communications Manager.
Step 2 Select Resource Management in the sidebar.
Step 3 Select Gatekeeper/SIP server/Presence server.

The Gatekeeper/SIP server/Presence server tab opens.

Step 4 Select Add to create a new SIP server profile.
The New Gatekeeper/SIP server/Presence server window opens.
Step 5 Configure these settings:
Field Description
Name Enter the name of the server. We recommend that you use the IP
address as the name unless the selected model is a Microsoft
LYNC/OCSR2 server; in this case, used the server FQDN as the
name.
Model Select the relevant model of the SIP server depending on your
deployment. If you select Other, select SIP in the Protocol list.
FQDN If you select Microsoft LYNC/OCSR2 in the Model list, enter the Lync
Server or OCS FQDN which iVIEW Communications Manager can
resolve. Depending on the deployment, you might need to enter the
FQDN of the Director Server. See from Step 8 to configure support
of the Director Server.
Transport Type Set this value to TCP or TLS.
Port Enter a value for port. The default value is 5060 for a TCP port and

5061 for a TLS port.
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Field Description

Protocol Select SIP from the list if you selected Other from the Model list.

Location In distributed deployments select the office or branch to which the
SIP server is registered. Each office or branch can have only one SIP
server.

SIP Domain Enter the Lync Server’s default SIP domain.

Figure 3-25 Configuring settings for the Lync Server or OCS

General

Name:

FQDN: - Port: 5060 Transport Type: TCP -
Model: Protocol: sIP

Location: QA -

SIP Domain:

UDP

Refresh Rate (Seconds): 3600

TCP

The system will automatically register with OCS virtual meeting rooms,meeting room terminals and personal terminal according to the configuration in the directory settings. If you wish to modify
those settings click here to modify it.

Step 6 (Optional) Enter the name of a preferred and an alternative DNS server in the relevant fields.

Step 7 Select OK to save your changes.

Step 8 If you need to configure support for the Director Server per your deployment requirements, stop
the iVIEW Management Suite service and the iVIEW Management Suite SIP service.

Step 9 Navigate to C:\Program Files\RADVISION\iVIEW Suite\iCM\jboss\bin.

Step 10 Open the vcs-core.properties file in a text editor.

Step 11 Verify that the parameter vnex.vcms.core.ucgw.check.viaHeaders; is set to true.

Step 12 Save and close the file.

Step 13 Restart the iVIEW Management Suite and iVIEW Management Suite SIP services.
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Enabling Remote Access to GUI of Video Network Devices

Only administrators can configure remote access parameters.

You can configure default information for all devices of a specific type, and, you can define
remote access information for a specific device. When configuring remote access for a specific
device, these information overrides the default parameters configured for all devices of this type.

This section explains how to configure remote access information for network devices configured
in the network.

® Configuring Remote Access to Network Devices and Endpoints ............c.coee.... page 79
® Configuring Remote Access to GUI of SCOPIA PathFinder ..........c.ccceviieeviinenn... page 80
® Defining Specific Information for Remote Access of Network Devices ................ page 81

Configuring Remote Access to Network Devices and Endpoints

Default access settings allow connection to a network device (or a network endpoint) for
monitoring and configuration without having to first go through the login window for that device
or endpoint.

Note: You can override default access settings by defining specific access information for network
devices. See “Defining Specific Information for Remote Access of Network Devices” on page 81 for
details.

Procedure

Step 1 Log in to NMS.
Step 2 Select Settings in the sidebar menu.

Step 3 Select Element Management (for managing elements) or Endpoint Management (for managing
endpoints).

Figure 3-26 Element Management

Users | Alert Recipients | Traps | Alarms || Metwork Subsets Logging| E|Em9ntManagem9nt|Endp0intManagement Auto-detect || Cisco 105 H.323 GE

Access | Software Upgrade Files | Upload Log

Element type:

SHMP read community: I:I
SNMP write community I:I
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Step 4 For element management, select the Access tab.
-or-
For endpoint management select Endpoint Type.
Step 5 For element management, select an Element Type.
-or-
For endpoint management, select the Access tab.

Step 6 Define SNMP read and write communities, user name and password, HTTP communication port
and Telnet password in the relevant fields.

The SNMP option is not available for endpoint.
The HTTP option is not available for endpoint elements.

SNMP community and Telnet information must match the settings defined in the selected element
to enable SCOPIA iVIEW Network Manager to retrieve information from the element.
Step 7 Select Upload to save the information to the SCOPIA iVIEW Network Manager database.

Configuring Remote Access to GUI of SCOPIA PathFinder

Default access settings allow connecting to a SCOPIA PathFinder Server for monitoring and
configuration without having to first go through the login window.

Procedure
Step 1 Log in to NMS.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the required SCOPIA PathFinder Server element.
Step 4 Select Access.
Step 5 Enter a collaborator user name and password in the relevant fields.

This is the user account with which iVIEW Network Manager connects to the SCOPIA PathFinder
Server. It should match the account details of a user defined on the SCOPIA PathFinder Server
with the collaborator user type.

Default values are Collab and balloC respectively.
Step 6 Enter an SFTP user name and password in the relevant fields.

This is the user account with which iVIEW Network Manager connects to the SCOPIA PathFinder
Server to download logs.

Default values are uadmin and admin respectively.
Step 7 Enter the SFTP port number.
The default value is 22.
Step 8 Enter an HTTP user name and password in the relevant fields.

This is the user account with which iVIEW Network Manager accesses the SCOPIA PathFinder
Server web user interface.

Default values are admin and admin respectively.
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Step 9

Step 10

Step 11

Enter the web server service port number of the SCOPIA PathFinder Server in the HTTP Port field.
The default value is 8080.
Enter an SSH user name and password in the relevant fields.

This is the user account with which iVIEW Network Manager connects to the SCOPIA PathFinder
Server platform.

Default values are admin and admin respectively.
Select Upload to save the information to the SCOPIA iVIEW Network Manager database.

Defining Specific Information for Remote Access of Network Devices

Step 1
Step 2
Step 3
Step 4

You can define specific access information for network devices. Once these information is
defined, all default settings are override with these new settings.

Procedure

Log in to NMS.
Select Network Tree in the sidebar menu.
Select the required network device in the network tree.

Select Access.

Figure 3-27 Configuring network device remote access

i Refresh

Monitor Alarms Events Calls Zonfigure Services Global Services
Parent Children Meighbors Subzones Bandwidth Logs Log Access | Access

SMIMP read community: |:|
SMMP wirite cammunity |:|
Iser name: |:|
Password: |:|
HTTF part: |:|
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Step 5 Select Use default to use the default access settings for the device type.
When deselected, all other parameters are enabled.

Availability of the following access configuration parameters depends on the device type
selected.

Step 6 Configure the following parameters:
« SNMP read community
+  SNMP write community
+ User name
- Password

+ HTTP port
SNMP community information must match the settings defined in the selected device to enable
SCOPIA iVIEW Network Manager to connect with the device.

Planning and Configuring Telepresence in iVIEW Management Suite

With the new Telepresence Interoperability support, iVIEW Management Suite can establish
connections with third party telepresence systems from Cisco, Logitech/LifeSize, Polycom and
Tandberg, allowing telepresence users to view all meeting participants in a mulit-party call,
including those on traditional videoconferencing systems or telepresence systems from other
vendors.

The concepts described in the following sections relate to the different telepresence endpoints
as a single unified endpoint.

® Understanding Telepresence SYStemMS ... oo e eeaees page 82
® Managing Telepresence in iVIEW Management SUite .........ccooiieiiiiiiiiiieninannn.. page 83
® Configuring Telepresence ENAPOINtS ........eei i e aes page 83
® Calculating Resources for TelepreSenCe. ... .o.vve i page 85
® Scheduling Telepresence SYStEMS ... ... it eaaes page 85

Understanding Telepresence Systems

The SCOPIA MCU and iVIEW Management Suite support the following telepresence (TP)
systemsiVIEW Management Suite:

® SCOPIA XT Telepresence
® Polycom ATX 300

® Polycom RPX 200

® Polycom RPX 400

® Polycom TPX HD 306

® Tandberg T3

® LifeSize Conference
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® Cisco Telepresence
® Generic (other telepresence endpoints that have 3 screens)

iVIEW Management Suite does not require any specific license for supporting telepresence but is
aware of the SCOPIA MCU telepresence license in order to deliver warning messages to
administrators and for display purposes.

The MCU Resource Tab displays a small telepresence icon near the MCU which are licensed for
telepresence support.

Managing Telepresence in iVIEW Management Suite

Telepresence is managed by iVIEW Management Suite according to the network deployment:

® |n mixed deployments with both telepresence enabled MCUs and telepresence disabled MCUs,
iVIEW Management Suite chooses the MCU host according to the end point specifications.

® |n centralized deployments with telepresence Meetings, iVIEW Management Suite will choose
a telepresence enabled MCU. For centralized deployments with Non telepresence Meetings,
iVIEW Management Suite gives preference to a MCU with no telepresence support. If there are
no resources on the non telepresence MCU, it will use a telepresence enabled MCU.

® |n distributed deployments with telepresence Meetings, iVIEW Management Suite chooses a
telepresence enabled MCU according to the best location. For distributed deployments in non
telepresence Meetings, iVIEW Management Suite chooses the best MCU according to location
even if the MCU is telepresence enabled; Location has higher priority than telepresence
preference.

Configuring Telepresence Endpoints

Endpoints can be manually configured to support telepresence or, when using an LDAP server,
endpoints can be pre-configured in the LDAP server to support telepresence.

Endpoints that support telepresence are displayed in the Terminal tab with a telepresence icon
D.

When configuring telepresence, note the following restrictions and guidelines:
® Telepresence will be supported only for IP endpoints.
® Telepresence will be supported only for a bandwidth which is higher than 768Kbps.
® Video profiles will be grayed out and set to auto.

® Personal Terminal support - The telepresence endpoint will not be associated with any
specific user. The Choose Participant option will be hidden.

® The administrator will not be able to associate the telepresence endpoint with a specific user.

® Administrators will not be able to change a defined endpoint into a telepresence endpoint,
and vice versa. To do so, you must delete and redefine the endpoints again.

® The VIP option will unchecked and grayed out for any telepresence endpoints.
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Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

Step 9
Step 10
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@ |f there is a collision with another defined endpoint, the system will pop up the appropriate
error message.

® The telepresence will always be connected to the Master conference since we can only send
a single video steam from the master to the slave.

Procedure

Log in to iCM.

Select Resource Management in the sidebar menu.
Select Terminals.

Select Add.

Figure 3-28 Telepresence Configuration Screen

tame: |

Terminal Type: PiM 223 vl ¥ Telepresence System | SCOPIA XT Telepresence ¥
EAG41P Address: | | |
To: = |
Location: A-RCD =l
Bandwidth: 763 'l “Hbps
Video Profile: 3 B x I
" Meeting Notification E- [ e

mail
[¥ Displayed in corporate address book

F vie

Insert a Name and Description (optional).

Select the type of endpoint from the Terminal Type list.

Select the Telepresence System check box.

Select the telepresence system from the Telepresence System list.

Note: If your telepresence endpoint is not listed and has three screens, select Generic.

Enter up to four E.164 phone numbers or IP addresses, depending on the system.
Select the gatekeeper the telepresence endpoint is registered to in the Registered to field.
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Step 11 Select the office or branch from the Location list, to which the endpoint will be part of.

The Location field is visible only when the IP Topology tab is activated in the iVIEW
Communications Manager Configuration Tool under System Configuration > Ul Settings.

Step 12 Define the default bandwidth for the endpoint in the Bandwidth field. iCM uses the bandwidth
number to reserve resources for this endpoint.

Step 13 (Optional) To send a telepresence system user an email when the telepresence endpoint joins,
leaves, or is disconnected from a meeting, select Meeting Notification E-mail, and then browse
to the email text you would like to use.

Step 14 (Optional) Select Display in corporate address book. The telepresence endpoint will be
represented in the address book as a single endpoint. The number which the system displays will
be the number assigned to the primary endpoint. This relates to all the interfaces including:

« IVIEW Management Suite
« SCOPIA Desktop

« Lotus Notes Plug-in

» Outlook Plug-in

» Room Systems via H.350

Step 15 Select OK.
Once configured, the Terminal Resource tab displays a small icon @ near the endpoint name,
indicating that the endpoint is a telepresence system, as well as dialing info numbers with
relevant prefixes.

Calculating Resources for Telepresence

Resources are calculated according to the number of supported screens.

For example: For scheduled telepresence endpoints which have two screens, iVIEW Management
Suite calculates 2 HD ports. For scheduled telepresence end points which have four screens, iVIEW
Management Suite calculates 4 HD ports.

If a telepresence system is dialing into the system (which can be done from each one of the
pre-configured numbers), iVIEW Management Suite attempts to allocate the total number of ports
on the master conference, and if managed to do so, it will authorize to connect the call.

Scheduling Telepresence Systems

When scheduling a telepresence system, the following restrictions apply:
® Enabled telepresence MCU must be selected.
® Telepresence must be scheduled to the master conference.

® Pre-positioning the telepresence endpoint in a specific sub frame will not be supported for
the telepresence endpoint.
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Configuring IVIEW Management Suite redundancy

The iVIEW Management Suite redundant solution is based on two iVIEW Management Suite servers
which act as a master/slave hot swap mechanism. The redundant solution supports an internal
gatekeeper and an internal database.

® Configuring Redundancy MOGE ........oueeiii e page 86
® Monitoring RedundanCy StatUS .......couieeei e e e ae e page 90
® Disabling Redundancy MOE ........coineiiii i eeaes page 90

Configuring Redundancy Mode

Before You Begin

® For an existing redundant deployment, verify that iVIEW Management Suite is installed on an
additional server.

® For a new redundant deployment, verify that iVIEW Management Suite products are installed
on two separate servers.

® Verify that two Microsoft SQL databases are installed and configured to work in the Mirror
failover mode.

® For servers running Windows Server 2008, install WinPcap version 4.1.2 to enable the network
switch update its cache when a failover occurs. To download, see
http://www.winpcap.org/install/default.htm.

® Decide which iVIEW Management Suite server will act as a master in the deployment.

Procedure

Step 1 On the iVIEW Management Suite server designated to be a master select Start > Programs >
RADVISION iVIEW Management Suite > Launch Redundant iVIEW Management Suite
Configuration Tool.

The redundancy tool starts.

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Defining your Video Network Devices | 86



Step 2 Select Master, and then select Next.

Figure 3-29 Selecting the master server

Hﬂrdundm! WIEW Configuration.

Redundant MIEW Configuration.

You are about to begin the configuration process of a redundant VIEW server.

Please select the role of this senver during the configuration process.
= Master

Slave

|T|‘|E' master is the source of the database and configuration fles that will be replicated 1o the slave

Back Finish _Qam;el

If the iIVIEW Management Suite server uses an internal database, the following window is
displayed. Enter the settings for this server and the remote server. If the MS SQL Database is used,
proceed to the next step. specify the database-related settings. Select Next.

Step 3

Figure 3-30 Configuring local and remote servers

H Redundant iVIEW Configuration.

Redundant IVIEW configuration

Common Configuration

Public Server IP Address [192.163.227.105
Probe IP Address 192.168.227.254

Local & Rermote WIEW Configuration

Nathve IP Address of this Server .152.169.22?.1?1 -
Nathne P Address of the Peer Server 192168227 170
Heart Beat Port on the Local and Peer Servers 7800
Hetwork Mask
< Back ' Hext = Finish || Cancel
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Step 4 If the MS SQL Database is used, specify the database-related settings. Select Next.

Figure 3-31 Configuring local, remote and SQL servers

B e dundant VIEW Configuration.

Redunsdant MEW configuration

Common Configuration

Public Server IP Address (152 168 227158
Probea IP Address 182.168.227.254

Local & Femobe IWVIEW Condiguration

Hathne P Kddress of this Senaer -19?.132_??1'.1{5 -
Hative I* Address of the Peer Server 192168, 227107

Heart Beat Port on the Local and Peer Servers 7200

Hatwork Mask

M5 S0OL Serwer Configuration

Database Name lem_core_dba00d
Primary Database Address (192 168 227 215
Blirror Database Address | 192168 227 216
Port 1433
l < Back Hexd > Finast | Cancil
Step 5 Select Next to start the configuration. At this stage the iVIEW service is stopped.

The configuration process on this service is paused until you run the redundancy tool on the other
iVIEW Management Suite server.

Step 6 On the other iIVIEW Management Suite server select Start > Programs > iVIEW Management Suite
> Redundant iVIEW Management Suite Configuration.

The redundancy tool starts.
Step 7 Select Slave, and then select Next.
Step 8 Select Next to start the configuration. At this stage the iVIEW service is stopped.

The redundancy tool on the master server communicates with the redundancy tool on the slave
server and configures redundancy. Status of the configuration is displayed on both master and
slave servers.
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Figure 3-32 Configuration status on the master server
! Redundant iYIEVW Configuration.

Symchronization

Please initiate the same configuration process on the redundant server.

Once both servers are well BIJI'TrIEIUiE-H. the systemn will autormatically synchronize all relevant information
betaeen the two seners

Once the synchronization has been complated you will gel a success message on both samvers

Status

Symchronizing the database files. it may take a few minutes.
17%

< Back MNext Finish | Cancel

Figure 3-33 Configuration status on the slave server

A redundant iVIEW Configuration.

Synchronization

Cormmon Configuration

Public Server IP Address 192168227105
Probe IP Address 192.168.227.254

Local & Remaote IVIEW Configuration

Hative IP Address of this Server 192 168 227170

Mative IP Address of the Peer Server 192168227171

Heart Beat Port on the Local and Peer Servers 7200

Network Mask 255.255,255.0
Status

Symchronizing the database files. i may take a few minutes.
| 17%

- Back Hext = Cancel

When the configuration is completed successfully the success message is displayed.
Step 9 In the redundancy tool window on the master iVIEW Management Suite server, select Finish.
Step 10 In the redundancy tool window on the slave iVIEW Management Suite server, select Finish.

Note: When a standalone iVIEW Management Suite deployment is being converted to a

redundant deployment, the recommended approach is use the old IP address of the
standalone iVIEW Management Suite as public IP address.

The redundant iVIEW Management Suite deployment needs three IP addresses. Two are
private IP address for master and slave, and the third is a public IP address. For instance,
for a standalone iVIEW Management Suite deployment with an IP address of 192.168.1.1,
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the iVIEW Management Suite has run for a few days and has some data. When you want
to upgrade it to a redundant deployment, you need to get two additional IP addresses,
e.g. 192.168.1.2 and 192.168.1.3.

The recommended solution is to configure the old iVIEW as master, assign one new IP
address to it as private IP (for example 192.168.1.2). Then, install another new iVIEW
Management Suite server as a slave with IP 192.168.1.3, and configure the 192.168.1.1
as a public IP. The advantage is that the IP address is not changed from the point of view
of other components, which would otherwise need to be re-configured.

Monitoring Redundancy Status

Once the redundancy mode is configured, you can view the redundancy real-time status at any
time by clicking the redundant deployment icon on the toolbar .

You can view the following information:
® Virtual IP: The virtual IP of the active iVIEW Management Suite server.

® Probe IP: The IP address of a router or other device that the iVIEW Management Suite server
contacts to check network connectivity.

® Master Server Native IP: The static IP address of the original Master iVIEW Management Suite
server.

® Slave Server Native IP: The static IP address of the original Slave iVIEW Management Suite
server.

® | ast Hot Swap: The time and date of the last repair or replacement of a system component
that occurred on the iVIEW Management Suite sever, without shutting down the server.

® Slave Server Status: The status of the Slave iVIEW Management Suite server.

® Database Status: The database replication status between the master and slave servers. An
error indicates that the master and slave databases are out of sync.

Note: System administrators receive email alerts when the CPU on the active iVIEW Management Suite
server reaches 100%, and when a switch occurs between the master and slave servers.

Disabling Redundancy Mode
i

When disabling the redundancy mode, you have to disable both the master and the slave server.

Procedure

Step 1 On the master iVIEW Management Suite server select Start > Programs > iVIEW Management
Suite > Redundant iVIEW Management Suite Configuration.

The redundancy tool starts.
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Step 2 Select Yes, and then select Next.
The configuration process starts. The system informs you when the redundancy mode has been
disabled.

Step 3 Select Finish.

Step 4 Repeat this procedure on the slave iVIEW Management Suite server.
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L! RADVISION® SCOPIA

Delivering the Visual Experience ®

Defining and Managing Video Users

Users profiles and user groups can be defined within iVIEW Management Suite, or sourced directly
from the organization’s external users directory, interfacing with Microsoft’s Active Directory or
IBM’s Domino. When an external directory is used, the connection between iVIEW Management
Suite and the LDAP server must be configured.

This section explains how service providers create organizations, and how administrators add and
manage users within iVIEW Management Suite.

® Adding Organization Profiles to iVIEW Management Suite .............cccoeevinnnn... page 92
©® Managing VIO USEIS . ... ueeiee ettt ettt e e e e e e e e e e anneeans page 99
® Managing Virtual ROOMS. . ... ..ttt e e e e e eaneeaneens page 108
® MaNAGING USEE GIOUPDS ..« et eeeeeeee e eaeee e e et e e e e e e e e e e e e e e e e n e e e e neeenens page 114
® Limiting User Access to Types Of MEetingsS .....ueeveeeiei i eeaeens page 116
® Managing Your Own User Profile. . ......ccoviori i eeaeen page 122
® Configuring Corporate Address BOOKS. ........oveeiiie i eeeee e page 126

Adding Organization Profiles to iVIEW Management Suite

This section is for service providers only.

An organization is a company, an enterprise or an individual that is registered with a service
provider for video meeting services.

Before you create organizations, make sure you have defined meeting types. See “Modifying
Meeting Types” on page 120. Once meeting types are defined, you can assign meeting type groups
to the organization. MCUs are responsible for providing meeting types, as services, to iVIEW
Management Suite. When an organization is defined with a meeting type group, MCUs that provide
these meeting types are assigned to the organization.

When an organization profile is created, iVIEW Management Suite automatically creates the first
user as the organization administrator, with permission to log in and provision other users. This
organization administrator cannot be deleted from the iVIEW Management Suite.

® Creating a New Organization.........voeeroi et e e e e aneeeans page 93
® Limiting Organization Access to Different Meeting TYPeS.....voeeeveieeriaeernieannnsn. page 94
® Defining Organization AdmINISTrators. .......cve i eeeeeee page 95
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® |imiting the Number of Concurrent Calls per Organization.............cc.ccoeeeiiana. page 95
® |imiting the Number of SCOPIA Desktop Pro and SCOPIA Mobile Licenses............ page 97
® Dedicating the SCOPIA Video Gateway to an Organization..........cccccveeevieeinen... page 97
® Removing Inactive Organization Profiles ...........ccoiiiiiiiiiii e page 97
® Generating an Organization REPOIt ... i e page 98
® Branding the User INterface ........cooeiiiiiiii i e page 99

Creating a New Organization

Organizations are registered with a service provider for videoconferencing services.
Once the videoconferencing network is defined, service providers can define organizations.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Organization Management in the sidebar menu.
Step 3 Select Active.
Step 4 Select Add.
Step 5 Enter the name of the organization in the Organization Name field.

Users in the organization use this name to access the SCOPIA iVIEW Communications Manager web
user interface.

Step 6 Enter address information for the organization in the relevant fields.
Step 7 Enter the alias of the organization in the Alias field.

The alias is a single word, used as part of the URL of a SCOPIA Desktop virtual room in an
organization. For example, http://service_provider.com/:port/scopia/mt/organization_alias.
This appears as part of the URL in a SCOPIA Desktop meeting invitation.

The alias can also be used as an H.323 organization alias when dialing endpoints across different
organizations. For example, stephen@orgname.

Step 8 Enter contact information for the organization in the relevant fields.
The telephone number appears in the Active and Inactive tabs.

Step 9 Select Integration with Directory Server for adding or configuring organizations. Enabling this
checkbox is required for a Hosting Pack deployment and optional for any other multi-tenant
deployment.

Step 10 Select OK to save your changes.
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Limiting Organization Access to Different Meeting Types

MCUs are assigned to organizations through meeting type groups. This procedure is divided in
three steps that should be performed in the below order:
1. Assign meeting types (MCU services) to specific MCU.

Meeting types can be defined directly in the MCU or via iVIEW Management Suite. For details,
see “Modifying Meeting Types” on page 120.

2. Define a group of multiple meeting types that fit the profile of different types of
organizations.

For example, organizations that pay different rates for low bandwidth and high bandwidth
calls will be assigned different meeting groups, one that covers low bandwidth services and
the other which includes all services. Each meeting type group uses services from specific
MCUs.

3. Assign a meeting type group to an organization.

This section explains how to create meeting type groups and how to assign a meeting type group
to an organization.
Before You Begin

Make sure meeting types are configured and up-to-date in iVIEW Management Suite and in the
relevant MCUs.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Select Meeting Type Groups.
Step 4 Select Add to create a new meeting type group.
Step 5 Enter a name and, optionally, a description of the group in the appropriate fields.
Step 6 Use the arrows to select the meeting types included in this group.
Step 7 Select Organization Management in the sidebar menu.
Step 8 Select Active.
Step 9 Select Add to add a new organization or select the organization link to edit organization details.

Step 10 Locate the Meeting Type Groups field.
Step 11 Select the Select Groups to view a list of available meeting type groups.

Step 12 Use the arrows in the Select Groups window to select meeting type groups to be assigned to the
organization.

By default, all users in an organization have access to all meeting types assigned to the
organization.
Step 13 Select OK to save your changes.
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Defining Organization Administrators

Once the organization is defined by the service provider, the organization administrator is
automatically created. Service providers then create the login ID, password and email address for

this user.
Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Organization Management in the sidebar menu.

Step 3 Select Active.

Step 4 Select Add.

Step 5 Locate the System Administrator Information section.

Step 6 Enter a login ID, password, and e-mail address for the system administrator of the organization in
the relevant fields.

Step 7 Select a user provisioning option for synchronizing information about users defined in an external
directory server.

Step 8 Select OK to save your changes.

Limiting the Number of Concurrent Calls per Organization

This procedure defines the maximum number of concurrent calls that can be scheduled on MCUs
and gateways for an organization.

In a multi-tenant deployment, the SCOPIA Video Gateway can be used as a resource shared among
multiple organizations by limiting the number of simultaneous Lync calls hosted per organization
that is part of the deployment.

This configuration can be paired with assigning a SCOPIA Video Gateway to a particular
organization in a multi-tenant deployment. The feature is described in “Dedicating the SCOPIA
Video Gateway to an Organization” on page 97

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Organization Management in the sidebar menu.
Step 3 Select Active.
Step 4 Select Add.
Step 5 Check Limit Gateway Use to n Concurrent Calls, Limit MCU Use to n Concurrent Calls, or Limit

SCOPIA Video Gateway Use to n Concurrent Calls to define the maximum number of concurrent
gateway or MCU calls that can be scheduled for an organization.

During resource allocation, SCOPIA iVIEW Communications Manager checks if a newly scheduled
meeting exceeds the defined limit.
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Step 6 Check If Over Limit: Refuse to provide the user with a warning message if the meeting you are
scheduling causes the allowed number of concurrent calls over the gateway/MCU to be exceeded,
and to return the user to the scheduling interface.

If this option is not checked and the scheduled meeting causes the number of allowed concurrent
calls over the gateway/MCU to be exceeded, the extra terminals in the meeting are recorded in
the CDR.

Step 7 Select OK to save your changes.

Allowing Calls between Organizations

This section is intended for a service provider who uses the Microsoft Lync Server Multitenant
Hosting Pack.

An organization (or tenant) can allow its users to place calls to selected federated organizations,
to all the federated organizations, or to outside organizations.

Likewise, an organization can also prevent its users from placing such calls. For more information
on this type of configuration, see the Microsoft Lync Hosting Pack Deployment documentation.

Follow this procedure for allowing tenants to place calls.

Procedure
Step 1 On the Lync Server, select the Start button.
Step 2 Select Microsoft Lync Server 2010 > Lync Server Management Shell > Run as Administrator.

The Lync Server Management Shell window opens.

Step 3 Get the names and IDs of the federated organizations by entering this command:
Get-CsTenant | format-table name,tenantid

Step 4 If required, review the configuration of a particular organization by entering this command:
Get-CSTenantFederationConfiguration -Tenant [TenantiD]

Step 5 Add one or more domains to an organization’s call allow list by entering these commands:
$d1 = New-CSEdgeDomainPattern -Domain '‘vtenant3.com"
$d2

New-CSEdgeDomainPattern -Domain "‘vtenant4.com"

$a = New-CSEdgeAllowList -AllowedDomain @{replace=$d1,%d2}
Set-CSTenantFederationConfiguration -Tenant [TenantiD]-AllowedDomains $a
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Limiting the Number of SCOPIA Desktop Pro and SCOPIA Mobile Licenses
L

Administrators can limit the number of licenses for a specific organization that is part of a
multi-tenant deployment.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Organization Management in the sidebar menu.

Step 3 Select Active.

Step 4 Select Add.

Step 5 Enter the number of users to which you want to assign SCOPIA Desktop Pro or SCOPIA Mobile
licenses.

Step 6 Select OK to save your changes.

Dedicating the SCOPIA Video Gateway to an Organization
|

This configuration can be implemented in conjunction with the limitation of concurrent calls per
tenant as described in “Limiting the Number of Concurrent Calls per Organization™ on page 95.

Procedure

Step 1 In the iVIEW Management Suite server, stop the iVIEW Management Suite services and the iVIEW
Management Suite SIP service.

Step 2 Navigate to C:\Program Files\RADVISION\iVIEW Suite\iCM\jboss\bin.

Step 3 Open the vcs-core.properties file in a text editor.

Step 4 Verify that the parameter
com.visionnex.vcms.core.ucgw.schedule.rejectCal IWhenNoBestUCGW is set to
true.

Step 5 Save and close the file.

Step 6 Restart the iVIEW Management Suite and iVIEW Management Suite SIP services.

Removing Inactive Organization Profiles

Only inactive organizations can be removed from iVIEW Management Suite. Service providers can
delete organizations that are no longer registered with video conferencing services.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Organization Management in the sidebar menu.

Step 3 On the Active tab, select the check box beside the name of the organization profile you want to
deactivate.

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Defining and Managing Video Users | 97



Step 4 Select Deactivate.
A warning message appears, confirming if you want to deactivate the organization.
Step 5 (Optional) Select OK if you do want to proceed.

The organization is deactivated and appears on the Inactive tab. The organization profile is
maintained but the members of the organization cannot be used in the system unless they are

reactivated.

Step 6 On the Inactive tab, select the check box beside the name of the organization profile you want
to remove.

Step 7 Select Delete.

The organization profile is deleted from the scheduler and information about the organization is
removed from the database.

Generating an Organization Report

You can generate a report in .xls format, showing information about organizations. Once you have
saved the report, you can view it using Microsoft Excel.

The report contains the following information fields for each organization:
® QOrganization Name
® Alias
® Address 1
® Address 2
® City
® State
® Zip Code
® Country
® Telephone #
® Meeting Type Groups
® QOrganization Since

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Organization Management in the sidebar menu.
Step 3 Select Generate Reports on the Active tab.
Information about each organization is included in the report.
Step 4 Select Save to save the report.
Step 5 (B;IT():\I/(VSSZ \t/c()e the location at which you want to save the file, enter the file name and type, and then
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Branding the User Interface

Administrators can change the product logo that appears in the top left corner of the user

interface.
Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Organization Management in the sidebar menu.
Step 3 Select Active.
Step 4 Select Add.
Step 5 Check Allow Product Branding.

When checked

» The last product logo defined by the Organization Administrator appears in the user
interface for all organization users.

- The Branding tab appears in the Organization Settings section.
When unchecked

« The Branding tab does not appear in the Organization Settings section for the specified
organization.

« The product logo defined by the Service Provider Administrator appears in the top left
corner of the user interface for all organization users.

« The Organization Administrator cannot change the product logo display.

Unselected by default.

Note: Branding operations can also be performed via the iVIEW Management Suite Configuration
Tool.

Step 6 Select OK to save your changes.

Managing Video Users

You can download user profiles from an LDAP server, or you can manually add users to an iVIEW
Management Suite local directory.

® Managing Users from the LDAP SEIVEr .........oieiie i page 100
® Managing Users with a Local User DIreCtory ........ccvoeiieeiiiiiiiiiiiieeaeanen. page 105
® Defining SCOPIA Desktop User Authorization ............cceviiiiiiiiiiiiiiiie e, page 108
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Managing Users from the LDAP Server

iVIEW Management Suite integrates with Microsoft Active Directory and IBM Lotus Domino for easy
user provisioning. When your organization uses an LDAP server, each user defined in this directory
is downloaded to iVIEW Management Suite, along with all the information associated to it.

You can configure iVIEW Management Suite to associate individual users or user groups
pre-defined in the LDAP server, with iVIEW Management Suite settings, for example, you can
select a specific group and define that this group will have administrator permissions. Once users
are synchronized with the LDAP server, this group of users will be added to iVIEW Management
Suite as administrators. In the same way, you can define which users will be assigned with a
virtual room. Endpoints are also defined in the LDAP server as users and can be downloaded and
managed by iVIEW Management Suite. See Downloading H.323 Endpoints from the LDAP Server
page 54.

Once all users are downloaded to iVIEW Management Suite, iVIEW Management Suite will
frequently synchronize with the LDAP server so information is always up-to-date.

Note: Make sure the external directory is customized to use standard schema attributes and class labels,
otherwise iCM will not correctly configure the database to synchronize with the directory server.

® Connecting iVIEW Management Suite with the LDAP Server .........cccveveeviieann. page 100
® VIEW Management Suite LDAP Information Attributes ...............ccoeviieiia... page 103
® Securing the Connection between iVIEW Management Suite and an LDAP Server. page 103
® Downloading Users from the LDAP SEerver........cooieiiiii i page 104
® Updating User Profiles from the LDAP SErver .........cooooeeiiiiiiiiiiiiiiaaaeenn, page 105

Connecting iVIEW Management Suite with the LDAP Server

To allow user provisioning and synchronization of user profiles using an LDAP server, you have to
configure the connection between iVIEW Management Suite and the LDAP server.

Before You Begin

Make sure User Provisioning Using a Directory Server is selected during the installation process
(see Installation Guide for iVIEW Management Suite). When working with Microsoft Active
Directory and the iVIEW Microsoft Outlook Add-on, select User Provisioning Using a Directory
Server with Single Sign-on.

For a multi-tenant deployment, select Integration with Directory Server when adding or
configuring organizations (see “Creating a New Organization” on page 93).
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Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Advanced Settings in the sidebar menu.

Step 3 Select LDAP Configurations.

Step 4 Select Add to add a new LDAP server, or click the required LDAP server entry to modify an existing
LDAP server.

Step 5 Select the type of LDAP server in the Server Type field. This is the LDAP Server to which you

connect iVIEW Communications Manager. For a deployment that includes the SCOPIA Video
Gateway, select Active Directory Server in the Server Type field.

Step 6 Enter the directory server domain or directory server URL in the Domain/URL field.

Note: For the secure connection between the iVIEW Management Suite and LDAP server use the
Idaps:// prefix. For regular connection use the Idap:// prefix.

Step 7 Enter the directory server login ID and password in the relevant fields.

Note: The user account needs to have read access to all user accounts that you want to
synchronize to iVIEW Communications Manager. This user account does not have to be
part of the search base.

Step 8 Select Configure to configure the LDAP Search Base field. A tree structure of the Users Search
Base appears, showing all OUs (Organization Units) defined on the directory server. Figure 4-1 on
page 101 and Figure 4-2 on page 102 illustrates the tree structure for an enterprise deployment
and a multi-tenant deployment respectively.

Figure 4-1 Tree structure in an enterprise deployment
Users Search Base

il 2= Idap. /153 S8 v
i _ID Computers
= _ID Domain Controllers
# [ 1[C] ForeignSecurityPrincipals
= _I|:| Managed Service Accounts
= _ID Program Data
E-] _ID Systemn
o [J[C] users
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Figure 4-2 Tree structure in a multi-tenant deployment
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Note: In the multi-tenant deployment do not check the checkbox of the tenant sub-tree.
Rather, click the + sign next to it and select the specific tenant you want to download.

Step 9 Select the OUs or tenant OUs whose users you want to download.

Step 10 Select OK to close the Users Search Base. The selected OUs are displayed in the LDAP Search Base
field.

Step 11 To download users from the LDAP server, see “Downloading Users from the LDAP Server” on
page 104.

Step 12 To download endpoints, see “Downloading H.323 Endpoints from the LDAP Server” on page 54.

Step 13 To download virtual rooms, see “Managing Virtual Rooms” on page 108“Downloading Virtual

Rooms from the LDAP Server” on page 108.
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IVIEW Management Suite LDAP Information Attributes

The table below present a list of standard schema attributes and their naming convention used
by iVIEW Management Suite to synchronize with the LDAP server.

Table 4-1  iVIEW Communications Manager LDAP Information Attributes

iVIEW Management Suite LDAP Attribute name (Active  LDAP Attribute name

Name Directory) (Domino Directory)

User Login Identifier userPrincipalName cn
sAMAccountName uid

email email email

telephone telephoneNumber telephoneNumber

mobile mobile mobile

givenName givenName givenName

sn sn sn

sipUri MsSRTCSIP-PrimaryUserAddress  N/A

sipUriEnabled msRTCSIP-UserEnabled N/A

Organizational Unit ou ou

Role memberOf member

Securing the Connection between iVIEW Management Suite and an LDAP Server

For deployments using Microsoft Active Directory, user credentials can be secured in the bind
requests sent by the iVIEW Management Suite. In this case, user credentials are encrypted using
MD5 algorithm ensuring the highest security level.

For deployments using Microsoft Active Directory or IBM Domino you can secure the entire
connection between iVIEW Management Suite and the LDAP server. When defining the LDAP
connections, use the Idaps://prefix. See “Connecting iVIEW Management Suite with the LDAP
Server” on page 100.

Procedure
Step 1 Open the Properties window of your Microsoft Active Directory.
Step 2 Select the Password never expires and Store password using reversible encryption options.

Users who do not use a strong password cannot log in to iVIEW Management Suite.
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Downloading Users from the LDAP Server

You can assign an iVIEW Management Suite user type to users and user groups defined in the LDAP
server. This way, when users are downloaded from the LDAP server to iVIEW Management Suite,
roles and permissions will be automatically assigned. If user types are not defined, a default user
type will be assigned to all users.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Click Advanced Settings in the sidebar menu.
Step 3 Click LDAP Configurations.
Step 4 Click Advanced.
Step 5 Click Select next to each user type to assign LDAP user groups to a specific iVIEW Communications

Manager user type.
You can assign multiple LDAP user groups to each iVIEW Communications Manager user role.
The following user types are available:
» Organization Administrator
- Meeting Operator
- Meeting Organizer
« Regular User
By default, all users are assigned the Meeting Organizer role.

iVIEW Communications Manager maps all users that are not assigned to any listed iVIEW
Communications Manager user role to the user role specified in the Default User Type field.

When configuring terminals in a multi-tenant deployment, only select user groups belonging to
the tenant that you are currently configuring.

Step 6 (Optional) Set the Default User Type field to Don’t download to instruct iVIEW Communications
Manager not to download users that are not assigned to any listed iVIEW Communications Manager
user role.

Step 7 Click OK to save your changes.
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Updating User Profiles from the LDAP Server

Once users are downloaded from the LDAP server and displayed in iVIEW Management Suite User
Management tab, you can update certain attributes such as time zone, allowed meeting types,
etc., for specific user groups.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Provisioning.
Step 4 Select the group or groups to be updated.
Step 5 Define the relevant attributes to be updated for the user group.
Step 6 Select Update to import an up-to-date list of users from the external directory server.

The import process runs in the background enabling administrators to continue working with the
system.

Once the new updated user database is created, users log in to iVIEW Communications Manager
using a directory server login ID and password.

Managing Users with a Local User Directory

You can add or modify a user profile if iVIEW Management Suite uses its own database for storing
user information.

® Creating a User Profile within iVIEW Management Suite .............ccccviieiann... page 105
® Searching for a User Profile ...... oo e page 106
® Removing @ User Profile. ..o page 107

Creating a User Profile within iVIEW Management Suite

You can manually add a user profile in iVIEW Management Suite when a local database is used for
storing user profiles.

If your organization is synchronized with an LDAP server to provision users, you can only modify
the settings stored in iVIEW Management Suite, such as virtual room, default terminals, allowed
meeting types, groups, and time zone. See “Managing Users from the LDAP Server” on page 100.

Note: Before configuring user profiles, set default settings for each user type at Advanced Settings >
Default User Settings.
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Procedure

Step 1 Log in to iCM.

Step 2 Select User Management in the sidebar menu.

Step 3 Select Users.

Step 4 Select Add to create a new user profile.

Step 5 Enter the user ID and last name in the relevant fields.

Step 6 (Optional) Enter the first name, email address and password for the user in the relevant fields,
and confirm the password.

Step 7 (Optional) Select Virtual Room Setting to add or modify virtual room settings for the user. See

Step 8 Select Advanced.

Step 9 Select a user type and enter telephone numbers in the relevant fields.

Step 10 Select Select Terminal to assign a default endpoint to this user.

Step 11 Select the Allowed Meeting Types to restrict this user to a subset of all available meeting types.

By default, all active meeting types are allowed.
Step 12 Select the group to which this user belongs from the Groups list.
Step 13 Select a default time zone.
Local time zones are used by default at User > My Meetings and User > All Meetings.

Step 14 Select Enabled in the Account Status field to activate the user account and allow the user to log
in to iVIEW Communications Manager.

Step 15 Select a recording policy option for this user from the Recording Policy list.

Step 16 Select a location preference for this user.

Step 17 Enable the user to log in to SCOPIA Desktop, if required.
Step 18 Select an allowed bandwidth for SCOPIA Desktop calls.

Step 19 Select OK to save your changes.
The user profile is saved and iVIEW Communications Manager sends the user a notification e-mail
containing login access information.

Searching for a User Profile

You can search the Users list by a specific user name, virtual room number or by groups.

Procedure
Step 1 Log in to iCM.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Users.
Step 4 Enter the partial or complete name of the user in the Name field, or enter the partial or complete

virtual room for the user in the Virtual Room field.
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Step 5 Select the group in which you want to perform the search.
The default is All Groups.
Step 6 Select Search.
Search results are listed.
Step 7 'Is'garrectrlljrn to the complete list of users, clear the Name or Virtual Room field, and then select

Removing a User Profile

You can only delete users stored on local directory server. When iVIEW Management Suite uses an
external directory for users provisioning, users must be deleted from the external directory.

You cannot remove a user profile if:
® You are provisioning users via an external directory server—The Delete button is disabled.

® The user is participating in an active meeting—You must wait for the user to leave the
meeting.

® The user is the last user configured in the system with Organization Administrator privileges.

Procedure
Step 1 Log in to iCM.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Users.
Step 4 Select the user profile you want to delete in the Name column.
Step 5 Select Delete and then OK.

The user profile is deleted from the scheduler and information about the user is removed from
the database.
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Defining SCOPIA Desktop User Authorization
L

You can configure user’s authorization when accessing SCOPIA Desktop meetings, for example,
you can define which users can invite participants to meetings, or record meetings and access the

recordings.
Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Click Advanced Settings in the sidebar menu.
Step 3 Click Default User Settings.
Step 4 (Optional) If a single SCOPIA Desktop Server or multiple SCOPIA Desktop Servers are configured to

work with enterprise iVIEW Management Suite, select Enable SCOPIA Desktop user
authentication to instruct the SCOPIA Desktop Server to authenticate and authorize users.

Step 5 Check the options you requite for defining which users can access meetings and webcasts, invite
participants to meetings, and record meetings and access the recordings.
Step 6 Click OK to save your changes.

Managing Virtual Rooms

Virtual meeting rooms are literally virtual rooms that serve as a meeting place for SCOPIA Solution
videoconference users.

Virtual rooms can be created manually within iVIEW Management Suite, or downloaded from the
LDAP server, when your organization uses an LDAP server for user provisioning.

® Downloading Virtual Rooms from the LDAP Server ..........cccviiiiiiiiiiienaennnnn. page 108
® Creating a Virtual Room for an iVIEW Management Suite User....................... page 112
® Enabling Recording for Specified Users Virtual Rooms...........cccoviiivviieiinnn.. page 113
® Enabling Streaming for a User Virtual ROOM...........c.cooiiiiiiiiiiiiiiiie e, page 114

Downloading Virtual Rooms from the LDAP Server

Virtual meeting rooms are literally virtual rooms that serve as a meeting place for your video
network users. Virtual meeting rooms can be public, available for any user, and personal, assigned
to a specific user, who is the only one allowed to schedule meetings in this room.Virtual meeting
rooms appear in the Contact List of Microsoft Lync or Office Communications Video Chat Clients,
unlike personal endpoints which are not shown.

Virtual rooms, meeting rooms and endpoints are pre-defined in the LDAP server and downloaded
to iVIEW Management Suite during LDAP synchronization.

To download virtual rooms from the LDAP server, the following conditions must be met:
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® The value of the LDAP field mapped to the virtual room must be numeric.
® The virtual room number is not editable in the virtual room profile window.

® |f the same virtual room number is defined for two users in the LDAP server, the virtual room
is created and downloaded to iVIEW Management Suite for only one of the users.

Each virtual room in iVIEW Management Suite is defined by the default settings configured in
Advanced Settings > Default Meeting Settings.

Virtual rooms are available only in video networks where a RADVISION MCU is deployed.

The virtual meeting rooms comprise an additional contact named “My Virtual Room”. This is a
personal meeting place where the user can host meetings. When “My Virtual Room” is enabled in
the system, it shows its availability in the Contact List (while the user’s personal virtual room
indicates an unknown presence).

Before You Begin

Check the prefixes used for the auto-attendant and for other components within your network,
such as RADVISION MCUs, ECS, and SCOPIA Gateway. Prefixes assigned to virtual rooms must be
unique.

Choose a SIP URI for the user to whom a virtual room is assigned (for example,
“bfmyvr@lync2010.com™).

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Advanced Settings in the sidebar.
Step 3 Select the LDAP Configurations tab.
Step 4 Select the LDAP server to which organization users were added.
Step 5 Select Advanced. The Advanced section of the screen is displayed.
Step 6 Navigate to the Virtual Rooms section of the tab.

Figure 4-3 Virtual Rooms section of the LDAP Configurations tab

Virtual Rooms:

Perzonal Virtual Rooms: Generate user virtual rooms
The system will automatically generate user virtual rooms with the following pattern

Preft: |ﬁ |+| telephoneMumber w

Public irtual Rooms: | || Select

The system will automatically generate virtual public rooms with the following pattern

Prefix | |+ | telephoneMumber v
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Step 7 Configure public virtual rooms in the Virtual Meeting Rooms area of the Virtual Rooms section as
described in Table 4-2.

Table 4-2  Configuring settings for downloading virtual meeting rooms and
terminals

Field Description

The Select button Select the Active Directory user group to which you
assigned the public virtual rooms in the Virtual Room
field. When configuring terminals in a multi-tenant
deployment, only select user groups belonging to the
tenant that you are currently configuring.

The Prefix field Enter a number that you want to use for a prefix. Use any
number that is shorter than 11 digits and is not used as a
prefix for the auto attendant or for other deployment
components.

The telephoneNumber list Verify that the telephoneNumber options is selected.

Step 8 Configure personal virtual rooms for all LDAP users as follows:
a. Check Generate user virtual rooms.
b. Configure prefix and telephone number as described in Table 4-2.

Step 9 Define how often users and meeting rooms are synchronized with the LDAP server by selecting a
value from the Update Frequency list.

Step 10 Select OK.
Step 11 Select Synchronize on the LDAP Configurations tab.

Users from the LDAP server downloaded into iVIEW Management Suite as virtual meeting rooms.
Step 12 Verify that the virtual meeting rooms were downloaded correctly:

a. Select Users Management in the sidebar.

b. Select the Users tab.

c. Verify that the virtual meeting rooms defined in the LDAP server were downloaded and appear
on the Users tab.

Step 13 If new users were added to the Active Directory after you downloaded users’ virtual rooms, you
can force synchronization between the Active Directory and the Lync Server to update the Lync
Contact List immediately:

a. On the Lync Server, select Start > Microsoft Lync Server 2010 > Lync Server Management
Shell > Run as administrator.

b. Type Update-CsAddressBook and press Enter.
Step 14 Download the meeting types from MCUs.
a. Select Meeting types in the sidebar.
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b. Select Download.

MCU services are downloaded from all network MCUs. Because MCU services are downloaded
via SNMP, the process might take some time if there are many MCUs in your deployment.

Figure 4-4 Meeting types downloaded into the iVIEW Management Suite from
MCUs

2853
2852

Please review the following summary and click OK when all selections have been made and all meeting types have been named. &
Click Cancel to manually resolve and re-attempt the download. i

The following new meeting types have been successfully downloaded. Please provide a unigue name for each meeting type. Afterwards meeting types may be uploaded to other
MCUs on the network.

Meeting Type Prefix Use Meeting Type Definition From: “

The following downloaded meeting types are identical with meeting types already in the system. Please provide a unique name for each meeting type. You can upload meeting types
to other MCUs on the network later.

New Meeting Types

m

3UTLY 2853

AUTLY - 2852 e

Identical Meeting Types

2421 RADVISION iVIEW Suite, 3U TLV 2421
50888 RADVISION iVIEW Suite, 3U TLV 50888
Meeting Type Conflicts -
c. Enter a unique name for each meeting type.
d. Select OK.
Step 15 Enable the “My Virtual Room” for a specific user:

a. Assign the AD user you configured to a personal virtual room:
a. Select Advanced Settings in the sidebar.

b. Select the Default Meeting Settings tab.

c. Select Enable My Virtual Room.

Figure 4-5 Enabling the personal virtual room

Advanced Routing
[#] pmase specity the suto sttendant number | 0

[7] aBow creating new meetings

[] Prompt for & mesating P whils creating new msstings

Display al meeting records on the Auto Afendant menu

[7] Enabie integration with LYNC/OCSRE and specify the wser LRI which represent the auto attendant in the directory
[ Automaticasy route ncoming cals sccorgng to scheduls. Pleass sgecify the auto route numbsr

[¥] Erabie my virtual rocen My Room@=upport2008.com

d. Enter the SIP URI of My Virtual Room.
e. Select OK.
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Creating a Virtual Room for an iVIEW Management Suite User

You can manually create virtual rooms for users within iVIEW Management Suite. If your
organization uses an LDAP server for user provisioning, and the Generate user virtual rooms option
is not selected, you can manually create virtual rooms for users. If this option is checked, the
configuration settings defined manually will be override every time that iVIEW Management Suite
is synchronized with the LDAP server.

Note: Before configuring user profiles, set default settings for each user type at Advanced Settings >
Default User Settings.

Procedure

Step 1 Log in to iCM.

Step 2 Select User Management in the sidebar menu.

Step 3 Select Users.

Step 4 Select the link in the Name column for the user you require, or select Add to create a new user
profile.

Step 5 Enter the user ID and last name in the relevant fields.

Step 6 (Optional) Enter the first name, email address and password for the user in the relevant fields,
and confirm the password.

Step 7 (Optional) Select Virtual Room Setting to add or modify virtual room settings for the user.

Step 8 Enter a name for the virtual room.

Step 9 Select from the list of Meeting Types the meeting type allowed to be scheduled in this virtual
room.

Step 10 Enter a number for the virtual room in the Virtual Room Number field. Use any number that does

not start with the prefix of the auto attendant, auto routing, or other deployment components.

Step 11 (Optional) Check Secure meeting with a PIN to enable security. Participants of a meeting will be
required to enter this number to access the meeting.

Step 12 (Optional) Enter a Moderator PIN. Once the moderator PIN number is entered, the two options
below are enabled:

a. (Optional) Select Place participants in a “waiting room”” until moderator joins the meeting
to create a waiting room.

b. (Optional) Select Record meeting when meeting starts.

Step 13 (Optional) Allow streaming for the virtual room, as described in “Enabling Streaming for a User
Virtual Room” on page 114.

Step 14 (Optional) Allow ad hoc meetings for the virtual room and define the maximum number of ports
per ad hoc meeting.
Step 15 Click OK to save the settings for the virtual room.
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Enabling Recording for Specified Users Virtual Rooms

You can configure iVIEW Management Suite to automatically record a user virtual room or a
scheduled meeting when the meeting begins.
Before You Begin

Make sure recording support is enabled in iVIEW Management Suite. See “Enabling Recording on
iVIEW Management Suite” on page 34.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Users.
Step 4 Select the link in the Name column for the user you require.
Step 5 Select Virtual Room Setting.
Step 6 Enter a Moderator PIN.
Step 7 Select Record the meeting when meeting starts.

This option is available if
« Recording is allowed for the current user according to the recording policy.
» The Record Meeting field is set to Enabled under Admin > Advanced Settings > Look and Feel.

The meeting will not be recorded if there are not enough available recording ports on the SCOPIA
Desktop when the meeting is scheduled.
Step 8 Select OK to save your changes.
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Enabling Streaming for a User Virtual Room

You can configure streaming support for a virtual room, to allow broadcasting the
videoconference scheduled in the virtual room to an audience of listeners and viewers who are
not active participants in the conference.

Before You Begin

Make sure iVIEW Management Suite is configured to support streaming. See “Enabling Streaming
on your Video Network™ on page 32.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select User Management in the sidebar menu.

Step 3 Select the link in the Name column for the user you require, or select Add to create a new user
profile.

Step 4 Select Virtual Room Setting.

Step 5 Set Streaming to Enabled.

Step 6 Select OK to save your changes.

Managing User Groups

User groups join together users that share specific settings, allowing you to modify and update
configuration on a group level. There are two types of user groups:

® Directory user groups

Directory groups are user groups defined in the external user directory (Active Directory) and
imported to iVIEW Management Suite during user provisioning. Directory groups cannot be
edited or deleted from iVIEW Management Suite. Changes to these user groups must be
performed in the active directory.

® | ocal user groups

Local groups are created within iVIEW Management Suite and are used to join together a group
of users sharing a specific setting.

This section explains how to create and manage user groups:

©® Creating @ USEr GrOUP - ...t e et et e et et e e e e et e e e e e e aneeaneens page 115
© MOifYiNG @ USEI GIOUP .. ettt ettt ettt e e e et e e e e e e e e aeeanee e page 115
©® REMOVING @ USEI GIrOUP . neeneete et et e ettt et e et e e e et e e e e e e eaneeaes page 116
® Limiting Group Access 10 MEeting TYPES - ...uueueee et eaeeanens page 116
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Creating a User Group

You can create groups of users that share specific parameters. User groups are created within
iVIEW Management Suite, and are not synchronized with the external active directory, if your
organization uses an external directory.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Groups.
Step 4 Select Add.
Step 5 Enter a name for the group in the Name field.
Step 6 Select participants and terminals from the Available Contacts list and select the right-arrow

button to move them to the Selected Contacts list.

Step 7 Select OK to save your changes.
The group appears in the Groups tab list.

Modifying a User Group

Only user groups created within iVIEW Management Suite can be modified. User groups imported
from the external active directory cannot be edited or deleted.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Groups.
Step 4 Select the link in the Name column for the user group you require.
Step 5 Modify the name of the user group.
Step 6 Select OK to save your changes.
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Removing a User Group

Only user groups created within iVIEW Management Suite can be deleted. User groups imported
from the external active directory cannot be deleted.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Groups.
Step 4 Select the group you want to delete.
Step 5 Select Delete and then OK.

The user group is deleted from the scheduler.

Limiting Group Access to Meeting Types

You can update settings on a group level instead of updating individual users. Access to meeting
types is one of the settings that is commonly applied to a group of users. You can have a group of
users with permission to schedule audio only meetings, and you can have a group of users with
permission to schedule high quality videoconferences.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select User Management in the sidebar menu.

Step 3 Select Provisioning.

Step 4 Select one or any of the groups listed in the Available Groups list and select the right-pointing
arrow.

Step 5 Select Allowed Meeting Types and select Select.

Step 6 Select the required meeting types and select OK.

Step 7 Select OK to save your changes.

Limiting User Access to Types of Meetings

Meeting types are defined in the MCUs as services, and downloaded to iVIEW Management Suite,
allowing users to schedule and participate on different types of meetings. You can limit the
meeting types available for each user by assigning specific type of meeting to each user.

® Downloading Meeting Types to iVIEW Management Suite ............ccccoveieeiine.... page 117
® Upload a Meeting Type to NetwWork MCUS .......eeiiiiiiii i eeeee page 117
® Resolving Meeting Type ConfliCts.......cooeiiiiiiiii e page 118
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® Defining a Default Meeting TYPe .. .eeneiii e ee page 119
® Configuring Meeting Type Details .......ooeiiii i page 119
® Defining the Meeting Types Available for USers........ccooeiiiiiiiiiiiiiiiienen. page 120
© MOdifyiNg MEETING TYPES .ttt et ettt e e e e e e aaneens page 120
® Modifying a Meeting TYPE GrOUP . .uueeenee et e et et e ea e eeaeeeaaneanas page 121
® Searching for a Meeting TYPE . ..uuriei it ettt eeaneaas page 121
©® ReMOVING @ MEETING Ty P ettt ettt e et et e e e e e e eaeeens page 122

Downloading Meeting Types to IVIEW Management Suite

Meeting types are downloaded from all MCUs to the iVIEW Management Suite when new MCUs are
added to the network, or when new services are configured in specific MCUs.

Procedure
Step 1 Select Meeting Types in the sidebar menu.
Step 2 Select Download.

MCU services are downloaded from all network MCUs and displayed in a Download Meeting Type
list, according to the following categories:

® New meeting types

® |dentical meeting types: meeting types with different prefix number but same meeting
definitions.

® Meeting type conflict: meeting types with the same prefix number. To learn how to resolve
conflicts, see “Resolving Meeting Type Conflicts” on page 118.

Note: Because MCU services are downloaded via SNMP, the process might take some time if
there are many MCUs to connect to

Step 3 Enter a unique name for each meeting type. See for details on how to resolve meeting types
conflicts.
Step 4 Select OK.

Upload a Meeting Type to Network MCUs
L

You can download a specific meeting type from an MCU and upload this meeting type to all other
MCUs in the network. This way specific MCUs or all MCUs can have the same meeting type.

Make sure the MCUs support the meeting types being uploaded, for example, you cannot upload
a meeting type defined to supports High Definition Continuous Presence (HD CP) conferences to
an MCU that is not enabled for HD CP.
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Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Select the meeting types you want to upload from iCM on the Active Meeting types tab.
Step 4 Select Upload.
Step 5 Use the arrows to select the target MCUs.
Only MCUs that support the selected services are displayed.
Step 6 Select OK.

Since MCU services are uploaded via SNMP, the process may take some time if there are many
MCUs to connect to.

Resolving Meeting Type Conflicts
L

You can have two types of conflicts when downloading meeting types (services) from MCUs:

® Meeting conflicts between MCUs: when two meeting types with the same prefix number are
downloaded from two different MCUs.

® Meeting conflicts between iCM and MCU: when a meeting type downloaded from an MCU has
the same prefix number of a meeting type that already exists in iVIEW Communications
Manager. In this case, the service stored in iVIEW Communications Manager is selected by
default during conflict resolution.

When an MCU is removed from the network, meeting types that existed only in this MCU are
no longer available for meeting scheduling.

Procedure
Step 1 Log in to iCM.
Step 2 Click Meeting Types in the sidebar menu.
Step 3 Click Download.

MCU services are downloaded from all network MCUs.

Because MCU services are downloaded via SNMP, the process may take some time if there are
many MCUs to connect to.

Step 4 Scroll down to the Meeting Type (Service) Conflicts section on the Download Meeting Types
(Services) screen.
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Step 5 Select the entry that you want to keep in the Use Meeting Type Definition From column for each
service prefix listed.

iVIEW Communications Manager downloads the specified copy of the MCU service and overwrites
all other MCU services that use the same prefix on other network MCUs.

This process enables iVIEW Communications Manager to ensure that all services with the same
service prefix are identical on different MCUs in the network.

This process does not assign a service to MCUs that do not already have the service prefix defined.

Step 6 Enter a unique name for each meeting type.
Step 7 Click OK.

Defining a Default Meeting Type
|

When a new meeting is scheduled, default settings configured in the default meeting type
configured in the Default Meeting Settings tab is displayed in the Meeting Scheduling window. A
fallback meeting type is defined so iVIEW Management Suite uses it when the system fails to
create a meeting of the default type due to the lack of resources. The fallback mechanism is
relevant only for ad hoc meeting creation and scheduled meeting upon creation.

Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Click Advanced Settings in the sidebar menu.

Step 3 Click Default Meeting Settings.

Step 4 Select a default meeting type from the Meeting Type list or all new meeting templates and new
meetings.

We recommend that you select a default meeting type which is available to all users.
Step 5 Click OK to save your changes.

Configuring Meeting Type Details

You can modify some parameters of an existing meeting type, according to the video services that
you want to provide. Once meeting types are defined, upload them to the relevant MCUs.

Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Select the link in the Name column for the meeting type you require on the Active Meeting Types.
Step 4 (Optional) Enter a new name for the meeting type.
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Step 5 (Optional) Specify a default connection rate value.
The default connection rate value must be less than the maximum bandwidth value.

Use the default connection rate for any non-predefined terminals that you invited without
specifying a bandwidth for those terminals during meeting scheduling process or in-meeting
control operations.

Step 6 (Optional) If the meeting type supports lecture mode, select Lecture Mode Support to enable
this support.

Step 7 (Optional) Select Auto Attendant Support to specify this meeting type as the Auto Attendant
meeting type.

Step 8 Select OK to save your changes.

Defining the Meeting Types Available for Users
|

You can limit the meeting types available for users or user groups. This way, a user that has
permissions to schedule and participate on audio only meetings, will not be able to schedule video

meeting.
Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select User Management in the sidebar menu.
Step 3 Select Users.
Step 4 Select the link in the Name column for the user you require, or select Add to create a new user
profile.
Step 5 Select Advanced.
Step 6 Select Select next to the Allowed Meeting Types field.
Step 7 Select the required meeting types and select OK.
Step 8 Select OK to save your changes.

Modifying Meeting Types

After meeting types are downloaded from all MCUs defined in the network, some parameters can
be modified, such as the name of the meeting type, the default connection rate and the auto
attendant support. Once meeting types are modified and ready, you can upload them to other

MCUs.
Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Select the link in the Name column for the meeting type you require on the Active Meeting Types.
Step 4 (Optional) Enter a new name for the meeting type.
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Step 5 (Optional) Specify a default connection rate value.
The default connection rate value must be less than the maximum bandwidth value.

Use the default connection rate for any non-predefined terminals that you invited without
specifying a bandwidth for those terminals during meeting scheduling process or in-meeting
control operations.

Step 6 (Optional) If the meeting type supports lecture mode, select Lecture Mode Support to enable
this support.

Step 7 (Optional) Select Auto Attendant Support to specify this meeting type as the Auto Attendant
meeting type.

Step 8 Select OK to save your changes.

Modifying a Meeting Type Group

Only service providers and administrators of a distributed deployment can create and modify
meeting type groups. Each meeting type groups is comprised of multiple meeting types. A
meeting type group can then be assigned to an organization, that will have permission to use only
these meeting types.

Procedure

Step 1 Log in to iCM.

Step 2 Select Meeting Types in the sidebar menu.

Step 3 Select Meeting Type Groups.

Step 4 Select the link in the Group Name column for the group you require, or select Add to create a
new meeting type group.

Step 5 Enter a name and, optionally, a description of the group in the appropriate fields.

Step 6 Use the arrows to select the meeting types included in this group.

Step 7 Select OK to save your changes.

Searching for a Meeting Type
L

You can search for a specific meeting type, to modify some parameters, or to view details about
the meeting type.

Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Enter the partial or complete name of the meeting type in the Name field.
Step 4 Select Search.
Search results are listed.
Step 5 To return to the complete list of meeting types, clear the Name field, and then select Search.
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Removing a Meeting Type

You must deactivate a meeting type before you can permanently remove it from the system. Once
a meeting type is inactive, you can no longer use it to schedule a meeting; however, you must
wait until all current or future meetings that use this meeting type are finished, or you must
cancel them. When there are no longer any scheduled meetings that require this meeting type,
the meeting type is marked not in use and you can remove it.

This process is irreversible. You can never reactivate a meeting type that you have deactivated.
When you clear a deactivated meeting type from the iVIEW Communications Manager, the
meeting type is also removed from all MCUs in the system which have a service with the same
prefix as the deactivated meeting type.

Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Types in the sidebar menu.
Step 3 Select the meeting type you want to delete.
Step 4 Select Deactivate and then OK.

The meeting type is removed from the Active Meeting Types tab and placed on the Inactive
Meeting Types tab.

Managing Your Own User Profile

Based on your user type, the iVIEW Management Suite interface displays a different user
interface. This section explains how to change profile information for Operators, Organizers, and
Regular Users.

® Modifying Administrators Log in Information .............ccoiiiiiiiiiiiiiiiiiiiaaenn. page 123
©® Modifying YOUr TiME ZONE .. ...uneei ettt et e e e aaens page 124
® Defining Your Meeting Display Preferences ........oocvoeiiiiiiiiiiiiiiiiiiinaeaaen, page 124
® Modifying a Service Provider Profile ...... ... page 125
Note: Meeting organizers, operators and regular users can modify their time zone and meeting display

preferences. Administrators can modify their log in information only.
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Modifying Administrators Log in Information

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Only administrators can change their log in information and password. Other users cannot modify
these information.

Procedure

Log in to iCM.
Select Users in the side bar menu.
Select the My Profile icon in the sidebar menu.

Figure 4-6 My Profile

q

My Profile

To change the password, select Modify Password.

Figure 4-7 Modify Password

Modify Password:

Current Password:

New Password:

Confirm Password:

Complete the information as required and Select OK to save your changes.
To change the format of the information displayed, select the My Preferences tab.
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Modifying Your Time Zone

Operators, meeting organizers, and regular users can modify their time zone to comply with their
current location.

Procedure
Step 1 Log in to iCM.
Step 2 Select My Profile in the sidebar menu.
Step 3 Select My Info.
Step 4 Select Advanced.
Step 5 Select the required time zone.
Step 6 Select OK to save your changes.

Defining Your Meeting Display Preferences

When logging in as an operator, a meeting organizer or a regular user, you can define a number
of meeting preferences.

Procedure
Step 1 Log in to iCM.
Step 2 Select My Profile in the sidebar menu.
Step 3 Select My Preferences.
Step 4 Select a default virtual room from the drop-down list.

The default virtual room is automatically selected when you schedule a meeting from the SCOPIA
iVIEW Management Suite Web interface.

For LDAP users, the virtual rooms created during LDAP synchronization are automatically set as
the default virtual room.

Step 5 Select Don’t include me in the meeting if you do not want to be automatically included in the
Selected Participants list on the Invite tab when you schedule a new meeting.

Step 6 Enter a value in Delete meeting history items older than n days to delete meetings from My
Meetings > History after the specified number of days.

Step 7 Select Use Full Screen Display to display meetings without a menu or title bar in your browser.
Deselect to display meetings using default browser settings.

Step 8 Select an option from the Name Display Format list to change the way your name is displayed in
meeting-related information and in the meeting video display.

Step 9 Select Last name or First name from the Sort by list to change the sort order for participant name
columns.

Step 10 Select an option from the Date Display Format list to change the way dates are displayed.

Step 11 Select OK to save your changes.
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Modifying a Service Provider Profile

The Service Provider Administrator is a special kind of user. You can access and modify the profile
of the service provider administrator of SCOPIA iVIEW Management Suite.

Procedure
Step 1 Log in as the service provider administrator, and then go to My Profile.
Step 2 Modify the login ID in the User ID field.
Step 3 Select Modify Password to modify the service provider administrator password.
Step 4 You can configure the following information:

« First name

« Last name

« Company

« Department

« Email

« Branch

» Telephone (Office)

» Telephone (Mobile)

» Time zone—Of the service provider administrator
Step 5 Set preferences for the service provider administrator:

« Select a format from the Date Display Format list (for example, DD/MM/YY) to determine
the date display in the user interface.

« Select User Full Screen Display to display a window frame without a menu or title bar in
the browser.

By default this option is selected. If the option is not selected, the standard browser display
appears.

» Select a name format from the Name Display Format list.

Depending on the default browser settings, the options are first name first or last name
first.

« Select a sort order (by last name or first name) in the Sort field.

« Select the order in which the day, month, and year are displayed in the Date Display field.
Step 6 Select OK to save and apply changes.
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Configuring Corporate Address Books

The corporate address book feature synchronizes the organization directory (local directory or
LDAP server) to all endpoints. The organization directory will be available for endpoints as the
corporate address book. Administrators can define the endpoints to be displayed in the address
book, and those to be private numbers.

The following endpoints are supported to use this feature:
® |ife-Size: Passport, Express, Team, Room, Conference
® Polycom: HDX Series, VSX Series
® SCOPIA XT Series
® Tandberg via TMS: All

Note: To secure the LDAP connection and avoid sending the password in clear text over the network,
iVIEW Management Suite supports LDAP over TLS/SSL.

This section includes the following topics for configuring corporate address books.
® Enabling a Corporate Address BOOK .........coceiiie o page 126
® Configuring Endpoints to be Displayed in the Corporate Address Book ............. page 128

Enabling a Corporate Address Book

By default, this service is disabled. You must enable it to allow iVIEW Management Suite to
synchronize the organization directory and distribute this information as a corporate address book
to endpoints.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Corporate Address Book icon in the sidebar.
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Step 3 Select General Settings.

Figure 4-8 Corporate Address Book Configuration
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Step 4 Select Enable Corporate Address Book for remote systems.

If your organization uses an LDAP server as the organization directory for provisioning users,
proceed to the next steps. Otherwise, refer to step 9.

Step 5 Insert the Listening Port: the port that the service receives the LDAP request.
Step 6 (Optional) Select the LDAP Distinguished Name (DN) Suffix.

The data input in one of the fields will be the suffix of the distinguished name of an entry supplied
by the LDAP service. If the Organization Name field is filled with, for example, “Westco”, the DN
suffix will be “o=westco”; if the domain name field is filled with, for example, “westco.com”,
the DN suffix will be “dc=westco,dc=com”.

When configuring the search base of the LDAP configuration on the endpoints, you should append
the suffix accordingly:

« If the suffix is not filled, the search base for users will be "ou=users", o=westco” if the
organization name field is filled, or “ou=users,dc=westco,dc=com” if the domain name field
is filled.

« The search base for terminals will be "ou=terminals" if no suffix is filled.The search base for
terminals will be “ou=terminals,o=westco” if the organization name is filled, or
“ou=terminals,dc=westco,dc=com” if the domain name is filled.

Step 7 (Optional) Select the Allow Anonymous Login box. If this box is checked, the end point can search
the data in the LDAP service without the needs of an account.

Step 8 (Optional) Select Secure the Connection. If this box is checked, only SSL connections are
allowed.

Step 9 Select OK to save your change.
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Configuring Endpoints to be Displayed in the Corporate Address Book

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

You can define if an endpoint is displayed in the corporate address book, or if it is a private
number and other endpoints should not have access to this information.

Procedure

Log in to iVIEW Communications Manager.

Select Resource Management in the sidebar menu.
Select Terminals.

Select the endpoint you want to configure.

(Optional) Select Display in global address book to allow this endpoint information to be
displayed in the corporate address book, or de-select Display in global address book to make this
endpoint information private.

Select OK to save your changes.
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L! RADVISION® SCOPIA

Delivering the Visual Experience ®

Securing your Video Network

You can secure your video network in the SCOPIA Solution by configuring the network’s
components to communicate via the secured standard of the Transport Layer Security (TLS)
protocol, and you can secure your browser access to iVIEW Management Suite using the secure
HTTPS protocol.

® Securing Web Access to iVIEW Management Suite Using HTTPS..............c........ page 129
® Securing Your Video Network Using TLS. ... .ouieiii i e eaaeens page 134

Securing Web Access to iVIEW Management Suite Using HTTPS
]

HTTPS is a method used for encrypting communications between a server and a web browser, in
this case between iVIEW Management Suite and anyone logging in to manage it using a web
browser. HTTPS employs powerful well-known algorithms to secure communications using
encryption keys which are held in a certificate.

The IVIEW Management Suite is shipped with a pre-created and pre-installed certificate, but it
contain non-unique encryption keys. For full encryption, you must first install certificates with
unique keys on the application server, and then configure the application server to use HTTPS.
After performing these configurations, access iVIEW Management Suite using HTTPS.

Once IVIEW Management Suite's computer (application server) installs the full (private key)
certificate, its communications will be encrypted, and only browsers with a corresponding
matching (public key) certificates will be able to understand the communication. A private key
certificate and its public key certificate are created as a matching pair.

Typically you request a trusted third party certification authority (CA) to issue a certificate which
contains the encryption keys to be used for secure communications. A trusted CA signs all the
certificates they issue. A trusted signature ensures that iVIEW Management Suite is who it claims
to be, and not an imposter. Popular web browsers are preconfigured to trust certificates that are
signed by well-known CAs.

But in your deployment it may be good enough for you to issue your own certificates as an
administrator if you are solely responsible for both the server's installation (iVIEW Management
Suite) and the client side (the browser). Certificates that you issue are self-signed. Most web
browsers will issue an alert when communicating with servers whose certificate is not signed by
a well-known CA, questioning the trustworthiness of the server.

There are three stages to this configuration:
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® Installing Certificates with Unique Keys on the Application Server.................. page 130
® Configuring the Application Server to Use HTTPS. ......ccoiiiiiiiiiiiiiiieeeeee, page 132
® Accessing iVIEW Management Suite Using HTTPS .. ..o page 134

Installing Certificates with Unique Keys on the Application Server

The iIVIEW Management Suite is shipped with a pre-created and pre-installed certificate, but it
contain non-unigue encryption keys.

To create a certificate with unique keys for true authentication, you must generate and install a
new unique certificate, and then replace the pre-installed certificate held in keytool’s
-keystore file.

This solution was tested on the Java-enabled JBoss application server. While secured iVIEW
Management Suite communications may also function on other middleware application servers
supporting Java, we recommend using JBoss for this configuration.

The certificate workflow uses a command line Java utility called keytool. It accesses the
keystore, a file containing your keys and certificates, which is protected with a password.

Note: The iVIEW Management Suite server has Java 1.6 (Java 6) and JBoss pre-installed.

The keytool utility contains many more commands and parameters than are mentioned in this
procedure. For more information, see the Java Development Kit (JDK) documentation:
http://java.sun.com/j2se/1.4.2/search.html.

Procedure
Step 1 Stop the RADVISION iVIEW Management Suite service.
Step 2 Copy the icmservice.keystore file located in

<iVIEW_install_dir>\iCM\jboss\server\default\conflicmservice.keystore to a temporary working
folder, for example, C:\cert.

The keystore file holds the certificates on each server. Currently they hold the default non-unique
certificates.

Step 3 Open a command line window. Use the keytool utility, located in
<iVIEW_install_dir>\iCM\jre_rt\bin, to perform the following steps.
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Step 4 Create a key pair to be stored in the keystore file using the genkey parameter, as follows:

keytool -genkey -keyalg RSA -dname "cn= <iVIEW FQDN>" -alias scheduler
-keystore icmservice.keystore -storepass radvision

Where:

« Determine the algorithm used to sign the certificate using the -keyalg command. The
default is DSA, which is not supported by all versions of browsers. We recommend using RSA.

« <iIVIEW FQDN> is the computer name of iVIEW Management Suite.The —-dname parameter
can also include information about the organizational unit (OU), organization (O), location,
country, and more.

« The alias of the pre-installed key pair is scheduler.

« The icmservice.keystore refers to the path of the .keystore file that is saved in the
temporary working folder.

« The password on the _keystore file is radvision.

Step 5 Press Enter at the Enter key password for <scheduler> prompt.
Step 6 Create a certificate signing request (CSR) file to be sent to the CA using the certreq parameter,
as follows:

keytool -certreq -v -alias scheduler -file fTilename.csr -keystore
icmservice.keystore -storepass radvision

The certification signing request file (CSR) is stored in the file <filename.csr>.

Step 7 Send the <filename.csr> file to your selected CA for signing.
The CA sends back the newly issued certificate (the CA signed certificate) and the CA trusted root
certificate.

Step 8 When you receive the two certificates back from the CA, save them to the local bin directory. In

the following examples, caroot.cer refers to the CA trusted root certificate, and icm.cer refers
to the CA signed certificate.

Step 9 Import the CA trusted root certificate into the keystore using the -import parameter, as
follows:

keytool -import -trustcacerts -alias caroot -file caroot.cer -keystore
icmservice.keystore -storepass radvision

Where:
caroot is the alias of the CA trusted root certificate file that you received from the CA.
The system confirms the certificate was added to the keystore.

Step 10 Import the CA signed certificate into the keystore file using the same alias hame that was first
given to the certificate key pair, as follows:

keytool -import -trustcacerts -alias scheduler -file icm.cer -keystore
icmservice.keystore -storepass radvision

The system confirms the certificate was added to the keystore. You have now created a keystore
file that stores a valid certificate for use.

Step 11 Copy the _keystore file back to its original location.

Step 12 Restart the RADVISION iVIEW Management Suite service.
Step 13 Configure the JBoss application server to use HTTPS (SSL), as described in “Configuring the
Application Server to Use HTTPS” on page 132.
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Configuring the Application Server to Use HTTPS

This procedure details how to configure the JBoss application server to use HTTPS (SSL).

This solution was tested on the JBoss application server which supports Java. While secured iVIEW
Management Suite communications may also function on other middleware application servers
supporting Java, we recommend using JBoss for this configuration.

Before You Begin

Generate and install a certificate with unique keys, as described in “Installing Certificates with
Unique Keys on the Application Server” on page 130.

Procedure

Step 1 Copy the icmservice.keystore file to:
<iVIEW Communications Manager installation directory>\jboss\server\default\conf
Step 2 Open the server.xml file, located in jboss\server\default\deploy\jbossweb.sar:

Figure 5-1 server.xml file
¢!-- SSL/TLS Connector configuration using the admin devl guide keystore
<Connector protocol="HTTP/1.1" SSLEnabled="true™
port="8443" address="${jboss.bind.address}"
maxThreads="18@" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"
scheme="https" secure="true" clientAuth="false"
keystoreFile="%{jboss.server.home.dir}/conf/chap8.keystore”
keystorePass="rmi+ssl" sslProtocol = "TLS" />

==2

<Connector port="8443" address="%{jboss.bind.address}"
maxThreads="188" minSpareThreads="5" maxSpareThreads="15"
scheme="https" secure="true" clientAuth="false"
keystoreFile="%{jboss.server.home.dir}/conf/icmservice.keystore"
keystorePass="radvision" keyAlias="icmservice"
truststorefFile="%{jboss.server.home.dir}/conf/icmservice.keystore"
truststorePass="radvision"

sslProtocol = "TLS" />

Step 3 Comment out the following line by adding a comment indicator at the end:
<l-- SSL/TLS Connector configuration using the admin devl guide keystore
Step 4 Locate the section beginning with this line and perform the steps below:
<Connector Protocol="HTTP/1.1" SSLEnabled="true"
a. Uncomment out this section by removing the comment indicator located after the line:
keystorePass="rmi+ssl" sslProtocol = "TLS" />
b. Change the keystore file from chap8.keystore to icmservice.keystore.

c. Change the keystorePass from rmi+ssl to radvision, which is the password set in “Installing
Certificates with Unique Keys on the Application Server” on page 130.
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d. We recommend that you change the port from 8443 to 443 so that the user does not need to
type the port when accessing iVIEW Communications Manager. Like port 80, port 443 is a
known HTTPS port.

Step 5 Comment out the section beginning with this line by doing the following:
<Connector port="8443" address="${jboss.bind.address}”
a. Add the comment indicator before this line:
<Connector port=78443" address="${jboss.bind.address}”
b. Add the indicator marking the end of the comment after this line:
truststorePass=“radvision” sslProtocol = “TLS” />
The modified text should appear as follows:

Figure 5-2 Modified server.xml file

<!-- SS5L/TLS Connector configuration using the admin devl guide keystore -3
<Connector protocol="HTTP/1.1" SSLEnabled="true”
port="8443" address="%{jboss.bind.address}"
maxThreads="188" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"
scheme="https" secure="true® clientluth="false"
keystoreFile="${jboss.server.home.dir}/conf/scheduler.keystore”
keystorePass="111111" sslProtocol = “TLS" />

<)==
<Connector port="8443" address="%{jboss.bind.address}"
maxThreads="188" minSpareThreads="5" maxSpareThreads="15"
scheme="https" secure="true" clientAuth="false"
keystoreFile="%{jboss.server.home.dir}/conf/icmservice.keystore”
keystorePass="radvision” keyAlias="icmservice”
truststoreFile="%{jboss.server.home.dir}/conf/icmservice.keystore"”
truststorePass="radvision™
ss1Protocol = “TLS" />

-=3

Step 6 Restart the iVIEW Management Suite service. You can now access iVIEW Management Suite from
your web browser using HTTPS, as described in “Accessing iVIEW Management Suite Using HTTPS”
on page 134.
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Accessing IVIEW Management Suite Using HTTPS
|

This procedure details how to access iVIEW Management Suite from your web browser using the
HTTPS protocol.

Procedure
Step 1 Type a URL of the format https://localhost, or https://localhost:8443 (if port 8443 is used instead
of 443).

If the certificate in use is a test root certificate or a self-signed certificate that is not trusted by
Internet Explorer, a security alert appears.

Step 2 Click Yes to access iVIEW Communications Manager.
Step 3 Click View Certificate to avoid this message in future logins.
Step 4 Click Install Certificate.

After the certificate is installed, the user will not see the security alert on subsequent logins.

Securing Your Video Network Using TLS
[

You can configure your SCOPIA Solution to support Transport Layer Security (TLS) for the SIP
signaling protocol.

The TLS protocol is based on a public and private keys for authorization and encryption,
exchanged between iVIEW Management Suite and different components to allow an authenticated
and secure connection. The public and private keys are contained in a certificate signed by a
certification authority (CA) known as a CA signed certificate.

As you configure your deployment for TLS, you need to generate a certificate signed request for
every component that uses TLS in your deployment and send it to your network administrator for
creating a CA signed certificate. A CA has its own certificate—the CA root certificate. When the
CA signed certificate is ready, you upload it into the component for which it was created, together
with the CA root certificate.

In some cases, when the CA signing the certificate is not a known trusted source, you must obtain
an additional certificate vouching for the trustworthiness of the CA. These certificates are known
as intermediary certificates, and must be signed by a trusted CA.

Some third party components of your deployment may have pre-installed certificates. For
example, you do not need to generate certificates for the Microsoft Lync Server and the Microsoft
Office Communications Server.

Each time a TLS connection is established, a deployment component that starts the TLS
communication session requests another component to produce its signed certificate together
with the CA root certificate if not already available. After the second component verifies its
identity with these certificates, a secure connection can be established. Exchanging certificates
between components is part of the TLS protocol; it happens in the background and is transparent
to a user.

TLS is used to secure the connection between iVIEW Management Suite and the following solution
components:
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® SCOPIA Video Gateway

® SCOPIA Desktop

© RADVISION SIP Gateway

® Microsoft Office Communications Server or Lync Server
® SIP endpoints

The following set of procedures create a basis for the secure connection between iVIEW
Management Suite and the solution components listed above. Perform these tasks in the order

listed below:
® Planning the Required Certificates for TLS .......ooiiiiiiiiiii e page 135
® Generating the Certificate Signing Request for iVIEW Management Suite.......... page 141

® Generating certificate signed requests (CSR) for other deployment components, which is done
via the device. For details about generating CSRs for SCOPIA Solution products, see the
product’s Administrator Guide.

Skip this step for the Microsoft Lync Server and the Microsoft Office Communications Server.
® Ensuring that you have the root certificate of the certificate authority your organization uses.

This root certificate is used for importing signed certificates into iVIEW Management Suite and
other components.

® Uploading iVIEW Management Suite Certificates into iVIEW Management Suite... page 144
® Uploading Certificates for Other Devices into iVIEW Management Suite ........... page 146
® Enabling the TLS Connection in iVIEW Management Suite.............ccveieeiinen... page 149

Planning the Required Certificates for TLS
L

When a device establishes a secure TLS connection with another component, it sends a signed
certificate verifying its identity. The signature on the certificate must be from a known (trusted)
certification authority (CA).

There are several types of TLS connections:
® Standard TLS, where all certificates are signed by the same CA.
® Unique CAs, where each certificate is signed by a different CA.

® Unknown gateway CA, where the gateway’s certificate is signed by an unknown (untrusted)
CA.

® Unknown iVIEW Management Suite CA, where iVIEW Management Suite’s certificate is signed
by an unknown (untrusted) CA.

® Mutually unknown CAs, where both components carry certificates signed by CAs that are
unknown to each other.

Each situation requires a different set of certificates to be uploaded to each of the components.

A CA’s signature is always verified by its root certificate, which identifies the CA and is self-signed
by that CA. When a device receives a certificate as part of TLS negotiations, it must verify that
the CA signing the certificate is trusted, so it must have the CA’s root certificate uploaded.
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® Standard TLS

These connections use the same CA for signing all certificates on both sides. In this case, you
need to upload two certificates to iVIEW Management Suite and two for the gateway
(Figure 5-3 on page 136).

Figure 5-3 Standard TLS: Component Certificates and a CA Root Certificate
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Upload the following certificates to the iVIEW Management Suite:

- A certificate identifying iVIEW Management Suite, signed by the CA. This is sent to the
gateway as part of the TLS negotiation.

- Aroot certificate verifying the CA’s identity, self-signed by that CA. This is used by iVIEW
Management Suite to verify the certificate sent by the gateway.

On the gateway side, upload the following certificates (Figure 5-3 on page 136):

- A certificate identifying the gateway, signed by the same CA. This is sent to iVIEW
Management Suite as part of the TLS negotiation.

- A copy of the root certificate verifying the CA’s identity, self-signed by the CA. This is
used by the gateway to verify the certificate sent by iVIEW Management Suite.

® Unique CAs

When certificates are signed by different CAs, each CA requires its own root certificate to be
uploaded for authentication.

For example, in Figure 5-4 on page 137, the certificate identifying iVIEW Management Suite
is signed by CA1, while the gateway’s certificate is signed by CA2. This requires three
certificates to be uploaded to iVIEW Management Suite and two for the gateway (Figure 5-4
on page 137).
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Figure 5-4 TLS connection using certificates signed by different CAs
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When each certificate is signed by a different CA (Figure 5-4 on page 137), upload the
following certificates to the iVIEW Management Suite:

- A certificate identifying iVIEW Management Suite, signed by trusted CAl. This is sent to
the gateway as part of the TLS negotiation.

- Aroot certificate from the trusted CAl verifying CAL’s identity, self-signed by CA1. This
is used by iVIEW Management Suite to authenticate its certificate.

- Aroot certificate from the trusted CA2 verifying CA2’s identity, self-signed by CA2. This
is used by iVIEW Management Suite to authenticate the certificate sent by the gateway,
which is signed by CA2.

On the gateway side, upload the following certificates (Figure 5-4 on page 137):

- A certificate identifying the gateway, signed by trusted CA2. This is sent to iVIEW
Management Suite as part of the TLS negotiation.

- Aroot certificate verifying CA1’s identity, self-signed by trusted CAL. This is used by the
gateway to verify the certificate sent by iVIEW Management Suite, which is signed by CAL.

® Unknown gateway CA

If the CA of the gateway’s certificate is unknown, it cannot be trusted unless it comes with
an intermediate certificate, which vouches for the trustworthiness of the unknown CA.
Intermediate certificates must be signed by a trusted CA.

For example, in Figure 5-5 on page 138, the certificate identifying the gateway is signed by
CA3, which may be known and trusted by those who installed the gateway, but in this scenario
CA3 is not trusted by iVIEW Management Suite. Meanwhile iVIEW Management Suite’s
certificate is signed by CAl, a trusted CA. This scenario requires four certificates to be
uploaded to iVIEW Management Suite and two for the gateway (Figure 5-5 on page 138).
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Figure 5-5 Signature of Gateway Certificate from Unknown CA
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When CA3 is untrusted (Figure 5-5 on page 138), the certificates to upload to the iVIEW
Management Suite are:

- A certificate identifying iVIEW Management Suite, signed by trusted CA1. This is sent to
the gateway as part of the TLS negotiation.

- A oot certificate from CALl verifying CAL’s identity, self-signed by trusted CA1. This is
used by iVIEW Management Suite to authenticate its certificate.

- An intermediate certificate vouching for the trustworthiness of CA3, signed by trusted
CA2. This is used to trust the certificate sent by the gateway, which is signed by CA3.

- A oot certificate from CA2 verifying CA2’s identity, self-signed by trusted CA2. This is
used by iVIEW Management Suite to authenticate the intermediate certificate, which is
signed by CA2.

On the gateway side, the certificates to be uploaded are (Figure 5-5 on page 138):

- A certificate identifying the gateway, signed by CA3, an unknown CA. This certificate is
sent to iVIEW Management Suite as part of the TLS negotiation.

- A root certificate from CALl verifying CALl’s identity, self-signed by trusted CA1. This is
used by the gateway to verify the certificate sent by iVIEW Management Suite, which is
signed by CA1.

® Unknown iVIEW Management Suite CA

When iVIEW Management Suite’s certificate is signed by a CA unknown to the gateway, you
must upload an intermediate certificate for the untrusted CA signed by a trusted CA to vouch
for its authenticity.

In the example of Figure 5-6 on page 139, iVIEW Management Suite’s certificate is signed by
CA3, an unknown CA, while the gateway’s certificate is signed by CA2, a trusted CA. This
requires four certificates to be uploaded to iVIEW Management Suite and three for the
gateway (Figure 5-6 on page 139).
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Figure 5-6 Signature of iIVIEW Management Suite Certificate from Unknown CA
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When CAS3 is untrusted by the gateway (Figure 5-6 on page 139), the certificates to upload to
the iVIEW Management Suite are:

- A certificate identifying iVIEW Management Suite, signed by CA3, a CA unknown to the
gateway. This is sent to the gateway as part of the TLS negotiation.

- An intermediate certificate vouching for the trustworthiness of CA3, signed by trusted
CA1l. This is used to trust iVIEW Management Suite’s identity certificate, which is signed
by CA3.

- Arroot certificate from CAL verifying CAL’s identity, self-signed by trusted CA1. This is
used by iVIEW Management Suite to authenticate the intermediate certificate, which was
signed by CA1.

- A oot certificate from CA2 verifying CA2’s identity, self-signed by trusted CA2. This is
used by iVIEW Management Suite to authenticate the gateway’s certificate, which is
signed by CA2.

On the gateway side, the certificates to be uploaded are (Figure 5-6 on page 139):
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- A certificate identifying the gateway, signed by trusted CA2. This certificate is sent to
iVIEW Management Suite as part of the TLS negotiation.

- An intermediate certificate vouching for the trustworthiness of CA3, signed by trusted
CA1l. This is used to trust iVIEW Management Suite’s identity certificate, which is signed
by CA3.

- Arroot certificate from CAl verifying CAL’s identity, self-signed by trusted CA1. This is
used by the gateway to verify the intermediate certificate, which is signed by CAL.

® Mutually unknown CAs

In the final scenario, both components use certificates signed by CA’s which are not
recognized by each other. In this case, there needs to be two intermediate certificates, one
for each of the untrusted CAs, to vouch for their authenticity.

For example, in Figure 5-7 on page 140, the certificate identifying the gateway is signed by
CA4, an unknown CA, while iVIEW Management Suite’s certificate is signed by CA3, also
untrusted. This would require five certificates to be uploaded to iVIEW Management Suite and
three for the gateway (Figure 5-7 on page 140).

Figure 5-7 Signature of Both Certificates are from Untrusted CAs
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When CA3 is untrusted by the gateway and CA4 is untrusted by iVIEW Management

Suite(Figure 5-6 on page 139), the certificates to upload to the iVIEW Management Suite are:

- A certificate identifying iVIEW Management Suite, signed by CA3, a CA unknown to the
gateway. This is sent to the gateway as part of the TLS negotiation.

- An intermediate certificate vouching for the trustworthiness of CA3, signed by trusted
CA1l. This is used to trust iVIEW Management Suite’s identity certificate, which is signed
by CA3.
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- A oot certificate from CALl verifying CALl’s identity, self-signed by trusted CA1. This is
used by iVIEW Management Suite to authenticate CA3’s intermediate certificate, which
was signed by CA1.

- A oot certificate from CA2 verifying CA2’s identity, self-signed by trusted CA2. This is
used by iVIEW Management Suite to authenticate CA4’s intermediate certificate, which is
signed by CA2.

- An intermediate certificate vouching for the trustworthiness of CA4, signed by trusted
CA2. This is used to trust the gateway’s identity certificate, which is signed by CA4.

On the gateway side, the certificates to be uploaded are (Figure 5-6 on page 139):

- Acertificate identifying the gateway, signed by CA4, a CA unknown to iVIEW Management
Suite. This is sent to iVIEW Management Suite as part of the TLS negotiation.

- An intermediate certificate vouching for the trustworthiness of CA3, signed by trusted
CA1l. This is used to trust iVIEW Management Suite’s identity certificate, which is signed
by CA3.

- Arroot certificate from CALl verifying CAL’s identity, self-signed by trusted CA1. This is
used by the gateway to verify the intermediate certificate, which is signed by CAL.

For more information on uploading certificates to the gateway and to iVIEW Management Suite,
see “Securing Your Video Network Using TLS” on page 134.

Generating the Certificate Signing Request for iVIEW Management Suite

This section details how to generate a certificate signing request for iVIEW Management Suite,
that must be signed by a CA using a certificate authority (CA) application.

Once properly signed, the certificate would confirm the identity of iVIEW Management Suite to
other components in the network, and can also facilitate encrypted communications with other
components.
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Procedure
Step 1 Navigate to Start > All Programs > RADVISION iVIEW Management Suite > Certificates
Management. The Certificate Management Tool is displayed.
Step 2 Select the iVIEW Certificates tab.
Figure 5-8 Certificate Management Tool
Emmmmﬂrﬁ a @
| MIEW Certificates | Certificates for Other Devices |
[ Follow the: below procedure in order e and manage CA-signed
@1 Certificate {CSRY Generate |
2. Save the CSH and send it to the certificate authority (CA) | gm
3. Upload one or more root cerificates recefved from the CA
CA files: | Uploaid...
4. Upload the signed certificate received from the CA
CA Signed file: . Uploat...
7 — | T
Step 3 Select Generate. The Generate CSR window is displayed.
Figure 5-9 Certificate Signing Request
] Generate CSR i
Generate Certificate Signing Request (CSR)
Common Name* RVCN-HANLU RADVISION. com| |
Organization unit |
Organization |
City |
State |
Country code |
| Generate Certificate Signing Request {(CSR) | : Cancel |
Step 4 Enter details as required. The Common Name must be FQDN of iVIEW Manager Server/SIP server:

rven-iview-7201.radvision.com. For a redundancy deployment, the common name must be the
public virtual FQDN. The Country code must include two characters.

Step 5 Select Generate Certificate Signing Request (CSR).
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Step 6 Select Save to view the certificate content. The certificate content is displayed in the Download
iView CSR window.

Figure 5-10 Saving the Certificate

Certificate content (RFC):

[—BEGIN NEW CERTIFICATE REQUEST—
MIBsTCCAR0CAQAWCTEQMA4GAIUEBXMHEMVpamiuZzEQMA4GATUECEMHOmVpamiuZzE
LIAKGAILE

BhMCO04xEjAQBgNVEALT CHIhIHZ pc2ivbEMMAS GATUECKMD cmMidiRww G g YD VOO DExNI
MmJ1YS5y

MWRZaXNpb24uY2HMIGIMADGC SqGSIb3IDAERAQUAAA GHAD CRIGKBgQDXmaSN4ADA ooy
SHISTLE

LivelICsEWEXpwLISCTcRIT 17 clidiUsZqeqzAlSF nhusMiclaWghwipuhx L 3uSoTva TV alG
i

kyuyrHEMwWITP + 3457+ g4 e 0 00wMMLZRASUN{gTY dRba GOpBa3k2fsz20cOvs GVWwa 9Bk Chb
dQlD

WA BoARWDOY IKe2ivcNAQEFBOAD gYEADD Tr++00RHASZ o C2DCWIL aB O dw+zwBIZ Swiuk
teeC2K

URNZZSAZIOFYpvaded MROTUSARUTXMLUFEWZYpwl STOC a4 JEVIVVWNEsnglalrUbOExcY Ofax
n

UdmLZxdfGBEXNRAPBmicp wgDS4Wok3IWanTdiT Zb=Azbilx5220=

----- END MEW CERTIFICATE REQUEST-—-

| SaveCertificate |

Step 7 Select Save Certificate. Choose an appropriate folder and file name when saving the certificate.
The certificate is saved as a text file compatible with Base-64 ASCII code.

Step 8 Send the text file containing the certificate for signing as a certificate compatible with Base-64
ASCII code. We recommend to use the same CA for both the CSR and the Lync Server certificate.

Note: Itis very important that the certificate is signed as a certificate compatible with Base-64
ASCII code.

If other components communicating with iVIEW Management Suite also have their own
certificates, we recommend using a common CA for all certificates for a more efficient
implementation.

Select Web Server as the certificate template when submitting a certificate request or
renewal request.
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Uploading iVIEW Management Suite Certificates into iVIEW Management Suite

This procedure describes how to upload certificates that confirm the identity of iVIEW
Management Suite. To upload certificates that confirm the identity of other SCOPIA Solution and
third-party devices, see “Uploading Certificates for Other Devices into iVIEW Management Suite”

on page 146.

In most TLS connections, iVIEW Management Suite requires two certificates to be uploaded: a
signed certificate identifying iVIEW Management Suite signed by a certification authority (CA) and
that CA’s root certificate (Figure 5-11 on page 144). Each time a deployment component tries to
establish a new TLS session with iVIEW Management Suite, it sends its identity certificate to the
component to establish a secure connection (Figure 5-11 on page 144).

Figure 5-11 Typical TLS communication with a gateway
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However, if the component certificates are signed by a different CA than iVIEW Management
Suite’s certificate, you may need to upload more certificates to establish authenticity. For more
information, see “Planning the Required Certificates for TLS” on page 135.

You need to perform this procedure after you have the signed certificate from the CA for iVIEW

Management Suite.

Before You Begin

1. Ensure that you have the root certificate for the certificate authority that your organization
uses. The root certificate must be compatible with the Base-64 ASCII code.

2. Ensure that you have the signed certificate for the iVIEW Management Suite.
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Procedure

Step 1 Copy the CA root certificate and the CA signed certificate that confirm the identity of iVIEW
Management Suite into the iVIEW Management Suite server.

Step 2 Open the iVIEW Management Suite Certificates Management tool.

Figure 5-12 Certificate Management Tool window
=Dmmmmmunummﬂm o o [

IVIEW Certificales | Certificates for Cher Devices |

Follow thi: below procedure in ordid (o generate and manage CA-signed conificate(s):

@ 1. Generate Cenlificate Signing Regquest (CSF) Generals
@2, Save the CSR and send it 1o the cerificate athority (CA) Save
Has hittn s&asit CDocimmems and Sotbiimigs Wil Doecumel s 1234567 B0HL 23458 T8,

3, Liphoad one of mofe roof ceniicates receisd from the CA
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CA Signed file: Upload..
Sl Lottty Contiicatas
Step 3 Upload the CA root certificate, including intermediate certificates, into iVIEW Management Suite:

a. Select Upload next to the CA files.
The Open window is displayed.
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Figure 5-13 Open window
Boe

Look In: |9 Test SEIEIEIER
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) Root_cA.cer
File Name: Root_CAcer
Files of Type: corl & pem & cer -
Open I Cancel

b. Browse and select the CA root and intermediate certificates. You can select multiple
certificates by holding the Ctrl key as you select.

c. Select Open. Verify that the upload success message is displayed.
The CA root and intermediate certificates are uploaded into iVIEW Management Suite.
Step 4 Upload the CA signed certificate into iVIEW Management Suite:
a. Select Upload next to the CA Signed file.
The Open window is displayed. See Figure 5-13 on page 146.
b. Browse and select the CA signed certificate.
c. Select Open. Verify that the upload success message is displayed.
The CA signed certificate is uploaded into iVIEW Management Suite.

Step 5 Select Apply Certificates.
The iIVIEW Management Suite service is automatically restarted.

Uploading Certificates for Other Devices into iVIEW Management Suite

This procedure describes how to upload certificates to iVIEW Management Suite for all devices in
your deployment, except for the certificates which confirm the identity of iVIEW Management
Suite itself. To upload certificates which identify iVIEW Management Suite itself, see “Uploading
iVIEW Management Suite Certificates into iVIEW Management Suite” on page 144.

For most TLS connections, you need to upload the device’s CA root certificate (Figure 5-14). Each
time a deployment component tries to establish a new TLS session with iVIEW Management Suite,
it sends its identity certificate to the component to establish a secure connection (Figure 5-14).

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Securing your Video Network | 146



Root CA
Certificate
[Trusted)

e

Step 1

Step 2

iIVIEW Management Suite SCOPIA Video Gateway

¢ o
St?

Figure 5-14 Typical TLS communication with a gateway

TLS
Connection

—
Certificate Certificte o
for for
VIEW Gateway Pt i
e A Certificate
3 L’} {l ‘% [Trusted)
£ ca cal B

4 T B H}
—_> S’

However, if the component certificates are signed by a different CA than iVIEW Management
Suite’s certificate, you may need to upload more certificates to establish authenticity. For more
information, see “Planning the Required Certificates for TLS” on page 135.

You need to perform this procedure after you generate the CSR for the deployment component,
which is done via the device. For details about generating CSRs for SCOPIA Solution products, see
the product's Administrator Guide.

Before You Begin

Ensure that you have the root certificate, including all intermediate certificates, for the
certificate authority that your organization uses to identify the device. The root certificate must
be compatible with the Base-64 ASCII code.

Procedure

Copy the CA root (and intermediate, if relevant) certificate that confirms the identity of the
device into the iVIEW Management Suite server.

Open the iVIEW Management Suite Certificates Management tool.
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Step 3 Select the Certificates for Other Devices tab (Figure 5-15 on page 148).

Figure 5-15 Certificates for Other Devices tab

[ IVIEW Certificates | Certificates for Other Devices |

| Import... | Delete... | Info... | Export... [
Alias Izsue To [ lesus By ' Pariod Of Validity _' Status i
raot _F‘UCN—WH.E-.-DE.-CA _HVCN‘-W1 A8-DZ-CA ;2011-5?-15~3I]1E--EI?-15 Il'-".pl:ﬂlé‘d
|default RVCN-HANLL VISIO [RVCN-W1 4A-DC-CA [2011-10-27~2013-10-26Applied
_gw‘! _W1 3G_A-R_“~I'C M- 38 _W'I A0A-RVCH-W12A-DC-CA ;._?I:H 1-_5!5- 10-2016-06-10 Iﬂ.pphe.:_j
qw! 1201 0-RVCH-MIEW- [2010-RVCHN-IMEVV-7 208 |2011-01-05-2016-01-05 jApplied
[ 201 0-RVCHN-IVIEW-7208-CA|
Close | | Apply Certificates
Step 4 Upload the CA root certificates, including intermediate certificates, into iVIEW Management

Suite:
a. Select Import.
The Certificate Import window is displayed (Figure 5-16 on page 148).

Figure 5-16 Certificate Import window

B Certificate Import -::. e e

Type an internal name for the certificate (for easy identification) in the Alias field.
Select Next and browse to the CA root certificate.

Select Open.

Repeat steps a--d for other CA root and intermediate certificates, if relevant.

Select Apply Certificates.

@ ~ o a0 o

Select OK in the success message.
The CA root and intermediate certificates are uploaded into iVIEW Management Suite. The
iVIEW Management Suite service is automatically restarted.
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Enabling the TLS Connection in iVIEW Management Suite
L

You can configure your iVIEW Management Suite to use the TLS connection by modifying the
configuration of the B2BUA component of the iVIEW Management Suite.

Perform this procedure only if you want to secure your video network using TLS.

Procedure

Step 1 If the TLS connection is with the SCOPIA Video Gateway, configure the device to TLS signaling as
explained in “Adding and Configuring a SCOPIA Video Gateway in iVIEW Management Suite” on
page 40.

Note: Each SCOPIA Video Gateway in the video network has its own configuration that is saved
in iVIEW Management Suite.

Step 2 If the TLS connection is with the RADVISION SIP Gateway, configure the SIP Gateway to TLS
signaling as explained in “Adding and Configuring SIP Gateway in iVIEW Management Suite” on
page 44.

Note: Each SIP Gateway in the video network has its own configuration that is saved in iVIEW
Management Suite.

Step 3 Navigate to C:\Program Files\RADVISION\iVIEW Suite\iCM\sipserver\conf.
Step 4 Open the UpdatedSIPConfig.xml file in a text editor.
Step 5 Configure FQDN of the B2BUA component by setting the value the <B2bFQDN> element as shown

in Figure 5-17. In a redundancy environment, add the FQDN of the public virtual IP address. In a
standalone environment, this is automatically added.

Figure 5-17 Adding the B2bFQDN element

<SipServerConfigurations>

<SIPStack>
<Network:>
<LocalTepkddressList=>127.0.0.1:5060< /LocalTephiddressList>
<LocallUdpiddressList=>127.0.0.1:5060</LocalldpliddressList>
<LocalTlskddressList>127.0.0.1:5061</LocalTlsiddressList>
<BZbFQDN>rvcndev.radvision .com</B2ZbFQDN=>
< /Networlk:>

<Stack:>
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Step 6 Configure the DNS of the B2BUA component by setting values in the entire <DNSServerList>
element as shown in Figure 5-18:

Figure 5-18 Adding the <DNSServerList> element

<Stack=
<StackToepEnakbled>trus</StackTepEnabled:>
<StacksSendReceiveBuffersSize>10000</stacksendReceiveBuffersizes
<StackTLSEnabled>true</StackTLSEnabled:>
<StackMNumCfTlsEngines>2</StackNumCfTlsEngines>
<StackMaxTlssSessions>1000</StackMaxTlsSessions>
<TLSMethod>TLS_Vl</TLSMethod:>

< /Stack>

<DNSServerList>
<DNSServerIP=192.168.227 .233</0N55erverIP>
<DNSServerIP=192.168.227 .23« /DNSServerlP>
<DNSServerIP=192.168 225 . 1</0NSServerlP>

< /DNSServerList>

< /SIFStack:>

Step 7 Save and close the file.
Step 8 Start the iVIEW Management Suite service and the iVIEW Management Suite SIP service.
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L! RADVISION® SCOPIA

Delivering the Visual Experience ®

Real-time Monitoring

You can monitor and manage the bandwidth used by video communications across the entire
network. You can configure iVIEW Management Suite to generate and forward alerts when
bandwidth usage exceeds a given threshold.

® Managing iVIEW Management SUItE TrapS....cueeeeeeereeeeeeieeeaeenaeeraneenannenn page 151
© MONItOring NETWOIK DEVICES. . ... eee ettt ettt et e e e e eaneeaaneens page 156
® Monitoring Device Usage and Utilization ...........c.coviiiiiiiiiiiiiiiiiiieaaenn page 162
® Monitoring Meetings, Calls and Conferences .........ccveeiviiiiiiiiiiiieanaaenn. page 165

Managing iVIEW Management Suite Traps

iVIEW Management Suite can be configured to receive traps from managed devices, and to
forward this traps to external servers.

® Configuring iVIEW Management Suite to Receive Traps from Network Devices ... page 151
® How to Configure iVIEW to Forward Traps to a Specific Address .................... page 152
® How to Send Alerts to @ Specific USEr ... ..coiiin i page 154

Configuring iVIEW Management Suite to Receive Traps from Network Devices

You can configure iVIEW Management Suite to get traps from managed devices, and provide
events and alarms management.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Traps.
Step 4 Select Receive traps from elements.
Step 5 Select Upload to save your changes.
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How to Configure iVIEW to Forward Traps to a Specific Address
|

Once iIVIEW Management Suite is configured to get traps from managed devices, you can configure
forwarding rules so iVIEW Management Suite will forward traps from specific devices to an
external server, for monitoring reasons.

® Creating or Modifying a Trap Forwarding Rule ...........ccoiiiiiiiiiiiiiiiiiaeenn. page 152
® Disabling a Trap Forwarding RUle. ... page 153
® Removing a Trap Forwarding Rule. ... ..o page 154

Creating or Modifying a Trap Forwarding Rule

You can instruct iVIEW Management Suite to forward traps received from managed devices to an
address specified by a trap forwarding rule.

You can also enable SNMP version 3 support to add privacy, authentication and access control to
SNMP traps before forwarding them to the trap server.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Traps.
Step 4 Do one of the following to modify an existing trap forwarding rule:

« Double-click the trap rule you require.
« Select the trap rule you require and select Edit.
» Right-click the trap rule you require and select Edit.

Step 5 Do one of the following to create a new trap forwarding rule:
- Select Add.
» Right-click any trap rule and select Add.
Step 6 Enter a description in the Description field.
Step 7 Specify the IP address and port number for iVIEW Network Manager to forward traps received from

managed elements.
Step 8 Select Enable trap forwarding.
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Step 9 (Optional) Select Enable SNMP v3 to add security attributes to SNMP traps, and select a security
level.

Note: You can select this option only after selecting the Enable trap forwarding option.

« Low—No Authentication or Privacy
« Medium—Authentication without Privacy
» High—Authentication with Privacy

Step 10 (For Medium or High security only) Enter a user name and password for authentication of SNMP
trap messages.

Step 11 (For Medium or High security only) Select a protocol for authentication of SNMP trap messages.
The default protocol is MD5.

Step 12 (For High security only) Enter a privacy password for encryption of SNMP trap messages.

Step 13 (For High security only) Select a privacy protocol for encryption of SNMP trap messages.

The default protocol is DES (56-bit).
Step 14 Select OK to save your changes.

Disabling a Trap Forwarding Rule

You can disable rules that are temporarily not in use. These rules will remain in the database and
can be enabled at any time.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Traps.
Step 4 Do one of the following to modify an existing trap forwarding rule:

« Double-click the trap rule you require.

« Select the trap rule you require and select Edit.

» Right-click the trap rule you require and select Edit.
Step 5 Deselect Enable trap forwarding.

Step 6 Select OK to save your changes.
The trap forwarding rule is disabled but remains in the database.
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Removing a Trap Forwarding Rule

You can delete rules that are no longer in use. Deleted rules are removed from the database.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Traps.
Step 4 Do one of the following:

» Select the trap rule you require and select Delete.
« Right-select the trap rule you require and select Delete.

Step 5 Select OK to save your changes.
The trap forwarding rule is removed from the database.

How to Send Alerts to a Specific User

You can configure iVIEW Management Suite to send emails to specific users, with notifications of
alarms and events registered by the system. You can define a network subset that comprises some
of the network devices, for example, you can have a network subset comprised of all MCUs
defined in the network. iVIEW Management Suite will then send notifications in an email format
with these network subset traps. You can also define the minimum severity level, for example,
you can define that notifications are sent only for critical alarms and events.

® Creating or Modifying an Alert Recipient Profile..............cooiiiiiiiiiiiiin.n. page 154
® Defining Network SUDSETS . .....co e page 155
® Removing an Alert Recipient Profile ...... ..o page 156

Creating or Modifying an Alert Recipient Profile

You can define a recipient for email notifications sent by iVIEW Management Suite regarding traps
from a specified network subset.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Alert Recipients.
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Step 4 Do one of the following to modify an existing alert recipient profile:
« Double-click the alert recipient you require in the Recipient Name column.
« Select the alert recipient you require and select Edit.
» Right-click the alert recipient you require in the Recipient Name column and select Edit.

Step 5 Do one of the following to create a new alert recipient profile:

- Select Add.

« Right-click any link in the Recipient Name column and select Add.
Step 6 Enter the name and email of the alert recipient in the relevant fields.
Step 7 Select the user profile.

The options in the Select user profile field reflect the user details defined at Settings > Users.

If you select a user profile with Local user access level, the alert recipient receives notifications
only for alarms that belong to elements that are part of the network subset defined for the user
at Settings > Users.

If you select a user profile with Administrator or Read only access level, the alert recipient
receives notification of all alarms.

Step 8 Select the minimum severity level of the alerts to be sent to the alert recipient.
The severity level of alerts is defined by the profile selected in the Select user profile field.

Step 9 (Optional) Select Notify on alarms clearing to enable the alarm recipient to receive an error
report via email when the alarms have been cleared.

Step 10 (Optional) Select Use custom subject line to include a custom subject line in the email and enter
a string for the custom subject line.

Step 11 (Optional) Select Include element info to include details of the elements reported in the alerts
in the custom subject line.

Step 12 Select Enable alert to activate the recipient.
Step 13 Select OK to save your changes.

Defining Network Subsets

You can define subsets of the network and restrict users with specific profiles to control and
monitor certain network areas. The administrator can define network subsets by creating criteria
to include or exclude certain offices or branches, and network devices.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select the Network Subsets tab.
Step 4 Select Add or right-click an existing network subset and select Add.
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Step 5

Step 6
Step 7

Step 8
Step 9

Enter a name for the network subset.

A subset contains all devices which match at least one include criterion but do not match any
exclude criterion.

Select Add to create a new include or exclude criterion.

Select a zone (office or branch) and a network device in the relevant fields, and indicate whether
or not child zones of the specified zone are contained in the criterion.

Select OK to add the criterion to the relevant list in the Add Network Subset window.
Select OK to save your changes.

Removing an Alert Recipient Profile

Step 1
Step 2
Step 3
Step 4

Step 5

You can remove a recipient defined to receive notifications about traps.

Procedure

Log in to iVIEW Network Manager.
Select Settings in the sidebar menu.
Select Alert Recipients.
Do one of the following:
« Select the alert recipient you require and select Delete.

» Right-select the alert recipient you require in the Recipient Name column and select
Delete.

Select OK to save your changes.
The alert recipient profile is removed from the database.

Monitoring Network Devices

You can use the iVIEW Network Manager to monitor the functionality of devices, alarms and
events, within your network, and you can use the iVIEW Communications Manager to monitor
bandwidth usage and port availability for the videoconferencing network resources.

® About Management Status of Network DeVICeS ........cceeviiiiiiiiiiiiiiaaaneanns page 157
® About iVIEW Management Suite Monitoring VIeWS ......cccveieeiiiiiiiiiiieeaneanns page 158
® Creating your own MONIitoring VIEW ... ...t e eaeeens page 160
® Monitoring NetwWOork EVENTS ... e page 160
® Monitoring Network AlarmS. . ... e page 161
® Changing the Severity Level of Alarms .......cooioiiiiiii e page 162
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About Management Status of Network Devices

The SCOPIA iVIEW Network Manager provides network administrators with the most critical
network status information at a glance, including:

® Element information—Total number of elements, the number of faulty elements and the
number of elements that are offline.

® Call information—Total number of calls in the network, the number of point-to-point calls and
the number of conferences.

® Endpoint information.
® Bandwidth information—Inter-zone bandwidth usage.
® B-channel usage information.

All network status information is updated in real time by the SCOPIA iVIEW Network Manager
database.

Table 6-1Describes the different types of network devices management status.
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Table 6-1  Network Devices Management Status

Element Status Description

Managed The element exists in the SCOPIA iVIEW Network Manager
database and provides monitoring information and access to
configuration settings.

Inferred The element does not exist in the SCOPIA iVIEW Network
Manager database, but it might appear as an inferred element
because a managed element refers to that element.

For example, a gatekeeper is inferred when a managed element
is registered to that gatekeeper zone, but the gatekeeper is not
managed by the SCOPIA iVIEW Network Manager.

Unmanaged The element exists in the SCOPIA iVIEW Network Manager
database but has no open communication channels with the
SCOPIA iVIEW Network Manager and provides no monitoring
information or access to configuration settings.

An element might be unmanaged when the SCOPIA iVIEW
Network Manager license limitations have been exceeded or
when the user manually sets the element as unmanaged.

About IVIEW Management Suite Monitoring Views

iVIEW Management Suite provides monitoring of network devices in three different ways:
® Network Tree

The Network Tree allows you to monitor network devices on a network level, on a location
level or on a device level, according to the selected element from the tree. Information
available for each level is organized in tabs.

Any element listed in the Network Tree with a question mark (?) is considered to be an
inferred element by the system. This means that the element is not listed in the database,
but is presumed to exist because another known element refers to it. Inferred elements
cannot be managed, therefore we recommend that you either initiate auto-detect to discover
an element, add an element manually or manually connect an inferred element.

® Network Table

The Network Table view allows you to monitor the status of network devices. The following
information is displayed in the table:

- Element status, indicated by an icon, as follows:
2 Online
{_) Unmanaged
i Offline
i Faulty
£ Warning
@ Information
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- Element type (MCU, gatekeeper and so on)
- Element name (acts as a link to its element manager)
- Management IP address
- Version number
- Location (office or branch)
- Traffic usage versus capacity
® Network Map

The Network Map provides a graphical illustration of the network, with a snapshot of the
following parameters:

- Current status

- Number of calls

- Number of conferences

- Number of registered participants versus capacity

- Number of B-channels handled by gateways versus capacity
- Total bandwidth handled by gatekeepers versus capacity

Each square displayed in the Network Map represents either the network root, a zone (or
user-defined folder) or a single element. Inter-zone bandwidth information appears above the
zones when relevant.

Procedure
Step 1 Log in to NMS.
Step 2 Select Network Tree, Network Table or Network Map in the sidebar menu.
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Creating your own Monitoring View

You can create and monitor your own tree structure according to criteria you define, such as the
physical location or other customer-specific criteria. Once you have your customized network
tree, you can monitor the devices on a network level.

Procedure
Step 1 Select Network Tree in the sidebar menu.
Step 2 Do one of the following:

« Right-click a tab in the Network Tree view (above the tree) and select Add tree view
- Select Edit > New > New tree view.
Step 3 Enter a name for the new tree view and select OK.
The new tree view is added to the Network Tree view.

By default, the new tree view includes a Network root directory and an Unassigned folder. The
Unassigned folder contains all the elements in the network organized by type.

Step 4 Create folders for organizing the elements in the tree view by right-clicking the location in the
tree where each folder should be located, and selecting Add folder.

Step 5 Drag and drop elements from the Unassigned folder to the folders that you created.

Note: To rename or remove tree views, either use the Edit menu or right-select the tree view.
To rename or remove folders, right-select the folder and select the relevant option.

Monitoring Network Events

You can monitor events reported by the system for the entire network and for specific network
devices. You can sort the list of events according to severity, event time, event message and
element, and filter traps by severity and time interval.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 To monitor events on a network level, do one of the following:

« Select Alarms from the sidebar menu.
- Select Network Tree, and select the Network icon from the tree view.

Step 3 To monitor events of a specific network device, select Network Tree, and select the network
device you want to monitor events.
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Step 4 Select the Events tab.
The Events tab displays the following information:
« Event severity level (Minor, Cleared, Information, Warning, Minor, Major, Critical).
- Date and time of the event.
» Text message describing the event.
Step 5 Select the column headings in the alarms table to sort the information displayed.
Step 6 (Optional) To filter the events displayed by date and severity level, do one of the following:

« Select View > Filter events.
« Select the Current filter link above the table.

Monitoring Network Alarms

The Alarms tab enables you to view and sort the alarms generated by the devices in the network
according to alarm status, alarm message, date and time or element. Alarms can be viewed per
network device, network zone (office or branch) or the entire network.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 To view alarms on a network level, do one of the following:

« Select Alarms from the sidebar menu.

« Select Network Tree, and select the Network icon from the tree view.

Step 3 To view alarms of a specific network device, select Network Tree, and select the network device
you want to monitor alarms.
Step 4 Click Alarms.

The Alarms tab includes the severity of each alarm, the time the event occurred and the alarm
message that is related to the selected element. Alarm severity levels include the following:

8 Major/Minor/Critical
& Information

.& Warning
Step 5 Double-select any network device in the table to display the relevant device manager for that
device.
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Changing the Severity Level of Alarms

You can modify the severity level of alarms generated by the system, and create events for a
specific alarm.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Alarms.
Step 4 Do one of the following to modify an alarm generated by the managed devices in the network:

» Double-select the alarm you require.
« Select the alarm you require and select Edit.
» Right-select the alarm you require and select Edit.

Step 5 Modify the severity level, and enable or disable the alarm in the relevant fields.

Step 6 Select Create event for this alarm to instruct iVIEW Network Manager to create a report at
Alarms > Events every time this alarm occurs.

Step 7 Use the Apply to all users option to indicate whether the alarm properties apply only to the
current user or to all users.

Step 8 Select OK to save your changes.

Monitoring Device Usage and Utilization

This section if for service providers only.

Service providers can manage resources by monitoring devices performance and ports availability
of for different meeting types.

® Monitoring Device Usage and Failure by Time Interval ...t page 162
® Monitoring Device Usage and Failure StatistiCs ..........ooevieiiiiiiiiiiiiiiiieaann. page 163
® Monitoring MCU Availability for a Meeting TYPe ....covoiiiiiiiiiiiiiiecieeeeee page 164

Monitoring Device Usage and Failure by Time Interval

This section is available for service providers only.

You can view device usage by monitoring the total number of meetings scheduled, and the
number of failed meetings for all MCUs and gatekeepers configured in iVIEW Management Suite
during a designated time period (the default time interval is one hour).
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Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Device Monitoring in the sidebar menu.
Step 3 Select Performance Monitor.

Table 6-2 describes the information displayed on the Performance Monitor tab.

Table 6-2 Performance Monitor Tab Parameters

Parameter Description
Device Name  Displays the alias name of the MCU or gatekeeper.
Model Displays the device model.

Total Meetings Displays the total number of meetings hosted on the MCU during the designated
time interval. These totals only include ad hoc and scheduled meetings created
via iVIEW Communications Manager.

Failed Displays the total number of meetings that were unable to start on the MCU

Meetings during the designated time interval. These totals only include ad hoc and
scheduled meetings created via iVIEW Communications Manager.

% Failed Displays the number of failed meetings divided by the total number of

Meetings meetings.

Total Displays the total number endpoints involved in meetings hosted on the MCU

Connections during the designated time interval. These totals only include ad hoc and
scheduled meetings created via iVIEW Communications Manager.

Failed Displays the total number of endpoints involved in meetings on the MCU that

Connections were unable to start during the designated time interval. These totals only
include ad hoc and scheduled meetings created via the iVIEW Communications
Manager.

% Failed Displays the number of failed connections divided by the total number of
Connections connections.

Step 4 To create a new report, select the period of time to be displayed in the report.
Step 5 Select Display to view the report, or Generate Report, to view the report in an Excel format.

Monitoring Device Usage and Failure Statistics

This report is available for service providers only.

You can view device usage history and failure information by time interval for all MCUs and
gatekeepers configured in iVIEW Management Suite during a designated time period. For
example, usage per hour over a 15-day period.

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Real-time Monitoring | 163



Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Device Monitoring in the sidebar menu.
Step 3 Select Statistics.

Table 6-3 describes the information displayed on the Statistics tab.

Table 6-3 Statistics Tab Parameters

Parameter Description

Device Name  Displays the name of the MCU or gatekeeper.

Model Displays the device model.

Start Time Displays the beginning of the time interval.

End Time Displays the end of the time interval.

Meetings Displays the total number of multipoint meetings hosted on the MCU during the

designated time interval. Totals include only ad hoc and scheduled meetings
created via iVIEW Communications Manager. Gatekeeper information is not
displayed.

Peak Displays the peak number of endpoint connections for MCU or gatekeeper

Connections during the designated time interval. Figures include only ad hoc and scheduled
meetings created via iVIEW Communications Manager. Gatekeeper information
is not displayed.

Failed Displays the total number of meetings unable to start on the MCU during the

Meetings designated time interval. Totals include only ad hoc and scheduled meetings
created via iVIEW Communications Manager. Gatekeeper information is not
displayed.

Failed Displays the number of endpoints involved in meetings that were unable to

Connections connect with the MCU during the designated time interval. Totals include only
ad hoc and scheduled meetings created via iVIEW Communications Manager.
Gatekeeper information is not displayed.

Step 4 To create a new report, select the period of time to be displayed in the report.
Step 5 Select Display to view the report, or Generate Report, to view the report in an Excel format.

Monitoring MCU Availability for a Meeting Type
|

This report is available for service providers only.
You can view MCU availability for a specific meeting type during a designated time period.
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Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Device Monitoring in the sidebar menu.
Step 3 Select Resource Availability.
Step 4 Select a meeting type and a starting date.
Step 5 Select Previous or Next to move between start times.
Step 6 Select the time interval at which you want to view resource availability information.

Information about reserved MCU ports for a designated time interval is displayed in the Reserved
MCU Ports section.

Monitoring Meetings, Calls and Conferences

You can monitor ongoing meetings and upcoming meetings scheduled in your videoconferencing
network. In addition, you can monitor system utilization status.

® Monitoring Ongoing Meetings or CallS.........ooeeiiiiiiii e page 165
® Monitoring Bandwidth and Port Utilization ...............cooiiiiiiiiiiiii e, page 166
® Checking the Status Of MEETINGS . ..co.ueii e page 166
® Managing ONgoing Calls ........eineeii e e e eas page 167
® Managing Ongoing Calls per Network DEVICE ......c.ueiiieiiiiiiii e page 168
® DisCONNECEING CallS ...ttt ettt e aas page 168
® Managing ONgoing CONTEIENCES ....cuue et eeaneenas page 168
® Monitoring Ongoing Conferences per Network [tem...........coooiiiiiiiiiiiiaa.. page 169

Monitoring Ongoing Meetings or Calls

You can view and monitor all meetings and calls scheduled in the system. In addition, you can
monitor bandwidth and port utilization to make sure values do not exceed the limits set for the
videoconference.

You can view meeting details by clicking the meeting link. When necessary, you can terminate
meetings. In addition, you can become a moderator. For more details about moderators, refer to
User Guide for SCOPIA iVIEW Management Suite.

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Meeting Monitoring in the sidebar menu.
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Step 3

Step 4
Step 5
Step 6

Select Ongoing Meetings, Ongoing Point-to-Point Calls or Upcoming Meetings.

All host MCUs are listed in the MCU column with an indication of whether the meeting is cascaded.
All Gateways are listed in the Gateway column.

Select the link in the Subject field for the meeting or call you want to monitor.

Enter the moderator PIN if one is uzag.for this meeting or call.

Select the Become Moderator icon 1
The In-meeting Control interface is not available for meetings or calls in which you are not a
participant or the organizer.

Monitoring Bandwidth and Port Utilization

Step 1
Step 2
Step 3
Step 4

You can monitor port and bandwidth utilization for MCUs, SCOPIA Gateways and SCOPIA Desktops
configured in the system to make sure that video traffic does not exceed the maximum utilization
defined for the devices.

Procedure

Log in to iVIEW Communications Manager.
Select Meeting Monitoring in the sidebar menu.
Select Overall Status.

Locate the System Utilization Status section.
A graphic representation of port and bandwidth utilization is displayed.

Checking the Status of Meetings

Step 1
Step 2
Step 3
Step 4

Ongoing and upcoming meeting status is displayed by three icons: creation status, participant
status and termination status. You can monitor the status of the meetings, and view the reason
of a failure status.

Procedure

Log in to iVIEW Communications Manager.

Select Meeting Monitoring in the sidebar menu.

Select Ongoing Meetings to see all meetings that are currently in progress.

Select Ongoing Point-to-Point Calls to see all point-to-point calls that are currently in progress.
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Step 5 Select Upcoming to see all meetings that have not yet started.
The creation status of each of the displayed meetings is shown in the Status column.
» Green—Successful status
« Orange—Alert status
» Red—Failure status
There are three status indicators in each row.
» First (left) status icon—Indicates meeting creation status.

If meeting creation fails due to device failure, iVIEW Communications Manager attempts to
recreate the meeting whenever it receives a dial-in call from a meeting participant. This
allows the system multiple attempts at creating the meeting after the initial failure.

« Second (middle) status icon—Indicates participant/endpoint status.
If the second status indicator is red, a participant/endpoint is not connected.

If the second status indicator is orange, a participant/endpoint is disconnecting from the
meeting.

« Third (right) status icon—Indicates meeting termination status.

Step 6 To view the Reason Failed error message, select the red status indicator, and then select Retry
to resend the meeting information to the MCU.

Note: If an endpoint is disconnected correctly via the In-meeting Control interface, there is no
red status indicator.

Managing Ongoing Calls
[

You can monitor calls that are currently taking place on a network device.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Calls or Conferences in the sidebar menu.
Step 3 Select Calls.
Step 4 To display extended details per call, click on the table row and click Show call details.
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Managing Ongoing Calls per Network Device

You can view the current status of all calls currently being hosted on the network, on a specific
office or on a selected MCU.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Click Network Tree in the sidebar menu.
Step 3 Click Network or a relevant custom view.
Step 4 Select the network item you require.
Step 5 Click Calls.
Step 6 To display extended details per call, click on the table row and click Show call details.

Disconnecting Calls

You can disconnect ongoing calls when a threshold exceeds, for example, when the duration of
the call exceeds the limits, or when the bandwidth used for that call exceeds the maximum
bandwidth set for it.

Procedure

Step 1 Select Calls in the sidebar menu and then select Calls
_Or_

Select Network Tree in the sidebar menu, select the network item you require, and then select
Calls.

Step 2 Do one of the following:

« Select the call(s) you want to disconnect and click Disconnect selected call.
« Select Disconnect all calls.

Managing Ongoing Conferences

The Conferences tab provides a table for monitoring the current status of all conferences being
hosted on the network, office or selected MCU. You can access the MCU Conference Control
interface to manage and take control of the conference by selecting the MCU link.

Procedure
Step 1 Select Calls in the sidebar menu.
Step 2 Select Conferences.

Table 6-4 describes the information displayed on the Conferences tab.
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Step 3

Table 6-4 Conferences Tab Parameters

Parameter Description

MCU IP address of the MCU on the which the conference is being hosted. Click on the
link to view the element manager of the MCU (Administrator).

Conference ID Conference ID number. Click on the link to view the conference manager of the
MCU (Conference Control).

Layout Video layout configuration of the conference.

Camera Indicates whether video is enabled for the conference.
Speaker Indicates whether audio is enabled for the conference.

Data Indicates whether data support is enabled for the conference.
Total Number of current participants.

Participants

Local Number of local participants on this MCU.
Participants

Reserved Number of reserved participants.
Participants

Video Bit Rate Maximum bit rate for the conference.
Zone Zone in which the conference is taking place.

(Optional) Double-click the link in the MCU column to display the element manager for that
element.

Monitoring Ongoing Conferences per Network [tem

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

You can view the current status of all conferences currently being hosted on the network, office
or selected MCU. You can access the MCU Conference Control interface to manage and take
control of the conference by selecting the MCU link.

Procedure

Log in to iVIEW Network Manager.

Select Network Tree in the sidebar menu.
Select Network or a relevant custom view.
Select the network item you require.
Select Conferences.

Table 6-4 on page 169 describes the information displayed on the Conferences tab.
(Optional) Double-click the link in the MCU column to display the element manager for that
element.
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RADVISION® SCOPIA

Delivering the Visual Experience ®

Maintaining your Videoconferencing Network

This section details to the ongoing administrator tasks required to maintain your video network,
including backing up, restoring, and reflecting changes in the devices and topology of your video

network.
® Upgrading, Backing up and Restoring iVIEW Management Suite Data................ page 170
® Upgrading Network Device SOftWare. .......c.cveiiiiiiiii e e eeaeen page 173
© MaiNtaiNING GatEWAYS .. nueeeeee et et e et e et e e et e e et e e e e ean e eaneeeaneeanneenn page 183
® Daily Maintenance of your Video NetWOork ........cooeeiiiiiiiiiiiiiieieeaaeen page 183
® Maintaining Scheduled Meetings. . ......u e i e eaaeens page 188
@ Uninstalling SCOPIA iVIEW Management SUIte........c.oveiiiiiiiniiiiiieiieaaaaenns page 191
® Customizing your iVIEW Management SUIte..........ooviiiiiiiiiii i iieeieaaene page 191

Upgrading, Backing up and Restoring iVIEW Management Suite Data

You can restore the SCOPIA iVIEW Management Suite database and configuration files from a
backup copy. You should back up your database and configuration files on a regular basis.

There are many reasons for performing system backups on a regular basis, such as:
® Hardware failure
® Software failure
® Data corruption
® User errors
® Before a software upgrade

The upgrade procedure may vary depending on the release number and the size of the jump from
the current installation to the new release. For more information, see “Upgrading iVIEW
Management Suite” on page 172.

Note: Do not attempt to restore the database and configuration files from an old iVIEW Management Suite
version. You can only backup and restore database and configuration files within the same iVIEW
Management Suite release number.
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To restore iVIEW Management Suite data, stop the iVIEW Management Suite service before
restoring the database, configuration files, branding and sound files. Then restart the service
after completing the restore. Use the iVIEW Management Suite Backup and Restore tool.

® Backing Up IVIEW Management SUITE .......ccoiiiiiiiiiii e ee e eeee page 171
® Restoring an iVIEW Management Suite BaCKupP .....cveeeieeiiiiiiiiiiiieaeene page 172
® Upgrading iVIEW Management SUITE .......cooiiieiiiiii i page 172

Backing Up IVIEW Management Suite

The backup procedure saves the iVIEW Management Suite database containing configuration and
scheduling information, and also saves settings stored in local text files, known as property files.

The property files which are backed up are: authentication.properties, ivrslidemsg.properties,
vcs-advanced.properties, ves-core.properties, vnex.properties, aivr-call-state-machine.xml,
ha.xml, mdap-context.xml, pre-start-call-state-machine.xml, trap-config.xml, vcs-cdr-conf.xml,
vcs-config.xml, ves-config-dest.xml, vivr-call-state-machine.xml, jndi.properties, log4j.xml,
login-config.xml and mysql-ds.xml. The files associated with the back-to-back user agent that are
backed up are: service.ini, SIPConfig.xml, and UpdatedSIPConfig.xml.

There are two database files that are backed up in MySQL format: internal and external. Both are
required as part of the essential iVIEW Management Suite configuration and scheduling
information.

To backup the iVIEW Management Suite:

Procedure

Step 1 Select Start > Programs > RADVISION iVIEW Management Suite > Launch Backup and Restore
Tool.

Step 2 Select Backup Configuration, and then select Next.

Step 3 Select the type of files you want to back up.

Step 4 Specify the path to the location where you want to save the backup file. If necessary, modify the

backup file name.

By default the file name format is Backup_Database Props. After the backup process is
completed, the current date (YYYYMMDD) and time (1421) stamps are automatically added to the
file name. For example, Backup_Database_Props_20091215 1421.zip.

Step 5 Select Next.
Step 6 Select Start.
The backup process begins. Upon completion the success message is displayed.
Step 7 For the MS SQL database backup, share a folder on the MS SQL server so that it is accessible with

read permission.

The share name and the actual name of this folder must be the same. Then click the link to verify
that the folder is accessible.
Step 8 Select OK to complete the backup procedure.
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Restoring an iVIEW Management Suite Backup

The iVIEW Management Suite Backup and Restore Tool offers the safest and most reliable method
to restore the database, by creating a new temporary database with the restored data. Upon
successful completion, the tool renames the currently active database, and then renames the
restored database to take its place. This way, the pre-restore database is still available if needed.

Procedure

Step 1 Select Start > Programs > RADVISION iVIEW Management Suite > Launch Backup and Restore
Tool.

Step 2 Select Restore Configuration, then select Next.

Step 3 Select the backup file which you want to use, and then select Next.

Step 4 Select Start.
The restore process begins. Upon completion the success message is displayed.

Step 5 For the MS SQL database restore:

a. Enter the admin username and password.
b. Share a folder on the MS SQL server so that it is accessible with write permission.

Step 6 Select OK.
Step 7 Start the iVIEW Management Suite service.

Upgrading iVIEW Management Suite

The upgrade procedure may vary depending on the release number and the size of the jump from
the current installation to the new release.

Back up your iVIEW Management Suite configuration files before performing the upgrade.

Note: Do not attempt to restore the database and configuration files from an old iVIEW Management Suite
version. You can only backup and restore database and configuration files within the same iVIEW
Management Suite release number.

For more information on the upgrade procedure, see the Release Notes for SCOPIA iVIEW
Management Suite for the relevant version.
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Upgrading Network Device Software

iVIEW Management Suite enables you to manage software upgrades for MCUs and gateways, as
well as RADVISION and third party endpoints. Upgrades are managed by applying an upgrade file
to chosen devices in SCOPIA iVIEW Management Suite.

To backup a SCOPIA Gateway or a SCOPIA MCU, use iVIEW Management Suite to remotely access
the device’s menus from the web browser and export the configuration settings directly from
there.

® Remotely Upgrading Endpoints and Other Devices from iVIEW Management Suite page 173

® Removing a Software Upgrade File...... .o page 175
® Backing Up and Duplicating an Endpoint’s Configuration..............cccooeevieann... page 176
® Backing Up MCU Configuration Settings ........cceveieiiiiieeiiiiii e eeeenns page 177
® Restoring MCU Configuration Settings ........ooeeiiiiiii i caeeeas page 177
® Updating the SCOPIA MCU LiCENSE KBYS .. .uenntii e e e e eaeea page 178
® Upgrading the SCOPIA Video Gateway or RADVISION SIP Gateway................... page 179

Restoring a Previous Software Version for the SCOPIA Video Gateway or RADVISION SIP
Gateway page 181

Remotely Upgrading Endpoints and Other Devices from iVIEW Management Suite

You can quickly and easily perform remote software upgrades of video devices from SCOPIA iVIEW
Management Suite by selecting the device and applying an upgrade file. Upgrade files are supplied
by the vendor of the device.

You can use this method to remotely upgrade devices such as the SCOPIA Elite MCU, SCOPIA
Gateway, room systems such as the SCOPIA XT1000, and endpoints like the SCOPIA VC240 or third
party endpoints from Sony or Polycom.

This procedure details how to first upload an upgrade file into iVIEW Management Suite, then how
to apply it to a selected device.

Note: Before upgrading an endpoint’s software, backup its configuration by retrieving its configuration
file. For more information on remote endpoint backups, see “Backing Up and Duplicating an
Endpoint’s Configuration” on page 176.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Settings in the sidebar menu.
Step 3 Select Endpoint Management or Element Management.
Step 4 To upgrade an endpoint:

a. Select the specific endpoint type.
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b. Select Software Upgrade Files.

Figure 7-1 Endpoint Software Upgrade

Users Alert Recipients Traps Alarms
Metwark Subsets Logaging Elerment Managemment | Endpaint Management Auko-detect Cisco 105 H. 323 GE
Endpaint bype: L
Access | Corporate Directory | Software Upgrade Files | Configuration Files | Upload Log || Reboot Log
| File Mame | Description Uploaded By Size Uploaded On
Step 5 To manage elements:
a. Select Software Upgrade Files.
b. Select the type of element you require in the Show field.
Figure 7-2 Element Software Upgrade
Refresh
Users Alert Recipients Traps Alarms
Metwark Subsets Logaing | Element Management Endpoint Managemment Auko-detect Cisco I0S H.323 GK
Showe | All elements v
Access | Software Upgrade Files | Upload Log
Unit Type | File Mame | Wersion | Description |Uploaded By| Size | Uploaded on II
Step 6 Select Add. To edit the name of an existing upgrade file, select Edit.
Step 7 Enter the full path of the software upgrade file to be added to the SCOPIA iVIEW Network Manager

database, or browse to the file.

The SCOPIA VC240 and SCOPIA XT1000 upgrade files are also validated. If the validation process
fails, select another package file to upload.

Step 8 Enter a name and description for the upgrade file in the relevant fields.

Step 9 (Polycom endpoints only) Enter a related version number for the upgrade file.

Step 10 Select OK to save the upgrade file and its information in iVIEW Management Suite.

Step 11 To apply the upgrade file to one or more video network devices, select the devices to be
upgraded.

a. Select Network Tree on the left.
b. Select one or more network devices to be upgraded.

You can optionally sort the list according to Element Type to group all devices of the same
type.

For example, to apply an upgrade file to all SCOPIA XT1000 units in the organization, sort by
Element Type and scroll down to the devices of type SCOPIA XT1000.
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Step 12 Right-click the selected devices, select Update > Upgrade Software.

Figure 7-3 Performing a remote upgrade on an endpoint

b i I T e PR W I B PR T
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- BiscoplaxTiooo 0 X000 rchcnf 0 192.168.112
SCOPIA XT100 Open element manager 172.16.11.1¢
SCOPIA XT100 172.16.90. 1€
SCOPIA XT100 Edit element 192.168.212.
SCOPTA XT100 Delete element 192,168,212,
SCOPIA XT 100 Clear offine updates 192.168.216.
s SCOPTA XT100 203,239.96.5
SCOPIA XT100 Reboot 192.168.227.
SCOPIA XT100 Update ! Retrieve configuration file 12
SCOPTA XT100 _ _ _ 47
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SCOPIA XT 1000 TLY1004 Retrieve Address book file |2
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SCOPIA XT1000 ¥T1000 Tokyo aa.
SCOPIA XT 1000 korea Upgrade Software 5.2
SCOPIA XT1000 TLV 942 Set Gatekeeper Address 26
SCOPTA XT1000 ¥T1000 95 106, 29,1

Step 13 Select the upgrade file to be applied to the devices.

Step 14 Select OK.
The system displays a warning that the endpoint will shut down for several minutes, and then
notifies you when the upgrade has been completed.

Removing a Software Upgrade File
L

You can quickly and easily perform remote software upgrades of video devices from SCOPIA iVIEW
Management Suite by selecting the device and applying an upgrade file. Upgrade files are supplied
by the vendor of the device.

You can use this method to remotely upgrade devices such as the SCOPIA Elite MCU, SCOPIA
Gateway, room systems such as the SCOPIA XT Series, and endpoints like the SCOPIA VC240 or
third party endpoints from Sony or Polycom.

This section describes how to remove the software upgrade file if it is no longer required in iVIEW
Management Suite’s list of upgrade files.
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Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select Settings in the sidebar menu.

Step 3 Select Endpoint Management or Element Management.

Step 4 For element management, select Software Upgrade Files. For endpoint management, select a
specific endpoint type.

Step 5 For element management, select the type of endpoint you require in the Show field. For endpoint
management, select Software Upgrade Files.

Step 6 Do one of the following:

« Select the software upgrade file you require and select Delete.
« Right-select the software upgrade file you require and select Delete.

Step 7 Select OK to save your changes.
The software upgrade file is removed from the database.

Backing Up and Duplicating an Endpoint’s Configuration

SCOPIA iVIEW Management Suite can remotely retrieve and backup the configuration parameters
of any listed endpoint, including the SCOPIA VC240, SCOPIA XT Series and third party endpoints
from Polycom, Sony and Tandberg.

You can also apply those configuration settings across multiple endpoints in your organization.
The retrieved settings are only generic, therefore settings such as the endpoint’s IP address are
not stored.

This procedure describes how to retrieve the configuration file and store it in iVIEW Management
Suite, and how to apply the settings on other endpoints.

You can access an endpoint configuration file by selecting Settings in the sidebar and then
selecting Endpoint Management > Configuration Files.

Procedure

Step 1 Login to SCOPIA iVIEW Network Manager.

Step 2 Select Network Tree in the sidebar.

Step 3 Right-click the endpoint and select Update > Retrieve configuration file.
The Retrieve Configuration File window shows a list of the configuration files that were previously
retrieved.

Step 4 Enter the filename and a description of the new configuration file.

Step 5 Select OK to save the file in the iIVIEW Management Suite database.

You can access an endpoint configuration file by selecting Settings in the sidebar and then
selecting Endpoint Management > Configuration Files.

Step 6 To apply this configuration file to other endpoints, select the endpoints you want to update.
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Step 7 Right-click and select Update > Update configuration.

The Update Configuration window shows a list of the configuration files that were previously
retrieved, and are associated with the selected endpoint types.

Step 8 Select the file with which to update the selected endpoints.
Step 9 Click OK to start updating the endpoint configuration.

Backing Up MCU Configuration Settings

Backing up the configuration settings of a SCOPIA Elite MCU can be done from within the SCOPIA
iVIEW Management Suite.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the MCU you require in the tree.
Step 4 Select Backup & Restore.

If Backup & Restore does not appear as a tab on the screen, access the device directly by
selecting its IP address displayed in the window to perform the backup directly on the device.

For more information on exporting configuration files on a SCOPIA MCU, see the product’s User

Guide.

Step 5 Select Backup.

Step 6 Enter a description of the MCU configuration file in the Retrieve Configuration File window and
select OK.

Step 7 Select OK in the Configuration file backup successful message window to complete the backup
procedure.

Restoring MCU Configuration Settings
L

You can restore the configuration settings of a SCOPIA Elite MCU from within the SCOPIA iVIEW
Management Suite.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select the MCU you require in the tree.
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Step 4 Select Backup & Restore.

If Backup & Restore does not appear as a tab on the screen, access the device directly by
selecting its IP address displayed in the window to perform the backup directly on the device.

For more information on exporting configuration files on a SCOPIA MCU, see the product’s User

Guide.
Step 5 Select a configuration file from the list.
Step 6 Select Restore.
Step 7 Select Yes at the prompt.

Updating the SCOPIA MCU License Keys

Network administrators can update an MCU license key from the iVIEW Management Suite.

Procedure

Step 1 Login to the iVIEW Network Manager.

Step 2 Select the Network Tree icon on the left and explore the tree by expanding network zones to find
an MCU.

Alternatively, select the Network Table icon on the left, and search the Element Type column
for one of the SCOPIA Elite MCU models. Double-click on that element.

Note: Ensure it is a SCOPIA Elite MCU. The remote license update functionality is only available
for the SCOPIA Elite MCU.

Step 3 Select the Licensing tab (Figure 7-4 on page 178). This tab is only visible for a SCOPIA Elite MCU.

I the license is temporary, the Remaining Days field will display the number of days before the
license expires.

Figure 7-4 Remote update of the SCOPIA Elite MCU license
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Update License kKey: I

Supported License Options:

High Definition Video Ports: 10
Skandard Definition Video Ports: 40
Increased Capacity: true

Telepresence Suppork: true
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Step 4 Enter the new license key in the Update License Key field.

Step 5 Select the Upload button.
The system confirms the license has been updated. If there are any problems with this process,
verify the license key is accurate and that the system can properly access the MCU.

Upgrading the SCOPIA Video Gateway or RADVISION SIP Gateway

The upgrade procedure is different when upgrading to a major new version compared with smaller
incremental upgrades.

Note: You perform the upgrade remotely using the iVIEW Management Suite. You cannot upgrade the
firmware of the gateway directly on the device.

Depending on your support contract, you can upgrade to:
® The next major version.
Upgrading a major version requires a new license.

This kind of upgrade changes one of the first two digits in a version number. For example,
upgrading from version 7.6 to version 7.7 requires a new license.

® An incremental version.
Upgrading an incremental version does not require a new license.

This kind of upgrade changes the third, fourth and fifth digits in the version number. For
example, upgrading from 7.6.1.0.1t0 7.6.1.0.2 or to 7.6.2.0.0 does not require a new license.

Upgrades may require first applying the major upgrade and then the incremental upgrade within
that major version. For example, to upgrade from 7.6.0.5.0 to 7.7.1.2.0, first apply the major
upgrade to 7.7.0.0.0, and then the incremental upgrade to 7.7.1.2.0.

The procedure in this section applies to both types of upgrades.

Note: To upgrade via HTTPS, enable HTTPS in the iVIEW Network Manager. Select the device you are
upgrading from the network tree, select the Configure tab, and select the Secure connection
using HTTPS check box.

Before You Begin

Go to http://licensing.radvision.com/ to apply for and download your upgrade package.

If you upgrade to a major version, ensure you have a new license key.

Procedure
Step 1 Access the iVIEW Network Manager.
Step 2 To upload a new upgrade package into iVIEW Management Suite for the gateway, navigate to

Settings > Element Management > Software Upgrade Files.
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Step 3 Select Add.
Figure 7-5 Adding an upgrade package
€ Add Software Upgrade File - Windows Internet Explarer E' =] @
Softweare Upgrade File:
Save Az
Description:
[ Ok ] [ Cancel
Step 4 Select the upgrade package:

a. Select Browse and navigate to the upgrade package.

b. Enter the package name in the Save As field which would appear in the table of the Upgrade
Software dialog box (Figure 7-6 on page 181).

c. Enter a free text description of the upgrade package.

d. Select Ok.
Step 5 To apply the new upgrade package to a specific gateway, locate the device in the network tree.
Step 6 Right-click the gateway device and select Update > Upgrade Software.

The confirmation message opens informing you that all active calls on the gateway will be
disconnected when you begin the upgrade process.

Step 7 Select Yes in the confirmation message.
The Upgrade software window opens (Figure 7-6).

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Maintaining your Videoconferencing Network | 180



Figure 7-6 Upgrade software dialog box
[ Upgrade software - ﬁ1

Upload Type: Software upgrade

Unit Type: SCOPTA Video Gateway
Select the software upgrade file with which you want to upgrade the selected element(s):
To upload & new software package, please oo to Settings -= Element Management -> Software Uporade Files

File Mame Veersion Description
| |
UCGW _Full_UparadePack 7 6 0 ... 7.6.0.15.0 Second package
UCGW_Ful_UpgradePack_7 6 0_... 7.6.0.16.0 Second package - 2
UCGW_Ful_UpgradePack_7_6_0_... 7.6.0.16.1 Second package - 3

Update only elements that are in Maintenance Mode and have no ongoing calls.
Upgrade only MCU Fles that are Application

=

Customize upgrade stomize. ..

Enter icense keys...

| UpgradeNow || cancel |

Step 8 Select the package you added.

Step 9 If you are upgrading for a major version, enter the license key:
a. Select Enter license keys.
b. Enter the license key in the field.
c. Select OK.

Step 10 Select Upgrade now.

Step 11 Select OK.

The Upload Log window opens showing the upgrade progress.

The upgrade process typically takes 10 minutes with optimal network conditions where the iVIEW
Management Suite is located in the same network zone as the gateway. The upgrade process may
require more time if network connections are less than optimal.

Restoring a Previous Software Version for the SCOPIA Video Gateway or RADVISION SIP Gateway
L

The procedure in this section explains how to restore a previous software version after you
upgrade your gateway. You can restore the same software version only once.

During this procedure the gateway shuts down for a few minutes causing all active calls to be
disconnected.

Please notice that some parameters are not backed up and cannot be restored:
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IP address

IP mask

Default router

® MTU

DNS suffix

DNS primary address

DNS secondary address

Note: To restore a previous version via HTTPS, enable HTTPS in the iVIEW Network Manager. Select the
device you are upgrading from the network tree, select the Configure tab, and select the Secure
connection using HTTPS check box.

Only versions SCOPIA Video Gateway 7.7 and later support HTTPS. If you are restoring an earlier
version of SCOPIA Video Gateway, do not enable HTTPS.

Before You Begin

Make sure no active calls are running on the gateway.

Procedure
Step 1 Access the iVIEW Network Manager.
Step 2 Navigate to the required SCOPIA Video Gateway or SIP Gateway in the tree structure.
Step 3 Right-click the gateway to be restored and select Update > Restore Previous Version.

The confirmation message opens informing you that all active calls on device will be disconnected
when you begin the process.

Step 4 Select Yes in the confirmation message.
The Upload Log window opens showing the task progress.

Figure 7-7 Upload Log
Upload Log @
Dielete Retry Dietails [

Upload Type | File | Target IP Mame Time Submitted | Skatus Mext Retry Retries
Restore Previous.,, Mja 172,16.82.246 Amib 10:09:57 200021... in progress
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Maintaining Gateways

There are a number of maintenance tasks, including backing up gateways, changing a gateway’s
services, registering a gateway with a gatekeeper and removing a gateway.

® Adding a Gateway and its Services in iVIEW Management Suite........................ page 36
® Adding or Editing a Service to an Existing Gateway ..........ccooieieiiiiiiiiieiieannn. page 39
® Registering a Gateway with a Gatekeeper.......ovviiiiii it page 40
® Backing Up MCU Configuration Settings ........cceviiiiiieeiii e eeeenes page 177
® Removing a Network Device from iVIEW Management Suite...............cccoeuee... page 185
® Upgrading the SCOPIA Video Gateway or RADVISION SIP Gateway................... page 179
o

Restoring a Previous Software Version for the SCOPIA Video Gateway or RADVISION SIP
Gateway page 181

® Downgrading your SCOPIA Video Gateway or RADVISION SIP Gateway .............. page 183

Downgrading your SCOPIA Video Gateway or RADVISION SIP Gateway
i

If necessary, you can downgrade your gateway in one of the following ways:

® To downgrade one version back after you upgraded your gateway, perform the procedure in
Restoring a Previous Software Version for the SCOPIA Video Gateway or RADVISION SIP
Gateway page 181.

® To downgrade to a version earlier than the previous version, see “Upgrading the SCOPIA Video
Gateway or RADVISION SIP Gateway” on page 179.

Daily Maintenance of your Video Network

This section provides daily procedures for maintaining your network devices, meeting types,
meeting groups and scheduled meetings.

® Searching for NEtWOIK DEVICES. . . ..nue e e eaeeeas page 184
® Modifying a Network Device Profile ........ccooiiiiiiii e page 184
® Removing a Network Device from iVIEW Management Suite...............cccoeuee... page 185
® Cancelling Pending Offline Configuration Settings........ccvoieviiiiiiiinienaenaen. page 187
® Modifying Network Devices Hierarchy ...........ocoiiiiiiiiiiiiii i page 188
® Limiting User Access to Types Of MeetingsS.....ooueeri i page 116
® Managing Bandwidth in your Network ..........ccoviiiiiiiiiiiiii e page 188
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Searching for Network Devices

You can search for a network device in the iVIEW Network Manager and in the iVIEW
Communications Manager. Both procedures are described below, use the relevant procedure.

Procedure
Step 1 To search for a network device in the iVIEW Network Manager, log in to iVIEW Network Manager.
Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.
Step 3 Do one of the following to search for an element profile:

« Select Edit > Find > Find element.
» Select Find element m

Step 4 Enter the IP address of the element or select the element type.

Step 5 Select Find.
The required element is highlighted in the Network Tree, Network Table or Network Map view.

Step 6 To search for a network device in the iVIEW Communications Manager, log in to iVIEW
Communications Manager.

Step 7 Select Resource Management in the sidebar menu.

Step 8 Select the tab that represents the type of device you want to search for.

Step 9 Enter the name of the device you want to find and select Search.

Modifying a Network Device Profile

You can modify a network device profile in iVIEW Management Suite so the device will comply
with your video network requirements. This procedure explains how to modify a device profile in
the iVIEW Network Manager and in the iVIEW Communications Manager. Since devices parameters
are different in each of these iVIEW Management Suite applications, perform the relevant steps,
as follows:

® To modify a network profile in the iVIEW Network Manager, perform steps 1 to 9.
® To modify a network profile in the iVIEW Communications Manager, perform steps 10 to 15.

Procedure

Step 1 Log in to iVIEW Network Manager.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.
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Step 3 Do one of the following to modify an existing element profile:
« Right-click the element you require and select Edit element.
« Select the element you require and select Edit > Modify > Modify element.

« Select the element you require and select Edit element [&].

Step 4 Enter the element name and IP address in the relevant fields.

Step 5 Select the required element type.
The element type cannot be modified.

Step 6 (Optional) Select Managed element to enable SCOPIA iVIEW Network Manager to manage the
element.

This option is not available for endpoint elements.
Step 7 (Optional) Select Allow offline configuration to allow offline configuration of the element.

This option is not available for SCOPIA Elite MCU, RADVISION SIP Gateway, SCOPIA Video Gateway
for Microsoft Lync, SCOPIA PathFinder or endpoint elements.

The SCOPIA iVIEW Network Manager can hold configuration details for offline elements and apply
settings as each element goes online. Both added elements and existing elements can be
configured to allow offline configuration.

Step 8 (For endpoints only) Select an option from the Gatekeeper IP field.

You can select the IP address of a gatekeeper already configured in the system, or you can select
No Gatekeeper or Upon endpoint configuration.

Step 9 (Optional for endpoints only) Select Set iVIEW NMS as the default trap server to use iVIEW
Network Manager as the SNMP trap server for endpoint elements.

Step 10 Select OK to save your changes.

Step 11 Log in to iVIEW Communications Manager.

Step 12 Select Resource Management in the sidebar menu.

Step 13 Select the tab that represents the type of device you want to change.

Step 14 Select the network device you want to modify. The Modify window is displayed.
Step 15 Modify the device profile, and select OK.

Removing a Network Device from iVIEW Management Suite

Deleted elements are not added to the iVIEW Management Suite database in any subsequent
auto-detect operations.

You can only add a deleted element manually either by using the New element option in the Edit
menu, selecting the Add element button 3 in the network views (Network Tree, Network Table
or Network Map), or by connecting to a deleted element that is inferred.

In the case of a SCOPIA MCU or gateway, you must take the network device offline before you can
remove it from the iVIEW Management Suite database. See “Taking a SCOPIA MCU or Gateway
Offline” on page 187.
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Procedure

Step 1 Log in to NMS.

Step 2 Select one of the network views (Network Tree, Network Table or Network Map) in the sidebar
menu.

Step 3 Do one of the following to remove an existing element profile:

» Right-select the element you require and select Delete element.
« Select the element you require and select Edit > Delete > Delete element.
« Select the element you require and select Delete element .

Step 4 Select Yes.

The element profile is deleted from the scheduler and information about the element is removed
from the database.

Step 5 Log in to iCM.
Step 6 Select Resource Management in the sidebar menu.
Step 7 Select the network device to be removed.
Step 8 Select Delete and then OK.
The MCU profile is deleted from the scheduler and information is removed from the database.
Step 9 Log in to iVIEW Communications Manager.
Step 10 Select Resource Management in the sidebar menu.
Step 11 Select the network device tab that represents the network device you want to delete.

Only service providers or administrators of a distributed environment can delete gatekeepers.

Step 12 Select the network device you want to delete. The Modify window is displayed.
Step 13 Select Delete and then OK.
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Taking a SCOPIA MCU or Gateway Offline

This procedure is relevant for SCOPIA MCUs and Gateways only. These are the only network
devices that can be taken offline. An offline network device is still part of the network, and can
be taken online at any time. However this is usually a prelude to removing the device from iVIEW
Management Suite (see “Removing a Network Device from iVIEW Management Suite” on

page 185).
Procedure

Step 1 Log in to iVIEW Communications Manager.

Step 2 Select Resource Management in the sidebar menu.

Step 3 Select an MCU or a gateway.

Step 4 Select the link in the Name column for the MCU you require.

Step 5 To take the MCU offline temporarily, select Take this MCU/gateway offline and reschedule all
meetings on this MCU/gateway up to this date and set the date to bring the MCU/gateway online
again.

Step 6 To take the MCU/gateway offline permanently, select Take this MCU/gateway offline and

reschedule all meetings currently on this MCU/gateway.
Step 7 Select OK to save your changes.
When you take the MCU/gateway offline, the following changes occur:
« IVIEW Communications Manager cannot schedule meetings for the offline MCU.

- All meetings currently in progress are terminated. iVIEW Communications Manager attempts
to reschedule upcoming meetings for the offline MCU on other MCUs/gateways that use the
same services and have sufficient, available resources. If no replacement MCUs are
available when the MCU status is changed back to online, upcoming meetings are lost and
not restored.

- If the MCU goes offline temporarily, iVIEW Communications Manager attempts to reschedule
all meetings scheduled to this MCU from the time the MCU goes offline to the specified date
for its return online.

- If the MCU goes offline permanently, iVIEW Communications Manager attempts to
reschedule all future meetings scheduled to this MCU.

Cancelling Pending Offline Configuration Settings

You can cancel any configuration update that was performed in a device while it was offline.

Procedure
Step 1 Log in to iVIEW Network Manager.
Step 2 Select Network Tree in the sidebar menu.
Step 3 Right-click an offline element.
Step 4 Select Clear offline updates.
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The element configuration settings which existed before the offline modifications are restored.

Modifying Network Devices Hierarchy

The drag and drop feature enables quick configuration of the network hierarchy and reconfigures
element relationships by automatically assigning and updating the appropriate details of the
elements with which the managed element registers.

The following element relationships can be configured using the drag and drop feature:
® Gatekeeper Parent - Child
® Gatekeeper - MCU/Gateway
® MCU - DCS

iVIEW Network Manager automatically updates element tables for Gatekeeper parent and child
elements in the relationship. iVIEW Network Manager updates MCU, SCOPIA Gateway and

elements with the appropriate gatekeeper IP address. iVIEW Network Manager updates MVP and
DCS elements with the relevant IP address and configuration details for registering with the MCU.

Procedure
Step 1 Log in to iVIEW Network Manager
Step 2 Select Network Tree in the sidebar menu.
Step 3 Select an element in the network tree.
Step 4 Drag and drop the element to the required location in the hierarchy.
Step 5 Deselect the element.

Managing Bandwidth in your Network

Bandwidth for in-zone, cross-zone and pro-to-pro calls are managed within iVIEW Management
Suite. The following topics describe how to configure bandwidth thresholds.

® Defining Bandwidth Limits for the new Office or Branch..................oooiiiiiiit. page 13
® Defining Bandwidth for SCOPIA Desktop Pro to Pro CallS........ccooieviiiieiieiiana. page 32

Maintaining Scheduled Meetings

This section explains how to maintain scheduled meetings.
® Searching for @ MEETING ... .cue e e ee page 189
® Modifying Upcoming MEETINGS......cvueiiii e eeaneeas page 190

RADVISION | Administrator Guide for SCOPIA iVIEW Management Suite Version 7.7 Maintaining your Videoconferencing Network | 188



Searching for a Meeting

You can search for a specific meeting, to monitor or terminate the meeting. You can also access
meeting information by selecting the meeting subject link.

Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Monitoring in the sidebar menu.
Step 3 Select Ongoing Meetings, Ongoing Point-to-Point Calls or Upcoming, as required.
Step 4 Perform any of the following:

» Enter the partial or complete subject of the meeting in the Subject field.

If any part of the meeting subject matches the search string, the meeting record is
displayed in the search results.

- Enter the E.164 number of an attending terminal in the E164 field.

If any part of the meeting subject matches the search string, the meeting record is
displayed in the search results.

« Select the calendar icon in the From field, and select a date and time in the window that
opens.

Meetings scheduled after the selected time are listed.

« Select the calendar icon in the To field, and select a date and time in the window that
opens.

Meetings scheduled before the selected time are listed.
- Enter the partial or complete meeting ID in the Meeting ID field.

If any part of the meeting ID matches the search string, the meeting record is displayed in
the search results.

Step 5 Select Search.
Search results are listed.

Step 6 To return to the complete list of meetings, clear each of the fields.
Step 7 Select Search.
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Modifying Upcoming Meetings

You can reschedule upcoming meetings to another time, change meeting parameters, or delete
the meeting request.

Procedure
Step 1 Log in to iCM.
Step 2 Select Meeting Monitoring in the sidebar menu.
Step 3 Select Upcoming.
Step 4 Select the subject of the meeting you want to modify.
Step 5 Enter the required information in the Meeting Detail page.
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Uninstalling SCOPIA iVIEW Management Suite

Uninstalling iVIEW Management Suite has been made simple with an uninstall utility, which can
be accessed in the Start menu in the same folder as the application itself.

Procedure
Step 1 Select Start > All Programs > RADVISION iVIEW Management Suite.
Step 2 Launch Uninstall RADVISION iVIEW Management Suite.

Figure 7-8 The iVIEW Management Suite Uninstall Utility
(*m Uninstall RADVISION iVIEW Suite =] ® )

Uninstall RADVISION iVIEW Suite

About to uninstall...

RADVISION
RADWISION MEWY Suite

A
IVIEW Suite

This will remove features installed by Install&mmsdiere, Tl not
remove files and folders created after the installation.

InstallAmypwhere
Step 3 Select Uninstall.

Customizing your iVIEW Management Suite

During the initial installation of iVIEW Management Suite, network environment settings that are
defined and configurable elements, such as page length and meeting identifiers, are set to default
values. This enables iVIEW Management Suite to run upon installation without need for additional
configuration.

The iVIEW Management Suite Configuration Tool, a client-server application that is based on Java
Web Start, enables the system administrator to configure iVIEW Management Suite system
settings, set CDR preferences, and modify default value settings.
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@ Defining General Settings for iVIEW Management Suite ............c.ccoiviieiinann... page 192
® Defining the iVIEW Management Suite Web Interface............c..ocooiiiiiiatn. page 198
® Defining Meeting Scheduling SettingsS ......cve i page 194
® Defining CUSTOM TIME ZONES ....nneeeiee ettt et e e e e e e aaneeas page 199
® Defining Custom Branding for Vendors ..........coooiiiiiiiiiiii e page 200
® Defining Database Server SEttingS. ... .ove i page 201
® Configuring SNMP Trap Server Profiles and Utilization Thresholds................... page 202
® DefiNiNg SECUNtY SETtINGS. .. ue ettt e et eaneaas page 202
® Defining Call Data ReCOrd (CDR) ....uuueiie et et e e e e e e aeeeaas page 203
® Customizing Meeting Invitation E-mails .........coooiiiiiiiiiiii e page 204

Defining General Settings for iVIEW Management Suite

The iVIEW Management Suite Configuration Tool allows you to change settings configured during
iVIEW Management Suite installation.

The following general parameters can be configured using the iVIEW Management Suite
Configuration Tool:

Figure 7-9 Configuring General Parameters

Settings

Email Server Settings

Logn IT | Passwid

EP Unconnected Time Out |30 Seconds)
User Provisioning :
»' | Emabin imtegration with dirsctony server (Changing this. paramater will eectart the corver upon save)
Iyi Enahie Smgle Sgn On (S50
Diaplay Settings

tiumiber of Ehe rows per paEge [F) |

Command Delay
Delay between tv comemands from MTEW to MCU o ] ms (OIS0 e e CincoRADVISION WG Us onty)

|__| Enisble Parent Zone Authorizstion Files in IVIEW
Log Levek ) WaRN . INFD ) DEBUG

O Hedp Host LRL |
Server URL address for the Im-Mesting Controd LR ik hHE_-.IEI.'-'.rI.' 8080 |

® Email server settings

You can define settings that are used by iVIEW Management Suite to send email notifications,
such as meeting reservations and meeting updates, to users and administrators
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® Endpoint unconnected time out

If an endpoints does not respond within the designated timeout period to a connection
request, the system classifies the endpoint as unconnected.

® User Provisioning

You can integrate iVIEW Management Suite’s user list with the network’s Active Directory, and
enable single sign on with these settings.

® Display settings
You can define the number of rows per page displayed in iVIEW Management Suite tables.
® Command delay

You can define the interval that iVIEW Management Suite waits when sending sequential
internal messages to the MCU.

® |Log level

You can select from three levels (warn, info or debug) of details for a log file. The more
details a log file has, the larger the log file.

® Parent zone authorization filter

This setting is only applicable when working with an Gatekeeper. In a hierarchical mode, this
setting determines whether or not the parent zone prefix should be added when going from
a child gatekeeper to a parent gatekeeper during multi-zone navigation. This is useful to
determine the dial-out string when an endpoint is invited to a meeting.

® Online help host URL

If you have a local or remote copy of the online help files, you can define the URL from which
the files can be accessed.

® Server URL address for the In-Meeting control URL link

You can define the URL address used to access the meeting control user interface during the
meeting. This URL address appears as a link in the meeting invitation.
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Defining Meeting Scheduling Settings
L

Figure 7-10 Configuring Meeting Scheduling Settings

.|é| RADVISION iVIEW 5uite Configuration Tool EI EL @

l/&vshem Configuration rCDR Configuration |

General Sattings | Scheduling S=ttings r Ul Settings | Customized Settings r DataBase Settings r Security Ssttings r SMMF Trap Sarvers Settings |

Meeting Settings

|Allow Endpaint Initisted Foint to Point Calls| [[] Use MCU Mesting ID
Allow Endpoint Initizted Multipoint Calls Mesting |0 Length |4 Meeting ID Prefix |&
D Allow Onhy Endpoint Initiated Virtual Room Mestings Duwration of Endpoint Initiated Calls |30 minutes.

[[] Allow Advanced Virtusl Room Management for Mesting Organizer Default Dialing Mode: :
Reserve Port on MVP for dynamic cascading |1

Remove ad hoc participants when disconnected from conferer

Launch Meetings |0 Minute(s) Before Scheduled Start Time I:‘ Waiting Rioom Timeout Minute(s) After The Waiting Room Start
Mesting Auto Extend Length (10 Minutes. Matimum Length of Mesting Extension 4
Delete mestings older than (385 days

Recurring Meeting g g

Schedule Recurring Meetings T30 Days

® Call authorization

When iVIEW Management Suite and a SCOPIA Enhanced Communication Server are working in
authorization mode, iVIEW Management Suite can restrict endpoint-initiated conferences by
configuring these settings to prevent uncontrolled and unmanaged access in a
videoconference network.

- Allow Endpoint Initiated Point to Point Calls
- Allow Endpoint Initiated Multipoint Calls
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- Allow Only Endpoint Initiated Virtual Room Meetings

This option is enabled only when the Allow Endpoint Initiated Multipoint Calls is
selected. It ensures that endpoint-initiated MCU calls must use a defined virtual room.

Note: You cannot create random endpoint-initiated conferences when Allow Only Endpoint
Initiated Virtual Room Meetings is selected.

- Allow Advanced Virtual Room Management for Meeting Organizer

This option enables Meeting Organizers to have multiple virtual rooms. When selected, a
meeting organizer can have multiple virtual rooms under his user profile. The Basic and
Invite tabs are also displayed under the Virtual Room Profile screens.

Only Administrators can add a new virtual room for a Meeting Organizer. A Meeting
Organizer can only delete or modify his or her existing virtual rooms.

By default, Allow Advanced Virtual Room Management for Meeting Organizer is
deselected. Each Meeting Organizer can have a single virtual room only, and only the
virtual room Basic tab is displayed.

Administrators and Meeting Operators can always have multiple virtual rooms and the
virtual room Basic and Invite tabs are both displayed by default.

Note: If aMeeting Organizer already has more than one virtual room, even if the Allow Advanced
Virtual Room Management for Meeting Organizer is deselected, a full list of the virtual
rooms that belong to the user is displayed as well as all of the configuration tabs for each
virtual room.

® Dynamically cascading multiple MVPs for a single conference

Enter a positive number in the Reserve Port on MVP for dynamic cascading field to allow an
existing endpoint-initiated ad hoc meeting to grow beyond the size of a single MVP. You can
instruct iVIEW Management Suite to dynamically cascade additional MVPs to this meeting
when the number of available ports on the MVP reaches the value you define.

On reaching this value, iVIEW Management Suite creates a new meeting on another MVP when
a new call joins the meeting. iVIEW Management Suite then cascades this new meeting to the
original meeting.

Dynamic cascading is only available for video meetings using MVPs. An endpoint-initiated ad
hoc audio meeting will only grow to the size of a single MCU blade.

@ Default meeting settings
- Use MCU Meeting ID

Select this option to work with the MCU conference ID instead of the iVIEW
Communications Manager conference ID.

This option is meant to work when iVIEW Management Suite and ECS are not working in
authorization mode, and all meetings dial out to their meeting participants.
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- Meeting ID Length
The number of digits included in the Meeting ID.
- Meeting ID Prefix

The prefix of the meeting ID. You can use any number that is not used as a prefix for the
auto attendant, auto routing, or for other deployment components.

The prefix must be shorter than the number specified in the Meeting ID Length field.
- Duration of Endpoint Initiated Calls

The default value is 30 minutes. iVIEW Management Suite uses this value in resource
allocation and meeting creation.

- Default Dialing Mode
If you select Dial-in, meeting participants enter a meeting by dialing into the meeting.

If you select Dial-out, the iVIEW Communications Manager system dials out to meeting
participants.

- Remove ad hoc participants when disconnected from conference

Select this option to enable ad hoc participants not on the original invited list to be
removed from the In-Meeting Control screen after they disconnect.

This is useful for endpoint initiated ad-hoc conference where iVIEW Communications
Manager will remove a participant from the conference list when the participant
disconnects.

If you deselect this field, and disconnected participants remain in the In-Meeting Control
participant list, such participants still use MCU ports even though they are no longer
connected. This option is useful for managed conferences where a meeting operator can
determine which disconnected participants should be removed from the meeting and do
so manually.

- Launch Meetings <n> Minutes before scheduled start

Specify the amount of time prior to the scheduled start of a meeting that the meeting
actually begins. If the early start attempt fails, iVIEW Management Suite attempts to
create this meeting again at the regular scheduled start time.

- Delete meetings older than
- Meeting Auto Extend Length

Define the length of time that a meeting can be extended after the scheduled end of the
meeting.

- Waiting Room Timeout

Define the length of time a meeting can remain in Waiting Room mode until the meeting
host joins. The meeting ends if the host does not join within the specified time.

- Maximum Length of Meeting Extension
Specify the maximum length of time that you want to allow for extending a meeting.

The maximum values that iVIEW Management Suite allows are 10 days, 240 hours and
14400 minutes.

® Default recurring meeting settings
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- Use MCU meeting ID

This option is relevant when iVIEW Management Suite and ECS are not working in
authorization mode, and all meetings dial out to their meeting participants.

- Meeting ID Length
The number of digits included in the Meeting ID.
- Meeting ID Prefix

The prefix of the meeting ID. You can use any number that is not used as a prefix for the
auto attendant, auto routing, or for other deployment components.

The prefix must be shorter than the number specified in the Meeting ID Length field.
- Duration of Endpoint Initiated Calls

The default value is 30 minutes. iVIEW Management Suite uses this value in resource
allocation and meeting creation.

- Default Dialing Mode

If you select Dial-in, meeting participants enter a meeting by dialing into the meeting,
and if you select Dial-out, the iVIEW Management Suite system dials out to meeting
participants.

- Remove ad hoc participants when disconnected from conference

This is useful for endpoint initiated ad-hoc conferences where a meeting operator can
manually remove a disconnected participant from the conference list. When a
disconnected participant remains in the In-Meeting Control participant list, such
participant still use MCU ports even though they are no longer connected.

- Launch Meetings <n> Minutes before scheduled start

If the early start attempt fails, iVIEW Management Suite attempts to create this meeting
again at the regular scheduled start time.

- Delete meetings older than
- Meeting Auto Extend Length

Define the length of time that a meeting can be extended after the scheduled end of the
meeting.

- Waiting Room Timeout

Define the length of time a meeting can remain in Waiting Room mode until the meeting
host joins. The meeting ends if the host does not join within the specified time.

- Maximum Length of Meeting Extension

The maximum values that iVIEW Management Suite allows are 10 days, 240 hours and
14400 minutes.

® Recurring Meeting Scheduling Settings
Define the default number of days in advance that a recurring meeting can be scheduled.
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Defining the iVIEW Management Suite Web Interface
L

You can simplify the iVIEW Communications Manager web interface by defining which screens in
the following sections of the iVIEW Communications Manager user interface are hidden from
administrators and users.

Figure 7-11 Defining iVIEW Management Suite Ul Settings

| £:| RADVISION VIEW Suite Configuration Tool E
System Configuration | CDR Configuration |
( General Satfings | Scheduling Settings | Ul Settings | Customized Setfings | DatsBase Settings | Security Settings | SNMP Trap Servers Settings |
Ul Settings
Admin Screens:
Display IP Topologyl Display Mesting Monitoring
Displsy Gatekesper Definition Display Uiser Management
Display Gateway Definition Display Advanced Settings
Display ISDN Topology Display Other Settings

Display Desktop Server
Display Terminal Definition Display Customization Tool
User Screens:

Display Meeting Scheduling/Virtusl Room Display My Mestings

® Display IP Topology: enables the IP Topology tab in Admin > Network Management.

® Display Gatekeeper Definition: enables the Gatekeeper/SIP server/Presence server tab in
Admin > Resource Management > Gatekeeper/SIP server/Presence server.

® Display Gateway Definition: enables the Gateway tab in Admin > Resource Management.

® Display ISDN Topology: enables the ISDN Topology tab in Admin > Network Management. The
ISDN Topology tab is only displayed when the gateway is enabled.

® Display Desktop Server: enables the Desktop server tab in Admin > Resource Management.
® Display Terminal Definition: enables the Terminal tab in Admin > Resource Management.

® Display Meeting Monitoring: enables the Meeting Monitoring section accessible via the Admin
sidebar menu.

® Display User Management: enables the User Management section accessible via the Admin
sidebar menu.

® Display Advanced Settings: enables the Advanced section accessible via the Admin sidebar
menu.

® Display Other Settings: enables the Other Settings tab in the Scheduling a New Meeting and
in Meeting Details windows.

® Display Customization Tool: enables the Customization button on upper-right of the
application window that provides access to the Customization Tool window in which you can
customize terminology in the iVIEW Communications Manager web interface.

® Display Meeting Scheduling and Virtual Room: enables the Meeting Scheduling and Virtual
Room sections accessible via the User sidebar menu.

® Display My Meetings: enables the My Meetings section accessible via the User sidebar menu.
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Defining Custom Time Zones

The Customized Time Zone(s) area lists Java standard time zones, as well as custom defined time
Zones.

Only selected time zones are displayed in the web interface in the user, terminal, and meeting
time zone fields. You can define a subset of all available time zones in the Selected Time Zones
list. This enables you to expose only the relevant time zones to the end users in the web interface.
In addition, you can create new time zone, delete existing time zones, add daylight saving to a
time zone, and revert settings of a customized time zone to its default settings. When modifying
time zones, consider the following:

® Once a new time zone is defined and saved, its name cannot be changes.

® |f you create a custom time zone that has the same name as the key string in a default Java
time zone, the new custom time zone overrides the rules of the default Java time zone.

® When modifying daylight saving time on existing time zones, you have to create a new time
zone, specify daylight saving time and save it with the same name as the Java time zone that
you want to modify. This happens because the start time for daylight saving time in the USA
is scheduled to change in the year of 2007.

Figure 7-12 Customized Settings for Time Zones

| | RADVISION iVIEW Suite Configuration Tool [=] = =4

l/&vshem Configuration rCDR Configuration |

( General Sattings r’ Scheduling Settings r Ul Settings. r(‘.nswmimd Sattings r DataBase Settings r Security Ssttings r SMMF Trap Sarvers Settings |

Time Zones
Available Time Zones Selected Time Zones

GMT-12:00 Etc/GNT+12 GMT-11:00 Samoa Standard Time (Pacific/Midway)
GMT-11:00 Etc/GMT+11 — GMT-10:00 Hawaii Standard Time (Pacific/Honolulu}
GMT-11:00 Niue Time (Pacific/Niue) GMT-10:00 Tahiti Time (Pacific/Tahiti)
GMT-11:00 Samoa Standard Time (Pacific/Page_Pago) GMT-09:30 Marg Time (Pacific/Marg
GMT-11:00 Samoa Standard Time (Pacific/Samoa) < - GMT-09:00 Alaska Standard Time (America/Anchorage)
GMT-11:00 Samoa Standard Time (US/Samoa) GMT-08:00 Pacific Standard Time (America/Los_Angeles)
GMT-11:00 West Samoa Time (MIT) GMT-08:00 Pacific Standard Time (America/Vancouver)
GMT-11:00 West Samoa Time (Pacific/Apia) GMT-07:00 Mountain Standard Time (America/Denver)
4] i I 4] Il | |

[ow] [ ]
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Defining Custom Branding for Vendors

Administrators change the iVIEW Management Suite product logo via iVIEW Communications
Manager > Advanced Settings > Look and Feel. Use the iVIEW Management Suite Configuration
Tool to define the location of the .gif file with the vendor’s logo.

Figure 7-13 Defining Branding for Vendors
| £:| RADVISION iVIEW Suite Configuration Tool o] @ ==

l/ System Configuration |’ CDR Configuration |

( General Settings r’ Scheduling S=ttings r Ul Settings. r Customized Settings r DataBase Settings r Security Settings r SMMF Trap Servers Settings |

Time Zones

Available Time Zones Selected Time Zones

GMT-12:00 Etc/GNT+12 GMT-11:00 Samoa Standard Time (Pacific/Midway)
GMT-11:00 Etc/GMT+11 GMT-10:00 Hawaii Standard Time (Pacific/Honolulu}
GMT-11:00 Niue Time (Pacific/Niue) GMT-10:00 Tahiti Time (Pacific/Tahiti)

GMT-11:00 Samoa Standard Time (Pacific/Page_Pago) GMT-09:30 Marg Time (Pacific/Marg }
GMT-11:00 Samoa Standard Time (Pacific/Samoa) - GMT-09:00 Alaska Standard Time (America/Anchorage)
GMT-11:00 Samoa Standard Time (US/Samoa) GMT-08:00 Pacific Standard Time (America/Los_Angeles)
GMT-11:00 West Samoa Time (MIT) GMT-08:00 Pacific Standard Time (America/Vancouver)
GMT-11:00 West Samoa Time (Pacific/Apia) GMT-07:00 Mountain Standard Time (America/Denver)

<] 1 | <] 1 | v |

[Lfen ] =

Branding Customized

Product logo file name

URL ttp:// [z [] Reset to Defaut URL hittp://

= The file must be in GIF format and the image height must be 45 pixels and the maxdmum width is 250 piesls.

Vendor logo file name

warw. rzdvision.com D Resst to Default

Billing Customized

Biling Cods Field Froparty |sm- the fisk a5 mandstory | - | [] Customized Fieki Label
Fiskd Length [100 [] Enforce Full Length Fikd Type :
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Defining Database Server Settings

The iIVIEW Management Suite internal database can be defined using the Configuration Tool.

Figure 7-14 Defining database server settings

|£:| RADVISION iVIEW Suite Configuration Tool E
l/Syshem Configuration rCDR Configuration |
( General Sattings r Scheduling Settings r Ul S=ttings r Customized Settings r DataBase Settings r Security Ssttings r SMMF Trap Sarvers Settings |
Database Settings
Sarver name: "oxll‘ost |
Server Port: |33.:.5 |
Connection Account: |icn’_sora_|.sar |
Connection Password: |............. |
= It is required to restart iVIEW server if amy of the settings is changed.
Procedure
Step 1 Select System Configuration > Database Settings in the iVIEW Management Suite Configuration
Tool.
Step 2 Enter the default database server name in the Server name field.
The port number in use by the database server automatically appears in the Server Port field.
Step 3 Enter the account name used by iVIEW Communications Manager to connect to the database in
the Connection Account field. “Root” appears by default.
Step 4 Enter a password in the Connection Password field for use by iVIEW Communications Manager
when a connection to the database server is established.
Step 5 Select Test to verify that the database configuration is correct.
A message window shows the test results.
Step 6 Select Reset to revise your configured database server settings and select Save.
Step 7 Restart iVIEW Communications Manager to apply your changes.
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Defining Security Settings
|

You can define password settings, login message, and unlock policy for user accounts.

Figure 7-15 Defining security settings

|£:| RADVISION iVIEW Suite Configuration Tool Elr

l/&vshem Configuration rCDR Configuration |

( General Sattings r Scheduling Settings r Ul Settings. r Customized Settings r DataBase Settings rSecurity Sattings r SMMF Trap Sarvers Settings |

Settings

Passwords managment

I:‘ Display password in user profile Modify password in user profile I:‘ Allow onby secure passwords

Minimum password length o Mazxdimum Login sttempts [0

Password to expire in o day(s) Cannat be the zame as the last o password(s)
Fleaze sslect an organization: |Nora | — | Please enter the User |D that you want to unlock:

[]|Dizplay login messagel

Configuring SNMP Trap Server Profiles and Utilization Thresholds

You can add a new SNMP trap server, modify an existing profile or remove unused profiles, and
define one of the following threshold limits:

® Utilization threshold for MCU ports audio ports
@ Utilization threshold for MCU ports video ports
® Utilization threshold for SCOPIA Gateway ports
® Utilization threshold for SCOPIA Desktop ports
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Figure 7-16 Defining SNMP Trap server settings

| £/ RADVISION iVIEW Suite Canfiguration Tool =
l/Syshem Configuration r CDR Configuration |
( General Sattings r Scheduling Settings r Ul Settings | Customized Settings r DataBase Settings r Security Settings rSNMP Trap Servers Settings |_

SNMP Trap Server Settings

SNMF Trap Servers

127.0.0.1 162

Server Address: 127.0.01

Server Port: 162

| Add || Edit || Delete |

SNMP Traps Settings

Threshold Alarm for MCU audio ports utilization: M *
Threshold Alarm for MCU video ports utilization: M *
Threshold Alarm for Gateway ports utilization: M *
Threshold Alarm for SCOPIA Desktop ports utilization: M *

Defining Call Data Record (CDR)
i

iVIEW Management Suite creates and stores Call Data Records (CDR) in XML format. CDRs contain
comprehensive records of each call. These records are useful for analyzing and tracking system
use, as well as for supporting diagnostics and billing. The following actions can be performed using
the Configuration Tool:

® Creating CDR information in XML format, by checking the Enable XML CDR field.
® Defining required terminal connection duration
@ Defining an CDR file prefix

A standard iVIEW Communications Manager installation creates a directory called iCM in the
Program Files directory. For example, C:\Program Files\iVIEW Management Suite\iCM. CDR
files are stored in a default sub-directory called cdrdata. For example, C:\Program Files\iVIEW
Management Suite\iCM\cdrdata\cdrfilename.xml

® Defining how often CDRs are produced; one file per meeting or one file per day

CDR file names are labeled by date, followed by a sequential identifier. Filename suffixes are
sequential regardless of how often a CDR is produced, and even if a different CDR
production-time option is selected.

® Enabling streaming to a RADIUS server

Select Use RADIUS server to enable streaming. iVIEW Communications Manager and the
RADIUS server exclusively use the shared secret password as part of the security system.
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Figure 7-17 Defining CDRs

| £| RADVISION iVIEW Suite Configuration Tool

System Configuration | CDR Configuration |

CDR Production
[[] [Enable XML CDR|
Minimun connection required to produce COR |5 | second{s)

File prefix name odr () One file per meeting

(@) One file every day

D Uise RADIUS server |F Addiess

For a complete description of the XML tags used in the CDRs, see the Reference Guide for iVIEW
Management Suite CDR Files.

Customizing Meeting Invitation E-mails

Note:

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

You can customize the content of the invitation e-mail that participants receive when a meeting
is scheduled, modified or cancelled through iVIEW Management Suite or through iVIEW
Management Suite Outlook plug-in.

When using iVIEW Management Suite or iVIEW Management Suite Outlook plug-in to schedule
meetings, you check the participants availability in terms of their calendar, and the most
important feature, you check iVIEW Management Suite resources availability for services and
ports.

Service providers should ensure that the URL used to access the SCOPIA Desktop virtual room in an
organization should feature the organization’s alias name.

Procedure

Log in to iVIEW Communications Manager module of the iVIEW Management Suite.
Click Advanced Settings in the sidebar menu.
Click Default Meeting Settings.

(Optional) Select Customize the 'meeting invitation' introduction message and then enter your
text to override the introduction message in the initial meeting invitation e-mail.

(Optional) Select Customize the 'meeting update' introduction message and enter your text to
override the introduction message in the meeting update e-mail.

(Optional) Select Customize the 'meeting cancellation' introduction message and enter your
text to override the introduction message in the meeting cancellation e-mail.

(Optional) Select Override IP Terminal Access Information and enter your text to override
default access information for IP terminals.
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Step 8 (Optional) Select Override ISDN/PSTN/Mobile Terminal Access Information and enter your text
to override default access information for ISDN/PSTN/Mobile terminals.

Default access information for ISDN/PSTN/Mobile terminals consists of access information for all
SCOPIA Gateways configured in iVIEW Communications Manager.

Step 9 (Optional) Select Add LYNC/OCSR2 client access information to include a link to a meeting in
the Lync client or Office Communicator client.

Step 10 (Optional) Select Hide the Attendees list to hide the attendees section in the invitation e-mail.

Step 11 (Optional) Select Hide in-meeting control access information to hide the instructions for
accessing the meeting via the in-meeting control interface from the invitation e-mail.

Step 12 (Optional) Select Hide dial-in information for attendees to hide only the dial-in access
information for each attendee when Hide the Attendees list is deselected.
Step 13 Click OK to save your changes.
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RADVISION® SCOPIA

Delivering the Visual Experience ®

Generating Reports for Statistics and Analysis

You can generate reports for usage, utilization, statistics and history or call and meetings
scheduled in the system.

® Generating Reports of Upcoming MEetings .....uveveiereieiiiiieieeaeeieaaaaeens page 206
® Generating a Call Information REPOIt .......ceviiiii e ee e page 208
® Generating a Port Usage RePOIT ... ... e eaeen page 208
® Generating a Resource Usage REPOIT........eer e eaaeens page 209
® Generating Statistic Report for MEetings ......oeeeriirii i eaaeen page 210
® Generating Reports for Finished Meetings .......cccviieiiiiiiiiiiiiiiieeeee page 210
® Generating Bandwidth Utilization Reports.........cooeviiiiiiiiiiiiiiiiieiaene page 213
® Generating a Report of Network Device Performance and Availability ............. page 214

Generating Reports of Upcoming Meetings

On the Upcoming tab, you can generate a report in .xls format which shows all meetings
scheduled between selected dates (as specified in the To and From fields). Once you have saved
a report, you can view it with Microsoft Excel.

Procedure

Step 1 Log in to iCM.

Step 2 Select Meeting Monitoring in the sidebar menu.

Step 3 Select Upcoming.

Step 4 Select the calendar icon in the From and To fields to choose a start and end date for information
in the generated report.

Step 5 Select Report.

Table 8-1 describes the information categories that are included in a generated report.
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Step 6
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Table 8-1

Category
Virtual Meeting ID

Master Meeting ID
Slave Meeting ID

SCOPIA iVIEW Management
Suite Meeting ID

Meeting Subject/Party Name
Meeting Description

Location
Meeting Type

Reference Code
Start Time
Duration
Meeting Room
Organizer Name
Service Prefix
Services

MCU Name(s)

Terminals

Number of Extra IP Ports
Reserved

Dial-in IP Terminals
Dial-out IP Terminals
Dial-in ISDN Terminals
Dial-out ISDN Terminals
Gateway List

Device Failure Cause (Device
Name, IP Failure, Cause)

Attendee Failure Cause
(Name, Number, ISDN, Dial-in,
Total Time, Failing Attempts,
Last Failure Cause)

Generated Report Information Categories

Description

A meeting ID that can be dialed, used to access a specific
meeting.

Corresponds to a physical meeting ID on the master MCU.
Corresponds to a physical meeting ID on the slave MCU.
Internal database ID for the meeting.

Corresponds to Subject field in Meeting Scheduling.

Corresponds to the Meeting Description field in Meeting
Scheduling.

Corresponds to the Location Preference field in Meeting
Scheduling.

Corresponds to the Meeting Type field in Meeting Scheduling.
The name of the meeting type is displayed.

Corresponds to the Reference Code field in Meeting Scheduling.
Corresponds to the Start Time field in Meeting Scheduling.
Corresponds to the Duration field in the Meeting Scheduling.
Meeting room used for scheduling a meeting.

Corresponds to the Organizer field in Meeting Scheduling.

MCU service prefix used for the meeting.

MCU service used for the meeting.

MCU(s) used for the meeting. For cascaded meetings,
“(master)” appears after the MCU name.

Number of terminals used for the meeting.

Corresponds to the Reserve additional ports field in Meeting
Scheduling.

Number of dial-in IP terminals.

Number of dial-out IP terminals.

Number of dial-in PSTN/ISDN terminals.

Number of dial-out PSTN/ISDN terminals.

Gateways used for the meeting.

Any failure on a network device such as an MCU or gateway.

Any failures on attending terminals.

Select Save to save the report to a location of your choice.
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Generating a Call Information Report

Organization Administrators can create a report for calls based on any one of these criteria:
® Multipoint calls
® Point-to-point calls
® Gateway calls
® Calls per terminal
® Calls per virtual room
Service Provider Administrators can create a report for calls based on any one of these criteria:
® Multipoint calls
® Point-to-point calls
® Gateway calls

Procedure
Step 1 Log in to iCM.
Step 2 Select Reports and Statistics in the sidebar menu.
Step 3 Select Usage.
Step 4 Select Create New Report.
Step 5 Select an option from the Report Type field.
Step 6 Select the time period to be covered by the report in the Graph X-Axis field.
Step 7 Select a start and end time for the report in the relevant fields.
Step 8 Select Total Number or Total Duration (Minutes) in the Graph Y-Axis field.
Step 9 Select a week range and hour range where relevant.
Step 10 (Optional) Select Recent Report to see the last call report generated.

Step 11 Select Generate.

The report appears on the in the Usage tab.
Step 12 (Optional) Select Generate PDF Report to print your report to a PDF file.

Generating a Port Usage Report
[

You can create a report of the ports used by these network elements:
® MCU
® Gateway
® SCOPIA Desktop

The reports provide this information:
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® System utilization peaks
® Terminal utilization

® Virtual room utilization

Procedure
Step 1 Log in to iCM.
Step 2 Select Reports and Statistics in the sidebar menu.
Step 3 Select Utilization.
Step 4 Select Create New Report.
Step 5 Select an option from the Report Type field.
Step 6 Select the time period to be covered by the report in the Graph X-Axis field.
Step 7 Select a start and end time for the report in the relevant fields.
Step 8 Select a week range and hour range where relevant.
Step 9 (Optional) Select Recent Report to see the last port utilization report generated.

Step 10 Select Generate.

The report appears on the in the Utilization tab.
Step 11 (Optional) Select Generate PDF Report to print your report to a PDF file.

Generating a Resource Usage Report

This section is for Organization Administrators only.
You can create a report of how terminals and virtual rooms are being used on your network.

Procedure
Step 1 Log in to iCM.
Step 2 Select Reports and Statistics in the sidebar menu.
Step 3 Select Utilization.
Step 4 Select Create New Report.
Step 5 Select Terminals Utilization or Virtual Room Utilization from the Report Type field.
Step 6 Select up to 3 terminals or virtual rooms from the pop-up list and select OK.
Step 7 Select the time period to be covered by the report in the Graph X-Axis field.
Step 8 Select the start and end points for the report in the relevant fields.
Step 9 (Optional) Select Recent Report to see the last port utilization report generated.
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Step 10 Select Generate.
The report appears on the in the Utilization tab.

Step 11 (Optional) Select Generate PDF Report to print your report to a PDF file.
Step 12 (Optional) Select Generate Excel Report to print your report to an Excel file.

Generating Statistic Report for Meetings
[

Statistic reports show the following information:
® The percentage of ad hoc meetings X scheduled meetings
® The percentage of each type of meeting including ad hoc and scheduled meetings
® The percentage of video calls X audio calls
® The percentage of SCOPIA Desktop calls X non-SCOPIA Desktop calls
® The percentage of meetings duration and size according to the number of participants

Procedure
Step 1 Log in to iVIEW Communications Manager.
Step 2 Select Reports and Statistics in the side bar.
Step 3 Select Create New Report.
Step 4 Select from the Report Type field one of the following options:

» General Meeting Statistics to view the percentage of your network meetings that are ad hoc
and the percentage that are scheduled.

» Average Meeting Size to view a chart with your network meetings divided according to the
number of participants.

« Average meeting Duration to view a chart with your network meetings divided according to
the duration (in minutes) of the meeting.

Step 5 Set the period of time the report will cover.

Step 6 (Optional) Select Recent Report to display the last generated statistic report.
Step 7 Select Generate. The charts are displayed.

Step 8 (Optional) Select Generate PDF Report to convert the report to a pdf file.

Generating Reports for Finished Meetings
[

You can generate a report in .xIs format which shows all meetings scheduled between selected
dates (as specified in the To and From fields). Once you have saved a report, you can view it with
Microsoft Excel.

If the generated report contains more than 10,000 records including meetings and calls, iVIEW
Management Suite asks whether you want the report to contain only the last 10,000 entries, or
whether you prefer to abandon the current generating operation.
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Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

The termination status of each of the displayed meetings is shown in the Status column.
® Green indicates successful termination and all participants successfully exited the meeting.

® Red indicates unsuccessful meeting termination or the abnormal exit of a terminal from the
meeting.

Procedure

Log in to iCM.

Select Reports and Statistics in the sidebar menu.

Select History.

To search for a specific meeting, do one of the following and select Search:

» Enter the partial or complete subject of the meeting in the Subject field. If any part of the
meeting subject matches it, the meeting record is displayed.

» Enter the E.164 number of an attending terminal in the E.164 field.

« Select the calendar icon in the From or To field, and select a date and time in the window
that opens. Meetings scheduled after or before the selected time are listed.

« Enter the partial or complete meeting ID in the Meeting ID field. If any part of the meeting
ID matches the search string, the meeting record is displayed.

Select the calendar icon in the From and To fields to choose a start and end date for information
in the generated report.

Select Report.
Table 8-1 describes the information categories that are included in a generated report.
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Step 7
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Table 8-2

Category

Meeting ID/Party Number
Master Meeting ID

Slave Meeting ID

SCOPIA iVIEW Management

Suite Meeting ID

Meeting Subject/Party Name

Meeting Description

Location
Meeting Type

Reference Code
Start Time
Duration
Meeting Room
Organizer Name
Service Prefix
Services

MCU Name(s)

Terminals

Number of Extra IP Ports
Reserved

Dial-in IP Terminals
Dial-out IP Terminals
Dial-in ISDN Terminals
Dial-out ISDN Terminals
Gateway List

Device Failure Cause (Device

Name, IP Failure, Cause)
Attendee Failure Cause

(Name, Number, ISDN, Dial-in,
Total Time, Failing Attempts,

Last Failure Cause)

Generated Report Information Categories

Description

A meeting ID which can be dialed to access a specific meeting.
Corresponds to a physical meeting ID on the master MCU.
Corresponds to a physical meeting ID on the slave MCU.
Internal database ID for the meeting.

Corresponds to Subject field in Meeting Scheduling.

Corresponds to the Meeting Description field in Meeting
Scheduling.

Corresponds to the Location field in Meeting Scheduling.

Corresponds to the Meeting Type field in Meeting Scheduling.
The name of the meeting type is displayed.

Corresponds to the Reference Code field in Meeting Scheduling.
Corresponds to the Start Time field in Meeting Scheduling.
Corresponds to the Duration field in the Meeting Scheduling.
Meeting room used for scheduling a meeting.

Corresponds to the Organizer field in Meeting Scheduling.

MCU service prefix used for the meeting.

MCU service used for the meeting.

MCU(s) used for the meeting. For cascaded meetings,
“(master)” appears after the MCU name.

Number of terminals used for the meeting.

Corresponds to the Reserve additional ports field in Meeting
Scheduling.

Number of dial-in IP terminals.

Number of dial-out IP terminals.

Number of dial-in PSTN/ISDN terminals.

Number of dial-out PSTN/ISDN terminals.

Gateways used for the meeting.

Any failure on a network device such as an MCU or gateway.

Any failures on attending terminals.

Select Save to save the report to a location of your choice.
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Generating Bandwidth Utilization Reports

In order to improve Administrator visibility, real time information about bandwidth usage is
available by generating a Bandwidth Usage report.

The guidelines and restrictions for generating the Bandwidth Utilization report include:

® The Utilization Tab will only be displayed if there is one or more zones and at least one of
them has a configured bandwidth limit.

@ |f there is no limit for the bandwidth, the utilization will always be set to zero.
® Once a report is created, a Summary link is available to present data in a text format.

Procedure
Step 1 Log in to iCM.
Step 2 Select Reports and Statistics icon in the sidebar menu.
Step 3 Select Utilization.
Step 4 Select Create New Report.
Step 5 Select Bandwidth Utilization from the Report Type field.
Step 6 Select the time period to be covered by the report in the Graph X-Axis field.
Step 7 Select a start and end time for the report in the relevant fields.
Step 8 Select a week range and hour range where relevant.
Step 9 (Optional) Select Recent Report to see the last port utilization report generated.

Step 10 Select Generate.
The report appears on the in the Utilization tab.

Figure 8-1 Bandwidth Usage Report

( Usage h \fuﬁuﬁm . \J/ Statistics h \j/ History
Report Type: | Bandwidth Utiization v|  Location: [A v
Graph X-Axis: |Day5 of Week (Average) v| Graph Y-Axis:
Start Date: [osi01/2010 |% Vieek Range: | All Days v
End Date: [oar072010 |% Hour Range: |24 Hours ~|
Step 11 Optional) Select Generate PDF Report to print your report to a PDF file.
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Generating a Report of Network Device Performance and Availability

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

You can generate a report in .xls format, showing statistics about device usage between selected
dates. Once you have saved the report, you can view it using Microsoft Excel.

Procedure

Log in to iCM.
Select Device Monitoring in the sidebar menu.
Select Resource Availability or Statistics.

Select the calendar icons by the From and To fields to select a start and end period within which
to generate the report.

Select Generate Report.
Information about each device is included in the report.

Select Save to save the report.
Browse to the location in which you want to save the file, enter the file name and type, and then
select Save.
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