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Chapter 1: Introduction

Purpose

This document describes the administration of the Messaging system that includes
administering of the application and storage servers, configuring sites and topology, managing
servers, users, and software, using reports, and using diagnostic tools among other
administration activities.

Intended audience

This document is intended for an administrator who needs to configure and maintain the
Messaging system.

Document changes since last issue

The following changes have been made to this document since the last issue:

Added new fields in the Telephony Integration and the Storage Destinations field
descriptions.

Related resources

Documentation

You can download the documents you need from the Avaya Support website at http://
support.avaya.com. In addition to the documentation listed here, you can download a zip file
that is a compilation of the Avaya Aura® Messaging documentation library. You can install this
library on a computer or on your corporate network.
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The Avaya Support website also includes the latest information about product compatibility,
ports, and Avaya Aura® Messaging releases.

Related topics:
Administration on page 16

Administration

Title Description Audience

Administering Avaya Aura® | Explains how to use the Administrator
Messaging System Management
Interface (SMI) to configure
your servers, sites, and
topology; use reports and
diagnostic tools; manage
software and users; and
perform routine maintenance
tasks.

The content is available as
SMI Help and as a PDF file.

Job aid for Administering This job aid is a subset of the | Administrator
Avaya Aura® Messaging administration guide and
includes the following routine
administration tasks:
rebooting the system,
checking alarms, adding and
deleting mailboxes, getting
performance indicators, and
unlocking, resetting, and
changing mailbox
passwords.

Avaya Aura® Messaging Describes system alarms, Administrator and support

Alarms and Events events, and repair personnel
procedures.

Training

You can get the following Messaging courses at https://www.avaya-learning.com. Enter the
course code in the Search field and click Go to search for the course.

The course titles may differ from the titles shown below.
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Support

Course code Course title
2U00230wW Avaya UC Messaging— Overview
2U00231W Avaya UC Messaging— Heritage
2U00232W Avaya UC Messaging— Avaya Aura® Messaging
20002330 Selling Avaya UC Messaging Learning Bytes
3U00141W Designing UC Messaging— Avaya Aura® Messaging
5U00140E Avaya Aura® Messaging Implementation and Support
SU00141E Avaya Aura® Messaging Administration
ATIO1674VEN | Avaya Aura® Messaging— Caller Applications

Avaya Mentor videos
Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot

Avaya products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and
on the Avaya-run channel on YouTube.

* To find videos on the Avaya Support website, go to http://support.avaya.com, select
the product name, and check the videos checkbox to see a list of available videos.

» To find the Avaya Mentor videos on YouTube, go to http://www.youtube.com/
AvayaMentor and perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific
product or topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos
posted on the site.

° Note:

Videos are not available for all products.

Support

Visit the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release
notes, downloads, and resolutions to issues. Use the online service request system to create
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a service request. Chat with live agents to get answers to questions, or request an agent to
connect you to a support team if an issue requires additional expertise.

Warranty

Avaya provides a 3-month limited warranty on Messaging. Detailed terms and conditions are
contained in the sales agreement or other applicable documentation and establish the terms
of the limited warranty. In addition, the standard warranty description and details for support

during warranty are available on the Avaya Support website at http://support.avaya.com. See
specifically Avaya Global Software License Terms.
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Chapter 2: Preparing for Avaya Aura®
Messaging

Prepare your network

Network overview

You must configure your IT infrastructure to allow:
* Inbound traffic flow to the Messaging server
* Outbound traffic flow from the Messaging server

To enabile this traffic flow, ensure that your network Domain Name System (DNS) record
includes the appropriate Messaging information.

For more information on the network topology and bandwidth requirements, see Avaya Aura®
Messaging Overview and Specification.

DNS record

You can create a Canonical Name (CNAME) record for the Messaging server in DNS. A
CNAME record is a type of resource record in DNS that specifies that the domain name is an
alias of another canonical domain name. A CNAME record is simply a pointer to another A
record. In case, you did not create A record, follow these guidelines when you create an alias:

« If you have a front-end or back-end topology, point the alias to the storage server .

» Use avayamsg as the alias. For example: avayamsg.example.com. Use this name for the
Messaging documentation as a different name might confuse users.

* Ensure that your mail gateway:

- Relays the fully qualified domain name (FQDN) for the storage server.

- Sends messages to Internet domains.

- Grants IP access to the storage server. Some mail gateways restrict IP access.
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- Requires no SMTP authentication. Use IP-based restrictions for the mail gateway.

Prepare for Exchange forms

Exchange administration overview

The voice message form adds a dedicated toolbar to Microsoft Outlook. Use this toolbar to
play voice messages and call the email sender from Outlook. To integrate Messaging with
Outlook, you must:

* Verify that your Exchange server has the forms folders.

- If the Exchange server does not have the forms folders, you must create the forms
folders.
» Use Outlook to add the voice message forms to the forms folders on your Exchange
server.
You can add the form to the system folder on any of the following Exchange servers:

* Exchange 2007

* Exchange 2010
System folders are hidden folders for internal Exchange System Management. In large
organizations with specialized administration roles, the Exchange administrator completes
these tasks.

Organizational Forms Library

An Organizational Forms Library is a repository for forms. You can have only one
Organizational Forms Library for each language in an organization. You must publish a form
to this library if you want to make the form available to everyone in your organization. For
example, publish a form to report vacation time.

The library is stored on Microsoft Exchange Server. You must assign permissions to individuals
to publish to Organizational Forms Library. You must provide permission to only some
individuals or a department that manages the Exchange server.

Voice messaging form

The voice messaging form resembles the default email form, but gives users an interface for
performing actions such as playing, stopping, or pausing voice messages, and calling the
sender from Microsoft Office Outlook. The voice messaging form includes a notes field and
the default media player configured on the system of the user.

The system displays the default media player and the notes field either in the preview pane
when previewing a voice message or in a separate window when the user opens the voice
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message. If you have not installed Microsoft Office Outlook on the client computer, users
receive voice messages only as attachments in their client applications, and the voice
messaging form is unavailable.

° Note:

Messaging does not support Microsoft Office Outlook 2003 for voice messaging forms.

Supported languages

The voice messaging forms are available at http://avayamsg/download/
<VoiceMessagingFormFilename> in the following languages. Replace
VoiceMessagingFormFilename with the preferred file name.

Language File name
Arabic AvayaVoiceMessage_ar-SA.fdm
Brazilian Portuguese AvayaVoiceMessage_pt-BR.fdm
Spanish AvayaVoiceMessage_es-ES.fdm
Chinese AvayaVoiceMessage_zh-CN.fdm
Dutch AvayaVoiceMessage_nI-NL.fdm
French AvayaVoiceMessage_fr-FR.fdm
German AvayaVoiceMessage_de-DE.fdm
Italian AvayaVoiceMessage_it-IT.fdm
Japanese AvayaVoiceMessage_ja-JP.fdm
Korean AvayaVoiceMessage_ko-KR.fdm
Polish AvayaVoiceMessage pl-PL.fdm
Russian AvayaVoiceMessage_ru-RU.fdm
Latin American Spanish AvayaVoiceMessage_es-XL.fdm
U.S. English AvayaVoiceMessage_en-US.fdm

Organizational Forms Library

Add Organizational Forms Library to the system folder on any of the following Exchange
servers:

* Exchange 2007
* Exchange 2010
For each Organization Forms Library, you must assign client permissions.
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Related topics:
Adding Organizational Forms Library on page 22
Modifying Organizational Forms Library properties on page 22

Making Organizational Forms Library visible to Microsoft Office Outlook users on page
23

Adding Organizational Forms Library
Procedure

1. Open Exchange Management Shell.

2. Tocreate anew folder for Organizational Forms Library, run the New-PublicFolder
-Path "\NON_IPM SUBTREE\EFORMS REGISTRY" -Name "Organizational
Forms Library command.

Exchange Management Shell creates a new public folder for Organizational Forms
Library in the EFORMS REGISTRY folder.

Modifying Organizational Forms Library properties

Use this procedure to modify and export Exchange Server folder properties, export and import
permissions and replica lists, enumerate items, gain access to mailboxes and other tasks.
Perform these tasks through the ExFolders tool. This tool supports Exchange Server 2007 and
2010.

Before you begin

Download the ExFolders tool from the Exchange 2010 SP1 (and later) ExFolders page of the
Microsoft Technet website at http://gallery.technet.microsoft.com/Exchange-2010-SP1-
ExFolders-e6bfd405.

Ensure that you move the ExFolders.exe file tothe C:\Program Files\Microsoft
\Exchange Server\V14\Bin. Ifthe ExFolders.exe file is located in a different folder,
the ExFolders tool fails.

Procedure
1. Double-click the Exfolders.exe file.

° Note:

* You must run the tool from an Exchange Server 2010 server.

* If you are using the tool for the first time, ensure that you run the . reg file
in the ExFolders compressed file before using the tool.
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Click File > Connect > Public Folders.
Select Global Catalog and Databases.
Expand System Folders > EFORMS REGISTRY.

Right-click the public folder that you created for Organizational Forms Library and
click Property Editor.

In the Name column, right-click PR_URL_NAME and select Edit Value.
7. In the Value box, type /NON IPM SUBTREE/EFORMS REGISTRY and click OK.

o~ oD

o

8. Close the ExFolders tool.

Making Organizational Forms Library visible to Microsoft Office Outlook
users

Before you begin

Download the Microsoft Exchange Server MAPI Editor (MFCMAPI) tool from the MFCMAPI
page of the CodePlex website at mfcmapi.codeplex.com. Ensure that you download the tool
on a computer that is installed with the 64—bit version of Microsoft Office Outlook.

A Caution:

Exercise caution when you use the MFCMAPI tool. Incorrect modifications might adversely
affect the Microsoft Exchange Server administration.

About this task

You can make Organizational Forms Library visible to all Microsoft Office Outlook users using
the MFCMAPI tool which uses the published APIs of Microsoft to provide access to MAPI stores
through GUL.

Procedure

1. Open MFCMAPI.

2. Click Session > Logon and select your profile.

3. Click Session Menu > Advanced Logon > Display Store Table.
4

. Click MDB > Public Folder > Open Public Folder Store and click OK.
The MAPI editor opens the Public Folder Management Console.

5. Expand Public Root > NON_IPM_SUBTREE > EFORMS REGISTRY and select
Organization Forms Library.

6. In the Property Name(s) column, click the PR_URL_NAME property.
7. Click Property > Additional Properties and click Add.
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8. In Property Tag Editor, click Select Property Tag.

9. In Property Selector, click PR_LEFORMS_LOCALE_ID and click OK.
10. To close Property Tag Editor, click OK.
11. To close Additional Properties, click OK.

12. To verify that the property is added, in the Public Folder Management Console, find
the new PR_EFORMS_LOCALE_ID property in the Property Name(s) column.

© Tip:
The icon of a new property is a red exclamation mark (!).

13. To open Property Editor, double-click PR_EFORMS_LOCALE_ID.

14. In the Unsigned Decimal box, type the locale ID that you want, for example, type
1033 for English, and click OK.

15. Close MFCMAPI.

Installing the voice message form
Before you begin
* You have a system folder on the Exchange server that contains one Organizational Forms

Library for each language in a multilingual deployment.

* You have an account with client permissions for administering Organizational Forms
Library.

* You have completed either of the following:

- Configured the avayamsg A or CNAME record in DNS. For more information, see
DNS record on page 19.

- Recorded the host name or IP address of a Messaging server.
About this task
To install the voice message form on a computer that runs Outlook.

Procedure

1. Log in with the user account that has client permissions.
Use the user account you created in the EFORMS REGISTRY.
2. In a Web browser, run the URL: http://avayamsg/download/

<VoiceMessagingFormFilename> and save the form to a temporary location on
your hard drive.
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Replace VoiceMessagingFormFilename with the appropriate filename. See
Supported languages on page 21 for a list of file names.

3. For each language that you want to deploy, repeat Step 2 .

Open Outlook and select Tools > Options > Other > Advanced Options... >
Custom Forms.

For Outlook 2010, you must navigate to File > Options > Advanced > Custom
Forms.

In the Options dialog box, click Manage Forms.
In the Forms Manager dialog box, the system displays Personal Form in the right
pane where you created the form.

If you have a multilingual deployment, ensure that the language for Organizational
Forms Library and the voice message form match.

In the Forms Manager dialog box, click Install.

7. In the Files of type field, select Form Message (*.fdm).

8. Navigate to the voice message form file that you downloaded in Step 2. For

10.
11.
12.
13.

14.
15.

example, AvayaVoiceMessage en-US. fdm.

. Click Open to install the form file.

If the library already contains a version of this voice message form, the system
displays a confirmation dialog box.

To replace the existing form with this version, click Yes.

In Form Properties, click OK.

Set the folder so that the form takes effect.

In the right pane, select Avaya Voice Message in Personal Form.

To copy the voice message form into your forms library, click Copy .

If you are deploying multiple languages, repeat Step 8 through Step 14 for each
language form.

Click Close.

Click OK three times to close the dialog boxes.
When a user opens a voice message, the appropriate voice messaging form
downloads automatically.
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Chapter 3: Getting started with Avaya
Aura® Messaging

Administration overview

System Management Interface

System Management Interface (SMI) is the single point of access for your Messaging system
and the license server. You can open SMI from any standard Web browser from anywhere
within the firewall of your organization.

SMI has three interfaces:

* The licensing administration interface to view the status of the server license.

* The Messaging administration interface to gain access to administration, diagnostic, and
reporting tools to set up, manage, and maintain your Messaging system.

In addition to monitoring system status, you can also use the Messaging administration
interface to administer:

- Server roles, trusted and hosted servers, sites, and topology
- Features like Auto Attendant and call transfer

- IMAP and SMTP

- Users and CoS

» The server administration interface to configure, maintain, and troubleshoot Messaging
servers.

Administering Avaya Aura® Messaging R6.2 December 2013 27



Getting started with Avaya Aura® Messaging

Administration passwords

Password security

To minimize the risk of unauthorized access to the Messaging system, follow these guidelines
for system administrator passwords.

* Establish a new password as soon as the Messaging system is installed.

» Use from 6 to 11 alphanumeric characters. The password must include at least
one numeric character and two alphabetic characters.

* Never use obvious passwords, such as a telephone extension, room number, employee
identification number, social security number, or easily guessed numeric or letter
combinations.

* Do not post, share, print, or write down passwords.
* Do not put the password on a programmable function key.

» Change the password at least once per month. You can administer your system to age
the password and notify you that a new password is required.

Login Account Policy

Use the Login Account Policy Web page to establish policies for administrator logins. This page
displays the current active values for each parameter.

You cannot use the Login Account Policy Web page to administer logins whose credentials
are maintained in an external AAA server. This includes SecurlD and SafeWord based logins.
You must perform administration of these logins using the root login using standard Linux
commands.

° Note:

Use the Login Account Policy Web page to set global policy for all logins created using the
Web interface. The Web interface does not support the ability to grant exceptions.

For example, you administer a policy for users to change the passwords every 90 days. To
create a login not subject to this rule, you must create the login through the root login using
standard Linux commands.
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Administration overview

Viewing the login account policy
Procedure
On the Administration menu, click Server (Maintenance) > Security > Login

Account Policy.
The system displays the Login Account Policy Web page.

Login Account Policy field descriptions

Name ‘ Description

Credential Expiration Parameters: This section displays the current expiration policy values
for local passwords. Changing these parameter values affects future behavior of the system
and does not affect the existing logins.

The maximum number of days a
password may be used
(PASS_MAX_DAYS)

The values range from 1 through 99999.

The minimum number of days allowed
between password changes
(PASS_MIN_DAYS)

The values range from 0 through 99999.

The number of days a warning is given
before a password expires
(PASS_WARN_AGE)

The values range from 0 through 30.

The number of days after a password
expires to lock the account (INACTIVE; 0
= immediate, 99999 = never)

The values range from 0 through 99999.

Failed Login Response: This section displays the current active values for each failed login
response parameter. Changing these values immediately affects failed login response
behavior.

Enable account lock out parameters
(PAM Tally)

You can ignore the remaining parameters if
you clear the check box.

Lock out account after the following
number of unsuccessful attempts (DENY)

The values range from 1 through 9.

Automatically unlock a locked account
after the following number of seconds
(UNLOCK_TIME)

The values range from 1 through 99999.

Reset the failed attempt counter after last
failed attempt (UNLOCK_RESET)

Click yes to reset the failed attempt counter
after last failed attempt.
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Name Description

Click no to leave the failed attempt counter
unchanged.

Adding a privileged administrator login

About this task

You must add a privileged administrator login that is a member of the SUSERS group. This
login has the most advanced administrative access in the system with the exception of the root
login. This ensures system security and prevents unauthorized access to your Messaging
system.

Procedure

1. On the Administration menu, click Server (Maintenance) > Security >
Administrator Accounts.

N

. In the Select Action area, select Add Login.

w

. Select Privileged Administrator.
For more information, see Administrator Accounts field descriptions on page 31.
. Click Submit.

The system displays the Administrator Accounts -- Add Login: Privileged
Administrator Web page.

N

(63}

. Enter information in the following fields:
* Login name

» Date after which account is disabled-blank to ignore (YYYY-MM-DD):
Clear this field

* Enter password or key

* Re-enter password or key

° Note:

Do not change other default values in the Administrator Accounts -- Add Login:
Privileged Administrator Web page.

6. Click Submit.
The system creates the privileged administrator login.

7. Click Continue to go back to the Administrator Accounts Web page.
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Administration overview

Changing an administrator password

Each account has a default password. You must change these default passwords the first time
you log in to the Messaging system.

Use the Administrator Accounts Web page to add, delete, or change administrator logins and
Linux groups.

Procedure

1. Use the privileged administrator login and password.

If the privileged administrator login does not exist, you must create a privileged
administrator account that is part of the susers group.

2. On the Administration menu, click Server (Maintenance) > Security >
Administrator Accounts.

Select Change Login and select the login account from the list.
Click Submit.

Enter the new password in the Enter password or key field.
Enter the password again in the Re-enter password or key field.

Click Submit.
The system changes the login password.

N o g b~ w

Administrator Accounts field descriptions

You must use REMOTE logins only to establish a PPP session with the Messaging server
through the modem interface. You must not use REMOTE logins to access a shell, a SAT,
CDR records, or the Web pages.

You must use ADMINISTRATIVE logins to gain access to a shell, a SAT or the Web pages
but not to establish a PPP session or to acquire CDR records.

You must use a CDR login specifically to retrieve CDR records stored on the server. You must
not use the CDR login for any other purpose.

* REMOTE logins: When creating a REMOTE login, you must specify the login name, but
you must not specify group membership or select a shell. You must not change a
REMOTE login to an ADMINISTRATIVE or CDR type of login. You must delete a
REMOTE login and create a new login.

* CDR logins: When creating a CDR login, you must enter CDR_user as the login group.

+ ADMINISTRATIVE logins: The system controls the access provided to an
ADMINISTRATIVE login by checking whether the system assigned a shell and access
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profile to the login. To assign the access profile, you must assign an additional group to

the login.
Field Description
Select Action
Add Login Select this option and select the type of login

you want to add. The options are:

* Privileged Administrator

* Unprivileged Administrator

* Web Access Only

* CDR Access Only

* Business Partner Login (dadmin)
» Business Partner Craft Login

» Custom Login

Change Login Select this option and select a login from the
drop-down list.

Remove Login Select this option and select a login from the
drop-down list.

Lock/Unlock Login Select this option and select a login from the
drop-down list.

Add Group Select this option to add a group.

Remove Group Select this option and select a group from the

drop-down list.

Checklist for administrators
The following components are required for the proper functioning of the Messaging system on
your IT infrastructure:
* Network
* Exchange server (optional)
* Telephony server
* Messaging storage role
» Messaging application role

* Messaging sites and topology
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Logging in to Messaging

The following table describes the initial administration tasks, the administrator who performs
these tasks, and the component required by the administrator to perform and complete the
tasks.

Since, IT responsibilities in large organizations are divided among different individuals, each
chapter in the table contains the necessary information required by a specific administrator.

You must complete the chapters in the following sequence:

Location
No. Task Chapter number | Administrato Single- Front-end /
r type server Back-end
systems systems
1 Prepare the Chapter 1 Network — —
network administrator
2 Load the Avaya | Chapter 1 Exchange Exchange | Exchange
voice administrator | server server
messaging
forms onto the
Exchange
server
3 Prepare the Supported and Switch Telephony | Single site:
telephony Unsupported Avaya | administrator | server Telephony
server Aura Messaging server
Integrations on Multisite:
http:// Each
support.avaya.com/ telephony
server
4 Set up the Chapter 3 Messaging Single Storage
storage role administrator | server server
5 Set up the Chapter 4 Messaging Single Each
application role administrator | server application
server
6 Set up sites Chapter 5 Messaging Single Storage
and topology administrator | server server

Logging in to Messaging

About this task

You can gain access to the Messaging SMI remotely through the corporate LAN connection
or directly from a laptop connected to the server through the services port.
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Procedure

1. Open a compatible Web browser on your computer.

2. Depending on the server configuration, choose one of the following options:

Options Description

Access by System Platform | . | oq on to the System Platform Web Console.
Web Console

* Click Virtual Machine Management > Manage.
The system displays the Virtual Machine List
page.

* Click the Manage Virtual Machine wrench icon
to select the msg virtual machine.

LAN access by IP address | To log on to the corporate LAN, type the unique IP
address of the Messaging server in the standard
dotted-decimal notation, For example, http://
192.152.254.201.

LAN access by host name | To log on using the corporate LAN that includes a
DNS server administered with the name of the host,
type the host name. For example, http://
avayamsg.example.com.

Laptop access by IP To log on using the services port from a directly-
address connected laptop, type the unique IP address of the
Messaging server in standard dotted-decimal
notation. For example, http://
192.152.254.201.

If your browser does not have a valid security certificate, the system will display a
warning screen and instructions to load the security certificate. If you are certain
that your connection is secure, accept the server security certificate to gain access
to the Logon screen. If you plan to use this computer and browser to access this or
other Avaya servers again, install root certificate on your computer. The Root
Certificate establishes Avaya Inc. as a trusted Certificate Authority (CA).

3. Click Continue.
The system displays the Logon screen.

4. Click Logon.
5. Click Logon.
After successful authentication, the system displays the Messaging SMI home
page.
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Logging out

Logging out
Procedure

1. On any SMI page, click Log Off.
The system displays a confirmation page.

2. Click Log Off to log out from the SMI.
The system displays the Logon screen.
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Chapter 4: Initial administration of the
storage role

Initial administration checklist for the storage role

Use the following checklist as a guide for setting up a storage role for the first time. In large

organizations with specialized administration roles, the Messaging administrator usually

completes these tasks.

On the server running the storage role, perform the tasks in the following sequence:

No. SMI page References v
1 Server Date/Time | Verifying the system clock on page 38
2 Change LDAP Changing the LDAP root password on page 39
Password
(Storage)
3 System Status Verifying the status of the storage role on page 40
(Storage)
4 External Hosts Administering the external SMTP host on page 41
5 Mail Options Adding a mailbox gateway on page 42
6 Edit Networked Setting the length of mailbox numbers on page 43
Machine
7 Properties for New | Adding the postmaster mailbox on page 43
User
8 System Mailboxes | Configuring the postmaster mailbox number on page
45
9 Storage Configuring a storage destination on page 52
Destinations
10 | Properties for New | Selecting a storage destination on page 55
User
Administering Avaya Aura® Messaging R6.2 December 2013
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Verifying the system clock

In Messaging, you can perform certain time-dependent tasks with the use of the Linux system
clock. For example, you can place a time stamp on voice messages and schedule a backup
of critical system data.

When you install the system, the clock is set. However, check the clock when you administer
your storage server initially. You must also check the clock every month and during a change
in Daylight Savings Time.

O Tip:

Use a Network Time Protocol (NTP) server to maintain accurate system time.

A Warning:

If there is a time difference between the storage server and the application servers, the time
difference might cause problems with message delivery and replication between the
servers.

Before you begin

Ensure Messaging is running by clicking on the Administration menu, and clicking
Messaging > Utilities > Start Messaging. If Messaging is running, the system displays the
Messaging is already started message.

Procedure

On the Administration menu, click Server (Maintenance) > Server > Server Date/
Time.
The system displays the current date, time, and timezone.

For information on changing the system time, see Administering Avaya Aura® System
Platform.

0 Note:

If you change the system time, you must restart Messaging for the changes to take
effect. For more information, see Stopping Messaging on page 377 and Starting

Messaging on page 377.

38 Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Changing the LDAP root password

Changing the LDAP root password

Messaging uses the LDAP root password for internal LDAP processing. External LDAP clients,
networked computers, and trusted servers do not use the LDAP root password.

Procedure
1. On the Administration menu, click Messaging > Utilities > Stop Messaging.
The system displays the Stop Messaging Software Web page.

2. If you want to initiate a shutdown, click Stop.
The Stop Messaging Software Web page refreshes periodically during the
shutdown routine and displays a brief status message after Stop Messaging
info.

After the Messaging software stops completely, the system displays the Stop of
Messaging completed message.

3. Click OK.

4. On the Administration menu, click Messaging > Utilities > Change LDAP
Password (Storage).

5. Select yes or no from the Change default LDAP Root Password? drop-down
list.

6. Enter the old password in the Old Password field.

If you are changing the default LDAP Root Password for the first time, leave this
field blank.

7. Enter the new password in the New Password field.
8. Enter the new password again in the Confirm New Password field.
9. Click Save.

10. On the Administration menu, click Messaging > Utilities > Start Messaging.
The system displays the Start Messaging Software Web page.

The Start Messaging Software Web page refreshes periodically during the startup
routine and displays a brief status message after Start Messaging information.

After the Messaging software starts completely, the system displays the Start of
Messaging completed message.

11. Click OK.
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Verifying the status of the storage role

Access the System Status (Storage) Web page whenever you want to confirm that Messaging
is running. You can also verify that the following functions of the storage role are operational:

*» Voice mail.

 Each software module enabled by you. For example, Enhanced-List Administration,
Internet Messaging, and Message Networking.

* LDAP processes.

* The number of hours of speech that are available. Use these figures to determine if the
system has sufficient space for recording voice messages.

Procedure

On the Administration menu, click Messaging > Server Information > System
Status (Storage).

For the status of the application role, see Verifying the status of the application role on
page 348.

Example

The System Status (Storage) Web page displays the following information.

System status of VM

MessageCore IN SERVICE

System status of ela

/ela/registration/sys stat/bin/status: The enhanced lists software is running...
System status of iim

Internet Messaging is currently: Running

Percent of media space in use (contains queues): 7.0
Number of incoming messages in queue: 0

Number of outgoing messages in queue: 0

Number of SMTP receive sessions running: 0

Number of SMTP send sessions running: O
Number of POP3 sessions running: 0

oe

System status of ldapolv3

LDAP internal server (slapd): UP
LDAP front end server (Ldapfe): UP
LDAP Corporate LAN server (Ldapcorp): UP
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Enable outbound SMTP based traffic

LDAP authenticated access on the Corporate LAN: UP
LDAP anonymous access on the Corporate LAN: UP

System status of mtce

Begin System Verification Checks -
File System Capacity Check Passed
IPC gueue check passed

System status of vs

Voice System is Up

Available Hours of Speech 2102

Used Hours of Speech 205

Maximum Hours of Speech 2307

Number of Available Text-to-Speech Sessions 4

Enable outbound SMTP based traffic

Administering the external SMTP host

In Messaging, you can forward the following by using an external SMTP relay host:
* Text notifications and email notifications
* Email fax messages as file attachments
» Outbound voice messages

You can enable this function by configuring the mail gateway on the External Hosts Web
page.

° Note:

You must configure the receive connector of the external SMTP host to accept connections
and messages from Messaging.

Before you begin
Ensure Messaging is running.
Procedure

1. On the Administration menu, click Messaging > Server Settings (Storage) >
External Hosts.

2. Click Add.

3. Enter the IP address, Host Name, and Alias of the external SMTP Server.
Configuring the Alias is optional.
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4. Click Save.

Add a New External Host field descriptions

Name Description

IP Address The IP address of the external SMTP
server.

Host Name The host name of the external SMTP
server.

Alias The alias of the external SMTP server.
This field is optional.

Adding a mailbox gateway

Use Messaging to add a mailbox gateway to connect to other mail systems and send text
messages from the storage server. For more information on network configuration
requirements, see Network overview on page 19.

Procedure
1. On the Administration menu, click Messaging > IMAP/SMTP Settings
(Storage) > Mail Options.

2. In the Mailbox Gateway Machine Name field, select the host name that you
entered in Administering the external SMTP host on page 41.

3. Keep the Server Alias field blank.
For more information, see Mail Options field descriptions on page 308.

4. Click Save.

Next steps

Identify the length and the range of valid digits required for accessing a mailbox. See Setting
the length of mailbox numbers on page 43.

42  Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Setting the length of mailbox numbers

Setting the length of mailbox numbers

Before you begin
Ensure Messaging is running.

Procedure

1.

On the Administration menu, click Messaging > Server Settings (Storage) >
Networked Servers.

2. Onthe Manage Networked Servers Web page, select the server and then click Edit
the Selected Networked Server.

3. Inthe Mailbox Number Length field, enter a number that corresponds to the length
of the mailbox extension used by your system.
This is the length of the long/global mailbox number.

4. Inthe MAILBOX NUMBER RANGES area, enter the prefix and the range of mailbox
numbers for Messaging.
Enter a range of numbers that conforms to the number you selected in the Mailbox
Number Length field.
For example, if you selected 5 in the list, then enter a 5-digit number. If you selected
8, then enter an 8-digit number.
Unless your organization has a specific reason for excluding some ranges, start
with 1 with the appropriate number of leading zeros, and end with the highest
possible number.
The following example displays the range for a 5-digit mailbox number:

» Starting Mailbox Number: 00001
* Ending Mailbox Number: 99999

For more information, see Add Networked Machine field descriptions on
page 114.

5. Click Save.

Next steps

See Adding the postmaster mailbox on page 43.

Adding the postmaster mailbox

The postmaster is responsible for managing the emails for a site. The postmaster mailbox is
a system-wide mailbox set aside for the postmaster. This mailbox is an internal system mailbox
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integral to the operation of the Messaging system. Use these instructions to create a
postmaster mailbox.

Before you begin
Ensure Messaging is running.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.
2. In the Add User / Info Mailbox area, click Add to add a new user.

3. On the User Management > Properties for New User Web page, complete the
following fields:

* In the Last name field, enter postmaster.

* In the Mailbox number field, enter a unique mailbox number for the
postmaster.

* In the Extension field, enter the extension of the postmaster.

The length of the mailbox number and extension must match the length that you
specified in Setting the length of mailbox numbers on page 43.

4. Set MWI enabled to No.

5. Turn off the following defaults:

* Include in Auto Attendant directory
» User must change voice messaging password at next logon

6. Complete the following password fields. For more information, see User
Management Properties field descriptions on page 139 for setting passwords:

* New password
* Confirm password

7. Click Save.
The system creates a site-wide mailbox.

Next steps

* Define the mailbox that you just created as the postmaster mailbox. See Configuring the
postmaster mailbox number on page 45.

* Create a new CoS for the postmaster with the mailbox size set at the maximum. For more
information on creating a CoS with a maximum storage space, see Adding a Class of
Service on page 156.
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Configuring the postmaster mailbox number

Configuring the postmaster mailbox number

After you create a mailbox for the postmaster, you must identify the mailbox as a postmaster
mailbox.

Before you begin

Ensure that:

* You have created a mailbox for the postmaster. See Adding the postmaster mailbox on
page 43.

* Messaging is running.
Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> System Mailboxes.

2. In the Internet Postmaster Mailbox Number field, enter the postmaster mailbox
number.

3. Click Save.

The system does not count the postmaster mailbox that you created against the
total number of user licenses that your organization has purchased.

Next steps
Configure flexible storage. See Flexible storage on page 45.

Flexible storage

Using Messaging, you can configure multiple storage destination types for your Messaging
system. You can use the following storage destinations to store your voice messages.

* Avaya message store: This is a built-in storage. To set up a storage role, see Initial
administration checklist for the storage role on page 37.

* Microsoft Exchange 2007 or 2010: To configure Exchange as your storage destination,
see Configuring a storage destination on page 52.

You can designate a storage server on a per user basis, allowing for a mixed environment of
Avaya message store and Microsoft Exchange email servers.

The time setting on the application servers in the Messaging system and the configured storage
server must be in synchronization. Even if the servers are in different time zones, the
timestamps in UTC must match.
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Hence, even if the time difference between the storage server and the Messaging server is
only a few seconds in UTC equivalent, the Messaging system suppresses the outcall
notifications on the messages.

Microsoft Exchange

Messaging supports either Microsoft Exchange 2007 or Microsoft Exchange 2010 as the
message store. Messaging does not support Exchange Online. Messaging supports Active
Directory provisioning.

You can use the Active Directory look-up utility to import user data into the Messaging directory.
From the Active Directory, you can source user properties, such as mailbox, extension, and
site information, based on the work phone data in Active Directory. Using the existing Active
Directory means the most relevant user data, such as name or telephone numbers, is available
for use by Messaging.

Configure the minimum required service account permissions

Depending on your storage destination, you must configure the following:

» Avaya message store: You do not need to perform any configuration.

» Exchange 2007 or Exchange 2010: For Exchange, the service account is a normal Active
Directory Domain User account with an Exchange mailbox. You must provide Exchange
Impersonation permissions to the account. Exchange Impersonation enables a caller to
impersonate a given account so that a caller can perform operations by using the
permissions that are associated with the impersonated account instead of the
permissions that are associated with the account of the caller.

Creating the Messaging service account

Procedure

Open Exchange Management Console and select Recipient Configuration.
In the Action pane, click New Mailbox.
For Mailbox Type, choose User Mailbox.

For User Type, choose New User.

o > 0w N =

Complete the User Information fields.

Use a site or location specific naming convention for the account name. For
example, AuraMsgSvcAcctSiteA.

6. Complete the Mailbox Settings fields as needed, and click Next.
7. Complete the Archive Settings fields as needed, and click Next.

8. On the Summary screen, click New and verify that the system successfully created
the mailbox.
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Flexible storage

9. Open Active Directory Users and Computers.
10. Locate your newly created service account, and right-click and select properties.

11. Click the Account tab and ensure that the Password never expires check box is
selected.

12. In the Member Of tab, ensure your service account is not a member of any
administrative group.

Configuring impersonation permissions for Exchange 2007

For each Exchange Server in the organization that functions as a Client Access Server (CAS),
you must provide the ms-Exch-EPI-Impersonation Active Directory extended permission to the
service account on the Server object of Exchange Server in Active Directory.

You must provide the ms-Exch-EPI-May-Impersonate extended permission to the Exchange
store objects hosting Messaging users.

° Note:

The service account that you use must not be a member of any Administrative Group, for
example, Domain Admins, because the system explicitly denies these permissions for these
groups.

Usually, you must provide the permission using the Add-ADPermission cmdlet on Exchange
Management Shell, although you can also use Active Directory Sites and Services or Active
Directory Users and Computers.

° Note:

To complete the permission assignments, use an account with Domain Administrator
credentials as well as administrative credentials for the computers on which you have
installed the Exchange 2007 Client Access Server roles.

Procedure

1. Open Exchange Management Shell.

2. Use the Add-ADPermission cmdlet to assign ms-Exch-EPI-Impersonation
permission for user accounts. The following cmdlet syntax grants the service
account permission to impersonate all accounts for each Client Access Server.
Replace AuraMsgSvcAcctSiteA in the following cmdlet with your Messaging
Service Account: Get-ExchangeServer | where {$ .IsClientAccessServer -
eq $TRUE} | ForEach-Object {Add-ADPermission -Identity
$ .distinguishedname -User (Get-User -Identity AuraMsgSvcAcctSiteA
| select-object) .identity -extendedRight ms-Exch-EPI-
Impersonation}
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3. Use the Add-ADPermission cmdlet to assign the ms-Exch-EPI-May-Impersonate
permission for Exchange Store objects on each Exchange Server hosting Avaya
users. Replace AuraMsgSvcAcctSiteA in the following cmdlet with your Messaging
Service Account: Get-MailboxDatabase | ForEach-Object {Add-
ADPermission -Identity $ .DistinguishedName -User
AuraMsgSvcAcctSiteA -ExtendedRights ms-Exch-EPI-May-Impersonate}

0 Important:

You must run the above command again after creating new mailbox databases
that will host Avaya users.

For more information, see the Microsoft Exchange Server website.

Configuring impersonation permissions for Exchange 2010

Microsoft Exchange Server 2010 uses Role-Based Access Control (RBAC) to assign
Exchange Impersonation to accounts. You can provide Exchange Impersonation to the
Messaging service account for all users in the organization or a specific group of users by
creating a Management Scope with a specific Recipient Restrictions Filter.

° Note:

To complete the permission assignments, use an account with Domain Administrator
credentials or other credentials with the permission to create and assign Roles and Scopes,
administrative credentials for the computers on which you have installed the Exchange 2010
Client Access Server roles, and Remote PowerShell installed on the computer used to run
the commands.

Procedure

1. Open Exchange Management Shell.

2. Use the New-ManagementRoleAsignment cmdlet to assign ms-Exch-EPI-
Impersonation permission for user accounts, which assigns Exchange
Impersonation permission for all users to the Service Account. Replace
AuraMsgSvcAcctSiteA in the following cmdlet with your Messaging Service
Account: New-ManagementRoleAssignment -Name:"Avaya Impersonation
Role" -Role:ApplicationImpersonation -User:AuraMsgSvcAcctSiteA

For more information, see the Microsoft Exchange Server website.
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Enabling the basic authentication for Exchange 2007 running Windows
server 2003

Procedure

1. Click Administrative Tools > Internet Information Services.
2. Click Web Sites > Default Web Site.

3. Right click either the Exchange or Exchweb directory folders, and click
Properties.

4. Click the Directory Security tab.
5. From the Authentication and access control heading, click Edit.
6. From the Authenticated Access section, select the following:

a. Basic Authentication (password is sent in clear text)
b. Integrated Windows authentication

7. Click OK.

Enabling the basic authentication for Exchange 2010 running Windows
server 2008

Procedure

1. Open the Exchange Management Console and select the server.
2. Click Server Configuration > Client Access.

3. Select the server hosting the Outlook Web App virtual directory, and then click the
Outlook Web App tab.

4. In the work pane, select the virtual directory, and then click Properties.
5. Click the Authentication tab.

6. From the Use one or more standard authentication methods heading, select the
following:

a. Basic Authentication (password is sent in clear text)
b. Integrated Windows authentication

7. Restart IIS for the changes to take effect.
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Granting the relay permission to anonymous connections for exchange 2007

Procedure

1. Open the Exchange Management Console.

2. In the console tree, click Server Configuration > Hub Transport.
3.
4

. In the action pane, click New Receive Connector.

In the result pane, select the server, and then click the Receive Connectors tab.

The New SMTP Receive Connector wizard starts.

5. On the Introduction page, follow these steps:
a. Inthe Name: field, type a meaningful name for this connector.
b. Inthe Select the intended use for this connector: field, select Custom.
c. Click Next.
6. On the Local network settings page, follow these steps:
a. Select the All Available entry, and then click the cross icon.
b. Click Add.
c. Inthe Add Receive Connector Binding dialog box, select Specify an IP
address.
d. On the Local network settings page, in the Port field, enter 25.
e. Click OK.
f.  Click Next.
7. On the Remote Network settings page, follow these steps:
a. Select the 0.0.0.0 - 255.255.255.255 entry, and then click the cross icon.
b. Click Add.
c. Enter the IP address or IP address range for the remote messaging server or
servers to relay mail on this server.
d. Click OK.
e. Click Next.
8. On the New Connector page, review the configuration summary for the
connector.
* To change the settings, click Back.
* To create the Receive connector by using the settings in the configuration
summary, click New.
9. On the Completion page, click Finish.
10. In the work pane, select the Receive connector that you created.
11. Under the name of the Receive connector in the action pane, click Properties.
12. From the Permission Groups tab, select Anonymous users.
50 Administering Avaya Aura® Messaging R6.2 December 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

13.

Flexible storage

Click OK.

Granting the relay permission to anonymous connections for Exchange 2010

Procedure
1. Open the Exchange Management Console.
2. In the console tree, click Server Configuration > Hub Transport.
3. In the result pane, select the server, and then click the Receive Connectors tab.
4. In the action pane, click New Receive Connector.
The New SMTP Receive Connector wizard starts.
5. On the Introduction page, follow these steps:
a. Inthe Name: field, type a meaningful name for this connector.
b. Inthe Select the intended use for this connector: field, select Custom.
c. Click Next.
6. On the Local network settings page, follow these steps:
a. Select the All AvailablelPv4 entry, and then click the cross icon.
b. Click Add.
c. Inthe Add Receive Connector Binding dialog box, select Specify an IP
address.
d. On the Local network settings page, in the Port field, enter 25.
Click OK.
f. Leave the Specify the FQDN this connector will provide in response to
HELO or EHLO field blank.
g. Click Next.
7. On the Remote Network settings page, follow these steps:
a. Select the 0.0.0.0 - 255.255.255.255 entry, and then click the cross icon.
b. Click Add.
c. Enter the IP address or IP address range for the remote messaging server or
servers to relay mail on this server.
d. Click OK.
e. Click Next.
8. On the New Connector page, review the configuration summary for the

connector.
» To change the settings, click Back.

* To create the Receive connector by using the settings in the configuration
summary, click New.
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9. On the Completion page, click Finish.
10. In the work pane, select the Receive connector that you created.
11. Under the name of the Receive connector in the action pane, click Properties.
12. From the Permission Groups tab, select Anonymous users.
13. Click OK.

Configure Exchange Web Services

If you are using Microsoft Exchange as your storage destination, you must configure Exchange
Web Services (EWS) to ignore client certificates. EWS provides the functionality to enable
client applications to communicate with the Exchange server. EWS provides access to almost
all data that is available through Microsoft Office Outlook.

By ignoring client certificates, any system can establish a connection to the EWS component
and after authentication access the EWS component. For more information, see the Microsoft
Exchange Server website.

Configuring a storage destination

52

You must perform this task if you plan to use Microsoft Exchange as your storage destination.
The Avaya message store is automatically used and no further action is required on this Web
page to use the Avaya message store.

Before you begin
Configure the mail host. For more information, see Adding a mailbox gateway on page 42.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> Storage Destinations.
The system displays the Storage Destinations Web page.

2. Enter the appropriate information in the fields to define the required service
account.
For more information, see Storage Destinations field descriptions on page 53.

3. Click Save.
The Messaging system:

* Tries to log in to the account.

» Checks that a corresponding mailbox has been created for that account.
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If either test fails, then the system displays an error.

External storage destinations require specific settings on the System Ports and
Access Web page. If you enable Exchange as your message store in Step 2 and
save the changes, the system displays a message and sets the value in the:

* Privacy Enforcement Level field to Email
» Automatic Mail Forwarding field to yes
. Click OK.

5. If the storage properties are saved, you need to restart Messaging for the changes

to take effect.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Storage Destinations field descriptions

Name

Description

Avaya Message Store

storage role on page 37.

To configure the Avaya message store, you must configure various storage related pages
in the Messaging SMI. For more information, see Initial administration checklist for the

Microsoft Exchange

Enable

Enable the Exchange store and the fields in
this section.

Service account

The user principal name (UPN) for the
Exchange service account. For example,
svc@domain.nnn.

Messaging uses EWS to access the mailbox
store and this is dependent on a single
service account that can access the
messages itself.

Password The password for the Exchange service
account.
Domain The domain name for the Exchange service

account.

Use Autodiscover service

Use the Auto Discovery service within
Exchange to locate the email server that
actually hosts the mailbox.

Administering Avaya Aura® Messaging R6.2

December 2013

53



Initial administration of the storage role

Name Description

If you select this check box and the Storage
destination field on the User Properties
Web page is Microsoft Exchange, then the
system automatically populates the
Exchange server FQDN field on the User
Properties Web page after you click Save on
that page.

By default, this check box is selected.

Autodiscover The Auto Discovery URL.

For example, https://
autodiscover.avaya.com/Autodiscover/
Autodiscover.xml.

Use predefined Global Catalog server The option to use a specific Global Catalog
server.

If you select this check box, you can
administer a specific Global Catalog Server
in Global Catalog FQDN. By default,
Messaging automatically discovers the
Global Catalog server. If the Global Catalog
server and Exchange Server are
administered in the same site as Microsoft
Office Outlook, you do not need to specify a
Global Catalog server.

Global Catalog FQDN FQDN of the Global Catalog server such as
exchange.aam02.mera.ru.

VMware Zimbra Messaging does not support Zimbra as a
storage destination in R6.2. Messaging
displays the VMware Zimbra section only if
you enabled Zimbra as a storage destination
during the previous release.

Enable Enable the Zimbra store and the fields in this
section.
Service account The Zimbra service account name.

Configure this account as the global
administrator in the Zimbra Administration

Console.
Password The password for the Zimbra service
account.
Server name The Zimbra server host name or IP
address.
Admin service port The administration service port.
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Selecting a storage destination

If you configure a storage destination using the Storage Destinations Web page, then the
system displays the Storage destination drop-down list on the User Management >
Properties Web page.

A Caution:

If you change the storage destination for an existing user, the existing voice messages will
remain in their original message store and will not be available for review through the TUI.

The system resets the MWI to reflect the new message store.

Procedure

1.

On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.

2. Do one of the following:
* To locate an existing user, in the Identifier field, enter a possible identifier and
click Edit.
» To add a new user, in the Add a new user area, click Add.
3. Enter the appropriate information in the fields.
For more information, see User Management Properties field descriptions on
page 139.
4. Select a storage destination from the Storage destination drop-down list.
If you select Microsoft Exchange as your storage destination to support the
Exchange users, the system enables the Automatic Mail Forwarding field in the
System Ports and Access Web page.
5. In the Exchange email address field, enter the email address of the Exchange
user.
The system displays this field only if you select Microsoft Exchange in the Storage
destination field.
6. Click Save.
The Messaging system validates the values you entered in the fields before saving
the details.
Next steps

Administer the application role. See Initial administration checklist for application roles on

page 58.
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Chapter 5: Initial administration of the
application role

Deployment scenarios

This chapter contains instructions to prepare each application role in your network topology
for a specific site. Depending on the number of application roles in your network topology, you
must complete some of the instructions more than once. Use the following scenarios and the
checklist to help you plan your administration activities.

Each of the following deployment scenarios refers to the tasks in Initial administration checklist
for application roles on page 58. For more information about your deployment options, see
Avaya Aura® Messaging Overview and Specification.

One server and one site

In this scenario, associate one application role with a site by completing the first five tasks in
the initial administration checklist. You can skip the remaining tasks.

Multiple servers and one site

In this scenario, you must associate more than one application role with one site. For example,
your topology could be a site in Atlanta that has three dedicated application servers.

For this example, you would complete:

* Tasks 1 through 5 on the first application server

* Tasks 1, 3, and 6 on the second and third application servers
Multiple servers and multiple sites

In this scenario, you have at least two sites and you must associate one or more application
roles to each site.

For example, if your topology is:
* A site in Atlanta with three dedicated application servers
* A site in Boston with one dedicated application server
In the first site, Atlanta, you would complete:
* Tasks 1 through 5 on the first application server
* Tasks 1, 3, and 6 on the second and third application servers

In the second site, Boston, you would complete tasks 1 through 5.
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0 Important:

Do not restore system files that you backed up for one site on to application servers
associated with a different site.

Initial administration checklist for application roles

Use the following checklist as a guide for setting up application roles for the first time. In large
organizations with specialized administration roles, the Messaging administrator usually
completes these tasks.

Because you must ensure that all application roles that support a specific site are identical,
back up the first application server after you finish the administration tasks in this chapter. Use
the restore procedure to load the backed-up data set on to subsequent application servers.
Note that:

* You can restore data sets only to application servers that support the same site.

* You must integrate each application server with the telephony server individually. The

Perform the following tasks:

backup routine does not capture the settings on the Telephony Integration Web page.

No.| SMI page Task On first On first On
application | application | subsequent
server of server of | server in any
first site | subsequent site
site
1 Telephony Integrating with the Yes Yes Yes
Integration telephony server on
page 60
2 System (Optional) Enabling Yes Yes No
Parameters | fax on page 66
3 Language Configuring Yes Yes Yes
Packs languages on page
68
4 AxC Address | Changing the AxC IP Yes Yes No, if multi-
address on page 70 server
topology
5 Backup Now | Backing up application | Yes Yes No
files on page 72
6 View/ Restoring application No No Yes
Restore Data | files on page 73
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No.| SMI page Task On first On first On

application | application | subsequent
server of server of | serverin any
first site | subsequent site

site

7 Validate Messaging - - R

Messaging configuration
configuration | checklist on page 74

Telephony integration

Integration requirements

To establish a communications link between Messaging and your telephony server, you must
ensure that certain parameters for each application role match the equivalent parameters on
the telephony server.

Messaging supports the T.38 codec for receiving faxes. Ensure that the telephony server uses
the T.38 fax codec for fax calls that route to Messaging.

Telephony parameters

Before you begin setting parameters on the Telephony Integration Web page, gather
information about the following settings from the telephony server:

« Call Control Per Hop Behavior (PHB) and Audio PHB. This information is only relevant if
your IP network infrastructure supports the Quality of Service (QoS) features.

* The transport method.

* The IP address and port number of each far-end connection, that is, the SIP proxy
server.

* Domain name: The domain names must match for the application server, the telephony
server, System Manager, and SIP Enablement Services.

* The number of messaging trunks.

* (Optional) The type of Secure Real-time Transport Protocol (SRTP) media encryption.
Network parameters
You also need the following information for each application server:

* The port number, usually 5060 for TCP transport or 5061 for TLS transport.

* The domain name.
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Support for SIP INFO messages on SIP connections

Messaging supports out-of-band DTMF using the SIP-INFO method. When there is a mix of
telephony vendors in the network, the lowest common denominator, that is, the system uses
the SIP-INFO method for passing DTMFs for all telephony vendors to interwork properly.

Messaging accepts the INFO messages over SIP connections from Avaya Aura® Session
Manager or AudioCodes gateway or any telephony server that supports SIP-INFO for DTMF.
Messaging interprets the received INFO messages as if these messages had been received
in the RTP stream using standard RFC 2833 DTMF signals. Session Manager, or AudioCodes
gateway, or telephony server then routes the SIP-INFO messages along with the rest of the
SIP signaling messages to the dialog to which the SIP-INFO messages belong.

There are two INFO formats, and both are accepted by the Messaging system to ensure
maximum possible interoperability.

Format Number 1: This is the most popular format. This is an example of the DTMF digit
5 with a duration of 160 milliseconds:

INFO sip:7007471000@example.com SIP/2.0

Via: SIP/2.0/UDP alice.uk.example.com:5060

From: <sip:7007471234@alice.uk.example.com>;tag=d3£f423d
To: <sip:7007471000@example.com>; tag=8942

Call-ID: 312352@myphone

CSeg: 5 INFO

Content-Length: 24

Content-Type: application/dtmf-relay

Signal=5

Duration=160

Format Number 2: This is an example of the DTMF digit 5:

INFO sip:7007471000@example.com SIP/2.0

Via: SIP/2.0/UDP alice.uk.example.com:5060

From: <sip:7007471234@alice.uk.example.com>;tag=d3£423d
To: <sip:7007471000@example.com>;tag=8942

Call-ID: 312352@myphone

CSeg: 5 INFO

Content-Length: 1

Content-Type: application/dtmf

5

Integrating with the telephony server

60

If your site includes more than one application server, you must complete these instructions
on each application server in your site.

Before you begin

* Complete all the tasks in Initial administration checklist for the storage role on page 37.

* Gather information about the parameters from the telephony server that are required for
integration. See Integration requirements on page 59.
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Procedure

1. On the Administration menu, click Messaging > Telephony Settings
(Application) > Telephony Integration.

2. Enter the appropriate information in the fields.
For more information, see Telephony Integration field descriptions on page 61.
3. Click Save.

4. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

To validate the Messaging telephony integration, see Telephony Integration
Checklist on page 65.

Next steps

* If you are administering the first or the only application role for a site, see Enabling fax on
page 66.

« If you have completed all of the administration and backup tasks for the first application
role in a multiserver topology, and you want to administer another application role, see
Restoring application files on page 73.

Telephony Integration field descriptions

Name ‘ Description
BASIC CONFIGURATION

Switch Integration Type | Messaging uses SIP integration.
The SIP SPECIFIC CONFIGURATION section is available
only for SIP integration.

IP Address Version The version of the IP address.

Name Description
SIP SPECIFIC CONFIGURATION

Transport Method The telephony server uses the transport method for SIP
signaling. The transport method of the application server and
the telephony server must match. The types of transport
methods:

» TCP: Not encrypted. Use port 5060.
* TLS: Encrypted. Use port 5061.

Administering Avaya Aura® Messaging R6.2 December 2013 61



Initial administration of the application role

Name Description

Far-end Connections The total number of SIP proxy servers. The valid far-end
connections:

* Direct (no proxy): Select 1.

» Session Manager: Select a maximum of 12.

+ SIP Enablement Services: Select 1.

* AudioCodes gateway: Select a maximum of 4.
» Other application servers for the same site.

The number of Connection fields expand to match the
number you select.

Connection x The IP address and the port number of each far-end
connection.

If you select more than one far-end connection, the system
accepts incoming calls from any of the servers on the
connection list. The system attempts to place outgoing calls
to the first server that accepts a connection in the order that
you listed.

MWI only uses one connection regardless of the number of
sites or servers in your deployment.

Messaging Address The IP address of the near-end application server. This
address is always a read-only field.
The port numbers:

* TCP = 5060
» TLS = 5061

SIP Domain The domain names of the application server and the far-end
connection, which must match.
Example: sip.example.com

Messaging Ports The maximum number of active calls to or from a user.
The range of the Call Answer Ports is 2 to 100.

Switch Trunks The number of trunk members for Messaging on the
telephony server.

* The minimum is the number of call answer ports plus one.

* The maximum is 120 trunk members on the telephony
server. Trunk members in excess of the call answer ports
are for features such as transfer, which require additional
switch trunks.

The number in the Switch Trunks field must match the
number of trunk members on the telephony server if that
server specifies a maximum.
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Name Description

Advanced Options: When the Advanced Options area is hidden, the system displays the
Show Advanced Options button. If you click Show Advanced Options, the button
changes to Hide Advanced Options and the system displays the following fields.

Quality Of Service Use this field if your IP network infrastructure supports the
QoS feature. Accept the default values in QoS or enter new
values.

The values must match the number in the network region of
the telephony server that the Messaging-signaling group
uses. The range for both fields is 0 to 63.

+ Call Control PHB sets the quality of service level for call
control messages.

* Audio PHB sets the quality for audio streams.

UDP Port Range The range of port numbers used by User Datagram Protocol
(UDP) for Real Time Protocol (RTP).
The default range is 8000 through 10000.

* You can change the Start value.

» The system uses the number of available trunks to calculate
the End value.

Ensure that the range of ports that you allocate to UDP does
not conflict with ports used for other purposes.

Media Encryption The type of Secure Real-time Transport Protocol (SRTP)
media encryptions that the telephony server uses. This field
is optional.

SIP INFO for DTMF The SIP INFO messages for DTMF out-of-band. Select one

of the following options:

* Ignore: To ignore all SIP INFO DTMF digits in the signaling
stream.

* Accept: To accept all incoming SIP INFO messages for the
two formats and interpret the messages received in the RTP
stream as RFC 2833-compliant digits. The system sends
outbound DTMF as SIP INFO messages with application
type dtmf-relay with a specified duration of 250 ms.

The default value is Ignore.

For more information on SIP INFO message formats, see
Support for SIP INFO messages on SIP connections on
page 60.

Media Encryption During | When capability negotiation (CapNeg) is present in Session
CapNeg Description Protocol (SDP), Media encryption is required.
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Name Description

The options are:
« Enabled: To activate the default value.

* Disabled: To change the value in the Media Encryption
field to None. Messaging automatically changes the value,
and you cannot change the value.

Select Disabled only if required for a specific telephony
integration. For more information, see the configuration

notes.
Supported Header The supported header must include the replaces value so that
includes “replaces” endpoints reflect their capabilities in the SIP headers and

Messaging communicates effectively with a specific
telephony integration.
The options are:

* no: The default value.

« yes: Only for a specific telephony integration. For more
information, see the configuration notes.

Monitor Far-end Messaging proactively monitors the SIP OPTIONS messages
OPTIONS messages that the far-end sends.

If Messaging does not receive a SIP OPTIONS message from
the far-end within the time specified in the Proactive
Interval field, then Messaging considers the far-end as
nonfunctional or unreachable.

The options are:

* no: The default value.

« yes: Set the value in the Proactive Interval field to the
interval for which the far-end is configured for sending the
OPTIONS message. The value must be in seconds.

Inactive Link Actions Only available if the value in the Monitor Far-end OPTIONS
messages field is set to yes.
The options are:

» Alarm Only: Messaging generates an alarm whenever an
expected OPTIONS message does not arrive within the
Proactive Interval period plus 30% of that time. On the next
receipt of SIP OPTIONS or the next incoming call, the
system clears the alarm.

» Close Connections: Messaging generates an alarm,
closes all incoming connections, and drops all active calls
at that point.

SIP REFER Delay The delay of the transfer operation in milliseconds when a
Messaging outbound call is answered and the SIP REFER
request sent.

The value range is between 0 to 5000 milliseconds.
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Name

Description

Enable Basic Transfer

The option to enable and disable the Basic Transfer feature.
If you select this check box, Messaging performs a blind
transfer operation and does not directly call the destination
endpoint. The gateway of the Messaging network establishes
the call and transfers the two endpoints. Because the gateway
establishes the call, the caller ID might change.

° Note:

If you enable the Basic Transfer feature, Messaging does

not support SIP UUI.

Telephony Integration Checklist

Use this topic to validate the Messaging telephony integration.

Before you begin

The Pilot number needs to be configured on the telephony server.

Check

Steps

Result / Validate

Inbound calling

Call an extension and ensure
that the system routes the
call to the application role
server.

When a call covers to voice
mail, you must hear ringing
and then the system main
menu.

This validates the call
coverage functionality.

Outbound calling

Make an outbound call
through the Call-out
diagnostics test. In the
Select the test(s) to run
drop-down list, select Call-
out.

For more information about
the Call-out test, see
Running application server
diagnostics.

Test a call to an:

« extension: Verify that the
system connects the call to
the extension.

* outside number. Verify that
the system connects the
call to the outside number.
Ensure to keep the call up
for 60 seconds.

This validates outbound
calling to internal and
external numbers.

MWI

Verify the MWI function
through the MWI diagnostics
test. In the Select the test(s)
to run drop-down list, select
MWI.

Observe that the MWI goes
on, off, and then on.
This validates the MWI.
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Check Steps Result / Validate

For more information about
the MWI test, see Running
application server
diagnostics.

Implementing fax

Using Messaging, you can receive incoming faxes through the inbound (native) fax and third-
party methods. In order to provide fax capabilities to users in Messaging, you must perform
the following:

1. Ensure that the telephony server uses the T.38 fax codec for fax calls.

2. Administer the external SMTP host. For more information, see Administering the
external SMTP host on page 41.

3. Configure the CoS for fax support. For more information, see Class of Service field
descriptions on page 158.

4. Configure the application server to receive fax. For more information, see Enabling
fax on page 66.

5. In User Preferences, specify the email address where you want the system to
forward the fax.

For information on configuring Messaging to transfer fax calls to a fax server, see System
Parameters field descriptions on page 125.

Related topics:
Enabling fax on page 66

Enabling fax

0 Important:

If your deployment includes more than one server in the application role, only enable fax for
the first server in the site. You can administer the servers for subsequent application roles
by backing up the first application role and then restoring the data on to the server for the
subsequent application role. See Initial administration checklist for application roles on
page 58 for information about which procedures are to be done manually on the server and
which are done automatically through the backup and restore process.
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Language packs

Before you begin

* If you are administering the first or the only application role, you must first complete the
procedure for Integrating with the telephony server on page 60.

* Your IT network must include a fax server.
Procedure
1. On the Administration menu, click Messaging > Server Settings (Application)
> System Parameters.

2. Enter the appropriate information in the Fax area.
See System Parameters field descriptions on page 125.

3. Click Apply.
The system displays a confirmation message.

4. Click OK to proceed.

Next steps

* If you are administering the first or the only application role for a site, see Configuring
languages on page 68.

* If you are administering additional application servers that support the same site as the
first server, see Restoring application files on page 73.

Language packs

You must always install language packs on servers with the application role. Language packs
are site specific, that is, the list of language packs that the Messaging system displays in User
Preferences for a user is dependent on the language packs installed on the application server
serving that site.

If there is a cluster of application servers for a specific site, then the Messaging system retrieves
the list of language packs that you installed from the first application server. Hence, you need
to ensure that you install the same set of language packs on all cluster members.

Messaging supports users who are hearing impaired or speech impaired. Such users can
transmit and receive text using a teletypewriter (TTY) device. You must install the English
(United States) - TTY language pack to use the TTY functionality.
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Configuring languages

° Note:

If you have upgraded the Messaging system, you must perform this task to reinstall the
language packs that you installed prior to the upgrade. You must have recorded these
language pack names during the upgrade process as specified in the Upgrading Avaya
Aura® Messaging document.

You must install language packs and select the languages for your site on the Languages Web
page. The following system features use the languages that you select on this page:

» User Preferences

* The telephony user interface (TUI)
* Name playback

*TTY

0 Important:

If your deployment includes more than one server in the application role, you must configure
languages on every application server. See Initial administration checklist for application
roles on page 58 for information about which procedures are to be done manually on the
server and which are done automatically through the backup and restore process.

Before you begin

If you are administering the first or the only application role, you must first complete the
Enabling fax on page 66 procedure.

About this task

You mustinstall the standard prompts language pack. Rapid prompts language pack is optional
and is currently only available in US English for Aria TUI. Standard prompts provide more
detailed information than rapid prompts. Rapid prompts help the user save time because these
prompts are much shorter. Hence, rapid prompts are for users familiar with the TUI
capabilities.

If you setup rapid prompts on your system, the end user can view the rapid prompts check box
on the My Phone Web page in User Preferences.

Messaging offers the Audix® TUI, which provides support for TTY users.

0 Important:

You cannot uninstall a language pack. However, if you need support with language packs,
contact Avaya Services.
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Languages field descriptions

Procedure

1.

On the Administration menu, click Messaging > Server Settings (Application)
> Languages.

In the Add Language Pack field, click Choose File and navigate to the location of
the language packs that you want to add to this application server.

3. Click Open.

. Click Upload.

For more information, see Languages field descriptions on page 69.

° Note:

When you add a language pack, the system drops all active calls. Additionally,
the Messaging system will be unavailable for some time.

Click Apply.
The system saves the language packs that you added.

. After you install all the language packs, reload the user list and the global address

list.
For more information, see Loading lists on page 175.

Next steps

« If you are administering the first or the only application role for a site, see Changing the
AxC IP address on page 70.

* If you are administering additional application servers that support the same site as the
first server, see Restoring application files on page 73.

Languages field descriptions

Name ‘ Description

Language Packs: Installed Languages

Name The list of language packs that you
installed.

User Selectable The language for User Preferences and
TUI.

If you install multiple languages, users can
select their preferred language.

Language Settings
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Name Description

System Language The system uses the value in this field as a
backup language setting in case the
application server cannot obtain the site
configuration from the storage server.

The system uses the site language
configuration to determine the language that
the caller or the user hears.

Default Subscriber Ul Language The language of the user interface.

The system uses the value in this field as a
backup language setting in case the
application server cannot obtain the site
configuration from the storage server.

If you install multiple languages, users can
select their preferred language.

Language Packs

Current Application software release The version number of the Messaging
system.

Add Language Pack Navigate to the location of the language
packs that you want to add to this application
server.

Changing the AxC IP address

Avaya ships Messaging servers that are set up for a single-server topology. Skip this procedure
if you have a single-server topology.

The AxC connects the storage and the application roles. In a single-server topology, these
roles are on the same server, and you can use the default settings. However, if you have a
topology with more than one server, you must change the default AxC IP address on each
dedicated application server.

Use the AxC Address Web page to secure Web services communication between an
application server and the associated storage server. However, if this is a single server, that
is, the application and storage roles are defined on the same server, then you do not need to
make the connection secure as all Web services communication is internal to the server.

0 Important:

If your deployment includes more than one server in the application role, only change the

AxC IP address for the first server in the site. You can administer the servers for subsequent
application roles by backing up the first application role and then restoring the data on to the
server for the subsequent application role. See Initial administration checklist for application
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Changing the AxC IP address

roles on page 58 for information about which procedures are to be done manually on the
server and which are done automatically through the backup and restore process.

Before you begin
» Administer the storage role. See Initial administration checklist for the storage role on
page 37.

* If you are administering the first or the only application role, you must first complete the
procedure for Configuring languages on page 68.

» On the AxC server, the server has been added in the Messaging system topology as an
application server. For more information, see Adding the first application server on
page 96.

Procedure

1. On the Administration menu, click Messaging > Advanced (Application) > AxC
Address.

2. In the AxC IP address field, enter the IP address of the storage server.

By default, the Messaging system populates this field with the IP address of the
local host. Ensure that the AxC address is the IP address of the operational AxC
server.

3. To secure the communication of Web services with the AxC, click https://.

4. Click Apply.
The system displays a confirmation message.

5. Click OK to proceed.

Next steps

* If you want to validate your Messaging configuration, see Messaging configuration
checklist on page 74.

* If there is only one application server on your site, you are ready to define your site and
topology. For more information, see |nitial administration checklist for sites and

topology on page 81.

* If there are several application servers on your site, you must configure each server so
that all the servers are identical in the cluster. To make all the servers identical, back up
the application server you configure and restore the data on each application server. For
more information, see:

- Backing up application files on page 72

- Restoring application files on page 73
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Backing up application files

When your Messaging topology includes more than one application role for a specific site, you
must configure all application roles that support the site identically. To ensure this, back up the
first server you configure and then copy the server files to subsequent application servers.

If your topology includes multiple sites, the sites will have different settings. For example,
different dial plans. Therefore, do not restore backed-up files from one site to servers that
support a different site.

The time taken for backup will vary depending on the amount of data.
Before you begin
Before backing up the application role, ensure that:
* You obtain login credentials to a FTP server for storing the application backup data.

* You have completed all administration tasks for the first or only application role. See Initial
administration checklist for application roles on page 58.

* Messaging is not running.
Procedure
1. On the Administration menu, click Server (Maintenance) > Data Backup/

Restore > Backup Now.
The system displays the Backup Now Web page.

2. In the Data Sets area, select Specify Data Sets.
3. Select the Messaging check box, and then select Messaging Application.

4. In the Backup Method area, select Network Device and then choose a location
for the backed-up files by completing the following fields:

» Method: Select one of the following methods from Secure Copy Protocol
(SCP), File Transfer Protocol (FTP), and Secure File Transfer Protocol
(SFTP).

* User Name

* Password

* Host Name: Enter the host name or IP address.

* Directory: Enter the full directory path where your backup will be stored.

For more information, see Backup Now field descriptions on page 214.

You will need this information when you restore the data set to other servers.
5. Click Start Backup.
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Restoring application files

The system starts the data backup.

Next steps

Restore the backed-up data set on to all additional application servers for the site. See
Restoring application files on page 73.

Restoring application files

If your Messaging topology includes more than one application role for a specific site, restore
the Messaging application data set that you previously backed up on to each subsequent
application server for the site.

If your topology includes multiple sites, the sites will have different data sets. Therefore, do not
restore backed-up files from one site to servers that support a different site. Instead, repeat
the procedures in this chapter on a per-site basis.

Before you begin

Before restoring previously backed-up data sets:
* Integrate the application server for a site with your telephony server.
* Ensure that you have the information that you entered on the Backup Now Web page.
* Ensure that Messaging is not running.

Procedure
1. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > View/Restore Data.

2. In the View current backup contents in area, select Network Device or Local
Directory. Use the same information that you used when you backed up the data:

a. Method

b. User Name
c. Password
d. Host Name
e. Directory

3. Click View and then select the audix-ap backup file.

4. Click Restore.

If there is a mismatch between the server names or backup versions, you must
perform a force restore.

Repeat these steps for each additional application server.

5. Restart Messaging.
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For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps

* If you have additional application roles to administer on your site, repeat these instructions
on each additional application server. When you finish, administer your site and topology.
See Initial administration checklist for sites and topology on page 81.

* If you want to validate your Messaging configuration, see Messaging configuration
checklist on page 74.

Messaging configuration checklist

This topic outlines a procedure for validating the Messaging configuration.

Prerequisites:
* You have completed the installation and configuration of the Messaging system.
* You have installed the Microsoft Outlook form using Microsoft Exchange.
* You have configured the Microsoft Outlook client for each test user for IMAP access.

Tasks Steps Result / Validate
Check whether all the Verify the status of the: All required services are up
services are running and running.

+ storage role. For more
information, see Verifying
the status of the storage
role on page 40.

« application role. For more
information, see Verifying
the status of the application
role on page 348.

Create test users Add the following test users: | To check whether the system

+ Create Test User1 with the| ro2® INe 199" users, dlick
Standard CoS setting. ging P

(Storage) > Users.
* Create Test User2 with the
Enhanced CoS setting.

For more information, see
Adding users on page 134.
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Messaging configuration checklist

Tasks

Steps

Result / Validate

Configure test users

Open User Preferences for
Test User1 and set the
following:

* Select the General page
and enter a valid mobile
number in the Mobile
Phone or Pager area.

* Select the Notify Me page
and enable text
Notifications using the With
a text message or page
to: option using the number
you configured in the
General page.

* Select the Notify Me page
and enable Email
Notifications by providing a
valid email address.

Messaging supports only
email based (SMTP) pager
and cellular notifications.
For more information, see
Changing user properties on
page 136 and the Using
Avaya Aura® Messaging
guide.

Open User Preferences for
Test User2 and set the
following:

* Select the General page
and enter a valid mobile
number in the Mobile
Phone or Pager area.

* Select the Notify Me page
and enable Phone
Notifications using the
number you configured in
the General page.

* Select the Reach Me page
and enable and configure
two Reach Me numbers
that consist of an internal
extension and an external
number.
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Tasks

Steps

Result / Validate

Messaging supports only
email based (SMTP) pager
and cellular notifications.
For more information, see
Changing user properties on
page 136 and the Using
Avaya Aura® Messaging
guide.

User initialization

As Test User1, perform the
following:

+ Call the Pilot Main Number
from a phone registered to
the extension assigned to
the user. Ensure that this
call is up for at least 60
seconds.

* Provide temporary
password as per system
prompts.

» Change password.

* Record spoken name.
* Record greeting.

» Hangup.

For more information, see

the Using Avaya Aura®
Messaging guide.

As Test User2, perform the
following:

+ Call the Pilot Main Number
from a phone that is not
registered to the extension
assigned to the user.

* Press # to login as per
system prompts and
provide the mailbox
number.

* Provide temporary
password as per system
prompts.

» Change password.

* Record spoken name.

If you are calling:

« from an extension
registered to the test user,
the system prompts you to
enter the temporary
password. Upon entering
the temporary password,
the system guides you
through the steps to
initialize your mailbox.

« from a number that is
different from the one
registered to any other
user, you hear the Main
Menu prompt. Upon
entering your Mailbox and
Password, the system
guides you through the
steps to initialize your
mailbox.

This validates:

* Users are loaded
appropriately on the
Messaging server.

* Integrated login.

* Long duration outbound
calls through any SBCs or
gateways.
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Messaging configuration checklist

Tasks

Steps

Result / Validate

* Record greeting.
» Hangup.

For more information, see

the Using Avaya Aura®
Messaging guide.

Basic call answer

Perform the following:

* From extension of Test
User2, call direct extension
number for Test User1 and
let the call roll over to voice
mail.

Leave a message; note
user details, and date and
time when the message is
sent.

Hangup.

From an outside number,
dial external Pilot number
and enter Test User1
extension.

Leave a message; note
outside number, and date
and time when the
message is sent.

» Hangup.

For more information, see

the Using Avaya Aura®
Messaging guide.

Observe the following:

* No Answer greeting for
Test User1 plays in first
case and busy greeting
plays in second case.

» The system plays greeting
for User1.

* MWI changes for Test
User1 to On.

» Email notification delivery,
text message notification
delivery, and subject line

- Voice Message from
Test User2 (ext#here))
for first two calls.

- Voice Message from
(external#here) for third
call.

This validates:

+ Basic Call Answering

* Basic MWI functionality

» Email notifications

» Text message notifications

* Subject line matching

Basic messaging

Perform the following:

* From extension of Test
User1, call main pilot
number.

* Provide password to login
as per system prompts.

* Listen to both messages -
do not delete.

* Observe MWI turns Off.

Observe the following:

» Test User1 has two
messages in inbox with
appropriate time.

* MWI updates to Off for Test
User1.
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Tasks Steps Result / Validate
For more information, see This validates:
p ®
the Using Avaya Aura « Ability to retrieve
Messaging guide. messages via TUI.
* MWI updates.
* Subject line matching.
Outcall notification. You Perform the following: Observe the following:
might skip these steps, ifyoul Configure Enhanced CoS | ¢ The system does not
do not plan to use this . : .
to allow Outcalling deliver the message until
feature. e .
notification. expected date and time.
Select the Enhanced CoS | | Date and time stamp of
from the Class of Service . P
, message is as per
drop-down list. .
. expected future delivery
Set Allow outcalling
e - date.
notification to Yes.
In order to shorten test * QOutcall notification occurs
time, change the Start as per schedule setting and
after value for outcalling only after the system
notification to be 5 delivers the message.
minutes. This validates:
* From extensmp Of.TGSt  System date and time is
User1, call main pilot
correct.
number.
« Provide password to login * Outcall Notification.
as per system prompts. * Long duration outbound
. calls through any SBCs or
* Create a voice message for atewavs
Test User2; note user 9 ys.
details, and date and time
message is sent.
» Address the outcall for
future delivery in n
minutes.
« Verify that outcall is
launched after n+5
minutes. Ensure that this
call is up for at least 60
seconds.
* Reset the Start after value
to real system value.
For more information, see
Changing a Class of
Service on page 156 and the
Using Avaya Aura®
Messaging guide.
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Messaging configuration checklist

Tasks

Steps

Result / Validate

Using Outlook toolbar. You
might skip these steps, if you
do not plan to use this
feature.

Perform the following:

* As Test User1, set up the
IMAP account.

* As Test User1, log in to the
IMAP account using
Outlook and inspect voice
messages.

» Use Play on PC for a
message.

» Use Play on Phone for a
message.

* Test Help link on Outlook
Toolbar.

« Select User Preferences
Link on Outlook toolbar and
login.

For more information, see

the Using Avaya Aura®
Messaging guide.

Observe the following:

* The system plays the
message using the media
player for playing on PC.

* The system plays the
message using the TUI for
playing on phone.

» All messages have correct
date and time, and subject
line information.

* Online Help for toolbar is
accessible.

« User Preferences is
accessible.

This validates:

* Most Outlook form
actions.

* Subject line matching.
* Access to online help.

* DNS for User Preferences
is correctly set.

Reach Me. You might skip
these steps, if you do not plan
to use this feature.

Perform the following:

« Call the extension for Test
User2.

* Do not answer any call.

For more information, see

the Using Avaya Aura®
Messaging guide.

Observe the following:

* The system notifies the
caller that Test User2 is not
answering and that other
numbers are being tried.

» The system calls each
configured number in the
set order.

* After failing to get an
answer for both numbers,
the system allows the caller
to leave a voice message.

This validates the Basic
Reach Me functionality for
both types of phone
numbers.
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Tasks

Steps

Result / Validate

AA call transfer to user. You
might skip these steps, if you
do not plan to use this
feature.

Perform the following:

« Call Auto Attendant
number.

* Enter Test User1
Extension.

» Answer Call.

« Call Auto Attendant
number.

* Enter Test User2
extension.

* Do not answer call and
allow Reach Me.

* Answer second Reach Me
number.

For more information, see

the Using Avaya Aura®
Messaging guide.

Observe the following:

« Call reaches Test User1
extension and talk path is
correct.

* Call reaches Test User2
extension, system invokes
Reach Me, and talk path is
correct.

This validates:

* Users are loaded
appropriately on the
application server.

* Basic Auto Attendant
functionality.

» Speech addressing, if
enabled.

* Reach Me using Auto
Attendant.
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Chapter 6: Sites and topology

Initial administration checklist for sites and topology

Use the following checklist as a guide for administering the sites and topology of Messaging
for the first time. In large organizations with specialized administration roles, the Messaging
administrator usually completes these tasks.

Complete the tasks in the following sequence:

Location
No.| SMI page Task Single- Front-end / v
server Back-end
systems systems
1 Sites Setting site properties for the first Single server | Storage
time on page 83 server
2 | Sites Defining dial rules on page 85 Single server | Storage
server
3 | Sites Assigning an attendant number on Single server | Single
page 86 server
4 | Sites Adding sites on application servers on | Single server | Storage
page 87 server
5 | Sites Assigning language menu choices for | Single server | Storage
a site on page 88 server
6 | Topology Adding the first application server on | Single server | Storage
page 96 server
7 Topology Adding additional application — Storage
servers on page 97 server
8 | Cluster Configuring a cluster on page 99 — Each
application
server in
the cluster
9 | System Verifying the link to the AxC on Single server | Each
Operations | page 103 application
server in
the cluster
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Initial site administration

Overview for administering sites

Site-specific properties are stored on the storage server, which automatically applies these
properties to each application server associated with any given site.

You can set site-specific properties on the Sites Web page in the SMI. When setting up a new
site, you must enter data in the fields in the Main Properties area. You can complete the other
fields on this page later.

After you define the site by entering the main properties, the storage server and all the
associated application servers become a Messaging system.

You can use the Sites Web page to configure the following common settings for a group of
users:
* Inbound and outbound dial rules.

* Default prompt language when a user calls into Messaging. The user has an option to
select from multiple languages using menu choices, if configured.

» Speech recognition language.

» Language prompts presented by the system when callers leave messages for the mailbox
of a user within the site. This includes TTY and multilingual prompts.

The Sites Web page includes important configuration information that the application server
depends on. The system generates an alarm if an error occurs while fetching the data from
AIC or when writing to ADCS.

When the system generates the alarm, the TUI uses the Sites Web page data from the cache,
which might not necessarily be the same as that in the AIC.

The system resets the alarm every time the application server downloads or refreshes the data
from the Sites Web page. The Sites Web page data is downloaded or refreshed:

* During the nightly synchronization of cache data.
* By clicking Application Distribution Cache (ADCS) on the System Operations Web
page.

Improved multisite support including full E.164 Dial Plan support

Messaging provides the ability to centralize the system using full E.164 mailbox numbers, yet
each site has the ability to have short mailbox numbers.

You can configure mailbox numbers using less than the full E.164 number and map these
mailbox numbers to a full E.164 number. Thus, users at any site can continue to use mailbox
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Initial site administration

numbers locally that are smaller in length, but are still uniquely identifiable in the global
context.

Messaging supports only those mailbox numbers that have a fixed length system-wide.
Messaging does not support those mailbox numbers that have a variable length.

Setting site properties for the first time

If you are the administrator who sets site properties for the first time, you must ensure that
Messaging works properly. You might have to decide whether to enable Auto Attendant and
to set up the system greeting. You can set these properties later, but you must set the Main
Properties first.

About this task

Your Messaging system includes a site named Default. You must change the name of this site
and enter information about the primary messaging mailbox of your organization.

Complete the following instructions on the storage server.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Sites.

2. Complete the fields in the Main Properties area.
For more information, see Sites field descriptions on page 89.

3. (Optional) If your organization has decided to enable Auto Attendant, complete the
fields in the Auto Attendant area. You can complete this step later.

4. (Optional) If your organization has provided you with .wav files for a system greeting
or a speech recognition message, complete the fields in the Auto Attendant
Greeting / Menu area. You can complete this step later.

5. Click Save.
The system displays the name of your site in the Site drop-down list.
6. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps

* To configure dial rules, see Defining dial rules on page 85.

» To add additional sites to your network, see Adding sites on application servers on
page 87.

* If you do not want to add another site, see Overview for administering topology on
page 95.
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Dial rules

Migrating dial plan data from Messaging R6.0.1 SP3 or R6.1 to R6.2

If you upgrade Messaging from R6.0.1 SP3 or R6.1 to R6.2, you must manually move the data
from the Dial Rules Web page, the Dial-Out Rules Script, and/or the Attendant/Operator Web

page to the Sites Web page.

You must perform the following:

* Prior to the upgrade, note down the configuration in one of the application role server

within a site or cluster.

* After the upgrade, enter the configuration data in the Sites Web page for the

corresponding site.

* Return to the application role server Dial Rules Web page. In the Dial plan handling
style field, select Site definition based and verify the upgrade by clicking Test.

The following table includes information on the fields that you must use after the upgrade.

Dial Rules Web page
(Before upgrade)

Sites Web page (Post
upgrade)

Comments

Country code

Country code

The country code of the
dialing phone number.

Area code / Private number

National destination code

The beginning sequence of
digits that the telephony
server considers local other
than the one defined for the
telephony server.

Long-distance prefix

National prefix

The preceding digits before
the area code of the dialing
phone number.

International prefix

International prefix

The preceding digits before
the country code of the
dialing phone number.

Outside line prefix

Outside line prefix

The digits required to gain
outside line access.

Number of digits in an
extension

Subscriber number length
(within this site's national
destination code)

Or

Short extension length

If you are configuring an:

* External (Public Network)
Dial Plan Site, configure
the length of digits required
to call a number within the
originating area code or a
local call in the Subscriber
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Dial Rules Web page
(Before upgrade)

Sites Web page (Post
upgrade)

Comments

number length (within
this site's national
destination code) field.

« Internal Dial Plan Site,
configure the length of
extensions for users on this
site in the Short extension
length field.

Number of DID ranges

This field has been

deprecated.
Caller ID Internal Number This field has been
Prefix deprecated.

Dial-out rules

Use the fields in the Toll-Free
and Premium Calls and Local
Calls areas to configure the
dial-out rules.

Attendant / Operator Web
page (Before upgrade)

Sites Web page (Post
upgrade)

Comments

Schedule type

Availability

Indicates whether the
attendant is available.

Attendant (operator)
extension

Operator (live attendant)
extension

The extension number of the
attendant.

General delivery mailbox
number

General mailbox

The general mailbox for call
answering in case the
attendant is unavailable.

Defining dial rules

You can use dial rules for the following features:

* Reach Me
* Notify Me
* Play on Phone

» Personal Attendant

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)

> Sites.
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2. Enter the appropriate information in the following areas:
+ Site External (Public Network) Dial Plan
« Site Internal Dial Plan
* Toll-Free and Premium Calls
* Local Calls
For more information, see Sites field descriptions on page 89.
3. Click Save.

4. Restart Messaging.
For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps

* To configure the attendant for a site, see Assigning an attendant number on page 86.

Assigning an attendant number

When a caller presses 0 to reach an attendant, the system transfers the call to the assigned
extension. If the attendant does not answer, then the system transfers the call to a general-
delivery mailbox so that the caller can leave a message.

The system preserves the language selection from the caller at the Auto Attendant menu when
the system changes the call into a covered call, that is, Ring-No-Answer scenario. The system
preserves the information for the following reasons:

* The system covers the call at another application server where you have not installed the
corresponding language pack.

* You have not installed Communication Manager 6.2.

From the user point of view, the system presents the language menu to the caller at Auto
Attendant. Additionally, if you configure the call-answering menu for the pilot number, the
system presents another language menu to the user. You must configure only a single Auto
Attendant pilot number per site. The Auto Attendant pilot number has the ability to support up
to three languages.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Sites.

2. In the Operator (Live Attendant) area, in the Availability drop-down list, select one
of the following:
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* Never (the default)
* Always
3. In the Operator (live attendant) extension field, enter the extension of the
attendant.
If you do not enter an extension number, when the caller presses 0, the Messaging
system updates the caller that no operator is available and disconnects the call.
4. In the General mailbox field, enter the extension for a shared mailbox that is
accessible to all attendants.

If you enter an extension number in the Operator (live attendant) extension field
and if the attendant does not answer the call, then the system transfers the call to
this mailbox.

5. In the Auto Attendant area, click Enabled.

6. In the Pilot Number field, enter the pilot number for Auto Attendant.
You must configure only a single Auto Attendant pilot number per site.

7. In the Default Language field, click the language that you want as the default for
the Auto Attendant number.

8. You can select two additional languages for the Auto Attendant number.
9. Click Save.

10. Restart Messaging.
For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps
If you want to add additional sites to your network, see Adding additional sites on page 87.

Adding sites on application servers

Messaging supports up to three sites, one on each of the three application servers in the
cluster.

About this task

Depending on your deployment requirements, you must add a site for each application server.
Complete the following instructions on the storage server.

You must restart Messaging after you add a site.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> Sites.
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. On the Sites Web page, click Add New.

3. Enter the appropriate information in the fields.

For more information, see Sites field descriptions on page 89.

4. Click Save.
5. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps
Define your system topology. See Overview for administering topology on page 95.

Assigning language menu choices for a site

You install language packs on application servers, and you create sites on a storage server.
Hence, to create language menu choices for a site, you must follow the steps documented in
the following task.

Before you begin

If you upgrade Messaging to Release 6.2, at a minimum you must reinstall those language
packs that the Sites Web page used previously. For information on installing languages , see
Configuring languages on page 68.

Procedure

1.

Define a new site using the Sites Web page.
For more information, see Setting site properties for the first time on page 83.

The default language that the Messaging system associates with each site is US
English, which is the default system language. No other language menu choice is
available until you create a site-application server mapping.

. Create the site-application server mapping using the Topology Web page.

For more information, see Adding additional application servers on page 97.

. To select from the available languages that you installed on the mapped application

server, update the site that you created in Step 1 using the Sites Web page.

If you install a new language pack on the application server and want to update the
existing site language menu with the new language pack, use the Sites Web page
to select the language pack.

If you change the default site language, reload the user list and the global address
list.
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For more information, see Loading lists on page 175.

Sites field descriptions

Name

Description

Site

The list displays all your Messaging sites. You can add a new site or
delete an existing site by clicking the appropriate button.

Main Properties

Name The name of the site. Messaging includes a site named Default. Change
this name when you set the site properties for the first time.

ID The ID of the site.

Internal The internal number is the number the Messaging system expects to

Messaging receive from the telephony server augmented with various prefixes.

access number

The internal telephone number is also known as the internal pilot
number.

In Messaging R6.1 and R6.2, Messaging analyzes the SIP To: header
and checks the internal numbers of the configured site on all sites. After
the system finds a matching site, Messaging processes the call using
the selected site and the associated mailboxes.

External
Messaging
access number

The external number is the number the Messaging system uses in
notifications and in the General Web page in User Preferences to inform
the user how to reach the Messaging system from outside.

A call to the external number results in identical call data when the call
reaches the Messaging system, as a call to the internal number.

The external telephone number is also known as the external pilot
number.

Site Default
Language

The list displays the languages installed on the application server or
servers associated with a site.

Use this option to select the default or the first language for a site. The
default is the base language, which is US English.

The system uses the language you select in this field to determine the
language prompt that Messaging plays to callers leaving messages for
all mailboxes within the site.

Additional
Language

The list displays the languages installed on the application server or
servers associated with a site.

Use this option to select the additional language for a site.

When you select an additional language, callers leaving messages for
all mailboxes on this site receive a multilingual prompt.

Additional
Language

The list displays the languages installed on the application server or
servers associated with a site.
Use this option to select the additional language for a site.
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Name

Description

When you select an additional language, callers leaving messages for
all mailboxes on this site receive a multilingual prompt.

Site External (Public Network) Dial Plan: Describe the public telephony network dial plan
applicable to this site.

Country code

The country code of the dialing phone number.

International
prefix

The digits preceding the country code of the dialed telephone number.

National prefix

The digits preceding the area code of the dialing phone number.

International
dialing (to this

The option to prepend the national prefix code while making
international calls. The options are:

country) * Do not prepend National Prefix.
* Prepend National Prefix.
National The beginning sequence of digits that the telephony server considers
destination local other than the one defined for the telephony server.
code
Dialing within The option that the Messaging system uses for dialing within national
national destination. The options are:
destination * Do not prepend National Prefix or National Destination code.
* Prepend National Prefix.
* Prepend National Prefix and National Destination code.
Subscriber The length of digits required to call a number within the originating area
number length | code or a local call.
(within this
site's national
destination
code)
Outside line The digits required to gain outside line access.
prefix

Site Internal Dial Plan: Describe the internal dial plan applicable to this site.

Short extension
length

The extension length for users on this site.

Short mailbox
length

The mailbox number length for users on this site.
When the AxC returns mailbox numbers in the User List and Global
Address List to the application servers, the AxC examines the following:

» Long mailbox number as stored in the LDAP attribute for the user.

» Site prefix for that user.
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Name Description

For example, for a 5-digit based site, if the long mailbox number is
14085671234, then the site prefix is 40856, the site country code 1, the
site mailbox length 5, and the short mailbox number 71234.

Extension style | The extension style for telephony integration. The system uses this
for telephony value to set MWI on or off. The options are:
integration . Short

+ E.164

* E.164 without leading +

The default value is Short.

When a user receives a new voice message, the MWI light turns on.
When a user listens to all received voice messages, the MWI light turns
off.

Site prefix The digits that precede the extension in a phone number.

When the AxC returns mailbox numbers in the User List and Global
Address List to the application servers, the AxC examines the long
mailbox number as stored in the LDAP attribute for the user, the site
prefix for that user, and then returns the short mailbox number.

For example, for a 5-digit based site, if the long mailbox number is
14085671234, then the site prefix is 40856, the site country code 1, the
site mailbox length 5, and the short mailbox number 71234.

National The numbering convention for the national mailbox. The options are:
mailbox number

convention » Always prepend national prefix.

* Never prepend with national prefix.

* Optionally prepend national prefix.

Universal The mailbox numbers that the system recognizes for users in this site:

addressing
* local

* national

* global

Toll-Free and Premium Calls: Call classification information for outbound national calls,
required to determine whether the call is allowed given the dial-out privilege in the
associated user's Class of Service.

Toll-free codes | The area codes of toll-free calls, which the users can dial.

Enter national destination codes only. Do not include the national
prefix.

A semi-colon (;) separates the numbers.

Premium The code used for dialing premium number calls.

Number codes | The code you enter in this field is a restricted code. If you do not have
the necessary permissions, Messaging rejects the outbound national
call.
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Name

Description

Enter national destination codes only. Do not include the national
prefix.
A semi-colon (;) separates the numbers.

Local Calls: Call classification information for outbound local calls, required to determine
whether the call is allowed given the dial-out privilege in the associated user's Class of

Service.

This site
contains users
whose Class of
Service dial-out
privilege allows
only local calls

Select this check box if the site includes users for whom the CoS dial-
out privilege allows only local calls.

Not all local
calls (calls
within the
national
destination
code's area) are
charged as local
calls

Select this check box if the system does not charge all the local calls as
local calls.

To enable this check box, select the This site contains users whose
Class of Service dial-out privilege allows only local calls check
box.

Subscriber
number ranges
considered
local

The user number ranges that the system considers local.

Define ranges using the initial left most digits only. Do not include the
national destination code. Use semicolons to separate multiple
ranges.

To enable this check box, select the Not all local calls (calls within the
national destination code's area) are charged as local calls check
box.

Some national
calls (calls
outside the
national
destination
code's area) are
charged as local
calls

Select this check box if the system charges some national calls, calls
outside the area of the national destination code, as local calls.

To enable this check box, select the This site contains users whose
Class of Service dial-out privilege allows only local calls check
box.

National
number ranges
considered
local

The national number ranges that the system considers local.

Define ranges using the initial left most digits only. Do not include the
national prefix. Use semicolons to separate multiple ranges.

To enable this check box, select the Some national calls (calls outside
the national destination code's area) are charged as local calls
check box.

Operator (Live Attendant)
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Name Description
Availability The options to indicate whether the attendant is available. The options
are:
* Never
* Always

Operator (live The extension of the attendant or live operator.
attendant)
extension

General mailbox | The general mailbox for call answering in case the attendant is
unavailable.

Auto Attendant

Auto Attendant | Use the option to enable or disable the Auto Attendant feature. The
default is disabled.

The system routes the Auto Attendant to the station, that is, the Auto
Attendant transfers callers to local extensions.

Pilot Number The pilot number for Auto Attendant.

You must configure only a single Auto Attendant pilot number per site.
Each Auto Attendant can support up to three languages.

Each Auto Attendant pilot-number-language group setting represents
an Auto Attendant language selection menu for that pilot number.

Default The languages that you installed on the application server associated
Language with a site.

Use this option to select the language for the Auto Attendant number
associated with a site. The Messaging system associates the selected
Auto Attendant language with all users belonging to that site.

The default language that is associated with each Auto Attendant is US
English, which is the default system language.

Additional The languages that you installed on the application server associated
Language with a site.

Use this option to select the additional language for the Auto Attendant
number associated with a site.

By selecting additional languages, users can select the language of their
choice with one single multilanguage greeting. The user can choose
from a maximum of three languages.

Additional The languages that you installed on the application server associated
Language with a site.

Use this option to select the additional language for the Auto Attendant
number associated with a site.

By selecting additional languages, users can select the language of their
choice with one single multilanguage greeting. The user can choose
from a maximum of three languages.

Additional sites | The name of another site with the same dialing plan in a multisite
included in the | deployment.
directory
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Name Description

Each site has its own Auto Attendant directory. By default, all users who
are associated with a given site are included in the Auto Attendant
directory for the site.

When you deploy a multisite Messaging environment, you can create a
system wide Auto Attendant directory by selecting the name of the other
site.

You can click on a site to select the site. You can press the Control key
and then click to select multiple sites.

When you select the name of another site in this field, the system
reaches the users who are in either directory through Auto Attendant for
this site.

If you change the selections in this field, you must reload the user list on
all application servers for the site or wait for the nightly refresh for the
changes to take effect.

Keypad entry The keypad options:
* BASIC: Enter extension only.
* ENHANCED: Enter extension or spell name.

If the Speech recognition field equals enabled, both options include
speech recognition.

Speech The option to configure speech recognition. The default is disabled.
recognition Do not enable this feature unless your Messaging system includes a
mainstream license.

When you enable speech recognition, callers can say a name that is in
the Auto Attendant directory and the Auto Attendant transfers the call to
that person.

Auto Attendant Greeting / Menu

Initial greeting | The initial greeting that Auto Attendant plays to a caller. You can browse
to a prerecorded .wav file.
After you upload a recording, you cannot change back to the system

recording.

Menu (speech The menu that Auto Attendant plays when you set the Speech
recognition recognition field to disabled.

disabled):

Menu (speech The menu that Auto Attendant plays when you set the Speech
recognition recognition field to enabled.

enabled):
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Initial topology administration

Overview for administering topology

The topology of a Messaging system is the relationship between the application servers and
the sites that the topology supports. You can define this relationship on the Topology Web
page. Use the Topology Web page to:

* List the sites that you previously defined on the Sites Web page.
* Assign an application server to a site.
» Change the topology by adding or deleting application servers.

 Configure the storage server role as primary or backup.

You must define topology properties on the storage server, which then applies these properties
to the associated application servers.

* In a single-server topology, you can manage application and storage roles on the same
server.

* In a front-end or back-end topology, you can manage all application roles on the server
that has been assigned the storage role. The location of the application servers, relative
to the storage server, can be local or remote.

If you configure a server to be an application-only server, the navigation pane displays a subset
of the administration options. You cannot open storage-role Web pages from the navigation
pane of a dedicated application server. To open storage-role Web pages, you must gain access
to the storage server.

Application clusters:

You can combine up to four application servers to form a cluster. Each cluster connects to one
storage server and supports the same telephony server. You must configure all cluster
members for the same site.

By clustering application servers, you can:

* Increase the system capacity so the application server can support more users. Every
application server you add to the cluster increases the number of available ports.

* Provide redundancy for any application server in the same cluster. You configure
application servers within a cluster identically and are, therefore, interchangeabile.
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0 Important:

All servers in a cluster must be in the same time zone. If your organization spans multiple
time zones and if your system topology includes application server clusters, then you need
to configure one cluster for each time zone.

Mutare Message Mirror™

Messaging interoperates with Message Mirror to achieve a complete disaster recovery of voice
messages and related information like greetings, names, passwords, and LDAP data.

You can setup a backup storage server. Message Mirror continuously monitors the message
store and copies or mirrors messages, hames, greetings, passwords, and LDAP changes to
a backup message store.

For more information, see Chapter 19: Redundant Message Store.

Adding the first application server

Use this procedure to create a relationship between a site and:
* The only application server for the site.

* The first of several application servers for the site.

Complete this procedure on the storage server.

° Note:

Only assign one site to an application server.

Before you begin

* Configure the storage and one or more application servers. See Chapter 3: Initial
administration of the storage role and Chapter 4: Initial administration of the application
role.

* Create a site with one or more application servers. See Overview for administering
sites on page 82.

» Ensure that all application servers that you plan to add to the topology are running.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> Topology.

2. When the Topology Web page opens for the first time, the IP address defaults to
the IP address of the storage server. Delete this IP address as follows:
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a. Inthe Remove Application Server area, select the IP address for the storage
server from the drop-down list.

b. Click Remove.
3. Inthe Add Application Server area:

a. Inthe IP address field, enter the IP address of the first application server.
b. Inthe Add the server with field, select No active site configuration .
c. Click Add.

4. In the Sites / Application Servers area, select Active from the drop-down list next
to the site that the application server supports.

5. Click Update.
The system displays a confirmation message.

6. Click OK to proceed.

7. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Example

The following table is an example of a complete distributed topology with two sites, Atlanta and
Boston. Atlanta has two application servers and Boston has one.

Sites / Application Servers

Sites 10.200.0.2 10.200.0.3 10.210.0.1

Atlanta Active |w Active |w - w
Boston - w - w Active |w
Next steps

* If there is only one application server on your site, you are ready to administer users on
the system.

« If there are several application servers on your site, you must add the application servers
to the system topology so that these application servers recognize each other. See Adding
additional application servers on page 97.

Adding additional application servers

You must add application servers to a cluster from a storage server.
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Before you begin

* Install and configure all application servers that you plan to associate with the site. See
Chapter 4: Initial administration of the application role.

 Add the first application server to the site. See Adding the first application server on
page 96.

* Ensure that all application servers that you plan to add to the topology are running.

Procedure

1.

On the Administration menu, click Messaging > Messaging System (Storage)
> Topology.

In the Add Application Server area:

a. Inthe IP address field, enter the IP address of the application server you are
joining to the cluster.

b. Inthe Add the server with field, select The same site configuration as an
existing application server:

c. From the drop-down list, select the application server that you want to join.
All application servers in a site are identical. Hence, you can select any server
from the list.

You can join up to four application servers to form a site. However, you must
configure all servers in a site to use the same time zone.

. Click Add.
The system:
» Adds the server you identified in Step 2a in the Sites / Application Servers
area.
* Copies the site properties from the application server that you selected in Step
2c to the server you identified in Step 2a.
Repeat Step 2 and Step 3 for each application server that you want to add to the

site.

. Click Update.

The system displays a confirmation message.

6. Click OK to proceed.
7. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Next steps
Configure a cluster of application servers. See Configuring a cluster on page 99.
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Changing the storage server role
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Topology.
2. In the Role of the Server field, select one of the following:
* Primary
* Backup

3. Click Change.
The system displays a confirmation message.

4. Click OK to proceed.

5. Restart Messaging.

For more information, see Stopping Messaging on page 377 and Starting
Messaging on page 377.

Configuring a cluster

You must add all the application servers that you joined into a cluster to the individual cluster
lists of the servers. Using this list, the servers can recognize each other. You can configure
these lists on each individual application server.

Before you begin

Define the application server as a member of the cluster. See Adding additional application
servers on page 97.

Procedure
1. On the Administration menu, click Messaging > Server Settings (Application)
> Cluster.

2. In the Number of member appliances in the cluster field, enter the number of
application servers in the cluster.

The maximum number you can enter is 4.

The number of Member fields in the IP address of each appliance area increase
to match the number you entered.

3. In each Member field, enter the IP address of an application server in the cluster.
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* For a new cluster member, add each of the other cluster members to the cluster
list to which the cluster belongs.

* For each preexisting cluster member, add the new member to the cluster list
to which the cluster belongs.

Do not change the information in the Disk usage quota field.

4. Click Apply.
The system displays a confirmation message.

5. Click OK to proceed.
Repeat these steps until you configure all the application servers for your sites.

Administering a load balancer in the Exchange Server CAS array

A network load balancer evenly distributes client requests to multiple Exchange Servers in the
CAS array for scalability and high availability. By using the full CAS array capability, the network
load balancer increases the efficiency and improves the use of the servers.

For more information about load balancing, see Network Load Balancing Technical
Overview at the Microsoft TechNet website.

Before you begin
Before administering a load balancer in the Exchange Server CAS array:

* Configure the CAS array as the peer Exchange Server to ensure that Messaging sends
all client requests through the CAS array.

* Ensure that you meet the following conditions for naming and administering the load

balancer:
Naming Administering
- The CAS array must have a DNS - Administer the idle timeout with the
record. maximum supported value for the load

balancer for TCP connections.
- The name of the CAS array must be

identical to FQDN and fulfill the following | - Enable round-robin balancing.
Microsoft NetBIOS naming conventions: | - Disable sticky connections to ensure
that the load balancing is performed.

* Must contain less than 15 characters.
ust contain fess than characters For the virtual IP, the load balancer

* Must not contain a space between vendor might require a different virtual
characters. IP:
* Must not contain a period (.) « If the virtual IP has a DNS record,

administer the peer Exchange server

Microsoft does not follow the naming as the host name

conventions for naming the CAS array. In

the examples for administering a CAS * If the virtual IP does not have a DNS
record, update the hosts file with the
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Naming Administering
array, Microsoft has used names with virtual IP, the host name and FQDN of
periods (.). the CAS array.
Note:

- Different load balancer vendors use
different terms to describe the
administration options of a load
balancer. Ensure that you contact the
load balancer vendor for the specific
options to configure the load balancer
with the application servers that use
MAPI.

- Update the hosts file only for
troubleshooting purposes and to identify
reasons for problems with load
balancing.

About this task

Perform the steps to stop the Messaging services through the Messaging SMI, and perform
the steps to edit the hosts file through Windows Explorer.

Procedure

1.
2.

Stop the Messaging services that use MAPI.

Open Windows Explorer and navigate to c¢: \Windows\System32\drivers
\etc.

Right-click the hosts file, and select Edit.

. At the end of the hosts file, add the following lines with the appropriate values:

<IP address of the CAS array> <host name of the CAS array>

<IP address of the CAS server> <FQDN of the CAS array>

. On the Start menu, open the command prompt and type the ipconfig/

flushdns command.

. Start the Messaging services that you stopped in Step 1 and verify that:

* The TUI service is active.
* The peer Exchange server is online.

* The mailbox monitoring function is available.
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Topology field descriptions

Name Description

Sites / Application Servers The section displays the following
information about the sites that you created
on the Sites Web page:

* The name of the site.

 The IP address of each application server
associated with the storage server.

» The application server that is associated
with a site as the active or inactive or
shared server.

The system updates the section after you
add or delete application servers.

Add Application Server

IP address The IP address of the application server that
you want to add to Messaging.

Add the server with The options are:

* No active site configuration: Select this
option to add the first application server to
a site.

* The same site configuration as an
existing application server: Select this
option to add an application server to a site
that already has an existing application
server associated with the site. You can
add up to four application servers to a site.
All application servers in a site are
identical, so you can select any existing
application server in the drop-down list that
is associated with the site. Remember to
cluster the added server with the existing
ones. See Configuring a cluster on
page 99.

Remove Application Server

IP address The IP address of the application server that
you want to delete from the site.

Storage Server Role

Role of the Server The options are:
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Verifying the link to the AxC

Name Description

* Primary
* Backup

Cluster field descriptions

Settings Description

Cluster Members Any number from 1 through 4.
The maximum number of application servers
in a cluster is four.

IP address of each appliance An IP address for each member in the
cluster.

The number of Member fields for entering IP
addresses increase depending on the
number you entered in the Cluster
Members area.

Disk usage quota This is an advanced setting. Consult your
account representative before you enter data
in this field.

Verifying the link to the AxC

After you set up your sites and topology, you must verify that the AxC connector can link to
each application role in your topology. You can test this link by reloading the system caches
with the following user information:

» User List
 Global Address List

If you have a multiserver configuration, complete this test on each server in the application
role.
Before you begin

Check the Initial administration checklist for sites and topology on page 81 and complete Step
1 through Step 7.

Procedure

1. On the Administration menu, click Messaging > Advanced (Application) >
System Operations.
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2. In the Reload Caches area, click Reload for each of the following lists:
» User List
* Global Address List

If the caches reload without error, the system connects the application role to the
AxC and the storage role properly. If the system returns an error message, ensure
that:

* You have entered the IP address for the AxC correctly. See Changing the AxC
IP_address on page 70.

* You have set up the topology correctly. See Overview for administering
topology on page 95.
3. If required, repeat Step 1 and Step 2 to ensure that the caches reload without
error.
Repeat this procedure on each server with the application role.
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Chapter 7: Managing servers

Storage servers

Adding a trusted server

Use the Add Trusted Server Web page to add trusted servers to the messaging network. The
servers might include a Provision server, the Avaya Site Administration (ASA) server, or the

Avaya one-X® Mobile server. The customer administrator adds these servers after the initial
installation.

Procedure

1. On the Administration menu, click Messaging > Server Settings (Storage) >
Trusted Servers.

2. On the Manage Trusted Servers Web page, click Add a New Trusted Server.

3. On the Add Trusted Server Web page, select a type of trusted server from the
Special Type drop-down list.
If you select a common type of trusted server, the system automatically populates
some of the fields on the Add Trusted Server Web page.

4. Enter the appropriate information in the fields.
For more information, see Add Trusted Server field descriptions on page 106.

5. Click Save.

Next steps

To view a summary of all the administered trusted servers on the Trusted Servers Web page,
click Display Report of Trusted Servers.
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Manage Trusted Servers field descriptions

Name

Description

Trusted Server

The name of each trusted server.

IP Addr/Name

The IP address or the machine name of each
server depending on how you administered
the server.

Service Name

The service name of the trusted server.

Add Trusted Server field descriptions

Name

Description

Trusted Server Name

The name of the server can include up to 64 characters and
must start with a letter. The other characters can be letters,
numbers, dashes (-), and underscores (_).

This field is mandatory.

Password

The password that the server uses to connect to Messaging.

Confirm Password

Reconfirm the password.

Machine Name / IP
Address

The host name or the IP address of the trusted server.

» The host name must be the fully qualified domain name
(FQDN). For example: machine.location.company.com. If you
do not enter the FQDN, you must include the domain name
in the DNS Domain field on the Network Configuration Web
page.

* Trusted servers that use the private LAN require a valid IP
address.

Service Name

A descriptive name that indicates the use of this trusted
server.

The system automatically populates this field if you select a
trusted server from the Special Type drop-down list.

Minutes of Inactivity
Before Alarm

The number of minutes the trusted server can be inactive before
the system raises a minor alarm.

The default is 0. If you do not change the default, the system
does not check for inactivity from this trusted server.

The range is 0 to 1440.

Access to Cross
Domain Delivery

Specifies whether you want to allow cross-domain delivery
through this trusted server.
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Name

Description

Special Type

The type of the trusted server. The system automatically
populates or restricts some of the fields on the page based on
your selection.

LDAP Access Allowed

Specifies whether you want the trusted server to have LDAP
access to the storage server. The default is yes.

LDAP Connection
Security

The type of encryption for the LDAP connection between the
trusted server and the storage server.

If the value in the LDAP Access Allowed field is no, the system
disables this field.

Select one of the following:

» Must use SSL: For Secure Sockets Layer (SSL) encryption.
SSL is the preferred encryption method because SSL
provides full channel encryption.

* Must use SSL or encrypted SASL: For SSL or Simple
Authentication and Secure Layer (SASL) encryption.

* No encryption required: This is the default value.

IMAP4 Super User
Access Allowed

Specifies whether you want the IMAP4 super user to access the
storage server from the trusted server. The default is no.

IMAP4 Super User
Connection Security

The type of encryption for the IMAP4 super user connection
between the trusted server and the storage server.

If the value in the IMAP4 Super User Access Allowed field is
no, the system disables this field.

Select one of the following:

* Must use SSL: For SSL encryption. SSL is the preferred
encryption method because SSL provides full channel
encryption.

* Must use SSL or encrypted SASL: For SSL or SASL
encryption. This is the default value.

Report of Trusted Servers field descriptions

Name

Description

Trusted Server Name

The name of each trusted server.

IP Address

The IP address of each trusted server.

Service Name

The service name of each trusted server.
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Setting Messaging parameters
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)

> System Ports and Access.

2. Enter the appropriate information in the fields.

For more information, see System Ports and Access field descriptions on
page 110.

3. Click Save.

Privacy enforcement
Messaging enforces the following levels of privacy for messages that are retrieved by IMAP4
and POP3 clients:

* Voice enforces privacy from the Telephone User Interface (TUI). If a caller marks a voice
message as private, Messaging:

- Blocks the recipient from using the TUI to forward the message.
- Allows clients who accept the voice mail privacy to retrieve the message.

- Blocks clients who do not accept the voice mail privacy from retrieving the message.
Messaging replaces the blocked message with an informational message in the
language that the user selected in User Preferences.

» Email requests that the recipient keep the message private. Recipients must enforce the
privacy of the message. Messaging cannot enforce privacy rules on to clients who do not
have the capability to mark messages as private. Most clients do not restrict the
forwarding of private messages. However, IMAP4 clients typically do not retrieve the .wav
attachment of a private message.

If there are users with an external message store such as Exchange, you cannot perform the
following changes on the System Ports and Access Web page:

* Setting the value in the Privacy Enforcement Level field to a value other than Email
* Setting the value in the Automatic Mail Forwarding field to a value other than yes
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Setting the privacy enforcement level for IMAP4 and POP3 clients
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)

> System Ports and Access.

2. In the System Attributes area, select a value from the Privacy Enforcement
Level field:

* Voice
* Email
3. Click Save.

Configuring IMAP4 access

Configure system-wide parameters on the System Ports and Access Web page. Use the
following instructions to configure IMAP4 access to the storage server for remote email clients
and if needed, for Avaya one-X products and provisioning tools.

Before you begin

Messaging must be running.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> System Ports and Access.
2. In the System TCPI/IP Ports table, enable the following ports:
* IMAP4 Port
* IMAP4 SSL Port

For more information, see System Ports and Access field descriptions on
page 110.

3. Click Save.
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System Ports and Access field descriptions

Fields ‘ Description
SYSTEM ATTRIBUTES
System Prime Time Start The start time, in hours and minutes, for the

prime time interval.
This is usually the time that your company
opens for business. The default is 08:00.

System Prime Time End The end time, in hours and minutes, for the
prime time interval.

This is usually the time that your company
closes for business. The default is 17:00.

Maximum Simultaneous LDAP Directory | The maximum number of simultaneous
Update Sessions LDAP sessions that the system allows during
a full remote update.

When the system reaches the maximum, you
cannot request a full remote update until one
of the sessions finishes. The default is 100.
The range is 0 to 100.

IMAP4 TUI Password The password used for the IMAP4
communication between systems.

Confirm IMAP4 TUI Password A confirmation of the password you enter in
the IMAP4 TUI Password field.

Default Internet Subscriber Community | Do not use this field.

Privacy Enforcement Level If the sender marks a message as private,
then the recipient cannot forward the
message from the TUI. The options are:

* Voice: Enforces privacy from the TUI.

* Email: Requests that the recipient keeps
the message private.

For Exchange message stores, the privacy
enforcement level must be Email.

Automatic Mail Forwarding For Exchange message stores, the value
must be yes.

RESCHEDULING INCREMENTS FOR FULL MAILBOX DELIVERY

Increment fields The intervals in days, hours, and minutes
that the system waits to attempt to resend
messages that the system could not deliver
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Fields

Description

on the previous attempt due to a full
mailbox.

When the system uses the specified last
increment, the message is marked as non-
deliverable. You can specify a maximum of
10 rescheduling increments.

SYSTEM TCP/IP PORTS

LDAP Port

The state of the primary LDAP port. You
cannot change the primary port number. The
options are:

* Disabled: Disables authenticated and
anonymous access for the corporate
LAN.

* Authenticated Only : Authenticates access
and disables anonymous access on the
corporate LAN.

* Authenticated or Anonymous:
Authenticates access or anonymous
access on the corporate LAN.

Changing the state of the LDAP port
temporarily interrupts the corporate LAN
access to LDAP.

LDAP SSL Port

The port number for the LDAP SSL port.
The default is 636.
If you change the port number, you must
restart the system.

LDAP Front End Alternate Port

An optional, secondary port for LDAP.
When you enter a port number, the system
automatically enables the port.

The default is blank. If you change the port
number, you must restart the system.

LDAP Directory Update Port

The port that the directory update LDAP
server uses. The default is 56389.

IMAP4 TUI Port You cannot change the status of this port.
The port is disabled and the port number is
55143.

IMAP4 Port The port that the IMAP4 server uses for

IMAP4 communication with remote clients.
If you select Enabled, enter the port number
that the IMAP4 server uses.
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Fields Description

IMAP4 SSL Port The port that the IMAP4 server uses for
IMAP4 SSL communication with remote
clients.

If you select Enabled, enter the port number
that the IMAP4 server uses. The default is
993.

POP3 Port The port that the POP3 server uses for POP3
communication with remote clients. The
options are:

« Enabled: Allows the use of POP3 clients for
email messaging.

* Disabled: Blocks POP3 email client access
to the messaging server.

If you select Enabled, enter the port number
that the POP3 server uses for POP3
communication with remote clients. The
default is 110.

POP3 SSL Port The port that the POP3 server uses for POP3
SSL communication with remote clients. The
options are:

» Enabled allows POP3 clients to use the
POP3 SSL port for more secure access.

« Disabled blocks POP3 SSL client access.

If you select Enabled, enter the port number
that the POP3 server uses for POP3 SSL
communication with remote clients.

If you enable POP3 SSL, users must
configure their email clients to use SSL. The
default is 995.

SMTP Port The port that the SMTP server users for
SMTP communication with remote clients.

If you select Enabled, enter the port number
thatthe SMTP server uses. The default is 25.
Disabling this port only disables access to
the public LAN. If you change the port
number, you must restart the system.

SMTP Alternate Port The port that the SMTP server uses for
SMTP communication with remote clients.
Use this additional port on the public network
instead of the traditional SMTP port. The
system automatically enables this port when
you enter a port number. The default is
blank.
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Fields

Description

SMTP SSL Port

The port that the SMTP server uses for
SMTP SSL communication with remote
clients.

If you select Enabled, enter the port number
that the SMTP server uses for SMTP SSL
communication. The default is 465. If you
change the port number, you must restart the
system.

If you enable SMTP SSL, users must
configure their email clients to use SSL.

Allow TLS for Outgoing SMTP

Outgoing SMTP attempts to use Transport
Layer Security (TLS) to encrypt the SMTP
conversation.

MCAPI Port

The port that the MCAPI server uses.
The default is 55000. If you change the port
number, you must restart the system.

Adding a network server

Use the Networked Servers Web page to connect Messaging to a different network
environment. For example, a Message Networking environment.

About this task

The following steps are for adding an LDAP server.

Procedure

1. On the Administration menu, click Messaging > Server Settings (Storage) >

Networked Servers.

2. On the Manage Networked Servers Web page, select an LDAP server.
3. Click Add a New Networked Server.

4. On the Add Networked Machine Web page, enter the appropriate information in the

fields.

For more information, see Add Networked Machine field descriptions on

page 114.
5. Click Save.
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Next steps
* To view a summary of the local and networked machines that are administered on the
Networked Servers Web page, click Display Report of Servers.

* To view the networked machines on the Networked Servers Web page, click Display
Network Snapshot.

* To view a summary of the local and networked servers and their respective extension
ranges on the Networked Servers Web page, click Display Report of Server Ranges.

Manage Networked Servers field descriptions

Name Description

Server Name The name of the network server.

IP Address The IP address of the network server.

Server Type The type of server. For all machines except
the local machine, the server type is LDAP.

ID The numerical identification of the server.

Total Subs The number of users associated with the

network server.

Add Networked Machine field descriptions

Name Description

Machine Name The name of the server that you want to
add.

Password The password used for directory updates.

Confirm Password Confirm the password that you entered in the
Password field.

IP Address The IP address of the server that you want to
add.

Machine Type The server type for the server you want to
add.

For all machines except the local machine,
the server type is LDAP.

Mailbox Number Length The length of the long or global mailbox
number.
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Name Description

The Mailbox Number Length must be
comma-separated numbers. There must be
no spaces and each number must be
between 2 and 50 only.

Default Community Do not use this field.

Updates In Specifies whether the local server accepts
directory updates from the network server.
If you are administering the local server, this
field controls updates on a system-wide
basis. The options are:

* yes: Accepts directory updates from
network servers.

* no: Blocks directory updates to the sever,
regardless of the setting of the field for the
network server.

Updates Out Specifies whether the local server can send
updates about users to the specified remote
server.

If you are administering the local server, this
field controls updates on a system-wide
basis.

Remote LDAP Port The port that the system uses to connect to
the network server to send directory
updates.

The default is the port that you specify in the
LDAP Directory Update Port field on the
System Ports and Access Web page.

Inbound LDAP Security The type of encryption required for the
connection between the storage server and
a remote network server for inbound LDAP
directory updates.

When you set the Updates In field to no, the
system denies any attempt by a remote
network server to update the LDAP directory
without using the specified level of security.
The options are:

» Must use SSL: Requires SSL encryption
for inbound LDAP directory updates.

» Must use SSL or encrypted SASL:
Requires either SASL or SSL encryption
for inbound LDAP directory updates .

The default value is Must use SSL or
encrypted SASL.
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Name Description

Outbound SMTP Port The port the system uses to connect to this
network server.

The defaults are port 25 for SMTP and port
465 for Secure SMTP.

Outbound SMTP Service The type of SMTP service required for the
connection between the storage server and
a remote network server.

Choices are SMTP or Secure SMTP.

MAILBOX NUMBER RANGES
The total length of the prefix and the mailbox number must not exceed 64 digits.

Prefix The prefix for the range of telephone
numbers for users on the server.

The system uses the prefix to distinguish
between servers that have overlapping
ranges for mailbox numbers.

Starting Mailbox Number The first number in the range for mailbox
numbers on this server.

The number of digits in the range must match
the entry in the Mailbox Number Length
field.

Unless you have a specific reason for
excluding some ranges, start with 1
preceded by leading zeros.

Example of a five-digit number: 00001.

Ending Mailbox Number The last number in the range for mailbox
numbers on this server.
Example of a five-digit number: 99999.

Telephone Number Mapping
When a local user receives a call-answer message, the system attempts to match the
sender calling party number (CPN) to a user number in the database.

Enable Telephone Number Mapping The options are:

* yes: Use a lookup table to map the CPN of
the sender to the number of the recipient.

* no: Instructs the system not to identify the
recipients as users in the Messaging
network.

If you change this option from yes to no, the
system deletes all previously defined
mapping from the local database. The
system also sets the telephone numbers for
all existing users associated with the network
server to null.
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Name

Description

Map From

The system compares the digit string that
you enter in this field to the base numbers for
a user.

A match occurs when the value in the Map
From field is the same as the initial digits of
the base number. If this happens, the system
creates a mapped telephone number by:

« Stripping the matching digits from the base
number

* Prepending the number in the Map To field
to the base number.

If the Map From field is empty, the system
compares incoming CPNs to all base
numbers.

Valid values are digits from 0 through 50.
You can add more than one set of Map From
and Map To numbers. If you add more than
one set, the sets can differ in length.

Map To

The digits string that the system prepends to
the base number after the system strips the
digits that match the Map From field. When
the Map To field is:

» Empty: The system does not prepend
digits to the base number after digit
stripping.

* none: The system sets the matching
telephone number to null.

The Map To entries can be of different
lengths. The resulting telephone numbers
must not be longer than 50 digits.

Add Mapping

The mapping to add to the mapping table.

Delete Mapping

The mapping to delete from the mapping
table. To change an existing mapping, delete
the mapping and then create a new

mapping.

Report of Network Servers field descriptions

Name

Description

Server Name

The name of each network server.

Administering Avaya Aura® Messaging R6.2

December 2013

117



Managing servers

Name Description
IP Address The IP address of each network server.
Server Type The type of network server.

For all servers except the local server, the
server type is LDAP.

LDAP Port The LDAP port used for directory updates.

Updates In The current setting for allowing directory
updates from the network server to the local
server.

Updates Out The current setting for allowing directory
updates from the local server to the network
server.

Total Subscribers The current count of users associated with
the server.

Network Snapshot field descriptions

The report displays information about the existing network servers and the current state of their
connections. The report is display only.

Name Description

Log Start Date The date of the first entry in the log used to
generate the report.

Log End Date The date of the last entry in the log used to
generate the report.

Machine Name The name of each server in the network.
To change the data for a server, click the
name.

Last Connection The date and time of the last connection.

» Outgoing Connections: Displays the last
time the local server connected to the
remote server.

* Incoming Connections: Displays the last
time the remote server connected to the

local server.
Status The status of the last connection.
Retries The number of consecutive times that the

local server tried, but failed to connect to the
remote server.
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Report of Server Ranges field descriptions

Name Description

Server Name The name of each server in the network.
To change the data for a server, click the
name.

Prefix The address prefix of each server range.

Starting Mailbox Number The first mailbox number in the range.

Ending Mailbox Number The last mailbox number in the range.

Application servers

If you configure a server to be an application-only server, the navigation pane displays a subset
of the administration options. You cannot open storage-role Web pages from the navigation
pane of a dedicated application server.

To open storage-role Web pages, you must gain access to the storage server.

Dial Rules field descriptions

A Warning:
If you are currently using dial rules based on the application server, you must manually
migrate to use the site-based dial rules, as the future Messaging release will not support
dial rules based on the application server. For more information, see Migrating dial plan data
from R6.0.1 SP3 or R6.1 to R6.2 on page 84.

Name Description

Dial Plan Handling

Dial plan handling style The options are:

* Application server based: This is the
Messaging 6.0 legacy style, which is
deprecated.

« Site definition based: Use site-based dial
rules to perform dial rules tests from within
the storage server. This is the default
option.
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Name Description

Dial plan handling testing Click Test to verify whether the phone
numbers are handled correctly.

This Location

Country code The country code of the dialing phone
number. Use this number to determine
whether the calls are internal, local,
domestic, or international.

This field is deprecated. Use the Country
code field on the Sites Web page.

Area code The area code of the dialing phone number.
Example: 212 -5551212

The system uses the area code to determine
if the outgoing calls are local or long
distance.

This field is deprecated. Use the National
destination code field on the Sites Web

page.

Dial-Out Settings

Long-distance prefix The preceding digits before the area code of
the dialing phone number.

The default is 1.

This field is deprecated. Use the National
prefix field on the Sites Web page.

International prefix The preceding digits before the country code
of the dialing phone number.

The default is 011.

This field is deprecated. Use the
International prefix field on the Sites Web

page.

Outside line prefix The digits required to gain outside line
access.

The default is 9.

This field is deprecated. Use the Outside
line prefix field on the Sites Web page.

Company DID numbers that should be treated as internal numbers

Number of digits in an extension This field is deprecated.
If you are configuring an:

+ External (Public Network) Dial Plan Site,
configure the length of digits required to
call a number within the originating area
code or a local call in the Subscriber
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Name Description

number length (within this site's
national destination code) field.

* Internal Dial Plan Site, configure the length
of extensions for users on this site in the
Short extension length field.

Number of DID ranges The number of Direct Inward Dialing (DID)
ranges for internal numbers.

The system uses the DID range to route
inbound calls to extensions within the
bounds of the range.

This field is deprecated.

PBX Caller ID Information

Caller ID internal number prefix The dial-out prefix for internal calls.

The system uses this field only when
required by the telephony server for caller
ID.

This field is deprecated.

Advanced Rules

Advanced Dial-out rules Click Edit Dial-Out Rules to customize the
dial-out rules.

Use the fields under the Toll-Free and
Premium Calls section and the Local Calls
section on the Sites Web page to configure
the dial-out rules.

Dial-in rules Do not change the advanced dial-in rules
unless Avaya Client Services directs you to
change the rules.

Dial Plan Handling Test field descriptions

Name Description

Dial-Out Test Numbers Use this section to define phone numbers to
verify whether the Dial-Out Rules script
handles these numbers correctly. You can
also use this section to troubleshoot out-
dialing problems and to verify that a given
phone number is classified and dialed
correctly.

Define phone numbers, one per line, as
these phone numbers would appear in the
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Name Description

directory or as users would enter these
phone numbers, for example, in the Mobile
phone field, the Personal attendant field, the
Reach Me settings, or the Notify Me
settings.

Click Test to test the numbers.

Dial-Out Test Results This section includes information on the input
phone number, the call type, and the output
phone number.

The call type could be internal, long distance,
international, or invalid.

Dial-Out Script Configuration This section includes the dial-out script
configuration information.

The configuration data includes the country
code, area code prefix, area code, extension
length, and so on.

Dial-Out Rules field descriptions

Name Description

Dial-Out Rules Script This script performs the dial plan handling
using various parameters as specified in the
site definitions for those sites handled by this
application server.

Do not modify this script unless explicitly
mandated by Avaya.

Dial-Out Test Numbers Use this section to define phone numbers to
verify whether the Dial-Out Rules script
handles these numbers correctly. You can
also use this section to troubleshoot out-
dialing problems and to verify that a given
phone number is classified and dialed
correctly.

Define phone numbers, one per line, as
these phone numbers would appear in the
directory or as users would enter these
phone numbers, for example, in the Mobile
phone field, the Personal attendant field, the
Reach Me settings, or the Notify Me
settings.

Click Test to test the numbers.
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Name

Description

Dial-Out Test Results

This section includes information on the input
phone number, the call type, and the output
phone number.

The call type could be internal, long distance,
international, or invalid.

Dial-Out Script Configuration

This section includes the dial-out script
configuration information.

The configuration data includes the country
code, area code prefix, area code, extension
length, and so on.

Dial-In Rules field descriptions

Name

Description

Dial-In Rules Script

The system identifies mailboxes by the
extension of the user. However, for various
reasons like inter-site routing or other special
configurations, the PBX passes the
extension preceded by additional digits to the
appliance.

For the system to process the call correctly,
the system strips the leading digits off using
adial-in rule. Otherwise, the system does not
recognize the extension and transfers the
call to the voice mail pilot greeting.

Do not modify this script unless explicitly
mandated by Avaya.

Dial-In Test Numbers

Use this section to define phone numbers
and names to verify whether the Dial-In
Rules script handles these correctly.

Each line must have one Called ID, one
Caller ID, and a Caller Name, each
separated with a comma. Names can contain
commas, but phone numbers cannot contain
commas.

Click Test to test the phone numbers and
names.

Dial-In Test Results

This section includes information on the
Called ID, the Caller ID, the Caller Name, and
the Result.
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Fax overview

You can receive an incoming fax using any of the following methods:

* Receive and forward to email: The Messaging system acts like a fax server and hence
you do not need a third-party fax server. If the recipient user belongs to a CoS that allows
fax, the user receives the fax in the inbox of the configured email address.

* Detect and transfer to fax server: If the recipient user belongs to a CoS that allows fax,
the user receives the fax through the user fax server account.

Inbound fax limitations

The maximum transmission length for an incoming fax is 90 minutes. However, if the fax
transmission exceeds the 90-minutes limit, the system handles the fax messages gracefully,
that is, the system stops the fax transmission. The fax message to the user contains the pages
sentin the first 90 minutes of the transmission, and the system notifies the sending fax machine
of the number of pages sent successfully.

Nightly maintenance

You can schedule the time for nightly maintenance of each application server on the System
Parameters Web page. During the nightly maintenance, the Messaging system reloads the
user list and GAL on each application server.

Currently, the nightly refresh of users runs on all application servers at the same time. You
must stagger this activity across application servers.

Message recording

Use the Maximum Message Length field on the System Mailboxes Web page to define the
number of minutes or megabytes of the longest message that a user can create on the
Messaging system. The default value is 100 minutes. This is a system-wide setting that applies
to all users. However, if you want to set additional restrictions for your users, you can do so
using the Class of Service Web page.

Use the Maximum voice message length field on the System Parameters Web page to define
the maximum time for a message recording in seconds. The default value is 1200 seconds,
that is, 20 minutes. The maximum value you can enter in this field is 4500 seconds, that is, 75
minutes. The value you specify in the Maximum call answer message length field on the
Class of Service Web page must not exceed the value you specify in the System
Parameters Web page.
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Configuring system parameters

Application servers

System parameters include call handling parameters such as caller ID, Call Sender options,
message recording times, ring-no-answer timeouts, Reach Me options, ringback timeouts, and

fax server integration.

You can preset all these parameters with default values, and generally, the system invokes
these defaults without further modification requirements. However, as an administrator, you
can change these parameters, if necessary. If you change the parameters, ensure that you
repeat the changes on each application role in the cluster.

Procedure

1. On the Administration menu, click Messaging > Server Settings (Application)

> System Parameters.

2. Enter the appropriate information in the fields as described in System Parameters

field descriptions on page 125.

3. Click Apply.

The system displays a confirmation dialog.

4. Click OK to proceed.
Repeat this procedure on each application role in the cluster.

System Parameters field descriptions

Name

Description

Avaya Branding Tone

The Messaging system plays the Avaya
branding tone when a user logs in to the user

mailbox.
The options are:

* enabled
« disabled

By default, the Messaging system enables

the Avaya branding tone.

Voice Messages

Include caller ID in subject line

The options are:
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Name

Description

* enabled (default): Includes the caller ID in
the subject line of voice messages.

« disabled: Excludes the caller ID in the
subject line. Select Disabled only when the
telephony server integration does not
support the caller ID.

Intro text in subject line of original
messages

Intro text in subject line of message
replies

Intro text in subject line of forwarded
messages

The text content prefixes the subject line of
voice messages.

The type of prefix that the system uses
depends on the message context:

* Original messages

* Message replies

* Forwarded messages

The text content is the caller ID and contact
name.

Call Sender

For internal calls, a call attempt times out
after

The number of seconds that elapse before
the telephony server sends an internal call
initiated from Call Sender to voice mail.
The default is 16 seconds.

The value must be less than the time taken
by a call to a local extension to roll over to
voice mail in RNA. If you configure the time
out value at the system level on the
telephony server, you will be able to check
your telephony server for a typical setting.

For external calls, a call attempt times out
after

The number of seconds that elapse before
the telephony server sends an external call
initiated from Call Sender to voice mail.

The default is 45 seconds.

During Call Sender initiated calls, to avoid a
call going to voice mail, the time out value for
Call Sender must be lower than the time
taken by a call to an external telephone
number to roll over to voice mail in RNA
cases.

Maximum duration of a Call Sender
initiated call

The maximum duration of a call, in seconds,
when placing a call using Call Sender. The
default is 10800 seconds, that is, 3 hours.

Recording Times

Maximum voice message length

The maximum time for a message recording
measured in seconds.

The default is 1200 seconds, that is, 20
minutes.

126  Administering Avaya Aura® Messaging R6.2

December 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Application servers

Name

Description

The maximum value you can enter is 4500
seconds, that is, 75 minutes.

End-of-recording silence

The seconds of silence that indicate the end
of recording. The default is 4 seconds.

VolP DTMF cut-off time

For VolP integrations only.

The number of milliseconds to cut off at the
end of a recording that has been terminated
by DTMF. The default is 150 milliseconds.

Play on Phone

Time out (on no answer) after

If you do not answer a Play on Phone call in
the specified time, in milliseconds, the
system terminates the call.

Choose a duration that is one ring less than
the number of rings for call forwarding
defined on the telephony server. The default
is 16000 milliseconds and the maximum is
999999999 milliseconds.

Reach Me

Me”

Number of seconds per ring for “Reach

For the Reach Me feature, the number of
seconds a ring is presumed to take when
calculating how long to wait before timing
out.

The default is 5 seconds.

You can manage how the system forwards
your incoming calls using the Reach Me
configuration options.

Ringback Timeouts

First ringback timeout

The time to wait, in milliseconds, for the first
ringback.
The default is 15000 milliseconds.

Ringback timeout

The time to wait, in milliseconds, for the
ringback to end.
The default is 7000 milliseconds.

Nightly Maintenance

Maintenance time

The scheduled time of nightly maintenance
for each application server.

During maintenance time, the system
refreshes the local directory cache on the
application server with a fresh copy of the
directory cache.

Caller Access to System Main Menu
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Name Description

Allow callers to reach the system main The option to allow a caller to leave a call
menu answering session by pressing the asterisk
(*) button and gain access to the system
main menu. The caller can connect to other
extension numbers from the system main
menu.

The options are:

« yes: When you set this value, if a caller
dials an extension number that is busy or
does not respond, the call is forwarded to
the Messaging access number. If the
extension number where the call is
forwarded does not have an associated
mailbox or a caller application, Messaging
answers the call and plays the Messaging
access greeting.

no: When you set this value, if a caller dials
an extension number that is busy or does
not respond, the call is forwarded to the
Messaging access number. If the
extension number where the call is
forwarded does not have an associated
mailbox or a caller application, Messaging
disconnects the call.

The default is yes. This field is applicable
only to users of the Aria TUI.

Fax

Fax receiving The fax method to use for receiving an
incoming fax. The options are:

* Detect and transfer to fax server: If the
recipient user belongs to a CoS that allows
fax, then the user receives the fax through
the user fax server account.

* Receive and forward to email: If the
recipient user belongs to a CoS that allows
fax, then the fax is received in the inbox of
the configured email address.

Fax detection time-out The duration, in milliseconds, that the
application server listens to possible fax
tones after accepting a call.

The default is 40000.

If you configure a site with multiple
languages and a user has long greetings,
these could add up to exceed the 40 seconds
fax time-out duration. In this scenario, if
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Name

Description

someone tries to send a fax to the user, waits
for the entire prompt to finish, and hits the
send button on the fax, the fax will not meet
the 40 seconds time-out duration. In such
scenarios, you must adjust the time-out
duration even longer.

Intro text in subject line of Fax messages

The text that is present in the subject line of
fax messages.

This field is available only if you set the Fax
receiving option as Receive and forward to
email.

Fax recording format

The format for the fax recording. The options
are:

* PDF (Portable Document Format): When
the system records and sends an incoming
fax to a user, the attached fax message is
a PDF file. You can use the Adobe PDF
viewer or any other supported programs to
view the attached file. The default format is
PDF.

* TIFF (Tagged Image File Format): When
the system records and sends an incoming
fax to a user, the attached fax message is
a TIFF file. You can use the Windows
Picture and Fax Viewer or any other
supported programs to view the attached
file.

This field is available only if you set the Fax
receiving option as Receive and forward to
email.

Fax Server pilot number

The number, usually a hunt group number,
of the third party fax server to which the
system forwards the faxes.

This field is available only if you set the Fax
receiving option as Detect and transfer to
fax server.

Destination identification during transfer

The fax destination for fax recipient, which is
a mailbox or a primary extension.

The default is Mailbox.

This field is available only if you set the Fax
receiving option as Detect and transfer to
fax server.

DTMF following destination identification

The field can be none (), asterisk (*), or hash

).

The default is none.
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This field is available only if you set the Fax
receiving option as Detect and transfer to
fax server.

Changing the configuration of a cluster

About this task

Use the following steps to add or delete servers with the application role from an existing
cluster. To set up a cluster for the first time, see Configuring a cluster on page 99.

Procedure

1. On the Administration menu, click Messaging > Server Settings (Application)
> Cluster.

2. Enter the appropriate information in the fields.
For more information, see Cluster field descriptions on page 103.

3. Click Apply.
The system displays a confirmation message.

4. Click OK to proceed.

Configuring storage capacity for offline call answering
Procedure
1. On the Administration menu, click Messaging > Server Settings (Application)

> Cluster.

2. In the Disk usage quota field, enter the information in bytes.
The default is 80 GB.

° Note:

This is an advanced setting. You must consult your account representative before
you enter information in this field.

3. Click Apply.
The system displays a confirmation message.

4. Click OK to proceed.
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5. On the Administration menu, click Messaging > Advanced (Application) >
Miscellaneous.

6. In the Delete cached voice messages from the cache after field, enter the time
in hours.
The default is 72 hours.

If you increase the default time in the Delete cached voice messages from the
cache after field without increasing the value in the Disk usage quota field, you
could fill up the default quota of 80 GB.

To prevent this, you must check your current usage.

7. On the Administration menu, click Messaging > Server Information > Cache
Statistics (Application).
Check the Storage Usage section. You can view the percentage of storage used
and your disk usage quota.

8. Click Apply.
The system displays a confirmation message.

9. Click OK to proceed.

External servers

Changing external SMTP hosts

About this task

When you administer the storage role for the first time, you integrate Messaging with an
external SMTP host server and a mail gateway. The external SMTP host forwards outbound
email and is required to support notifications. Using the mail gateway, you can enable
Messaging to connect to other mail systems.

When you change the external SMTP server, you must also update the mail gateway.

Procedure

1. To change the external SMTP host server, see Administering the external SMTP
host on page 41.

2. To change the mail gateway, see Adding a mailbox gateway on page 42.
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Chapter 8: Managing users

User overview

You can manage users only using the storage server SMI, and not the application server SMI.
If you configure a server to be an application-only server, the navigation pane displays a subset
of the administration options. You cannot open storage-role Web pages from the navigation
pane.

To open storage-role Web pages, you must gain access to the storage server.

Users are subscribers with voice messaging capability.

* Local users are served from the same Messaging system, regardless of the location of
their home telephony server. You use the User Management Web page to add, change,
or delete a local user or an info mailbox.

* Remote users are served by a voice mail domain that is different from the voice mail
domain of the local users. You must regularly update the list of remote users on your
system to keep the system functioning properly.

Both local and remote users are members of the same voice mail network within your
organization. Usually, local and remote users exchange messages with each other regularly.

User options for responding to messages

Users have the following options to respond to Call Answer messages from local or remote
users:

» Send a reply message.
+ Call the user who left the message.
* Generate an email response to the message if the user enabled Notify Me.

The options depend on how you:
» Administer dial rules for local users.
* Set up the mapping tables that enable your local system to recognize remote users.
+ Coordinate remote updates with the administrators of remote systems.

Dial rules

Dial rules determine how local users can respond to messages from callers. Different rules
apply to remote users and to callers who are not members of your organization. For example,
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local users might be able to return a call from a remote user by replying to a Call Answer
message. However, local users must dial the telephone number of the callers who are not
members of your organization.

Your local Messaging system must identify remote users so that the Messaging system can
apply dial rules correctly and retrieve directory information about the user.

For more information on dial rules, see Defining dial rules on page 85.

Mapping tables

Use the mapping tables to enable your local system to send messages from a local user to a
remote extension. The system uses the mapping tables to change the telephony server
extensions or network addresses of remote users to telephone numbers that your local system
can recognize. The system then shares these telephone numbers between all messaging
systems in your voice mail network.

Messaging systems use the telephone numbers to identify the callers over the network. For
example, when a local user receives a call from a remote user, the system uses the telephone
number to retrieve information regarding the caller.

You can create mapping tables when you add a network server to your system. See Adding a
network server on page 113.

Remote updates
Your local system maintains a list of remote users. Remote updates keep this list up to date.

As the administrator of your local system, you must ensure that the administrator for each
remote system in your voice mail network agrees to allow remote updates from your local
system. You must then update the list of remote users on your local system regularly.

For more information, see Remote updates on page 152.

Manage local users

Adding users

Use this task to add users to the Messaging system. You can select any of the configured
storage destinations for your messages.

If you have users that are already created in Active Directory, you can add these users directly
to the Messaging system without having to manually configure the user values. For more
information, see Adding users from Active Directory on page 135.
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You cannot add users if the storage destination is Exchange and any of the following conditions
are true on the System Ports and Access Web page:

* The value in the Privacy Enforcement Level field is Voice
* The value in the Automatic Mail Forwarding field is no
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.
2. In the Add a new user area on the User Management Web page, click Add.

3. Enter the appropriate information in the fields.
For more information, see User Management Properties field descriptions on
page 139.

4. Click Save.

If appropriate, you can designate the user as an attendant. See Assigning an
attendant number on page 86.

5. Repeat Step 2 through Step 4 for each additional user.

6. Notify the new users that the Messaging service is available.

Adding users from Active Directory

Use this task to add users that are already created in Active Directory to the Messaging
system.

You cannot add users if the storage destination is Exchange and any of the following conditions
are true on the System Ports and Access Web page:

* The value in the Privacy Enforcement Level field is Voice

* The value in the Automatic Mail Forwarding field is no
Before you begin

* You have configured the Exchange storage destination. For more information, see
Configuring a storage destination on page 52.

* Active Directory must include the user that you want to add to the Messaging system.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.
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2. In the Add User by AD Lookup area on the User Management Web page, select
any of the following from the Active Directory field name drop-down list:

» mail: Select this option and enter a valid Active Directory account e-mail
address in the text field.

« telephone number: Select this option and enter a valid Active Directory account
phone number in the text field.

The system uses the phone number to determine the site for the user based
on the site dial plan.

* name: Select this option and enter a valid Active Directory account name in
the text field.

For more information, see User Management field descriptions on page 138.

3. Click Look Up to perform a search in Active Directory.

* If a Messaging mailbox exists for the search result, the system displays a
message stating that Mailbox mailbox number already exists for the user that
you want to add.

* If the system displays multiple users on lookup, you must refine the results
such that the system displays a unique user.

« If the system displays a single user with no existing Messaging mailbox as the
search result, click Add to add the user in the Messaging system.

At a minimum, Active Directory must include the Mailbox and Voice mail
extension details for the user that you want to add.

4. Notify the new users that the Messaging service is available.
The default password for the new users is 12345.

Changing user properties
About this task
You can view and change the properties of users present in the Messaging system.

You can change a user name or extension without disrupting mailing lists. For example, if Jane
Doe is on a mailing list and her name changes to Jane Smith, Messaging automatically updates
the list. A unique, system-generated user ID, and not the name or extension, links the user
mailbox to lists and personal directories. You cannot access this system-generated ID.

You cannot change the user properties if the storage destination is Exchange and any of the
following conditions are true on the System Ports and Access Web page:

* The value in the Privacy Enforcement Level field is Voice
* The value in the Automatic Mail Forwarding field is no
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Procedure

1. On the Administration menu, click Messaging > Reports (Storage) > Users.

2. Use the built-in filters to locate the user you want to edit and then click the
appropriate Mailbox number.
You can also change user properties from the User Management Web page.
However, this page does not have filters that assist you in locating a specific
user.

3. On the User Management > Properties Web page, change the user information as
appropriate.
For more information, see User Management Properties field descriptions on
page 139.

4. Click Save.
The system saves the user properties.

Deleting users
Procedure

1. On the Administration menu, click Messaging > Reports (Storage) > Users.

2. Use the built-in filters to locate the user that you want to delete and then click the
appropriate Mailbox number.
You can also delete users from the User Management Web page. However, the
User Management Web page does not have filters that assist you in locating a
specific user.

3. On the User Management > Properties Web page, click Delete.
For information about the fields, see User Management Properties field
descriptions on page 139.

4. In the confirmation screen, click OK to continue.
The system deletes the user.

Speech recognition

The name of a user, info mailbox, or distribution list might not follow the pronunciation rules of
the primary language for your system. To increase the likelihood that the speech recognition
feature recognizes the name, you can spell the name the way you would pronounce the
name.
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Speech recognition in both Speech Auto Attendant and Speech Enabled Message Addressing
uses the following fields:

* First name + Last name
* Display name
* Pronounceable name

There is no search order between these fields. A match is a match. You must use the
Pronounceable name field to increase speech recognition. However, you can use the other
fields to increase the recognition rate.

For example, if the primary language of your system is English, spell Dan DuBois as Dan
Doobwah.

You can also enter an alternative name for the user. For example, William Bell might also be
known as Bill Bell. In the User Properties Web page, if you enter William in the First
name field, Be11 in the Last name field, and Bi11 Bell in the Pronounceable name field,
the speech engine recognizes both William Bell and Bill Bell.

Each site has a default language setting. You must specify the user name using the language
associated with the user site. If an Auto Attendant includes other sites that have different default
languages, the callers at Auto Attendant will have to say the names in the language specified
to look up a user.

For example, Site 1 has the default site language set to US English. Additionally, Site 1 Auto
Attendant includes Site 2 where the default site language is set to Canadian French. The caller
has to use French to look up a user in Site 2 or use English to look up a user in Site 1.

Hence, when including other sites in the same Auto Attendant, Avaya recommends that you
must ensure that all sites have the same default site language to ensure optimal recognition
accuracy and efficiency.

User Management field descriptions

Name ‘ Description

License Status

License mode The license modes include:
* Normal
 Restricted

* Error

Edit User / Info Mailbox

Identifier The mailbox number for the user whose
properties you want to edit.

Add User/Info Mailbox
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Name Description
Add a new user The Add button opens the User
Management > Properties for the New User
Web page.
Add a new Info Mailbox The Add button opens the User

Management > Properties for the New Info
Mailbox Web page.

Add User by AD lookup This section is only available if you configure
the Exchange storage destination.

AD search To perform an Active Directory search, the
Messaging system provides the Active
Directory field name drop-down list,
comparator drop-down list, and a text field for
you to enter data.

You can perform an Active Directory search
using any of the following:

* mail
* telephone number

* hame

User Management > Properties field descriptions

Name ‘ Description

User Properties

First name The first name of the user.

Last name The last name of the user.

Display name The name that Messaging displays during
communications.

ASCIl name The ASCII name of the user.

Storage destination The storage destination for your messages. The
options are:

» Avaya Message Store

* Microsoft Exchange

Exchange Properties

Exchange email address The Exchange email address.
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Name

Description

The system does not display the field if the current
message storage destination is Avaya Message
Store.

Exchange server FQDN

The FQDN for Microsoft Exchange.

The system does not display the field if the current
message storage destination is Avaya Message
Store.

If you select the Use Autodiscover service check
box on the Storage Destinations Web page, you
cannot edit the field. After you click Save, the system
populates the field.

Site

The name of the site on which the useris a
member.

For more information about sites, see Setting site
properties for the first time on page 83.

Mailbox number

The mailbox number of the user. All mailbox numbers
must be unique.

Internal Identifier

The internal identifier of the user.
The system displays this field only if you are editing
an existing user.

Numeric address

The unique identifier for the user.
The system displays this field only if you are editing
an existing user.

Extension

The telephone extension of the user.

The extension length must match the site length. For
more information, see Sites field descriptions on
page 89.

Usually, the extension is unique. However, if you
share the extension with another user, Messaging
displays the name of both the users and prompts
callers to select the desired mailbox.

Include in Auto Attendant
directory

The Messaging system adds the user to the Auto
Attendant directory.
See Sites field descriptions on page 89.

Additional extensions

The additional extensions roll over to the same voice-
messaging mailbox.

You define additional extensions when a mailbox
migrates from a legacy phone system. For example,
when you must maintain both the old and the new
extension in the internal directory.

Class of Service

The CoS of the user.

Select the CoS from the drop-down list. The CoS
controls user access to features and provides
general settings such as mailbox size.
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Name Description

For more information, see Class of Service
overview on page 155.

Pronounceable name The pronounceable name of a user.

The name of a user, info mailbox, or distribution list
might not follow the pronunciation rules of the
primary language for your system. To increase the
likelihood of the Speech Recognition feature
recognizing the name, spell the name, as you would
pronounce the name.

For example, if the primary language of your system
is English, spell Dan DuBois as Dan Doobwah.
You can also enter an alternative name for the user.
For example, William Bell might also be known as Bill
Bell. If you enter William in the First name field,
Bell in the Last name field,and Bi1l1 Bellin
the Pronounceable name field, the speech engine
recognizes both William Bell and Bill Bell.

MWI enabled The field to enable the message waiting indicator
(MWI) light feature. The options are:

* Yes: When the user has a deskphone
» No: When the user has a voice mailbox only

* ByCOS: When the CoS controls how the system
enables MWI

The MWI enabled field overrules the MWI setting
defined by the CoS to which the user is associated.

Miscellaneous 1 The additional information about the user.

The value in the Miscellaneous 1 field in the
Messaging system is found only on the SMI page and
nowhere else.

Miscellaneous 2 The additional information about the user.

The value in the Miscellaneous 2 field in the
Messaging system is found only on the SMI page and
nowhere else.

New password The password the user must use to log in to the
Messaging mailbox.

Passwords cannot match the voice mailbox number,
cannot be sequential numbers, and cannot contain
the mailbox number.

If you do not enter a value for an existing user, the
system does not change the existing password.

Confirm password The password that the user must enter to confirm the
value in the New Password field.
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Name Description

Enter a password only if you are adding a new
password or changing an existing password.

User must change voice The check box to enable the user to change the
messaging password at next password the next time the users call in to the voice
logon mailboxes.

By default, Messaging requires that new users
change the temporary passwords when the users log
in to the mailbox for the first time.

Voice messaging password The check box to enable the user to continue using

expired the password even after the password has expired.
If a user password expires, Messaging enables the
check box.

Clear the check box to allow the user to continue
using the expired password.

Locked out from voice messaging | The check box to prevent the user from accessing
the Messaging system.

Messaging automatically locks the system when the
user fails to enter proper login credentials after a
certain number of consecutive failed attempts.

The Lock out users after field on the System
Policies Web page determines the number of
consecutive failed attempts that the system allows.
Clear the check box to provide the user access to the

system.
Advanced Tasks
Reset the message waiting The option to reset Message Waiting Indicator (MWI)
indicator for extension for the user extension.

For an Exchange user, use Reset to:

* Rediscover the EWS server if you have selected
the Use Autodiscover service check box on the
Storage Destinations Web page.

» Resubscribe to push subscriptions.

* Reset MWI if you have enabled MWI for that
user.

For an Avaya message store user, clicking Reset
only resets MWI.

User Preferences

Open User Preferences The link to open the User Preferences Web page for
the user whose details you are viewing.
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Configuring system policies

Use the System Policies Web page to configure advanced settings for the Messaging

system.

Procedure

1. Use a privileged user account and password to log in to the server that is running

the storage role.

2. On the Administration menu, click Messaging > Messaging System (Storage)

> System Policies.

3. On the System Policies Web page, enter the appropriate information.

For more information, see System Policies field descriptions on page 143.

4. Click Save.

The system saves the details.

System Policies field descriptions

Name

Description

Password Policy

Minimum password length

The minimum number of characters required
for a password.

The default is 4.

The range is 3 to 15.

Maximum password length

The maximum number of characters
required for a password.

The default is 15.

The range is 3 to 15.

User passwords expire

The number of days after which the
password expires.

The default is 0.

The range is 0 to 999.

Warn users

The number of days before the current
password expires and the day the system
starts sending the user a warning to change
the password.

The default is 0.

The range is 0 to 999.
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Name Description

The number of failed login attempts before
the system locks the user account.

The default is 9.

The range is 0 to 99.

Lock out users after

Caller Applications Administrator

The password for accessing Caller
Applications Editor.

Password

Confirm the password for accessing Caller
Applications Editor.

Confirm password

Private Messages

This setting is relevant if you have enabled
the email notification in the CoS for one or
more users.

The system allows you to send private
messages as email notifications to the user
mailbox.

The options are:

Allow email notification for private
messages

* Yes, with or without recording
* Yes, only without recording
* No

If allowed, users receive email notifications
depending on the Notify Me settings within
their personal User Preferences. The system
delivers email notifications in the .wav file
format.

The following table describes the various combinations for a user to receive a private message
email notification:

Result

System Policies - Allow
email notification for
private messages

User Preferences: Notify
Me - Email Notifications

Yes, with or without
recording

E-mail me a notification for
each voice message

User receives email
notification without the
recording.

Yes, with or without
recording

E-mail me a notification for
each voice message and
include the recording

User receives email
notification with or without
the recording.

Yes, only without recording

E-mail me a notification for
each voice message

User receives email
notification without the
recording.
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System Policies - Allow
email notification for
private messages

User Preferences: Notify
Me - Email Notifications

Result

Yes, only without recording

E-mail me a notification for

User receives email

notification without the
recording.

each voice message and
include the recording

User does not receive email
notification.

No E-mail me a notification for
each voice message

User does not receive email
notification.

No E-mail me a notification for
each voice message and
include the recording

Manage info mailboxes

Info mailbox overview
An info mailbox plays greetings and provides information to a caller. However, a caller cannot
leave a message in the info mailbox. Examples of the content of an info mailbox include:
* Directions to your location.
* Your business hours.
* Weather or road conditions.
 School enrollment or closing announcements.
* Human resources announcements.

* The name of the info mailbox in the Auto Attendant directory is a Text-to-Speech playback
of the display name.

* Info Mailbox is the default name of the CoS that controls the maximum length of a
recorded message in an info mailbox.

* The default value for the maximum length of a message in an info mailbox is 5 minutes.
You can change the default value on the Class of Service Web page. See Changing a
Class of Service on page 156.
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Adding an info mailbox
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.

2. In the Add a new Info Mailbox area, click Add.

3. Enter the appropriate information in the fields.
For more information, see Properties for New Info Mailbox field descriptions on
page 146.

4. Click Save.
The info mailbox does not require a seat license.

The system adds the info mailbox.

Next steps
Use your TUI to record the voice message for the info mailbox.

Properties for New Info Mailbox field descriptions

Name Description

First name The first name of the info mailbox.

Last name The last name of the info mailbox.
Display name The display name of the info mailbox that

Messaging displays during
communications.

Site The name of the site of which the info
mailbox is a member.

For more information about sites, see Setting
site properties for the first time on page 83.

Mailbox number The mailbox number of the info mailbox. All
mailbox numbers must be unique.

Internal Identifier The email address of the info mailbox. The
system displays this field only if you are
editing an existing user.

Numeric Address The unique identifier of the info mailbox. The
system displays this field only if you are
editing an existing user.
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Name

Description

Extension

The telephone extension of the info mailbox.
The extension length must match the site
length. For more information, see Sites field

descriptions on page 89.

Include in Auto Attendant directory

Adds the mailbox to the Auto Attendant
directory.
See Sites field descriptions on page 89.

Additional Extensions

Additional extensions that roll over to the
same voice messaging mailbox.

Additional extensions are often defined when
a mailbox migrates from a legacy phone
system, for example, when both the old and
the new extensions need to be maintained in
the internal directory.

Class of Service

The CoS of the info mailbox, usually Info
Mailbox. The CoS controls user access to
features and provides general settings such
as mailbox size.

For more information, see Class of Service
overview on page 155.

Pronounceable name

The name of an info mailbox might not follow
the pronunciation rules of the primary
language for your system. To increase the
likelihood of the Speech Recognition feature
recognizing the name, spell the name, as you
would pronounce the name.

For example, if the primary language of your
system is English, spell Dan DuBois as Dan
Doobwah.

You can also enter an alternative name for
the mailbox. For example, if you enter
Hours in the Last name field, and
Business hours in the Pronounceable
name field, the speech engine recognizes
both names.

After the Greeting Plays

The action Messaging takes after playing the
greeting. The options are:

* Hang up

* Transfer to the mailbox number that you
enter

New password

The password the user must use to log in to
the Messaging mailbox.
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Name Description

If you do not enter a value for an existing info
mailbox, the system does not change the
existing password.

Confirm password Confirmation of the value in the New
Password field.

Enter a password only if you are adding a
new password or changing an existing

password.
User must change voice messaging To force users to change passwords the next
password at next logon time the users call in to their info mailboxes.

By default, Messaging requires that new
users change the temporary passwords
when the users log in to the mailbox for the
first time.

Voice messaging password expired To allow the user to continue using the user
password that has expired. If a user
password expires, Messaging enables the
check box.

Clear the check box to allow the user to
continue using the expired password.

Locked out from voice messaging Prevent user access to the Messaging
system. Messaging automatically locks the
system when the user fails to enter proper
login credentials after a certain number of
consecutive failed attempts.

The Lock out users after field on the
System Policies Web page determines the
number of allowable consecutive failed
attempts.

Clear the check box to provide the user
access to the system.

Manage mailboxes

Adding a mailbox
Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.
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In the Add a new user area on the User Management Web page, click Add.
Enter the appropriate information in the fields.
Click Save.

Repeat Step 2 through Step 4 for each additional user mailbox that you want to
add.

6. Notify the new users that the Messaging service is available.
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Deleting a mailbox
Procedure

1. On the Administration menu, click Messaging > Reports (Storage) > Users.
2. Use the built-in filters to locate the user mailbox that you want to delete and then
click the appropriate Mailbox number.

You can also delete the user mailbox from the User Management Web page.
However, the User Management Web page does not have filters that assist you in
locating a specific user.

3. On the User Management > Properties Web page, click Delete.

4. In the confirmation screen, click OK to continue.
The system deletes the mailbox.

Unlocking the voice mailbox account

Use the following procedure to unlock the voice mailbox account of a user.

Procedure

1. On the Administration menu, click Messaging > Reports (Storage) > Users.
2. Use the built-in filters to locate the user mailbox that you want to update and then
click the appropriate Mailbox number.

You can also change the user properties from the User Management Web page.
However, the User Management Web page does not have filters that assist you in
locating a specific user.

3. Onthe User Management > Properties Web page, clear the Locked out from voice
messaging check box.

By clearing the Locked out from voice messaging check box, the user can use
the correct login credentials to log in to the voice mailbox at the next logon.
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Messaging automatically locks the system when the user fails to enter proper login
credentials after a certain number of consecutive failed attempts.

Using the Lock out users after field on the System Policies Web page, you can
set the number of consecutive failed attempts for the system.

. Click Save.

The system saves the settings.

Resetting the voice mailbox password

Use the following procedure to reset the voice mailbox password of a user.

Procedure

1.
2.

On the Administration menu, click Messaging > Reports (Storage) > Users.

Use the built-in filters to locate the user mailbox that you want to update and then
click the appropriate Mailbox number.
You can also change the user properties from the User Management Web page.

However, the User Management Web page does not have filters that assist you in
locating a specific user.

. Onthe User Management > Properties Web page, in the New password field, enter

a password that the user must use to log in to the Messaging mailbox.

Passwords must not match the voice mailbox number, cannot be sequential
numbers, and cannot contain the mailbox number. If you do not enter a value for
an existing user, the system does not change the existing password.

In the Confirm password field, re-enter the password that you entered in the New
password field.

You must complete this field only if you are adding a new password or changing an
existing password.

Click Save.
The system saves the settings.

Changing the voice mailbox password

Use the following procedure to enable a user to change the voice mailbox password at the
next logon.
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Procedure

1. On the Administration menu, click Messaging > Reports (Storage) > Users.

2. Use the built-in filters to locate the user mailbox that you want to update and then
click the appropriate Mailbox number.

You can also change the user properties from the User Management Web page.

However, the User Management Web page does not have filters that assist you in
locating a specific user.

3. On the User Management > Properties Web page, select the User must change
voice messaging password at next logon check box.

By selecting the check box, you force the user to change the voice mailbox
password at next logon. By default, Messaging requires that new users change the
temporary password when the users log in to the voice mailbox for the first time.

4. Click Save.
The system saves the settings.

Manage remote users

Types of remote users

Your voice mail network can include the following types of remote users:

* Administered remote users: Users defined as remote users within the local system. You
must define remote users when you:

- Conduct remote updates. For more information, see Remote updates on
page 152.

- Manually administer a remote user instead of waiting for a remote update. For more
information, see Running a remote update manually on page 153.

* Unverified remote users: Remote users are unknown to the local system. Unverified
remote users automatically become verified non-administered remote users when the
system goes through the remote update process.

* Verified non-administered remote users: Remote users are present in the local database
only because these users have successfully exchanged messages with the local
system.
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Addressing remote users

You can address remote users using the numeric address, dial by name, or speech addressing
feature.

Remote updates

Remote updates provide an automatic method of administering remote users. Using remote
updates:

* You can automatically add all remote users who need to exchange messages across the
network.

* Your local Messaging system can exchange user information with each remote
Messaging system that you have administered on the local system.

Remote updates greatly reduce the time required to set up the Messaging digital network.
Using the remote updates feature depends on:

* The number of users in your network.
* The size and disk space of your local system.
* The number of networking ports that you are using.

You also can manually enter remote user information. Before you administer your user or
remotely update information, consult with the remote system administrators in your network.
Each remote system administrator must determine whether to use remote updates.

Types of remote updates
The following types of remote updates are available:

Complete updates

Complete updates exchange all user information between all systems. When you add a new
system to the network, each existing system must request a complete update from the new
system to add the new users to the network. Complete updates might involve thousands of
users and require heavy system resources. Therefore, you must perform complete updates
during non-prime time to reduce the impact on system users.

Additionally, the local Messaging system can automatically schedule a complete update during
non-prime time from a remote system if the local system detects discrepancies among
databases.

Partial updates

Partial updates occur on a regular basis to add or change information for users. For example,
a partial update occurs when you add a new user to a remote system or a local system.

When all systems in the network allow remote updates, the system whose database of users
has changed notifies each system in the network.
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Setting up remote updates

Complete this procedure on each Messaging server in your local system.

Before you begin
» The administrator for each remote system has agreed to allow remote updates from your
local system.

* Your local server connects to at least one remote server. See Adding a network
server on page 113.

Procedure

1. On the Administration menu, click Messaging > Server Settings (Storage) >
Networked Servers.

If you already have servers networked to your local Messaging system, the Manage
Networked Servers Web page displays the details of each server.

Select the server that you want to enable for remote updates.
Click Edit the Selected Networked Server.
Enable the Updates In and Updates Out fields.

Click Save.
The system modifies the server information successfully.
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6. Repeat the procedure on each networked server from which you want to receive
remote updates.

Running a remote update manually

About this task

If you need to quickly populate the user database or correct database inconsistencies that the
system discovered during an audit, you must manually run a remote update.

° Note:

Avoid running the remote update during prime time hours. Depending on the number of
users on the remote system, the remote update may take hours to complete.

Procedure

1. On the Administration menu, click Messaging > Server Reports >
Measurements (Storage).
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10.
11.
12.

On the Messaging Measurements Web page, select Feature from the Type drop-
down list.

Set the Cycle to Daily.
Click Get Report.
Note the current number of remote users.

On the Administration menu, click Messaging > Server Settings (Storage) >
Request Remote Update.

On the Request Remote Update Web page, select a server from the drop-down
list.

. Click Request Update.

© Tip:
Click Refresh Update Status to verify the status of the update.

Return to the Messaging Measurements Web page and confirm the number of
remote users.

Repeat Step 2 through Step 5.
On the Administration menu, click Messaging > Logs > Administrator.

On the Administrator's Log Web page, click Display and verify that no conflicts or
problems occurred with the remote update.

Request Remote Update field descriptions

Name Description
Request Update Request a remote update of user data.
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Class of Service overview

A CoS defines the privileges and the features assigned to a group of users.

*» Use the Class of Service Web page to define each CoS, create new CoSs, and change
or rename existing CoSs. You can create a maximum of 512 CoSs. The maximum storage
size for a CoS is 65536 KB.

» Use the User Management Web page to assign a previously defined CoS to a user.
Default Classes of Service:

Messaging comes with the following default CoSs that you can assign to each user:
* Standard or Enhanced: To allow local and domestic long-distance dialing.
» Executive: To allow local, domestic long-distance, and international dialing.

* Info Mailbox: To create a message for an info mailbox. A typical informational message
might include details about directions, business hours, weather, or human resources
information. You can record messages for an info mailbox that take up to 5 minutes to

play.
To create an info mailbox, follow the instructions for Adding an info mailbox on

page 146. You cannot create an info mailbox by assigning the Info Mailbox CoS to the
user.

An info mailbox does not require a seat license.

* Administrator allows you to send system broadcast messages. A typical system broadcast
message includes announcements or instructions from the system administrator about
the voice mail system. This CoS is unrelated to the administrative privileges handled
through the Server (Maintenance) RBAC administration. Messaging supports two levels
of broadcast messages.

- System level: Subscribers with system level broadcast recording privilege can record
system level broadcast messages. The system level broadcast message goes to all
subscribers who belong to the sites managed by the application server.

- Site level: Subscribers with site level broadcast recording privilege can record site
level broadcast messages. The site level broadcast message is restricted to only the
subscribers who share the same site as the recording subscriber.

Administering Avaya Aura® Messaging R6.2 December 2013 155



Class of Service

° Note:

Site level broadcast message recording is only supported in the Aria TUL.

* ELA allows you to use the Enhanced-List Application.

For more information, see Class of Service field descriptions on page 158.

Adding a Class of Service
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Class of Service.

2. On the Class of Service Web page, click Add New.

3. Enter the appropriate information in the Class of Service Web page.
For more information, see Class of Service field descriptions on page 158.

4. Click Save.
The system saves the details.

Changing a Class of Service

The CoS control of a feature only extends to controlling access to the GUI or TUI where the
user manages the feature. If a user had the feature enabled previously, the CoS does not
switch off the feature.

The following features are actively enabled by users, and will therefore keep on functioning
even if you change the CoS definition of a user to disallow the use of the enabled feature any
more:

» Reach Me
* Notify Me

You must disable the above features using the User Preferences Web pages prior to disabling
the features from the CoS.

° Note:

If you use the CoS to disable the above features prior to disabling from the User Preferences
Web pages, the user can no longer change the settings for these features. However, if you
enabled the feature previously, the user can continue to use the feature. Hence, you must
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ensure that the users are no longer using the features that are to be deleted from their CoS,
prior to implementing this change.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> Class of Service.

2. Select the CoS that you want to change from the Class of Service drop-down
list.

3. Make your changes.
For information about the fields on this page, see Class of Service field
descriptions on page 158.

4. Click Save.
The system saves the changes.

Deleting a Class of Service
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Class of Service.

2. Select the CoS that you want to delete from the Class of Service drop-down list.

3. Click Delete.
The system displays a confirmation dialog.

4. Click OK to proceed.
The system deletes the CoS.

Basic and Mainstream mailbox licensing

Messaging offers mailbox licenses for Basic and Mainstream users.

* Basic: Provides the basic call answering and voice messaging functionality.

» Mainstream: Provides the full functionality of the Messaging system that includes call
answering, voice messaging, Reach Me, Notify Me, fax support, speech based features,
and IMAP access to the Avaya message store.

Administrators can mix the Basic and Mainstream seat licenses on the Messaging system.
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Messaging offers a cost effective licensing model as customers who want only the Basic
messaging features can purchase lower cost Basic mailbox licenses. Customers who want
advanced capabilities can purchase the Mainstream mailbox licenses.

License status

The License Status Web page displays the type of license mode used in the Messaging system
and error information. The Web page also displays the status of the license as enabled or
disabled.

License modes include:

» Normal: The system also displays the license name, the number of users who have
acquired a license, and the number of licenses your organization has purchased.

* Restricted: The system also displays information about the restriction.
 Error: The system indicates that you are in the grace period for new licenses.

The Messaging system provides a grace period of 30 days after the license expires. In the
grace period, the License Status Web page displays a warning message. After the grace
period, the system disables all user management activities except deleting users and all User
Preferences changes. The only exception is that users can still change the password. This is
to allow users to recover from lockout situations.

To view the License Status Web page, on the Administration menu, click Licensing >
Licensing > License Status.

Class of Service field descriptions

Name Description
Class of Service The name of the CoS.
General:
Name Description
Name A customized name for the CoS. A
descriptive name is more helpful than a
number.
ID The unique identification number for the
CoS.
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Class of Service field descriptions

Name Description
Required seat license The type of seat licensing required for users
who are members of this CoS. The options
are:

- Basic (VALUE_MSG_SEAT_BASIC)

* Mainstream
(VALUE_MSG_SEAT_MAINSTREAM)

The system does not display this field for a
new CoS. For more information on the types
of licensing, see Basic and Mainstream
mailbox licensing on page 157. The section
at the end of this table lists the features that
require a mainstream license.

Telephone User Interface The TUI for users assigned to this CoS. The
options are:

* Aria
« AUDIX
The default is Aria.

User can send to system distribution lists | To allow the user to send messages through
(ELAS) Enhanced-List Application (ELA) distribution
lists.

For more information about ELAs, see
Enhanced-List Application overview on
page 169.

Fax support Enables fax receiving for users assigned the
CoS using the fax receiving method
configured on the application servers for the
sites belonging to the user.

The selected fax support method must match
the fax receiving method configured on the
application servers for the sites belonging to
the user to ensure that Messaging displays
the correct fax options in User Preferences.
For more information, see the configuration
of the Fax receiving field in System
Parameters field descriptions on page 125.
If you have not configured fax support at the
CoS level, Messaging refuses fax
transmissions intended for users in that
CoS.

Dial-out privilege The types of calls that the system allows
users in this class to make when using the
Call Sender, Play on Phone, Reach Me and
Notify Me features. Possible values are
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Name Description

None, On Premise, Local, Long Distance,
and International.

User can use Reach Me The user can use the Reach Me feature.
Foranew CoS, the system selects this check
box by default.

If you clear the check box, the system does
not allow the user to update the Reach Me
page in User Preferences.

If you change the value in the Dial-out
privilege field to:

* None, the system clears and disables this
check box.

« anything else other than None, the system
enables and selects this check box.

Allow voice recognition for addressing The user can select recipients by saying their
(user can select recipients by saying their | name.

name) Foranew CoS, the system selects this check
box by default.

If you clear the check box, the system does
not allow the user to update the Voice
Recognition for Addressing area in the My
Phone page in User Preferences.

IMAP/POP3 access Indicates the use of an IMAP/POP3 client to
access the messages stores on an Avaya
message store. The options are:

* None

* Full: You can use an IMAP4/POP3 client to
access the messages stored on an Avaya
message store.

The default is Full.

Set Message Waiting Indicator (MWI) on | For users with an MWI lamp on their
user's desk phone deskphone, the lamp lights up when an
unheard message is in the inbox.

Enable password aging Indicates whether users must periodically
change their passwords. If users do not
change the user passwords within a
specified time, the passwords expire and
Messaging blocks the user until an
administrator resets the passwords.

The default is to disable password aging.
You can:
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Class of Service field descriptions

Name Description

» Set the aging parameters on the System
Policies Web page. See Configuring
system policies on page 143.

* Reset expired passwords by clearing the
Voice messaging password expired
field on the User Management >
Properties Web page. See Changing user
properties on page 136.

Broadcast message recording Indicates whether a user can send system
broadcast messages. The options are:

* None

* Allow system level broadcast message
recording: Subscribers with system level
broadcast recording privilege can record
system level broadcast messages.

« Allow site level broadcast message
recording: Subscribers with site level
broadcast recording privilege can record
site level broadcast messages. This option
is visible only when you have selected Aria
TUI from the Telephone User Interface
drop-down.

° Note:

Site level broadcast message recording is
only supported in the Aria TUL.
For broadcast messages, the MWI on the
deskphone of the user does not light up.

Greetings:
The Greetings fields control the number, type, and length of greetings that each user can
record.
Name Description
Normal greetings a user can record The number of greetings a user can record.
The options are:
* None
+ Personal internal and external greetings
* Personal and optional greetings
Maximum length The maximum length of a greeting in
seconds.
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Name Description

The range is 5 to 300 seconds for personal
and optional greetings.

The range is 5 to 90 seconds for extended
absence greeting.

User can record extended absence Specifies whether users can record an
greeting Extended Absence Greeting (EAG).

Callers cannot dial-through an EAG.

The system allows fax transmission even if a
user has EAG enabled.

Block message recording if extended The system blocks callers from leaving a
absence greeting is recorded message if the user has activated EAG.

Notifications:

Using the Notifications fields, the users can gain access to the notification features. The system
displays each notification feature that you enable on the Class of Service Web page on the
Notify Me Web page in User Preferences. The system hides features that you do not
enable.

After you complete the information on the Class of Service Web page, individual users can
gain access to User Preferences, enter their personal information on the General and Notify
Me Web pages, and begin using the Notify Me features that you enabled.

Name Description

Allow text message (or page) notification | The system sends a text notification to a
mobile phone or pager to notify the user that
the system delivered a new voice message
to the user mailbox.

If allowed:

* The administrator must provide the email
address for the appropriate SMS gateway.
See Adding mobile operators on
page 165.

» Users must enable the Notify Me settings
within their personal User Preferences.

Messaging supports only email based
(SMTP) pager and cellular notifications.

Allow outcalling notification Enables outcalling. Outcalling alerts a user
to new messages by having the system place
a call to that user. Outcalling requires that
users have the appropriate dial-out
privileges.

Maximum number of rings The maximum number of times the phone
that the user has designated as the outcall
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Class of Service field descriptions

Name

Description

phone rings before the system hangs up
during an outcall attempt.

The range is 1 to 10. This field is disabled if
Allow outcalling notification is No.

Start after

The length of the delay between the time a
user receives a message and the first outcall
attempt.

The range is 0 minutes to 24 hours.

If no-answer or busy, retry after

The length of the delay between an
unsuccessful outcall attempt and a new
outcall attempt. The called phone can be
unanswered or busy.

The range is 5 minutes to 24 hours.

Stop after

The length of the delay between the time the
user received the message and the system
ends the outcall attempts.

The range is 0 minutes to 24 hours.

Allow email notification

The Messaging system sends a text
message to an email address to notify the
user that the system delivered a new voice
message to the user mailbox.

The options are:

* Yes, with or without recording
* Yes, only without recording
* No

If allowed, users must also enable the Notify
Me settings in User Preferences. The system
delivers email notifications in the .wav file
format.

Message Storage:

Using the Message Storage fields, you can control the amount of space that a user has on the

message store.

Name

Description

Maximum storage space

The maximum storage space allocated to an
individual user.

The range is 0 to 65536 KB.

The default is 65536 KB.

Maximum call answer message length

The maximum duration of call answer
messages a user can receive.
The range is 64 to 46880 KB.
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Name Description
The default is 2400 KB.

Message Retention:

Using the Message Retention fields, you can control the amount of time the system stores
messages for the user.

Name Description
Unread messages in Inbox folder The numbers of days the unread messages
are stored in the Inbox folder. The options
are:

 Keep messages forever.

* Delete messages after the specified
number of days.

By default, the Messaging system deletes
the messages after 45 days.
The range is 0 to 999.

Read messages in Inbox folder The numbers of days the read messages are
stored in the Inbox folder. The options are:

« Keep messages forever.

 Delete messages after the specified
number of days.

By default, the Messaging system deletes
the messages after 45 days.
The range is 0 to 999.

Messages in other folders Users with IMAP access to mailbox can
create folders in addition to their Inbox folder.
This setting controls the number of days
messages are stored in a folder that the user
creates. The options are:

 Keep messages forever.

* Delete messages after the specified
number of days.

By default, the Messaging system deletes
the messages after 45 days.
The range is 0 to 999.

The mainstream license is required for only the following features:
* Reach Me
* Notify Me

- Text message or page notification
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Adding mobile operators

- Phone call to a telephone or mobile phone
- Email copy
* Fax
- Detect and transfer to fax server
- Receive and forward to email
* IMAP access to Avaya message store
» Speech based features
- Speech recognition for addressing
- Basic Speech Auto Attendant
- Access to Avaya one-X® Speech

All other Messaging features are available without requiring a mainstream license.

Adding mobile operators

If you allow users to receive text messages or pages on a mobile device, you must provide the
address of the mail gateway for each mobile operator that your users might have.

The website for each mobile operator usually provides information about the mail gateway.
Other websites provide a worldwide list of mobile operators that contains this information.
Avaya does not guarantee the accuracy or completeness of the information on these websites.
You must verify the information.

° Note:

Some mobile operators only provide this functionality as a part of a premium service
package.

Before you begin
Obtain the address of the mail gateway for each mobile operator that you plan to support.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Class of Service.

2. In the Notifications area of the Class of Service Web page, set the Allow text
message (or page) notification field to Yes.

Messaging supports only email based (SMTP) pager and cellular notifications.
3. Click the Mobile Operators link.
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4. Enter the appropriate information in the Mobile Operators Definitions for Text
Message Notifications area.

For more information, see Mobile Operators field descriptions on page 167.

5. Click Save.
The system saves the mobile definitions.

Next steps

Test the mail gateway for each mobile operator that you plan to support. See Testing mail
gateways on page 166.

Testing mail gateways
Before you begin

» Complete the instructions for Adding mobile operators on page 165.

* Provide a test phone or pager for each mobile operator that you add to the Mobile
Operators Web page. Messaging supports only email based (SMTP) pager and cellular
notifications.

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)
> Class of Service.

2. In the Notifications area of the Class of Service Web page, click the Mobile
Operators link.

3. Ensure that the email gateway address for the mobile operator that you want to test
is present in the Mobile Operator Definitions for Text Message Notifications
area. If the email gateway address is not present, see Adding mobile operators on
page 165.

4. In the Test area, enter the appropriate information in the fields.
For more information, see Mobile Operators field descriptions on page 167.

5. Click Send.

6. Validate that the mobile device received the test message.
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Mobile Operators field descriptions

Mobile Operators field descriptions

Name Description

Internal ID A unique identifier that describes the mobile
operator.
The name is internal to your organization and
is invisible to users.

Description The name of the operator that is visible to

users.

Address template

The part of the email address that the
operator uses that is the same for all users.
The system substitutes {0} with the number
for the user. The system uses the number
from the Mobile phone or page field on the
General Web page of User Preferences.

If you need to add a prefix, put the prefix in
front of the {0} variable.

Mobile phone (or pager) number

The phone or pager number of the test
device.

Messaging supports only email based
(SMTP) pager and cellular notifications.

Mobile operator

The name of the mobile operator for the
email address you want to test.

The drop-down list displays the name that is
present in the Description field.

Message

The text you want to send to your test
device.

Deleting broadcast messages

If you select the Allow system level broadcast message recording or Allow site level

broadcast message recording from the Broadcast message recording drop-down list on

the Class of Service Web page, users can send broadcast messages using the TUI.

You can delete the broadcast message by logging in to the Aria TUI.

° Note:

You cannot delete the broadcast message using the Audix TUI.
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Procedure

1. Login to the TUI.

You will hear the following system prompt as part of the prompt for the mailbox main
menu for en-US language: For broadcast message, press 9.

. Press 9.

If there is a broadcast message, you will hear the following system prompt: To
review the broadcast message, press 1. To record a message,
press 2. To erase the broadcast message, press 3.

If there is no broadcast message, you will hear the following system prompt: There
is currently no broadcast message. To record a message, press
2.

3. To delete the broadcast message, press 3.
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Chapter 10: Distribution lists

Enhanced-List Application overview

You can use the Enhanced-List Application (ELA) to create distribution lists for delivering
messages to a large number of recipients.

Messaging supports a maximum of 1,000 ELA lists. Each ELA list can have a maximum of
1,500 members. You can nest ELA lists to create larger lists.

Implementation prerequisites
Before you implement ELA, obtain the following information:

« An available CoS number. The default for ELA is 8. ELA uses the CoS number for list
mailboxes and the shadow mailbox.

* A range of extensions to use for list mailboxes. You do not need this information to set
up ELA. However, you need this information to provide extensions for the list mailboxes
when you begin creating lists.

Implementing ELA
Procedure

Create and configure a shadow mailbox.
Configure ELA.
Create enhanced lists.

Add members to enhanced lists.

o N =

Test the enhanced list setup.

Creating a shadow mailbox

ELA distributes messages through a shadow mailbox. Use a configured shadow mailbox to
block recipients from replying to ELA senders or distribution lists.
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Procedure

1.

On the Administration menu, click Messaging > Messaging System (Storage)
> User Management.

In the Add a new user area, click Add.

3. Leave the First name field blank.

4. Enter a descriptive name in the Last name field.

For example, shadow do not reply.

5. Enter a Mailbox number.

6. Enter an Extension.

The extension must match the entry in the Mailbox number field.

Enter a password in the New password field.

. Confirm the password in the Confirm password field.
. Click Save.

For more information on the fields, see User Management Properties field
descriptions on page 139.

Next steps
Configure the shadow mailbox on the System Mailboxes Web page.

Configuring a shadow mailbox

Procedure

1.

On the Administration menu, click Messaging > Messaging System (Storage)
> System Mailboxes.

2. Enter the appropriate information required to configure a shadow mailbox.

For more information, see System Mailboxes field descriptions on page 171.

3. Click Save.

The system saves the configuration.
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System Mailboxes field descriptions

System Mailboxes field descriptions

Use the System Mailboxes Web page to make system-wide settings that apply to all users.

Name ‘ Description
SYSTEM MAILBOXES

Internet Postmaster Mailbox Number The postmaster is responsible for managing
the emails for a site.

The postmaster mailbox is a system-wide
mailbox set aside for the postmaster and is
integral to the operation of the Messaging

system.
Enhanced-List Application Shadow The mailbox number for the ELA shadow
Mailbox Number mailbox.

Messaging uses the shadow mailbox and the
Community ID settings to control the sending
privileges of users who address messages to

ELA lists.

SYSTEM ATTRIBUTES

Maximum Administered Remotes The maximum number of remote users that
Messaging accommodates.
The maximum value that you can enter is
250000.

Maximum Message Length The number of minutes or megabytes of the

longest message that a user can create.
You can set additional restrictions for users
on the Class of Service Web page.

Miscellaneous Field Names

Miscellaneous 1 Field Name Do not use these fields. Messaging will not
Miscellaneous 2 Field Name support these fields in a future release.

Miscellaneous 3 Field Name
Miscellaneous 4 Field Name

Administering Avaya Aura® Messaging R6.2 December 2013 171



Distribution lists

Adding a new ELA list

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)

> Enhanced List Management.

2. On the Manage Enhanced-Lists Web page, click Create a New List.

3. Enter the appropriate information in the fields.

For more information, see Create a New Enhanced-List field descriptions on

page 173.
4. Click Save.

The system saves the changes.

Next steps

* Reload the User List and Global Address List. For more information, see Loading lists on

page 175.

* Configure the External Hosts and Mail Options with the Alias field blank. For more
information, see Changing external SMTP hosts on page 131 and Configuring the mail

options on page 307.

Manage Enhanced-Lists field descriptions

172

Name

Description

Server Name

The IP address of the server.

Number of Enhanced-Lists

The number of enhanced lists.

List Name

The name of each enhanced list.

Mailbox Number

The local mailbox number of each enhanced
list.

Numeric Address

The unique identifying address of each
enhanced list that users use to send
messages to the ELA list.

Reply?

The system allows recipients of messages
distributed by Enhanced-List Application to
reply to list messages.
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Create a New Enhanced-List field descriptions

Name Description
Bcast? The system broadcasts messages sent to
this list to all local users.
To change the setting, select the list and then
click Change Attributes of Selected List.
Ccos The CoS assigned to each enhanced list.
CiD The Community ID of each enhanced list.

Create a New Enhanced-List field descriptions

Name

Description

BASIC INFORMATION
*(Required Fields)

*List Name The name of the list.
The name can include up to 29 alphanumeric
characters.

*Password The password for the Enhanced-List mailbox.

The password must include numeric characters from 5
to 15. When you change an existing Enhanced-List,
leave this field blank to retain the existing password.

If you use an email client to log in to the Enhanced-List
mailbox, you must enter this password. You must not
enter this password to send messages to the list.

*Mailbox Number

A 3 to 10-digit mailbox number.

ELA automatically creates a mailbox with this mailbox
number if a mailbox does not already exist. If a mailbox
with the specified number already exists, ELA converts
the existing mailbox into a list mailbox.

The mailbox number must:

* Be within the range of numbers assigned to your
system.

* Not be assigned to another local user.
* Be a valid length on the local machine.

On a multisite system, the user mailbox can be of any
length between 2 to 50 digits. The system validates the
user mailbox against the translation rules as set on the
application server.

Numeric Address

The unique identifier that users provide to address
messages within the voice mail network.
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Name

Description

The numeric address can contain the mailbox number.
However, the length of the numeric address must be at
least one digit different from the length of the mailbox
number.

For example, if a mailbox number 5671234 is in area
code 222, the numeric address is 2225671234.

PBX Extension

The primary telephone extension of the user.

The telephony server calls this number for an internal
call. The PBX Extension can be the same as the Mailbox
Number.

*Class Of Service (COS)

The CoS for ELA is 8—ELA.

*Community ID

Do not change this field.
The Community ID allows or denies voice mail among
different communities.

Messaging Locale

The language of the Messaging system.

ENHANCED-LIST FEATURES

Permit Reply to Sender?

Specifies whether the system allows recipients to send
replies to the originator of a message from an
Enhanced-List. The default is yes.

Broadcast to All Local
Subscribers?

The only option, off, sends ELA messages only to the
list members you specify on the Manage Enhanced-
List Web page.

The system sends all broadcast messages as priority
messages. Unheard broadcast messages do not take
up space in a recipient mailbox.

SUBSCRIBER DIRECTORY

Email Handle

The email handle of the list.

Messaging automatically populates this field when you
add a new list. However, you can change the value in
this field. Do not enter the machine name and domain
into this field. The system automatically adds this
information when a user sends or receives an email.
The default is <ListName>. For example: AcctDept .

Telephone Number

The telephone number of the list in the same format as
the system displays the number in address book listings,
such as in email client applications.

The entry does not have a specified format. However,
you must format all entries consistently. The entry can
be up to 32 characters long and can contain any
combination of digits (0 to 9), periods (.), hyphens (-) the
plus sign (+), and parentheses ().

Common Name

The common name of the list.
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Loading lists

Name Description

Messaging automatically populates this field when you
add a new list. However, you can change the value in
this field.

The system displays the Common Name in address
book listings, such as for email client applications. The
default entry is the same as the ListName.

ASCII Version of Name If the list name is in the multibyte character format, type
the ASCII translation of the list name.

SUBSCRIBER SECURITY

Immediately Expire Password? | Allows you to forcibly expire the mailbox password if you
have a security situation such as a change in mailbox
ownership.

The default is no.

Is Mailbox Locked? A user might complain that the mailbox is inaccessible,
that is, locked, possibly because of several
unsuccessful attempts to log in. In such situations, you
can add an extra layer of protection by selecting yes to
lock the mailbox in case of unsuccessful login attempts
and prevent access to the mailbox.

MISCELLANEQOUS

Miscellaneous1 Do not use these fields. Messaging will not support
Miscellaneous2 these fields in a future release.

Miscellaneous3
Miscellaneous4

Loading lists

About this task

Use the System Operations Web page to load the following lists:
* User List
* Global Address List

° Note:

After adding users, you must reload GAL or wait for the system nightly maintenance to view
the users on the Remote Users Reports Web page.

Procedure

1. On the Administration menu, click Messaging > Advanced (Application) >
System Operations.
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2. In the Reload Caches area, click Reload to load the appropriate list.

Administering an ELA List

After you create an ELA distribution list, the system displays the list on the Managed Enhanced-
List Web page.

Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> Enhanced List Management.

2. On the Manage Enhanced-Lists Web page, you can click on the respective buttons
to:

« Sort the lists.
* Display a report of all the lists.
* Create a new list. See Adding a new ELA list on page 172.

* Select a list and then open the list to display, add, or delete list members. You
can view the existing extensions and add new ones. You can add local users,
remote users, and email addresses. If you type a last name that is common to
more than one user, the system pops up a window so you can select the
desired user.

* Delete a list.
* Select a list to change the properties.

An ELA list can contain nested ELA lists.
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Sort Enhanced-List field descriptions

Sort Enhanced-List field descriptions

Name

Description

Sort Keys

The order in which the Manage Enhanced-
Lists Web page displays enhanced lists.

» The Primary column determines the first
sort key in ascending or descending
order.

» The Secondary column determines the
second sort key, in case of a tie in the
primary sort.

Sort Order

The order in which the system displays the
lists:

« ascending order (ato z, 0 to 9)

* descending order (z to a, 9 to 0)

Name

The name of each enhanced list.

Mailbox Number

The mailbox number of each enhanced list.

Numeric Address

The unique address of each enhanced list.

Class Of Service

The CoS number of each enhanced list.

Community ID

The community to which the system assigns
each enhanced list.

Report of Enhanced-Lists field descriptions

Name

Description

List Name

The name of each enhanced list.
You can click the list name to open the list
membership and manage the members.

Mailbox Number

The mailbox number of each enhanced list.

Numeric Address

The unique address of each enhanced list.

Reply?

Indicates whether recipients of messages
that ELA distributes can reply to enhanced
list messages.
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Name Description

Broadcast? Indicates whether the system broadcasts the
messages sent to the list to all local users.

CcOos The CoS number of each enhanced list.

CiD The community to which the system assigns
each enhanced list.

Managing enhanced-list members and administrators

Procedure

1. On the Administration menu, click Messaging > Messaging System (Storage)

> Enhanced List Management.
2. Select the list and click Open the Selected List.

The system displays the Enhanced-List Membership and Administrators page. This
page operates in two modes that you can toggle between: members list and
administrators list.

When you open the list, by default the system displays the members list.

* From the members list, you can administer members of the selected list. If you
click Administer Administrators button the system displays the
administrators list. Also, the system changes the Administer
Administrators button to the Administer Members button.

* From the administrator list, you can administer administrators of the selected
list. If you click Administer Members button the system displays the members
list. Also, the system changes the Administer Members button to the
Administer Administrators button.

. Onthe Enhanced-List Membership and Administrators page, from the members list,
you can click the respective buttons to:

» Add new members.

» Sort members by the mailbox number or address.
* Display a report of all members.

* Open the nested ELA list.

* Delete the selected member.

. On the Enhanced-List Membership and Administrators page, from the
administrators list, you can click the respective buttons to:

* Add users to the list of administrators. Users who are assigned administrator
roles in an ELA distribution list can see an Enhanced List page in User
Preferences. These users can add or delete members from the ELA
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distribution list. For more information, see Chapter 3: Customizing
Messaging of Using Avaya Aura® Messaging.

* Sort administrators by the mailbox number or address.

* Display a report of all administrators.

» Delete the selected administrator.

Enhanced-List Membership and Administrators field descriptions

Enhanced-List Membership and Administrators field

descriptions

Table 1: Common fields

Name

Description

List Name

The name of the enhanced list.

Replies Permitted?

Indicates whether the system allows
recipients of messages distributed by
Enhanced-List Application to reply to list
messages.

Broadcast?

Indicates whether the system broadcasts the
messages sent to the list to all local users.

List Mailbox Number

The local mailbox number of the enhanced
list.

Number of Members

The number of members in each list.

Number of Administrators

The number of administrators in each list.

Table 2: Manage members

Name Description
Enter Address The mailbox number or address of the
member.
Add Member Click to add a new member.

Member Name

The member name.

E-list?

Indicates whether the member belongs to the
enhanced list.

Mailbox Number/Address

The mailbox number or address of the
member.
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Table 3: Manage administrators

Name

Description

Enter Address

The mailbox number or address of the
administrator.

Add Administrator

Click to add a new administrator.

Administrator Name

The administrator name.

Mailbox Number/Address

The mailbox number or address of the
administrator.

Enhanced-List Membership Report field descriptions

Field name

Description

List Name

The name of the enhanced list.

Replies Permitted

Indicates whether the system allows
recipients of messages distributed by
Enhanced-List Application to reply to list
messages.

Broadcast

Indicates whether the system broadcasts the
messages sent to the list to all local users.

List Mailbox Number

The local mailbox number of the enhanced
list.

Number of Members

The number of members in each list.

Member Name

The member name.

E-List?

Indicates whether the member belongs to the
enhanced list.

Mailbox Number

The mailbox number of the member.

Numeric Address

The numeric address of the member.

Email Address

The email address of the member.
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Chapter 11: Caller applications

Caller applications overview

Caller applications enhance the TUI with custom menus and prompts that guide callers to the
appropriate recipient. A caller application contains all custom menus and prompts associated
with a unique mailbox.

When you create a caller application, you associate the caller application with a site. The
storage server for that site deploys the caller application to each application server in the
cluster. You can use the Microsoft Management Console (MMC) to import and export caller
applications as XML data to other storage servers in a multisite environment.

Because Messaging stores each caller application as an LDAP Contact in a central mailbox,
the system backs up caller applications each time you back up the message store.

Caller Applications Editor

Use Caller Applications Editor to create custom menus and to configure caller application
properties. In the Messaging environment, caller applications perform the same functions as
Automated Attendants. Caller Applications Editor runs as a plug-in within the MMC. You can
gain access to information about MMC through the MMC Help menu.

System requirements

To use Caller Applications Editor, you need:

» A computer that is running one of the following operating systems:
- Windows Server 2003
- Windows Server 2008
- Windows XP
- Windows Vista
- Windows 7

* The following software which is available from the Microsoft Download Center:
- MMC 3.0
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-.NET 3.5
» Administrative permissions on the computer.

Containers

Using a MMC container, you can group related items. MMC displays containers as folders in
the navigation pane of Caller Application Editor. For more information about containers, see
MMC Help.

Each caller application includes a container that stores parameters for the menu logic,
prerecorded prompts, schedules, and other information. When you create a container, you
map the container to a user account. Each caller application container includes the following
properties.

» The name of the caller application.

* A unique mailbox number and extension for the caller application.

» Any additional extensions that you want to associate with the caller application.
* A flag for including the caller application in the Auto Attendant directory.

» An optional pronounceable name that supports the speech recognition feature of Auto
Attendant.

» The time zone of the application server and not the storage server, if different.
* The caller menu logic.
For more information, see:

» Worksheet for container properties on page 189.

» New Caller Application field descriptions on page 196.

Prompts

182

You can use the following formats to create prompts that support the caller application menus:
* Prerecorded audio prompts in .wav format

* Text-to-Speech prompts
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Prompts

Recording an audio prompt
Procedure
1. Open the application that you use to record .wav files, such as Microsoft Sound
Recorder.

2. Set the recording parameters according to your requirement.

3. Speak into a microphone that is connected to the computer and record the
greeting.

4. Assign a name to the .wav file. Ensure that the resulting file name on the computer
has the .wav file extension as part of the name.

5. Play the greeting on the computer before you transfer the file to the greetings
source.

Changing the .wav file format

The .wav file requires the mu-law format, 8,000 kHz/8-bit mono. If you want to create an
application prompt from a .wav file, the .wav file must use the same encoding, G.711 PCM mu-
law, that all Caller Application prompts use. You must create an empty application prompt in
the usual way.

If the encoding is correct, you must simply drag the .wav file into Voice Control of the Caller
Applications Editor Prompt property page and save the file.

If the encoding is incorrect, you must use an application such as Microsoft Sound Recorder to
create a file with the correct encoding.

Text-to-Speech prompts

You can enter a Text-to-Speech prompt as simple text. However, the following characters
require additional encoding:

Unsupported characters Encoded characters
< &lt;
> &gt;
& &amp;
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Unsupported characters Encoded characters

' &apos;

“ &quot

Menus

Caller application menus are based on dual-tone multi-frequency (DTMF) key entries that route
calls to a unique mailbox. Use Caller Applications Editor to define menus that play during:

* Business hours
» Off hours
* Holidays

Menu components

Each menu includes:

* An On Answer welcome greeting that the caller hears when the system first answers a
call.

* An Instruction prompt that defines the menu actions.

* Up to 10 DTMF key entries that act upon the menu actions defined by the Instruction
prompt.

Menu flexibility

Caller Applications Editor guides you through the On Answer and Instruction prompts.
However, you must create the logic for the DTMF key entries. Use the built-in flexibility of the
key assignments to design custom menus that meet your specific needs. You must create the
key presses and the key sequence.

A Business Hours menu has a set of prompts and DTMF key entries. An Off Hours menu is
typically much simpler and can include only an On Answer prompt that explains that business
is closed. However, Caller Applications Editor provides the same set of options and the same
degree of flexibility for both types of menus.

Menu actions

When you create a menu, you must select the type of action that each key should perform.
These actions are:

Action Description
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Auto Attendant

Forwards the call to the Auto Attendant so
the caller can dial-by-name or dial-by-
extension.

Go to mailbox number

Routes the call to a specified voice-
messaging mailbox. For example, a non-
business hours mailbox or an information-
only mailbox.

Subscriber login

Routes the call to the voice messaging pilot
extension so that users can log in to the
personal mailbox.

Transfer to Caller Application

Transfers the call to an additional caller
application.

Continue menu

Invokes the next action in the menu. For
example, the Instructions prompt can use
this as the Next action.

Hang up

Ends the call.

Transfer to extension

The system transfers the call to another
extension. For example:

* Transfer to a specified extension, such as
Customer Service.

* When a user forwards calls to a caller-
application extension. For example, if an
employee changes internal extensions or if
a previously used extension is out of
service.

Not active The default for all DTMF keys before you
assign an action. Unused keys must
maintain this action. You cannot assign an
action to the On Answer menu item.

Play prompt Plays the specified audio file or text-to-

speech prompt. After the system plays the
prompt, the caller application starts the next
action.

Example menu

The following table is an example of a Business Hours menu.

Change action or select the prompt dialog

Menu action

First perform this action:

Then perform this action:

On Answer Play prompt

Continue menu
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Change action or select the prompt dialog

Menu action

First perform this action:

Then perform this action:

Use Text to Speech to say:
Hello, Welcome to the ABC store.

Play the Instructions prompt.

Instructions

Play prompt

Use Text to Speech to say:

Press 1 for business hours.
Press 2 for directions to the store.
Press 3 to dial an extension for the
person you are trying to reach.
Press 4 to spell the name of a
person.

Press 5 to leave a message.
Press 6 to speak with an agent.
Press 7 for all other inquiries.

Key 1

Play prompt

Use Text to Speech to say:

The ABC store is open from 10 a.m.
to 7 p.m., Tuesday through
Saturday.

Continue menu
The caller can press another key or
hang up.

Key 2

Play prompt

Use Text to Speech to say:

To get to the ABC store from
downtown, take the number 1 bus
and get off at Main Street. The ABC
store is across the street.

Continue menu
The caller can press another key or
hang up.

Key 3

Auto Attendant

The system routes the call to the
auto attendant so the caller can enter
an extension.

Key 4

Auto Attendant

The system routes the call to the
auto attendant so the caller can enter
an extension.

Key 5

Play prompt—

Use Text to Speech to say: —
Please leave your name and number
in your message.

Then Go to mailbox number.
Enter the mailbox number or
extension for general messages.
The system directs the call to this
mailbox.

Key 6

Transfer to extension
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Schedules

Change action or select the prompt dialog

Menu action First perform this action: Then perform this action:

Enter the extension of the customer
service. The system transfers the
call to this extension.

Key 7 Subscriber login —
Transfer the call to the voice
messaging pilot number so that the
user can log in to the mailbox.

The Instructions do not list this option
as this option is only for employees.

Key 8 Hangup —
End the call.
Key 9 Not active —
Key 0 Not active —
Schedules

Business schedules

The business schedule defines the operating hours for your organization.

If the caller application receives a call within business hours, the caller application plays the
Business Hours menu for the caller. Else, the caller application plays the Off Hours menu.

The default business hours are 8:00 a.m. through 5:00 p.m., Monday through Friday. However,
you can change these hours in Caller Applications Editor.

Holiday schedules

You can create a menu that the caller application activates only on the dates specified by a
holiday schedule. Each holiday schedule is a separate system object that you define once.
Any caller application can use the holiday schedule.

A typical deployment has two or three defined holiday schedules. However, there is no
restriction on the number of unique holiday schedules that you can create.
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Guidelines for holiday schedules

* When you do not need a holiday schedule, use the None schedule. You cannot rename

the None schedule.

* When you create a new holiday schedule, give the holiday schedule a unique descriptive

name. For example, 2010 Corporate Calendar.

* The holiday menu plays for the entire day specified by the holiday schedule. The day

starts at 12:00 a.m. and ends at 12:00 a.m. the following day.

* A holiday schedule can include more than one date.

* When you change a holiday schedule, the system automatically updates the caller
applications that use the holiday schedule.

Planning a caller application

Caller applications checklist

You must plan the basic properties for the caller application container and menu logic before
you create the container in Caller Applications Editor. Use the following checklist as a guide

for the tasks that you must complete in Caller Applications Editor..

You must perform the first two tasks in sequence. You can perform the other tasks in any

order.

No. Task References v
1 | Create a plan for the caller menus | . worksheet for container properties on

and prompts. page 189

» Worksheet for menus on page 189

2 Define a location on the storage Creating containers on page 195

server for storing mailboxes

associated with caller

applications.
3 Define a caller application Creating containers on page 195

container.
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Planning a caller application

No. Task References
v
4 Define the schedule for each caller | . Greating business schedules on
menu. page 198
* Creating holiday schedules on page
198

5 Create the call menus. Creating menus on page 197
6 Load audio prompts. Assigning audio prompts to menus on

page 199

Worksheet for container properties

0 Tip:
You must first create a test mailbox and extension. After your tests are complete, change
the Mailbox number and Extension fields to the production numbers.

Container property Notes

Name of the caller application —

Mailbox number Test:
Production:

Extension Test:
Production:

(Optional) Additional extensions associated —
with the caller application

Will the caller application be available in Auto | —
Attendant? If yes, define the pronounceable
name.

Define the business hours. For example, —
Monday to Friday, 8:00 a.m. to 5:00 p.m.

Worksheet for menus

Use this worksheet to plan the logic for a Business Hours or Off Hours menu. See Example
menu on page 185 for an example of a Business Hours menu.
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Complete only for Play Prompt
actions

Prompt or key
press

Menu action (select one)

Filename or TTS
text

Define next
action

On Answer

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

 Transfer to extension:

* Not active (default)

Instructions

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)

Key 1

* Play Prompt
« Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)
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Planning a caller application

Complete only for Play Prompt

actions
Prompt or key Menu action (select one) Filename or TTS| Define next
press text action
Key 2 + Play Prompt
* Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

 Transfer to extension:

* Not active (default)

Key 3 + Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)

Key 4 * Play Prompt
« Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)
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192

Complete only for Play Prompt
actions

Prompt or key
press

Menu action (select one)

Filename or TTS
text

Define next
action

Key 5

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

 Transfer to extension:

* Not active (default)

Key 6

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)

Key 7

* Play Prompt
« Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)
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Planning a caller application

Complete only for Play Prompt
actions

Prompt or key
press

Menu action (select one)

Filename or TTS
text

Define next
action

Key 8

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

 Transfer to extension:

* Not active (default)

Key 9

* Play Prompt
¢ Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)

Key 0

* Play Prompt
« Auto Attendant

¢ Go to mailbox number:

* Subscriber login

* Transfer to Caller Application:

* Hangup

« Transfer to extension:

* Not active (default)
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Installing Caller Applications Editor

Procedure

1.

Open your browser, and type the following URL: http://<Messaging
server>/download/CallerApplicationsEditor.msi.

<Messaging server> is the IP address or DNS name of the Messaging server.

. When the system displays the File Download dialog box, click Run and then follow

the instructions in the Avaya Aura® Messaging Caller Applications Editor Setup
wizard.

Changing the Caller Applications password

Use the System Policies Web page to change the Caller Applications administration password.
The default password to log in to Caller Applications Editor is caadmin01.

Procedure

1.

On the Administration menu, click Messaging > Messaging System (Storage)
> System Policies.

In the Caller Applications Administrator area, enter the new password in the
Password field.

Re-enter the password in the Confirm password field.
For more information, see System Policies field descriptions on page 143.

. Click Save.

The system saves the settings.
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Working in Caller Applications Editor

Working in Caller Applications Editor

Logging in to Caller Applications Editor

Before you begin

* All prerequisite software is loaded on to your computer. See System requirements on
page 181.

* You know the IP address or DNS name of the storage server.

* You know the password for Caller Application Editor. When you access the software for
the first time, the password is caadmin01.

Procedure

1. Click Start > All Programs > Avaya Connector > Avaya AxC CallerApps.
2. Enter the following information in the Connect to Messaging AxC fields:

* AxC address: The IP address or DNS name of the storage server.

» Password: The password for Caller Applications Editor.

3. Click OK.

Caller Applications Editor displays the IP address for the AxC connector in the title
bar and the navigation pane.

Creating containers

When you create the first caller application for your system, Caller Applications Editor prompts
you to select a location on the storage server for storing mailboxes associated with caller
applications. The location must be different from the location where you store your voice
messaging user accounts.

Before you begin

Before you create the first caller application, determine where you want to store the caller
application mailboxes.

Procedure

1. In Caller Applications Editor, expand the Caller Applications Editor folder.
2. Right-click Caller Applications.
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3. Select New > Caller Application.

4. If you are creating the first caller application for the system, identify the location for
storing caller application mailboxes.
Caller Applications Editor only prompts you for a storage location for the first caller
application that you create.

5. Enter the appropriate information in the New Caller Application dialog box.
For more information, see New Caller Application field descriptions on page 196.

6. Click OK.
The system creates the caller application.

Next steps
See Creating menus on page 197.

New Caller Application field descriptions

These fields define the caller application container.

Name Description
Name The name of the caller application.
Mailbox number The mailbox number for the user account

associated with the caller application.

All mailbox numbers for user accounts must
be unique. However, the mailbox number
does not have to match the extension.

Include in Auto Attendant Directory Whether you want to make the caller
application accessible through the Auto
Attendant directory. If yes, complete the
Pronounceable name field if you can
pronounce the name in different ways.

Extension The extension that callers dial to reach the
caller application. The extension must be
unique.

Additional extensions Any additional extensions that you want to

associate with the caller application.
Examples of when to enter additional
extensions:

» When multiple DID numbers access the
caller application.

» When a caller application migrates from a
legacy phone system and the internal

196  Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Working in Caller Applications Editor

Name Description

directory supports both the old and the new
extensions.

Site The location of the telephony server to which
the caller application belongs. In a multisite
configuration, the drop-down list displays all
sites in the system.

Pronounceable name If a user or info mailbox has a name that you
can pronounce in different ways, spell the
name, as you would pronounce the name.
For example, spell Dan DuBois as Dan
Doobwah.

This entry might reduce the number of
attempts the Speech Recognition feature
makes to match a spoken name to the name
in the Auto Attendant directory.

You can also enter an alternative name. For
example, if the original name for the caller
application is Customer Support, you can
enter Technical Support in the field. The
speech engine recognizes both the names.

Creating menus

Before you begin
Create a container for the caller application. See Creating containers on page 195.

Procedure

1. In Caller Applications Editor, expand the Caller Applications Editor folder.

2. In the Name pane, right-click the caller application and then select Properties.
3. Select the Properties tab for the menu that you want to create.
4

. Use your worksheet to complete the fields.
Repeat Step 3 and Step 4 for each additional menu.

5. If you are using audio prompts, see Assigning audio prompts to menus on
page 199.

6. Click OK.
The system creates the menu.
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Creating business schedules

Procedure

1. In Caller Applications Editor, expand the Caller Applications Editor folder.

2. In the Name pane, right-click the caller application and then select Properties.
3.

4. Edit the hours grid.

Select the Hours tab.

Use the drag and drop function of the cursor to select or deselect blocks of time on
the hours grid.

Click Apply.

Creating holiday schedules

About this task

Caller applications only use holiday schedules for the year that you created these holiday
schedules. For example, if you create a holiday schedule for Christmas 2011, you must create
a new schedule for Christmas 2012.

Procedure

1.

In Caller Applications Editor, expand the Caller Applications Editor folder.

2. Right-click Holiday Schedules.
3. Click New > Holiday schedule.

MMC adds a New Holiday Schedule container.

4. Right-click on the New Holiday Schedule container.

5. Click New > Holiday.

6. In the New Holiday Properties dialog box:

a. Enter a name for the holiday.
b. Select a date.
c. Click OK.

In the Name pane, right-click the newly created holiday object and select
Properties.

8. Edit the date and description.

9. Click Apply.
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Repeat steps 4 through step 9 for each additional new holiday that you want to add
to the schedule.

Assigning audio prompts to menus
Before you begin
You have access to prerecorded audio prompts in .wav format.

Procedure

In Caller Applications Editor, expand the Caller Applications Editor folder.
In the Name pane, right-click the caller application and then select Properties.
Select the Prompts tab and then click Add.

Navigate to the folder that contains the prerecorded audio prompts.

o 0D =

Select a .wav file.
You can select multiple files at the same time.

6. Click OK to add the files to the caller application.
The caller application that you selected uses the prompts for any Play Prompt
action. See Menu actions on page 184.

Repeat these steps for each additional caller application.

Deploying a caller application
Before you begin

* Create and test the caller application.

* Reload the User List on each of the application servers each time after you update Caller
Application. For more information, see Loading lists on page 175.

Procedure
1. In Caller Applications Editor, open the Properties dialog box for the caller
application.
2. Select the General tab.

3. Change the Mailbox number and Extension fields from the test numbers to the
production numbers.

4. On each relevant Properties tab, click Apply.
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The system deploys the caller application to each application server in the
cluster.
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Chapter 12: Teletypewriter

Teletypewriter overview

TTY is a data terminal that users who are hearing impaired or speech impaired can use to
transmit and receive text through a telephone system. You can also refertoa TTY as
Telecommunications Device for the Deaf, or TDD. A typical TTY resembles the keyboard of a
laptop computer with a one-line or a two-line alphanumeric display. When you do not use the
TTY to transmit text, the TTY is silent. As a user types on the device, the TTY emits audio
tones that the telephone network transmits.

Not all TTY users transmit and receive messages with TTY devices. Approximately half of the
users who rely on TTY devices are hearing impaired, but can speak clearly. These users often
prefer to receive messages on their TTY devices and then speak in response. You can refer
to this process as Voice Carry Over, or VCO.

Messaging offers the Audix TUI, which provides supportfor TTY users. The Audix TUI supports
many of the features and menus of traditional Audix and Intuity Audix systems.

Messaging supports TTY on the TUI caller interface. The TUI caller interface is the part of the
code that allows the user to log into the system. After the user logs in, the system presents the
Audix TUI menu. The caller interface is currently Aria-like and the administrator cannot change
this behavior.

Messaging does not provide automatic TTY supportin Messaging mailboxes. You must enable
TTY support in the same way that you configure a mailbox to use a spoken announcement
set. For the TTY announcement set, you can also specify the conditions under which the
specific mailbox uses TTY-format prompts and menus. Regardless of the selected
announcement language, users can record TTY or voice messages.

In Messaging, you can configure mailboxes so that callers can select TTY-format, or voice
prompting from the same mailbox. Thus, mailbox owners who receive both TTY and voice calls
no longer need different telephone numbers and mailboxes for each type of call.

You must be aware of the following issues that can compromise the use of TTY devices on a
Messaging system:

* You must configure the Messaging system to use the G.711 encoding format. The GSM
encoding format works well with voice but distorts the TTY tones. For more information,
see Ensure voice quality on page 203.

* Under certain conditions, the Messaging system does not support TTY with Internet
Protocol (IP) integration. For example, the system does not support IP integration when
TTY tones transmit across a wide area network (WAN).

Administering Avaya Aura® Messaging R6.2 December 2013 201



Teletypewriter

Important information

This topic includes the following information that you need for administering TTY-enabled
Messaging systems:

* Setting up a teletypewriter for your system and the user on page 202

* Inform teletypewriter users about the login option on page 203

» Ensure that teletypewriter users receive broadcast messages on page 203

* Ensure voice quality on page 203

Setting up a teletypewriter for your system and the user

0 Important:

You can associate the site that you create for TTY users with an existing application server
that includes another site.

Before you begin

Avaya recommends that you disable speech recognition for TTY users. For more information,
see Speech recognition on page 137.

Procedure

1. On the Languages Web page, install the English (United States) - TTY language
pack. For more information, see Configuring languages on page 68.

2. On the Sites Web page, create a new site for TTY users with the following settings:

* In the Main Properties area, in the Site Default Language field, select
English (United States) — TTY.

* In the Auto Attendant area, in the Default Language field, select English
(United States) — TTY.

° Note:

Do not configure:

* TTY as a second language
+ Additional languages for TTY users

In Messaging, pilot numbers must be unique for different sites. Hence, for the
new site you must create a unique pilot number for voice mail and Auto
Attendant.
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Important information

3. On the Miscellaneous Web page, set the audio encoding formatto G.777. For more
information, see Configuring the miscellaneous information on page 357.

4. In User Preferences, instruct the users to select the language as English (United
States) - TTY.
The system defines the default language for user login sessions.

Inform teletypewriter users about the login option

Inform TTY users to log in to the mailbox. For more information, see the Mailbox access using
a phone section in Using Avaya Aura® Messaging.

Ensure that teletypewriter users receive broadcast messages

The Messaging system sends spoken broadcast messages to all mailboxes on the system,
including the TTY mailboxes. Ensure that TTY users receive the voice messages in a timely
manner.

Ensure voice quality

Messaging systems encode speech and TTY tones digitally for recording, transmission, and
storage. Different encoding techniques are available depending on whether you want to
maximize audio quality or storage efficiency. The G.711 format provides the highest audio
quality especially when voice networks use multiple encodings and decodings. Avaya requires
that you use the G.711 encoding format in Messaging systems that support TTY devices.

The G.711 encoding format uses a higher encoding rate than GSM. The G.711 encoding format
therefore produces larger files and requires more storage space for messages. Messaging
provides customers with adequate storage space for message playback and networking.
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Chapter 13: Managing software

Viewing the currently installed software

Use this procedure to view the list of software packages on the Messaging server. You must
view this list:

* Before you download additional software packages so you know which packages to
download.

* After you install new software packages so you know that the system installed the
packages properly.

Procedure

On the Administration menu, click Messaging > Software Management > List
Messaging Software.

The page displays the installed packages in alphabetical order or installation time. You
can change the view by selecting:

* Display software in alphabetical order

* Display software installation time

Patch installation overview

A Service Pack provides product updates and bug fixes. When a Service Pack is available on
the Avaya Support website, the supporting information clearly states the issues addressed in
the Service Pack. You must implement the Service Packs even if you are not experiencing any
problems. The Service Packs keeps the systems up-to-date and minimizes the likelihood of
any future impact from known issues.

A patch provides critical security, performance, and stability fixes or updates. A Service Pack
is a bundle of updates, fixes, enhancements, and previously released patches. In this
document, the word patches refers to both patches and Service Packs.
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You must install the following patches in addition to the currently installed software:
* Messaging
+ Communication Manager

You must install the following patches when available:
* Security

» Kernel

To download the latest patches, and to obtain the necessary information, see Avaya Aura®
Messaging Release Notes on the Avaya Support website at http://www.avaya.com/support.
For more information on installing patches using cdom, see the Messaging implementing or
upgrading guide.

0 Important:

Perform a system backup before applying any patch. When you install the latest patch, the
installation program automatically uninstalls the previous patch. If you remove a patch, the
removal does not reinstall the previous patch or change the system to the previous state,
that is, the state before you installed the patch. To change the system to the previous state,
you must reinstall the previous patch.

A Caution:
Patch installation process impacts Messaging service availability.

Installing software

The software installation page displays the packages available for installation.

Before you begin

You must perform the following steps using a privileged administrator account with the
necessary rights.

* To create a privileged administrator login, see Adding a privileged administrator login on
page 30.

* To provide the necessary rights, log in to the SMI as a privileged administrator. Use the
Web Access Mask SMI page to create a new mask that has the Software Install rights.
For more information, see Adding a Web Access Mask on page 329.

* After you create the mask, use the Administrator Accounts SMI page to create a new user
or change the properties of an existing user and add the mask that you created to the
Additional groups (profile) field.
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Verifying system installation

Procedure

1. Perform a full system backup. See Backing up system files on page 213.

2. On the Administration menu, click Messaging > Software Management >
Software Install.

3. Click Continue without current system backup.

The system lists all the available software packages that you can install, including
all software packages and patches that you have previously downloaded.

4. Select the software packages that you want to install.

5. Click Install selected packages.

Verifying system installation

About this task
Use the Verify System Installation Web page to confirm that:
* The system installed the primary software packages properly.
» A complete version of each application-specific package exists on the system.

The system performs a series of background checks on the system software. The system
checks the content of each installed executable or help file, but not data files, to verify that the
files were unchanged.

Procedure

On the Administration menu, click Messaging > Software Management > Software
Verification.

The Verify System Installation Web page displays each of the primary software
packages and protocols installed on the system. The Web page also displays notes
on any exceptions.

Installing advanced software

° Note:

Do not install advanced software unless Avaya services specifically instruct you to do so.
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Use the following instructions to install the required advanced software. Plan to install the
software during low usage hours, as most software installations require that the cornerstone
is not running.

You can also install additional software packages from a CD inserted into your laptop or from
technical support websites.

Before you begin

You must perform the following steps using a privileged administrator account with the
necessary rights.

* To create a privileged administrator login, see Adding a privileged administrator login on
page 30.

* To provide the necessary rights, log in to the SMI as a privileged administrator. Use the
Web Access Mask SMI page to create a new mask that has the Advanced Software
Install rights. For more information, see Adding a Web Access Mask on page 329.

* After you create the mask , use the Administrator Accounts SMI page to create a new
user or change the properties of an existing user and add the mask that you created to
the Additional groups (profile) field.

Procedure
1. On the Administration menu, click Messaging > Software Management >
Advanced Software Install.

2. Click Continue without current system backup.

The system lists all the available software packages that you can install, including
all software packages and patches that you have previously downloaded.

3. Select the software packages that you want to install.

4. Click Install selected packages.

Deleting software packages

Before you begin

You must perform the following steps using a privileged administrator account with the
necessary rights.
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Deleting software packages

* To create a privileged administrator login, see Adding a privileged administrator login on
page 30.

* To provide the necessary rights, log in to the SMI as a privileged administrator. Use the
Web Access Mask SMI page to create a new mask that has the Software Removal rights.
For more information, see Adding a Web Access Mask on page 329.

* After you create the mask, use the Administrator Accounts SMI page to create a new user
or change the properties of an existing user and add the mask that you created to the
Additional groups (profile) field.

Procedure
1. On the Administration menu, click Messaging > Software Management >
Software Removal.
2. Select the software packages that you want to delete.

3. Click Submit.
The system deletes the software.
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Chapter 14: Back up and restore

Back up and restore overview

Purpose of Backup and Restore

The Messaging server backs up Messaging data over the customer LAN to an external ftp
server. The data can be backed up at the same time as the server data, or independently. In
the event of a system failure, the system uses the information stored on the external server to
restore the system to an operational state. Messaging supports up to 20,000 mailboxes.
Messaging data backup might easily reach 50 Gigabytes or more. Customers might be unable
to support transfers of single files of this size. Hence, in Messaging, the system automatically
divides large data backups into 500 MB files before transfer. Each file transfer might complete
in about 5 minutes. Consequently, the network must support a minimum average transfer rate
of 1.6 MB/sec. Messaging supports the following backup methods:

-FTP
- SFTP
- SCP

The system administrator who is administering network backups using FTP, SCP, or SFTP
must be aware of the possible file storage sizes and the limitations of the storage size on the
customer data network.

A system administrator can mitigate the backup file size by:

+ Limiting the mailbox size of the user storage, so that users do not have more than 10
minutes of voice storage in their mailbox.

+ Limiting the number of days a message can remain in a mailbox before the system deletes
the message. Currently, the system default is 45 days, that is, a message remains in the
mailbox for 45 days before the system deletes the message. The system automatically
deletes messages during the nightly audits after the message age equals the
administered number of days.

Data that you can back up and restore

You can back up any combination of the following Messaging data types at any time manually,
Backup Now, or according to a schedule automatically, Scheduled Backup. The data types
are:

 Translations

* Announcements
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* Messaging names
* Messaging greetings and messages

° Note:

The system does not include language packs in the backup. Hence, you must install
language packs on each application server.

Translations
Translations comprise of the following data:

* Detailed system data on shared memory, speech file system pointers

» Alarm management information

* A list of enabled features

* A list of installed software

» Messaging digital networking connectivity and communication information

» Message headers, mailing lists, user profiles including automated attendant
administration, and message-waiting indicator status

* Telephony server integration parameters
* Hard disk configuration

Besides scheduled backups, you can also perform backups whenever you make extensive
changes to user profiles.

Announcements

Announcements are prompts and phrases that guide a user through the Messaging
application. This data type does not require a backup unless the system has customized
announcements that changed recently. If you do not use customized announcements, a
backup of announcements exists on the Avaya support site. See https://support.avaya.com.

Messaging names

The Messaging names data type contains recorded user names. You must perform a backup
of this data type after you record additional user names.

Voice messages

Voice messages are recorded messages that users have received and retained. This includes
the primary voice greeting, multiple personal greetings, and automated attendant menus and
messages.

FTP server availability

If the FTP server is unavailable at the time of the backup, the backup fails. You must ensure
that the maintenance on the FTP server does not coincide with backup timings. A backup
requires 30 minutes or more, depending on the size of your files and the network traffic.
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Backing up system files

About restoring backed-up system files

The system uses the Messaging information stored on a server during data backups to restore
the system to an operational state. Use the View/Restore Data Web page to restore backed-
up system files.

Restore backups when an alarm repair action directs you to do so.

Backup verification

You must verify the success of each backup you run. A backup can include a variety of data
types, in addition to Messaging server data. The View Backup Log screen, available from the
Server (Maintenance) Web page, displays all backed up files. You can open any file and view
the data types that the file contains.

° Note:

Backups cannot be partially successful. A Messaging backup is successful only if the backup
includes all the data that you selected to back up.

If you perform the operations of backup and restore on the storage server, the Sites Web page
data or provisioning data that the storage server uses is not the same as used by the application
servers. The difference in data results in unexpected behavior in the operations on the
application server.

Hence, if you perform the operations of backup and restore on the storage server, you must
restart the Messaging server. By restarting the Messaging server, the system forces the
application server to refresh the Sites Web page data in the cache that the application server
maintains.

Backing up system files

You can manually backup your system at any time or you can schedule routine backups. A
manual backup is also called an attended backup. Use the following instructions to perform
attended backups.

Procedure

1. Stop Messaging. For more information, see Stopping on page 377.

2. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Backup Now.
The system displays the Backup Now Web page.

3. In the Data Sets area, select Specify Data Sets. Then select:
» Server and System Files
* Security File

* Messaging
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4. In the Messaging area, select Messaging Application, Translations, Names,
and Messages.

5. In the Backup Method area, select Network Device and then complete the
following fields:

a. Method

b. User Name
c. Password
d. Host Name
e. Directory

6. Inthe Encryption area, select Encrypt backup using pass phrase and then enter
a phrase.

7. Click Start Backup.
For more information, see Backup Now field descriptions on page 214.

Backup Now field descriptions

Settings Description

Specify Data Sets The data sets that you want to back up. The
available options are:

» Server and System Files: Back up the
variable information to configure the server
for a particular installation.

+ Security File: Back up the variable
information to maintain security of the
server.

* Messaging: Back up one of the following
Messaging options:

- Messaging Application, Translations
and Messages

- Messaging Application, Translations,
Names, and Messages

- Messaging Application, Translations
and Names

- Messaging Application and
Translations

- Messaging Application
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Backup Now field descriptions

Settings Description

Full Backup A full backup includes security data sets and
files that configure both the Linux operating
system and the applications.

A Full Backup does not include any of the
Messaging data sets.

Backup Method

Method The following methods are available for
backup:

* SCP: A means of securely transferring
computer files between a local and a
remote host, or between two remote hosts,
using the Secure Shell (SSH) protocol.

* FTP: When you choose this option, you
must also enter a user name, password,
host name, and directory. The default
directory for backup data on the FTP server
is /var/home/ftp. If you want to use
the default directory, enter a forward slash
(/) in the directory field. You must start the
FTP server before backing up data.

* SFTP: A network protocol that provides file
transfers over data streams. The system
adds the SFTP client to all Linux

platforms.
User Name The user name for storing the backup.
Password The password for storing the backup.
Host Name The host name.
Directory The backup is stored on this network
directory.
Encryption
Encrypt backup using pass phrase Defines if you want to encrypt the backup
data.

The pass phrase can be an arbitrary string of
15 to 256 characters. The pass phrase can
contain any characters except the following:
single quote ('), ampersand (&), back slash
(\), single back quote (), quote ("), and
percent sign (%).
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Backing up System Platform

About this task

Use this procedure to back up configuration information for System Platform and the
Messaging template. Use the System Platform Web Console to back up the files.

0 Important:

The backup file size can reach 3 GB. Ensure that you have that enough free space at the
location where you are storing the backup archive.

Procedure

1. Log on to the System Platform Web Console.

2. Click Server Management > Backup/Restore.
3. Click Backup.
4

. On the Backup page, select the Backup Now option to start the backup operation
immediately.

5. Select the location to store or send the backup files:

* Local: Stores the backup archive file on System Platform in the /vspdata/
backup/archive directory.

* SFTP: Stores the backup archive file on the designated SFTP host server as
well as on the System Platform server.

* Email: Sends the backup archive file to the e-mail address that you specify as
well as stores the file on the System Platform server.

° Note:

Avaya does not recommend that you use the Email option due to the large
size of backup files. The backup file size can reach 3 GB.

6. Enter other information as appropriate.
7. Click Backup Now.
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Backup field descriptions

Backup field descriptions

Field Name Description

Backup Method Select a location to send the backup file:

* Local: Stores the backup archive file on
System Platform in the /vspdata/backup/
archive directory.

* SFTP: Stores the backup archive file on the
designated SFTP host server as well as on
the System Platform server.

Enter the hostname, directory, user name,
and password for the SFTP server.

« Email: Sends the backup archive file to the
email address that you specify, as well as
stores the file on the System Platform
server.

Enter the email address and the server
address of the recipient.

Backup Now Starts the backup operation.

Scheduled backups

Use Backup Now when you want to back up system data immediately. For example, you might
want to back up data soon after you install the Messaging server or the Messaging system.
Additionally, you might want to run the backup procedure just before making a change to your
system. Running the backup ensures that the most recent data is backed up, including data
that is new since the last scheduled backup was run.

Additionally, the Messaging backup files can be quite large. As a result, your LAN network
connection can fail during the backup. In this case, you must run a scheduled backup, which
allows the Messaging server to handle breaks in the LAN connection, and create a successful
backup. To run a scheduled backup in case of a failed backup, set the schedule to run on the
current day and 5 or 10 minutes in the future. See Adding a new backup schedule on

page 218.
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Adding a new backup schedule

About this task

To create a backup schedule, you must first decide what type of data you want to back up.
You must then indicate the days and time you want the schedule to run and the destination to
which you want the backup files sent.

Procedure

1.

On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Schedule Backup.

The system displays the Schedule Backup Web page.
If backups are already scheduled, the screen lists the current backup schedules.

Look at the schedules carefully to determine what backup schedule you want to
add.

If this is the first backup schedule that you are creating, the Schedule Backup Web
page displays a message stating that there is no record of any backup schedule.

2. Click Add.

The system displays the Add New Schedule Web page.

3. Select Specify Data Sets.

4. Select Messaging.

5. Select Messaging Application, Translations, Names, and Messages.

6. Select a backup method.

a. Enter User Name.
b. Enter Password.
c. Enter Host Name.
d. Enter Directory.

7. If you want to encrypt the backup data, select the check box in the Encryption area
of the screen and enter a pass phrase using an arbitrary string of 15 to 256
characters.

A pass phrase is similar to a password in usage, but is generally longer for added
security.

You must encrypt the backup data. You must remember the pass phrase because
you cannot restore the data without the pass phrase.

8. Select the days of the week by clicking the appropriate check boxes, and select the
hour and minute you want the backup procedure to start by selecting a time from
the Start Time field.

You can select multiple days but only one time for the backup schedule to run.

9. Click Add New Schedule to save the schedule you just created.
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Scheduled backups

The system displays the Schedule Backup Web page with the new backup schedule
added to the schedule list.

Changing a backup schedule
Procedure

1. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Schedule Backup.

The system displays the Schedule Backup Web page.

If backups are already scheduled, the screen lists the current backup schedules.
Look at the schedules carefully to determine which backup schedule you want to
change.

If there is no backup schedule, the Schedule Backup Web page displays a message
stating that there is no record of any backup schedule.

2. From the list containing the current scheduled backups, select the backup schedule
you want to change and click Change.

The system displays the Change Current Schedule Web page.
3. Change the information, as appropriate.
4. Click Change Schedule.

Deleting a backup schedule
Procedure

1. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Schedule Backup.

The system displays the Schedule Backup Web page.

If backups are already scheduled, the screen lists the current backup schedules.
Look at the schedules carefully to determine which backup schedule you want to
delete.

If there are no backup schedules, the Schedule Backup Web page displays a
message stating that there is no record of any backup schedule.

2. From the list containing the current scheduled backups, select the backup schedule
you want to delete.

3. Click Remove.
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The system updates the scheduled backup list.

Viewing backup history

Procedure

1.

On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Backup History.

The system displays the Backup History Web page with a list of the 15 most recent
backups.

. To check the status of a specific backup, select the backup and click Check

Status.
The system displays the Backup History Results Web page with the details of the
selected backup.

Viewing backup logs

When you back up data, the system creates an image as a tar file that contains information,
such as the type of data sets that the system backed up, whether the backup was successful,
and and how the system recorded the data. Use the Backup Logs Web page to verify the
success or failure of a backup.

Procedure

1.

On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Backup Logs.

. On the Backup Logs Web page, check the backup log that you want to preview or

restore. To select the log, click the option.

If no entries exist in the backup log, you will see a message stating that there is no
record of any backup.

. Click View.

The system displays the View/Restore Data Results Web page.

Enter the Username and Password for file transfer settings.

5. Click Preview.
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Backup Logs field descriptions

Backup Logs field descriptions

Name Description

Data Set The data set for which you performed the
backup.

File Size The file size of the backup.

Date The date on which you performed the
backup.

Time The time at which you performed the
backup.

Status The status of the backup.

Destination The destination where you saved the
backup.

Performing a restore
About this task

° Note:

You must stop your Messaging system before you restore the data. For more information,
see Stopping Messaging on page 377.

The time required for a restore depends on the amount of data on the system and the speed
of the LAN traffic. Perform the following procedure for both attended and unattended
backups.

Procedure

1. Stop the Messaging software. For more information, see Stopping Messaging on
page 377.

2. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > View/Restore Data.

The system displays the View/Restore Data Web page.

3. In the View current backup contents in area, select Network Device or Local
Directory. Use the same information that you used when you backed up the data
to complete the following fields in case you selected Network Device:
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a. Method
b. User Name
c. Password
d. Host Name
e. Directory

. Click View.

The View/Restore Data Results Web page lists the backup images stored in the
location that you specified. The system lists the most recent backups at the bottom
of the list.

You must select a backup image before you click View, or the system displays an
error message. To clear the error message, click Back on the browser and then
select a backup image.

. To select the backup image you want to view or restore, click the corresponding

option.

If you want to restore both the Messaging server data sets as well as the Messaging
data sets, you must restore the Messaging server data first. If the hard drive is new
and the release number of the software on the hard drive is more recent than that
of the backup data, click Force restore if backup version mismatch if the backup
version mismatches and Force Restore if server name mismatch if the server
name mismatches.

6. Click one of the following:

* Preview. Use Preview if you are unsure that you have selected the correct
backup image. When you click Preview:

- A View/Restore Data Results screen displays a brief description of the
data associated with the backup image.

- Messaging data has one of the following names attached to the backup
file name:

+ audix-ann for announcements

+ audix-tr-msg for translations and messages

« audix-tr-name-msg for translations, names, and messages
+ audix-tr-name for translations and names

+ audix-tr for translations only

- Click Restore on the second screen to begin the restore process. If the
hard drive is new and the release number of the software on the hard
drive is more recent than that of the backup data, click Force restore if
backup version mismatch if there is a mismatch in the backup version,
and Force Restore if server name mismatch if there is a mismatch in
the server name.
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View/Restore Data field descriptions

* Restore. When you click Restore, the system displays the View/Restore Data

Results Web page which displays whether the restore procedure was

successful.

7. Do one of the following:

* If you do not have any remote networked machines, continue with Step 8.

* If you have remote networked machines, do the following:

a. Log off the Messaging server.

b. Log in to the Messaging Web page.

c. Run a manual update to and from all remote networked machines to correct
any database inconsistencies.

For more information, see Running a remote update manually on page 153.

d. Continue with Step 8.

8. Restart the Messaging software. For more information, see Starting Messaging on

page 377.

View/Restore Data field descriptions

Name

Description

Network Device

The network device on which you stored the
backup content.

Method The backup method. The options are:

* sftp

. ftp

* scp
User Name The user name for accessing the backup.
Password The password for accessing the backup.
Host Name The host name.
Directory The network directory on which you stored

the backup content.

Local Directory

The local directory on which you stored the
backup content.
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Viewing restore history

The Restore History Web page displays the 15 most recent restores, which the system
identifies by the server name, date, and time of the backup and the process ID.

Procedure

1. On the Administration menu, click Server (Maintenance) > Data Backup/
Restore > Restore History.

The Restore History Web page displays a list of the 15 most recent restores.

2. To check the status of a specific restore, select the restore and click Check
Status.

Storage space calculation

The following formula estimates how much space the system requires for the LAN backup for
a night based on the number of users, the average number of messages and greetings
measured in minutes, and the audio encoding format.

Space used each night =100MB + 0.05MB* (L+R) + (0.1MB*M*L*F) where:

* MB represents a unit of megabytes.

* L is the number of local users existing on the system that night.

* R is the number of remote users existing on the system that night.
* M is the average number of minutes of messages per mailbox.

* F equals 1 if the system uses GSM encoding, and F equals 5 if the system uses G.711
encoding.

Example

A G.711 system with 2,000 local users with 5 minutes of messages/greetings and 50,000
remote users occupies approximately:

= 100MB + 0.05MB*(2000+50000) + (0.1MB*5*2000*5)
=100 MB + 2600 MB + 5000 MB
=7.7 GB.

224 Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Restoring System Platform configuration information

Restoring System Platform configuration information
About this task

° Note:

You cannot restore an older version of System Platform from a backup set created on a
newer version of System Platform.

Procedure

1. Click Server Management > Backup/Restore.

2. Click Restore.
The Restore page displays a list of previously backed up archives on the System
Platform system.

3. Select an archive file from the list, and then click Restore to restore from the
selected archive.

The restore progress window opens in the Restore tab, displaying restore event
messages with corresponding timestamps. The window remains open until any of
the following events occur:

» The operation concludes successfully.

* A system error condition abruptly halts the operation. In this case, contact
Avaya Support at http://support.avaya.com.

When the restore progress window displays a message indicating successful
completion of the operation, the system restarts and you must log on again to the
System Platform Web Console.

System Platform restore field descriptions

Field Names Descriptions

Restore from Select the location of the backup archive file
from which you must restore configuration
information.

* Local: Restores from a file on System
Platform. If you select this option, the
Restore page displays a list of previously
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Field Names Descriptions

backed up archives on the System
Platform system.

* SFTP: Restores from a file on a remote
server. If you select this option, enter the
hostname or IP address of the remote
server, directory where the archive file is
located, and user name and password for
the SFTP server.

» Upload: Restores from a file on your

computer.
Archive Filename Filenames of the backup archive files at the
location you specify.
Archive Date Date that the file was created.
Selection Select this check box to restore from the
archive file.
Restore History Displays the restore history for the last ten

restores. If an error occurred during the last
restore, the system directs you to this page
after login and continues to display an error
message until a restore is successful.

Viewing System Platform restore history

About this task

Use this procedure to view the last 10 restores executed and their status. If the last restore
failed, the system automatically redirects you to the Restore page after login and displays the
following message: Last Restore Failed. The system continues to display the message
until a restore is successful

Procedure

1. Click Server Management > Backup/Restore.
2. Click Restore.

3. On the Restore page, select the Restore History option.
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Chapter 15: Alarms

Alarms overview

The Maintenance log records system errors. The Messaging system tries to diagnose and
isolate these errors from the system and sends an alarm to the Alarm log if the Messaging
system is unable to correct the error automatically.

The system displays all alarms on the Messaging > Logs > Alarm Web page. The content in
the alarm log represents all significant problems that the system detects. Therefore, the alarm
log is a good starting point for troubleshooting the system.

The Messaging alarm logs are of the following types:

* Active alarm: The alarm indicates a current problem in the system.

* Resolved alarm: The system has corrected the alarm automatically or through a repair
procedure.

Alarm severity is of the following levels:

» Major Alarms: These alarms indicate problems that could affect key system components
or features. For example, if more than 25% of the voice ports are out of service, the system
generates a major alarm. Major alarms are repairable by technicians.

* Minor Alarms: These alarms indicate problems that could affect full service but are not
critical to system operation. For example, if a network connection problem occurs, the
system generates a minor alarm. Minor alarms are repairable by technicians.

* Warning alarms: These alarms indicate problems that could potentially affect system
service if the alarms are not resolved. For example, if the customer system administrator
does not create a trusted server password and a trusted server tries to log in, the system
generates a warning alarm. Warning alarms are repairable by customers.

When an active alarm is resolved, the alarm status changes from Active to Resolved.

Alarm Resolution

If the customer purchases a maintenance service contract and activates the alarm origination
feature, the system automatically sends major and minor alarms to a remote service center for
correction. Warning alarms are not sent to the remote service center.

Alarm Notification

To check alarm notifications, you must check the administrator log and the alarm log daily,
either from the Messaging administration screens or from the alarm log on the Messaging
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server. Active alarms and new entries in the administrator's log are noted on the STATUS
line.

For detailed information on the alarms and events, see Avaya Aura® Messaging Alarms and
Events.

0 Important:

The STATUS line displays multiple levels of alarms. The alarm level is important because
the alarm level classifies problems within the system so that the most severe problems are
worked on first. In most cases, the alarm level also marks the area of responsibility between
the system administrator for warning alarms and the remote service center for major and
minor alarms.

Alarm notifications

The application server, storage server, and AxC generate system alarms and error logs. You
can view these using the SMI screens.

You can send notifications generated by alarms to any of the following recipients:

» Avaya services
* A customer through a Network Management Station (NMS)

* Avaya partners

° Note:

Avaya partners must gain access to the Messaging system to receive these
notifications.

* Avaya Fault and Performance Manager through Secure Services Gateway (SSG) or
Avaya Proxy Agent

Messaging uses the following serviceability agents to send alarm notifications to a service
organization:

* SAL: The serviceability solution for support and remote management of a variety of
devices and products. SAL provides remote access and alarm reception capabilities. SAL
uses the existing Internet connectivity of a customer to facilitate remote support from
Avaya. All communication is outbound from the environment of the customer over port
443 and uses encapsulated Hypertext Transfer Protocol Secure (HTTPS).

* SAL Gateway: A software package that facilitates remote access to support personnel
and tools that must gain access to supported devices. The administrator installs the SAL
Gateway on a Linux® operating system in the customer network. The SAL Gateway acts
as an agent on behalf of several managed elements. The application server sends the
alarms to a SAL Gateway server. The administrator configures the SAL Gateway server
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Viewing current alarms

to forward the alarms to various NMS destinations. A SAL Gateway is also included in
the CDOM on the server that runs Messaging.

Viewing current alarms

Use the Current Alarms Web page to view a list of alarms and the source of the alarms. The

system displays the alarms in chronological order beginning with the most recent alarm.

Before you begin

The telephony application must be running.

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > Current

Alarms.

2. Check for alarms in Messaging Alarms.

Current Alarms field descriptions

Field Name

Description

Product ID

A number that uniquely identifies the
server.

Messaging Product ID

A number that uniquely identifies the
Messaging product.

Alarm

The alarm summary.

If no alarms exist, the system displays the
following message: No MESSAGING
Alarms. If the system displays no alarms,
continue with your System Management
Interface (SMI) activities.

Server

The outstanding alarms related to the

operating system and the support software.

CommunicaMgr

The outstanding alarms related to the call-
processing application.

Messaging The outstanding alarms related to the
Messaging system.
Minor The alarm is a minor alarm.
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Field Name Description

Major The alarm is a major alarm.

ID A unique identification number assigned to
the alarm.

APP The name of the application.

Source The abbreviated name of the software
module that is responsible for generating the
alarm.

The options are:

« All. All applications

* EL: Enhanced-List Application
* IM: Internet Messaging

- LD: LDAP

* MG: Messaging

* MT: Maintenance

* SM: Station Manager

* VM: Messaging

* VP: Voice Platform

EvtiD The number used to identify a particular
event from a source that generated the
alarm.

Lvi The level of the alarm.
The options are:

* MIN
* MAJ
* WARN

Ack The status that indicates that Initialization
and Administration System (INADS) has
acknowledged the alarm.

The options are:

*Y:Yes
*N: No

Location The location from where the alarm
originated.

Date A time stamp assigned to the alarm at the

time of origination.
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Configuring certificate alarms

Configuring certificate alarms

The Certificate Alarms Web page enables the system administrator to generate early
notifications of a certificate that expire in the future. Use this page to configure optional alarms
for each of the certificates individually. The system generates a major alarm seven days before
and on the day that a certificate on the server expires. You cannot configure or disable this
major alarm from the Certificate Alarms Web page and must either delete or replace the expired
certificate.

Procedure
1. Onthe Administration menu, click Server (Maintenance) > Security > Certificate
Alarms .
2. Select the required check box to configure alarms prior to certificate expiration.
3. Click Submit.

Certificate Alarms field descriptions

Name Description

Enable a _ alarm _ (61-180) days before | Configure a warning or minor alarm prior to

to certificate expiration. 61-180 days from the day of certificate
expiration.

Enable a _ alarm _ (31-60) days before to | Configure a warning, major, or minor alarm

certificate expiration. prior to 31-60 days from the day of certificate
expiration.

Enable a _ alarm _ (8-30) days before to | Configure a major or minor alarm prior to 8—

certificate expiration. 30 days from the day of certificate
expiration.
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Viewing the alarm summary
Procedure

On the Administration menu, click Messaging > Server Information > Alarm
Summary.

Alarm Summary field descriptions

Name Description

System Name The system name or IP address.

System Time The system time.

Web Server Status The status of the Web server.

Message Server Status The status of the Messaging server.

Number of Major Alarms The number of alarms that indicate problems
that could affect key system components or
features.

Number of Minor Alarms The number of alarms that indicate problems

that could affect full service but are not critical
to system operation.

Number of Warning Alarms The number of alarms that indicate problems
that could potentially affect system service if
not resolved.

Number of entries in the Administrator's | The number of entries in the administrators
Log log.

SNMP Traps

Use the SNMP Traps Web page to configure destinations for SNMP traps and notable events
on the corporate network. To collect the SNMP messages, there must be a corporate NMS. In
addition, you must enable the SNMP ports on the Ethernet interface to the corporate LAN.
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Configuring SNMP trap destinations

Configuring SNMP trap destinations

Before you begin

Before making any configuration changes, ensure that Master Agent is in the Down state. The

SNMP Traps Web page displays the status of Master Agent. After you complete the
configuration, change the status of Master Agent to the UP state. You must make all
configuration changes in the SNMP Agents and SNMP Traps Web pages before starting
Master Agent. Use the Agent Status Web page to start or stop Master Agent. For more

information, see Viewing and changing the agent status on page 242.

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > SNMP

Traps.

The system displays the SNMP Traps Web page that displays the existing SNMP
traps and the status of Master Agent.

2. Click Add/Change.

3. Enter the appropriate information in the fields.
For more information, see Configure SNMP trap destinations field descriptions on

page 233.
4. Click Submit.

Configure SNMP trap destinations field descriptions

Field Name

Description

SNMP Version

The three final fields on this page are blank
if you use SNMP Version 1 or Version 2c.

Status

If you enable this field, traps or inform
requests are sent to a destination.

If you disable this field, the system keeps the
configuration data in the file and stops
sending traps and informs.

IP address

The IP address of the NMS destination or
SAL Gateway.

Notification

Displays traps or inform requests.

Administering Avaya Aura® Messaging R6.2

December 2013

233



Alarms

Field Name Description

Community Name The authentication mechanism used by
different SNMP versions.

Community Name Authentication is a
plain text string used for SNMP Version 1 and
Version 2c.

User Name User Name is part of the user-based security
model for SNMP Version 3.

This character string indicates the user who
is authorized to send traps to the
destination.

Authentication Protocol The protocol used for authentication. The
options are:

* none
* MD5
* SHA

Authentication Password The password for the user specified in the
User Name field.

This password is used to digitally sign SNMP
Version 3 traps.

Privacy Protocol The privacy protocol. The options are:
* none

* DES

« 3DES

+ AES128

+ AES192

* AES256

Privacy Password The password for the user specified in the
User Name field.

This password is used to encrypt SNMP
Version 3 traps.

Engine ID The engine ID.
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Changing an administered SNMP trap

Changing an administered SNMP trap
Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > SNMP
Traps.

2. Check the status of Master Agent.
Master Agent status must be in Down state before you make changes in the
SNMP Traps Web page. If Master Agent status is Down, see step 4.

3. If Master Agent status is UP, perform the following:

a. On the Administration menu, click Server (Maintenance) > Alarms > Agent
Status.
b. On the Agent Status Web page, click Stop Master Agent.

c. After Master Agent status is Down, on the Administration menu, click Server
(Maintenance) > Alarms > SNMP Traps.

4. In the Current Settings area on the SNMP Traps Web page, select the check box
associated with the trap that you want to change.

5. Click Add/Change.
6. Make changes to the trap destination and click Submit.

7. After changing the trap destinations, you must restart Master Agent.

Next steps

1. To start Master Agent, on the Administration menu, click Server (Maintenance)
> Alarms > Agent Status.

2. Click Start Master Agent.

Deleting an administered SNMP trap
Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > SNMP
Traps.

2. Check the status of Master Agent.
Master Agent status must be in Down state before you make changes to the
SNMP Traps Web page. If Master Agent status is Down, see step 4.
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3. If Master Agent status is UP, perform the following:

a. On the Administration menu, click Server (Maintenance) > Alarms > Agent
Status.

b. On the Agent Status Web page, click Stop Master Agent.

c. After Master Agent status is Down, on the Administration menu, click Server
(Maintenance) > Alarms > SNMP Traps.

4. In the Current Settings area on the SNMP Traps Web page, select the check box
associated with the trap that you want to delete.

5. Click Delete.
The SNMP Traps Web page displays the confirmation message for deletion of the
destination from the configuration file.

6. Click Delete.

7. After deleting the trap destinations, you must restart Master Agent.

Next steps

1. To start Master Agent, on the Administration menu, click Server (Maintenance)
> Alarms > Agent Status.

2. Click Start Master Agent.

SNMP filter administration

Use the Filters Web page to perform the following tasks:

* Add an SNMP filter

» Change an SNMP filter

* Delete one or all SNMP filters

» Customer Alarm Reporting Options

The filters are used for Messaging and for determining which alarms are sent as traps to the
trap receivers that are administered using the SNMP Traps Web page. For more information
on administering SNMP traps, see SNMP Traps on page 232.

0 Important:

The system does not display the filters created by Avaya Fault and Performance Manager
(FPM) on the Filters Web page. If you are using FPM, create the filters using the FPM
application. The FPM application provides some additional capabilities that are unavailable
using the Filters Web page.
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Adding an SNMP filter

Adding an SNMP filter

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > Filters.
2. Click Add.

3. Enter the appropriate information in the fields.
For more information, see Add Filter field descriptions on page 238.

4. Click Add.
The Filters Web page displays the new filter.

Changing an SNMP filter

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > Filters.

2. Select the check box adjacent to the filter that you want to change and click
Change.

3. Make the desired changes to the filter and click Change.
The Filters Web page displays the changes made to the filter.

Deleting one or all SNMP filters
Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > Filters.

2. To delete all filters, click Delete All.
The system displays a warning message to confirm whether you want to delete all
filters. To continue, click OK. The system displays the Filters Web page.

3. Todelete one filter, select the check box adjacent to the filter that you want to delete
and click Delete.

Administering Avaya Aura® Messaging R6.2 December 2013 237



Alarms

The system displays a warning message to confirm whether you want to delete the
selected filter. To continue, click OK. The system displays the Filters Web page.

Add Filter field descriptions

Name Description

Severity Select an alarm severity that is sent as a trap:
* Active

» Major

* Minor

* Warning

* Resolved

Category Select the alarm category for the filter from
the drop-down menu.

MO-Type The options that the system displays are
based on the Category that you select.

MO Location Select an MO Location from the following
list:

* Cabinet

* Media Gateway

* Port

* Board Location

* Extension

* Trunk Group/Member
* None

< All
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Administering an SNMP Agent

Administering an SNMP Agent

Procedure

1.

On the Administration menu, click Server (Maintenance) > Alarms > SNMP
Agents.

. Check the status of Master Agent.

Master Agent status must be in Down state before you make changes to the
SNMP Agents Web page. If Master Agent status is Down, see step 4.

If Master Agent status is UP, perform the following:

a. On the Administration menu, click Server (Maintenance) > Alarms > Agent
Status.

b. On the Agent Status Web page, click Stop Master Agent.

c. After Master Agent status is Down, on the Administration menu, click Server
(Maintenance) > Alarms > SNMP Agents.

Enter the appropriate information in the fields.

For more information on the fields, see SNMP Agents field descriptions on
page 240.

To save the changes, click Submit.

6. After adding the SNMP Agent, you must restart Master Agent.

a. To start Master Agent, on the Administration menu, click Server
(Maintenance) > Alarms > Agent Status.
b. Click Start Master Agent.

0 Important:

You can use the Agent Status Web page to change the state of Master Agent
and to check the state of the subagents. If the subagent is connected to Master
Agent, the status of each subagent is UP. If the status of Master Agent is Down
and the status of the subagent is UP, the subagent is not connected to Master
Agent.
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SNMP Agents field descriptions

Field Name

Description

IP Addresses for SNMP Access

Select one of the following options:

* No Access: Restrict all IP addresses from
talking to the SNMP agent.

* Any IP address: Allow all IP addresses to
access the SNMP agent.

* Following IP addresses: You can specify
up to five IP addresses that have
permission to access the SNMP agent.

SNMP Version 1: Community Name (read-
only)

Enter a community name and select enabled
or disabled from the drop-down list.
Community Name is a plain text string used
for SNMP Version 1.

When you select this option, the community
or the user can only query for information
(SNMPGETS).

If the SNMP Version 1 is enabled, SNMP
Version 1 can communicate with the SNMP
agents on the server.

SNMP Version 1: Community Name (read-
write)

Enter a community name and select enabled
or disabled from the drop-down list.
Community Name is a plain text string used
for SNMP Version 1.

When you select this option, the community
or the user can query for information and
send commands to the agents
(SNMPSETS).

SNMP Version 2c: Community Name
(read-only)

Enter a community name and select enabled
or disabled from the drop-down list.
Community Name is a plain text string used
for SNMP Version 2c.

When you select this option, the community
or the user can only query for information
(SNMPGETS).

If the SNMP Version 2c is enabled, SNMP
Version 2c can communicate with the SNMP
agents on the server.

SNMP Version 2c: Community Name
(read-write)

Enter a community name and select enabled
or disabled from the drop-down list.
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SNMP Agents field descriptions

Field Name Description

Community Name is a plain text string used
for SNMP Version 2c.

When you select this option, the community
or the user can query for information and
send commands to the agents
(SNMPSETS).

SNMP Version 3 SNMP Version 3 provides the same data
retrieval facilities as SNMP Version 1 and
SNMP Version 2c¢ with additional security.
A user name, authentication protocol,
authentication password, privacy protocol,
and privacy password are used to provide a
secure method of authenticating the
information so the device knows whether to
respond to the query or not.

User (read-only) Select enabled or disabled from the drop-
down list.

Entering a user name, authentication
protocol, authentication password, privacy
protocol, and privacy password in this
section provides the user with read
functionality only.

User (read-write) Select enabled or disabled from the drop-
down list.

Entering a user name, authentication
protocol, authentication password, privacy
protocol, and privacy password in this
section provides the user with read and write
functionality.

User Name User Name is part of the user-based security
model for SNMP Version 3.

The user name can be a maximum of 50
characters excluding quotation marks.

Authentication Protocol Select an authentication protocol from the
drop-down list.

Authentication Password Enter a password for authenticating the
user.

The user name can be a maximum of 50
characters excluding quotation marks.

Privacy Protocol Select a privacy protocol from the drop-down
list.
Privacy Password Enter a password for privacy.

The privacy password can contain 8 to 50
characters excluding quotation marks.
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Viewing and changing the agent status

The Agent Status Web page displays the current state of Master Agent and the sub agents.
Use this page to start or stop Master Agent.

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > Agent
Status.
The Agent Status Web page displays the current status of Master Agent and Sub
Agents.

If the status of Master Agentis Up, the page displays the Stop Master Agent button.
If the status of Master Agent is Down, the page displays the Start Master Agent
button.

2. To change the status, click Stop Master Agent or Start Master Agent.

Sending a test trap

Use the SNMP Test Web page to send a test trap to the configured SNMP trap receiver or
receivers.

° Note:

When you request a test trap, ensure that the configured SNMP Trap receivers receive the
test trap.

A Caution:

The default firewall setup allows outgoing SNMP traps. However, the test may be invalid if
the firewall has been altered in a way that does not allow outgoing SNMP traps.

Procedure

1. On the Administration menu, click Server (Maintenance) > Alarms > SNMP
Test.

2. To send a test trap, click Generate Test Trap.
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Chapter 16: Logs

Logs overview

There are two types of logs, system and Messaging.

The system logs provide logs for network problems, security issues, system reboots, and so
on.

The Messaging system uses a series of logs as the central collection point for information
flowing from all Messaging features and feature packages. These logs provide a system wide
view of activities, errors, and alarms.

Messages in the logs range in importance from informational to critical. The logs vary based
on login type and information type. The current system uses the following types of logs:

» Administration history log: Identifies administrative events that occur on the system.
These events include information about any changes to the system, such as logons,
command line entries, reports, or changes to software.

» Administrator's log: Records informational messages that may require action by the
Messaging system administrator. These messages might simply log a successful nightly
backup, or alert the system administrator that the system is low on disk space. The
administrator's log is accessible to the vm, sa, and craft logins.

* Alarm log: Indicates a service-affecting or potentially service-affecting problem with the
system. The alarm log records major, minor, and warning alarms generated by the
system. If you register the system with Avaya Remote Service Center, the system
automatically notifies a designated remote service center of all major and minor alarms
by using the modem. The customer is responsible for resolving all warning alarms. The
alarm log is accessible to the vm, sa, and craft logins.

» Software management logs: Includes information about the installation, update, and
deletion of software packages.

» Maintenance log: Records error occurrences, error resolutions, and informational events
that can help Professional Services troubleshoot an alarm. The maintenance log is
accessible to the vm, sa, and craft logins.

* IMAP/SMTP messaging log: Includes information about the status of each email
process.

* Enhanced-List delivery failure log: Provides information on failed ELA deliveries.
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* User activity log: Records a list of Messaging mailbox-related events. For example, logins
and message creation, receipt, and deletion. This log is useful for responding to problems
reported by the user. The activity log is accessible to the vm, sa, and craft logins.

* System log filter: Provides you access to the full system log with advanced filtering options
to zoom in on specific constraints.

« Call records: Displays all incoming and outgoing phone activities on the application
server.

* Reporting logs: There are two types of reporting logs:

- Audit log: The audit log is a historical log of cluster configurations in the application
server. The audit log tracks all configuration changes made to the system.

- Port usage logs: The system creates port usage logs and saves the logs daily on
the application server in comma-separated value (.csv) format.

* Diagnostics results: These are the results generated by the application server
diagnostics. All diagnostics results for a given day are stored in a single log file.

* Call logs: The call logs provide traces of individual calls for application tuning.

Viewing the system logs

The System Logs Web page provides logs for multiple purposes, such as reporting network
problems, security issues, and system reboots. You can also request log data for a specific
date and time.

Procedure
1. On the Administration menu, click Server (Maintenance) > Diagnostics >
System Logs.
2. Select one of the following:
* In the Select Log Types area, select a log type or types.
* In the Select a View area, select a view.
3. Select an event range.

4. To further limit your search, you can select the Match Pattern check box and enter
a keyword in the field.
For example, a name or message type.

5. In the Display Format area, select the display options.

* In the Number of Lines field, enter the number of lines you want to view at
one time.

» To view the most recent text line, select Newest First.
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System Logs field descriptions

» To view the text without the header, select Remove Header.

6. Click View Log.
The system displays the logs.

System Logs field descriptions

Field

‘ Description

Select Log Types (multiple log output will be merged)

Logmanager
debug trace

Provides information about Messaging and High Availability Platform
software, such as restarts, initializations, and shutdowns, process errors,
system alarms, and communication with external gateways and port
networks. The log rolls over when the log reaches its size limit.

Linux syslog

Linux and platform software use this log. The log includes Messaging
boot information, kernel messages, platform alarms, Messaging alarms,
Messaging IP events (if enabled), cron jobs, and general Linux
information messages.

Linux access
security log

The log includes information pertaining to logon connections to the Linux
system. Actions logged in this file include opening or closing an SSH
session and modem messages.

Linux login/ The log includes information about Linux logon and logout procedures,
logout/reboot | as well as system reboots.

log

Linux file The log includes information about files copied to or retrieved from the

transfer log

system. The log indicates the time, user, and files that were copied to or
retrieved from the system.

Watchdog logs

Only the watchdog process updates this log. The log contains information
about application starts, restarts, failures, shutdowns, heart beating, and
Linux reboots. The log also contains information about processes that
use excessive CPU cycles. The watchdog logs do not contain specific
information about Messaging. If you need information about processes
relating to call processing, see the logmanager debug trace log.

Platform The log includes information about Web page access, Web page activity,
command and bash commands. Use the bashhis view to display just the bash
history log commands.

HTTP/web These are errors and events generated by the Web platform server and

server error log

include Web server restart, abnormal CGlI script file terminations, and
certificate mismatches.
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Field Description
HTTP/web SSL | These are the requests made to the Web servers SSL module. Indicates
request log the pages requested or placed in the secure mode.
HTTP/web HTTP/Web access log.
access log
Communicatio | The log contains the last 16 restarts of the server restart, including the
n Manager level of the restarts, the reason for restart requests, and whether there
Restart log were escalations for the restarts.

Select a View (selecting multiple Views can give odd results)

IP events
(interfaces up/
down;
telephone/
endpoint
registration/
unregistration)

The server posts these events through Messaging. For IF_UP/
IF_DOWN, the system displays the following fields:

* board: The board that is in-service or out-of-service, such as the port
network, carrier, and slot or PROCR for the control processor IP
interface.

* IP: The IP address of the interface.

* net;_reg: The network region in which the interface resides.
* type: The types of interface.

» PROCR: Control Processor IP Interface.

» C-LAN: Control LAN circuit pack.

* MEDPRO: Media Processor circuit pack.

* VAL: Voice Announcement over the LAN circuit pack.

Platform bash

The log lists the commands run by interactive bash cells. These

command commands include:
history log * PPID: The process ID of the parent shell.
* PID: The process ID of the shell.
* UID: The user ID for which the shell is running. Zero (0) means root or
super user.
Linux kernel The messages include debug information about the driver, disk,
debug hardware, and memory.
messages
Linux The log displays information from the Linux scheduling daemon.
scheduled task
log (CRON)
Communicatio | The events that go into the Messaging hardware error and alarm logs.
n Manager's
hardware error
and alarm
events

Comments? infodev@avaya.com

December 2013


mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

System log results

Field Description
Communicatio | The events that go into the Messaging software error log that needs
n Manager's special deciphering by an external tool.
software
events
System The update tool events include the following information:
update/patch

event * Type of the update tool script used for a particular update file.

« Additional information about certain update tool scripts indicating if a
process stopped and restarted.

« Status of the update tool indicating if the update tool ran successfully.

Communicatio | Displays the denial events on the system. These events are not software
n Manager's errors, but unexpected events caused by mismatched translation,
denial events mismatched provisioning, network problems, invalid operation, and
resource exhaustion.

Select Event The options are:
Range » Today
* Yesterday

* View entries for this date and time: Enter date in the MM-DD-YYYY
format. Enter time in the HH:MM format.

Match Pattern | To limit your search, enter a keyword. For example, a name or message
type.

Display Format | Select the display options:

* In the Number of Lines field, enter the number of lines you want to
view at one time.

* To view the most recent text line, select Newest First.

» To view the text without header, select Remove Header.

System log results

When you click View Log on the System Logs Web page, the results you see vary depending
on which of the following logs you chose.

Logmanager debug trace log
Results for the logmanager debug trace log use the following format:

yyyymmdd:-hhmmss[milliseconds].sequence number.process name (process
ID):priority:message
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For example,20020628:162547538:100:LIC(13648) :HIGH:[...license server
initializing...]

In this example,

* 20020628 is the date.

» 162547538 is the time, that is, 16 hours, 25 minutes, 47 seconds, and 538
milliseconds.

* 100 is the sequence number.

* LIC(13648) is the process name, followed by the process ID in parentheses.

* HIGH is the priority.

« ...license server initializing... is the message, truncated to save space in the log.
Linux syslog
Results for the Linux system log (syslog) use the following format:

yyyymmdd:-hhmmss.milliseconds:sequence number-message type:priority:[machine name]
[process name]:message

For example, 20021104:112113.000:12:1xsys:MED:pcct2 ypbind[3196]:
broadcast: RPC: Timed out.

In this example,

« 20021104 is the date.

* 112113.000 is the time, that is, 11 hours, 21 minutes, 13 seconds, and 000
milliseconds.

» 12 is the sequence number.
* Ixsys is the message type.
* MED is the priority.

* pcct2 ypbind[3196] is the machine name, pcct2, followed by the process name,
ypbind[3196].

*broadcast: RPC: Timed out is the message.
Linux access security log
Results for the Linux access security log use the following format:

yyyymmdd:-hhmmss.milliseconds:sequence number-message type:priority.server
name:application name[process ID].description

For example, 20020102:115000.000:2066:1xsec:MED:myserver
PAM pwdb[29937]: (rsh) session opened for user xyz login by (uid=25)

In this example,

» 20020102 is the date.

« 115000.000 is the time, that is, 11 hours, 50 minutes, 00 seconds, and 000
milliseconds.
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» 2066 is the sequence number.

* Ixsec is the message type.

* MED is the priority of the message.

» myserver is the server from which the system generated the log.

* PAM_pwdb[29937] is the application that logged the message, followed by the process
ID, pwdb[29937].

* (rsh) session opened for user xyz_login by (uid=25) is the description of the process.
Linux login/logout/reboot log
Results for the Linux login/logout/reboot log use the following format:

yyyymmdd.hhmmss.milliseconds:sequence number.message type:priority.message

For example, 20021101:170800.000:1:1xwtmp:MED:doejohn pts/1 dura-
srv.mycompany.com - 17:08 (08:43)

In this example,

* 20021101 is the date.

» 170800.000 is the time, that is, 17 hours, 08 minutes, 00 seconds, and 000
milliseconds.

+ 1 is the sequence number.

* Ixwtmp is the message type.

* MED is the priority.

* doejohn is the user ID of the person who logged in.

*pts/1 dura-srv.mycompany.com is the port, pts/1, and machine or PC, dura-
srv.mycompany.com from which the user logged in. Instead of the host name, the logs
might display the IP address.

*17:08 (08:43) isthetime the userlogged in and the amount of time the user was logged
into the system (08:43). If the user is still logged in, the log shows still logged in.

Linux file transfer log
Results for the Linux file transfer log use the following format:

yyyymmdd:sequence number.hhmmss.milliseconds:transfer time:remote host name:file
size:file name:transfer type:special action taken:direction of transfer:login method:local user
name:name of service invoked:user ID:transfer status

For example,

20020114:1:090716.000: :MED:rem.servername.com 8143046 /var/home/ftp/
file 1

b o a smith@mycompany.com ftp 0 * c
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In this example,

* 20020114 is the date the ftp transfer took place.
+ 1 is the sequence number.

* 090716.000 is the time the FTP transfer took place, that is, 09 hours, 07 minutes, 16
seconds, and 000 milliseconds.

« > means the field is unused.
* MED is the priority.

» rem.servername.com is the remote host name. Instead of the host name, the logs might
display the IP address.

» 8143046 is the size of the transferred file in bytes.
* /var/home/ftp/file 1 is the name of the transferred file.
* b is the type of transfer. b refers to a binary transfer and a refers to an ASCII transfer.

“wy

* _is the special action taken. In this case, “” indicates that no action was taken.

* 0 is the direction of the transfer. o means that the transfer was outgoing and / means that
the transfer was incoming.

* a is the method by which the user logged in. In this case, a means the user logged in
using an anonymous login.

» smith@mycompany.comis the local user name. If the user logged in using an anonymous
or guest login, this field contains the ID string provided when the password was entered,
usually an email address.

+ £tp (file transfer protocol) is the name of the invoked service.

° Note:

The system records data in a log file when invoking an FTP session from a remote PC to
the host server using an anonymous login. Conversely, the system does not record data in
a log file when invoking an FTP session from the host server to a remote PC.

0 is the method of authentication used. 0 means that no authentication method was
used.

* *is the user ID returned by the authentication method. * indicates that an authenticated
user ID is unavailable.

* c is the status of the transfer. ¢ means the transfer was complete, and an / means the
transfer was incomplete.

Watchdog logs
Results for the watchdog logs use the following format:
yyyymmdd.hhmmss.milliseconds:sequence number.message type:priority.message

For example, 20020521:164138.928:5:WATCHD:HIGH: INFO: no hardware
watchdog device:/dev/hwsan
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In this example,

* 20020521 is the date when the command was issued.

« 164138.928 is the time, that is, 16 hours, 41 minutes, 38 seconds, 928 milliseconds.

* 5 is the sequence number.

* WATCHD is the message type.

* HIGH is the priority.

* INFO: no hardware watchdog device:/dev/hwsan is the message.
Platform command history log
Results for the Platform command history log use the following format:
month date time [server name] user. command issued
For example,
20021023:020500.000:721:cmds:MED:baccaratl root:
/opt/ecs/sbin/filesync -st all
In this example,

* 20021023 is the date.

* 020500.000 is the time you issued the server command.

» 721 is the system-generated numbering sequence.

* cmds is the command history log

* MED is the priority of the session.

* baccarat1 is the server name.

* Root is the user who initiated the command.

* /opt/ecs/sbin/filesync-st all is the command issued by the user.
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Storage server logs

Storage server logs overview

Storage server logs are of the following types:

« Administration History log: Identifies administrative events that occur on the system.
These events include information about any changes to the system, such as logons,
command line entries, reports, or changes to software.

* Administrator’s Log: Identifies system events. These events include problems that you
need to correct. Some events such as full user mailboxes and undeliverable messages
directly affect message processing.

» Alarm Log: Lists active or resolved system alarms. The system lists the most severe
alarms first since these are often the cause of the problem.

» Software Management Logs: Includes information about the installation, update, and
deletion of software packages.

* Maintenance Log: Includes descriptions of all reported maintenance events.

* IMAP/SMTP Messaging log: Includes information about the status of each email
process.

* Enhanced-List Delivery Failure Log: Provides information on failed ELA deliveries.

» User Activity Log: Tracks a specific user activity by extension and time. You can often
resolve reported problems by observing the Activity Log before filing a trouble report.

Viewing the administration history log

About this task

The Administration History log identifies administrative events that occur on your system.
These events include information about any changes to your system, such as logins, command
line entries, reports, or changes to software.

Procedure
1. On the Administration menu, click Messaging > Logs > Administration
History.
2. On the Administration History Log Web page, complete all the fields.
3. Click Display to generate the report.
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The system displays the administration history log.

Administration History Log field descriptions

Field Name Description

Start Date The start date for generating the logs.

If you leave the field blank, the system displays all
qualifying logs.

The default value is the date when you last used the
page.

Time The start time for generating the logs.

The Start Date field must have valid entries before you
can use this field.

If the Time field is blank, the system displays all alarms
for the specified start date.

Application The two-character application code for the administration
log entry:

* All. All applications

* EL. Enhanced-List Application
* IM. Internet Messaging

« LD. LDAP

* MG: Messaging

* MT. Maintenance

+ SM. Station Manager

* VM. Messaging

* VP. Voice Platform

Search String A text string that you want the system to search in the
administrators log entries.

The system searches the Message field of the
administrators log for matching text.

Administration History Log Results field descriptions

Field Description

Date The date the system generated the logs.
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Field Description

Time The time the system generated the logs.

App The application code for the administration
log entry.

EventIiD The event ID for a specific event. A blank
field indicates all event types.

Cnt The count of logs.

Message The log message.

Viewing the administrators log

About this task

The system warns you of potential administrative problems by displaying an administrative
alert message Alarms: A on the administration status line when the system logs an
administration event. Check the status line at the top of the command prompt screen at least
once a day. If you observe such a message, see the Administrators Log to view current error
messages and a description for each problem.

Procedure

1. On the Administration menu, click Messaging > Logs > Administrator.
2. Enter the appropriate information in the fields.

3. Click Display.
The system displays the administrators log.

Administrator's Log field descriptions

Field Name Description

Start Date The start date of the log report.

If you leave this field blank, the system
displays all logs.

The default value is the date when you last
used this page.

Time The start time of the log report.

The Start Date field must have a valid entry
before you can use this field.

If the Time field is blank, the system displays
all alarms for the specified start date.
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Field Name Description
Application The two-character application code for the
administration log entry. Select a value from
the drop-down list.
« All: All applications
* EL: Enhanced List Application
* IM: Internet Messaging
* LD: LDAP
* MG: Messaging
* MT: Maintenance
* SM: Station Manager
* VM: Messaging
* VP: Voice Platform
Event ID The event ID of a specific event.
A blank field indicates all event types.
Search String A text string that you want the system to
search in the administrators log entries. The
system searches the Message field of the
administrators log for matching text.

Administrator's Log Results field descriptions

Field Description

Date The date the system generated the logs.

Time The time the system generated the logs.

App The application code for the administration
log entry.

EventiD The event ID for a specific event.
A blank field indicates all event types.

Cnt The count of logs.

Message The log message.
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Viewing the alarm logs
About this task

The alarm logs include descriptions of all significant problems that the system detected
including active alarms and resolved alarms. Resolved alarms include those alarms that the
system corrects automatically or by implementing diagnostic procedures.

0 Important:
You must check the alarm logs on a daily basis.

Procedure

1. On the Administration menu, click Messaging > Logs > Alarm.
2. Enter the appropriate information in the fields.

3. Click Display.
The system displays the alarm logs.

Alarm Log field descriptions

Field Name Description

Alarm Type The options to display the type of alarms
include:

* Active

* Resolved

Alarm Level: Major The options to display the major alarms
include:

. yes

*°no

Alarm Level: Minor The options to display the minor alarms
include:

. yes

°no
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Field Name

Description

Alarm Level: Warning

The options to display the warning alarms
include:

* yes
*no

Start Date The start date for generating the logs must
be in the MMDDYY format.
For active alarms, the date indicates when
the system raised the alarms. For resolved
alarms, the date indicates when the system
resolved the alarms.

Time The start time for generating the logs must
be in the HHMMSS format.
If you do not specify the time, the time starts
from the beginning of the day, indicated as
00:00:00, for the specified date. If you specify
only the time, the start date is the current
day.
For resolved alarms, the time indicates when
the system resolved the alarms.

Application The two-character application ID that the

system uses to identify each module in the
system.

The system displays log entries with only the
specified application ID.

You can select any of the following IDs from
the drop-down list:

* ALL: All applications

* EL: Enhanced-List Application
* IM: Internet Messaging

+ LD: LDAP

* MG: Messaging

* MT: Maintenance

+ SM: Station Manager

* VM: Messaging

* VP: Voice Platform

Resource Type

The resource type of the generic alarm that
requires maintenance action.

The system displays log entries only for the
resource type of the specified alarm.
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Field Name Description

Alarm Code The alarm code that identifies the reason for
the alarm against the specific resource.

Alarm Log Results field descriptions

Field Name Description

App The two-character application ID that the
system uses to identify each module in the
system.

Resource Type The resource type of the generic alarm that
requires maintenance action.

Location The location of the log.

Alarm Code The alarm code that identifies the reason for

the alarm against the specific resource.
For detailed information on the alarm codes,

see Avaya Aura® Messaging Alarms and

Events.
Alarm Lvl The alarm level.
Ack The indication of whether the administrator

has acknowledged the alarm.

Alarmed Date The date on which the system generated the
alarm.

Time The time at which the system generated the
alarm.

Resolved Date The date on which the system resolved the
alarm.

Time The time at which the system resolved the
alarm.

Resolved Reason The reason for resolving the alarm.

Related topics:
Alarm Log field descriptions on page 256
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Viewing the software management logs
About this task

The Software Management Logs Web page displays information on software installation,
update, and deletion.

Procedure

1. On the Administration menu, click Messaging > Logs > Software
Management.

2. Select a log to view from the Select log to view drop-down list.

Software Management Logs field descriptions

Field Name Description

Installation/Removal Log A log of the most recent software installation, update, or
deletion.

Old Installation/Removal Log | A cumulative log of old software installation, update, and
deletion sessions.

The system displays old sessions in the log beginning with
the most recent old session. When a new session begins,
the system moves the most recent installation, update, or
deletion session log to the beginning of this log.

Summary of Installation/ A cumulative, detailed log of software package

Removal of Packages component installation and deletion attempts.

The system records the success or failure of each attempt
for each set and set member.

Viewing the maintenance logs

You can view the descriptions of all reported maintenance events on the Maintenance Log
Web page.

Procedure

1. On the Administration menu, click Messaging > Logs > Maintenance.

2. Enter the appropriate information in the fields.
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3. Click Display.
The system displays the maintenance logs.

Maintenance Log field descriptions

Field Name Description
Errors Displays the log entries with the event type ERR.
Resolutions Displays the log entries with the event type RES.
Events Displays the log entries with the event type EVN.
Start Date Indicates the start date for generating the logs.

The system displays the logs from the specified date. The
start date should be in the MMDDYY format.

Time Indicates the start time for generating the logs.

The system displays the logs generated from the specified
time. If you do not specify the time, the system considers
time of the day indicated as 00:00:00 as the start time.

If you specify only the time, the current day is used as the
start date.

Application The two-character application code for the administration
log entry:

« All. All applications

* EL. Enhanced-List Application
* IM. Internet Messaging

« LD. LDAP

* MG: Messaging

» MT. Maintenance

» SM. Station Manager

* VM. Messaging

* VP. Voice Platform

Event ID Identifies the reported event.
The system displays the log entries with the specified
Event ID code.

Problem Resource Type Identifies the logical resource type or reported system
component.

The system displays the log entries with the specified
problem resource type.
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Field Name

Description

Reporting Resource Type

Identifies the logical resource type of the resource that

discovers and detects the problem.

The system displays the log entries with the specified

reporting resource type.

Reporting Resource Source

Identifies the specific line of code reporting the
condition.

The system displays the log entries with the unique value
used to display the specified reporting resource source.

Search String

The system displays the log entries that include the

specified text entries.

Maintenance Log Results field descriptions

Name

Description

Problem Resource Type

reported system component.

specified problem resource type.

Indicates the logical resource type or

The system displays log entries with the

Inst The event ID.
Location The location of the log.
Msg Type The event type.

Report Resource Type

Identifies the logical resource type of the
resource that discovers and detects the

problem.

The system displays log entries with the
specified reporting resource type.

Inst

The event ID

Resource

The resource.

Viewing the Internet messaging logs

About this task

The Internet messaging logs include information about occurrences at each stage in the

messaging process..
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Procedure
1. On the Administration menu, click Messaging > Logs > IMAP/SMTP
Messaging.
2. In the Select log to view drop-down list, select a type of log to view.

3. To clear the logs from the page, click Clear the Log.

Internet Messaging Logs field descriptions

Field Name Description

User Agent Log Software interfaces called delivery agents are required for
the message transport agent (MTA) to function with the
user agent (UA).

Remote Delivery Agent Log | Accepts messages from the User Agent through the
Outbound queue and delivers these messages to the
Queuer.

Local Delivery Agent Log Accepts messages from the MTA through the Dispatcher.
Passes incoming messages to the UA through the
Inbound queue.

Queuer Log Accepts messages from the RDA and passes these
messages to SMTP Out or stores these messages in the
SMTP queue until the system accepts these messages.

Dispatcher Log Accepts messages from SMTP In and passes these
messages to the LDA, or stores these messages in the
SMTP queue until the system accepts these messages.

SMTP In Log Transfers incoming messages from the Internet to the
Dispatcher.

SMTP Out Log Transfers outgoing messages from the Queuer to the
Internet.

Administration/Event Log Records occurrences that are informational or require

administrator intervention.

IMPAP4 Log Records errors and events occurred in the communication
between POP3 and IMAP4 clients of the user and the
message server. Additional information includes errors
and significant events dealing with the server and the rest
of the Messaging system.

IMAP4/POP3 Access Log Records data about every login attempt and every logout.
The log includes data for IMAP4 super-user bind and
unbind along with the login success or failure and the
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Field Name Description

reason. Additional information includes the Far-end IP
address and port, mailbox-number, and time.

Viewing the ELA delivery failure logs

About this task

The Enhanced-List Delivery Failure Log Web page provides information on failed ELA
deliveries.

Procedure

On the Administration menu, click Messaging > Logs > ELA Delivery Failures.

Enhanced-List Delivery Failure Log field descriptions

Field Name Description
Date The date of failure delivery.
Time The time of failure delivery.
Message Originator The mailbox number of the originator of the failed
message.
Parent List The enhanced list to which the originator sent the
message.

The Parent List can be a local or remote list mailbox.

Child List The last enhanced list visited in a nested enhanced list
hierarchy before the message failed.

The Child List is a local mailbox. If the enhanced lists are
not nested, the Child List is the same as the Parent List.

Failed Recipient The name of the intended recipient of the failed
message.
Failed Address The mailbox number of the intended recipient of the failed

message. The Failed Address can be the system
broadcast mailbox.

Failure Reason The detailed reason for the delivery failure.
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User activity logs

The user activity log is an administrative tool used for investigating problems reported for
message delivery and the operation of MWI. The activity log maintains a history of the activity
on the Messaging system.

You can use the log to track the activity of a user using the mailbox number and time. You can
resolve reported problems by observing the activity log before filing a trouble report.

Configuring a user activity log
Procedure
1. On the Administration menu, click Messaging > Messaging System (Storage)
> User Activity Log Configuration.

2. Enter the appropriate information in the fields.

3. Click Save.
The system saves the details.

User Activity Log Configuration field descriptions

Name Description

Activity Log Enabled Indicates if the user activity is enabled or
disabled.

Maximum Number of Activity Log Entries | Indicates the maximum number of activity log
records.

Clear All Entries in Activity Log Indicates if you want to clear all entries in the
activity log.

Running an activity log report

° Note:

The report can take several minutes to run depending on the system load and the size of
the log file.
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Procedure

1. On the Administration menu, click Messaging > Logs > User Activity.
2. Enter the mailbox number of a user on the system.

3. Select the duration from the Start Date and End Date fields for which you want to
view the user activity.

4. Click Display.

The system displays the activity log.

User Activity Log field descriptions

Field Name

Description

Mailbox Number

The mailbox number of a user on the system.

Start Date The start date for generating logs. The system displays
the log entries for the specified date and forward.

End Date The end date for generating logs. The system displays the
log entries up to the specified date.

Time The time in hours and minutes for generating the logs.

User Activity Log Results

Name

The name of the user.

Mailbox Number

The mailbox number of the user.

Date The log date.

Time The log time.

Activity The user activity.

Description The description of the user activity.

The id number is the last five digits of a unique number
that identifies a specific imapd session. The system
assigns the id number with each new IMAP4 connection
and retires the id number when the connection ends.

If you want to trace a problem with a session of an Aria
user, you can map the id number in User Activity Log to
the full number in IMAP4/POP3 Access Log. The session
id is the field just before the field containing On or Off in
IMAP4/POP3 Access Log.
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Application server logs overview

The application server has the following logs:

» System Log Filter: Provides you access to the full system log with advanced filtering
options to zoom specific constraints. All displayed times reflect the time zone of the
application server.

« Call Records: Displays all incoming and outgoing phone activities on the application
server. All displayed times reflect the time zone of the application server. The system
rotates current phone logs on a monthly basis. The Current Log section displays the
phone log for the current month.

* Reporting Logs: There are two types of reporting logs:

- Audit Log: The audit log is a historical log of application server cluster configurations.
The audit log tracks all configuration changes made to the system. All displayed
times reflect the time zone of the application server. The details of the audit log
include the date and time of change, the changed object, and the new value.

- Port Usage Logs: The system creates and saves the Port Usage logs daily on the
application server in comma-separated value (.csv) format. All displayed times
reflect the time zone of the application server.

» Diagnostics Results: The application server diagnostics generates these results. All
diagnostics results for a given day are stored in a single log file. The system deletes the
diagnostics log files from the application server after 14 days.

* Call Logs: The call logs provide traces of individual calls for application tuning.

Configuring the log settings

Procedure

1. On the Administration menu, click Messaging > Server Settings (Application)
> Log Configuration.
2. In the System logging mode area, select the logging option.

By default, the system sets the mode to Normal. If you want to test the configuration,
you can temporarily select Testing for more detailed logging.
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For detailed troubleshooting, select Debug or Extensive. You must select these
logging modes only when advised by qualified support personnel. These logging
modes generate logging data that could affect system performance.

3. Click Apply.

The system displays a confirmation dialog.

4. Click OK to proceed.

Log Configuration field descriptions

Name

Description

System logging mode

The options are:
* Normal

* Testing

* Debug

+ Extensive

By default, the system sets the mode to
Normal. If you want to test the configuration,
you can temporarily select Testing for more
detailed logging.

For detailed troubleshooting, select Debug
or Extensive. You must select these logging
modes only when advised by qualified
support personnel. These logging modes
generate logging data that could affect
system performance.

Running the system log filter

The System Log Filter Web page provides you access to the full system log. Use the advanced
filtering options at the time of generating logs.

Procedure

1. On the Administration menu, click Messaging > Logs > System Log Filter.

2. Enter the appropriate information in the fields.

3. Click View.

The system displays the log messages.
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System Log Filter field descriptions

Field Description

Date Interval The Date Interval drop-down list changes
the date interval for the log filter. The options
are:

* The default value is Last Day. The log filter
displays all events for the last day.

* Specific defines a specific interval in the
Start Date and End Date fields.

« All does not filter logs by date.

Category The system component using which you can
filter the system log. The options are:

< All

* Voice Browser

* Infobridge

* Health Monitor

» Cache

+ Configuration

* Hardware

* Telephony Integration Summary
* Telephony Integration Details

* Exchange Integration

Severity The severity level to filter the system log. The
options are:

< All

* Err

* Warning
* Notice

* Info

* Debug

Phone Line (optional) The affected phone line to filter the system
log.

Session ID (optional) The Session ID to filter the system log.
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Field Description

Tag (optional) This field is currently unused.

Number of lines in log to filter (optional) | The number of lines in the log to which the
system applies the filter.

° Note:

Filtering based on Phone Line, Session ID, and Tag is only relevant for certain log events
that qualified support personnel generally use.

Collecting the system log files

Use this page to download log files for the application server system. You can download the
log files for the last hour or for a time duration that is specific.

Procedure

1. On the Administration menu, click Messaging > Logs > Collect System Log
Files.

2. For Date Interval, select one of the following:
 Last Hour
* Specific and provide Start date, End date, and Time
3. Click Download.
The system prompts you to download the zipped log file.
4. Save the system log file to a location of your choice.

Collect System Log Files field descriptions

Name Description
Date Interval Select one of the following:
* Last Hour

* Specific and provide Start date, End date,
and Time

Viewing the call records

Use the Call Records Web page to view the call records of all incoming and outgoing calls on
the application server. All displayed times reflect the time zone of the server. The system
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rotates current call records on a monthly basis. The Current Log section shows the call records
for the current month.

The system displays the phone logs call record in XML format with LOG_ENTRY entries for
each call record.

° Note:

For an incoming call that also generates an outgoing call, the system logs the outgoing call
record before the incoming call record.

Procedure

On the Administration menu, click Messaging > Logs > Call Records.
The system displays the current log.

Accessing audit and ports usage files

The audit log is a historical log of cluster configurations. The audit log tracks all configuration
changes made to the system over a period. All displayed times reflect the time zone of the
application server. The details of the audit log include the date and time of the change, the
changed object, and the new value to be assigned.

The system creates and saves port usage logs daily on the application server in the comma-
separated value (.csv) format. You can save the log files in your machine and then use the
files.

Procedure

1. On the Administration menu, click Messaging > Logs > Audit/Ports Usage.
2. Select one of the following:
* To access the audit log, click configd-audit.log.

* To access a port usage log, click the port usage log (.csv) file that you want to
view.
3. Save the file on your system.
The best way to view the audit log is using a structured text editor, for example,
TextPad or WordPad.

You can view the port usage log using the port usage template. For more
information, see Viewing the port usage report on page 271.
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Viewing the port usage report

Before you begin

Enable macros in Microsoft Office.

Procedure

1.

Download the port usage log to your system. For more information, see Accessing
audit and ports usage files on page 270.

. To create reports and graphs from the port usage log, click the link to download the

template.

3. Save the template on your system.

4. Open the template file.

The system displays a dialog to create the port usage report.
Click OK.

6. Select the port usage log that you downloaded in Step 1 and click OK.

The port usage report replaces the content in the ports usage log with tables and
graphs.

For more information, see Port Usage Report descriptions on page 271.

Port Usage Report descriptions

Worksheet Description

Chart_Max_Usage The chart displays the maximum number of ports used at every

hour.

Chart_100_Percent_ | The chart displays whether the system uses 100% of the ports at
Port_Usage every hour..

Chart_50_Percent_ | The chart displays whether the system uses 50% of the ports at
Port_Usage every hour.

y_Port

Chart_Activations_B | The chart displays the activations by port.

Data

The sheet displays the following details:
« Start Date: The start date on the application server in local time.
« Start Time: The start time on the application server in local time.

» End Date: The end date on the application server in local time.
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Worksheet Description

* End Time: The end time on the application server in local time.
» Seconds: The period in seconds.

* Outbound Alloc Failures: The number of attempts to allocate a line
for outbound calls that failed due to lines being unavailable.

* MWI Alloc Failures: The number of attempts to allocate a line for
MWI usage that failed due to lines being unavailable.

* All Ports >=50% Util: The proportion of time the overall port usage
was greater than or equal to 50% of all ports.

* All Ports at 100% Util: The proportion of time the overall port usage
was equal to 100% of all ports.

* Max Ports Used: The maximum number of ports in use over a
period.

* Inbound Eligible Ports >= 50% Ultil: The proportion of time the
inbound port usage was greater than or equal to 50% of ports
eligible for inbound usage.

* Inbound Eligible Ports at 100% Util: The proportion of time the
inbound port usage was equal to 100% of ports eligible for inbound
usage.

» Max Inbound Eligible Ports Used: The maximum number of
inbound ports in use over a period.

+ Outbound Eligible Ports >= 50% Util: The proportion of time the
outbound port usage was greater than or equal to 50% of ports
eligible for outbound usage.

+ Outbound Eligible Ports at 100% Util: The proportion of time the
outbound port usage was equal to 100% of ports eligible for
outbound usage.

» Max Outbound Eligible Ports Used: The maximum number of
outbound ports in use over a period.

* MWI Eligible Ports >= 50% Util: The proportion of time the MWI
port usage was greater than or equal to 50% of ports eligible for
MWI usage.

* MWI Eligible Ports at 100% Util: The proportion of time the MWI
port usage was equal to 100% of ports eligible for MWI usage.

» Max MWI Eligible Ports Used: The maximum number of MWI ports
in use over a period.

» For each telephony port:

- Port #1 Inbound Activations: The number of times the system
activated the port for inbound use.

- Port #1 Outbound Activations: The number of times the system
activated the port for outbound use.
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Worksheet Description

- Port #1 MWI Activations: The number of times the system
activated the port for MWI use.

- Port #1 Inbound Seconds Active: The seconds for which the port
was active for inbound use.

- Port #1 Outbound Seconds Active: The seconds for which the
port was active for outbound use.

- Port #1 MWI Seconds Active: The seconds for which the port
was active for MWI use.

ByPort The sheet displays the following details for every port:

* Inbound Activations: The number of times the port was active for
inbound use.

» Outbound Activations: The number of times the port was active for
outbound use.

* MWI Activations: The number of times the port was active for MWI
use.

* Total Activations: The total number of activations.

* Inbound Ultilization: The % of inbound port utilization.

» Outbound Utilization: The % of outbound port utilization.
* MWI Utilization: The % of MWI utilization.

« Overall Utilization: The overall utilization.

ByHour The sheet displays the following details for every hour:

* Outbound Port Allocation Failures: : The number of attempts to
allocate line for outbound calls that failed due to lines being
unavailable.

* MWI Port Allocation Failures: The number of attempts to allocate
line for MWI usage that failed due to lines being unavailable.

* %Time All Port Util >= 50%: The proportion of time the overall port
usage was greater than or equal to 50% of all ports.

» Time All Port Util = 100%: The proportion of time the overall port
usage was equal to 100% of all ports.

» Max Ports Used: The maximum number of ports in use over a
period.

* %Time Inbound Eligible Port Util >= 50%: The proportion of time
the inbound port usage was greater than or equal to 50% of ports
eligible for inbound usage.

* %Time Inbound Eligible Port Util = 100%: : The proportion of the
time inbound port usage was equal to 100% of ports eligible for
inbound usage.
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Worksheet Description

* Max Inbound Eligible Ports Used: The maximum number of
inbound ports in use over a period.

* %Time Outbound Eligible Port Util >= 50%: The proportion of time
the outbound port usage was greater than or equal to 50% of ports
eligible for outbound usage.

* %Time Outbound Eligible Port Util = 100%: The proportion of time
the outbound port usage was equal to 100% of ports eligible for
outbound usage.

» Max Outbound Eligible Ports Used: The maximum number of
outbound ports in use over a period.

* %Time MWI Eligible Port Util >= 50%: The proportion of time the
MWI port usage was greater than or equal to 50% of ports eligible
for MWI usage.

* %Time MWI Eligible Port Util = 100%: The proportion of time the
MWI port usage was equal to 100% of ports eligible for MWI
usage.

» Max MWI Eligible Ports Used: The maximum number of MWI ports
in use over a period.

Accessing diagnostics results

The Diagnostics Results (Application) Web page provides you access to the results generated
by the application server diagnostics. Time stamps of the logged files reflect the time zone of
the application server. All diagnostics results for a day are stored in a single log file. The system
deletes diagnostics log files from the application server after 14 days.

Procedure

1. On the Administration menu, click Messaging > Logs > Diagnostics Results
(Application).
The Diagnostic Results (Application) Web page displays a list of diagnostic logs
generated using the Messaging > Diagnostics > Diagnostics (Application) Web

page.

For information on running the diagnostics, see Running application server
diagnostics on page 337.

2. To download all diagnostic logs as a zip file, click Download.

3. To download a specific diagnostic log, click the particular log.
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Sending logs to an external syslog server

Use the Syslog Server Web page to select the logs that the system sends to an external syslog
server. The Syslog Server Web page supports both IPv4 and IPv6 network connections.

° Note:

The IPv6 network support is limited to a specific customer set and is not for general use.
Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Syslog
Server.
2. Enter the appropriate information in the fields.

3. Click Submit.
The system saves the changes.

Syslog Server field descriptions

Name ‘ Description
Control File Synchronization of Syslog Configuration

When the Submit button is clicked, send | Select this check box to send the syslog
syslog configuration to all LSP and ESS | configuration information to the Local
servers Survivable Server (LSP) and Enterprise
Survivable Server (ESS) servers when you
click Submit.

* LSP: When the main server fails, the LSP
server continues to operate independently
and manages locally attached resources.

« ESS: When the main server fails, the ESS
server continues to operate independently
and manages locally attached resources.
However, more importantly the ESS server
manages other surviving port networks
that the ESS server remains in
communication with.

Control Logging to an External Syslog Server
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Name

Description

Disable logging to an external syslog
server

Click this option to disable logging to an
external syslog server.
By default, the system selects this option.

Enable logging to the following syslog
server

Click this option to enable logging to the
syslog server you specify in the Specify the
Syslog Server to Receive Events area.
The settings on the Syslog Server Web page
are saved regardless of whether you select
Disable logging to an external syslog
server or Enable logging to the following
syslog server.

Specify the Syslog Server to Receive Events

server name

Enter the address of the syslog server to
receive events.

The server name field can contain up to 40
characters and can either be a URL, for
example, www.asite.com or a literal
address.

For an IPv6 network, the literal address can
be a global unicast address, for example,
2002:8709:b5fe:: 75 or a link local address,
for example, fe80::2ca:feff:fe03:5053%eth0.

Select Which Logs Are to be Sent to the Above Server

boot, cron, *.emerg logs

Select this check box to send the boot, cron,
and *.emerg logs to the external server.

security log Select this check box to send the security log
to the external server.
kernel log Select this check box to send the kernel log

to the external server.

command history log

Select this check box to send the command
history log to the external server.

CM IP events log

Select this check box to send the CM IP
events log to the external server.
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Chapter 17: Reports

Reports overview

You can use the SMI to generate predefined Messaging reports. These reports are useful for
monitoring users, system usage, planning capacity, and tracking system security.

The storage server collects information about system settings and properties. The storage
server also collects information that depicts the system use, including data about features,
users, communities, data port loads, and remote-messaging traffic. The Messaging system

displays this information in real-time dynamic report pages and in the Messaging traffic

reports.

Report types

Report

Description

Reports (Storage)

Provides a summary of Users (Local),
Information Mailboxes, Remote Users,
Uninitialized Users, Login Failures, and
Locked Out Users.

System Evaluation Report (Storage)

Provides a summary of various Messaging
settings and properties. This report also
displays information about dormant
mailboxes. A dormant mailbox is a mailbox
that a user has not accessed in 30 days or a
new mailbox that has not received any
messages since 30 days.

Internet Messaging Traffic (Storage)

Provides a summary of the port usage on the
Messaging system in daily or hourly periods.
Use the report to determine if the Messaging
system is performing at peak efficiency by
providing the actual usage information. This
report also provides information about
outcalling ports, user traffic, and feature
traffic that helps to evaluate system
efficiency.
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Report Description

TCPI/IP Snapshot Provides the total traffic for all machines with
the specified connection type. Also displays
the total number of updates.

Messaging Measurements Displays daily measurements of traffic by
community, feature, load, network load, and
user.

When the Messaging system exhausts all attempts to deliver a voice mail to a user mailbox,
the system sends a Non-delivery Report (NDR) or Delivery Status Notification (DSN) to the
user. If the user addresses the voice mail to a System Distribution List (SDL), the system sends
NDRs also to the postmaster mailbox. The system does not present NDRs to Exchange
users.

Viewing the local users report

Procedure

On the Administration menu, click Messaging > Reports (Storage) > Users.

© Tip:

Click on the column header to sort the data.

Example
The following image displays the local users report with the Language filter used to sort
users.
Users (Local) Dizplay: | 25 [ne] #ems
:;::* Last Narme  Site Mailbox Extensssh  Lasguags Sterage In A& Clats of Service Aptshy
= Filtar
Chasie One | Chogan Ona | w8 chogde QORe W Lhonie Qne W Chaoie Ofe
Chosse Ons Res
Mo Launguage Default 1234 184 ‘sr'_t._",_l: - Bvaya Ty Stardard
‘Wikred Gaube Default 3055 3055 L -LIS HAvaya g Staredard
lane Do Default 4371 45 Site Drefault Avaya T Staredard
Yt Clark Dafault £172 5172 wh=l5 Avaya hel Staredard
Jodin Do Default 5173 5173 Site Defauit Bvaya T Stanedard
Jehinny  Dns Dafault 175 g1Ts Sibe Drafait Avaya [T} Staredard
Jaif Clarke BeFevdle 432 6543 Fr=CH Avaya s Standard

Users (Local) field descriptions

The report displays a list of local users present in the Messaging system.
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Viewing the information mailboxes report

Name Description
Display Use to control the number of users displayed
on a particular page. The options are:
« 25
* 50
* 100
* All
First Name The first name of the user.
Last Name The last name of the user.
Site The site to which the user belongs.
Mailbox The mailbox of the user.
Extension The user extension.
Language The language configured for the user. For
more information on the language, see
Supported languages on page 21.
Storage The storage option for the user.
In AA Indicates whether the user belongs to Auto
Attendant.
Class of Service The CoS to which the user belongs.
Actions Click Filter to sort according to the selected
option.
Click Reset to reset all the filters to default.

Viewing the information mailboxes report
Procedure

On the Administration menu, click Messaging > Reports (Storage) > Info
Mailboxes.

°Tip:

Click on the column header to sort the data.

Example
The following image displays the columns visible in the information mailboxes report.
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Information Mailboxes Display: [ 25 % | items

First Name Last Name Site Mailbox Extension Class of Service

Information Mailboxes field descriptions

A list of information mailboxes in the Messaging system.

Name Description
Display Use to control the number of information
mailboxes displayed on a particular page.
The options are:
25
* 50
« 100
« All
First Name The first name of the information mailbox.
Last Name The last name of the information mailbox.
Site The site to which the information mailbox
belongs.
Mailbox The mailbox number of the information
mailbox.
Extension The extension of the information mailbox.
Class of Service The CoS to which the information mailbox
belongs.

Viewing the remote users report

After adding users, you must reload the GAL or wait for the nightly maintenance to view the
users. To reload the GAL, see Loading lists on page 175.

Procedure

On the Administration menu, click Messaging > Reports (Storage) > Remote
Users.
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°Tip:

Remote Users field descriptions

Click on the column header to sort the data.

Example

The following image displays the columns visible in the remote users report.

Remote Users

First Mame Last Mame ASCII Mame

Mo Records Found

Display: |25 "I itermns

Mode ID Mailbox

Remote Users field descriptions

The report displays a list of remote users in the Messaging system.

Name

Description

Display

Used to control the number of users
displayed on a particular page. The options
are:

* 25
* 50
+ 100
« All

First Name

The first name of the user.

Last Name

The last name of the user.

ASCIl Name

The ASCII name of the user.

Node ID

The node ID of the user.

The node ID is the ID you define in the
mapping table so that the local system can
recognize the remote user.

Mailbox

The mailbox number of the user.
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Viewing the uninitialized mailboxes report
Procedure

On the Administration menu, click Messaging > Reports (Storage) > Uninitialized
Mailboxes.

oTip:

Click on the column header to sort the data.

Example
The following image displays the columns visible in the uninitialized mailboxes report.

Uninitialized Mailboxes Display: | 25 || items

First Name  Last Name Site Mailbox  Extension Fassword Init  Name Recorded Gresting Recorded
4 A rrsnt Dafault 10114 10114 No Mo Mo

5 Amex Default 10115 10115 Mo Mo Mo

& Amex Default 10115 10118 Mo Mo Mo

Uninitialized Mailboxes field descriptions

The administrator has enabled users to use voice messaging, but these users have not
completed initializing the user mailbox.

Name Description

Display Use to control the number of users displayed
on a particular page. The options are:
«25
* 50
+ 100
< All

First Name The first name of the user.

Last Name The last name of the user.

Site The site to which the user belongs.

Mailbox The mailbox number of the user.

282  Administering Avaya Aura® Messaging R6.2 December 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Viewing the login failures report

Name

Description

Extension

The user extension.

Password Init

The administrator provides a new user with
a temporary password that the user must
change at the first logon through the TUI or
the User Preferences page. Users cannot
listen to voice messages without logging on
to the system and changing the temporary
password.

The options are:

* Yes: You must change your password at
first logon.

* No

Name Recorded

The system updates new users to record
their names when the users log on to the TUI
for the first time. Callers hear the recorded
name in the Auto Attendant.

The options are:

* Yes: You must record your name at first
logon.

* No

Greeting Recorded

When users log on to the TUI for the first
time, the system updates users to record a
personal greeting. The system plays the
greeting to callers when the user does not
answer the call.

The options are:

* Yes: You must record a personal greeting
at first logon.

* No

Viewing the login failures report

Procedure

On the Administration menu, click Messaging > Reports (Storage) > Login

Failures.
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0 Tip:

Click on the column header to sort the data.

Example
The following image displays the columns visible in the login failures report.

Login Failures Display: | 25 % tems
Date / Time ::':m Ir':;:]e Email Site ‘[:ﬂ“'ﬂ Reason
2011-03-14

= Deleted User-

S5:20:31: PM A - o TG &
il gf8fce8Seb0d40caa2e4d7al928b7851GUID Lkl
2011-03-14

Delated Usar-
s :
el ol Sfefce8Seb0d40caal64d7al1928b7851GUID Szl

Login Failures field descriptions

The report displays a list of users with failed login authentication attempts.

Name Description

Display Use to control the number of users displayed
on a particular page. The options are:
«25
* 50
+ 100
< All

Date / Time The date and time of the failure.

First Name The first name of the user.

Last Name The last name of the user.

Email The email address of the user.

Site The site to which the user belongs.

Caller ID The caller ID.

Reason The reason for the failure.

284  Administering Avaya Aura® Messaging R6.2 December 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Viewing the locked out users report

Viewing the locked out users report
Procedure

On the Administration menu, click Messaging > Reports (Storage) > Locked Out
Users.

°Tip:

Click on the column header to sort the data.
Example
The following image displays the columns visible in the locked out users report.

Locked Out Users Display: [ 25 % | items

First Name Last Name Site  Mailbox  Extension

Locked Out Users field descriptions

The system displays a list of users locked out of the Messaging system. To unlock a user on
this list, go to the User Properties Web page and clear the Locked out from voice
messaging check box.

Name Description
Display Use to control the number of users displayed
on a particular page. The options are:
«25
* 50
* 100
< All
First Name The first name of the user.
Last Name The last name of the user.
Site The site to which the user belongs.
Mailbox The mailbox number of the user.
Extension The extension of the user.
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Running the system evaluation report

This page displays a summary report of various system settings and properties. Depending
on the system, the summary report displays different types of dynamic information.

Procedure

1. On the Administration menu, click Messaging > Server Reports > System
Evaluation (Storage).

The system displays the report.

2. To refresh the report, click Re-run System Report.

The System Evaluation Report (Storage) Web page displays the following
information:

» System Status

* Site Information

» Software Summary

» Hardware Summary

* Reliability Information

* Networked Machines, if administered
* Extension Ranges

* Dormant Mailboxes

* File System Usage

* Installed Software Packages

Viewing the Internet messaging traffic
Procedure

1. On the Administration menu, click Messaging > Server Reports > IMAP/SMTP
Traffic (Storage).
The system displays a security warning if the system cannot verify the certificate of
the website. Click Yes to continue.

The Internet Messaging Traffic (Storage) Web page displays a graph of the traffic
for the selected days.
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Internet Messaging Traffic field descriptions

2. Select the options for which you want to view the report.

3. If you want to view the traffic of a different day, select the day from the drop-down
list and click Display.
The system displays the report for the selected day.

Example
The following report displays a graph of the traffic for the selected day.

Internet Messaging Traffic (Storage)

g -
8_
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E_
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* SWTF Incoming o Mumber of Messages
(™ SMTP Outgoing ™ Mumber of Bytes
™ POP3 " Simult Sessions

" IWlAF4

To view another day's traffic, select it and press the display button

07/14/2011 W Display

Internet Messaging Traffic field descriptions

Name

Description

X-axis

Use the X-axis to see the following
information:

* SMTP Incoming
* SMTP Outgoing
+ POP3

* IMAP4
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Name Description
Y-axis Use the Y-axis to see the following
information:

* Number of Messages
* Number of Bytes
* Simult. Sessions

 Total Sessions

° Note:

Simult. Sessions is available with SMTP
Incoming and SMTP Outgoing.

Total Sessions is available with POP3
and IMAP4.

Viewing the TCP/IP snapshot

This page displays the current status of the network connection.

Procedure
On the Administration menu, click Messaging > Server Reports > TCP/IP
Snapshot.

The TCP/IP Snapshot Web page displays the status of the incoming and outgoing
connection:

* Machine

* Last Connection
« Status

* Retry

Example
The following report displays the columns visible in the TCP/IP Snapshot Web page.

TCRJIP Snapshot

Taslgeing Censslisns
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Running the traffic measurement report

Running the traffic measurement report

Use the Messaging Measurements Web page to request traffic measurements from the
Messaging system.

Procedure
1. On the Administration menu, click Messaging > Server Reports >
Measurements (Storage).
2. Select the appropriate information.

3. Click Get Report.
The system displays the report.

Example
The following image shows the columns visible in the community traffic measurements
report.
COMMUNITY DAILY TRAFFIC
Date: July 14, 2011 Ending Time: 03:26

Number of Voice Mail Messagqges

Community ID | Sent By Received By Mot Sent By | Mot Received By

Messaging Measurements field descriptions

Name Description

Type The types of traffic include:

« Community: The traffic information for
community users.

 Feature: The traffic information for
Messaging features.

» Load: The traffic information for user
thresholds and voice ports.
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Name Description

* Network-Load: The traffic information for
network measurements and port usage.

* Subscriber: The traffic information for a
user.

Cycle Indicates the frequency type to sample.
The traffic type determines the frequency
types you can select. The frequencies that
are available for selection are hourly or

daily.
Start Date The date to start sampling.
Mailbox Number The system displays this field only when you

select the Subscriber type.
The mailbox number of the user.

Viewing the login reports

Use the Login Reports Web page to generate reports for local host logins administered on this
server. You can generate the reports for all local host logins or for an individual local host
login.

The system maintains the credentials of local host logins on the server. If you are using an
external Authentication, Authorization and Accounting (AAA) server, the system maintains the
credentials for those logins on the external AAA server and you cannot view the credentials
from this page.

° Note:

Your login might not have permission to view all the data for a particular login. If this is the
case, the page will display access denied for that information.

Procedure
1. On the Administration menu, click Server Maintenance > Security > Login
Reports.
Select an option for the type of login report you want to view.
In the Enter Time Period for Reports area, enter the time period details.

In the Output Format area, enter the appropriate details.

o &~ oD

Click Continue to generate the report.
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Login Reports field descriptions

The system displays the login report for the selected type.

Login Reports field descriptions

Name

Description

Select an option

List Local Host Logins

Select this option to generate a report for all
local host logins.

Display Information for Local Host Login

Select this option and enter the individual
login name to generate a report for the
individual local host login.

Display Information for Failed Logins

Select this option to generate a report of
failed logins.

Display Information for Successful
Logins

Select this option to generate a report of
successful logins.

Display Detailed Information for
Successful Logins

Select this option to generate a detailed
report for the successful logins.

The default all keyword will generate a report
that includes all successful logins. If you
need detailed information on a specific login,
replace the keyword all with the specific
login. The system generates a detailed
report for the specific login.

Enter Time Period for Reports

Start Day/Time

Enter the start time for the report in the format
mm:dd and hh:mm.

End Day/Time

Enter the end time for the report in the format
mm:dd and hh:mm.

Output Format

Enter Maximum Number of Lines to
Display

Enter the maximum number of lines to
display. The default value is 200.

Display Reports Newest First

Select this check box if you want the system
to display the newest reports first.
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Chapter 18: Maintenance

Maintenance checklist

The following tables list the tasks that you must complete on a regular basis to ensure that the

Messaging system operates properly. The first table lists the maintenance tasks for the
application server. The second table lists the maintenance tasks for the storage server.

° Note:

If you need technical support, locate your product ID before you contact your remote support
center. The product ID is a 10-digit number that the support center uses to identify your

Messaging server. You can locate your product ID by clicking on the Administration menu,
and then clicking Server (Maintenance) > Alarms > Current Alarms.

Related topics:
Application server on page 293

Storage server on page 295

Application server

Number

Tasks

Links

Frequency

1

Check the port usage report.

For more information,
see:

« Accessing audit and
ports usage files on
page 270

* Viewing the port usage
report on page 271

Daily.

Check the alarm log.
The log displays active alarms
and resolved alarms.

For more information,
see:

» Logs overview on
page 243

* Viewing the alarm
logs on page 256

Daily.
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Number Tasks Links Frequency
3 Check the system logs. For more information, Daily.
Use the log to diagnose see:
network problems, security L .
. * Logs overview on
issues, system reboots, and so
on page 243
* Viewing the system
logs on page 244
4 Follow IT processes for: For more information, As required by
. . contact your customer IT | internal IT
* Security procedures for virus :
scans representative. standards.
Perform the Disk
* Critical updates Defragmenter:
* Windows backups * During off-peak
» Defragmentation (defrag) times.
: * After a major
Check disk (chkdsk) change to the
* Scan disk (scandisk) application
Obtain the recommended software.
schedule for these tasks from * After the addition
your customer IT of many files.
representative. .
Analyze the disk before running Wh.en a
maintenance
the Defragment command. .
alarm in the
© Note: software
h S instructs you to
The Microsoft guideline is to run the
perform the tasks once a defragment
week. command.
5 Back up the data. For more information, Nightly according

see:

* Back up and restore

overview on page 211

« Backing up application

files on page 72

to the routine
automatic
schedule.
Perform the
backup task as
necessary:

» After making
major system
changes.

* After creating
new users.

* When
experiencing
system problems
to avoid losing
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Maintenance checklist

Number

Tasks

Links

Frequency

information
entered since the
last backup.

* When a partial
backup occurs to
avoid losing the
data sets that the
system did not
back up.

Verify that the backup
completed successfully.

For more information,

see Viewing backup
logs on page 220.

Daily.

7 Restore the data. For more information, Perform the restore
see: task as necessary:
» Back up and restore » If the application
overview on page 211 server data is lost
. or corrupted.
* Performing a
restore on page 221 * If the system fails
because of data
loss.
* If the hard disk
fails.
8 Check for available service Monthly.
packs to download from the
Avaya Support website at http://
www.avaya.com/support. .
9 Reboot the application server. | For more information As necessary or
see, Shutting down the | once a year.
server on page 373.
Storage server
Number Tasks Links Frequency
1 Check the events to identify For more information, Daily.
routine conditions and see the Avaya Aura®
conditions that can lead to a Messaging Alarms and
storage server alarm. Events document.
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Number Tasks Links Frequency
2 Administer and check the user | For more information, Daily.
activity log. see:
Use the log to investigate user
o « Storage server logs
activity and to resolve reported ;
overview on page 252
problems.
* User activity logs on
page 264
* Configuring a user
activity log on page
264
* Running an activity log
report on page 264
3 Check the alarm log. For more information, Daily.
The log displays active alarms | see:
and resolved alarms.
» Storage server logs
overview on page 252
* Viewing the alarm
logs on page 256
4 Check the administration log. | For more information, Daily.
Use the log to review and see:
investigate administrative
: « Storage server logs
entries that you can solve. ;
overview on page 252
* Viewing the
administration history
log on page 252
* Viewing the
administrators log on
page 254
5 Check the backup log. For more information, Daily.
Use the log to identify errors see:
Lhaactkc:ccurred during the « Viewing backup
P- history on page 220
* Viewing backup
logs on page 220
6 Reset the local user password | For more information, As necessary.
if the user forgets the user see Resetting the voice
password. mailbox password on
page 150.
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Maintenance checklist

Number

Tasks

Links

Frequency

7

Unlock a voice mailbox
account.

Messaging automatically locks
the system when the user fails
to enter proper login credentials
after a certain number of
consecutive failed attempts.
The Lock out users after field
on the System Policies Web
page determines the number of
allowable consecutive failed
attempts. The user cannot
access the system until an
administrator unlocks the user
mailbox.

Before you unlock a user
mailbox, investigate why the
system locked the mailbox.

For more information,
see:

» Unlocking the voice
mailbox account on
page 149

« Viewing the locked out

users report on
page 285

As necessary.

Reboot the storage server.

For more information
see, Shutting down the
server on page 373.

As necessary or
once a year.

Check the Linux system clock.

For more information,
see Verifying the system
clock on page 38.

Monthly and when
a daylight saving
time change
occurs.

10

Add, delete, or modify local
users to maintain user profiles
that reflect current needs and
staffing.

For more information on
how to manage local
users, see:

» Adding users on
page 134

« Adding users from

Active Directory on
page 135

» Changing user
properties on page
136

* Deleting users on
page 137

« Viewing the local users
report on page 278

As necessary.
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Number

Tasks

Links

Frequency

11

Administer remote users. A
remote update can use one of
your networking ports for quite
some time.

Administer a user manually
when you want to administer a
remote user immediately, but
do not want to run a remote
update.

For more information,
see:

* Remote updates on
page 152

* Running a remote
update manually on
page 153

* Viewing the remote

users report on
page 280

As necessary.

Use the traffic information to
troubleshoot the system and to
improve system efficiency.

12 Check the Internet Postmaster | For more information, As necessary or
Mailbox for unsent messages. | see: once a week.
You define the _Internet « Adding the postmaster
Postmaster Mailbox Number on .
the User Management > mailbox on page 43
Properties for New User Web | « Configuring the
page. postmaster mailbox
number on page 45
13 Check the uninitialized For more information, Monthly.
mailboxes report to identify see Viewing the
mailboxes that were never uninitialized mailboxes
initialized. report on page 282.
This report is useful when you
migrate from older Messaging
releases. You can remove
unused mailboxes and free-up
unused licenses.
14 Check the dormant mailbox For more information, Monthly.
report to identify inactive see Running the system
mailboxes. evaluation report on
page 286.
15 Run traffic reports. For more information, As necessary.

see:

« Viewing the Internet
messaging traffic on
page 286

* Running the traffic
measurement
report on page 289
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Maintenance checklist

Number Tasks Links Frequency
16 Run audits. For more information, As necessary.
Audits can reconcile conflicts | see:
among da_tabas_es by checking | | Messaging database
for inconsistencies and when audit on page 300
possible, updating the audit on pag
information in databases to * Performing the voice
correct the Messaging messaging database
problems. audit on page 301
* Running Audit on
page 302
17 Back up the data. For more information, Nightly according
see: to the routine
» Back up and restore automatic
: schedule.
overview on page 211 Perform the
» Backing up system backup task as
files on page 213 necessary:

+ After making
major system
changes.

* After creating
new users.

* When
experiencing
system problems
to avoid losing
information
entered since the
last backup.

* When a partial
backup occurs to
avoid losing the
data sets that the
system did not
back up.

18 Verify that the backup For more information, Daily.
completed successfully. see Viewing backup
logs on page 220.
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Number Tasks Links Frequency
19 Restore the data. For more information, Perform the restore
see: task as necessary:
» Back up and restore * If the storage
overview on page 211 server data is lost
« Performing a or corrupted.
restore on page 221 * If the system fails
because of data
loss.
* If the hard disk
fails.
20 Remove unused enhanced For more information, As necessary.
lists. see Administering an

ELA List on page 176.

21 Check the software For more information, As necessary.
management logs. see:
Use the log to review
information about the
installation, update, or removal
of software packages. * Viewing the software
management logs on
page 259

 Storage server logs
overview on page 252

Messaging database audit

Messaging databases work independently of each other under the direction of a set of software
and hardware processes. These processes coordinate the files, databases, and system
hardware. Since the system handles the databases separately, one database might contain
information that conflicts with another database. For example, if you delete a user from the
Messaging database, other databases might still contain messages addressed to that user or
mailing lists that include the name of the deleted user.

Audits can reconcile such conflicts among databases to check for inconsistencies and when
possible, update the information in databases to correct the Messaging problems. For
example, audits delete all references to a deleted user, which includes deleting the name of
the user from the mailing lists and canceling message deliveries to that user. Audits run
automatically or the administrator can run audits when required.
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Performing the voice messaging database audit

Performing the voice messaging database audit
Procedure
1. Onthe Administration menu, click Messaging > Utilities > Messaging DB Audits
(Storage).

2. Click one of the links to perform an audit.

The system displays the audit name and the result code, which indicate that the
audit is running.

3. Wait for the audit to finish or perform one of the following steps:

* Click Abort to partially stop the audit and exit the page.

* Click Back to go to the Messaging DB Audits (Storage) Web page.
4. If the audit fails:

a. Resolve any active alarms and rerun the audit.
b. If the audit fails again, contact the remote service center.

Messaging Database Audits (Storage) field descriptions

Click To
History View audit history
Start Mailboxes Audit (Mailboxes, Audit mailboxes
Mailbox Data)
Start Mailing Lists Audit (Mail Lists, Audit mailing lists

Delivery Data)

Start Voice Names Audit (Voice Names) | Audit names

Start Network Data Audit (Machine Audit network data
Translations, Network Translations,
Network Data)

° Note:

This audit is available only if the system
has Digital Networking.
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Click To

Start Subscriber Data Audit (Subscribers, | Audit user data
Delivery Data)

Start Nightly Audit (Nightly, Delivery Perform nightly audit
Data)
Start Weekly Audit (Weekly, Delivery Perform weekly audit

Data, Network Data, Mailbox Data)

Audit History field descriptions

Name Description
Date The audit date.
Time The time of audit.
Start/End The status of audit: start or end.
Audit The audit type.
Result The status of audit.

Running Audit

The Running Audit Web page displays the current status of a audit. The system displays the
audit name and result code, which indicate that the audit is running.

Click Abort to partially stop the audit and exit the page, or click Back to go to the Messaging
Database Audits (Storage) Web page.

Verifying or restarting the LDAP processes

The LDAP Status/Restart (Storage) Web page displays the current status of the LDAP
processes. You can manually restart the LDAPFE and LDAPCORP processes. Use LDAPFE
and LDAPCORRP to administer the Messaging data from the internal and external client
respectively.
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LDAP Status/Restart (Storage) field descriptions

Procedure
1. On the Administration menu, click Messaging > Utilities > LDAP Status/Restart
(Storage).
2. Verify if all the processes are in the UP state.

3. If any process is not in the UP state, click Restart to manually start the process.

0 Note:

To start all LDAP processes, you must restart the Messaging application.

LDAP Status/Restart (Storage) field descriptions

Field Name Description

slapd slapd is the core process for LDAP in
Messaging. Messaging functions only when
slapd is running. To restart slapd, you must
bring the Messaging system to the DOWN
state.

An UP state indicates that slapd is running.
The DOWN state indicates that slapd is not
running, and you must restart Messaging.

Ldapfe Ldapfe is the process to perform
administration from the Web pages. An UP
state indicates that Ldapfe is running. The
DOWN state indicates that Ldapfe is not
running.

You can perform administration through the
Web pages until you restart this process.

Ldapcorp Ldapcorp is the process to perform
administration from external LDAP clients.
The firewall must also be open to perform
administration through external clients.

To check the firewall status, on the
Administration menu, click Server
(Maintenance) > Security > Firewall.

An UP state indicates that Ldapcorp is
running. The DOWN state indicates that
Ldapcorp is not running.

You can perform administration through the
external LDAP clients until you restart this
process.
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Octel Aria migration

Messaging Release 6.2 supports migration of user mailbox properties, messages, recorded
names, and user greetings from Octel Aria 3.10 and 3.11 systems.

The migration of Octel systems include:
* Octel 250 and 350 system
* Octel 0 type mailboxes
* Voice messages

The migration does not include:
* Personal Distribution Lists
* Auto Attendants
* Fax messages
» Hidden mailboxes
* Non-delivery notifications
» Passwords

» Multilingual capabilities of the Aria server

There must be sufficient client license seats to cover the number of mailboxes for migration.
You must enable client access for all mailboxes in CoS. Migrated messages show the status
in the Messaging mailbox as read or unread and priority as urgent or regular.

Importing Octel Aria data
o Note:

Avaya Professional Services must import the Octel Aria data using the craft login.

Before you begin

* The name of the Octel Aria data file must be in the Octel NAG xxxxxxx.zip format
for Names and Greetings and Octel MSG xxxxxxx.zip formatfor Messages. XXxxxxx
can be any alphanumeric characters except _. For example,

Octel NAG stormy92000-92999.zip.

If you need to change the mailbox number to a different one, you must provide a file named
Octel NAG xxxxxxx.ext Or Octel MSG xxxxxxx.ext.For example, if you need
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Octel Aria Migration field descriptions

to change the mailbox number from 92000 to 8888892000, you must provide a mapping
file with the name as Octel NAG stormy92000-92999.ext.

* Avaya Professional Services must upload the Octel Aria data file to Messaging using the
Communication Manager upload files screen.

* Ensure that the Messaging system is running.

* No other import is running.

Procedure

1. On the Administration menu, click Messaging > Utilities > Octel Aria

Migration.

2. Select the Octel Aria data file that you want to import.

3. Click Import.

The system imports the Octel Aria data.

4. You can view the logs of the import after the import is complete by selecting the

appropriate log file.

5. Click View logs.

The system displays the log data.

Octel Aria Migration field descriptions

Field Description

Octel Aria zip file The Octel Aria data zip file for import.
Log file The logs of the import process.
Button Description

Import To import the Octel Aria data zip file.
View logs To view the logs of the import.
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IMAP/SMTP administration

Administering general options

Use the fields on the Internet Messaging: General Options and Settings Web page to manage
the Messaging resources used for processing emails. The fields also define how Internet
Messaging affects other Messaging features.

Procedure

1. On the Administration menu, click Messaging > IMAP/SMTP Settings
(Storage) > General Options.

2. In the Maximum number of INCOMING SMTP sessions field, select the required
value.

3. Inthe Maximum number of OUTGOING SMTP sessions field, select the required
value.

4. Click Save.
The system saves the settings.

Internet Messaging: General Options and Settings field
descriptions

Name Description

Maximum Number of INCOMING SMTP SMTP sessions require processing
Sessions resources and affect the quality of service. If
the system receives several email messages
simultaneously, the system starts additional
sessions to accommodate the additional
traffic up to the administered limit.

If you increase this number, the number
limits the possibility of the machine sending
messages to temporarily becoming unable to
send emails. Although email servers
automatically retry sending messages, most
email clients require users to resend the
message.
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Name Description

After setting this field and turning on Internet
Messaging, select Server Reports > IMAP/
SMTP Traffic (Storage) and check the
volume of email traffic in the SMTP
Outgoing area.

Maximum Number of OUTGOING SMTP | The system uses the maximum number of
Sessions sessions only if needed. If a large volume of
outbound email is queued for delivery, the
system starts additional sessions up to the
administered limit.

After setting this field and turning on Internet
Messaging, select Server Reports > IMAP/
SMTP Traffic (Storage) and check the
volume of email traffic in the SMTP
Outgoing area.

Mail options

Use the Mail Options Web page to specify how to manage emails and to define configuration
information used in processing incoming and outgoing emails.

Depending on the selections you make on this page, the outgoing email address is resolved
as follows:

« If you specify a mailbox gateway, the system sends all outbound emails to the gateway
for delivery to the destination.

* If you do not specify a mailbox gateway, the system uses the configured Domain Name
server to look up the host.domain portion of the outgoing user@host.domain email
address.

* If the DNS lookup fails, the system checks the administered host files entries for
host.domain.

« If all the methods fail, the message is marked as undeliverable and returned to the
sender.

Configuring the mail options
Procedure

1. On the Administration menu, click Messaging > IMAP/SMTP Settings
(Storage) > Mail Options.

2. Enter the appropriate information in the fields.
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3. Click Save.
The system saves the settings.

If you configure the server alias, you must reload the user list.

For more information, see Loading lists on page 175.

If the system is part of a message network, you must request a remote update from
the message-networking server to ensure message delivery to the messaging

network.

Mail Options field descriptions

Name

Description

Mailbox Gateway Machine Name

The TCP/IP hostname of the mailbox
gateway. Your communication network
routes all outbound emails through the
gateway you select from this drop-down list.
The system populates the list using the
External Hosts Web page.

For example,
94221@machine.domain.com.

Server Alias

An alternate hostname of the mail gateway.
For example, 94221@domain.com.

Using aliases, organizations can create
easily recognized email addresses for their
clients and employees.

For example, extension@domain.com.

Warn about undeliverable mail after

The number of days after which the system
notifies users that the system did not deliver
the user message.

Internet Messaging attempts delivery for the
specified number of days. Then, the sender
receives a warning that includes a part of the
message for identification purposes.
Attempts to deliver the message continue
even after the warning notification. The
number of times the server attempts delivery
depends on the number of days set in this
option.

Report undeliverable mail and delete it
after

The number of days after which the system
returns an undeliverable message to the
sender.

After this threshold passes, the sender
receives an email that the message was

308 Administering Avaya Aura® Messaging R6.2
Comments? infodev@avaya.com

December 2013



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

IMAP/SMTP administration

Name Description

undeliverable with the original message
attached. The system no longer attempts to
deliver the message.

Check for mail every The time interval for checking the message
queues.

The system sends and delivers outgoing and
incoming messages immediately. However,
if the system does not send or deliver a
message immediately, the system performs
a check after the specified interval and
delivers all messages in the queue.

Verifying the IMAP/SMTP status

Procedure

On the Administration menu, click Messaging > IMAP/SMTP Settings (Storage) >
IMAP/SMTP Status.
The system displays the IMAP/SMTP status.

IMAP/SMTP status field descriptions

The Internet Messaging: IMAP/SMTP Status Web page displays the latest snapshot of the
Internet messaging operation.

Name Description

Internet Message status Displays whether the inbound and outbound
email delivery processes are operating.

Percent of media space in use (contains | Displays the percentage of used space in the
queues) media file system.

The media file system contains messages
and various system data, including
temporary files, Internet messaging queues,
and logs.

Number of incoming messages in queue | Displays the actual number of messages
waiting in the incoming message queue
when the system read the data.

If the setting is high, the system allows more
messages into the queue and uses more
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Name Description

space. If the system uses more space,
message storage or processing is affected.

Number of outgoing messages in queue | Displays the actual number of messages
waiting in the outgoing message queue when
the system read the data.

Number of SMTP receive/send sessions | Displays the number of SMTP sessions
running currently active for processing incoming and
outgoing messages.

Number of POP3 client retrieval sessions | Displays the number of sessions currently
running active for servicing POP3 users, such as
POP3 connections created with the Outlook
email application.

Number of IMAP4 client retrieval Displays the number of sessions currently

sessions running active for servicing IMAP4 clients, such as
IMAP4 accounts established with Outlook
Express.

Voice Equipment Diagnostics

You can perform the following diagnostics on an installed analog-line interface card:

 Busying out voice channels on page 310.

* Diagnosing the voice equipment on page 311.

* Displaying the voice equipment status on page 313.

* Releasing the voice channels on page 314.

Busying out voice channels

Busying out voice channels takes channels out of service. The system does not forward calls
out of service channels. You can busy out more than one channel.

° Note:

Do not busy out all voice channels at once, as no channels remain for incoming calls.

Procedure

1. On the Administration menu, click Messaging > Telephony Diagnostics
(Application) > Busy.
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2. Enter the appropriate information in the fields.

3. Click Busyout.
When the state change is complete, the system displays the Busyout of Voice

Equipment Web page.

Busyout of Voice Equipment field descriptions

A Caution:

If you select yes in the Change immediately field, the system disconnects all calls in
progress. Do not select yes unless call traffic is extremely low. If you select no, the voice
cards or channels busy out when the voice calls or channels are free. Busying out voice
cards and channels when the voice cards and channels are free of calls might take a longer

time, but the calls are not disconnected.

Field Name Description
New State Specifies the state of the equipment. This
field is always set to manoos.
Equipment This field is always set to Channel.
Equipment Number Specifies the number of the channel. You

can enter channel numbers in several forms:
* A single number. For example, 1.
* A range of numbers. For example, 0-2.

* A list of single numbers. For example,
0,1,2.

* A list of single numbers and ranges. For
example, 0, 1-2.

Change immediately Select yes to change the state immediately,
even if the channel is busy.

Select no to change the state when the
channel becomes idle.

Diagnosing the voice equipment

° Note:

The system uses SIP integration between Communication Manager and Messaging. Hence,
the following steps are not applicable to Messaging.
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Procedure

1.

On the Administration menu, click Messaging > Telephony Diagnostics
(Application) > Diagnose.

Enter the appropriate information in the fields.

° Note:

Do not diagnose all analog-line interface cards or channels at the same time, as
there will be no available channels to accept incoming calls.

. Click Diagnose.

Depending on the selected equipment, diagnosis can take several minutes. The
system displays the Voice Board Diagnostics Web page.

If the system displays either of the following messages, the system did not detect
a working telephone line connected to the voice port. Perform steps 5to 7.

No loop current on channel number
Channel number changed to state FOOS

Verify that you have properly connected the telephone line to both the interface card
and the telephony server.

. Verify that the analog line is set up properly on the telephony server.

Verify that the telephony server port has a dial tone by removing the analog line.
Plug in an analog telephone, and listen to the handset for the dial tone.

* If there is a dial tone, the analog-line interface card is defective.

« If there is no dial tone, the telephony server is faulty. Verify the wiring and
administration of the telephony server.

« If the system displays the following message, the system did not detect a dial
tone. However, the system did detect loop current, which could be a result of
excessive load on the analog-line interface card. If you see the following
message, perform steps 8 and 9.

Diag TRnumber: No dial tone frequencies set

. Verify that the analog lines are distributed over several analog-line interface

cards.

. Verify that the telephony server administration for the ports is valid.

. If the system displays one of the following messages, the channel or card is not

working. You must replace the analog-line interface card:

Channel number changed to state BROKEN
Card number changed to state BROKEN

11. If the card is NONEX, nonexistent, verify that you have properly fixed the card in
the slot.
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If the card is not fixed properly, fix the card properly and follow the procedures for
correcting power supply.

Diagnose Equipment field descriptions

A Caution:

If you select yes in the Immediate Diagnosis field, the system disconnects all calls that are
in progress. Do not select yes unless call traffic is extremely low. Diagnosing voice cards
only when the voice cards are free of calls can take longer, but no calls are disconnected.

Field Name Description
Equipment to diagnose Displays the equipment to diagnose as Card.
Equipment Number Specifies the number of the card.
Immediate Diagnosis Immediate diagnosis takes specified channels out of service

immediately even if a call is in progress. Select no to wait
until all specified channels are idle before beginning the
diagnosis.

Displaying the voice equipment status
Procedure
On the Administration menu, click Messaging > Telephony Diagnostics

(Application) > Display.
The system displays the information about the voice equipment.

Display Voice Equipment field descriptions

Field Name Description
Card Identifies the circuit card on which the channel resides.
Port The virtual port number.
Channel The virtual channel number.

Administering Avaya Aura® Messaging R6.2 December 2013 313



Maintenance

Field Name Description

State The current status of the channel, as follows:
* In-service (INSERV): The normal state.

* Facility-out-of-service (FOOS).

» Manually-out-of-service (MANOOS).

» Hardware-out-of-service (HWOOS).

* broken: Diagnostics did not pass on the card. Hence, you
might need to replace the card.

Time The time and date of the last change in the state of the
channel.

Service The associated service name or a DNIS designation
indication.

Phone The telephony server extensions that correspond to the
channel.

Group —

Opts The equipment options:
« talk
+ TDM

Type The type of voice card.

Releasing the voice channels

Releasing voice channels places all the channels in service. In-service channels can accept
and process calls. You can also release one or more individual channels.

Procedure

1. On the Administration menu, click Messaging > Telephony Diagnostics
(Application) > Release.
After the channels are released, the state of the equipment is changed to inserv.

2. Enter the appropriate information in the fields.

3. Click Release.
When the state change is complete, the system displays the Release of Voice
Equipment Web page.
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Field Name Description
New State Specifies the state of the equipment. This
field is always inserv.
Equipment This field is always Channel.
Equipment Number Specifies the number of the channel. You

* A single number. For example, 1.
* A range of numbers. For example, 0-2.

* A list of single numbers. For example,
0,1,2.

* A list of single numbers and ranges. For
example, 0, 1-2.

can enter channel numbers in several forms:

Security

Security

Generating a certificate signing request

To reduce the errors that customers receive while logging into the SMI, customers might want
to install their own vendor signed certificates on their Messaging systems. These certificates
are signed by a certificate authority (CA) and are built for a particular system name, that is,

fully qualified domain name.

The Certificate Signing Request (CSR) Web page enables you to manage the CSRs present
on the server. The customer can generate a CSR to send to their CA, that is, Entrust, VeriSign,

and so on. If there are outstanding requests in etc/opt/ecs/certs/signing-

requests, the system displays the CSR Web page. If there are no outstanding signing
requests, the system displays the CSR - Form Web page. The system allows a maximum of

four certificate-signing requests to be outstanding at any given point of time.

Procedure

1. Onthe Administration menu, click Server (Maintenance) > Security > Certificate

Signing Request.
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. Complete the fields with the appropriate information. For more information, see

Certificate Signing Request - Form field descriptions on page 317.

If there are outstanding certificate service requests, click New Request and
complete the fields.

. Click Generate Request.

The system displays the Certificate Signing Request - Display Web page. You must
send the certificate output from the Certificate Signing Request - Display Web page
to the CA.

. Copy and paste a portion of the CSR data, from the Begin Certificate Request area

to the End Certificate Request area, into a notepad and save the notepad.

5. Click Continue.

6. Send the notepad document to the CA.

The CA vendor sends a Messaging certificate file to the customer. The certificate

file includes the .pem or .crt extension. Messaging voice mail uses this certificate.
If you install this certificate, the system eliminates the error seen by customers when
the customers log in to the Messaging SMI.

The certificates are chained certificates. To install a chained certificate, you must
install the CA Root certificate. Some certificate authorities, such as VeriSign require
you to install an Intermediate certificate. After you load the Root certificate and
Intermediate certificate, if required, you can install the Messaging certificate.

The customer must download the Root certificate and install this certificate before
installing other certificates on the Messaging system. The following links are for the
Root certificates of VeriSign and Entrust.

° Note:

Larger customers might have a contract with the vendor and therefore have direct
access to the Root and Intermediate certificates. The customer follows vendor
directions on how to download the Root certificate. If an Intermediate certificate
is required, the website of the vendor provides information on how to obtain the
Intermediate certificate.

* VeriSign: http://www.verisign.com/repository/roots/root-certificates/
PCA-3G2.pem. Copy the certificate information in the PCA-3G2 . pem file.

* Entrust: https://www.entrust.net/downloads/root_request.cfm. Enter your
name, company name, and email address and then select the Entrust Root
CA check box and select the Server/Host Type as Apache (OpenSSL). Click
Accept. After you receive the email, copy the certificate information in the
PCA-3G2 .penmn file.

7. After the customer has all the certificates, Root, Intermediate, and Messaging, the

customer can download these certificates to the Messaging system. The customer
must first copy these certificates to the /var/home/ftp/pub directory.
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To copy these certificates to the /var/home/ ftp/pub directory, see Downloading
files on page 317.

Certificate Signing Request - Form field descriptions

Certificate Field Field Value

Country Name (2 letter code) Enter the name of the country where the
Messaging server is located.
The country name is a 2-letter code.

State or Province Name (full name) Enter the name of the state or province
where the Messaging server is located.

Locality Name (e.g. city) Enter the name of the locality where the
Messaging server is located.

Organization Name (e.g. company) Enter the name of the organization applying
for the certificate-signing request.

Organization Unit (e.g. section/ Enter the name of the organization unit

department) applying for the certificate-signing request.

Common Name (e.g. host name) Enter the host server name or the server
FQDN.

If the corporate LAN has a name for this
server, the Common Name field defaults to

that value.
RSA Key Size (bits) Select the default length of the RSA key.
This is a CA certificate (see help) The system displays this field only if the

server is a main server.

By default, main servers obtain their
certificate from Authentication File System
(AFS) at http://rfa.avaya.com. LSP and ESS
servers obtain their certificates by issuing a
certificate-signing request to their main
server. The main server must have a CA
certificate to sign the request. You can install
this type of certificate only in the Messaging
repository.

Downloading files

Use the Download Files Web page to download files onto the Avaya server from another server
across the network using HTTP protocol. Typical files to download include new license or
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authentication files, IPSI firmware upgrades, system announcements, or keys.install files, all
of which may be used with network timeservers.

Before you begin
To use the Download Files Web page, the server must be able to access the:

* Corporate LAN and typically, the DNS server for routing and name resolution

* Web server(s) in the selected URLs reference.

Procedure

1. On the Administration menu, click Server (Maintenance) > Miscellaneous >
Download Files.

2. Todownload files from your system to the Avaya server, select File(s) to download
from the machine I'm using to connect to the server and then:

a.

b.

Click Choose File or enter the path to the file that resides on your system. You
can specify up to four files to download.

Click Open.

3. To download files from a Web server to the Avaya server, select File(s) to
download from the LAN using URL and then:

a.

Specify up to four files to download by Universal Resource Locator (URL)
address.

Specify the complete URL. For example, https://networktime.com/
security/keys.install

If you require a proxy server for an external Web server that is not on the
corporate network, you must enter the details in the server:port format.

* Enter the name of the proxy server such as network.proxy or IP address.

« If the proxy server requires a port number, add a colon (:).
Click Download.
The system displays the Download Files Results Web page .

After the system copies the certificates to the /var/home/ ftp/pub directory,
you must install the certificates using the SMI. For more information, see Adding
a trusted certificate on page 319.

Download Files field descriptions

Name Description
File(s) to download from the machine I'm | Download files from your system to the
using to connect to the server server.
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Name Description
File(s) to download from the LAN using | Download files from a Web server to the
URL Avaya server.
Proxy Server If you require a proxy server for an external

Web server that is not on the corporate
network, you must enter the details in the
server:port format.

Trusted Certificates

Use the Trusted Certificates Web page to manage the trusted certificate repositories for the
server. The Trusted Certificates Web page displays all the installed certificates. Use this page
to add a certificate, copy an existing certificate to other repositories, or delete a certificate from
repositories.

Displaying a trusted certificate

Procedure

1. On the Administration menu, click Server (Maintenance) > Security > Trusted
Certificates.

2. Select a certificate and click Display.
The Trusted Certificates - Display Web page displays the content of the selected
certificate.

Adding a trusted certificate

Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Trusted
Certificates.
2. On the Trusted Certificates Web page, click Add.

3. On the Trusted Certificates - Add Web page, in the PEM file containing
certificate field, enter the file name of a trusted certificate.

° Note:

A trusted certificate must be a Certificate Authority (CA) certificate.

The certificate that you want to add must have a .pem or .crt extension and must
be inthe /var/home/ ftp/pub directory on the server. If the file extension is .der,
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you must change the file extension to a .pem extension. You must change the
extension using the -openssl x509 -inform der -in certificate.der -out
certificate.pem command at the command-line.

. Click Open to validate the certificate.

After successful verification, the Trusted Certificates - Add Web page displays the
issued-to, issued by, and date of expiration information for the certificate you want
to add.

0 Note:

If the file does notinclude a valid certificate, the system displays an error message
instead of the certificate content.

. Enter a file name to store the certificate by the same name in each repository.

The system displays several repositories to which you can add the certificate. The
repositories include: C=CM related such as SIP PKI; W=Web server, M =
Messaging.

If you add the Root certificate to a Messaging certificate, select W.

. Select the check box for the appropriate repositories in which you want to install the

certificate.

. Click Add.

The system verifies the following:

* The certificate name has a .pem or .crt extension. If the file name does include
a crt extension, the system deletes the entered extension and replaces the
extension with a crt extension prior to creating the file.

* The certificate name is unique.

* The certificate is not a duplicate certificate with a new name.

° Note:

If you fail to install a certificate in one repository, the failure does not affect the
installation in other repositories.

The system displays a success message and the Root certificate for the certificate
authority in the Trusted Certificates Web screen.

° Note:

After you install the Root certificate, if you need to install an Intermediate
certificate, the website of the vendor directs you on the steps to obtain the
Intermediate certificate.

After you install the certificates, install the Messaging certificate. For more
information, see Adding a server and application certificate on page 323.
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Deleting a trusted certificate
Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Trusted
Certificates.

2. On the Trusted Certificates Web page, select a certificate.

3. Click Remove.
The Trusted Certificates — Remove Web page shows the File, Issued To, Issued
By, Expiration Date, and Trusted By information for the selected certificate.

4. Select the appropriate check boxes to delete the certificate from one or more
repositories.

5. Click Remove.
The system deletes the trusted certificate.

Copying a trusted certificate
Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Trusted

Certificates.

2. On the Trusted Certificates Web page, select a certificate and click Copy.
The system displays the Trusted Certificates - Copy Web page that includes the
selected certificate content and the list of trusted repositories.

3. In the copy to these trusted repositories area, select the check boxes for one or
more repositories.

4. Click Copy.
The Web page verifies the following:

* If the file name is unique and does not already exist

* If a certificate is duplicated with a new file name

° Note:

If you fail to install a certificate in one repository, the failure does not affect the
installation in other repositories.
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Trusted Certificates field descriptions

Name Description

File The name of the individual certificate file.
The file name is the same in all the
repositories.

Issued To The name of the company to whom the
certificate is issued.

Issued By The name of the company that issued the

certificate.

Expiration Date

The expiry date of the certificate.

Trusted By

The list of single letter identifiers for the
repositories in which you install the
certificate.

« A. Authentication, Authorization, and
Accounting Services. For example,
LDAP.

« C. Communication Manager
* W. Web Server
* M. Messaging

Server/Application Certificates

Use the Server/Application Certificates Web page to manage the server and application
certificate repositories for the server. The Server/Application Certificates Web page displays
all the installed certificates. Use this page to install a certificate, copy an existing certificate to

other repositories, or delete a certificate from repositories.

Displaying a certificate

Procedure

1. On the Administration menu, click Server (Maintenance) > Security > Server/

Application Certificates.

The system displays the Server/Application Certificates Web page.

2. Select a certificate entry.

3. To display the content of the certificate chain, click Display.
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The Server/Application Certificates - Display Web page displays the content of the
certificate chain.

Adding a server and application certificate
Procedure

1. On the Administration menu, click Server (Maintenance) > Security > Server/
Application Certificates.
The system displays the Server/Application Certificates Web page.

2. Click Add.

The Messaging certificate file must be present in the /var/home/ftp/pub
directory and the file must have a .pem or .crt extension.

The system displays the Server/Application Certificates - Add Web page.

3. Enter the file name of the Messaging certificate.
The certificate must be a PKCS#12 file or a file in the pem format.

4. Enter the password of the certificate that you want to add.

5. Click Open to validate the certificate.
The system verifies the following:

* The certificate has a .pem or .crt extension. If the certificate has a different
extension, the system deletes the extension and replaces the extension with
a .crt extension.

* The certificate name is unique.
* The certificate is not a duplicate certificate with a new name.

After successful verification, the Server/Application Certificates Web page displays
the issued-to, issued by, and date of expiration information for each of the added
certificates in the chain.

If the file does not contain a valid certificate, the system displays an error message
instead of the certificate content.

6. Select the appropriate repositories check box in which you want to install the
certificate.

0 Note:

The system does not prompt you to enter a file name to store the certificate. By
default, the file name is server.crt.

In the case of a single server and application certificate chain, the server sub-
directory of a repository is limited to a single file for a single certificate chain and
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the file is server.crt. This certificate represents an identity and only one identity
is supported. The system overwrites the existing server.crt file.

7. Click Add.

After successful installation of the server certificate, the SSL client, for example
browser of client machine accessing the SMI, the system prompts you regarding
the change. After you accept the change, the system displays the previously
accessed page.

° Note:

If you fail to install a certificate in one repository, the failure does not affect the
installation in other repositories.

Deleting a certificate
Procedure

1. On the Administration menu, click Server (Maintenance) > Security > Server/
Application Certificates.
The system displays the Server/Application Certificates Web page.

2. Select a certificate entry.

3. To delete the certificate chain, click Remove.
The Server/Application Certificates — Remove Web page displays the file name,
issued-to, issued by, date of expiration, and installed-in information for the first
certificate in the selected certificate chain.

4. Select the appropriate check box to delete the certificate from a single repository or
from an arbitrary combination of repositories if the certificate is installed in more
than one repository.

5. Click Remove.
The system deletes the certificate.

Copying a certificate
Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Server/

Application Certificates.
The system displays the Server/Application Certificates Web page.
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2. Select a certificate entry.

3. Click Copy.
The Server/Application Certificates - Copy Web page displays the certificate content
of the first certificate in the chain along with a list of all other repositories from which
you can select any combination.

4. Select the appropriate repositories check box in which you want to install the
selected certificate.
5. To install the selected certificate in the selected repositories, click Copy.

For each repository where you installed the certificate, the system overwrites or
creates the server.crt and server.key files.

° Note:

If you fail to install a certificate in one repository, the failure does not affect the
installation in other repositories.

Server/Application Certificates field descriptions

Name Description

File The name of the certificate file, which is the
same in all repositories.

The system stores the server certificates in a
concatenated file as a certificate chain.

Issued To The name of the company to whom the
certificate is issued.

Issued By The name of the company who issued the
certificate.

Expiration Date The date of the certificate expiration.

Installed In The list of single letter identifiers for the
repository in which you installed the
certificate.

Authentication File
The Authentication File Web page provides information about the Avaya authentication file

currently installed on the system. You must install the authentication file using the System
Platform console domain.
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This file contains the logons and passwords that Avaya services personnel use to access the
Avaya server. If you have a maintenance contract, the Avaya services personnel update this
file regularly.

° Note:

The system blocks access to the Messaging software if a valid authentication file is not
present on every Avaya server.

The authentication file is created on an Avaya services support system and downloaded to the
Avaya server. You can change the file only using this support system. To change authentication
information, you must replace the entire file.

If the authentication file is missing or corrupted, the system denies access to the Avaya server.
However, this does not prevent the Avaya call-processing software from running, but the
system blocks further administration until a new authentication file is installed using the System
Platform console domain.

To access the authentication file, on the Administration menu, click Server (Maintenance)
> Security > Authentication File.

Authentication File field descriptions

Name Description
AFID The authentication file ID.
Product The product name of the authentication file.

For Messaging, the product name is SP
System Platform.

Release The major product release of the
authentication file.

Common Name The host name of the Messaging server.

Authentication file generation date The date when the system generated the

authentication file.

Authentication file generation time The time when the system generated the
authentication file.

Authentication file request type The request type of the authentication file.
The types of requests are New System/
Existing System, Same Release/Existing
System, and Upgrade.

ASG key type The type of Avaya Security Gateway.
The types of ASG keys include new and
existing.
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Name Description
Password type The type of password.
AFS Request ID The request ID of AFS.

Firewall

Use the Firewall Web page to view the current rules for the IPv4 and IPv6 firewall.

On the Administration menu, click Server (Maintenance) > Security > Firewall.

Install Root Certificate using Internet Explorer

About this task

Use the Install Root Certificate Web page to install an Avaya root certificate on your computer
to establish Avaya as a trusted CA.

A Caution:
The system does not support Netscape Navigator. You must use Internet Explorer.

Procedure

1.

On the Administration menu, click Server (Maintenance) > Security > Install
Root Certificate.

. Click Install.

3. In the File Download dialog box, click Open.

0 Important:
Do not save this file to disk.
In the Certificate dialog box, in General tab, click Install Certificate.

The Certificate Manager Import Wizard guides you through the process. Accept all
the default values and wait for the install to complete.

Click Finish.
A Root Certificate store message may appear.

. Click Yes to add the certificate to the Trusted Root Certification Authorities store.

. Click OK a couple of times to close the open dialog boxes.
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SSH Keys

Secure Shell is a security program to log in to another computer over a network, to run
commands from a remote machine, and to move files from one machine to another. The
program features include authentication and secure communications over insecure channels.
Secure Shell is a replacement for rlogin, rsh, rcp, and rdist.

If you are using ssh slogin instead of rlogin, the system encrypts the entire logon session
including transmission of password. Hence, the system does not allow an outsider to collect
passwords.

The system displays the fingerprint on the Web page while connecting to the server through
the SSH. Before you accept and connect to the server, compare fingerprints with the one that
the system displays on the SSH Keys Web page.

To access the SSH Keys Web page, on the Administration menu, click Server
(Maintenance) > Security > SSH Keys .

SSH Keys field descriptions

Name Description
Current SSH public keys The system displays the installed keys.
Generate new SSH keys Select one of the following keys:

* RSA keys for SSHv2
* DSA keys for SSHv2

For more information about SSH, visit: http://
www.ssh.org.

Enabling or disabling services on the server

Use the Server Access Web page to enable or disable various services on the Avaya server.
If enabled, use the selected service to allow the communications application running on
another computer or server to access the server.

To use a service, you must enable the service and the firewall for that particular service.

Procedure

1. On the Administration menu, click Server (Maintenance) > Security > Server
Access.
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2. To enable or disable the following services on the Avaya server, click the Enable
or Disable option:

* FTP Server (21)

* Telnet Server (23)

« SAT (Telnet 5023)

* SSH Server (SCP/SFTP 22)
« High Priority SSH (2222)

« SAT (SSH 5022)

3. Click Submit.
The system saves the changes.

Role-Based Access Control

With Role-Based Access Control (RBAC), you can control privileges on the application server
and storage server based on the roles you define for the business. Using roles, you can fine-
tune the security and administration of the Messaging system. A role defines a group of users
who have certain privileges. You can create roles to allow or restrict access to the SMI Web
pages.

You can group the access rights by a role name. Profiles for access to SMI Web pages are
named access masks. Using the access mask, you can restrict the access permissions.
Messaging provides some default access masks and names, such as System Profile,
Customer Super User Profile, and Customer Non-Super User Profile. You can use the SMI
Web pages to create a new Web access mask profile and enable access as desired.

Adding a Web Access Mask
Procedure
1. On the Administration menu, click Server (Maintenance) > Security > Web
Access Mask.

2. On the Web Access Mask Web page, click Add.

3. On the Add Access Mask Web page, enter a new mask number in the Enter new
Access Mask Number field.

4. Select one of the following options:

a. Create by copying values from Access Mask number. Also, enter a value
in the text box.

b. Create and set all values to enable access

c. Create and set all values to disable access
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5. Click Submit.

The system saves the changes.

Changing a Web Access Mask

About this task

Use the Change Access Mask Web page to change access mask names and permissions to
menu items. Menu items with check marks are accessible to that access mask.

Procedure

1.

On the Administration menu, click Server (Maintenance) > Security > Web
Access Mask.

. On the Web Access Mask Web page, in the User-Defined Access Masks and

Names area, select the check box next to an access mask.

3. Click Change.

. On the Change Access Masks Web page, enter the name of the mask in the text

box next to the access mask number.

5. In the Editable column, select or clear the check boxes to set permissions.
6. Click Submit.

The system saves the changes.

Deleting a Web Access Mask

Procedure

1.

On the Administration menu, click Server (Maintenance) > Security > Web
Access Mask.

. On the Web Access Mask Web page, in the User-Defined Access Masks and

Names area, select the check box adjacent to an access mask.

3. Click Delete.

. On the Delete Access Mask Web page, verify the access mask is the one you want

to delete, and then click Submit.
The system deletes the access mask.
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Web Access Mask field descriptions

Purpose

Use the Web Access Mask Web page to restrict individual logins in the SUSERS and USERS
login groups based on membership in a secondary Linux login group.

Access mask base displays the current profile base number.

° Note:

Changes to the profile base also affect your access to Communication Manager.
Access masks and names
There are two types of access masks:
 Default. Default masks are 0-17, 18, and 19. You cannot edit these masks.
* User defined. You can change the user-defined access masks.
The default access masks are:

Mask Name
0-17 System Profiles
18 Customer Super User Profile
19 Customer Non-Super User Profile

You can add, change, delete, or view the user-defined access masks. Each mask applies to
a specific secondary Linux login group.

Working with Web Access Masks
Use the following buttons to change masks:

Button Description
Add To add a new mask.
Change To change the existing access masks.
Delete To delete an existing mask.
View To view properties of the selected access
masks.
View All To view properties of all the user-defined

access masks.

Select All To select all user-defined access masks
listed on the page.

De-select All To de-select all user-defined access masks
listed on the page.
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Button Description

File Sync To update the LSP and ESS servers on a
duplicated system after you add, change, or
delete profiles.

View access mask and view all access masks

The View Selected Access Masks and View All Access Masks Web pages displays the Web
menu items accessible for the selected or all access masks. The system lists the menu items
by category in the left navigation pane. Menu items with check marks are accessible for that
particular access mask.

Using diagnostic tools

Testing the alarm origination

332

Use the Test Alarm Origination Web page to verify that the system logs the alarms properly
and sends the alarms to the administered location. After you run the test, the system raises
an alarm.

If the alarming system uses a modem and you have logged in remotely, log off as soon as
possible after running the test.

Procedure

1. On the Administration menu, click Messaging > Diagnostics > Alarm
Origination.
The system displays the Test Alarm Origination Web page.

2. To activate the test alarm, click Run Test.
The test alarm becomes active and stays active for 30 minutes after which the alarm
retires automatically.

Next steps

To view alarm logs, click Display Alarm Log. For more information, see Viewing the alarm
logs on page 256.
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Testing the LDAP connection

Use the Test LDAP Connection Web page to verify that you have administered the networked
machines correctly. The test connects to the LDAP server on the selected machine using the
administered IP address, port, name, and password.

Procedure
1. On the Administration menu, click Messaging > Diagnostics > LDAP Test
Connection.
2. Select a machine from the drop-down list.

3. Click Run Test.
The system displays the test results.

Testing the SMTP connection

Use the SMTP connection test to check low-level network connectivity. Local or remote service
technicians can perform fault isolation of network problems during the installation and the
testing of Internet Messaging..

Procedure

1. On the Administration menu, click Messaging > Diagnostics > SMTP
Connection.
The system displays the Internet Messaging: SMTP Connection Test Web page.

2. To check if the host email system is working, enter the IP Address or Host
Name of the destination machine.

3. Click Run Test.
The system displays the test results.

Internet Messaging: SMTP Connection Test field descriptions

Name Description

IP Address or Host Name The IP address or fully qualified internet host
name of the destination machine to check if
the host email system is working.
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Testing the POP3 connection

Use this test to verify low-level network connectivity. Local or remote service technicians can
perform fault isolation of network problems during the installation and the testing of Internet
Messaging.

Procedure

1. On the Administration menu, click Messaging > Diagnostics > POP3
Connection.
The system displays the Internet Messaging: POP3 Connection Test Web page.

2. To check if the host email system is working, enter the IP Address or Host
Name of the destination machine.

3. Click Run Test.
The system displays the test results.

Internet Messaging: POP3 Connection Test field descriptions

Name Description

IP Address or Host Name The IP address or fully qualified internet host
name of the destination machine to check if
the host email system is working.

Testing the IMAP4 connection

Use this test to check low-level network connectivity. Local or remote service technicians can
perform fault isolation of network problems during the installation and the testing of Internet
Messaging.

Procedure
1. On the Administration menu, click Messaging > Diagnostics > IMAP4

Connection.
The system displays the Internet Messaging: IMAP4 Connection Test Web page.

2. To check if the host email system is working, enter the IP Address or Host
Name of the destination machine.

3. Click Run Test.
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The system displays the test results.

Internet Messaging: IMAP4 Connection Test field descriptions

Name

Description

IP Address or Host Name

The IP address or fully qualified internet host
name of the destination machine to check if
the host email system is working.

Testing the mail delivery

Use this test to check high-level email connections. Local or remote service technicians can
perform fault isolation of network problems during the installation and the testing of Internet

Messaging.

Procedure

1. On the Administration menu, click Messaging > Diagnostics > Mail Delivery.

The system displays the Internet Messaging: Mail Delivery Test Web page.

2. In the Sender field, enter the mailbox extension or the email handle of the

sender.

3. In the Sender's Password field, enter the email password of the sender.

4. In the Recipient field, enter the email address of the recipient.

5. Click Run Test.

The system displays the test results.

Internet Messaging: Mail Delivery Test field descriptions

Name

Description

Sender

The mailbox extension or the email handle of
the sender.

Sender's Password

The email password of the sender.

Recipient

The email address of the recipient.
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Testing the name server lookup

Use the Name Server Lookup test to determine whether you can look up a system using the
domain name servers assigned on the Network Configuration Web page. If the system can
look up domains, the system can also deliver messages to these domains.

Run the Name Server Lookup test for the Messaging server and the mail gateway.

Procedure

1. On the Administration menu, click Messaging > Diagnostics > Name Server
Lookup.
The system displays the Test Name Server Lookup Web page.

2. Enter the Internet host name or IP address of the system for which you want to run
the test.

3. Inthe Select DNS Server field, select a DNS server.
4. In the Record Type field, select the type of information that you want to retrieve.

5. Click Run Test.
The system displays the test results.

Test Name Server Lookup field descriptions

Name Description

Enter internet host name or IP address The Internet host name or IP address of the
system for which you want to run the test.

Select DNS Server Select a DNS server from the drop-down
list.

Record Type The type of information you want to
retrieve.

Name Server Lookup Results field descriptions

Name Description

Record Type Record Lookup The results of the name server lookup.
Use the test to determine whether you can
look up a system through the domain name
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Name Description

servers assigned on the Network
Configuration Web page.

If the system can look up the domains, the
system can also deliver messages to these
domains.

Running application server diagnostics

Use the Diagnostics (Application) Web page to run one or more diagnostics tests to evaluate
the various components of the application server. For some tests, you need to specify
additional parameters before running the test. All test results display the local time of the client
machine from where you run the diagnostics test.

Procedure

1. On the Administration menu, click Messaging > Diagnostics > Diagnostics
(Application).

2. In the Select the test(s) to run field, select a test or all tests.
Depending on the test that you select, the system displays the additional fields.
3. Enter the appropriate field values for the associated test that you want to run.

4. Click Run Tests.
The system displays the test results or errors in the Results area.

5. If you want to download and save the results, click Download Results.

Next steps

You can download the diagnostics logs of all the diagnostics that you run on the application
server. To download the logs, go to Messaging > Logs > Diagnostics Results
(Application). For more information, see Accessing diagnostics results on page 274.

Diagnostics (Application) field descriptions

Diagnostic Test Description

All tests Runs all available tests.
You must enter at least one MWI extension
to run the MWI diagnostic test.

Application Distributed Cache Tests that the distributed cache server is up
and running. Additionally, checks that data
can be read, written, and deleted.
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Diagnostic Test Description

Call-out Calls out to a specified extension. When you
pick up the phone, you should hear a test
greeting. The parameters to be specified are:

* Telephone number. The telephone
number that the application server calls.

* Port number. (Optional) The port or line
that the application server uses to make
the call.

Cluster Tests the connectivity and the cluster
configuration of the application server. The
test connects to all ADCSs in a cluster to see
if the ADCSs respond.

Communication Tests the communication facilities of the
application server, including the TTS port,
the voice browser, the Web server, the
Messaging application, and the line states.
For serial (SMDI/MCI) integrations only, the
system also tests the SMDI or MCI link.

MWwWI Tests the Message Waiting Indicator (MWI1)
configuration. The system turns the MWI
light for the extension on and off during the
test. You must specify the following
parameters:

« Extension number. The extension
number of the user.

* MWI port number. (Optional) The port
number.

Messages to Deliver Queries the ADCS through TUI to check the
number of messages that the system needs
to deliver to the storage server or the user
mailbox.

User and Contact Lists Queries the local cache on the application
server for a user or contact. You should
specify the following parameters:

* Type of user/contact list. The contact list
that is queried to locate the specified user
or contact. You can select either User
List or Global Address List.

* Mailbox number or email address. The
mailbox number or email address of the
user or contact to be located.
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Diagnostic Test Description

Voice Messaging Application Diagnoses the state of the Messaging
application and the communication link to the
AxC.

Ping
Use the Ping Web page to obtain information about your network. Use the ping command to:

* Test whether a specified address in your network is working.

* Obtain information about how quickly and efficiently your network is processing data
packets.

* Use the diagnostic information to manage your network.

Using the ping command
Procedure
1. On the Administration menu, click Server (Maintenance) > Diagnostics >
Ping.
2. On the Ping Web page, enter the appropriate information in the fields.

3. To run the ping command, click Execute Ping.
If the ping is successful, the Ping Result Web page displays a brief summary that
displays the number of packets sent and received.

The summary also displays the minimum number, the maximum number, and the
average of the round-trip times.

Ping field descriptions

Name Description

Host Name Or IP address Select this option and enter the host name or
IP address that you want to ping.

If you enter a value in the Host Name or IP
Address field, you must select IPv4 or
IPv6, or both. If you select both IPv4 and
IPv6 and run the ping command, the Ping
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Name Description

Results Web page displays the ping results
for both the networks.

IPv4 Select this check box if the system has IPv4
connectivity.

By default, the system selects this check
box.

IPv6 Select this check box if the system has IPv6
connectivity.

The system displays this option only if the
system has IPv6 connectivity.

0 Important:

The IPv6 Address field is limited to a
specific customer set and not for general
use.

Do not look up symbolic names for host | Select this check box to ping the server by
addresses using an IP address.

If you do not select this check box, the
system looks up symbolic names for the host
addresses. The system uses the domain
name server that translates the IP address to
a symbolic name. The ping command fails if
the domain name server is unavailable.

Bypass normal routing tables and send | Select this check box to ping a local host on
directly to a host an attached network.

You must select this check box to bypass the
routing table and ping a local host through an
interface that has no route.

If the host is not on a network, the ping is
unsuccessful. The system displays an error
message.

Use alternate interface _____as the source | The system displays this field only if you
selected IPv6 in the Host Name Or IP
Address area.

Select an alternate Ethernet interface as the
source from the list.

The system uses the selected interface to
run the ping command.

Ping results

When you run the ping command, the system displays the Ping Results Web page to display
whether the command was successful. The following sections describe successful and
unsuccessful ping results:
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Successful ping results

If the ping command runs successfully, the Ping Results Web page displays a brief summary
similar to the following:

PING www.asite.com (135.9.4.93) from 135.9.77.30 : 56 (84) bytes of data.
64 bytes from www.asite.com (135.9.4.93): icmp seq=0 ttl=245 time=6.3 ms
64 bytes from www.asite.com (135.9.4.93): icmp seg-1 ttl=245 time=6.3 ms
--- www.asite.com ping statistics ---

2 packets transmitted, 2 packets received, 0% loss

round-trip min/avg/max = 0.3/3.3/6.3 ms

Unsuccessful ping results

If the ping command does not run successfully, the Ping Results Web page displays an error
message. Each error message indicates one or more possible problems, such as:

100% packet loss. This error message can indicate a variety of things, including:
e The network host is down.
e The host is denying the packets.
e The network is down.
e The ping was sent to the wrong address.

Packets are rejected. This message indicates that the host is rejecting the packets.

Packets did not reach the host. This message indicates a problem with the network.
Therefore, the ping packets cannot reach the host.

Traceroute

Use the Traceroute Web page to view the full connection path between your site and another
network address. The traceroute command tracks how IP packets move through the
gateways that connect the Avaya server network hardware. To trace the IP packet route, the
traceroute command launches short-lived probe packets in the connection path and then
listens for a time exceeded reply from a gateway.

Use the traceroute command to evaluate the hops taken between the links in your TCP/IP

network. Hops are short, individual trips that packets take from one router to another on the
route to their destinations.

Using the traceroute command
Procedure

1. On the Administration menu, click Server (Maintenance) > Diagnostics >
Traceroute.

2. On the Traceroute Web page, enter the appropriate information in the fields.
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3. To view the connection path, click Execute Traceroute.
The system displays the results.

Traceroute field descriptions

Name Description

Host Name or IP address You must select IPv4 or IPv6, or both.

If you select both IPv4 and IPv6 and run the
traceroute command, the Traceroute
Results Web page displays the traceroute
results for both the networks.

IPv4 Select this check box if the system has IPv4
connectivity.

The system selects this option by default.

If you select IPv4, the system displays the
Use alternate IPv4 address _____ as the
source address field in the Options area on
the Traceroute Web page.

IPv6 Select this check box if the system has IPv6
connectivity.

The system displays this option only if the
system has IPv6 connectivity.

If you select IPv6, the system displays the
Use alternate interface _____ as the
source field in the Options area on the
Traceroute Web page.

0 Important:

The IPv6 Address field is limited to a
specific customer set and not for general
use.

Print address numerically Select this check box to print the hop
addresses numerically rather than by
symbolic name and number.

If you do not select this check box, the
system looks up symbolic names for the host
addresses. To do so, the system uses the
domain name server, which translates the IP
address to a symbolic name. If the domain
name server is unavailable, the
traceroute command is unsuccessful.
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Name Description

Bypass routing tables and send directly | Select this check box to run the

to a host traceroute command to a local host
through an interface that has no route.

You must select this check box to run the
traceroute command to a local host on
an attached network.

If the host is not on a network that is directly
attached, the traceroute command is
unsuccessful, and the system displays an
error message.

Use alternate IPv4 address as the The system displays this field only if you
source address select IPv4 in the Host Name or IP
Address field.

Select an alternate IPv4 address as the
source address from the list.

Use alternate interface as the source | The system displays this field only if you
select IPv6 in the Host Name Or IP
Address field.

Select an alternate Ethernet interface as the
source from the list.

The system uses the selected interface to
run the traceroute command.

Traceroute results

When you run the traceroute command, the Traceroute Results Web page displays if the
command is successful. The following sections describe successful and unsuccessful
traceroute results.

Successful traceroute results

If the traceroute command runs successfully, the Traceroute Results Web page displays a
summary similar to the following:

traceroute to server.mycompany.com (192.168.1.126), 30 hops max, 38 byte packets
1 serverl.mycompany.com (192.168.1.254) 0.324 ms 0.226 ms 0.206 ms
2 server2.mycompany.com (192.168.2.254) 0.446 ms 0.372 ms 0.288 ms

3 server.mycompany.com (192.168.1.126) 0.321 ms 0.227 ms 0.212 ms

As shown in the example, the traceroute output in the first line differs from the output in the
subsequent lines. The following sections describe the traceroute output:

First line of output

The first line of traceroute output describes the parameters within which the command was
run.

Administering Avaya Aura® Messaging R6.2 December 2013 343



Maintenance

The output displays:
* Destination host name and IP address: server.mycompany.com (192.168.1.126)
* Maximum number of hops: 30 hops max
» Packet size: 38 byte packets

Subsequent lines of output

The subsequent lines of traceroute output describe each hop completed for the traceroute.
These lines display:

* Hop number: 1, 2, and 3

» Address of the gateway computer, which is the host name, followed by the IP address.
For example, server.mycompany.com (192.168.1.254).

If you select to print the addresses numerically, the system displays no host name in the
output. For example:

1192.168.1.254 0.778 ms 0.590 ms 0.216 ms

2192.168.2.254 0.507 ms 0.449 ms 0.311 ms
* Round-trip time to the gateway computer. For example, 0.324 ms 0.226 ms 0.206 ms.

° Note:

Each hop is measured three times. If you see an asterisk (*) in the round-trip time part
of the output, the * indicates that a hop has exceeded the limit.

Unsuccessful traceroute results

If the traceroute command does not run successfully, the Traceroute Results Web page
displays information about the error as follows:

traceroute: unknown host www.unknown.com. This i1s because the host
www.unknown.com cannot be reached.

Netstat

Use the Netstat Web page to obtain information about server connections running over TCP/
IP. The Netstat command provides statistics about network-related data structures such as

domain sockets routing tables and Internet connections.

Running the Netstat command
Procedure

1. On the Administration menu, click Server (Maintenance) > Diagnostics >
Netstat.
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2. On the Netstat Web page, enter the appropriate information in the fields.

3. To obtain information about server conditions, click Execute Netstat.
The system displays the results in the Netstat Results Web page.

Netstat command field descriptions

Field ‘ Description
Output type
View the status of network connections | To view the active Internet connections,
by listing the open sockets [default] except those associated with the server
processes.
View all sockets To view the state of all domain sockets,

including those used by server processes.

View listening sockets only To view only those active domain sockets
that are used by server processes.

Display routing table To view the routing table for specific IP
addresses.

Display networking interfaces To view the kernel interface table, which

provides information about the packet traffic
on the network interfaces.

Output format

Show numeric addresses To ensure that the addresses display
numerically on the Netstat Results Web
page, select Show numeric addresses.

If you do not select this option, the system
searches for symbolic names for the
addresses using the domain name server. If
the domain name server is unavailable, the
NetStat command is unsuccessful.

Show only the following address families

inet To view the IPv4 routing table entries.

This option limits the statistics or address
control block reports to the INET addresses.
The socket type is AF_INET.

inet6 To view the IPv6 routing table entries.

unix To limit the statistics or address control block
reports to UNIX addresses.
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Field Description

The socket type is AF_UNIX, that is, the local
machine socket.

To view results for inet, inet6, and UNIX
address families on the same page, select all
the options.

Netstat results

Purpose

The system displays the information on the Netstat Results Web page depending on the output
type you select when using the Netstat command. The following sample results combine
output for inet and UNIX address families and are not applicable to each output type
selection.

The following sections describe the two types of output.

inet address families

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Foreign State PID/
Address  Address Program
name
tcp 0 0 mycom- Srv2.:2402 Establishe 831/
srv1:www d
tcp 0 0 mycom- Srv3:1077 Establishe 1969/
srv1:telnet d
Name Description
Proto The protocol used by the socket.
Recv-Q The number of bytes not copied by the user
program connected to the socket.
Send-Q The number of bytes not acknowledged by
the remote host.
Local Address The host name of the socket.
Foreign Address The remote host name and port number of
the socket.
State The state of the socket.
The state might have one of the following
values.
ESTABLISHED The socket has established a connection.
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Name Description

SYN_SENT The socket is actively attempting to establish
a connection.

SYN_RECV The socket has received a connection
request from the network.

FIN_WAIT1 The socket is closed, and the connection is
shutting down.

FIN_WAIT2 The connection is closed, and the socket is
waiting for a shutdown from the remote
end.

TIME_WAIT The socket is waiting after being closed to
handle packets still in the network.

CLOSED The socket is not being used.

CLOSE_WAIT The remote end has shut down, and the
remote end is waiting for the socket to
close.

LAST_ACK The remote end has shut down, and the
socket is closed.

The socket is waiting for acknowledgment.

LISTEN The socket is listening for incoming
connections.

CLOSING Both local and remote sockets are shut
down, but all the data is still not sent.

UNKNOWN The state of the socket is unknown.

UNIX address families

Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type State I-Node Path
unix 7 [1 DGRAM 33148 /dev/log
unix 0 [1 DGRAM 42350
unix 0 [1 DGRAM 38530

Name Description
Proto The protocol used by the socket.
RefCnt The reference count of processes attached
through this socket.
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Name Description

Flags Is used for unconnected sockets if their
corresponding processes are waiting for a
connect request.

Type The type of socket access: SOCK_DGRAM,
SOCK_STREAM, SOCK_RAW,
SOCK_RDM, SOCK_SEQPACKET,
SOCK_PACKET RAW.

SOCK_DGRAM The socket is used in Datagram mode

without connections.

SOCK_STREAM

The socket is a stream socket.

SOCK_RAW

The socket is used as a raw socket.

SOCK_RDM

The socket is for reliably delivered
messages.

SOCK_SEQPACKET

The socket is a sequential packet socket.

SOCK_PACKET RAW

The socket is an interface access socket.

UNKNOWN The socket is unknown.

State The state of the socket.
For a list of possible socket states, see the
description for inet address families.

I-Node The associated file for this socket, shown as
an |-node number.

Path The path name of the processes attached to

the socket.

Server information

Verifying the status of the application role

About this task

The System Status (Application) Web page displays the status of the various processes used
for the application role and the connection status with the AxC. The system displays the status
of the following items on this page:

* Application software release
» System uptime
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* AXC IP address
* Time
* Voice Messaging Application
- Last known AxC status
* Voice Browser
- Text-To-Speech
» User Data Migration
* Application Distributed Cache Server
* Storage Synchronizer

° Note:

After you upgrade Messaging to release 6.2, you must ensure that the User Data
Migration process is in Not Running state before restarting the Messaging system.

Procedure
1. On the Administration menu, click Messaging > Server Information > System

Status (Application).
The system displays the results.

2. To view the updated results, click Refresh.

Monitoring voice channels in real time

About this task

The Messaging system automatically updates the status information provided by the Voice
Channel Monitor report. The default setting for the refresh rate is 5 seconds. You can adjust
this interval from 1 to 30 seconds on the Voice Channels (Application) Web page.

Procedure
1. On the Administration menu, click Messaging > Server Information > Voice
Channels (Application).

2. In the Refresh Rate field, enter the new interval.
The interval can be between 1 to 30 seconds.

3. Click Display.
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° Note:

If you reduce the refresh rate, the system needs more resources that could
adversely the affect system performance. Monitor your system after changing the
interval to ensure that the system performance is unaffected.

Voice Channels (Application) field descriptions

Name Description

Refresh Rate The new refresh rate interval.

The default setting for the refresh rate is 5
seconds.

The interval can be between 1 and 30
seconds.

Voice Channel Monitor field descriptions

Name Description
Channel The channel number.
Calls Today The calls on that channel today.
Voice Service The voice service.
Service Status The service status.
Caller Input The caller input.
Dialed Digits The dialed digits.

Viewing the cache statistics

Cache server statistics display how the system handles cache in a cluster or single application
server if there is no cluster. The system tracks cache server statistics by cluster hit rates and
storage usage.

If the system retrieves information from the message store, the system saves the data in the
application server cache. If an application server needs the data again, the system queries the
cache first, resulting in less requests going back to the message store.
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In a clustered environment, if the data is not present on the application server, the application
server queries other application servers for the data before requesting the data from the
message store.

Procedure

On the Administration menu, click Messaging > Server Information > Cache
Statistics (Application).
The system displays the cache server statistics.

Monitor cache statistics

The system tracks cache server statistics by cluster hit rates and storage usage. Hits represent
the data required for the transaction that the system finds in the cache. The system tracks this
data in terms of local counts and cluster-wide counts of voice mail messages.

* Local cache is the cache on the application server that you are viewing.

* Cluster cache refers to the collective cache of the cluster, that is, all application servers
in the cluster. In a single application server, local and cluster cache are the same.

Cluster statistics include statistics based on inbound cache requests from other
application servers in the same cluster. Cluster statistics are the same on all application
servers in the cluster.

In terms of storage usage, the system tracks the cache in terms of local and cluster cache.
The system uses the storage quota to support the cache statistics. Use the Clear counters
button in the Counters panel to clear the cache statistics values.

The following table provides descriptions to the key components of the Cluster Hit Rates
panel.

Key Description

Local Cache Hits The percentage of times the system made a request and found the
(this appliance) required data in the local cache.

Cluster Cache Hits | The percentage of times the system made a request and found the
(peer appliances) required data in another application server cache in the cluster.

Email Backend Hits | The percentage of times the system made a request and found the
(email servers) required data in the email servers.

Total read attempts | The total number of times the system attempted to read a cache.
The attempt might fail if there is a value in the Failed writes field.

Failed writes The total number of times the system attempted to read a cache but
failed.

Administering Avaya Aura® Messaging R6.2 December 2013 351



Maintenance

Advanced application server settings

Reload application server cache

Use the Reload Caches panel to force cache reloads, as required. During normal operations,
you do not need to perform manual reloads of the data caches of the application server.
However, reloading system caches ensures that the system synchronizes the data displayed
in the administration interface of the application server with the Avaya X Connector (AXC)
server.

You might need to use the forced operation in following situations:

» Force a manual reload of User List, Global Address List, System Greeting, or Classes
of service if there are network problems that have impaired communications between
the AXC and the application server. For example, cache reloads are required if you have
made changes to extensions associated with local users or caller applications subsequent
to initial creation.

After adding users, you must reload the GAL or wait for the system nightly maintenance
to view the users on the Remote Users reports page.

° Note:

Reloading the GAL is dependent on the size of the list and the responsiveness of the
AXC and message store servers. Other cache reloads vary in time, depending on the
size.

* Force a reload of the System Greeting audio file if the audio file has been updated on the
AXC server.

* Force a reload of the Classes of Service definition file if this file has been updated on the
AXC server.

* Force a synchronization of the Distributed Cache whenever the application server has
been offline for a long period. The application server synchronizes the data with the AXC
server to which the application server is bound.

System Operations field descriptions

Name ‘ Description

Reload Caches
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Name Description
User List To reload the user list, click Reload.
Global Address List To reload the global address list, click
Reload.
System Greeting To reload the system greeting, click
Reload.
Classes Of Service To reload the CoS, click Reload.

Application Distributed Cache (ADCS) To synchronize ADCS, click Synchronize.

System Operations Advanced

Restart Voice Messaging Application To restart the voice messaging application,
click Restart.

Restart Voice Browser To restart the voice browser, click Restart.

Restart Text-To-Speech engine To restart the Text-To-Speech engine, click
Restart.

Restart ADCS To restart ADCS, click Restart.

Local Directory Cache

Clear the local directory cache (excludes | To clear the local directory cache, click
ADCS) Clear.

Distributed Cache (ADCS) Maintenance

General

Delete ADCS cache directory and restart | To delete the ADCS cache directory and
ADCS and Voice Messaging Application | restart ADCS and Voice Messaging
Application, click Delete Cache.

The system deletes the system configuration
and user information from the cache.
Additionally, the system deletes undelivered
broadcast messages and voice mail
messages.

The system drops all active calls
immediately, and the Messaging system is
temporary unavailable.

Clear all data in ADCS cache on this To clear all data in the ADCS cache on this
application server application server, click Clear Cache.

The Results area displays the number of
objects cleared from the cache.

Clear all recorded greetings and names in | To remove any recorded greeting or name
ADCS cache on this application server inconsistencies in the cache between the
application and storage servers, click Clear
Greetings/Names.
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Name Description

Additionally, the system removes recently
recorded greetings and names that are not
relayed to the message store.

The Results area displays the number of
objects cleared from the cache.

User-Specific

Clear a user's data in ADCS cache on this application server

User's email address The email address of the user.
Types of objects to delete The type of objects to delete. The options
are:

* Voicemail objects

* Non-voicemail objects

Configuring the timeouts information
Procedure
1. On the Administration menu, click Messaging > Advanced (Application) >
Timeouts.

2. Enter the appropriate information in the fields.

3. Click Apply.

Some of the changes require the system to restart processes. This results in the
following:

* The system immediately drops all active VolP calls.

* The network connection between the message store and the application server
is temporarily lost.

* Application Distributed Cache System is unavailable, possibly for several
minutes.

* The system does not record new messages during this time.

* New settings are not reflected when the system is running in offline mode.
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Timeouts field descriptions

Field

Description

Communication with AxC

Web Services communication timeout

The Web services communication time-out
period in milliseconds.

Caller Application communication
timeout

The Caller Application communication time-
out period in milliseconds.

Short synchronous connection timeout

The short synchronous connection time-out
period in milliseconds.

Short synchronous socket timeout

The short synchronous socket time-out
period in milliseconds.

Variable synchronous connection
timeout

The variable synchronous connection time-
out period in milliseconds.

Variable synchronous socket timeout

The variable synchronous socket time-out
period in milliseconds.

Variable asynchronous connection
timeout

The variable asynchronous connection time-
out period in milliseconds.

Variable asynchronous socket timeout

The variable asynchronous socket time-out
period in milliseconds.

Long asynchronous connection timeout

The long asynchronous connection time-out
period in milliseconds.

Long asynchronous socket timeout

The long asynchronous socket time-out
period in milliseconds.

Exchange Synchronizer retry period

The Exchange synchronizer retry period in
minutes.

Exchange Synchronizer retry attempts

The retry attempts for the Exchange
synchronizer.

Exchange Synchronizer connection
timeout

The Exchange synchronizer connection
time-out in milliseconds.

Personal Contact List Refreshing Interval

The personal contact list refreshing interval
in minutes.

Contact lists fetch timeout

The contact lists fetch time-out in
milliseconds.

Miscellaneous communications

ADCS communication timeout

The ADCS communication time-out in
milliseconds.
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Field Description
URLConnection connection timeout The URL connection time-out in
milliseconds.
URLConnection socket timeout The URL connection socket time-out in
milliseconds.

Offline Detection Frequencies and Timeouts

Offline-detection polling during normal | The offline-detection polling during normal
conditions conditions in milliseconds.

Online-detection polling during offline The online-detection polling during offline

conditions conditions in milliseconds.

Network ping timeout The network ping time-out in seconds.
Offline-detection timeout for legacy The offline-detection time-out for legacy
subsystem subsystem in milliseconds.
Offline-detection timeout for web The offline-detection time-out for Web
services subsystem services subsystem in milliseconds.

Viewing the AxC address
Procedure

On the Administration menu, click Messaging > Advanced (Application) > AxC
Address.

The AxC Address Web page displays the IP address of the server where the AxC
resides.

AxC Address field descriptions

Name Description

AxC Address

AxC IP address The IP address of the storage server.

AxC Web Services Security

For web services communication with the | To use a secure connection for Web services
AxC, use communication with the AxC, click https://.
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Configuring the miscellaneous information
Procedure
1. On the Administration menu, click Messaging > Advanced (Application) >
Miscellaneous.

2. Enter the appropriate information in the fields.

3. Click Apply.

Some of the changes require the system to restart processes. This results in the
following:

* The system immediately drops all active VolP calls.

* The network connection between the message store and the application server
is temporarily lost.

* Application Distributed Cache System is unavailable, possibly for several
minutes.

* The system does not record new messages during this time.

* New settings are not reflected when the system is running in offline mode.

Miscellaneous field descriptions

Name ‘ Description

Appliance-to-Appliance

Appliance-to-Appliance The communication between the application
servers.
The default value is enabled.

System Parameters

Recording format The codec for storing messages. Options
are:

* GSM: The GSM audio encoding format has
a coding rate of approximately 13 kilobits
per second (kbps) or 1.6 Kilobytes per
second (KBps). A message thatis 1 minute
long requires approximately 95.2 KB of
storage space when encoded using the
GSM 6.10 format. One hour of GSM 6.10
requires 5.6 MB of storage space. GSM
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Name Description

6.10-encoded messages occupy
approximately 20% of the storage space
used by G.711.

* G.711: The G.711 audio encoding format
has a coding rate of approximately 64 kbps
or 8 KBps. A message that is 1 minute long
requires approximately 468.8 KB of
storage space when encoded using the
G.711 format. One hour of G.711 requires
27.5 MB of storage space. G.711-encoded
messages occupy approximately five
times as much storage space as GSM
6.10.

Maximum recorded name length The maximum recorded name length.

Delete cached voice messages from the | The system deletes the cache messages
cache after from the cache after the specified hours.

Advanced Cache Configuration

Show dirty cache The system displays the dirty cache.

Enabling core file generation

Use the Core Files Web page to specify core file generation details for the Messaging system.
Depending on the settings on this page, the system creates core files when the Messaging
program ends unexpectedly due to a bug.

Use the core files to find out what went wrong. The core file contains a detailed description of
the program state when the system ends the core file generation.

Procedure

1.

On the Administration menu, click Messaging > Advanced (Application) > Core
Files.

2. To enable core file generation, select enabled.
3. Enter a value in the Max Core File Size field.
4. Enter a value in the Max Cores Per Application field.
5. Click Apply.
The system saves the settings.
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Core Files field descriptions

Name Description
Core Files
Core File Generation The options are:
* To enable core file generation, select
enabled.
* To disable core file generation, select
disabled.
Max Core File Size The maximum value for core files size.
Max Cores Per Application The maximum number of cores per
application.

Server configurations

Configuring the network settings

Use the Network Configuration Web page to configure or view the settings for the host name,
DNS domain name, DNS search list, DNS IP addresses, server ID, and default gateway.

Procedure
1. On the Administration menu, click Server (Maintenance) > Server
Configuration > Network Configuration.
2. Click Continue at the warning.

3. Enter the appropriate information in the fields.
For more information, see Network Configuration field descriptions on page 360.

4. Click Change.
The system saves the changes.
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Network Configuration field descriptions

Name Description

Host Name The Messaging system host name.
The host name must be unique.

DNS Domain The DNS domain name of the server.
For example, company.com.

Search Domain List The DNS search list.
If there is more than one entry, use a comma
(,) to separate each entry.

Primary DNS The Primary DNS IP address.

Secondary DNS The Secondary DNS IP address.

Tertiary DNS The Tertiary DNS IP address.

Server ID The unique server ID (SVID) of the server.

Default Gateway IPV4 The default gateway address of IP version
4

If the server supports IPv6 network, in the
IPv6 area, enter or view the default gateway
address of IP version 6.

IP Configuration The IPv4 address and mask that are part of
the IP configuration.

Mask The number for the mask.

If you are assigning an IPv4 address, you
must set this field to the subnet mask that is
required for this network setup. The system
supports short version and long version of
the mask. If you are using the short version,
enter a numeric number from 1 to 32.

Functional Assignment The indication on how to use the interface.

Static routes

° Note:

Use the Static Route Web page only if instructed by the network administrator.

Use the Static Route Web page to configure a specific network route for the server to send
information over the network.
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Configure a static route for Messaging other than the static route for the service port. For the
service port, Messaging accepts the static route only from the Console Domain (CDOM).

Each row on the Static Route Web page represents a different static network route.

Adding a static route
About this task

Use this procedure to add a static route to System Platform. Use static routes to route packets
through a VPN to the Avaya Partner who is providing remote service.

Procedure
1. On the Administration menu, click Server (Maintenance) > Server
Configuration > Static Routes.
On the Static Route Web page, select the required interface.
Enter the network address.
Enter the network mask address.
Enter the gateway address.

Click Change.
The system saves the settings.

2 e

Deleting a network route
Procedure

1. On the Administration menu, click Server (Maintenance) > Server
Configuration > Static Routes.

2. Todelete an existing network route, delete all the information from the fields for that
route and click Change.
The system saves the settings.
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Static Route field descriptions

Name Description

IP Address The IP address of the endpoint to which the
server is connecting.

Mask/Prefix The subnet mask or prefix required for the
endpoint.

The range of the prefix number is 1 through
32 for IPv4 and 1 through 128 for IPv6.

Gateway If the gateway is part of the static network
route, specify the IP address for the
gateway.

Interface The Ethernet interface that is applicable for

the static network route.

Viewing the display configurations

About this task

The Display Configuration Web page displays the configuration information of the Avaya
server. Use the Display Configuration Web page to obtain detailed information about the
hardware capabilities of the server.

Procedure

On the Administration menu, click Server (Maintenance) > Server Configuration
> Display Configuration.
The system displays the Display Configuration Web page.

Display Configuration field descriptions

Name Description
Product The name of the server obtained from the
Basic input/output system (BIOS)
information.
Physical RAM The size of the RAM of the server.
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Name Description

Number of CPU cores The number of physical cores or processors
in the Avaya Server.

For each CPU core, the system displays the
CPU model and the actual clock speed.
The SMP kernel is required for multiple core
CPUs. Else, the system displays only one
core. The maximum number of CPU cores is
8.

Disk devices The type, interface, size, model, and serial
number information of the hard disk drive on
the server.

The disk drives, HDD or SSD or both, are
connected to the server by using the (S)ATA
or the SCSl interface.

CD/DVD devices The interface, vendor, and model information
of the master or slave of the secondary
controller.

SAMP type The type and the serial number of the Server
Availability Management Card.

Number of power supply The availability of a built-in duplicated Avaya-
supplied UPS.

Server maintenance

Changing the IP address and hostname of the Messaging server

Perform the steps in this topic only if you want to change the Messaging server IP address,
hostname, or both.

Procedure
1. On the System Domain Network Configuration screen, change the hostname and
IP address.

2. (Optional) On the following Messaging SMI Web pages, change the server IP
address, hostname, or both:

* Telephony Integration
* AXC Address

» External Hosts
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* Trusted Servers
* Networked Servers
* Mail Options
* Miscellaneous
3. (Optional) On the Schedule Backup Web page, change the IP address.

4. Change the IP address on the telephony server, Session Manager, and any other
servers.

5. Use the Networked Servers Web page to change the IP addresses on remote
Messaging servers.

6. Reboot the servers on which you have changed the IP address or hostname.

7. On the Topology Web page of Messaging SMI, add the new IP address of the
application server and remove the previous IP address.

8. On the System Operations Web page, click Reload to reload the user list.

9. Test the features related to the Web pages on which you performed the changes.

Manage updates
Use the Manage Updates Web page to manage updates. The types of updates include service
pack, security service pack, kernel, and SIP Enablement Services updates. The page displays:
* The current release that is running on the server
* Mode of the server

» Updates available for the server and the corresponding status

To access the Manage Updates Web page, on the Administration menu, click Server
(Maintenance) > Server Upgrades > Manage Updates.

Manage Updates field descriptions

Name Description

Update ID The unique update identifier.

For example, the Update ID might look like
the following for a kernel update:
KERNEL-2.6.18-53.AB04XYZ.

Status The status of the current update. The options
are:
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Name Description

* Activated: The update is functioning
correctly.

* Packed: A new update is available.

» Unpacked: A new update is successfully
unpacked.

* Pending_Commit: The kernel update is
activated, but the activation is not
committed.

* Pending_Deactivate: The kernel update
is deactivated, but the deactivation is not
committed.

Type Either hot or cold, where cold means the
update affects the service, hot means the
update does not affect the service. The page
prompts the user to continue if the update is

of type cold.
View The information about the update file.
Unpack Unpacks the update file.

The update file is read from the update
repository (/var/home/ftp/pub).

Activate The system activates the update file.
Deactivate The system deactivates the update file.
Remove The system deletes all the files associated

with an inactive update.

If the update is in an unpacked state and
exists in the update repository, the system
displays the update as packed after the
unpacked version is deleted.

Commit The system completes the current kernel
update process and displays the state.
The Commit button is unavailable if the
kernel update is not in the pending state.

Viewing the status summary

The Summary Status Web page displays the status information of the Avaya servers.
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Procedure
1. On the Administration menu, click Server (Maintenance) > Server > Status
Summary.
2. To refresh the page periodically, click Refresh page every __ seconds.

3. Select the number of seconds to wait before a page refresh, or accept the default
value.

0 Note:

You must click Refresh page every __ seconds before you click Refresh. Else,
the system displays an error message.

4. Click Refresh.
The Web page refreshes with the updated status information.

Status Summary - Refresh Mode field descriptions

Name Description

Cluster ID In an ESS environment, the system refers to
the Module Identification Number (MID)
found in the license as the Cluster ID.

This number identifies a unique cluster. Each
server in a duplex pair has the same Cluster
ID. The MID/CLID is set by the RFA license
file and you cannot the number.

ID The ID number of the server.

In an ESS environment, the system displays
the ID numbers for both the active and the
standby servers.

Mode The server mode.
The system displays one of the following field
values:

* Not ready: The system displays this mode
during the initialization of the server or
when the server is not functional.

 Standby: This mode indicates that the
server is in service, but is not active.
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Name Description

» Busy Out: This mode indicates that the
server is out of service.

* Active: This mode indicates that the server
is running Avaya Call Processing, that is,
telephony application software.

Major Alarms This field indicates whether there are any
outstanding major server alarms.

The system displays one of the following
values:

* yes

*° no

Minor Alarms This field indicates whether there are any
outstanding minor server alarms.

The system displays one of the following
values:

> yes

*°no

Control Network This field displays X/Y/Z values where:

X is the number of IPSI-connected port
networks currently controlled by the
server.

* Y is the number of IPSI-connected port
networks connected to the server. ESS
servers establish a connection to each IPSI
that the server can communicate with to
advertise their priority values.

« Z is the maximum number of administered
IPSI-connected port networks.

If any value cannot be determined, the
system displays "??". For example, ESS
servers will display ?? for the Z value until the
server receives translations from the main
server.

If both the servers do not show the same
value, the system generates a _PE alarm.

Server Hardware The state of the hardware.
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Name Description

The system displays one of the following field
values:

» Okay: The system found no hardware
failures.

» Degraded: The system found hardware
failures.

* Blank: The system is yet to determine any
hardware failures.

Processes The state of the server processes.
The system displays one of the following
values:

» Okay: None of the processes watched by
the watchdog process is incapable of being
restarted.

« Communication Manager_reload. The
telephony application process has failed.

« srv_fail: A non-ACP platform process has
failed.

« crit_os: A critical operating system service
has failed.

* Blank: The watchdog process is not
running.

Viewing the process status
Procedure

1. On the Administration menu, click Server (Maintenance) > Server > Process
Status.

The system displays the Process Status Web page.

2. In the Content area, click Summary or Detailed.
For information on the fields, see Process Status field descriptions on page 369.

3. In the Frequency area, click Display once or Refresh page every __ seconds.
For information on the fields, see Process Status field descriptions on page 369.

4. To display the process status of all server applications, click View.
The system displays the Process Status Results Web page.
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Process Status field descriptions

Name ‘ Description

Content

Summary The default option provides information
about each server application, including a
count of the running application processes
compared to the total number of processes
available, such as 2/16.

This field also displays the status of the
server application such as up, partially up, or
down.

Detailed The option provides the same information as
the summary display, but also provides
information about each of the processes
associated with each server application.

Frequency

Display once The default option displays the status results
in the Process Status Results Web page.
The page is not refreshed automatically even
when the status changes.

The setting applies to both the Summary
and the Detailed areas.

Refresh page every __ seconds The option displays the status results every
few seconds, based on the value you select
from the drop-down list.

The setting applies to both the Summary
and the Detailed areas.

The range is 5 to 60 seconds.

Process Status Results field descriptions

Purpose

The Process Status Results Web page displays the status information for server applications
based on the selections you make in Viewing the process status on page 368.

Application status information

Regardless of the view you chose, the system displays status information for the following
applications:
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Application Name Description

Watchdog Recovers from failures and restarts the system.

TraceLogger Creates and maintains the log files where most Avaya Call
Processing (telephony application) applications write messages.

LicenseServer Provides security for enabling the different software features,
including the ability to run the telephony application.

SME (Server Tests server components periodically. The SME tests

Maintenance Engine) | components because of both specific requests and asynchronous
errors.

MasterAgent Is a gateway SNMP agent for the server. The Master Agent

receives all SNMP requests, both reads and writes, to the server.
The Master Agent also validates that a requester can access the
requested objects, and the Master Agent calls on a specific
subagent to process the request.

MIB2agent Handles SNMP requests for objects defined in the MIB-2.

MVSubagent Provides SNMP access to MV configuration fault and
performance data.

INADSAlarmAgent Sends alarms to the Initialization and Administration System
(INADS).

GMM (Global Collects, processes, and reports system-wide alarms.

Maintenance

Manager)

SNMPManager Acts as the SNMP trap receiver for the server. The received traps

are decoded and written to the syslog.

Messaging Controls the communications sessions and features.

Process status summary format

The system default for displaying process status information is a summary display. The
following is an example of a summary display:

Watchdog 16/16 uUpP
TracelLogger 3 Partially Up
ENV on DOWN

In this example, you can see the following information:

* The name of the application is Watchdog.

* The number of running processes compared to the total number of processes associated
with the application is 16/16.

» The application status is UP. The application status is either up, partially up, down, or
off.
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Process status detailed format

Server maintenance

The detailed display provides information about each server application. However, detailed
display also displays information about each process associated with an application. The
following is an example of a detailed display.:

Messaging 58/85 PARTIALLY UP

isg—
msg_sv—
bdm-—

dm-
mis_ap—
dap—
ps_mapm+
border[3/3]
gip[3/3]
ps_mapa+
ps_mapb+
dm+

tcm+
tape_m+
net_st+
isg+

bg_mapa+

xad—
adm_mgr—
lip—

bs [3/3]
gip—

awu—
fg_mapd+
prc_mgr[3/3]
pcd[3/3]
fac_st+
bdm+
stn_sv+
mdm-+
com+

tim+
hmm+

fastmap+

ac_schd-
fac_st—
prc_mgr [3/3]
stn_sv—
pma—
net_st—
ps_mapn+
aap[3/3]
add+
meas_m+
nt_con+
smdr_m+
bg_mapb+
dap+
pam+
dp_mgr+
pit+

homre—
meas_m-—
pcd [3/0]
smdr_m-—
msap—
pam—
ps_mapa+
audit[10/1]
msg_sv+
acode_m+
lip+

mcp+
phantom+
awu+
fg_mapa+
xad+

pma+

In this example, you can see the following information:

* The name of the application is Messaging.

add-
acode_m-—
border [1/3]
mcp—
mdm-—
aap-
fg_mape+
bs[3/3
adm_mgr+
tmr_mgr+
capro+
mis_ap+
bg_mapc+
initmap+
net_mgr+
ac_schd+

msap+

* The number of running processes compared to the total number of processes associated

with the application is 58/85.

» The application status is PARTIALLY UP. The application status is either up, partially up,

or down.

* The list of processes associated with the application. The process list shows the truncated
process name, followed by a plus (+) or a minus (-) sign. For example, ps_mapm+ and
isg-. The plus sign (+) indicates that the process is running and the minus sign (-) indicates
that the process is not running.

» For some processes, a set of brackets [], which follows the process name, contains the
number of running copies compared to the number expected. For example, prc_mgr

[3/3].
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Server shutdown

372

Purpose

Use the Shutdown Server Web page to shut down the server immediately. You can also
configure the server to restart after the shutdown process.

A Caution:

You must shut down the server only after business hours. If you shut down the server, the
Web server stops all processes that are running. You cannot gain access to the SMI pages
until the server restarts.

If you select the Immediate Shutdown option, the server ignores the condition of any
duplicate server. The selection also affects the method in which the duplicate server takes
over from the main server.

Delayed shutdown

If you select the Delayed Shutdown option, the system notifies all processes that the server
will shut down. Before the server shuts down, the system waits for all processes to close files
and perform other clean-up activities.

Immediate shutdown

If you select the Immediate Shutdown option, the system does not wait for all processes that
are running to end before the system shuts down the server. Immediate shutdown results in
data loss.

Restart server after shutdown

To restart the server after the shutdown process, select the Restart server after shutdown
check box.

When you shut down the server, the system displays a message depending on the conditions
under which you performed the action.

If you opt for a delayed shut down of the server, the system displays the following message
when the system successfully begins the shut down process: shutdownproc
accepted.Global shutdown is now in progress.

No message

If you select the option to shut down the server immediately, the system displays a blank results
page, as connectivity is lost because of the server shutdown.
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Shutting down the server
Procedure
1. On the Administration menu, click Server (Maintenance) > Server > Shutdown
Server.
2. On the Shutdown Server Web page, select from the following options:
» Delayed Shutdown
* Immediate Shutdown

3. (Optional) Select the Restart server after shutdown check box.

4. Click Shutdown.
The system displays the confirmation screen.

5. Click Ok to continue.

Shutting down the application server as an emergency plan
About this task

° Note:

Do not perform the following steps if your only purpose is to reroute traffic to other application
servers when you restart a specific application server.

Procedure

1. On the storage server, remove the specific application server from the topology.
For more information, see Topology field descriptions on page 102.

Once you remove the application server, the system automatically updates the
provisioning information.

A Caution:
If you remove the specific application server from the cluster configuration, sync
cache exceptions do not occur.
2. Remove the specific application server from the cluster configuration. You must
perform this step on all application servers.
For more information, see Changing the configuration of a cluster on page 130.
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If you use the application server that you removed in the previous steps to send
MWI requests, then the Messaging system selects a different application server

based on the updated provisioning information.

0 Note:

Avaya has not verified manual editing of the provisioning information and hence

you must not perform the same.

Viewing the software version
About this task

Use the Software Version Web page to view the software version that the Avaya server is
running. Check your software version before, during, or after you install the new software.

Procedure

On the Administration menu, click Server (Maintenance) > Server > Software

Version.

The system displays the Software Version Web page.

Software Version field descriptions

Name

Description

Operating system

The release and issue number of the Linux
operating system that is running the server.
For example, 2.2.17-14.1s11 is the release,
by field: major release, minor release,
development release - sub-release, Avaya
release.

* i686 is the processor type.

+ system manufacturer which is often
unknown.

* Built: The month, day, time and year that
the software release was produced.

» Contains: The issue and load number of
the software that is running on the server.

* Reports as: The fuller version of the
software release name. For example,
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Name Description

R011x.00.1.056.0 indicates: Release
string such as R011, identifies the software
product release 11, and boot Image such
as x, identifies the target, x is for Linux.

Major release Such as 00. The major release number is
incremented to mark a significant phase of
R011 product evolution. When this happens,
the minor release number is reset to 0.

Minor release Such as 1, indicates changes within a major
release. The major release and minor
release numbers together are used to
identify the issue of software, for example,
issue 11.1.

Load number Such as 056, is incremented for each new
software build.

Final number Additional release number. For internal use
only.
Translation Saved The month, day, and time that the software

translations were last saved to the
translations directory. This can change to
month-day-year format depending on the
elapsed time since the translations were
saved. The system shows two dates
because the system always saves two
copies of the translations.

License installed The month, day, and time that the license for
this software release was installed. The time
may be shown in the month-day-year format
depending on when the license was

installed.
Status The status of the software update.
Type The type of software version.
Update description The template details.

Monitoring performance

Performance monitoring includes checks for traffic measurements, memory usage, and
process status.
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Procedure

1. Torequest traffic measurements from the Messaging server using the SMI, perform
the following:

a.

On the Administration menu, click Messaging > Server Reports >
Measurements (Storage).

On the Messaging Measurements Web page, select the required information.
Click Get Report.
The system displays the traffic details in a report.

2. To check memory-related details on the Messaging server using the SSH terminal,
perform the following:

a.
b.

Log in to the Messaging server using the SSH Terminal.
On the shell prompt, type vmstat and click Enter.

The system displays the following fields related to memory usage:
* swpd: The amount of virtual memory used.
» free: The amount of idle memory.
* buff: The amount of buffer memory used.
* cache: The amount of cache memory used.

Check the memory usage details for the Messaging server. The values are in
KiloBytes (KB).

If the system is running, the free memory is usually low. Free memory is wasted
memory, that is, memory not used for anything. Linux systems use the memory
as much as possible. However, if memory is available, buffers and caches use
the memory.

In a system that functions properly, free memory can be under 50,000, buffer
and cache memory together can easily be 7,00,000 or higher, the higher the
better and virtual memory must be below 2,00,000, or ideally below 50,000.

3. To view the status of each application or the individual processes using the SMI,
perform the following:

a. Onthe Administration menu, click Server (Maintenance) > Server > Process
Status.

b. Inthe Content area, click Summary or Detailed.

c. Inthe Frequency area, click Display once or Refresh Page every _
seconds.

d. To display the process status of all server applications, click View.
The system displays the Process Status Results Web page.
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Restart software

Stopping Messaging
Use the Stop Messaging Software Web page to stop the Messaging software.

Procedure
1. On the Administration menu, click Messaging > Utilities > Stop Messaging.
The system displays the Stop Messaging Software Web page.

2. To initiate a shutdown, click Stop.
The system delays the shutdown process until all calls are completed. However,
after three minutes the system ends all calls that remain active.

The Stop Messaging Software Web page refreshes periodically during the
shutdown process and displays a status message following the Stop Messaging
info text.

After the Messaging software stops completely, the system displays the Stop of
Messaging completed message.

3. Click OK.

Starting Messaging
Use the Start Messaging Software Web page to start the Messaging software.

Procedure

1. On the Administration menu, click Messaging > Utilities > Start Messaging.
The system displays the Start Messaging Software Web page.

The Start Messaging Software Web page refreshes periodically during the startup
process and displays a status message following the Start Messaging
information text.

After the Messaging software starts successfully, the system displays the Start of
Messaging completed message.

2. Click OK.
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Messaging failover behavior

In the Messaging system, the following failovers might occur:

* Application server failure: Users experience intermittent failure as there is an attempt to
synchronize the cache data specifically voice messages, and that times out and causes
the delay as one of the application server is not working. Administrative actions like
Password Update, User Greeting Update will also fail as the data synchronization
between application servers fails. Calls to the server that is not working experience fast

busy.

« Storage server failure: The system goes into offline mode. In offline mode, the system

does not allow administrative updates.

* Storage and application server failures: The system does not allow administrative actions

and the Messaging system only allows you to leave voice messages.

Failover experience

Storage server

Application server

Experience

Up

Up

Normal Messaging scenario

Up

Down

*» Users experience failure

» System does not support
mailbox initialization

* Administration actions like
password updates result in
inconsistencies

* Calls to the application
server that is down
experience fast busy

Down

Up

* Inconsistent list of voice
messages

» System does not support
administration actions like
password updates

» System in offline mode

» Users can leave voice
messages

378 Administering Avaya Aura® Messaging R6.2

Comments? infodev@avaya.com

December 2013



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Server maintenance

Storage server Application server Experience

Down Down « Complete list of voice
messages is unavailable

» System does not support
administration actions like
password updates

« Calls to the application
server that is down
experience fast busy

» System in offline mode

« Users can leave voice
messages
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Chapter 19: Redundant Message Store

Mutare Message Mirror

The Messaging administrator can set up a backup Avaya message store that provides
business continuity if the primary storage server fails. Message Mirror software continuously
synchronizes the data between these storage servers.

Message Mirror runs on a separate customer-provided Windows server, which can be a virtual
server. Message Mirror uses the IMAP4 and LDAP ports to connect to the Avaya message
store server. You can also use the Secure IMAP4 and LDAP ports to connect to the Avaya
message store server. For more information on Message Mirror, see http://
www.mutare.com.

Message Mirror continuously monitors the primary Avaya message store server and copies or
mirrors messages, names, greetings, passwords, and mailbox and CoS changes to a backup
Avaya message store server. Message Mirror thus supports uninterrupted voice messaging in
the event of an outage. Failover to the backup server is a manual process.

The message store data is synchronized between a pair of primary and backup message store
servers. Optionally, you can choose to have duplicated application servers, or duplicated
clusters of application servers, in two different locations to allow recovery from a complete site
that is completely destroyed.

Message store redundancy with duplicated application servers

In this configuration, you can choose to have duplicated application servers, or duplicated
clusters of application servers, in two different locations to allow recovery from a site that is
completely destroyed.

The following are examples of message store redundancy configuration with duplicated
application servers.

In the following diagrams:

* Solid blue arrow represents the active status of server.

* Dotted blue arrow represents the inactive or shared status of server.
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Redundant Message Store

Front-end/Back-end single site configuration

In this configuration, the primary storage server and the backup storage server reside at two
different sites. The application server is also duplicated at the backup site.

Application Server 2

10.200.0.2
Slorage Server 1 ) Storage Servd 2 .
(Primary] Site A [Backup) Site B

The following are examples of the topology page configuration.

Example
Initial setup of a new mirrored Messaging system.

Topology Topebogy
site [ Application serven Site | Applisaticn fenwen
witer L1 ] LI Sites Teoan. [l
site A& dctrew = et = Site A o | teh =
Sorage b Role Frmaey =] Morage Server Rode 20 =]
Rode of Bhe: uerves & Bale o the seneer F:

Failover service to the backup Messaging system.

Topology Topology
Site [ dgplication Serven Site [/ Application Serers
Sitesy 15.20.0.1 10.500.0.2 Siten 19.300.0.1 10, 200.0.2
Site & [fctve =]  [nacove = sitea [trctren =] [emve =]
e e ot
Change Change
[ primary storage server is accessible)
Failback service to the primary Messaging system.
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Toptogy
site f Application Servers

10.300.0.1 10.000.0.2

BLtrel 'I Inactive =

P =
Change

Sites
Site A

Sborage Sereer Role
Role ol the server

Tepology configuration: Primary Storage Sarver

Topalogy
Site / Application Servers

Mutare Message Mirror

S 15,300,019 10,2000
Site f [inactve =] [ewe =
Sorage Serverfols  |Badug =

Rl of Ehe s
Chirge

Topology configuration: Backup Storage Server

Front-end/Back-end cluster single site configuration

In this configuration, the primary storage server and the backup storage server resides at two
different sites. The application server cluster is also duplicated at the backup site.

I A
v
@ Telaphoy @ Telephasny
é.
Cluster r.'luu-r
................ —
e ..
. \ \
/ g ]
| 1
\ Application Senver 1 Application Server § Application Server 3 Application Server 4 .
10.200.0.1 10.208.0.2 / 10.200.0.3 10.200.0.4 .,.'
"\-.
i
& -
% Mutare Ser
Storage Server 1 Siorage Sencer 2
Frimary) Site A {Backup) SiteB
The following are examples of the topology page configuration.
Example
Initial setup of a new mirrored Messaging system.
Tepelogy
Tegebegy
site f Application Serven
ks P00 IBMOST 100000 1030004 site [ Application Senvers
e m 'm r'--l---E rh-'--E e 03000 $0300,0.3 10, 1003, % 10, he00.4
T [Femez [Fenmz [ = [ =
SEorape Barer Kols [reerr 2
Rske sfthe s charge Worage Sevvne Rl (Ve 2
ke of the sereer Chares
Failover service to the backup Messaging system.
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Topology Tegpobagy
Site | Application Servers site f Application Servers
(R 1020801 100007  POPMOT  10PM.0A SEet EOBOOLE  BOLB0NOLY
dhe & e = [ = x| Tractre =] ek [t 2] [onemes =]
=3 ="
e v i i Trogoebml T
Chiras e o the sereer: Ehange

{If primary storage server is accessibie)

Failback service to the primary Messaging system.

Tepalogy Tegrodogy

ke Application Semven st [ Application Seraers

e 1000001 1BDN0AT 00000 3000004 St (LEL TR T ]
e e 5l [ 2l [Fomwem] [Fomes = (LY [Femmem]  [oemes =]
Storage e reer Bols ey '] W owage Sevwes Role L :'
Rale o the terves C—— Rk o Lhe serens: T

Topology configuration: Primary Storage Server

Distributed multisite configuration

Topolegy configuration: Backup Storage Server

In this configuration, the primary storage server and the backup storage server resides at two
different sites. You can distribute application servers at different locations. The application

server is also duplicated at the primary site and the backup site.

{

SiteA || SiteB
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Mutare Message Mirror

The following are examples of the topology page configuration.

Example

Initial setup of a new mirrored Messaging system.

Tapaiogy
R ]
zen ki LR Py st wWikia 1hdb3

e A
v B

St et Mokt
By of Tor T g

dags Serwri Fole ¥ o
bl of the 1erver [

Failover service to the backup Messaging system.

Topciogy

Ste | Applration Sart
e mman s
.

Lizrape Lrrvey Mol
Rrde of T ey

Failback service to the

Teguiogy
ate | Rppl e S

— L
Gaed

tag b

At et Aok

Bk o et —

Topology configuration: Primary Storage Server

primary Messaging system.

Sicaage Sererr Bole
R o et A Tudi

Tegadagy
e

Siem LI Th PhEMEE  ERBMES  WBMES R GRS
She s

Sine

Soaage Serwe Bol
P of the rwer

Topology conflguration: Backup Storape Server

Message store redundancy with shared application servers

In this configuration, application server(s) of the primary system are shared by the backup

system.

The following are examples of message store redundancy configuration with shared

application servers.

In the following diagrams:

* Solid blue arrow represents the active status of server.

* Dotted blue arrow represents the inactive or shared status of server.

Front-end/Back-end single site configuration

In this configuration, the primary storage server and the backup storage server resides at a
single site. The application server is shared by both the storage servers.
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Telephony

Application Server 1

10.200.0.1
—_—
[
> >
i Mutang Server
Storage Server 1 Storage Server 2
(Primary) Eite A (Backup)

The following are examples of the topology page configuration.

Example
Initial setup of a new mirrored Messaging system.

Tapelagy Tepology

site [ fpplication Serven Site [ Application Servers

Sites 18.20000.1 Sites 18200001

Site A Aitive = Sinw A Shared =
Storage Senvet Role [Prmary =] Sorage ServerAole | Badop ¥
Role of th snaer - Role of the server: =

Failover service to the backup Messaging system.

Tapclogy Tepalogy

site [ Application Servers slte / Application Servers

Sites 18.300.0.9 St 18 20000.1

Site & Shared = St f Aten 7]
Storage SenmrRole | Bidup = Sorage Senser Rols Py =]
Reodir o ittt Rode ol the server:

Change Change
(If prirnary storage sénver is accéssible)

Failback service to the primary Messaging system.
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Topalogy

Site f applicaticn Sérvers

Mutare Message Mirror

Topology

Site /! Applicalicn Sedvers

Sites. 10.300.0.1 Sites 19.200.0.1
Site & T | LLETY Shired 5]
Storage ServerFole Presary j‘ Storage Server Role Badp :“'

Raole of the server: Roleof the senver:

Change Charge

Tapobagy configuration: Primary Storage Server Tapobogy configuration: Backup Sterage Server

Front-end/Back-end cluster single site configuration

In this configuration, the primary storage server and the backup storage server resides at a
single site. You can combine up to four application servers to form a cluster, which is shared
by both the storage servers.

@ Telephony
Cluster I
rd AN
;.
'\ Application Server 1 Application Server 2 /
10.200.0.1 10.200.0.2
.
—
C—
> —
' Mutare Server
Storage Server 1 Storage Server 2
(Primary) Site A (Backup)

The following are examples of the topology page configuration.

Example
Initial setup of a new mirrored Messaging system.
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Tepelegy
Sibe | Application Senern

ke TP 10 FMLGT

The A rrar [ rr——

Skzrage Sereer Mol oy =

Rabe &l 1he v hage

Failover service to the backup Messaging system.

Topology
Site [ Application fervers

es BOL208.0.0 B0.2050.7

Sie & [raea =] [Tnaeea =]

10 e s Rle Bacup =)

Boke of b sereer: -

Tepelogy

it | Application Seners

ke 100081 LRTMLET
Sbe & [easss =3 =
Skorage Sereer Boke [eevs =]
Rele 8 1he seves: =
Tepelegy

site [ Application Serven

Siben WOLEMLGT 18 BMLGLE
by A [aa=s = = =]
Skorage Srrenr Mok o |
Aale 3 1he irivei rharge

Failback service to the primary Messaging system.

Topalogy

site | Application Sensen

ey 1050051 13 10032

=]

Thange

Horage Sererr Kol f
Rgle of the wenven

Tapalagy configuration: Primary Starags Server

Distributed multisite configuration

e A e B |

Topology

site { Application Servers

Shen 1. 10031 1R 30083
Sre A e | Treed =)
Heorage Srrenr Rolke f---xEI
Rale of The penve s

Tapalagy configuration: Backup Starags Sanar

In this configuration, the primary storage server and the backup storage server resides at a
single site. You can distribute application servers at different locations. Application servers are

shared by both the storage servers.
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Mutare Message Mirror

!
O
!
3

Application Server 3

SiteB

Ii‘tlll..lliiiiilbg
a

Cluster J

'-\ Application Server 1 Application Server 2 f' Application Server 3
. 10.200.0.1 10.200.0.2 .- 10.200.0.3

e ﬁn."-.-w A

=
<

LTTTTTETYE 3

(Primary) Site A (Backup)  Site B
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The following are examples of the topology page configuration.

Example
Initial setup of a new mirrored Messaging system.

Topogy

Topodogy
site f Application Serven
Snes 1EpMA]  IRMOAE 1020003 i A pplleatlon Satvirs
= . S BB M0G0 1005083
e A o H [l [eewd
— e N = I | Sae s Tared 5 [eed 5 [ree= s
She s [t =) e =] [
Jeavage Sereet Kol Fomary AReeage Server Raole ||
Role of the ueneer:
Chade Hde o e e o

Failover service to the backup Messaging system.

Topology Topology
Site f Application Servery site [ Application Sern
e ILIAL | IAIMAZ WSO e WL20000 TG 1920003
Hir & hewd 5|  [Pawd H [t 3 —— I
[erT T wanes 3] [Tomd 2 :::: £ .- 'J e
ot wge Server Rzl [ |
aage Seoves Rkt
Rk o Kt BT Changs Rode o e uerent

1 1]

Failback service to the primary Messaging system.

Topelogy Topdlony
site f Application Senvens Site [ Application Serners
e 18, 50081 10.P000F 1030000 s ED200.08 B0 10500003
f-rry e = [ A [Feows —_— [Fwws 2l  [Few 2 [renm g
el
rprtien w) Jr— SRe 1|

! 3 =3 == 3 [Fae 2 pr=—y [l |
Shorage Sereer Kok [r=earr 2] W peagr Sevwer Role [m =)
Pade of the v = Pcde o the s raer Charge

Topalagy conflguration: Primary Storape Server Topology configuration: Backup Storage Server

Caveats

390 Administering Avaya Aura® Messaging R6.2

You must use a Network Time Protocol (NTP) server within your network to synchronize the
time of the System Platform server. The Avaya message store server and the Message Mirror
server must synchronize with the NTP server.

Message Mirror does not replicate the following:
 System broadcast messages
» System lists such as ELAs and PDLs
» Messages stored in a folder other than the Inbox folder
* Future delivery messages that are stored in a queue
* Application layer data, including sites and topology

* Administrative logins
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Planning and preconfigurations

* Nightly backup schedule
* Certificates
Messaging does not support Message Mirror when:

* the application server and the storage server are active on the same server, that is a
single server configuration.

* the single server configuration has additional application servers.
« all application servers are not duplicated.
+ the Microsoft Exchange server is used as a message storage server.

Planning and preconfigurations

Messaging Hardware and Software requirements

Hardware requirements

* Both the primary Messaging system and the backup Messaging system must run the HP
DL360 G7, Dell™ PowerEdge™ R610, S8800 1U, or S8730 servers.

» The hardware configuration including all physical LAN connections of the backup
Messaging system must be identical to the hardware configuration of the primary
system.

Software requirements

* Both the primary Messaging system and the backup Messaging system must run
Messaging 6.2 or later.

* The software configuration of the backup Messaging system, including all updates and
patches, must be identical to the software configuration of the primary system.

* The set of language packs must be identical on both the primary Messaging system and
the backup Messaging system.

License requirements

A Messaging system with Mutare Message Mirror needs a dual host license. You must provide
the WebLM host ID of primary and backup storage servers to activate the license file in PLDS.
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The WebLM host ID is the MAC address of the server. You can obtain the WebLM host ID
from the WebLM Web interface.

You must install the dual host license to both primary and backup storage servers. You can
use the Avaya Product Licensing and Delivery System (PLDS) to generate and download
license files.

Mutare Message Mirror requirements

Server hardware specifications

Names of components Minimum specifications
Processor 2.8 GHz or faster processor; dual-core
System memory 4 GB
Disk 30 GB hard drive minimum space available
Ethernet connection 100 Mbps NIC for Ethernet connection to

TCP/IP LAN

Server software requirements

* Any of the below listed server

- Microsoft Windows Server 2003

- Microsoft Windows Server 2008

- Microsoft Windows Server 2008 R2
* Microsoft Internet Information Server 6.0 or 7.0.

- SMTP Virtual Server to send Alarms and Status to System Admin.

- Web Server for Mailbox Administration and View Status Reports and Errors
* Remote access - VPN Access to network and Remote Desktop to server.

392 Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Planning and preconfigurations

Configuration information

Configuration information for primary Messaging system

To record the primary Messaging system information, print the following table and work with
your network administrator to fill the empty cells.

Server Host name Msg IPv4 Notes
address

Storage server

Application server 1

Application server 2

Application server 3

Application server 4

Configuration information for backup Messaging system

To record the backup Messaging system information, print the following table and work with
your network administrator to fill the empty cells.

Server Host name Msg IPv4 Notes
address

Storage server

Application server 1

Application server 2

Application server 3

Application server 4
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Checklists

Checklist for duplicated application server configuration

Initial setup of a new mirrored Messaging system

Use the following checklist as a guide to set up a new mirrored Messaging system with
duplicated application servers.

Complete the tasks in the sequence that is listed in the checklist.

Installing a primary Messaging system

Server or Task Required action
System
1T = Install a primary Messaging « Install System Platform with the
system. latest patches and service packs
For more information, see verified with Messaging.
Implementing Avaya Aura® ,
Messaging. * Install Messaging.
* Install Communication Manager
and Messaging patches.
2 — Add a SIP trunk group to each —

primary application server.
For more information, see switch
configuration notes.

3 — Configure a route pattern. —
For more information, see switch
configuration notes.

Configuring the primary Messaging system

Server or Task Required action
System

1 Primary For each application server, —
application | configure the switch link
server parameters of the Messaging
system.
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Checklists

Server or Task Required action
System

For more information, see
Integrating with the telephony
server on page 60.

2 Primary For each application server, In the AxC IP address field, enter
application | configure the IP address of the the IP address of the primary
server primary storage server. storage server.

For more information, see
Changing the AxC IP address on

page 70.

3 Primary Backup application files. Select Messaging Application
application | For more information, see Backing | from the Messaging check box.
server up application files on page 72.

4 Primary Add appligation servers. « From the Add Application
storage For more information, see Server heading, in the IP
server « Adding the first application address field, enter the IP

server on page 96. address of the application server
. N o you are joining to the cluster.
» Adding additional application
servers on page 97. * In the Sites / Application
Servers table, select Active from
the drop-down list.

5 Primary Set up the storage server Set the Updates In and Updates
storage networking with remote Out fields to yes.
server Messaging systems.

° Note:
Perform this step only if you
have a Remote Messaging
system.
For more information, see Setting
up remote updates on page 153.

6 Primary Add remote systems as a « Add the remote systems
storage networked server.
server * Set the Updates In and Updates

° Note: Out fields to yes.

Perform this step only if you
have a Remote Messaging
system.

For more information, see

» Adding a network server on
page 113.

« Setting up remote updates on
page 153.
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Server or Task Required action
System
7 Remote Add the primary storage server as | . poqd the primary storage server.
systems a networked server.

* Set the Updates In and Updates
° Note: Out fields to yes.

Perform this step only if you
have a Remote Messaging
system.

For more information, see

» Adding a network server on

page 113.
» Setting up remote updates on
page 153.
8 Primary Request update for each remote | On the Request Remote Update
storage system. Web page, select remote system
server For more information, see from the drop-down list.

Running a remote update
manually on page 153.

9 Primary For each application server, reload | To load the Global Address List,
application | Global Address List Cache. click Reload Caches > Reload.
server For more information, see Loading

lists on page 175.

10 | Remote Request update for the primary On the Request Remote Update
system storage server. Web page, select primary storage
For more information, see server from the drop-down list.
Running a remote update

manually on page 153.

11 | Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.
For more information, see Loading
lists on page 175.

Installing a backup application server

Server or Task Required action
System
L Install a backup application « Install System Platform with the
server. latest patches and service packs
For more information, see verified with Messaging.
Implementing Avaya Aura® ,
Messaging. * Install Messaging.
* Install Communication Manager
and Messaging patches.
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Checklists

Server or
System

Task

Required action

Add a SIP trunk group to each
primary application server.

For more information, see switch
configuration notes.

Disable call routing to the backup
application servers so that all calls
route to only primary application
servers.

Configuring the backup application server

Server or Task Required action
System

1 Backup Restore data that you backed up | Restore Messaging Application,
application | from the backup of primary audix*.gz.
server server.

For more information, see
Performing a restore on
page 221.

2 Backup For each application server, —
application | configure the switch link
server parameters of the Messaging

system.

For more information, see
Integrating with the telephony
server on page 60.

3 Backup For each application server, In the AxC IP address field, enter
application | configure the IP address of the the IP address of the backup
server backup storage server. storage server.

For more information, see
Changing the AxC IP address on
page 70.

Configuring the primary storage server

» Adding the first application
server on page 96.

» Adding additional application
servers on page 97.

Server or Task Required action
System
1 Primary Add backup application servers. | . From the Add Application
storage For more information, see Server heading, in the IP
server

address field, enter the IP
address of the backup
application server you are joining
to the cluster.

* In the Sites / Application
Servers table, select Inactive
from the drop-down list.
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Server or Task Required action
System

2 Primary Verify that the storage server is From the Role of the Server
storage configured as a primary server. heading, verify that the storage
server For more information, see server role is Primary.

Changing the storage server

role on page 99. ° Note:
The system applies MWIs and
LDAP updates to all application
servers after you make storage
server as the primary server.

3 Primary Add a new Message Mirror server | . |y the Trusted Server Name
storage as a trusted server. field, enter an appropriate name
server For more information, see Adding for the Message Mirror server.

a trusted server on page 105. The trusted server name must
correspond to the Super User
name you configured on the
Message Mirror Admin page.

* In the Password field, enter the
password that server uses to
connect to Messaging. The
password must correspond to the
Super Pwd password you
configured on the Message
Mirror Admin page.

* In the Machine Name / IP
Address field, enter the host
name or the valid IP address of
the Message Mirror server.

» Set LDAP Access Allowed to
yes.

» Set IMAP4 Super User Access
Allowed to yes.

4 Primary Configure the mail options. « If the alias configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages servers in DNS is identical, add

collected in the offline mode, that the alias to the Server Alias

is, in a failover. field.

For more information, see

Configuring the mail options on « If not, leave the Server Alias field

page 307. blank.

5 System Backup theSystem Platform Web | On the Backup page, select the
Platform Console configuration data. Backup Now option to start the
Web For more information, see Backing | backup operation immediately.
Console of | up System Platform on page 216.
primary
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Checklists

Server or Task Required action
System

storage

server

Primary Backup application fileS. . Stop Messaging_

storage For more information, see Backing ] L

server up application files on page 72. * Select Messaging Application

and Translations from the
Messaging check box.

+ Start Messaging.

Install a backup storage server

Server or
System

Task

Required action

Install a backup storage server.
For more information, see
Implementing Avaya Aura®
Messaging.

* Install System Platform with the
latest patches and service packs
verified with Messaging.

* Install Messaging.

* Install Communication Manager
and Messaging patches.

Configuring the backup storage server

Server or Task Required action
System
System Restore theSystem Platform Web | . Restore System Platform Web
Platform Console configuration data. Console, backup*cdom™*tgz.
Web For more information, see
Console of * Verify that restore status is
* Restoring System Platform Success
backup X - . .
configuration information on
storage
page 225.
server
* Viewing restore history on
page 226.
Backup Restore data that you backed up | . stop Messaging.
storage from the backup of primary storage ) o
server server. » Restore Messaging Application,

audix*.gz.

« Start Messaging.
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Server or Task Required action
System
For more information, see
+ Stopping Messaging on
page 377.
* Performing a restore on
page 221.
» Starting Messaging on
page 377.
Backup Configure the storage server as a | . From the Role of the Server
storage backup server. heading, select Backup.
server For more information, see
Changing the storage server ° Note:
role on page 99. The system prevents MWIs
and LDAP updates to all
application servers after you
make storage server as the
backup server.
* In the Sites / Application
Servers table, select Active from
the drop-down list for each
backup application server.
* In the Sites / Application
Servers table, select Inactive
from drop down for each primary
application server.
Backup Verify that storage server is set to | From the topology page and site
storage a backup server. page, verify the following:
server .
« Storage server role is set to
Backup.
* For each backup application
server, status is set to Active.
» For each primary application
server, status is set to Inactive.
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages

collected in the offline mode, that
is, in a failover.

For more information, see
Configuring the mail options on
page 307.

servers in DNS is identical, add
the alias to the Server Alias
field.

« If not, enter the Fully Qualified
Domain Name (FQDN) of the
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Checklists

Server or
System

Task

Required action

primary storage server in the
Server Alias field.

Setting up a networked Messaging system

Server or Task Required action
System
1 Backup Set up storage server networking | Set the Updates In field to yes and
storage with remote Messaging systems. | Updates Out field to no.
server For more information, see Setting
up remote updates on page 153.

Installing a license

° Note:

You must install the dual host license to both the primary and backup storage servers. You
can use the Avaya Product Licensing and Delivery System (PLDS) to generate and
download license files.

Server or Task Required action
System
1 System Install a license for the primary —
Platform storage server.
Web For more information, see
Console of | Implementing Avaya Aura®
the primary | Messaging.
storage
server
2 System Install a license for the backup —
Platform storage server.
Web For more information, see
Console of | Implementing Avaya Aura®
the backup | Messaging.
storage
server

Backing up storage server

Server or Task Required action
System
1 Backup Backup storage server. —
storage For more information, see Backing
server up system files on page 213.
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Configuring Mutare Message Mirror

Server or Task Required action
System
1 Message Configure Mutare Message Mirror | —
Mirror For more information, see the
Admin Mutare Software product
interface documentation.

Failover service to the backup Messaging system

Use the following checklist as a guide to switch service to the backup Messaging system with
duplicated application servers.

Complete the tasks in the sequence that is listed in the checklist.

Changing DNS IP address

Server or Task Required action
System
1 — Change DNS IP address alias —

from the primary storage server to
the backup storage server.

Disabling Mirror

Server or Task Required action
System
1 Message Disable Mirror. —
Mirror For more information, see the
Admin Mutare Software product

interface documentation.

Configuring the primary storage server as inactive

° Note:

Perform this step only if the primary storage server is accessible.

Server or Task Required action
System
1 Primary Configure the primary storage From the Role of the Server
storage server as a backup server. heading, select Backup.
server
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Server or Task Required action
System

For more information, see

Changing the storage server ° Note:

role on page 99. The system prevents MWIs and
LDAP updates to all application
servers after you make storage
server as the backup server.

2 Primary Verify that the storage server is From the topology page, verify that
storage configured as a backup server. the storage server role is set to
server For more information, see Backup.

Changing the storage server
role on page 99.

3 Primary Set up storage server networking | . On the Manage Networked
storage with remote Messaging systems. Servers Web page, select
server Fore more information, see Setting| remote system and click Edit

up remote updates on page 153. the Selected Networked
Server.
« Set the Updates Out field to no.

4 Primary Stop Messaging. —
storage For more information, see
server Stopping Messaging on

page 377.

Changing the AxC address

storage server so that:

* The system pushes messages
collected during the offline mode
to the new primary storage
server.

* The system clears and reloads a
user list and GAL.

For more information, see
Changing the AxC IP address on
page 70.

Server or Task Required action
System
1 Primary Change the AxC address. In the AxC IP address field, enter
application | You must change the AxC IP the IP address of the new primary
server. address to point to the new primary | storage server.
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Configuring the backup storage server as active

Server or Task Required action
System
1 Backup Configure the backup storage From the Role of the Server
storage server as a primary server. heading, select Primary.
server For more information, see
Changing the storage server ° Note:
role on page 99. The system prevents MWIs and

LDAP updates to all application
servers after you make storage
server as the backup server.

2 Backup Configure the mail options. « If the alias configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages servers in DNS is identical, add

collected in the offline mode, that the alias to the Server Alias
is, in a failover. field.
° Note: * If not, leave the Server Alias field
Perform this step if DNS IP blank.
address alias is not changed
from primary storage server to
backup storage server during
failover.
For more information, see
Configuring the mail options on
page 307.

3 Backup Set up storage server networking | . On the Manage Networked
storage with remote messaging systems. Servers Web page, select
server For more information, see Setting |  remote system and click Edit

up remote updates on page 153. the Selected Networked
Server.
» Set the Updates Out field to
yes.

4 Backup Stop Messaging. —
storage For more information, see
server Stopping Messaging on

page 377.

5 Backup Start Messaging. —
storage For more information, see Starting
server Messaging on page 377.

404 Administering Avaya Aura® Messaging R6.2 December 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Reloading User List and Global Address List

Checklists

Server or Task Required action
System

Backup Reload User List and Global + On the Administration menu,

application | Address List. click Messaging > Advanced

server

(Application) > System
Operations.

* From the Reload Caches
heading:
- Click Reload next to the User
List field to load the User List.

- Click Reload next to the Global
Address List field to load the
Global Address List.

Removing application server trunk groups

Server or
System

Task

Required action

Remove all active application
server trunk groups.

For more information, see switch
configuration notes.

Add all backup application server
trunk groups

For more information, see switch
configuration notes.

Disable call routing to the primary
application servers so that all calls
route to only backup application
servers.

Running diagnostic test

Server or Task Required action
System
Primary Run test to ensure that all offline | . From the Select the test(s) to
application | messages are deliveredtothenew |  ryn down list, select Messages
server primary storage server.

° Note:

The test can take up to 10
minutes for all calling
functions.
For more information, see
Running application server

diagnostics on page 337.

to Deliver.

* Click Run Tests periodically until
Voicemails to send is 0.
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Changing the AxC address

Server or Task Required action
System
1 Primary Change the AxC address. In the AxC IP address field, enter
application the IP address of the primary
server ° Note: storage server.

You must change the AxC IP
address to point to the previous
primary storage server.
For more information, see
Changing the AxC IP address on
page 70.

Configuring remote Messaging systems

Server or Task Required action
System
1 Remote Configure the primary storage On the Manage Networked Server
system server as a networked server. web page, change the value for the

For more information, see Adding | following fields:
a network server on page 113.

¢ Hostname
[P address

« Password

2 Remote Request update for the backup Set the Updates In and Updates
system storage server. Out fields to yes.

For more information, see
Running a remote update

manually on page 153.

3 Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.
For more information, see Loading
lists on page 175.

Requesting updates for backup storage server

Server or Task Required action
System
1 Backup Request update for the remote Set the Updates In and Updates
storage system. Out fields to yes.
server For more information, see

Running a remote update
manually on page 153.
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Checklists

Server or Task Required action
System
2 Backup For each application server, reload | To load the Global Address List,
storage Global Address List Cache. click Reload Caches > Reload.
server For more information, see Loading
lists on page 175.

Failback service to the primary Messaging system

Use the following checklist as a guide to return service to the primary Messaging system with
duplicated application servers.

0 Important:
Perform the following tasks only during a planned downtime for system maintenance.

Complete the tasks in the sequence that is listed in the checklist.

Disabling routing of calls

Server or Task Required action

System
1 J—

Disable routing of calls to
application servers

For more information, see switch
configuration notes.

Changing DNS IP address

Server or Task Required action

System
1 _

Change DNS IP address alias
from backup storage server to
primary storage server.

Configuring the backup storage server as inactive

Server or Task Required action
System
1 System Backup theSystem Platform Web | On the Backup page, select the
Platform Console configuration data. Backup Now option to start the
Web For more information, see Backing | backup operation immediately.
Console of | up System Platform on page 216.
backup
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Server or Task Required action
System
storage
server
2 Backup Backup application files. « Stop Messaging.
storage For more information, see Backing ] L
server up application files on page 72. * Select Messaging Application,

Translations, Names, and
Messages from the Messaging
check box.

« Start Messaging.

3 Backup Configure the storage server as a | From the Role of the Server
storage backup server. heading, select Backup.
server For more information, see
Changing the storage server ° Note:
role on page 99. The system prevents MWIs and

LDAP updates to all application
servers after you make storage
server as the backup server.

4 Backup Configure the mail options. Add primary storage server alias in
storage Configuring the mail options the Server Alias field.
server facilitates delivery of messages

collected in the offline mode, that
is, in a failover.

° Note:

Perform this step if DNS IP
address alias is not changed
from primary storage server to
backup storage server during
failover.
For more information, see
Configuring the mail options on

page 307.

5 Backup Set up storage server networking | . On the Manage Networked
storage with remote Messaging systems. Servers Web page, select
server For more information, see Setting | remote system and click Edit

up remote updates on page 153. the Selected Networked

Server.

» Set the Updates Out field to no.

6 Backup Stop Messaging. —

storage For more information, see
server Stopping Messaging on
page 377.
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Checklists

Server or Task Required action
System

Backup Start Messaging. —

storage For more information, see Starting

server Messaging on page 377.

Installing a primary storage server

Server or Task Required action
System
Primary Install a primary st_orage server. * Install System Platform with the
storage For more information, see latest patches and service packs
server Implementing Avaya Aura®

Messaging.

verified with Messaging.
* Install Messaging.

* Install Communication Manager
and Messaging patches.

Configuring the primary storage server

Server or Task Required action
System
System Restore theSystem Platform Web | . Restore System Platform Web
Platform Console configuration data. Console, backup*cdom™*tgz.
Web For more information, see
Console of ) * Verify that restore status is
: * Restoring System Platform Success
primary X o . .
configuration information on
storage
page 225.
server
* Viewing restore history on
page 226.
Primary Restore data that you backed up | . stop Messaging.
storage during step 2b from the backup of ) o
server primary storage server. . Resf[o*re Messaging Application,
For more information, see audix*.gz.
« Stopping Messaging on * Start Messaging.
page 377.
* Performing a restore on
page 221.
« Starting Messaging on
page 377.
Primary Configure the primary storage « In the Sites / Application
storage server as active. Servers table, select Active from
server
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Server or Task Required action
System
the drop-down list for each
primary application server.
* In the Sites / Application
Servers table, select Inactive
from the drop-down list for each
backup application server.
* Click Update.
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages

collected in the offline mode, that
is, in a failover.

For more information, see
Configuring the mail options on
page 307.

servers in DNS is identical, add
the alias to the Server Alias
field.

« If not, leave the Server Alias field
blank.

Changing the AxC address

Server or Task Required action
System
Primary Change the AxC address. In the AxC IP address field, enter
application | For more information, see the IP address of the primary
server Changing the AxC IP address on | storage server.
page 70.
Primary Reload User List and Global « On the Administration menu,
server

(Application) > System
Operations.

* From the Reload Caches
heading:

- Click Reload next to the User
List field to load the User List.

- Click Reload next to the Global
Address List field to load the
Global Address List.
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Configuring remote Messaging systems

Server or Task Required action
System
1 Remote Configure the storage server from | On the Manage Networked Server
system backup to primary. web page, change the value for the
For more information, see Adding | following fields:
a network server on page 113.
* Hostname
* IP address
» Password

2 Remote Request update for the primary Set the Updates In and Updates
system storage server. Out fields to yes.

For more information, see
Running a remote update

manually on page 153.

3 Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.
For more information, see Loading
lists on page 175.

Requesting updates for primary storage server

Server or Task Required action
System
1 Primary Request update for the remote Set the Updates In and Updates
storage system. Out fields to yes.
server For more information, see

Running a remote update
manually on page 153.

2 Primary For each application server, reload | To load the Global Address List,
storage Global Address List Cache. click Reload Caches > Reload.
server For more information, see Loading

lists on page 175.

Installing a license

Server or Task Required action
System
1 System Install a license for the primary —
Platform storage server.
Web For more information, see
Console of | Implementing Avaya Aura®
the primary | Messaging.
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Server or Task Required action
System

storage
server

Enabling Mirror

Server or Task Required action
System
1 Message Enable Mirror. —
Mirror For more information, see the
Admin Mutare Software product

interface documentation.

Enabling call routing

Server or Task Required action
System

1 . Enable routing of calls to all —
primary application servers.

For more information, see switch

configuration notes.

Checklist for shared application server configuration

Initial setup of a new mirrored Messaging system

Use the following checklist as a guide to set up a new mirrored Messaging system with shared
application servers.

Complete the tasks in the sequence that is listed in the checklist.
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Installing a primary Messaging system

Checklists

Server or
System

Task

Required action

Install a primary Messaging
system.

For more information, see
Implementing Avaya Aura®
Messaging.

* Install System Platform with the
latest patches and service packs
verified with Messaging.

* Install Messaging.

* Install Communication Manager
and Messaging patches.

Add a SIP trunk group to each
primary application server.

For more information, see switch
configuration notes.

Configure a route pattern.
For more information, see switch
configuration notes.

Configuring the primary Messaging system

Server or Task Required action
System

Application | For each application server, —

server configure the switch link
parameters of the Messaging
system.
For more information, see
Integrating with the telephony
server on page 60.

Application | For each application server, In the AxC IP address field, enter
server configure the IP address of the the IP address of the primary
primary storage server. storage server.

For more information, see

Changing the AxC IP address on

page 70.
Primary Add application servers. « From the Add Application
storage For more information, see Server heading, in the IP
server

» Adding the first application
server on page 96.

» Adding additional application
servers on page 97.

address field, enter the IP
address of the application server
you are joining to the cluster.

* In the Sites / Application
Servers table, select Active from
the drop-down list.
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Server or
System

Task

Required action

Primary
storage
server

Set up the storage server
networking with remote
Messaging systems.

° Note:

Perform this step only if you
have a Remote Messaging
system.
For more information, see Setting
up remote updates on page 153.

Set the Updates In and Updates
Out fields to yes.

Primary
storage
server

Add remote systems as a
networked server.

0 Note:

Perform this step only if you
have a Remote Messaging
system.

For more information, see

» Adding a network server on
page 113.

« Setting up remote updates on
page 153.

* Add the remote systems

» Set the Updates In and Updates
Out fields to yes.

Remote
systems

Add the primary storage server as
a networked server.

° Note:

Perform this step only if you
have a Remote Messaging
system.

For more information, see

» Adding a network server on
page 113.

« Setting up remote updates on
page 153.

* Add the primary storage server.

» Set the Updates In and Updates
Out fields to yes.

Primary
storage
server

Request update for each remote
system.

For more information, see
Running a remote update

manually on page 153.

On the Request Remote Update
Web page, select remote system
from the drop-down list.

Application
server

For each application server, reload
Global Address List Cache.

For more information, see Loading
lists on page 175.

To load the Global Address List,
click Reload Caches > Reload.
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Checklists

For more information, see Loading
lists on page 175.

Server or Task Required action
System
9 Remote Request update for the primary On the Request Remote Update
system storage server. Web page, select primary storage
For more information, see server from the drop-down list.
Running a remote update
manually on page 153.
10 | Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.

Configuring the primary storage server

a trusted server on page 105.

Server or Task Required action
System
1 Primary Verify that the storage server is From the Role of the Server
storage configured as a primary server. heading, verify that the storage
server For more information, see server role is Primary.
Changing the storage server
role on page 99. ° Note:
The system applies MWIs and
LDAP updates to all application
servers after you make storage
server as the primary server.
2 Primary Add a new Message Mirror server | . |n the Trusted Server Name
storage as a trusted server. field, enter an appropriate name
server For more information, see Adding

for the Message Mirror server.
The trusted server name must
correspond to the Super User
name you configured on the
Message Mirror Admin page.

* In the Password field, enter the
password that server uses to
connect to Messaging. The
password must correspond to the
Super Pwd password you
configured on the Message
Mirror Admin page.

* In the Machine Name / IP
Address field, enter the host
name or the valid IP address of
the Message Mirror server.
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Server or Task Required action
System
» Set LDAP Access Allowed to
yes.
» Set IMAP4 Super User Access
Allowed to yes.

Primary | Configure the mail options. « If the alias configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages servers in DNS is identical, add

collected in the offline mode, that | {he glias to the Server Alias

is, in a failover. field.

For more information, see

Configuring the mail options on * Ifnot, leave the Server Alias field

page 307. blank.
System Backup theSystem Platform Web | On the Backup page, select the
Platform Console configuration data. Backup Now option to start the
Web For more information, see Backing | backup operation immediately.
Console of | up System Platform on page 216.
primary
storage
server
Primary Backup application files. Select Messaging Application
storage For more information, see Backing | and Translations from the
server up application files on page 72. Messaging check box.

Installing a backup storage server

Server or
System

Task

Required action

Install a backup storage server.
For more information, see
Implementing Avaya Aura®
Messaging.

* Install System Platform with the
latest patches and service packs
verified with Messaging.

* Install Messaging.

* Install Communication Manager
and Messaging patches.
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Configuring the backup storage server

Checklists

Server or Task Required action
System

1 System Restore theSystem Platform Web | . Restore System Platform Web
Platform Console configuration data. Console, backup*cdom™*tgz.
Web For more information, see
Console of _ * Verify that restore status is
backup . Rest_orlnq .Sys.tem Plafrform Success.

configuration information on
storage
page 225.
server
* Viewing restore history on
page 226.

2 Backup Restore data that you backed up | . stop Messaging.
storage from the backup of primary storage
server server. . Resf[o*re Messaging Application,

For more information, see audix*.gz.

- Stopping Messaging on + Start Messaging.
page 377.

» Performing a restore on
page 221.

« Starting Messaging on
page 377.

3 Backup Configure the storage server as a | . From the Role of the Server
storage backup server. heading, select Backup.
server For more information, see

Changing the storage server ° Note:
role on page 99. The system prevents MWIs
and LDAP updates to all
application servers after you
make storage server as the
backup server.
* In the Sites / Application
Servers table, select Shared
from the drop-down list for each
application server.
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Server or Task Required action
System
4 Backup Verify that storage server is set to | From the topology page and site
storage a backup server. page, verify the following:
server .
* Storage server role is set to
Backup.
» For each backup application
server, status is set to Active.
* For each primary application
server, status is set to Inactive.
5 BaCkup Conﬁgure the ma” OptionS. . |f the a”as Configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages servers in DNS is identical, add
collected in the offline mode, that the alias to the Server Alias
is, in a failover. field.
For more information, see
Configuring the mail options on « If not, enter the Fully Qualified
page 307. Domain Name (FQDN) of the
primary storage server in the
Server Alias field.

Setting up a networked Messaging system

Server or Task Required action
System
1 Backup Set up storage server networking | Set the Updates In field to yes and
storage with remote Messaging systems. | Updates Out field to no.
server For more information, see Setting
up remote updates on page 153.

Installing a license

° Note:

You must install the dual host license to both the primary and backup storage servers. You
can use the Avaya Product Licensing and Delivery System (PLDS) to generate and

download license files.

Server or Task Required action
System
1 System Install a license for the primary —
Platform storage server.
Web For more information, see
Console of | Implementing Avaya Aura®
the primary | Messaging.
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Checklists

Server or Task Required action
System
storage
server
2 System Install a license for the backup —
Platform storage server.
Web For more information, see
Console of | Implementing Avaya Aura®
the backup | Messaging.
storage
server

Backing up storage server

Server or Task Required action
System
1 Backup Backup storage server. —
storage For more information, see Backing
server up system files on page 213.

Configuring Mutare Message Mirror

Server or Task Required action
System
1 Message Configure Mutare Message Mirror | —
Mirror For more information, see the
Admin Mutare Software product
interface documentation.

Failover service to the backup Messaging system

Use the following checklist as a guide to switch service to the backup Messaging system with
shared application servers.

Complete the tasks in the sequence that is listed in the checklist.

Changing DNS IP address

Server or Task Required action
System

1 — Change DNS IP address alias —
from the primary storage server to
the backup storage server.
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Disabling Mirror

Server or Task Required action
System
1 Message Disable Mirror. —
Mirror For more information, see the
Admin Mutare Software product
interface documentation.

Configuring the primary storage server as inactive

° Note:

Perform this step only if the primary storage server is accessible.

Server or Task Required action
System

1 Primary Configure the primary storage « From the Role of the Server
storage server as a backup server. heading, select Backup.
server For more information, see

Changing the storage server * In the Sites / Application

role on page 99. Servers table, select Shared
from the drop-down list next to
the site.

2 Primary Verify that the storage server is From the topology page, verify that
storage configured as a backup server. the storage server role is set to
server For more information, see Backup.

Changing the storage server
role on page 99.

3 Primary Set up storage server networking | . On the Manage Networked
storage with remote Messaging systems. Servers Web page, select
server Fore more information, see Setting |  remote system and click Edit

up remote updates on page 153. the Selected Networked
Server.
* Set the Updates Out field to no.

4 Primary Stop Messaging. —
storage For more information, see
server Stopping Messaging on

page 377.
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Changing the AxC address

Server or Task Required action
System
1 Application | Change the AxC address. In the AxC IP address field, enter
server. You must change the AxC IP the IP address of the new primary

address to point to the new primary | storage server.
storage server so that:

» The system pushes messages
collected during the offline mode
to the new primary storage
server.

* The system clears and reloads a
user list and GAL.

For more information, see
Changing the AxC IP address on
page 70.

Configuring the backup storage server as active

Server or Task Required action
System
1 Backup Configure the backup storage « In the Sites / Application
storage server as a primary server. Servers table, select Active from
server For more information, see the drop-down list next to the
Changing the storage server site.

role on page 99.
* From the Role of the Server

heading, select Primary.

2 Backup Configure the mail options. « If the alias configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages servers in DNS is identical, add

collected in the offline mode, that the alias to the Server Alias
is, in a failover. field.
° Note: « If not, leave the Server Alias field
blank.

Perform this step if DNS IP
address alias is not changed
from primary storage server to
backup storage server during
failover.
For more information, see
Configuring the mail options on
page 307.
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Server or Task Required action
System
3 Backup Set up storage server networking | . On the Manage Networked
storage with remote messaging systems. Servers Web page, select
server For more information, see Setting |  remote system and click Edit
up remote updates on page 153. the Selected Networked
Server.
» Set the Updates Out field to
yes.
4 Backup Stop Messaging. —
storage For more information, see
server Stopping Messaging on
page 377.
5 Backup Start Messaging. —
storage For more information, see Starting
server Messaging on page 377.

Reloading application server cache

Server or
System

Task

Required action

1 Application
server

Clear greetings from ADCS
cache.

* On the Administration menu,
click Messaging > Advanced
(Application) > System
Operations.

* From the Distributed Cache
(ADCS) Maintenance heading,
click Clear Greetings/Names to
clear all greetings and names in
ADCS cache on this application
server.

2 Application
server

Reload User List and Global
Address List.

* On the Administration menu,
click Messaging > Advanced
(Application) > System
Operations.

* From the Reload Caches
heading:
- Click Reload next to the User
List field to load the User List.

- Click Reload next to the Global
Address List field to load the
Global Address List.
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Configuring remote Messaging systems

Server or Task Required action
System
1 Remote Configure the primary storage On the Manage Networked Server
system server as a networked server. web page, change the value for the

For more information, see Adding | following fields:
a network server on page 113.

* Hostname
[P address

* Password

2 Remote Request update for the backup Set the Updates In and Updates
system storage server. Out fields to yes.

For more information, see
Running a remote update

manually on page 153.

3 Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.
For more information, see Loading
lists on page 175.

Requesting updates for backup storage server

Server or Task Required action
System
1 Backup Request update for the remote Set the Updates In and Updates
storage system. Out fields to yes.
server For more information, see

Running a remote update
manually on page 153.

2 Backup For each application server, reload | To load the Global Address List,
storage Global Address List Cache. click Reload Caches > Reload.
server For more information, see Loading

lists on page 175.

Failback service to the primary Messaging system

Use the following checklist as a guide to return service to the primary Messaging system with
shared application servers.

0 Important:
Perform the following tasks only during a planned downtime for system maintenance.
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Complete the tasks in the sequence that is listed in the checklist.

Disabling routing of calls

Server or
System

Task

Required action

Disable routing of calls to
application servers

For more information, see switch
configuration notes.

Changing DNS IP address

Server or
System

Task

Required action

Change DNS IP address alias
from backup storage server to
primary storage server.

Configuring the backup storage server as inactive

Server or Task Required action
System

System Backup theSystem Platform Web | On the Backup page, select the

Platform Console configuration data. Backup Now option to start the

Web For more information, see Backing | backup operation immediately.

Console of | up System Platform on page 216.

backup

storage

server

Backup Backup application files. « Stop Messaging.

storage For more information, see Backing

server up application files on page 72. * Select Messaging Application,
Translations, Names, and
Messages from the Messaging
check box.

« Start Messaging.

Backup Configure the storage server as a | « From the Role of the Server

storage backup server. heading, select Backup.

server For more information, see

Changing the storage server ° Note:
role on page 99. The system prevents MWIs
and LDAP updates to all
application servers after you
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Server or Task Required action
System
make storage server as the
backup server.
* In the Sites / Application
Servers table, select Shared
from the drop-down list for each
application server.

4 Backup Configure the mail options. Add primary storage server alias in
storage Configuring the mail options the Server Alias field.
server facilitates delivery of messages

collected in the offline mode, that

is, in a failover.

° Note:

Perform this step if DNS IP
address alias is not changed
from primary storage server to
backup storage server during
failover.

For more information, see

Configuring the mail options on

page 307.

5 Backup Set up storage server networking | . On the Manage Networked
storage with remote Messaging systems. Servers Web page, select
server For more information, see Setting |  remote system and click Edit

up remote updates on page 153. the Selected Networked
Server.
« Set the Updates Out field to no.

6 Backup Stop Messaging. —
storage For more information, see
server Stopping Messaging on

page 377.

7 Backup Start Messaging. —
storage For more information, see Starting
server Messaging on page 377.
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Installing a primary storage server

Server or Task Required action
System
Primary Install a primary storage server. | . |nstall System Platform with the
storage For more information, see latest patches and service packs
server Implementing Avaya Aura®

Messaging.

verified with Messaging.
* Install Messaging.

* Install Communication Manager
and Messaging patches.

Configuring the primary storage server

Server or Task Required action
System
System Restore theSystem Platform Web | . Restore System Platform Web
Platform Console configuration data. Console, backup*cdom* tgz.
Web For more information, see _ _
Console of ) « Verify that restore status is
primary . Rest.orlnq .Svs.tem Plaftform Success.
configuration information on
storage
page 225.
server
* Viewing restore history on
page 226.
Primary Restore data that you backed up | . Stop Messaging.
storage during step 2b from the backup of _ o
server primary storage server. * Restore Messaging Application,
For more information, see audix*.gz.
» Stopping Messaging on * Start Messaging.
page 377.
* Performing a restore on
page 221.
» Starting Messaging on
page 377.
Primary Configure the mail options. « If the alias configured for both
storage Configuring the mail options primary and backup storage
server facilitates delivery of messages

collected in the offline mode, that
is, in a failover.

For more information, see
Configuring the mail options on
page 307.

servers in DNS is identical, add
the alias to the Server Alias
field.

« [f not, leave the Server Alias field
blank.
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Server or Task Required action
System
4 Primary Start Messaging. —
storage For more information, see Starting
server Messaging on page 377.

Changing the AxC address

Server or Task Required action
System

1 Primary Change the AxC address. In the AxC IP address field, enter
application | For more information, see the IP address of the primary
server Changing the AxC IP address on | storage server.

page 70.

2 Primary Reload User List and Global + On the Administration menu,
application | Address List. click Messaging > Advanced
server (Application) > System

Operations.

* From the Reload Caches
heading:
- Click Reload next to the User
List field to load the User List.

- Click Reload next to the Global
Address List field to load the
Global Address List.

Configuring remote Messaging systems

Server or Task Required action
System
1 Remote Configure the storage server from | On the Manage Networked Server
system backup to primary. web page, change the value for the
For more information, see Adding | following fields:
a network server on page 113.
* Hosthame
* IP address
» Password

2 Remote Request update for the primary Set the Updates In and Updates
system storage server. Out fields to yes.

For more information, see
Running a remote update

manually on page 153.
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Server or Task Required action
System
3 Remote For each application server, reload | To load the Global Address List,
system Global Address List Cache. click Reload Caches > Reload.
For more information, see Loading
lists on page 175.

Requesting updates for primary storage server

Server or Task Required action
System
1 Primary Request update for the remote Set the Updates In and Updates
storage system. Out fields to yes.
server For more information, see

Running a remote update
manually on page 153.

2 Primary For each application server, reload | To load the Global Address List,
storage Global Address List Cache. click Reload Caches > Reload.
server For more information, see Loading

lists on page 175.

Installing a license

Server or Task Required action
System
1 System Install a license for the primary —
Platform storage server.
Web For more information, see

Console of | Implementing Avaya Aura®
the primary | Messaging.

storage
server

Enabling Mirror

Server or Task Required action
System
1 Message Enable Mirror. —
Mirror For more information, see the
Admin Mutare Software product
interface documentation.
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Enabling call routing

Validating the configuration

Server or
System

Task

Required action

1 Enable routing of calls to all —
primary application servers.

For more information, see switch
configuration notes.

Validating the configuration

This topic outlines a procedure for validating the message store redundancy configuration.

Tasks Server Steps Result / Validate
Create test users. Primary | Add the following test
storage users:
server

* Create Test User 1.
 Create Test User 2.

For more information, see

Adding users on
page 134.

Check whether test | Primary
users are added to | storage
the primary storage | server

server.

Click Messaging >
Reports (Storage) >
Users.

For more information, see
Viewing the local users
report on page 278.

Primary
applicatio
n server

* Click Messaging >
Diagnostics >
Diagnostics
(Application).

* From the Select the
test(s) to runfield, select
User and Contact
Lists.

For more information, see
Running application server

diagnostics on page 337

Test users added to the
primary storage server.
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Tasks Server Steps Result / Validate
Check whether test | Backup | Click Messaging > Test users added to the
users added to the storage | Reports (Storage) > primary storage server are
primary storage server Users. mirrored to the backup
server are mirrored to For more information, see | storage server.
the backup storage Viewing the local users
server. report on page 278.
© Note: BaCII_(upt_ * Click Messaging >
applicatio i i
Users are npsperver g!agnos:!cs g
mirrored every Aagr;os ics
one hour, so you (Application).
must wait for one * From the Select the
hour before you test(s) to runfield, select
perform this step. User and Contact
Lists.
For more information, see
Running application server
diagnostics on page 337
Basic call answer. Backup | Perform the following:
system » From extension of Test
through :
User2, call direct
Outlook .
toolbar extension number for
Test User1 and let the
call roll over to voice
mail.
» Leave a message; note
user details, and date
and time when the
message is sent.
* Hangup.
For more information, see
the Using Avaya Aura®
Messaging guide.

Check voice Backup | Perform the following: Observe the following:
Messages. tsgrsc;fn:w * As Test User1, log into | * The system plays the
° ) 9 the IMAP account using message using the

Note: Outlook . ) .
toolbar Outlook and inspect media player for playing

Messages are
mirrored every
one minute, so
you must wait for
one minute before
you perform this
step.

voice messages.

* Use Play on PC for a
message.

* Use Play on Phone for a
message.

on PC.

» The system plays the
message using the TUI
for playing on phone.
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Validating the configuration

Tasks

Server

Steps

Result / Validate

For more information, see

the Using Avaya Aura®
Messaging guide.

(Optional) Perform
configuration testing.

You can perform the
following testing on primary
and backup systems.

« Configuration of remote
users

« Call routing
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Chapter 20: Troubleshooting

System cannot recognize the DTMF tones

After you install or upgrade Messaging, you might experience problems with the recognition
of DTMF tones or while leaving voice mail messages. You might face these problems due to
the ARP spoofing protection of the gateway.

° Note:

This problem is only valid for G450 gateways and requires root access to the gateway. If
you require assistance, consult Avaya Services.

Troubleshooting steps

Procedure

1.

A

Start an SSH session on <G450 IP Address>.
Login as root.
Enter the password for the root user.

After you log in successfully, type the following command.
clear arp-cache

System drops call while logging in to the mailbox

When you log in to the mailbox, the Messaging system drops the call.
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Troubleshooting steps

Procedure

On Avaya Aura® Session Border Controller (AASBC1), disable third-party-call-
control.

For more information, see Avaya Aura® Session Border Controller.

System displays an error while performing a backup

When you start the backup process, the system displays an error message stating that
Messaging cannot find few files.

Troubleshooting steps
Procedure

Check whether you are using a Network Time Protocol (NTP) or Point-to-Point Protocol
(PPP) server.

The system displays the error message if you do not use the NTP or PPP server.

O Tip:
Use the cat os_ds.conf command to view the files that the Messaging system
backs up.

Application server does not recognize users

The application server does not recognize users.

Troubleshooting steps

If the application server does not recognize users, you must synchronize the cache on that
application server.
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Message is sent successfully but MWI does not turn on

Procedure

1.

On the Administration menu, click Messaging > Advanced (Application) >
System Operations.

To clear all data in the ADCS cache on the application server, click Clear Cache.

3. Restart Messaging for the changes to take effect.

For more information, see Stopping on page 377 and Starting on page 377.

. To reload the user list, click Reload.

5. To reload the global address list, click Reload.

6. To synchronize ADCS, click Synchronize.

Message is sent successfully but MWI does not turn on

The system sends the message successfully. However, the MWI does not turn on.

Troubleshooting steps

Procedure

1.

On the Administration menu, click Messaging > Diagnostics > Diagnostics
(Application).

From the Select the test(s) to run field, select MWI.

3. Enter the extension number of the user.
4. Click Run Tests.

The system displays the test results or errors in the Results area.

* If MWI lights during the test and the results indicate success, this indicates that
Messaging works properly. However, you might have configured
Communication Manager or Session Manager incorrectly.

* If MWI does not light during the test and the results indicate failure, there might
be a problem with Messaging or a connection issue between Messaging and
Session Manager.

On the command prompt, view InfoBridge.log on application server to check
if Messaging creates and sends MWI to extension.
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6. On the command prompt, view MWI . 1og to check how the system routes the MWI
message to Session Manager. You can then run a query on Session Manager to
debug why the system does not route the MWI to extension.

Message does not reach recipient

You compose and send a message to an Exchange user. The system displays a message
stating that it sent the message. However, the message does not reach the recipient.

Troubleshooting steps

Check the connection between the Microsoft Exchange server and the Messaging server.

Procedure
1. On the Exchange server at \WINDOWS\system32\LogFiles\W3SVC1, check if
Messaging sends the request to the Exchange server.
2. On the Messaging command prompt, check aic.1log.
3. Inthe /VM/1iim/1logs directory, check smtp. log.

4. To see if the Exchange server is working properly, check the CPU usage and
memory of Exchange server .

Fax troubleshooting

In Messaging, faxes fail because of one or more of the missing basic provisioning
requirements. To validate if you have implemented fax properly, see Implementing fax on
page 66.

436 Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Fax troubleshooting

Fax error handling

+ Condition: You have configured CoS for fax support. However, the fax email is
unavailable.

- Result: The system rejects the fax at transmission time.

« Condition: You have configured CoS for fax support. However, the fax email is unavailable
and the AxC is offline.

- Result: The system sends the fax to the postmaster account.
 Condition: You have configured an incorrect email address.

- Result: The system sends the DSN to the postmaster account.
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Appendix A: Changing the server role from
storage and application to
storage only

Use the following checklist to change the role of the server from storage and application to only
storage.

For example, you have server A with a single-server configuration. Server A is a virtual machine that
performs both roles: application and storage. You want to make the following changes:

» Add two more application servers: server B and server C.
* Ensure that server A performs the role of a storage server only.

No. | Task Server or Required action

system

1 Install application servers.

Ta | Install application server B. + Install System Platform with the latest
For more information, see patches and service packs verified for use
Implementing Avaya Aura® with Messaging.

Messaging.

* Install Messaging.

* Install Communication Manager and
Messaging patches.

1b | Install application server C. + Install System Platform with the latest
For more information, see patches and service packs verified for use
Implementing Avaya Aura® with Messaging.
Messaging.

* Install Messaging.

* Install Communication Manager and
Messaging patches.

2 Add application servers.

2a | Add server B as an application Server B In the Add Application Server area:

server. * From the Add the server with heading,

select Same site configuration as an
existing application server.

* From the IP Address drop-down menu,
select the IP address of server A.
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No. | Task Server or Required action
system
2b | Add server C as an application Server C In the Add Application Server area:
Server. * From the Add the server with heading,
select Same site configuration as an
existing application server.
* From the IP Address drop-down menu,
select the IP address of server A.
3 For each application server,
update the cluster configuration.
3a Define the application server Cas | Server B * In the Number of member appliances in
a member of the cluster. the cluster field, enter 2.
For more information, see i
Configuring a cluster on * In the Member field, enter the IP address
page 99. of server C.
3b | Define the application server B as | Server C « In the Number of member appliances in
a member of the cluster. the cluster field, enter 2.
For more information, see ]
Configuring a cluster on * In the Member field, enter the IP address
page 99. of server B.
4 For each application server,
change the AxC address.
4a | On application server B, change | Server B In the AxC IP address field, enter the IP
the AxC address. address of the server A.
For more information, see
Changing the AxC IP address on
page 70.
4b | On application server C, change | Server C In the AxC IP address field, enter the IP
the AxC address. address of the server A.
For more information, see
Changing the AxC IP address on
page 70.
5 Remove application server A. Server A . On the Administration menu, click
Messaging > Messaging System
(Storage) > Topology.
* From the Remove Application Server
area, select the IP address of server A.
* Click Remove.
6 Change Switch Integration. Server A From the Switch Integration Type drop-
For more information, see down, select None.
Integrating with the telephony
server on page 60.
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No. | Task Server or Required action
system
7 Restart Messaging servers.
* For more information, see - Start Messaging.
Stopping Messaging on
page 377.
« For more information, see
Starting Messaging on
page 377.
7b Restart server B Servel‘ B . Stop Messaging_
* For more information, see « Start Messaging.
Stopping Messaging on
page 377.
« For more information, see
Starting Messaging on
page 377.
7c | Restart server C. Server C « Stop Messaging.
* For more information, see « Start Messaging.
Stopping Messaging on
page 377.
« For more information, see
Starting Messaging on
page 377.
8 For each application server,
reload User List and Global
Address List Cache.
8a | On server B, reload User List and | Server B From the Reload Caches heading:
Global Adfjress LI.St Cache. ¢ Click Reload next to the User List field to
For more information, see load the User List
Loading lists on page 175. ’
« Click Reload next to the Global Address
List field to load the Global Address List.
8b | Onserver C, reload User List and | Server C From the Reload Caches heading:
Global Adfjress L|§t Cache. ¢ Click Reload next to the User List field to
For more information, see load the User List
Loading lists on page 175. ’
« Click Reload next to the Global Address
List field to load the Global Address List.

Administering Avaya Aura® Messaging R6.2

December 2013 441




Changing the server role from storage and application to storage only

442  Administering Avaya Aura® Messaging R6.2 December 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Administering Avaya Aura® Messaging R6.2

Index

A
ACCESS MASK ..uvieeeiiiee e 329, 330, 332
AAAING coiieeie e 329
ChangiNg ...coooiiii e 330
deleting .o 330
VIBWING -ttt 332
ACCESSING ..evviiiiiiiaeaaieiiieiie e e e e e 195, 270, 274
audit log 270
Caller Applications Editor ..........cccccceeiiiiiiiinnnns 195
diagnostics results ..., 274
POM USAJE ..ceeiiieiiiiiiiiiie e ee e eeeeeees 270
account PoliCIES ......cccoeeeeiiiiiiiii 28
(OGN e 28
activity 0g report ... 265
FUNNING coeiieeeieeie e e e e e e 265
add network maching ..........cccoeovieeiiiiiiiii e, 114
field descriptions .........ccccceeeeiiiiiiiiiieeeeee 114
add trusted SEIrVer .......ccoovoeeeiiiiee e 106
field descriptions .........cccceeeeeiiiiiiiiiieeeee 106
adding ....22, 42, 44, 87, 96, 98, 105, 113, 135, 146, 148,
ACCESS MASK .uviieiiiieee e 329
Active Directory USEr ......cccoveiiiiiiiiiiiiiiieeeeeeeen, 135
additional application server ...........cccccvvvevinnnnnnn. 98
additional SiteS .......ooevveiiiie e, 87
backup schedule ..........ccccoeeiiiiiiii 218
Class Of SEIVICE ......oooovvueeiiieieeeeeeeeeeee e 156
] N 1] 172
first application server ..........cccccceeiiiiiiiiiiiiiiiee. 96
holiday schedules ..., 198
iINfO MAIIDOX ..oeveeiieieee e 146
Mailbox gateway .........cccceveeieiiiiiiiiiieee 42
MAIDOXES ...eeieieee e 148
NEIWOIK SEIVET ....coveiiie e 113
new external host .........cocooeveiiiiiii i, 42
Organizational Forms Libraries .............cccccceeenn. 22
postmaster mailboX .............uviiiiiiiiiiiieeeeeeeeee, 44
shadow mMailboX .........coeoviiiiiiiiiii e, 170
SNMP fIEF v 237
Static roULe ... 361
trusted certificate ...........oooooveeiiiii 319
trusted SEIVEr ......cooovvvieeieeecee e, 105
(U1 PN 135, 148
additional SIteS ........oeviiiiiiiiiie 87
AAAING <o 87

Administering Avaya Aura® Messaging R6.2

= To [0 | (=11 ] o [ 152
FEMOLE USEI'S ..ccvevvviieeieeeiiie e ee e e e e eeeee 152
administering .........................41, 100, 131, 176, 239, 306
] N 1 PR 176
external SMTP hosts .......cccocvveeeeiiiiiiiiiin, 41, 131
general options ... 306
[l0ad balancCer ..., 100
Mail gateway ...........ueeeeeiiiiiiiiie e 131
SNMP agent ........coooocoiiiiiiieeeeeee e, 239
administration history [0g ..........ccccecveiiiiiiinnnnnnnn. 252, 253
field descriptions .........ccceeveeeiiiiiiiiieeeee e 253
AV =377 o To T 252
administrator ..., 31, 254
changing password ............ccceeeveveieeeeeveveiiin 31
log field descriptions ..........ccccovveeeeiiieeeeeiiiicis 254
advanced ..........ccoeeeeveeeeiinnnnnnnn.... 122, 123, 208, 355, 357
configuring dial-inrules .............cccccovvieeeeeeneenn. 123
configuring dial-out rules ..........ccccceeeeeiiiiiiiiiinnn, 122
installing software .............cccccoviieeiiii e, 208
MISCElIAaNEOUS ........covviiiiiiiee e 357
fIMEOUL e 355
AGENT Lo e 239
administer SNMP ..., 239
agent Status .......ovveiiiiiii 242
(o aF=T oo 11 o [N 242
A= 377 o To T 242
Alarm . 227, 256, 332
[EBVEIS ..o 227
log field descriptions ..........ccccovvveeeeiieeeeiiiiii, 256
OVEIVIBW ...ttt e et e e e e e e eaaas 227
testing origination ... 332
VIEWING OGS .veveeiiiieii e 256
AlAMS .o 228
AlIAS e 19
application .........ccccceeeeeeiiieeneeee.... 33, 58, 72, 73, 95, 348
backingup files .........ccccoiiieiii 72
backing uUp Server ........ccccceeeeeieeeiieeieeee 72
restoring files ..., 73
(0] [T 33, 58, 95
verifying status ..........ccccovieieei e 348
application role ........cccceeeeeiiiiiii e 57
deployment sCenarios .............evvveveeeciiiieieeeeeeeennn. 57
application server ........................... 96, 98, 266, 337, 434
AAAING oo 96, 98
diagnostiCs .....ccoeeeieiie 337
(oo |- USSP 266
tiME ZONE v 98

December 2013 443



application SErvers ... 119

ASSIGNING it 86
attendant number ... 86
assigning 1anguages ..........coovveeieiiiiiee e 88
S e 88
attendant ... 86
assigning NUMDET ........oeeiiiiiie e 86
attended backup ... 213
aUdIo Prompt ..o 183
F= 18 o [T I o] 0] 1 4] o] £ 3N 199
UPIOAAING ... 199
AUAIL 1Og .eeeiiiiieiie e 270
ACCESSING .eeviiiutiiieeiiiiiiee ettt e et e e e e 270
Authentication file generation date ...............ccoo.. 325
Auto Attendant ... 27
Avaya Authentication ...........ccoocoviiiiii 325
AAAIESS oo 58
changing address .........cccooceieiiiiiieee e 71
testing connectivity .........cccooiiieiiiii 103
verifying status ... 348
viewing address ... 356
B
backing Up ....eveeeiiiie e 72,213, 216
application files ..., 72
application Server ........ccccccceeieieiiiiee e 72
SYStEM fileS .. 213
System Platform ..., 216
backup ......ooovvieiee 58, 211, 218, 219
adding schedule ..o, 218
changing schedule ............cccooiviiiieieeiie, 219
deleting schedule .............ooovviiiiiiiiiiiiiiieee e, 219
DaCKUP €rrOr ... 434
backup Messaging system ............cooovveeiviiiiiiiiininnnn. 393
configuration information ..............ccccccviiieennn. 393
Backup Page ......oevveiiiiiiie e 217
field descriptions ........ccccceveveeiiiiiiiiceeeee e, 217
backup SCreen .......cccooeiviiiiiiiiiii 214
field descriptions .........cccevvveeieiiiiicceeee e, 214
broadcast message ............cccc e, 168
broadcast messages ........ccccevvvviiiiiiiiiiiciiiee, 158, 203
busy out voice equipment ..., 311
field descriptions ........ccccevvveeiiiiiiiiceeee e, 311
DUSYOUL ... 310
VOICE ChaNNEIS ......eeiiiiiiiiiiiiiee e, 310
C
C A e 327

444  Administering Avaya Aura® Messaging R6.2

cache statistics ..o 351
MONITOMING oo 351
calculation ... 224
sStorage Space ........ccccvvvieiiieiii i 224
Call ArOP oo 433
Call FECONAS ..ooiiiiieeeiie e 270
VIBWING et 270
Caller Applications 181—-185, 187—189, 194, 195, 197—199
changing password ...........cccccovrieieeiniieeee e, 194
CheCKIiSt ... 188
(o70] 01 7= 1 1= SRR 182, 189, 195
AEPlOYING ..vveeeeiiiiiiie e 199
MENUS ....oniiniiiiiieieeee e e 184, 185, 189, 197
o] ] 1 0]0] &= TSPt 183
SChedUles .......ooovveeeieeeeee e 187, 198
system requirements .........cccoeeiiiiin e 181
Caller Applications Editor ........................... 181, 194, 195
INStalliNG .o 194
[0GGING TN i 195
CAPACHEY oeeeeeee et 95
CAS AITAY e 100
load balancer ..., 100
CAVEALS ... 390
certificate ... 323
application ... 323
[T Y SRR 323
Certificate AUthOFitY ........oooiiiiiiii 327
certificate SigniNg .........c.coeviiiiiiiiii 315
certificates ... 322-324
adding server applications ..........ccccccceieeiiinnnie. 323
COPYING etteeeeeiitieee ettt 324
deleting ...oooooiiie 324
AISPIAYING ..coeeiiiieiie i 322
server/application ...........cccccciiiiiiiiiii, 322
change PassSWOord ..........cccceoviiiiiie e 151
changing ....31, 39, 71, 99, 136, 183, 194, 219, 235, 237,
242, 330, 363
ACCESS MASK ... 330
administrator password ..o, 31
agent status ... 242
AXC address ....oooviiiiiiii 71
backup schedule ............ccooiiiiiiiii 219
Caller Applications password .........cc.cccceeiiineees 194
hostname ... 363
IP address ...ooooeeiiiieeee e 363
LDAP root password ............ccccciiieiiereeeeeeeeeees 39
0] [ RS 99
SNMP filter ..ovvviiiieee e 237
SNMP rap oo 235
storage serverrole ..., 99
USET ProPerties .........eeeiiiiieeeeeiiiiiiieeeeaeae e 136
December 2013



413, 419, 424, 429, 439
application administration ...............cccccceiiii. 58
caller applications .........cccccoiiiiiiiiiiiieee, 188
changing the serverrole ...........ccccccoiiiiiiinnnen. 439
duplicated application server configuration ....394,

402, 407

initial administration ............................. 33, 37, 58, 81
MaiNteNaNCe .........coeeeieeiiieieeeeeeeee e 293, 295
message store redundancy configuration .......... 429
Messaging configuration .............ccccoviiiiniiinnen. 74
shared application server configuration 413, 419, 424
sites and topology administration ......................... 81
storage administration .............ccccoociiiiniiin 37
Class of Service ........cccooviiiiiiiiiicie 155-158
AAAING .oeiiiiiiiie 156
deleting ...oooooiiiee 157
field descriptions ..........cccovviiiiiiiiiieee 158
MOAIfYING oo 157
cluster .......oooeeeiiiieiiiiiiiiiiieeenn.. 81, 95, 99, 102, 103, 130
configuring ..o 99, 102, 130
field descriptions ..........cccciiiiiiiiiiiee 103
tiMe ZONe ..o 95
CNAME ... e 19
COfIQUIING e 130
storage capacity ........cccoovvveeieiiiiiiee e 130
COIECE . 269
system log files ..., 269
configuration ...........cccoviiiiii 225
restoring for System Platform ...............c.ccccee. 225
configuration information .............cccccciiie, 393
backup Messaging system ...........ccccooeiiieeernnn 393
primary Messaging system ...........ccccooveeeennne 393
CONFIGUIE .. 46
minimum service permissions .............cccccceeeeeeeen. 46

357, 359
advanced dial-in rules .........ccccccciiiiiiiiiiiee 123
advanced dial-outrules ..., 122
ClUSTEN ... 99, 130
EWS e 52
IMAP4 QCCESS ..eeeeiiiiaeaeieiiiiieee e 109
impersonation permissions .............cccccccceeeee... 47, 48
(OGS ettt 266
Mail OpPtioNS ....ooiiiiiiii i 307
mailbox number length ..........ccocoiiii 43
Messaging parameters .........ccccccevviveeeeeiniinenenn, 108
miscellaneous information ................cccccoiiiiiiie 357
Network Settings ..., 359

Administering Avaya Aura® Messaging R6.2

postmaster mailbox number ... 45
privacy enforcement level for IMAP4 clients ...... 109
remote updates ..o 153
shadow mMailboX ..........cccoeeeviiiiiiiiiiiie e, 170
site properties ... 83
SNMP trap destinations ..........ccccccoiiiiiiiiiiinnee. 233
storage destination .........ccccooceiiiie 52
system parameters .........ccccccoovviiiciiiiieeneeee e 125
system poliCIies ..o 143
timeouts information ...........cccccciii 354
user activity 10g .......cceeeeiiiiiiiii 264
COre fil@S e 358
€NADIING ..ooiiiiiiiie e 358
GENEratioN .....ocvviiiiiiiiiee e 358
Creating e 46, 183
WaV file oo 183
Messaging Service Account .........ccccovcveeeeeiiineenn. 46
current alarms ... 229
field descriptions ..........cccoviiiiiiiiiiieee 229

D
data backup ... 218
AefiNiNg ..oeeeei e 85
dial FUIES .o 85
deleting .. 137, 149, 157, 168, 208, 219, 235, 237, 330, 361
ACCESS MASK .. 330
backup schedule ..., 219
broadcast message .........ccccceeiiiiin 168
Class of Service .......ccccoviiiiiiiiiee e, 157
MAIIDOXES ... 149
Network route ..o 361
SNMP filter ..o 237
SNMP rap oo 235
software packages .......ccccoveeeiiiiiieieeniieeee e 208
USEI ettt e et et e e e e e snee e e emeeeeeneeeeaneeeens 137, 149
deployment SCENArios ..........ccceviiieeeeeiiiiieeee e 57
diagnose voice equipment ..........cccooiiiiiiiniiene e 313
field descriptions ... 313
AIAGNOSING ..eeiiiiiiiiiie e 312
VOICE eqUIPMENT ... 312
diagnostics ........cccccevcvveeeenneen.... 244, 274, 313, 332337
accessiNg results ... 274
alarm origination ..........ccocoii i 332
application Server ... 337
diagnose voice equipment field descriptions ...... 313
IMAP4 connection ..........ccccoeveeeiiiiiciiiiieeeeeeeenn 334
LDAP test connection .........ccccceveiiiiiniiiniiienenn, 333
Mail deliVery ..., 335
name server loOKUP .........cooviiiieieiiiiiieee e 336
POP3 connection ..........ccccceeeiiiieieniiieee e, 334
December 2013 445



SMTP connection ..........ccccceeiieiiiiiiieeeeeeee, 333
SYSEM 10GS i 244
diagnostics (Application) .........cccoocveeeiiiiiieeieiiiieee, 337
field descriptions ..........ccccvveiiiiiiiiee 337
dialrules .......eeeeeiieiieeieeee e 85, 119, 122, 123
dAefiNiNg ...oeeeii 85
field descriptions ..o 119
Dial rules ... 133
AiSADIING oo 328
services onthe server ..., 328
display voice equipment status ............cccccccceen. 313
field descriptions ..........cccoviiiiiiiiiie 313
distribution list ............coooiiiii 158, 169, 170, 176
DNS reCord ....cooeeeeeiiee e 19
document Changes .........cccoviiiiiiiiiiiieee e 15
dOCUMENT PUIPOSE .ooieiiiiiiiiiiieiie e 15
documentation ...........ccceeeiiiiiiiie e 15, 16
administration ... 16
downloading files ........ccccooiiiiiiiiii 318
duplicated application server ..................... 394, 402, 407
E
E.164 Dial Plan support .......cccoeeriiiiiiiiieeeeeeeeeeee 82
adding list ........ooviiii 172
administering list ..., 176
delivery failure log field descriptions .................. 263
field descriptions ..o 173
OVEIVIEW it e e e e 169
€MErgency Plan .......c.coeeiiiiiiiiiiiiiee e 373
application server ... 373
enabling ... 49, 67, 328, 358
basic authentication for Exchange 2007 .............. 49
basic authentication for Exchange 2010 .............. 49
core files generation ............ccccoeviieii i 358
- ). QSRS 67
services onthe server ..., 328
Enhanced-List Application (ELA) .........ccccceeiiiiienenns 169
Enhanced-List Membership ............cccooooiiiie. 179
field descriptions ..........ccociiiiiiiiiiiiee 179
Enhanced-List Membership Report ..............ccccceeee. 180
field descriptions ..o 180
ENSUNE ..vviiieeieiiieeeeeteeeeeeeesteeeeesssneareeesantaeeeessasseeeaesanes 203
voice qQUAlItY ...oooovviiiiii 203
ENSUMNG ot 203
teletypewriter users receive broadcast messages
............................................................... 203
EWS e 52
Exchange 2007 support ... 47
Exchange 2010 support ... 48
EXChange SEIVEr ... 20

446  Administering Avaya Aura® Messaging R6.2

Exchange Web Services ........ccccvviiiiiiiiiiiiic e, 52

EXECULING e 339, 341, 344
Netstat .......coooeieee e, 344
0] 1T S 339
traceroute .........ooooeiiiiii i 341
external hosts ..........oeeiiiiicieeeeee, 37, 41, 131
administering SMTP ... 41, 131
F
failover behavior ...........cuueeeieiiieeeeeeeeeee e 378
failover exXperience ..........occeeeiiiiiiii i 378
L2 66, 67, 124
€NADIING ..eeeiiiiiiiie 67
BYPES e 124
field description ..., 336
Name Server Lookup Results ............cccceeennnen. 336

359, 360, 362, 364, 366, 369, 374

log configuration .........ccccocciiiiiiii 267
add network machine ..........cccocciiiii e, 114
add trusted server ..o 106
administration history 10g ..........ccccoviiiiiiiiinen. 253
Administration History LOg .......ccccooiiiiiiiiiiiienenn. 253
Administrator Accounts ..........cccccoiiiiiiiiiiiens 32
administrator 10g ..o, 254
Administrator's Log .........cceeviiiieiiiniiieiee e, 255
AlAarM 10g o 256
Alarm Log ResuUlts ........ccveeiiiiiiiiice, 258
Alarm Summary ........cccoviiieii e 232
Audit HIStOry .....oooeeeiiii e, 302
Authentication File .........cccooooiiiie 326
AXC AJAreSS ......oveieiiiiiieeee e 356
Backup LOGS ....oevveiiiiiie e 221
backup SCreen ........c.eevvviiiiiiiii 214
busy out voice equipment ............ccccoiine 311
Certificate Alarms .........ccocceiiiniie e 231
Certificate Signing Request - Form .................... 317
Class of Service .......cccccoviiiiiiiiie, 158
o] 0153 =Y S 103
Collect System Log Files ........cccccvevviiiieiiniiinenn. 269
configure user activity [0g .........ccccccevviieiiinninnn. 264
Core Files ..ooovviieeeieie e 359
create a new Enhanced-List page ...................... 173
current alarms ... 229
December 2013



diagnose voice equipment ... 313

diagnostics (Application) ........ccccocveeeriiiiiieeennns 337
Dial Plan Handling Test .........cccccciiiiiiiiiiiiienenn, 121
dial rules page .......ccoooieeiiiiiiiie e 119
display configurations ..........ccccoeceiiiniine e, 362
display voice equipment status ................cccc..... 313
Download Files ... 318
ELA delivery failure 10g ........ccccooiiieiiiniiieiee 263
Enhanced-List Membership ............ccccoooceeen. 179
Enhanced-List Membership Report .................... 180
general optionNS ..........eveiiiiiiiiiii e 306
iNfo MaIIbOX ...ooeiieieiii 146
information mailboxes ..........cccceiiiiiiiniin. 280
Internet messaging page ........ccccoevveeeeiiiiiieeeenns 262
Internet Messaging Traffic ..........cccceinins 287
Internet Messaging:IMAP4 Connection Test ...... 335
Internet Messaging:POP3 Connection Test ....... 334
Internet Messaging:SMTP Connection Test ...... 333
l[anguage Packs .........cceeeeiiiiiiiiiinie e 69
[0CAl USEIS ..cociiiiiiiiiiieee e 279
locked OUL USErS ......oovviiiiiiiiieee e 285
login account POLICY .........cueeveiiiiiieieiiieeee e 29
[ogin failures ..o 284
Login REpOrtS ......oocuveeviiiiiiiieiee e 291
mail delivery test ... 335
Mail OpPtioNS ....ooiiiiie e 308
Maintenance 10g .........cccovuiieieiiiie e 260
Maintenance Log Results ..........ccccocvviviiiiinenenn, 261
Manage Enhanced-Lists ...........ccocceiiiiiiennne 172
Manage Networked Servers ........ccccccceevnineenenn. 114
Manage Trusted Servers ..........ccccovcvieveiiiiinenenn, 106
manage updates .........ccccoviiieeiiiiee e 364
Messaging Database Audits (Storage) .............. 301
messaging measurements ...........cccceeeeviieeeeennas 289
mobile operatiors ... 167
network configuration .............ccccoiiieiiiiiiens 360
Network Snapshot ..........ccccooiiiiiiiiiii 118
New Caller Application ..........ccccccoiiiiiiiiiiiiineen. 196
new external host ..........cccoii 42
L@ Tox (] I - 305
Process Status ........ooooiiiiiiiiiiiii e 369
process status results ...........cccooviiiiiiiiee. 369
release voice equipment ............cccooiiiiieneeeenn. 315
FEMOLE USEIS ... 281
Report of Enhanced-Lists ........cccccccieiiiiiiiiiniis 177
Report of Network Servers ...........ccccoeeeeneeenn. 117
Report of Server Ranges .........coccccveiviieeeeenne 119
Report of Trusted Servers ...........ccccoveennen. 107
Server/Application Certificates .............cccoeeeeee 325
SIS 1o 89
SNMP Agents SCreen ........cccceeevviieeeeiiiiieee e 240

Administering Avaya Aura® Messaging R6.2

SNMP trap destinations ..........cccccceiiiiiiiiiiinnee. 233
software management 10g .......ccccoocveeeiiiiiieennne 259
software VErsion ........cccoccceiiiieee e 374
Sort Enhanced-List .........cccccoooiiieiiiiie, 177
SSH KEYS ..ot 328
static routes .........eoeeiiiiii 362
status summary ... 366
storage destinations ...........ccccovieeiiiiie, 53
SYSIOQ SEIVEN ...ooiiiiiiiiiiie e 275
SYSEM 10gS i 245
system mailboXes .........cocoeeeiiiiiiii, 171
System Operations ..........ccccceeviieeie i, 352
system parameters .........ccccccoovviiiciiiieeeneeee e 125
system poliCIies ........oooceiiiiiiiiii e 143
system ports and access ........ccocceeeeiiiiiiiee e 110
telephony integration ...........ccccciiis 61
Test Name Server LOOKUP ...ooovveeeeiiiiiiiiiiieeeee. 336
topOology Page ...cooiiiiiieee e 102
uninitialized mailboxes ..........ccccocviiiiiieiiiiinen. 282
user activity 10g .......cceeveiiiiiiii 265
user management .......cccccoeeeiiiiiiiiiiiieeeee e 138
user management properties ..........cccccceeeeeeeennn. 139
verify LDAP ProCesSEeS ........ccueeveeiiiiieeeiiiiieeeenns 303
View/Restore Data .........ccccoovveiiiiiniiiiiciiieen 223
voice channels .........cccooiii 350
L1 1L USSR 237
SNMP L. 237
i er e 236
SNMP . 236
FIREIS oo 237
SNMP L. 237
filters SCreen ... 238
field description ..o 238
Firewall ... 327
flexible storage .........ccceeviiiiiiiii 45
for replying to messages .......cccocveeeiiiiiiiei e 133
FOMMS o 20
VOICE MESSATING -.vvveeeiiriiieeeiiiieee et e e rieeeee e 20
front-end/back-end ..o 95
G
gateway ... 165, 166
00 = | N 165, 166
general OptionNS .......c..eeiiiiiiiiiei e 306
adminiStering ..o 306
field descriptions ... 306
GENEIALE ..oiiieii i 242
teSTErap ..o 242
generate new SSH Keys .......cooiiieiiiiiiiieeiiiieeeees 328
global address list ... 175

December 2013 447



[0AdING ..o 175

GreCtiNgS .o 161
H
hardware requirements ..............ccceo e, 391
holiday schedules ...........cccociiiiiiiiiieieeeeeeee, 187, 198
F=To (o[ o T PP 198
|
IMAP/SIMTP .o 309
StAtUS oo 309
IMAP/SMTP Status .........coooeeeviieeeeeeeeee e 309
VETIfYING 1o 309
IMAP/SMTPSetting .......vveveeiiiieieeieee e, 307
Mal OPLIONS ..vevvvieieee e 307
IMAPA ..o 108, 109, 334
configuring acCess .......cccevviiieeeeiiiiiie e 109
configuring privacy enforcement level ................ 109
testing connection ..o 334
IMPIEMENtING ...coooviiiiie e 66
L2 R 66
implementing fax ........ccccciiiiiieni e 66
important information ..........cccccccooviiiiiiii 202
I 202
IMPOITING ©eeeieiiiieiee e 304
Octel Ariadata .......covveeeiiiiieiiiieeee e, 304
improved multisite support ..........cccoieiiii i 82
10 oTeTUTqTo I 7= 124
MItatioNS ..veeeceieee e 124
1 {o X =111 oo ) 145, 146
AAAING coieeeeie 146
field descriptions ........ccccccvveeeeeiiiicceee e, 146
initial administration ...........ccooooiiiiiii i, 33
ChecCkKIiSt .....ooeveeieeeeeee 33
install Certificate Using Internet Explorer ................. 327
install Root Certificate ..........cooovvvvveiiiiiiiieeieeee, 327
installing ......cooocviiiie e 24, 194, 206, 208
advanced software ..........ccooooeevvieeiiiiiiiiee e, 208
Caller Applications Editor ..........cccovcvveeeiiiiieeen. 194
(1011072 [ X 206
voice message form ......ooeeeviiiicciiiiiieeee e 24
intended audiENCE ..........cooeiviiieiiieieeeeee e 15
Internet messaging ........ccccevvvveeereennnn. 261, 262, 277, 286
field descriptions .......cccccccvveeeiei e, 262
traffic oo 277
VIEWING weeveiiiiieiiieeee e e see s ee e e e e e e e e e eesnnnnaneeeeeees 261
Viewing traffic .......ccccceeeei e 286
L
[@NQUAGE ...ooiiiiiaeeiie e 21, 58, 68

448  Administering Avaya Aura® Messaging R6.2

CONFIGUIING .. 68
PACKS .. 58
voice messaging forms .........ccoceeviiiieeeiiiiieeeene 21
l[anguage Packs .........cceveeiiiiiiieiii e 67, 69
field descriptions .........ccccovviiiiiiiiiiee e 69
LDAP e 39, 303, 333
changing root password ...........cccccovveeeeiiiiiieenens 39
testing connection .........cccociiii 333
verify processes field descriptions .................... 303
Verifying ProCeSSEeS .......vvvvveiiiieieie e 303
HDFAY e 20
organizational forms ...........cccceiiiiiiii 20
ICENSE .. 392
reqUIreMENtS .....ccuveeiiiiieii e 392
LICENSE .eeiiiiieiee e 27
MAaNAgEMENt .........oeiiiiiiiiiiii e 27
license Status ..........cceeeiiiiiiiei e 158
ICENSING <oe i 157, 158
DASIC .. 157
MAaINSIream ..o 157
MItatioNs ... 124
iNbouNd fax .......occueeeiiiiiii e 124
load balancer ... 100
adminiIStering ........coooiiiiiii i 100
CAS AITAY ... 100
10AAING ..o 175
global address list ..., 175
USEN ISt oo 175
............................................................................. 247
SYSIEIM . 247

[OG OUL ... 35
[0GGING TN oo 33, 195
MESSAGING ... 33

to Caller Applications Editor ............cccccccceeeen. 195
login account POLICY ........ceeeeeiiriiiiieiiiee e 28
[0giN OPLIONS ... 203
[OGON . 328
logs ........ 243, 252254, 256, 259-267, 269, 270, 274, 275
accessing audit [0g ........ccveeveiiiiieiei e, 270
accessing ports USAge .....cevvvveveeeeeiiiieeeee e 270
activity 10g report ... 265
administration history 10g ..........ccccoviiiiiiniiinen, 252
administration history log field descriptions ........ 253
administrator log field descriptions ..................... 254
administrator's .........ccccceiviiiei i 243

= = 4 o R 243
AlArM 10g o 256
alarm log field descriptions ..........ccccooiieieiininnen. 256
application server ... 266
Call rECOrdS .....eveiieiiiiiee e 270
CONFIGUIING .. 266
December 2013



diagnostics results .........oocceeeeiiiiene i, 274

ELA delivery failure log field descriptions ........... 263
IMAP/SMTP Messaging ......cccoovvveeeeiiniieeeeeninn, 261
Internet messaging log field descriptions ........... 262
Internet messaging 10gs .......coooviiiiiiiniieieee, 261
MaiNteNaNCe ...........eeeeeeiiieiieeeeeeeeee e 243, 259
maintenance log field descriptions ..................... 260
software management ...........ccocceeeiiiiiine e, 259
software management log field descriptions ...... 259
Storage Server ... 252
SYSIOQ SEIVEN ...oiiiiiiiiii e 275
system log files ..., 269
system log filter ... 267
USEr ACHIVILY ...eeeviiiiiiii i, 243
user activity log field descriptions ....................... 265
user activity l0gs .........ccceeieiiiiiiiii e 264
M
0 = | 37, 42, 307, 335
configuring options ...........cooiiiiiiiiiii e, 307
OPLIONS v 37, 42
testing delivery ... 335
mail gateway ........cccccoveiiiiiiiiiee 131, 165, 166
ChaNgINgG ...coeeeiiiei e 131
teStING v, 166
Mail OPtIONS ..o 308
field descriptions ... 308
(0 F=T1] o o ) R 42, 145, 149-151
adding gateway .........cccocieeeiiiiiie 42
change passWord ...........ccccovvieieeeiiiiieee e 151
INTO e 145
reset password .......cccccoiieiiieei e 150
UNIOCK @CCOUNT ... 149
mailbox number length ..........cocooiiii 43
CONFIGUIING .. 43
maintenance checklist ...........cccccceoeiiiiiiieeennnn. 293, 295
application server ..o 293
Storage Server ... 295
MaiNteNaNCe 10g ........cooiiiiiiiiiiiiiee e 260
field descriptions ..........cccoiiiiiiiiiiiiee 260
Manage Enhanced-Lists ..........cccocciiniiiieiiiniienne 172
field descriptions ..........cccoviiiiiiiiiie 172
Manage Networked Servers .........cccooeeeeiviiieneennnnn, 114
field descriptions ..........cccoiieiiiiiiiiiee 114
Manage Trusted Servers ..........ccccooviieiiiniiiene e, 106
field descriptions ..o 106
Manage updates .........cccoviiiiiieiiiee e 364
field descriptions ..........cccoviiiiiiiiiieee 364
MANAGING +eeeeiitieiee et e e rbeeee e 178
enhanced-list administrators ............c.ccccceeeie 178
enhanced-list members ...........ccccociiiiiii, 178

Administering Avaya Aura® Messaging R6.2

mapping tables ... 134
MEeasUremMents .........cccooiiiiiiieeieeee e, 153, 277
MEMOIY USAQJE o eeiiieeiiiiiieeeaaaaeasaaaanneeenreeeaaaaaeaaaanns 376
MESSATE . eeeieeieieeeeaaaae e e e e aaneneeeeeeeeaaaeeas 133, 163, 164
retention ... 164
STOragE ..eevvieieeeieeeee 163
message failure .........cccoi 436
MESSAGE MIITOT ..eeeeieieeiiiieee et 96
Message Mirror ..., 381, 390
MeSSage reCording ......c.ueeeeeiiiieeeeeiieee e 124
MESSAGING ...ueveeeeeiiiiiee et 108
configuring parameters ...........ccccovciieeiiiniiieenens 108
messaging Measurements ........ccoccveeveviveeeeeniineenn. 289
field descriptions ..........cccovieiiiiiiiie 289
Microsoft OULIOOK ..........ooiiiiiiiiee e 20
MIGrating ..ccooovveieeeiiiee e 84, 304
dial plan data .......ccccooiiiiiiiiii e 84
Octel Ariadata .......oooeiiiiiie 304
MIGrAtioN ...ccooiiiiiiii e 304
Octel Afia ... 304
mobile operators ... 165167
AAAING oo 165
field descriptions ..........cccoviiiiiiiiiiee 167
testing gateways 10 .......cceeiiiiii 166
MOAIfYING «ooeeeeiii e 22, 23, 157
Class of Service .....cccoeeeiiieeiiiiieeeeeeeee 157
Organizational Forms Libraries ...................... 22,23
[ga70] 811 (o] [ oo [ 349, 351
cache statistics .........ccco 351
voice channels in real time ...............ccooociiee. 349
MULAIE ... 96, 392
server hardware specificationd .......................... 392
MWV e e e 435

N
Name Server lOOKUP .........ooiiiiieiieiiiieee e 336
AdiIagNOSHICS ..o 336
teStING v, 336
netstat ... 344, 346
FESUILS e 346
Netstat ......cooooieieee e 344, 345
EXECULING .oeeiiiiiiieee e 344
field descriptions ... 345
NEIWOIK ... 19
network configuration ...........cccccceiiiiiiiiine 359, 360
field descriptions ... 360
network machine ... 37
NEIWOIK SEIVEN .....ooiiiiiiii i 113
AAAING oo 113
Network Settings ..o 359
December 2013 449



CONFIGUIING .. 359
Network Snapshot ..o 118
field descriptions ..o 118
New Caller Application ..........ccccceeiiiiiiiiiiiee. 196
field descriptions ..........cccoiiiiiiiiiiiee 196
nightly maintenance ............ccocoee i, 124
NOLIfiCation ...... .o 162
Notifications ... 228
NOtify Me ... 133, 162
o)
OcCtel Aria ..oeeveiiiieeece e 304, 305
options for replying to ......cccccvviiiiieiiee e 133
Organizational Forms Libraries ...............ccccccuunn. 22,23
F=To (o [ T [ 22
MOAITYING .ooeeeeiiii e 22,23
Organizational Forms Library ...........ccccoovivieeeieneeennn. 21
T 0] (o711 11 o [ USSR 162
OUHIOOK .. 20
OVEIVIEW .ttt 201
LI 2SR 201
P
PASSWOIA ...evviiiiiiiiieieeeeeeeeeeeeeeeee e eeeeeeeereaa e 28, 158
AQING +eeeiiitiiee e 158
GUIAENINES ... 28
patch installation ... 206
performance Monitoring ..........ccccceevviieieeiniiieee e, 376
PErfOrMING .....eeiiiiiieeiiiiiee e 221, 301
FESTOre L. 221
voice messaging database audit ........................ 301
0] 13T SR 339, 340
field descriptions ..........cccoviiiiiiiiiieee 339
FESUILS e 340
PINg oo 339
EXECULING ..vveeiiiiiiiiee e 339
o] o = S 28
[0gin @CCOUNt .......coiiiiiiiiiiie e 28
POP3 connection .........ccoooeiiiiiiiiiiiieeeeeeee e 334
AIAgNOSEICS ..o 334
teStING v 334
o) o 61, 95, 270
ACCESSING USAJE ..evvveeiiiiiiieeeiiieiee et e e 270
UDP range ........coooiiiiiieiiiieeee e 61
port usage report ..o 271
postmaster mailboX ...........oooovviiiiiiiiiiiiiiieieeeeee 44, 45
AAAING oo 44
configuring NUMDbEr ... 45
primary Messaging system ..........ccccccoviiieeiiiniiieeeens 393

450  Administering Avaya Aura® Messaging R6.2

configuration information .............ccccciin 393

privacy enforcement ...........cccooiiiiiiiii e 108
privileged administrator 10gin ...........ccooceiiiiiienennne 30
AAAING oo 30
process status .......c.eeeiiiiiiici i 369, 376
VIEWING reSUlts ... 369
o] o] o= 4 (=Y SR 136
USET .eeteiiee e ettt e e e etete e e e e entaeeesannreeeesennnraeaeeenneeas 136
purpose of document ...........cccooiiiiiiiiiiiieeee 15
R
RBAC ..ottt 329
FEdUNAANCY ......oeiiiiiiiiiee e 95
release voice equipment ...........ccccooiiiiiie e 315
field descriptions ..........cccciiiiiiiiiiiiee 315
FEIEASING ..eeeeiee et 314
VoIiCe Channels ........ccooiiiiiiiiiiieee e, 314
=] (0= To [ 352
Application server cache ............cccccoienennenn. 352
reload caches ... 175
remote updates ........cccceceeiiiiiiiiiiii 134, 152, 153
CONFIGUIING .. 153
FUNNING ©eeiiiiiiieee e 153
FEMOLE USEIS ..o 151
(1Y 0T S 271, 277
POt USAJE ..ot 271
BYPES e 277
Report of Enhanced-Lists ........ccccooviiiiiiiiiiie 177
field descriptions ... 177
Report of Network Servers .........ccccooeiiiiiiiiiiins 117
field descriptions ..........ccocviiiiiiiiiiee 117
Report of Server Ranges ... 119
field descriptions ..........cccoiiiiiiiiiiiee 119
Report of Trusted Servers ..........ccccoieiiiiiiiiiiis 107
field descriptions ..........cccoiiiiiiiiiiiie 107
reports ...................153, 277—-280, 282, 283, 285, 286, 289
information mailboxes ... 279
[0CAl USEr oo 278
locked OUt USErS ......oooiiiiiie e 285
[0gin failures ..o 283
remote update manually ............cccoociiiiiniiienen. 153
FEMOLE USEI ..o 280
system evaluation report ............ccccevviiieieinninn. 286
traffic measurement report ..., 289
uninitialized mailboxes ............cccccoiii 282
Request Update ... 154
FEqQUIreMENts .........vvvueeiiiieeeie e eeeeeeeeeeeeeeeeeeeeeeeas 391, 392
hardware ... 391
server software ... 392
SOftWAre ..o 391
reset PassSWOrd ...........iiiiiiaiiiiiiieeee e 150
December 2013



FeStOre ..o 58, 211, 221, 226
data .o 58
PEIfOrMING ..oooiiiiiiiiiiiiiee e 221
viewing history ..........ccccoi e, 226

ReStore page .........oovviiiiiiiii e 225
field descriptions ..o 225

FESTONNG oo 73
application files ..., 73

restoring System Platform configuration information 225

role-based access control ..........cccooeeeeeiiniiini e, 329

(0] T T o o [ 153, 265, 267, 289
activity 10g report ... 265
remote updates manually ...........ccccceeiiiieinnne 153
system log filter ... 267
traffic measurement report ... 289

rUNNING audit .........oooviiiiiiiii e 302

S

schedule backup ... 217-219

SECUIMEY ettt 28
PASSWOIAS ....eeeiiieiaeaeeeie e e e e e e e e e e e e e neeeeeeeeas 28

SEIECHING oo 55
storage destination ...........coocooeiii 55

SENAING OGS ...eeeiiiiiiieiiiiiieee e 275
SYSIOQ SEIVEN ..ooiiiiiiiiii i 275

SEIVET ..viiieeeeeiieeeeeseiiieeeeesrneeeeeennenenn. 20, 27, 59, 60, 95
EXChange .......coooiiiiiiiiiiiiee e 20
front-end/back-end ...........ccccoiiiiiiiiiiii 95
MAaNAGEMENt .......ooviiiiiiiiiii e 27
SINGIE SEIVEN . 95
SIP PrOXY ..oeeeeeeeeiiieee et 60
telephony ... 59, 60

server software requirements .............cccccciiiiii. 392
MULArE ... 392

SEEHNG v 202
LI I SRR 202

shadow MailboX .......cooiiiiiiiiiiiee e 170
AAAING .eeiiiiiiii 170
CONFIGUIING .. 170

shared application server ........................... 413, 419, 424

Shut dOWN SErver ..o 372

Shutting dOWN ... 373
application server ... 373
L= Y PR 373

single site ... 381-385, 387, 388

SIP conNECtions .........eeviiiiiiiieiiiiieeee e 60

SIP info MeSSages ........oocveeeiiiiiiiiee e 60

L] (= OSSR 88
language choiCes ..., 88

[ (< S 81-83, 87, 89
adding additional sites ...........cccoociiiinii 87

Administering Avaya Aura® Messaging R6.2

configuring properties .........cccocveeeeiiiiieenceniiieenn, 83

field descriptions ..........ccoovviiiiiiiiiiee e 89
initial administration ..............coiiii 82, 83
SMI e 27
SMTP conNEction .........cccooiiiieiiiiiiiiieee e 333
AdIagNOSEICS ..o 333
teStING v 333
SNMP L. 233, 235-237, 239
adding filter ..., 237
administering agent ..........cccciiiii 239
changing filter ... 237
changing trap ..o 235
configuring trap destinations ..............cccccceee. 233
deleting filter ... 237
deleting trap ......occveeeiii 235
filter administration ...........ccccccoivi i, 236
SNMP Agents SCreen ........cceeeeeviiiiieieiiiiieee e 240
field descriptions ..........cccovieiiiiiiiiee 240
SNMP trap destinations .........cccccooeiiiiiiiiiiie. 233
field descriptions ..........cccoiviiiiiiiiiie 233
SNMP raps ..cooeeeeeeeie e 232
SOftWAre ... 205, 206, 208, 259
deleting packages ........ccccoviieeiiiiiiieee e 208
INStalliNG «oooeieeee 206
management log field descriptions ..................... 259
viewing installed ..........ccoooiiii 205
software requirement ... 391
Sort Enhanced-List ... 177
field descriptions ..........ccocvieiiiiiiiie 177
Speech recognition ..........cccceeiviieeeeiiiiiiee e 137
SO H 328
SSH KEYS et 328
start Messaging .......ooovveeiiiiiiiieie e 39, 377
static route ... 361
AAAING .oeiiiiiiiee 361
static routes ........eeeeiiii 360
STAtUS oo 40
Storage role ......oeeeiiiiii 40
Stop MeSSaging .......eeevvviiiieieiiiee e 39, 377
storage ...l 33, 37, 95, 163, 252
MESSAGES .eeeeeeeeeiiiteee e et e e e e e 163
o] [T 33, 37, 95
SEIVEI lOGS it 252
storage capacity .......cccocveeeeiiiiiiei e 130
offline call answering ... 130
storage destination ..., 45, 52, 55
CONFIGUIE ..o 52
SElECT . 55
storage destinations ..........ccccooiiiii 37
STOrage SPacCe .......ccccuvviiiiiiieeee e 224
L5100} oo ] o PR 17

December 2013 451



CONLACT ...eoeeiii e 17
SYSIOQ SEIVEN ..coiiiiiiiiii e 275
field descriptions ..........cccoiiiiiiiiiiieeee 275
SENAING 10GS ....ovviiiiiiiiiiiiie e 275
system ....37-40, 45, 67, 95, 125, 170, 175, 194, 207, 213,
244, 245, 247, 267, 269, 277, 286, 377
backing up files .......ccveiiii 213
CAPACHEY .eeeieee et 95
collect 10g files ......oovvieiiiii 269
configuring parameters ...........ccccoviiieeiiiniieenens 125
diagnostics 10gS .....cvveveiiiiiiie 244
evaluation report ... 277
[0g FrESUILS ... 247
(OGS et 247
logs field descriptions ..........cccoviieiiiiiiiieee 245
MAaIlbOXES ...oovveeeeeeeeeee e 37, 45, 170
OPEratioNS ... 175
parameters ... 67
010 ] o7 = R 194
running 1og filter ..., 267
start .o 39, 377
STALUS o 37
£53 (o] o R 39, 377
Verifying ClOCK .......oocuviiiiiii e 38
verifying installation ...........cccocci 207
verifying status .........ccocoii, 40
viewing evaluation report ............cccoociieiiiiinen. 286
VIEWING [0GS ... 244
system log filter ... 268
field description ... 268
system mailboXes ... 171
field descriptions ..o 171
System Management Interface ............ccccooieiinnne 27
system parameters .........ccccccviviiiiiiiiiiie e 125
field descriptions ..o 125
System POlICIES ......coooiiiiiiiii e 143
CONfIGUIING .. 143
field descriptions ..o 143
system ports and access ..........cccceeeeiriiiieeenien, 108-110
field descriptions ..........cccoiviiiiiiiiiee 110
system requirements .........cocceeiii 181
Caller Applications ..........cccooiiiieiei e 181
T
TCP/IP e 277, 288
SNAPShOL ..o 277
viewing snapshot ..........cocveiiiie e, 288
telephony ..., 58-60
integration .........cccco v 58-60
telephony integration ..., 61
field descriptions ..o 61
452  Administering Avaya Aura® Messaging R6.2

telephony server ... 59, 60

integration ..o 59, 60
telephony server integration .............ccccovieiennnn 59, 60
teletypewriter ... 201
TESt AP e 242

SENAING ..eeeiiiiiiiiee e 242
testing ...eeeeeeee e 103, 332—-336

alarm origination ..........ccoceeiiiii 332

AXC conNECtiVity .......ceeeeiiiiiiiiiei e 103

IMAP4 connection ..........ccccoveiiiiiiiiiiiiieeeeeeeee 334

LDAP connection .........cccccceeeeeeeiiiiiiiieeeeeeennn 333

Mail deliVEry ..., 335

name server [0OKUP ........oooiiiiiiiiiiieiee e 336

POP3 connection ........cccccveiiiiiiiiiiiiieeeeeeeee 334

SMTP connection .........cccccceeiieiiiiiiieeeeeeee 333
Text to Speech ... 183
topology .eeevvevieiiiiiiiiiiieeeee...... 81, 95, 96, 98, 102, 103

field descriptions ..........cccovvviiiiiiiiie 102

front-end/back-end ..........cccccoiiiiiiiiiii 95

initial administration ... 95

SINGIE SEIVEN . 95

testing connectivity .........cccoiiieiiiii 103
traceroute .........oooeiiiiiii e, 341, 343

FESUILS e 343
TraCceroute ........cooovvveeieieieeee e 341, 342

EXECULING .oeeiiiiiiieee e 341

field descriptions ..........cccoieiiiiiiiiie 342
traffic .o 19

NEIWOIK ... 19
traffic measurement report ..........cccccoiiiiiiiiiii 289

FUNNING ©eeiiiiiiieeeeeiiee e 289
traffic measurements ... 376
training COUISES .....cooiiiiiiiiiiiiee e 16
L= ] 01 232, 233, 235

SNMP . 232, 233, 235
troubleshooting ..........cccooviieiiiin 433-437

backup error ... 434

(o7= | 1o [ o] RS 434

X e 437

message failure ..........ccoooi 436

message undelivered ..........ccccceiiiiiiiiiiiiienens 436

MWV .o 435

resetting G450 for DTMF .........cocooiiiiiiiiiine 433

USEr rECOGNItION ....oevviiiiiiiiiiiiiiee e 435
trUSTEA o 105, 319

adding SEIVEr ........eeiiiiiiiiiee e 105

certificates ... 319
trusted certificate ... 322

field description ... 322
LI I SRS 201, 203

[0gin OPLIONS .....evvieiiiiieee 203

December 2013



U
L0 1] o o To ] o A 61
unlock voice MailboX .........cceeeeviiiiiiiiiiee 149
UPAAte .o 134, 153
configuring remote updates ..........cccoceeeeeeeeeennn. 153
remote user list ... 134
(U o] (o= To |1 T PP 199
F= 10 o [To TN o] y] 131 o) &< TR 199
user ......ccoeeeeveennnenn. 37, 133, 135—137, 148, 149, 264, 277
ACHIVILY 10gS .uveeeiiiiieiee e 264
= Lo (o [ o T [ 135, 148
changing properties ..........cccceeeeveveieeeeeeeeee 136
configure activity log field descriptions ............... 264
configuring activity 10g ........cccccccoeiiiiiiiiiiieeneee, 264
deleting ..oeeeceeeeien 137, 149
[OCAI .. 133
FEMOLE L. 133
(] oT0] 1 £ T PR 277
user activity 10g .....coooeeeeiiiie 265
field descriptions ........ccccceveveeiiiiiiiieee e, 265
USET lIST .o 175
[o Y=o 1o Vo [ RUU 175
user management ...44, 133, 135, 137, 138, 146, 148, 149,
170
field descriptions .........ccccevvveeieiiiiicieee e, 138
user management properties ..........ccceveeveeviiiiiinnnnnnn. 139
field descriptions .........ccccevvveeieiiiiicieee e, 139
User Preferences ..o 162
NOtIfy M€ ..o, 162
USEr reCOgNItioN ....ccevvviiiiiiiiceeee e 434
ULIIEIES weeeeeee e 300
messaging database audit .................ccceeeeeeeel 300
\'}
validating ......oooooi e 65, 74, 429
message store redundancy configuration .......... 429
Messaging configuration .............ccccovieeiiiniinnnn, 74
telephony integration ... 65
verifying ........cccccceeiiiiiinnneennnl 38, 40, 207, 303, 309, 348
application status ... 348
AXC status ..., 348
IMAP/SMTP status .......coooiiiiiiiieeeeeeeeeeee 309
LDAP PrOCESSES ....oueeeiiiiieeeaaaaeeeeeeeieeeeeeeeaenns 303
SYStem ClOCK ......oooviiiiiii 38
system installation ..........ccccoooii 207
system status ..o 40
1770 =Y o 1 SRR 17
VIBW .ottt e e e e e e e eeeees 254, 259
administrator's 10g ..........ccceveiiiieinii e 254

Administering Avaya Aura® Messaging R6.2

ACCESS MASK ... 332
administration history 10g ..........ccccoviiiiiiniiinen. 252
alarmM OGS oo 256
alarm SUMMANY ..o 232
AXC address ....ooooeiiiiii 356
backup history ... 220
backup 10gS ....oeveeeiiiii 220
cache statistiCs ........ccccceevviiiiiii 351
Call reCOrds ...oooeeieiiee e 270
certificate alarms ... 231
current alarms ... 229
display configurations ..........ccccoociiiiiin e, 362
ELA delivery failure 10gs .......ccccceeeviiiieiiiiiiiienenn, 263
information mailboxes report ..o 279
installed software list ...........cccccoiiiiiiiiii 205
Internet messaging 10gs ..., 261
Internet messaging traffic ..........ccccoiiiieen, 286
local User report ... 278
locked out users report .........ccciiiiiieeeee 285
login account POLICY ........cceeeeeiiiiiieieiiiiieee e 29
login failures report ..o, 283
[0giN rEPOIS ....oveeeeiiiiie e 290
port usage report ..., 271
Process Status .........oooiiiiiiiiiiii e 368
process status results .........ccccccooviiiiiiiee. 369
(=] 00[0] (SR UET=T ol £=T o o] o (U 280
restore NiStory ... 224
software version ..........cccccoceiiiiiiiiiiiieeee 374
status summary ... 366
system evaluation report ...........cccccevviiieieiininn. 286
TCP/IP snapshot .........ccccoiiiiiiiiiiee, 288
uninitialized mailboxes report ............cccccceeeienn. 282
Voice Channel Monitor .............cccooiiiiiiiie 350
voice channels ...........cooovveiiiiiiiiee e 310, 314
PUSYOUL ... 310
FElEasINg ...veeieeiiiiiei e 314
VOICE €qUIPMENT .....oeiiiiiiiii e 312
AIAGNOSING ..eeeiiiiiiiiei e 312
voice equipment diagnostiCs ........ccccceveeeiiiiiiiiiienee 310
voice message form ... 20, 24
voice messaging database audit ................ccccceee 301
PEIfOrMING ..cooiiiiiiiiiiiiie e 301
voice messaging form .........ccccoiiiiiei i 21
languages supported .........ccocieiiiiiiiiiieeeee 21

W
WAITANTY oo 18
December 2013 453



WAV fil .. 183 OVEIVIBW ...t e e e e et e e e e eeaaas 331
Web AcesssS Mask ......cooouiiieeeiiiiee e 331

454  Administering Avaya Aura® Messaging R6.2 December 2013



	Contents
	Chapter 1: Introduction
	Purpose
	Intended audience
	Document changes since last issue
	Related resources
	Documentation
	Administration

	Training
	Avaya Mentor videos

	Support
	Warranty

	Chapter 2: Preparing for Avaya Aura® Messaging
	Prepare your network
	Network overview
	DNS record

	Prepare for Exchange forms
	Exchange administration overview
	Organizational Forms Library
	Voice messaging form
	Supported languages

	Organizational Forms Library
	Adding Organizational Forms Library
	Modifying Organizational Forms Library properties
	Making Organizational Forms Library visible to Microsoft Office Outlook users

	Installing the voice message form


	Chapter 3: Getting started with Avaya Aura® Messaging
	Administration overview
	System Management Interface
	Administration passwords
	Password security
	Login Account Policy
	Viewing the login account policy
	Login Account Policy field descriptions
	Adding a privileged administrator login
	Changing an administrator password
	Administrator Accounts field descriptions

	Checklist for administrators

	Logging in to Messaging
	Logging out

	Chapter 4: Initial administration of the storage role
	Initial administration checklist for the storage role
	Verifying the system clock
	Changing the LDAP root password
	Verifying the status of the storage role
	Enable outbound SMTP based traffic
	Administering the external SMTP host
	Add a New External Host field descriptions
	Adding a mailbox gateway

	Setting the length of mailbox numbers
	Adding the postmaster mailbox
	Configuring the postmaster mailbox number
	Flexible storage
	Configure the minimum required service account permissions
	Creating the Messaging service account
	Configuring impersonation permissions for Exchange 2007
	Configuring impersonation permissions for Exchange 2010
	Enabling the basic authentication for Exchange 2007 running Windows server 2003
	Enabling the basic authentication for Exchange 2010 running Windows server 2008
	Granting the relay permission to anonymous connections for exchange 2007
	Granting the relay permission to anonymous connections for Exchange 2010

	Configure Exchange Web Services
	Configuring a storage destination
	Storage Destinations field descriptions
	Selecting a storage destination


	Chapter 5: Initial administration of the application role
	Deployment scenarios
	Initial administration checklist for application roles
	Telephony integration
	Integration requirements
	Support for SIP INFO messages on SIP connections
	Integrating with the telephony server
	Telephony Integration field descriptions
	Telephony Integration Checklist

	Implementing fax
	Enabling fax

	Language packs
	Configuring languages
	Languages field descriptions
	Changing the AxC IP address
	Backing up application files
	Restoring application files
	Messaging configuration checklist

	Chapter 6: Sites and topology
	Initial administration checklist for sites and topology
	Initial site administration
	Overview for administering sites
	Improved multisite support including full E.164 Dial Plan support
	Setting site properties for the first time
	Dial rules
	Migrating dial plan data from Messaging R6.0.1 SP3 or R6.1 to R6.2
	Defining dial rules

	Assigning an attendant number
	Adding sites on application servers
	Assigning language menu choices for a site
	Sites field descriptions

	Initial topology administration
	Overview for administering topology
	Mutare Message Mirror™
	Adding the first application server
	Adding additional application servers
	Changing the storage server role
	Configuring a cluster
	Administering a load balancer in the Exchange Server CAS array
	Topology field descriptions
	Cluster field descriptions

	Verifying the link to the AxC

	Chapter 7: Managing servers
	Storage servers
	Adding a trusted server
	Manage Trusted Servers field descriptions
	Add Trusted Server field descriptions
	Report of Trusted Servers field descriptions
	Setting Messaging parameters
	Privacy enforcement
	Setting the privacy enforcement level for IMAP4 and POP3 clients
	Configuring IMAP4 access
	System Ports and Access field descriptions
	Adding a network server
	Manage Networked Servers field descriptions
	Add Networked Machine field descriptions
	Report of Network Servers field descriptions
	Network Snapshot field descriptions
	Report of Server Ranges field descriptions

	Application servers
	Dial Rules field descriptions
	Dial Plan Handling Test field descriptions
	Dial-Out Rules field descriptions
	Dial-In Rules field descriptions
	Fax overview
	Nightly maintenance
	Message recording
	Configuring system parameters
	System Parameters field descriptions
	Changing the configuration of a cluster
	Configuring storage capacity for offline call answering

	External servers
	Changing external SMTP hosts


	Chapter 8: Managing users
	User overview
	User options for responding to messages

	Manage local users
	Adding users
	Adding users from Active Directory
	Changing user properties
	Deleting users
	Speech recognition
	User Management field descriptions
	User Management > Properties field descriptions
	Configuring system policies
	System Policies field descriptions

	Manage info mailboxes
	Info mailbox overview
	Adding an info mailbox
	Properties for New Info Mailbox field descriptions

	Manage mailboxes
	Adding a mailbox
	Deleting a mailbox
	Unlocking the voice mailbox account
	Resetting the voice mailbox password
	Changing the voice mailbox password

	Manage remote users
	Types of remote users
	Addressing remote users
	Remote updates
	Setting up remote updates
	Running a remote update manually
	Request Remote Update field descriptions


	Chapter 9: Class of Service
	Class of Service overview
	Adding a Class of Service
	Changing a Class of Service
	Deleting a Class of Service
	Basic and Mainstream mailbox licensing
	License status
	Class of Service field descriptions
	Adding mobile operators
	Testing mail gateways
	Mobile Operators field descriptions
	Deleting broadcast messages

	Chapter 10: Distribution lists
	Enhanced-List Application overview
	Implementing ELA

	Creating a shadow mailbox
	Configuring a shadow mailbox
	System Mailboxes field descriptions
	Adding a new ELA list
	Manage Enhanced-Lists field descriptions
	Create a New Enhanced-List field descriptions
	Loading lists
	Administering an ELA List
	Sort Enhanced-List field descriptions
	Report of Enhanced-Lists field descriptions
	Managing enhanced-list members and administrators
	Enhanced-List Membership and Administrators field descriptions
	Enhanced-List Membership Report field descriptions

	Chapter 11: Caller applications
	Caller applications overview
	Caller Applications Editor
	System requirements

	Containers
	Prompts
	Recording an audio prompt
	Changing the .wav file format
	Text-to-Speech prompts

	Menus
	Menu actions
	Example menu

	Schedules
	Business schedules
	Holiday schedules

	Planning a caller application
	Caller applications checklist
	Worksheet for container properties
	Worksheet for menus

	Installing Caller Applications Editor
	Changing the Caller Applications password
	Working in Caller Applications Editor
	Logging in to Caller Applications Editor
	Creating containers
	New Caller Application field descriptions
	Creating menus
	Creating business schedules
	Creating holiday schedules
	Assigning audio prompts to menus
	Deploying a caller application


	Chapter 12: Teletypewriter
	Teletypewriter overview
	Important information
	Setting up a teletypewriter for your system and the user
	Inform teletypewriter users about the login option
	Ensure that teletypewriter users receive broadcast messages
	Ensure voice quality


	Chapter 13: Managing software
	Viewing the currently installed software
	Patch installation overview
	Installing software
	Verifying system installation
	Installing advanced software
	Deleting software packages

	Chapter 14: Back up and restore
	Back up and restore overview
	Backing up system files
	Backup Now field descriptions
	Backing up System Platform
	Backup field descriptions
	Scheduled backups
	Adding a new backup schedule
	Changing a backup schedule
	Deleting a backup schedule

	Viewing backup history
	Viewing backup logs
	Backup Logs field descriptions
	Performing a restore
	View/Restore Data field descriptions
	Viewing restore history
	Storage space calculation
	Restoring System Platform configuration information
	System Platform restore field descriptions
	Viewing System Platform restore history

	Chapter 15: Alarms
	Alarms overview
	Alarm notifications
	Viewing current alarms
	Current Alarms field descriptions
	Configuring certificate alarms
	Certificate Alarms field descriptions
	Viewing the alarm summary
	Alarm Summary field descriptions
	SNMP Traps
	Configuring SNMP trap destinations
	Configure SNMP trap destinations field descriptions
	Changing an administered SNMP trap
	Deleting an administered SNMP trap
	SNMP filter administration
	Adding an SNMP filter
	Changing an SNMP filter
	Deleting one or all SNMP filters
	Add Filter field descriptions
	Administering an SNMP Agent
	SNMP Agents field descriptions
	Viewing and changing the agent status
	Sending a test trap

	Chapter 16: Logs
	Logs overview
	Viewing the system logs
	System Logs field descriptions
	System log results
	Storage server logs
	Storage server logs overview
	Viewing the administration history log
	Administration History Log field descriptions
	Administration History Log Results field descriptions
	Viewing the administrators log
	Administrator's Log field descriptions
	Administrator's Log Results field descriptions
	Viewing the alarm logs
	Alarm Log field descriptions
	Alarm Log Results field descriptions
	Viewing the software management logs
	Software Management Logs field descriptions
	Viewing the maintenance logs
	Maintenance Log field descriptions
	Maintenance Log Results field descriptions
	Viewing the Internet messaging logs
	Internet Messaging Logs field descriptions
	Viewing the ELA delivery failure logs
	Enhanced-List Delivery Failure Log field descriptions
	User activity logs
	Configuring a user activity log
	User Activity Log Configuration field descriptions
	Running an activity log report
	User Activity Log field descriptions

	Application server logs
	Application server logs overview
	Configuring the log settings
	Log Configuration field descriptions
	Running the system log filter
	System Log Filter field descriptions
	Collecting the system log files
	Collect System Log Files field descriptions
	Viewing the call records
	Accessing audit and ports usage files
	Viewing the port usage report
	Port Usage Report descriptions
	Accessing diagnostics results

	Sending logs to an external syslog server
	Syslog Server field descriptions

	Chapter 17: Reports
	Reports overview
	Report types
	Viewing the local users report
	Users (Local) field descriptions
	Viewing the information mailboxes report
	Information Mailboxes field descriptions
	Viewing the remote users report
	Remote Users field descriptions
	Viewing the uninitialized mailboxes report
	Uninitialized Mailboxes field descriptions
	Viewing the login failures report
	Login Failures field descriptions
	Viewing the locked out users report
	Locked Out Users field descriptions
	Running the system evaluation report
	Viewing the Internet messaging traffic
	Internet Messaging Traffic field descriptions
	Viewing the TCP/IP snapshot
	Running the traffic measurement report
	Messaging Measurements field descriptions
	Viewing the login reports
	Login Reports field descriptions

	Chapter 18: Maintenance
	Maintenance checklist
	Application server
	Storage server

	Messaging database audit
	Performing the voice messaging database audit
	Messaging Database Audits (Storage) field descriptions
	Audit History field descriptions
	Running Audit
	Verifying or restarting the LDAP processes
	LDAP Status/Restart (Storage) field descriptions
	Octel Aria migration
	Importing Octel Aria data
	Octel Aria Migration field descriptions
	IMAP/SMTP administration
	Administering general options
	Internet Messaging: General Options and Settings field descriptions
	Mail options
	Configuring the mail options
	Mail Options field descriptions
	Verifying the IMAP/SMTP status
	IMAP/SMTP status field descriptions

	Voice Equipment Diagnostics
	Busying out voice channels
	Busyout of Voice Equipment field descriptions
	Diagnosing the voice equipment
	Diagnose Equipment field descriptions
	Displaying the voice equipment status
	Display Voice Equipment field descriptions
	Releasing the voice channels
	Release of Voice Equipment field descriptions

	Security
	Generating a certificate signing request
	Certificate Signing Request - Form field descriptions
	Downloading files
	Download Files field descriptions
	Trusted Certificates
	Displaying a trusted certificate
	Adding a trusted certificate
	Deleting a trusted certificate
	Copying a trusted certificate
	Trusted Certificates field descriptions
	Server/Application Certificates
	Displaying a certificate
	Adding a server and application certificate
	Deleting a certificate
	Copying a certificate
	Server/Application Certificates field descriptions
	Authentication File
	Authentication File field descriptions
	Firewall
	Install Root Certificate using Internet Explorer
	SSH Keys
	SSH Keys field descriptions
	Enabling or disabling services on the server
	Role-Based Access Control
	Adding a Web Access Mask
	Changing a Web Access Mask
	Deleting a Web Access Mask
	Web Access Mask field descriptions
	View access mask and view all access masks


	Using diagnostic tools
	Testing the alarm origination
	Testing the LDAP connection
	Testing the SMTP connection
	Internet Messaging: SMTP Connection Test field descriptions
	Testing the POP3 connection
	Internet Messaging: POP3 Connection Test field descriptions
	Testing the IMAP4 connection
	Internet Messaging: IMAP4 Connection Test field descriptions
	Testing the mail delivery
	Internet Messaging: Mail Delivery Test field descriptions
	Testing the name server lookup
	Test Name Server Lookup field descriptions
	Name Server Lookup Results field descriptions
	Running application server diagnostics
	Diagnostics (Application) field descriptions
	Ping
	Using the ping command
	Ping field descriptions
	Ping results
	Traceroute
	Using the traceroute command
	Traceroute field descriptions
	Traceroute results
	Netstat
	Running the Netstat command
	Netstat command field descriptions
	Netstat results

	Server information
	Verifying the status of the application role
	Monitoring voice channels in real time
	Voice Channels (Application) field descriptions
	Voice Channel Monitor field descriptions
	Viewing the cache statistics
	Monitor cache statistics

	Advanced application server settings
	Reload application server cache
	System Operations field descriptions
	Configuring the timeouts information
	Timeouts field descriptions
	Viewing the AxC address
	AxC Address field descriptions
	Configuring the miscellaneous information
	Miscellaneous field descriptions
	Enabling core file generation
	Core Files field descriptions

	Server configurations
	Configuring the network settings
	Network Configuration field descriptions
	Static routes
	Adding a static route
	Deleting a network route
	Static Route field descriptions
	Viewing the display configurations
	Display Configuration field descriptions

	Server maintenance
	Changing the IP address and hostname of the Messaging server
	Manage updates
	Manage Updates field descriptions
	Viewing the status summary
	Status Summary - Refresh Mode field descriptions
	Viewing the process status
	Process Status field descriptions
	Process Status Results field descriptions
	Server shutdown
	Shutting down the server
	Shutting down the application server as an emergency plan
	Viewing the software version
	Software Version field descriptions
	Monitoring performance
	Restart software
	Stopping Messaging
	Starting Messaging

	Messaging failover behavior
	Failover experience


	Chapter 19: Redundant Message Store
	Mutare Message Mirror
	Message store redundancy with duplicated application servers
	Front-end/Back-end single site configuration
	Front-end/Back-end cluster single site configuration
	Distributed multisite configuration

	Message store redundancy with shared application servers
	Front-end/Back-end single site configuration
	Front-end/Back-end cluster single site configuration
	Distributed multisite configuration

	Caveats

	Planning and preconfigurations
	Messaging Hardware and Software requirements
	Hardware requirements
	Software requirements
	License requirements

	Mutare Message Mirror requirements
	Server hardware specifications
	Server software requirements

	Configuration information
	Configuration information for primary Messaging system
	Configuration information for backup Messaging system


	Checklists
	Checklist for duplicated application server configuration
	Initial setup of a new mirrored Messaging system
	Failover service to the backup Messaging system
	Failback service to the primary Messaging system

	Checklist for shared application server configuration
	Initial setup of a new mirrored Messaging system
	Failover service to the backup Messaging system
	Failback service to the primary Messaging system


	Validating the configuration

	Chapter 20: Troubleshooting
	System cannot recognize the DTMF tones
	System drops call while logging in to the mailbox
	System displays an error while performing a backup
	Application server does not recognize users
	Message is sent successfully but MWI does not turn on
	Message does not reach recipient
	Fax troubleshooting

	Appendix A: Changing the server role from storage and application to storage only
	Index

