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Software Release 7.1.5.4
Release Date: July 12, 2013

Purpose: Software maintenance release to address customer reported issues.

Important Notices

Supported Hardware for Release 7.1.5.4

Refer to the ERS 8800 Release Notes for a complete list of supported hardware - Release Notes — Software Release
7.1.3 Avaya Ethernet Routing Switch 8800/8600 (NN46205-402, 08.02) available at https://support.avaya.com

Upgrade Notes
This section describes the Ethernet Routing Switch 8800 Software Release 7.1.5.4 software files.
Before you upgrade, it is recommended to verify the MD5 signature for each new file to be used.

For upgrade procedures, see Upgrades — Software Release 7.1.3 Avaya Ethernet Routing Switch 8800/8600
(NN46205-400, 07.03) available at https://support.avaya.com

Important Upgrade Note for systems using NLB configuration:

Due to a software issue present in previous releases, the system saves the “ip arp static-mcast” related configuration to the
config file in an incorrect way as listed below. The parts shown in red are incorrect and should not have been saved. Loss of
configuration can result upon system boot up when booting from a config file with this error in it. The reason is that the
config-loading operation, that happens upon system boot up, stops prematurely and configuration data that falls beyond the
portion below does not get applied.

router vrf <vrf name>
ip arp static-mcast <ip add> <mcast Mac addr> vid <vlan id> <ports>
exit

exit

exit

exit

exit

exit

exit

exit

exit

If these extra fields exist in a currently saved config file, these “exit” lines must be manually removed from the saved config
by getting the file from the ERS 8x00 to a workstation, editing the file (using Notepad) and then downloading the corrected
configuration file back onto the ERS 8x00 device. It is strongly recommended that a backup copy of the clean config file be
saved off on the flash to use in case of emergency. Note that any time a “save config” operation is performed, the incorrect
fields will get saved again and will need correcting.

This problem has been fixed in this release. However, if upgrading a system from an older release to 7.1.5.4, care needs to
be taken to ensure the upgrade is performed using a config file that is free from these errors.
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Important Upgrade Note for systems with 8895 CPUs and Dual Input Power Supplies (8005DI 1170W/1492W 120/240V Dual

AC-input Power Supply):

Background:

An I12C bus hung state can result in systems with 8895 CPUs and 8005 Dual Input (DI) Power supplies running pre-
7.1.5.2 or pre-7.2.1.1 release. The system will continue to function properly even with the 12C bus in a hung state.
However when system is rebooted, the reboot will fail due to “Chassis SEEPROM read error” and device will remain
in a software hung state and potentially become inaccessible.

This issue is fixed in release 7.1.5.2 and higher software release versions and in 7.2.1.1 and higher software
release versions.

While normal operation is not impacted by the 12C bus being in a hung state, switch initialization (reboot) /S
impacted and additional steps need to be taken as part of the upgrade to ensure the switch recovers properly.
Failing to follow the additional steps (see ,special procedure’) below will result in a failed upgrade and the device will
remain in a software hung state upon reboot and potentially become inaccessible.

Monitoring:

The device can be monitored periodically using the “show sys info” (ACLI: show sys-info) command. Note: Only run
this command on the Primary CPU.

If the Fan temperature reading shows “0”, it is indicative of a hung I12C.

The system will continue to function properly without issue even with the 12C bus in a hung state and will only pose
issues upon reboot & upgrades. See the ,special procedure’ in the Upgrade Instructions’ section below on how to
deal with such a situation.

Upgrade Steps:

Ensure someone is physically present near the device, in case a power cycle is needed to recover the system.
Download the 7.1.5.2 or higher software release onto the device and get all the pre-sets done as you would in a
normal upgrade. However DO NOT issue the reset or reboot command. - Run the “show sys info” command. If the
Fan temperature reading shows “0”, it is indicative of a hung I12C. If this is the case, you need to follow special
procedure below:
1. Once all pre-work is complete, power the chassis off
2. Remove ALL power supplies from chassis and hold them out for a minimum of 30 seconds. This allows
the capacitors in the supply to discharge and ensure the supply has gone completely cold electrically. This
step ensures the 12C bus will start clean on power-up.
3. Reinsert all the necessary power supplies into the chassis securely.
4. Power on the chassis
a) Make sure you have at least one PC with working console access to CPU (start with CPU in slot
5 if only one console terminal available).
b) (for chassis with dual CPUs): pull out CPU in slot 6
c) Power up the chassis power supplies (all) and monitor console output
d) hit <RETURN> repeatedly and stop the booting process at monitor mode
e) at monitor mode, run command: , boot /flash/p80b<new_sw_load>.img’
s Chassis will reboot again and this time do not hit any ENTER but just watch on console
as CPU powers-up normally
s If chassis has only one CPU, then go to step 5. If chassis has two CPUs then go to next
step, f.
f)  connect console and terminal to console port on CPU-6
g) insert spare CPU in slot-6
h) repeat steps d — e on CPU-6 console.
5. The chassis should boot successfully with the 7.1.5.2 or higher software that it was preconfigured to load.
If fan temperature readings were normal, you do not need to do the above procedure. You can simply complete the
upgrade using the normally outlined upgrade procedures.
The chassis should boot successfully with the 7.1.5.2 or higher software that it was preconfigured to load.
If for any reason the chassis is hung during software initialization during this upgrade boot, you can recover it using
the above noted special procedure.
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Important Operational Notes

Do not use TFTP to transfer large files to/from the device. There is a possibility of causing stack overflow and
potential crash of the system FTP should be used instead.

Out of band management network addressing scheme should be kept completely disjoint from in-band network
addressing, ensuring that no overlap results. Any overlap between the management network and in-band network
can result in network loops and severely affect network performance. A configuration with overlap between
management and user address schemes is not supported.

The “verbose mode” feature of CLI/ACLI is to be used to generate a verbose mode configuration for the sole
purpose of viewing default configuration options. Sourcing or loading of such a “verbose” config file is not
supported. Only a non-verbose configuration should be used for device operation.

Configuration of non-IST inter-switch links running parallel to an inter-switch IST is not a valid configuration and can
result in network loops. This kind of configuration should never be done.

It is important to make sure that a system upgrade does not result in a condition where the system boots with mis-
matched boot-monitor image (“b” or “be” image) and run-time image (“a”, “ae” or “m” image). This can result in
incorrect system behaviour. Please follow correct procedure to boot with the boot-monitor image

Special care must be taken when upgrading dual-CP systems running in hot-standby HA mode. The two CPs need
to be booted in a specific order within a very specific time gap between them. Booting outside of these guidelines
can result in upgrade failure. Further, upgrade of 10 cards will not take place if this procedure is not followed
correctly resulting in software release mismatch between CP and 10 cards resulting in malfunction of the system.

Show commands such as “show sys info” that access system level information or SNMP gets/walks that access
system MIB should never be run from/against the Backup CPU.

For 8812 ports utilizing LRM transceivers, link establishment may require an additional 15-20 seconds due to the
synchronization/training time required for hardware linear mode equalization. The delays will be proportional to the
number of LRM transceivers populating the lane.

SMLT / IST ports enter a special “hold-down” state transition immediately after reboot, as the system comes up and
until it reaches full operational state. As such any dynamic configuration changes or movement of SMLT/IST ports
should not be done until system is completely up and all ports have reached their normal run-time states.

File Names for This Release

Module or file Type Description File name Size in
bytes

Tar file of all software Deliverables (includes images that also

pr86_7154.tar.gz 67951659
contain encryption software)

Ethernet Routing Switch images

Boot monitor image for 8692 CPU and switch fabric firmware p80b7154.img 1190443
8692 SF/CPU

Boot monitor image for 8895 CPU and switch fabric firmware p80be7154.img 1259125
8895 SF/CPU

Run-time image for 8692 Run-time image for 8692 SF/CPU p80a7154.img 15829536
SF/CPU
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Run-time image for 8895 Run-time image for 8895 SF/CPU p80ae7154.img 14856713
SF/CPU
Run-time image for R Run-time image for R modules p80j7154.dld 1799712
modules
Run-time image for RS Run-time image for RS modules p80k7154.dld 1862692
modules
Run-time image Image for the SuperMezz p80m7154.img 15906951
for Enterprise Card
Enhanced
SF/CPU
Daughter Card
(SuperMezz)
3DES for 8692 Encryption module for p80c7154.des 56124
SF/CPU privacy protocol with

Secure Shell (SSH)
3DES for 8895 Encryption module for p80ce7154.des 51972
SF/CPU privacy protocol with

Secure Shell (SSH)
AES for 8692 Encryption module for p80c7154.aes (this 27436
SF/CPU privacy protocol with image

Secure Shell (SSH) includes the 3DES

image)

AES for 8895 Encryption module for p80ce7154.aes (this | 25156
SF/CPU privacy protocol with image

Secure Shell (SSH) includes the 3DES

image)

MIB MIB files p80a7154.mib 5243724
MIB (zip file) Zip file containing MIBs p80a7154.mib.zip 821388
MD5 checksum md5 checksums of all p80a7154.md5 1228
File Release 7.1.5.4 software files
FOQ for R modules Feedback output queuing FPGA firmware f0q267.xsvf 5320469
BMC for R modules BAP memory controller FPGA firmware bmc776.xsvf 2640266
DPC for R modules Dual port Controller FPGA firmware dpc194 .xsvf 2642001
PIM8630GBR Programmable I/O module FPGA firmware; Pl_769.xsvf 2284578

for the 8630GBR only
Firmware for RS modules | Contains FOQ, BMC, DPC, mirroring, and rs_dpm_fpga.bin 4538368

loopback images
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PIM images for PIM FPGA firmware required for 8612XLRS pim8612XLRS.bin 60183
RS modules module only
PIM FPGA firmware required for 8634XGRS pim8634XGRS.bin 78173
module only
PIM FPGA firmware required for 8648GBRS pim8648GBRS.bin 79891
module only
PIM FPGA firmware required for 8648GTRS pim8648GTRS.bin 54441
module only
Trace files
MPLS trace file Trace file for MPLS. This is auto generated nbpdtrc.lo0
and appears on the PCMCIA after upgrade.
EDM Help files
EDM help files Help files for EDM GUI ers8000v715_HELP | 5095300
_EDM.zip
ERS 8000 EDM plug-in for COM
EDM plug-in for EDM plug-in for COM ers8000v7.1.5.2.zip | 6920687
COM
Copyright File containing copyright information ERS8k.7.1.5.4_Cop | 267538

yright.pdf

Version of Previous Release

Software Version 7.1.5.3

Compatibility

This software release is managed with Enterprise Device Manager (EDM).

Note: Updated EDM Help files and a new EDM plug-in version (v7.1.5.2) for COM are included with this release. Those must
also be updated as part of upgrading to release 7.1.5.4.

Changes in This Release
New Features in This Release

None

Old Features Removed From This Release

None
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Problems Resolved in This Release

Under certain conditions, 10 Gig link was flapping between VSP4000 and ERS8800 in case of LRM
transceivers. That issue has been fixed now. [WI101092888]

Password length is now restricted to 128 characters for ftp users also. [W101092933, WI01093111]

The “ip arp static-multicast” command under VRF is now saved correctly in configuration file. The fix added
ACLI command "ip arp static-mcast” in the VRF mode. Modified the PP CLI save config to save the VRF "ip
arp static-mcast" in the VRF context. This change is made to both "ip arp static-mcast" and "valn static-
mcastmac" on the both ACLI and PP CLI. [WI101095559]

Under certain conditions, LACP port table was having invalid LACP ports and it was resulting in stack
corruption and hence system instability. This issue is fixed now [WI101098809]

A display issue caused invalid physical port message to be printed while trying to get the physical port number.
The invalid port number displayed was the multicast group id instead of displaying physical port number. The
issue was seen while adding static arp entries with multicast flag set. This issue is now fixed [W101100645]

I/O activity bit and NNI outgoing interface is now correctly programed for NNI traffic. This is achieved by
properly identifying the port/MLT by finding the NNI port/NNI by checking the remote BEB from where the cmac
is learned. [WI101096181]

Removed the un-supported MIBS from ISIS, since that can cause corruption and potential crash if the MIBs
were to be accessed. Also fixed issue related to CFM [W101099882, WI01101651]

Convergence timing for Layer 3 IPV4 traffic is improved in the event of link failures. This is achieved by not
processing the route downloads inline with the ISIS SPF processing. [W101093732]

An 1S-IS adjacency issue seen on deleting of the SPBM bmac on a peer switch has now been fixed
[W101107979]

Incorrect cleanup of internal LACP database, in a situation where LACP member ports get removed from an
active system as part of a line card removal and replacement, could result in an exception and system reset.
This issue has now been fixed [ wi01098809 ]

ERS 88xx 10 modules may encounter a handshake failure during reboot and configuration pertaining to that
card could get lost. This issue has now been fixed [ wi01104274 ]

Outstanding Issues

None

Known Limitations

During the boot up sequence, on an ERS 8600 system with a single 8692 CP, intermittently, the following
message may print to the console/logs. This message can be ignored. It does not affect the functionality of the
system. This message is not seen on systems with dual CP cards or on 8800 systems having either single or
dual 8895 CPs.
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HW ERROR Code=0x37 iccSendEcho: sendto 127.0.0.5 status -1 expected 32

* When the operating speed/duplex on a port is changed, a momentary traffic loss is seen on other ports in the
lane. The reason is that every time a port speed changes, lane-specific shapers need to be reconfigured. This
is also the case if Egress Queue Sets are being reconfigured or port shapers are being configured.

» Please refer to the Known Limitations section of the Release Notes for Ethernet Routing Switch 8600 Software
Release 7.1.3.0, 7.1.3.10 and 7.1.5.0. No other known limitations have been found than those noted above.

Documentation Corrections

None

Copyright © 2013 Avaya Inc - All Rights Reserved. The Ethernet Routing Switch 8100/8300/8600/8800 is a trademark of
Avaya, Inc.

The information in this document is subject to change without notice. The statements, configurations, technical data, and
recommendations in this document are believed to be accurate and reliable, but are presented without express or implied
warranty. Users must take full responsibility for their applications of any products specified in this document. The information
in this document is proprietary to Avaya.

To access more technical documentation, search our knowledge base, or open a service request online, please visit Avaya
Support on the web at https://support.avaya.com/
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