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Avaya Solution & Interoperability Test Lab

Application Notes for Configuring Avaya Communication
Server 1000E R7.6 with Avaya Aura® Session Manager R6.3
and Avaya Session Border Controller Advanced for

Enterprise R6.2 to support BT Global Services NOAS SIP
Trunk - Issue 1.0

Abstract

These Application Notes describe the steps to configure Session Initiation Protocol (SIP)
trunking between an Avaya SIP enabled enterprise solution and the BT Global Services NOAS
SIP Trunk service. The Avaya solution consists of Avaya Aura® Session Manager and Avaya
Communication Server 1000E connected to an Avaya Session Border Controller Advanced for
Enterprise. BT is a member of the Global SIP Service Provider program.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the necessary steps to configure Session Initiation Protocol
(SIP) trunking between an Avaya SIP enabled enterprise solution and the BT SIP Trunk Service.
The Avaya solution consists of Avaya Aura® Session Manager, Avaya Communication Server
1000E (CS1000E) and Avaya Session Border Controller Advanced for Enterprise (Avaya SBCE)
connected to the BT SIP Trunk Service. Customers using this Avaya SIP enabled enterprise
solution with the BT SIP Trunk Service are able to place and receive PSTN calls via a dedicated
Internet connection using the SIP protocol. This converged network solution is an alternative to
traditional PSTN trunks. The approach normally results in lower cost and a more flexible
implementation for the enterprise customers.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using an Avaya SIP
telephony solution consisting of Session Manager, Communication Server 1000E and the SBC.
The enterprise site was configured to use the SIP Trunk Service provided by BT, with all PSTN
traffic transiting via the BT SIP Trunk Service.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

2.1. Interoperability Compliance Testing

The interoperability test included the following:

e Incoming calls to the enterprise site from the PSTN were routed to the DID numbers
assigned by BT. Incoming PSTN calls were terminated on Digital, UNIStim, SIP and
Analog telephones at the enterprise side.

e Outgoing calls from the enterprise site were completed via BT to PSTN telephones.
Outgoing calls from the enterprise to the PSTN were made from Digital, UNIStim, SIP
and Analog telephones.

e (alls were made using G.729A, and G.711A codec’s.

Fax calls to/from a group 3 fax machine to a PSTN connected fax machine using the T.38
transmission mode.

DTMF transmission using RFC 2833 with successful IVR menu progression.

User features such as hold and resume, transfer, conference, call forwarding, etc.

Caller ID Presentation and Caller ID Restriction.

Call coverage and call forwarding for endpoints at the enterprise site.

Transmission and response of SIP OPTIONS messages sent by BT requiring Avaya
response and sent by Avaya requiring BT response.
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2.2. Test Results

Interoperability testing of the sample configuration was completed with successful results for the
BT SIP Trunk Service with the following observations:

e During testing it was observed that when BT NOAS initiates a call-hold, BT NOAS send
a re-INVITE with the attribute “SendOnly” in the SDP. The CS1000E correctly responds
with 2000K with the attribute “RecvOnly” in the SDP and RTP is only sent in one
direction, in this case from BT NOAS to the Avaya 11xx/12xx series SIP Phoneset.
However, once call-hold is initiated, RTCP is just sent in one direction from BT NOAS
to the 11xx/12xx series SIP Phoneset. Avaya 11xx/12xx series SIP phonesets do not send
RTCP packets when BT NOAS initiated call-hold using the Media attribute “SendOnly”
in the SDP. BT NOAS expect to receive RTCP from the 11xx/12xx series SIP Phonesets
and have 25 second RTCP timers configured on their SIP MGW. As BT NOAS don’t
receive any RTCP from the 11xx/12xx SIP Phoneset, after 25 seconds, BT NOAS issue a
BYE and the call is torn down. A SigMa script was required to change the Media
attribute from “SendOnly” to “SendRecv” in the SDP for re-INVITES when call hold is
initiated by BT NOAS. With “SendRecv” in the SDP, the 11xx/12xx series SIP phonesets
will send both RTP and RTCP packets when on-hold to the BT NOAS SIP trunk thus
resolving the call-hold problem. The details of the Sigma Script and how to configure the
script on the Avaya SBCE are outlined in Section 7.2.7.

e As BT do not support SIP UPDATE, the CS1000E default configuration will not allow a
blind transfer to be executed if the parties involved do not support the SIP UPDATE method.
With the installation of plugin 501 on the CS1000E, the blind transfer will be allowed and the
call will be completed. The limitation of this plugin is that no ringback is provided to the
originator of the call for the duration that the destination set is ringing. In addition to plugin
501, it is required that VTRK SU version “cs1000-vtrk-7.50.17.16-15.i386.000.ntl” or
higher be used on all SSG signaling servers to ensure proper operation of the blind transfer
feature. The use of plugin 501 does not restrict the use of the SIP UPDATE method of blind
transfer to other parties that do happen to support the UPDATE method, but rather extends
support to those parties that do not.

e Inbound call hold and resume from PSTN was not tested as PSTN was unable to initiate
the call-hold due to BT’s environment set-up.

e PSTN called party hang-up during an active call did not cause the call to drop. CS1000E
caller must hang-up first, or wait for the PSTN T2ISUP timer to expire.

e Calls to/from SMC 3456 soft clients using unsupported codecs failed, most likely
because the call server was unable to determine the set capabilities and the SMC 3456 not
correctly handling the calls.

e No inbound toll free numbers were tested as none were available from the Service
Provider.

e No Emergency Services numbers tested as test calls to these numbers should be pre-
arranged with the Operator.

e All unwanted MIME was stripped on outbound calls using the Adaptation Module in
Session Manager.
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2.3. Support

For technical support on BT products please use the following web link.
http://btbusiness.custhelp.com/app/contact
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3. Reference Configuration

Figure 1 illustrates the test configuration. The test configuration shows an Enterprise site
connected to BT’s SIP Trunk Service. Located at the Enterprise site is an Avaya SBCE, Session
Manager and CS1000E. Endpoints are Avaya 1140 series IP telephones, Avaya 1200 series IP
telephones (with Unistim and SIP firmware), Avaya IP Softphones (Avaya 3456 IP Softphone,
2050 IP Softphone and Avaya one-X® Communicator), Avaya Digital telephone, Analog
telephone and fax machine. For security purposes, any public IP addresses or PSTN routable
phone numbers used in the compliance test are not shown in these Application Notes.
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Figure 1: Test Setup BT SIP Trunk Service to Avaya Enterprise
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment

Software

Avaya S8800 Media Server

Avaya Aura® Session Manager R6.3 Version —
6.3.3.0.633004

Avaya S8800 Media Server

Avaya Aura® System Manager R6.3.3.3 Build
No. — 6.3.0.8.5682 — 6.3.8.1814

Dell R210 Server running Avaya
Session Border Controller for
Enterprise

Avaya Session Border Controller Advanced for
Enterprise R6.2.0.Q48

Avaya Communication Server 1000E
running on CP+PM server as co-
resident configuration

Avaya Communication Server 1000E R7.6
Version 7.65.P

Deplist: CPL_X21_07_65P

All CS1000E patches listed in Appendix A

Avaya Communication Server 1000E
Media Gateway

CSP Version: MGCC DCO01
MSP Version: MGCM ABO02
APP Version: MGCA BA18
FPGA Version: MGCF AA22
BOOT Version: MGCB BA18
DSP1 Version: DSP2 ABO7

Avaya 1140e and 1230 UNIStim
Telephones

FW: 0625C8A

Avaya 1140e and 1230 SIP
Telephones

FW: 04.04.10.00.bin

Avaya IP Softphone 3456

Version 2.6 build 53715

Avaya 2050 IP Softphone Release 4.3.0081
Avaya Analogue Telephone N/A

Avaya M3904 Digital Telephone N/A

BT Equipment Software

Acme Packet Net-Net 4250 Session
border Controller

SC6.1.0 MR-11 patch 1 (build 1036)
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5. Configure Avaya Communication Server 1000E

This section describes the steps required to configure Communication Server 1000E for SIP
Trunking and also the basic configuration for telephones (analog, SIP and IP phones). SIP trunks
are established between CS1000E and Session Manager. SIP trunks are also established between
Session Manager and the Avaya SBCE private interface. The Avaya SBCE public interface
connects to the BT Global Services NOAS SIP trunks. Incoming PSTN calls from the BT Global
Services NOAS SIP Trunk service traverse the Avaya SBCE and are directed to the Session
Manager, which directs the calls to CS1000E (see Figure 1).

When a SIP message arrives at CS1000E, further incoming call treatment, such as incoming digit
translations and class of service restrictions may be performed. All outgoing calls to the PSTN
are processed within CS1000E and may be first subject to outbound features such as route
selection, digit manipulation and class of service restrictions. When CS1000E selects a SIP trunk
for outgoing PSTN calls, SIP signaling is directed to Session Manager. Session Manager directs
the outbound SIP messages to the Avaya SBCE private interface. The Avaya SBCE public
interface manages outgoing SIP sessions onwards to the BT Global Services NOAS SIP trunks.

Specific CS1000E configuration was performed using Element Manager and the system terminal
interface. The general installation of the CS1000E, System Manager, Session Manager and
Avaya SBCE is presumed to have been previously completed and is not discussed here.
Configuration details will be provided as required to draw attention to changes in default system
configurations.

5.1. Logging into the Avaya Communication Server 1000E

Configuration on the CS1000E will be performed by using both SSH Putty session and Avaya
Unified Communications Management GUI.

Log in using SSH to the ELAN IP address of the Call Server with a username containing the
correct privileges. Once logged in type csconsole, this will take the user into the vxworks shell of
the call server. Next type login; the user will then be asked to login with correct credentials.
Once logged-in the user can then progress to load any overlay.

Log in using the web based Avaya Unified Communications Management GUI. Avaya Unified
Communications Management GUI may be launched directly via http://<ipaddress> where the

relevant <ipaddress> is the TLAN IP address of the CS1000E. Avaya Unified Communications
Management can also be implemented on Avaya Aura System Manager.
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The following screen shows the login screen. Login with the appropriate credentials.

JAV/AV/

User ID: [admin |

Password: |-----".| |

- ; : Change Password
Go to central login for Single Sign-0On -

The Avaya Unified Communications Management Elements page will be used for configuration.
Click on the Element Name corresponding to CS1000E in the Element Type column. In the
abridged screen below, the user would click on the Element Name EM on cs1kvl9.

Host Name: 10.10.8.57  User Name: sdmin

Elements

New elements are registered into the security framework, or may be added as simple hyperlinks. Clid an element name to launch its management service. You can
optionally filter the list by entering a search term.
2 :

L [ Search J( Reset
Add... | | 5 ®a e

[] Element Name Element Type4 Release Address Description
1[] sman®.avays.com [orimary) Base OS 7€ 10.10.9.57 Bsse 0S
element.
,[] E! €$1000 78 192.168.27.2 New element
3[] eikviS.avaya.com (member) Linux Base 78 86.47.122.35 Base OS
element.
[ 192.168.27.3 Media Gateway Controller 7.6 192.168.27.3 New element.
5[] NRSM on cstkviS Network Routing Service 78 192.168.27.2 New element.
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5.2. Confirm System Features

The keycode installed on the Call Server controls the maximum values for these attributes. If a
required feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative to add additional capacity. Use the CS1000E system terminal and manually load
overlay 22 to print the System Limits (the required command is slt ), and verify that the number
of SIP Access Ports reported by the system is sufficient for the combination of trunks to the BT
network, and any other SIP trunks needed. See the following screenshot for a typical System
Limits printout. The value of SIP ACCESS PORTS defines the maximum number of SIP trunks

for the CS1000E.
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Load Overlay 21 and confirm the customer is setup to use ISDN trunks by typing the PRT and

NET_DATA commands as shown below.

REQ: prt
TYPE: net
TYPE NET DATA
CUST O

TYPE NET DATA

CUST 00

OPT RTD

AC1 INTL NPA SPN NXX L
AC2

FNP YES

ISDN YES

ocC
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5.3. Configure Codec’s for Voice and FAX operation

The BT Global Services NOAS SIP Trunk service supports G.711A and G.729A voice codecs
and T.38 FAX transmissions. Using the CS1000E element manager sidebar, select Nodes,
Servers, Media Cards. Navigate to the IP Network - IP Telephony Nodes - Node Details
- VGW and Codecs property page and configure the CS1000E General codec settings as in
the following screenshots. The values highlighted are required for correct operation. The
following screenshot shows the necessary General settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

General

Echo cancellation: Use canceller, with tail delay: ‘128 w
Dynamic attenuation

oice activity detection threshold: |-17 | (-20 - +10 DBM)

Idle noise level: |-65 {-327 - +327 DBM
Signaling options: DTMF tone detection
[] Low latency mode
Remove DTMF delay (squelch DTMF from TDM to IP)
Modem/Fax pass-through
V.21 Fax tone detection
[[] R factor calculation

Move down to the Voice Codecs section and configure the G.711 codec settings. The following
screenshot shows the G.711 codec settings.

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

General | Voice Codecs | Fax

Codec G711: Enabled (required)

Voice payload size: | 20 vi‘ (milisecond

7

per frame

Voice playout (jitter buffer) delay: 40 v 1 ‘ 80 ¥i| (miliseconds
Nomihﬁélﬁ lvliaximru'r'ﬁ
Maximum delay may be automatically adjusted based on nominal
settings.
[] Voice Activity Detection (VAD)
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Next, scroll down to the G.729 codec section and configure the settings.

Managing: 182.168.27.2 Username: admin
System » |P Network » |P Telephony Nodes » Node Details » VGW and Codecs

Node ID: 200 - Voice Gateway (VGW) and Codecs

Genersl | Voice Codecs | Fax

Codec G729: [¥] Ensbled

Nominal Msximum

settings.

[] Voice Activity Detection (VAD)

Maximum delsy may be automsaticslly sdjusted based on nominal

Finally, configure the Fax settings as in the highlighted section of the next screenshot. Click on

the Save button when finished.

Fax

Codecname: T.38 FAX

Maximum rate: {'714400 v—[ (bps

Fax TCF method: |2 v |

(0 - 300 miliseconds)

Fax playout nominal delay: 1'100

FAX no activity timeout: @0 (10 - 32000 miliseconds)

Packet size: }73(7)7:] (bps)
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5.4. Virtual Trunk Gateway Configuration

Use CS1000E Element Manager to configure the system node properties. Navigate to the System
- IP Networks - IP Telephony Nodes = Node Details and verify the highlighted section is
completed with the correct IP addresses and subnet masks of the Node The call server and
signaling server have previously been configured with IP addresses. The Node IPv4 address is
the IP address that the IP phones use to register. This is also where the SIP trunk connection is
made to Session Manager. When an entity link is added in Session Manager for the CS1000E, it
is the Node IPv4 address that is used (see Section 6.5 — Define SIP Entities for more details).

Managing: 192.168.27.2 Username: admin
System » IP Network » |P Telephony Nodes » Node Details
Node Details (ID: 200 - SIP Line, LTPS, PD, Gateway ( SIPGw ))
T x ~
Node ID: (0-9999)
Call server IP address: ;192,16'8277,2 ' TLAN address type: & |Pv4 only
O IPv4 and IPv6
Embedded LAN (ELAN) Telephony LAN (TLAN)
Gateway IP address: [192.168.27.1 g Node IPv4 address: (10.10.9.21
Subnet mask: [255.255.255.0 Subnet mask: |255.255.255.0
v
* Required Value. [ Save ] [ Cancel
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The next two screenshots show the SIP Virtual Trunk Gateway configuration, navigate to
System > IP Networks - IP Telephony Nodes - Node Details > Gateway (SIPGW)
Virtual Trunk Configuration Details and fill in the highlighted areas with the relevant settings.
e Vitrk gateway application: Provides option to select Gateway applications. The three
supported modes are SIP Gateway (SIPGw), H.323Gw, and SIPGw and H.323Gw
e SIP domain name: The SIP Domain Name is the SIP Service Domain. The SIP Domain
Name configured in the Signaling Server properties must match the Service Domain
name configured in Session Manager; in this case avaya.com
e Local SIP port: The Local SIP Port is the port to which the gateway listens. The default
value is 5060
e Gateway endpoint name: This field cannot be left blank so a value is needed here. This
field is used when a Network Routing Server is used for registration of the endpoint. In
this network a Session Manager is used so any value can be put in here and will not be
used
e Application node ID: This is a unique value that can be alphanumeric and is for the new
Node that is being created, in this case 200
e Proxy or Redirect Server: Primary TLAN IP address is the Security Module IP address
of Session Manager. The Transport protocol used for SIP, in this case is TCP
e SIP URI Map: Public E.164 - National and Private - Unknown are left blank. All
other fields in the SIP URI Map are left with default values

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » Virtual Trunk Gateway Configuration

Node ID: 200 - Virtual Trunk Gateway Configuration Details

General | SIP Gateway Seftings | SIP Gateway Services

Virk gateway application: Enable gateway service on this node

General Virtual Trunk Network Health Monitor

Virk gateway application: | SIP Gateway (SIPGw) ¥
Z [C] Monitor IP addresses (listed below)

SIP domain name: |avaya.com o v
— Information will be captured for the IP addresses listed

Monitor IP:

Local SIP port: 5060 1+ 1 - 85538

Gateway endpoint name: cs1ki9 ]
Monitor addresses:

Gateway password:

Application node ID: 200

Enable failsafe NRS:

node have

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 13 of 73
SPOC 4/17/2014 ©2014 Avaya Inc. All Rights Reserved. BTNOASCS1K76SBC



Proxy Or Redirect Server:
Proxy Server Route 1:

Primary TLAN IP address: ;10.107.73.557 J

The IP address can have either IPv4 or IPvE format based on the value of "TLAN

address type

Port g_soeo

Transport protocol: ETCP V]
Options: [] Support registration
[] Primary CDS proxy

Special number: |F‘L|h|icSpec:iaI

Lnknown: IF‘uhIicUnknmvn

SIP URI Map:
Public E.164 domain names Frivate domain names
Mational: | UDP: |L|dp
Subscriber; |suh5|:riher CDP: |cdp.udp

Special number: |F'ri~;ateSpeu:iaI

Vacant number: IF'rivateUnknuwn

Unknown: I
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5.5. Configure Bandwidth Zones

Bandwidth Zones are used for alternate call routing between IP stations and for Bandwidth
Management. SIP trunks require a unique zone, not shared with other resources and best practice
dictates that IP telephones and Media Gateways are all placed in separate zones. In the sample
configuration SIP trunks use zone 01 and IP Telephones use zone 02; system defaults were used
for each zone other than the parameter configured for Zone Intent. For SIP Trunks (zone 01),
VTRK is configured for Zone Intent. For IP, SIP Telephones (zone 02), MO is configured for
Main Office.

Use Element Manager to define bandwidth zones as in the following highlighted example. Use
Element Manager and navigate to System = IP Network = Zones = Bandwidth Zones and

add new zones as required.

Managing: 192.168.27.2 Username: admin
System » IP Network » Zones » Bandwidth Zones

Bandwidth Zones

Add... [lmport,.,] [ Export l [Maintenance..,
Zone & Intrazone infrazone Interzone Intereone Resource Type  Zone Intent Description
e Bandwidth Strateqy Bandwidth Strateqy
101 1000000 BQ 1000000 BQ SHARED VTRK
20 2 1000000 BQ 1000000 BQ SHARED MO

5.6. Configure Incoming Digit Conversion Table

A limited number of Direct Dial Inwards (DDI) numbers were available. The Incoming Digit
Conversion (IDC) table was configured to translate incoming PSTN numbers to four digit local
telephone extension numbers. The digits of the actual PSTN DDI number are obscured for
security reasons. The following screenshot shows the incoming PSTN numbers converted to
local extension numbers. These were altered during testing to map to various SIP, Analog,
Digital or UNIStim telephones depending on the particular test case being executed.

Managing: 192.168.27.2 Username: admin
Dialing and Numbering Plans » Incoming Digit Translation » Customer 00 » Digit Conversion Tree 0 Configuration

Digit Conversion Tree 0 Configuration

Regular IDC tree
Send calling party DID disabled

Add... Delete IDC tree ]
Incoming Digits 4 Converted Digits CPND Name
10O 0551150 6000
2O 0551150 6003
3O 0551150 6001
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5.7. Configure SIP Trunks

Communication Server 1000E virtual trunks will be used for all inbound and outbound PSTN
calls to the BT SIP Trunk Service. Six separate steps are required to configure Communication
Server 1000E virtual trunks:-
e Configure a D-Channel Handler (DCH); configure using the CS1000E system terminal
and overlay 17
e Configure a SIP trunk Route Data Block (RDB); configure using the CS1000E system
terminal and overlay 16
e Configure SIP trunk members; configure using the CS1000E system terminal and
overlay 14
e Configure a Digit Manipulation Data Block (DGT), configure using the CS1000E system
terminal and overlay 86
e Configure a Route List Block (RLB); configure using the CS1000E system terminal and
overlay 86
e Configure Co-ordinated Dialling Plan(s) (CDP); configure using the CS1000E system
terminal and overlay 87

The following is an example DCH configuration for SIP trunks. Load Overlay 17 at the
CS1000E system terminal and enter the following values. The highlighted entries are required
for correct SIP trunk operation. Exit overlay 17 when completed.

Overlay 17
ADAN DCH 1
CTYP DCIP

DES VIR TRK
USR ISLD
ISLM 4000
SSRC 3700
OTBF 32
NASA YES
IFC SL1
CNEG 1
RLS ID 4
RCAP ND2
MBGA NO
H323

OVLR NO

OVLS NO
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Next, configure the SIP trunk Route Data Block (RDB) using the CS1000E system terminal and
overlay 16. Load Overlay 16, enter RDB at the prompt, press return and commence
configuration. The value for DCH is the same as previously entered in overlay 17. The value for
NODE should match the node value in Section 5.4. The value for ZONE should match that used
in Section 5.5 for VTRK. The remaining highlighted values are important for correct SIP trunk
operation.
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Next, configure virtual trunk members using the CS1000E system terminal and Overlay 14.
Configure sufficient trunk members to carry both incoming and outgoing PSTN calls. The
following example shows a single SIP trunk member configuration. Load Overlay 14 at the
system terminal and type new X, where X is the required number of trunks. Continue entering
data until the overlay exits. The RTMB value is a combination of the ROUT value entered in the
previous step and the first trunk member (usually 1). The remaining highlighted values are
important for correct SIP trunk operation.
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Next, configure a Digit Manipulation data block (DGT) in overlay 86. Load Overlay 86 at the
system terminal and type new. The following example shows the values used. The value for
Digit Manipulation Index (DMI) is the same as when inputting the DMI value during
configuration of the Route List Block.

Overlay 86
CUST O
FEAT dgt
DMI 10
DEL O
ISPN NO
CTYP NPA

Configure a Route List Block (RLB) in overlay 86. Load Overlay 86 at the system terminal and
type new. The following example shows the values used. The value for ROUT is the same as
previously entered in overlay 16. The RLI value is unique to each RLB.

Overlay 86 —)p | FCI O
CUST 0 FSNI 0
FEAT rlb BNE NO
RLI 10 DORG NO
ELC NO SBOC NRR
ENTR 0 PROU 1
LTER NO IDBB DBD
ROUT 1 IOHQ NO
TOD 0 ON 1 ON 2 ON 3 ON OHQ NO
4 ON 5 ON 6 ON 7 ON CBQ NO
VNS NO
SCNV NO ISET O
CNV NO NALT 5
EXP NO MERL O
FRL O OVLL 0
DMI 10
CTBL 0
ISDM 0

Next, configure Co-ordinated Dialling Plan(s) (CDP) which users will dial to reach PSTN
numbers. Use the CS1000E system terminal and Overlay 87. The following are some example
CDP entries used. The highlighted RLI value previously configured in overlay 86 is used as the
Route List Index (RL1), this is the default PSTN route to the SIP Trunk service.

TSC 00353 TSC 18 TSC 800 TSC 08

FLEN O FLEN O FLEN O FLEN O

RRPA NO RRPA NO RRPA NO RRPA NO

RLI 10 RLI 10 RLI 10 RLI 10

CCBA NO CCBA NO CCBA NO CCBA NO
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5.8. Configure Analog, Digital and IP Telephones

A variety of telephone types were used during the testing, the following is the configuration for
the Avaya 1140e UNIStim IP telephone. Load Overlay 20 at the system terminal and enter the
following values. A unique four digit number is entered for the KEY 00. The value for
CFG_ZONE is the value used in Section 5.5 for IP and SIP Telephones.
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Digital telephones are configured using the overlay 20; the following is a sample 3904 digital set
configuration. Again, a unique number is entered for the KEY 00 and KEY 01 value.
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Analog telephones are also configured using overlay 20; the following example shows an analog
port configured for Plain Ordinary Telephone Service (POTS) and also configured to allow T.38
Fax transmission. A unique value is entered for DN, this is the extension number. DTN is
required if the telephone uses DTMF dialing. Values FAXA and MPTD configure the port for

T.38 Fax tr

ansmissions.

Overlay 20
DES 500
TN 100 0
TYPE 500
CDEN 4D
CUST O

MRT

ERL 00000
WRLS NO
DN 52002
AST NO
IAPG 0
HUNT
TGAR 0
LDN NO
NCOS 0
SGRP 0
RNPG 0
XLST
SCI 0
SCPW
SFLT NO
CAC_MFC 0
CLS UNR D
LPR X
CFTD
ICDD
GPUD
MBXD
NRWD

— Analog Telephone Configuration

00 03

TN FBD XFD WTA THFD FND HTD ONS

RD AGRD CWD SWD MWD RMMD SMWD LPD XHD SLKD CCSD LND TVD
SFD MRD C6D CNID CLBD AUTU

CDMD LLCN EHTD MCTD

DPUD CFXD ARHD OVDD AGTD CLTD LDTD ASCD SDND

CPFA CPTA UDI RCC HBTD IRGD DDGA NAMA MIND

NRCD NROD SPKD CRD PRSD MCRD

EXRO SHI SMSD ABDD CFHD DNDY DNO3
CWND USMD USRD CCBD BNRD OCBD RTDD RBDD RBHD FAXA CNUD CNAD PGND FTTC
FDSD NOVD CDMR PRED MCDD T87D SBMD PKCH MPTD
PLEV 02
PUID
AACS NO
MLWU_ LANG 0
FTR DCFW 4
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5.9. Configure the SIP Line Gateway Service

SIP terminal operation requires the Communication Server node to be configured as a SIP Line
Gateway (SLG) before SIP telephones can be configured. Prior to configuring the SIP Line node
properties, the SIP Line service must be enabled in the customer data block. Use the
Communication Server 1000E system terminal and overlay 15 to activate SIP Line services
(SLS_DATA), as in the following example where SIPL_ON is set to YES.

SLS_DATA
SIPL_ON YES
UAPR 11
NMME NO

If a numerical value is entered against the UAPR setting, this number will be pre appended to all
SIP Line configurations, and is used internally in the SIP Line server to track SIP terminals. Use
Element Manager and navigate to the IP Network > IP Telephony Nodes = Node Details -
SIP Line Gateway Configuration page. See the following screenshot for highlighted critical
parameters.
e SIP Line Gateway Application: Enable the SIP line service on the node, check the box
to enable
e SIP Domain Name: The value must match that configured in Section 6.2
e SLG endpoint name: The endpoint name is the same endpoint name as the SIP Line
Gateway and will be used for SIP gateway registration
e SLG Local Sip port: Default value is 5070
e SLG Local TLS port: Default value is 5071

Managing: 192.168.27.2 Username: admin
System » IP Network » IP Telephony Nodes » Node Details » SIP Line Configuration

Node ID: 200 - SIP Line Configuration Details

General | SIP Line Gateway Settings | SIP Line Gateway Service

SIP Line Gateway Application: Enable gateway service on this node l

General Virtual Trunk Network Health Monitor

SIP domain name: |avaya.com [[] Monitor IP addresses (listed below)

SLG endpoint name: cs1kvi9

SLG Group ID: Monitor IP:
Monitor addresses:
SLG Local Sip port: |5070 (1-65535
SLG Local Tis port: 5071 | (1-es5535
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5.10.Configure SIP Line Telephones

When SIP Line service configuration is completed, use the CS1000E system terminal and
Overlay 20 to add a Universal Extension (UEXT). See the following example of a SIP Line
extension. The value for UXTY must be SIPL. This example is for an Avaya SIP telephone, so
the value for SIPN is 1. The SIPU value is the username, SCPW is the logon password and
these values are required to register the SIP telephone to the SLG. The value for CFG_ZONE is
the value used in Section 5.5 for IP and SIP Telephones. A unique telephone number is entered
for value KEY 00. The value for KEY 01 is comprised of the UAPR (set in Section 5.8) value
and the telephone number used in KEY 00.
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5.11. Save Configuration

Expand Tools = Backup and Restore on the left navigation panel and select Call Server.
Select Backup (not shown) and click Submit to save configuration changes as shown below.

AVAYA

- QoS Thresholds
- Personal Directories
- Unicode Name Directory
+Interfaces
- Engineered Values
+ Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
- Templates
- Reports
-Views
- Lists
- Properties
- Migration
- Tools
- Backup and Restore
- Call Server

e

- Network Address Translation 25 Managing: 192.168.27.2 Username: admin

CS1000 Element Manager

Tools » Backup and Restore » Call Server Backup and Restore » Call Server Backup

Call Server Backup

vi‘ [ submit || [ cancel |

Action | Backup

The backup process will take several minutes to complete. Scroll to the bottom of the page to
verify the backup process completed successfully as shown below.

TEMUZ07

Backing up reten.bkp to “fvarfoptinonelicsifs/cf2/backupl/single”™
Database backup Complete!

Backup process to local Removable Media Device ended successfully.

Configuration of Communication Server 1000E is complete.
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6. Configuring Avaya Aura® Session Manager

This section provides the procedures for configuring Session Manager. Session Manager is
configured via System Manager. The procedures include the following areas:

e Loginto Avaya Aura® System Manager.

e Administer SIP domain.

e Administer SIP Location.

e Administer Adaptations.

e Administer SIP Entities.

e Administer Entity Links.

e Administer Routing Policies.

e Administer Dial Patterns.

It may not be necessary to create all the items above when creating a connection to the service
provider since some of these items would have already been defined as part of the initial Session
Manager installation. This includes items such as certain SIP domains, locations, SIP entities,
and Session Manager itself. However, each item should be reviewed to verify the configuration.

6.1. Log in to Avaya Aura® System Manager

Access the System Manager using a Web Browser by entering http://<FQDN >/SMGR, where
<FQDN?> is the fully qualified domain name of System Manager. Log in using appropriate
credentials (not shown) and the Home tab will be presented with menu options shown below.

¢ Dashboard - Windows Internet Explorer

@‘, v |é avaya.com V"@ Certificate Error ‘ || % |ﬂl ‘ £~
Fle Edt bew Favoites Tooks  Help
77 Favarites | 55 & ~ @ UC-Sec Control Center | Free Hotmal
52~ | A Log In to Avaya Session Bor,,. | (& Dashbnard x| b8 4 B e ey ook @ 7
~
AVA A Avaya Aura®System Manager 6.3 Last Logged on st August 22, 201 7:31 PM
Help | About | Change Password | Log off admin
Administrators Communication Manager Backup and Restore
Manage Administrative Users Manage Communication Manager 5.2 and Backup and restore System Manager
Directory Synchronization h‘ghE'_E‘E”jE”tE database
Synchronize users with the enterprise Communication Server 1000 Bulk Import and Export
directory Manage Communication Server 1000 Manage Bulk Import and Export of Users,
Groups & Roles e\ement? uaﬁr Global Settings, Roles, Elements and
Manage groups, roles and assign roles to Conferencing others
users Manage Conferencing Multimedia Server Configurations
User Management ohj.ects Manage system wide configurations
Manage users, shared user resources and IP Office Events
provision users Manage IP Office elements Manage alarms,view and harvest logs
Meeting Exchange Geographic Redundancy
Manage Meeting Exchange and Avaya Manage Geographic Redundancy
Aura.Conferancmg 6.0 elements Inventory
Messaging Manage, discover, and navigate to
Manage Avaya Aura Messaging, elements
Communication Manager Messaging, and Licenses
Modular Messaging View and configure licenses
Pregf:;;:ce Replication
A Track data replication nodes, repair
Routing replication nodes
Session Manager Routing Administration Scheduler 3
@ mternet f5 - Bim -
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Most of the configuration items are performed in the Routing Element. Click on Routing in the
Elements column shown above to bring up the Introduction to Network Routing Policy screen.

AVAyA AVaya AU ra3 System Manager 62 Help | About | Change Password | Log o
Routing X
Domains
Locations Introduction to Network Routing Policy

A i < 2 2z
daptatons Network Routing Policy consists of several routing applications like "Domains", "Locations", "SIP Entities", etc.

SIREEE The recommended order to use the routing applications (that means the overall routing workflow) to configure your network configuration is as follows

Entity Links o
Step 1: Create "Domains” of type SIP (other routing applications are referring domains of type SIP).
Time Ranges
Step 2: Create "Locations”
Routing Policies
Step 3: Create "Adaptations”
Dial Patterns

5 Step 4: Create "SIP Entities”
Regular Expressions

Defaults - SIP Entities that are used as "Outbound Proxies" e.g. a certain "Gateway" or "SIP Trunk"
- Create all "other SIP Entities" (Session Manager, CM, SIP/PSTN Gateways, SIP Trunks)
- Assign the appropriate "Locations”, "Adaptations” and "Outbound Proxies"

Step 5: Create the "Entity Links"

- Between Session Managers

- Between Session Managers and "other SIP Entities"

Step 6: Create "Time Ranges"

6.2. Administer SIP Domain

Create a SIP domain for each domain for which Session Manager will need to be aware in order
to route calls. Expand Elements = Routing and select Domains from the left navigation menu,
click New (not shown). Enter the following values and use default values for remaining fields.

e Name Enter a Domain Name. In the sample configuration, avaya.com was used.

e Type Verify SIP is selected.

e Notes Add a brief description [Optional].

Click Commit to save. The screen below shows the SIP Domain defined for the sample
configuration.

Home /Elements / Routing / Domains

Help ?
Domain Management

New More Actions ~

1Item Refresh Filter: Enable

u Name l Type I Default ‘ Notes

| O avaya.com sip O |

Select : All, None
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6.3. Administer Locations

Locations are used to identify logical and/or physical locations where SIP Entities reside, for the
Locations can be used to identify logical and/or physical locations where SIP Entities reside for
purposes of bandwidth management and call admission control. To add a location, navigate to
Routing <> Locations in the left-hand navigation pane and click the New button in the right pane
(not shown). In the General section, enter the following values. Use default values for all
remaining fields:

e Name: Enter a descriptive name for the location.

e Notes: Add a brief description (optional).

The Location Pattern is used to identify call routing based on IP address. Session Manager
matches the IP address against the patterns defined in this section. If a call is from a SIP Entity
that does not match the IP address pattern then Session Manager uses the location administered
for the SIP Entity.
In the Location Pattern section, click Add and enter the following values.

e IP Address Pattern Enter the logical pattern used to identify the location.

e Notes Add a brief description [Optional].

Click Commit to save. The screenshot below shows the Location SMGRVL3 defined for the
compliance testing.

Home / Elements / Routing / Locations - Location Details

Help ?
Location Details
General

* Name: SMGRVL3

Notes:

Overall Managed Bandwidth
Managed Bandwidth Units: Kbit/sec v
Total Bandwidth:
Multimedia Bandwidth:

Audio Calls Can Take Multimedia Bandwidth:

Per-Call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): 1000 Kbit/Sec

Maximum Multimedia Bandwidth (Inter-Location): 1000 Kbit/Sec

Multi di. idth: 64| Kbit/Sec

* Default Audio Bandwidth: 80| | Kbit/sec ¥

Location Pattern

3 Items Refresh Filter: Enable

[J | 1P Address Pattern Notes
[0 +[10.10.3.*
O =[10.10.9.*
O =(10.10.8.*
Select : All, None
* Input Required
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6.4. Administer Adaptations
Adaptations can be used to modify the called and calling party numbers to meet the requirements
of the service. The called party number present in the SIP INVITE Request URI is modified by
the Digit Conversion in the Adaptation. The example below was applied to the Avaya SBCE
SIP Entity and was used in test to convert numbers being passed between the Avaya SBCE and
Session Manager.

To add an adaptation, under the Routing tab select Adaptations on the left-hand menu and then
click on the New button (not shown). Under Adaption Details - General:

e Inthe Adaptation name field enter an informative name.

e In the Module name field click on the down arrow and then select the <click to add
module> entry from the drop down list and type DigitConversionAdapter in the
resulting New Module Name field.

e Module parameter MIME =no Strips MIME message bodies on egress from

Session Manager
fromto=true > Modifies from and to headers of a message

Ml Home / Elements / Routing / Adaptations

Help ?

Adaptation Details Commit] |Cancell

General
* Adaptation name: BT NOAS
Module name: | DigitConversionAdapter ¥

Module parameter: fromto=true MIME=no

Egress URI Parameters:

Notes:

Scroll down the page and under Digit Conversion for Incoming Calls to SM, click the Add
button and specify the digit manipulation to be performed as follows:
e Enter the leading digits that will be matched in the Matching Pattern field.
e Inthe Min and Max fields set the minimum and maximum digits allowed in the digit
string to be matched.
e Inthe Delete Digits field enter the number of leading digits to be removed.
¢ Inthe Insert Digits field specify the digits to be prefixed to the digit string.
¢ Inthe Address to modify field specify the digits to manipulate by the adaptation. In this
configuration the dialed number is the target so destination has been selected.
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Digit Conversion for Incoming Calls to SM

i ltem Filter: Enable
[] |Matching Pattem ‘Min Max Phone Context  |Delete Digits 'Insert Digits ‘Address tomodify |Adaptation Data :Notes
0 [r|+44 *3 *136 #3 both 4

Select : All, None

This will ensure any incoming numbers will have the + symbol and international dialing code
removed before being presented to the Communication Server 1000E.

In the Digit Conversion for Outgoing Calls to SM section, click Add and enter the following
values.

e Matching Pattern  Enter dialed prefix for calls to SIP endpoints registered to Session

Manager
e Min Enter minimum number of digits that must be dialed
e Max Enter maximum number of digits that may be dialed
e Delete Digits Enter number of digits that may be deleted
e Insert Digits Enter number of digits to be added before the dialed number
e Address to Modify Select both

Digit Conversion for Outgoing Calls from SM
1 Item Refresh Filter: Enable
[ Matching Pattern Min Max Phone Context Delete Digits Insert Digits Address to modify Adaptation Data Notes
O l 6 *1 tl4 *4 055115%XX l both v
Select : All, None
Cancell

This will ensure any destination numbers beginning with 6 with have a specified CLID presented
on outbound calls.
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6.5. Administer SIP Entities
A SIP Entity must be added for each SIP-based telephony system, supported by a SIP connection
to the Session Manager. To add a SIP Entity, select SIP Entities on the left panel menu and then
click on the New button (not shown). The following will need to be entered for each SIP Entity.
Under General:
¢ In the Name field enter an informative name
e Inthe FQDN or IP Address field enter the IP address of Session Manager or the
signalling interface on the connecting system
e Inthe Type field use Session Manager for a Session Manager SIP entity, Other for a
Communication Server 1000E SIP entity and Gateway for the Session Border Controller
SIP entity
e Inthe Adaptation field (not available for the Session Manager SIP Entity), select the
appropriate Adaptation from the drop down menu
e Inthe Location field select the appropriate location from the drop down menu
e Inthe Time Zone field enter the time zone for the SIP Entity

In this configuration there are three SIP Entities:
e Avaya Aura® Session Manager SIP Entity
e Avaya Communication Server 1000E SIP Entity
e Avaya Session Border Controller Advanced for Enterprise SIP Entity

6.5.1. Avaya Aura® Session Manager SIP Entity

The following screens show the SIP entity for Session Manager. The FQDN or IP Address field
is set to the IP address of the Session Manager SIP signaling interface.

'll Home /Elements / Routing / SIP Entities

Help ?
SIP Entity Details

General

* Name: Session Manager

* FQDN or IP Address: |10.10.3.55

Type:

Notes:

Location: | SMGRVL3 j/'

Outbound Proxy: >
Time Zone: |Europe/Dublin ~

Credential name:

SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration ¥
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The Session Manager must be configured with the port numbers on the protocols that will be
used by the other SIP entities. To configure these scroll to the bottom of the page and under
Port, click Add, then edit the fields in the resulting new row.

e Inthe Port field enter the port number on which the system listens for SIP requests

e Inthe Protocol field enter the transport protocol to be used for SIP requests

e Inthe Default Domain field, from the drop down menu select rom2.bt.com as the
default domain

Port
TCP Failover port:
TLS Failover port:

3 Items Refresh Filter: Enable
] Port - Protocol = Default Domain Notes

O 5060 | TCP v | avaya.com v/

O 5060 UDP ¥ %ja»:aya;cm \7‘

[ |s061 TS v (avaya&cm v

Select : All, None

6.5.2. Avaya Communication Server 1000E SIP Entity

The following screen shows the SIP entity for Communication Server 1000E. The FQDN or IP
Address field is set to the Node IP address of the interface on CS1000E that will be providing
SIP signalling as shown in Section 5.4.

Help ?
SIP Entity Details
General
“ Name: CS1K_7.6
“ FQDN or IP Address: 10.10.9.21
Type:
Notes:
Adaptation: W2
Location: |SMGRVL3 ¥
Time Zone: |Europe/Dublin v
Override Port & Transport with DNS SRV: [
* SIP Timer B/F (in seconds): 4
Credential name:
Call Detail Recording: none b
CommProfile Type Preference: v
Loop Detection
Loop Detection Mode: | Off v
SIP Link Monitoring
SIP Link Monitoring: Use Session Manager Configuration v
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6.5.3. Avaya Session Border Controller for Enterprise SIP Entity

The following screen shows the SIP entity for the Avaya SBCE used for routing calls. The
FQDN or IP Address field is set to the IP address of the private interfaces administered in
Section 7 of this document. Set the location to that defined in Section 6.3, set Adaptation to one
created in Section 6.4 and the Time Zone to the appropriate time zone.

Help ?
SIP Entity Details Cance]
General
*Name: |Avaya_SBCE
* FQDN or IP Address: 110.10.3.30
Type: | ==
Notes: |
Adaptation: [BTNOAS |
Location: | SMGRVL3 ¥/
Time Zone: | Europe/Dublin. Y
Override Port & Transport with DNS SRV: []
*SIP Timer B/F (in seconds): [4 |
Credential name:
Call Detail Recording: | none ¥
Loop Detection
Loop Detection Mode: [0ff V|
SIP Link Monitoring
SIP Link Monitoring: | Use Session Manager Configuration ¥
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6.6. Administer Entity Links

A SIP trunk between Session Manager and another system is described by an Entity Link. To
add an Entity Link, select Entity Links on the left panel menu and click on the New button (not
shown). Fill in the following fields in the new row that is displayed.

e In the Name field enter an informative name.

e Inthe SIP Entity 1 field select Session Manager.

e Inthe Port field enter the port number to which the other system sends its SIP requests.

e Inthe SIP Entity 2 field enter the other SIP Entity for this link, created in Section 6.5.

e Inthe Port field enter the port number to which the other system expects to receive SIP
requests.

e Select Trusted from the drop down menu to make the other system trusted.
e Inthe Protocol field enter the transport protocol to be used to send SIP requests.

Click Commit to save changes. The following screen shows the Entity Links used in this
configuration.

il Home /Elements / Routing / Entity Links

Help ?
1Item Refresh Filter: Enable
Name SIP Entity 1 ‘ Protocol \ Port SIP Entity 2 ‘ Port ‘ Connection Policy \ Notes
* [toAvaya SBCE * [Session Manager ¥| [TcP ¥|  *[5060 | *[Avaya SBCE v| +[oso | [Trusted ¥

il Home / Elements / Routing / Entity Links
Help ?
Entity Links
1 I,'B",‘ D?frnch - - - - - - . F||ter;E|t|ab\e
O Name | stpEntity1 ‘ Protocol ‘Vl’ort ,,‘, SIP Entity 2 (ot c";" Mff“‘“‘ A DS‘::’::"' Notes
[0 *[Session Manager| *[Session Manager ®| [TcP ¥  *[s060 | *[csik 7.6 v *[5060 | [trusted ¥ ad
Select : All, None
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6.7. Administer Routing Policies

Routing policies must be created to direct how calls will be routed to a system. To add a routing
policy, select Routing Policies on the left panel menu and then click on the New button (not
shown).
Under General:
e Enter an informative name in the Name field.
e Under SIP Entity as Destination, click Select, and then select the appropriate SIP entity
to which this routing policy applies.

The following screen shows the routing policy for Communication Server 1000E:

PllHome / Elements / Routing / Routing Policies

Help 2

Routing Policy Details

General

* Name: [toCS1K_7.6

Disabled: []
* Retries: 0
Notes: ‘
SIP Entity as Destination
Mame | FQDN or IP Address Tyee | Notes
|csu<_7.s 1010921 Other |

The following screen shows the routing policy for the Avaya SBCE:

Bliiome /clements / Routing / Routing potcies ]
Help ?

Routing Policy Details
General

* Name: [toAvaya SBCE

Disabled: []

* Retries: 0

Notes:
SIP Entity as Destination
i Néme ‘ FQ’ G Dl’lror IP Addrxs ‘WTVVE’ ’ ‘ 7!’46(5
Avaya SBCE 10.10.3.30 Gateway |
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6.8. Administer Dial Patterns

A dial pattern must be defined to direct calls to the appropriate telephony system. To configure a
dial pattern select Dial Patterns on the left panel menu and then click on the New button (not
shown).
Under General:

e Inthe Pattern field enter a dialed number or prefix to be matched.

e Inthe Min field enter the minimum length of the dialed number.

e Inthe Max field enter the maximum length of the dialed number.

e Inthe SIP Domain field select —ALL-.

Under Originating Locations and Routing Policies. Click Add, in the resulting screen (not
shown) under Originating Location select Locations created in Section 6.3 and under Routing
Policies select one of the routing policies defined in Section 6.7. Click Select button to save (not
shown).

The following screen shows an example dial pattern configured for the Avaya SBCE which will
route the calls out to the PSTN via the BT NOAS SIP Trunk service.

Ml Home / Elements / Routing / Dial Patterns
Help ?

Dial Pattern Details

General
* Pattern: 0044

* Min: |4

* Max: (36

Emergency Call: []
Emergency Priority:
Emergency Type:
SIP Domain: -ALL- 3

Notes:

Originating Locations and Routing Policies

1 Item Refresh Filter: Enable

[] | Originating LocationName | Originating Location Notes Routing Policy Name Rank Roating Doy I ety Pulcy Destuats Routing Policy Notes

Disabled

[0 swmGRvL3 toAvaya_SBCE Avaya_SBCE

Select : All, None
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The following screen shows an example dial pattern configured for the CS1000E. This dial
pattern will route the calls to the CS1000E endpoints.

Help ?
Dial Pattern Details
General
* pattern: 05511500
“Min: 8 |
* Max: 3}6 73
Emergency Call: []
Emergency Priority: |
Emergency Type:
SIP D in: |-ALL- v
Notes:
Originating Locations and Routing Policies
1 Item Refresh Filter: EnableI
O ‘ Originating Location Name . Originating Location Notes  Routing Policy Name Rank “"I')‘fs"a’b:’ed"“' .Rnuﬁngpolcvbcsﬁlaﬁon Routing Policy Notes
0| smGRvLz toCS1K_7.6 0 CS1K_7.6 ‘
Select : All, None
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7. Configure Avaya Session Border Controller for Enterprise

This section describes the configuration of the Avaya SBCE. It is assumed that the Avaya SBCE
software has already been installed.

7.1. Access Avaya Session Border Controller for Enterprise

Access the Avaya SBCE using a web browser by entering the URL https://<ip-address>, where
<ip-address> is the management IP address configured at installation and enter the Username
and Password.

A\ Log In to Avaya Session Border Controller For Enterprise | - B
Log In
Session expired, please Sign in again
Username: ucsec |
Password: [eeeccecee

Session Border Controller
for Enterprise This system is restricted solely to authorized users for legitimate

business purposes only. The actual or attempted unauthorized access,
use or modifications of this system is strictly prohibited. Unauthorized
users are subject to company disciplinary procedures and or criminal
and civil penalties under state, federal or other applicable domestic and
foreign laws.

The use of this system may be monitored and recorded for
administrative and security reasons. Anyone accessing this system
expressly consents to such monitoring and recording, and is advised
that if it reveals possible evidence of criminal activity, the evidence of
such activity may be provided to law enforcement officials.

All users must comply with all corporate instructions regarding the
protection of information assets.

©2011 - 2013 Avaya Inc. Al rights reserved.

The main page of the Avaya SBCE will appear.

/= Dashboard - Avaya Session Border, Controller for Enterprise - Windows Internet Explorer,

& - |a 10.10.2.55 V& corticate o | (2] (42| (x| [2 |[o]-

Ele Edit Wiew Fgvorites Ipols Help

 Favorites | ol3 2] ~ ) UC-Sec Control Center £ | Fras Hatrail

¥
'v
&
1
B
g
g
:
>

A\ Dashboard - Avaya Session Border Controller For Ente... -8 =

H Alarms | Incidents stics S Diagnostics Users Settings Help Log Qut

Session Border Controller for Enterprise AVAYA

Dashboard Dashboard =
Backup/Restore
P System Time 11-23-03 AM GMT Refresh Ems
System Management
> Global Parameters V=Sl 6.2.0.036 GSSCP_03
- Global Profiles Build Date Thu Feb 14 23.26:60 UTC 2013

i __ Aemspestzebous |
Alarms (past 24 hours Incidents (past 24 hours;
> Domain Policies = ] = ]
> TLS Management MNone found. GSSCP_03: Heartbeat Successfull. Server is UP
> Device Specific Settings GSSCP_03: Heartbeat Successfull, Server is UP
GSSCP_03: Heartbeat Successfull, Credentials are Invalid
GSSCP_03: Heartbeat Successfull. Credentials are Invalid

GSSCP_03: Heartbeat Successfull, Server is UP

)
1

@ invernes Va - Wi -
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To view system information that was configured during installation, navigate to System
Management. A list of installed devices is shown in the right pane. In the case of the sample
configuration, a single device named GSSCP_03 is shown. To view the configuration of this
device, click View (the third option from the right).

(= System Management - Avaya Session Border Controller for Enterprise - Windows Internet Explorer FEX

@.\j‘; - [A 10.10,2.55 v | certficate Error || 1] |42 x| [2 |[2]-

Eile Edit Wiew Favorites Tools  Help

i Favorites | 35 &) ~ () UC-Sec Contral Center € | Free Hotmail

A\ System Management - Avaya Session Border Cantroll.. P - B - I dm v page- sefety~ Took - @<
Alarms  Incidents  Statistics  Logs  Diagnostics  Users Settings  Help Log Out
Session Border Controller for Enterprise AVAYA
Dashboard System Management

Administration
Backup/Restore

System Management Devices | [ Updates | [ ssL ven | [ Licensing

» Global Parameters Device Name
. (Sarial Number]

» Global Profiles

> SIP Cluster :C\;Fvscgggiuuam 10.10.2.55 6.2.0.Q36 Commissioned Reboot Shutdown Restart Application Edit Delete

» Domain Policies

Management IP Version

» TLS Management
» Device Specific Settings

& mnternet da v W0 <

The System Information screen shows the Appliance Name, Device Settings and DNS
Configuration information.

System Information: GSSCP_03 X

r General Configuration Device Configuration
Appliance Name GSSCP_03 HA Mode No
Box Type SIP Two Bypass Mode No

Deployment Mode Proxy

r Network Configuration

IP Public IP Netmask Gateway Interface
10.10.3.30 10.10.3.30 2552552550 10.10.3.1 Al
192168122 55 1921638, 122 55 255255 255 128 192.1868. 122.7 B1
r DNS Configuration Management IP(s)
Primary DNS 10.10.7.100 1P 10.10.2.55

Secondary DNS 10.10.101.115

DNS Location DMZ
DNS Client IP 10.10.3.30
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7.2. Global Profiles

When selected, Global Profiles allows for configuration of parameters across all UC-Sec
appliances.

7.2.1. Server Internetworking - Avaya

Server Internetworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles -2
Server Interworking and click on Add Profile.

e Enter profile name such as Avaya_SM and click Next (Not Shown)

e Check Hold Support=None

e Check T.38 Support

e All other options on the General Tab can be left at default

Profile: Avaya_SM X

Hold Support 342 -c=0.0.0.0
2284 - a=sendonly
180 Handling @ None O spp O NosDP
181 Handling ® None O spp O NosDP
182 Handling @ None © spp O NosDP
182 Handling @ None © spP O NosSDP
Refer Handling O
2xx Handling O
Diversion Header Support

Delayed SDF Handling O
T.28 Support
URI Scheme ® sip O TEL O ANY

® RFCcazs
Via Header Format R

O Rrcas4a
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Default values can be used for the Advanced Settings window. Click Finish

Record Routes :‘-:’ Single Side
® Both Sides
Topology Hiding: Change Csll-ID |
Call-Info NAT J
Change Max Forwards
Include End Point IP for Context Lookup [}
OCS Extensions |
AVAYA Extensions ]
NORTEL Extensions |
Diversion Manipulation O
Diversion Header URI
Metaswitch Extensions |
Reset on Talk Spurt O
Reset SRTP Context on Session Refresh  []
Has Remote SBC
Route Response on Vis Port E]
Cisco Extensions [l
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7.2.2. Server Internetworking — BT NOAS
Server Internetworking allows you to configure and manage various SIP call server-specific
capabilities such as call hold and T.38. From the left-hand menu select Global Profiles >
Server Interworking and click on Add Profile.

e Enter profile name such as BT NOAS and click Next (Not Shown)

e Check Hold Support = RFC2543

e Check T.38 Support

e All other options on the General Tab can be left at default

Click on Next on the following screens and then Finish

Profile: BT NOAS X

O None
Hold Support [@ RrFc2543 - =0.0.0.0]

- RFC2284 - a=sendonly

180 Handling ® None O spP O NosSDP
181 Handling ® None O spp O NosDP
182 Handling ® Nene © sDP O NoSDP
182 Handling ® None O sDP O NosSDP
Refer Handling |
2xx Handling O

Diversion Header Support

Delayed SDP Handling O

T.28 Support

URI Scheme @ sip O TEL O ANY
© rFcazet

Via Header Format
O RFc2542
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Default values can be used for the Advanced Settings window. Click Finish.

Profile: BT NOAS X

Record Routes

Topoleogy Hiding: Change Call-ID
Csll-Info NAT
Change Max Forwards
Include End Point IP for Context Lockup
OCS Extensions
AVAYA Extensions
NORTEL Extensions
Diversion Manipulstion
Diversion Header URI
Metaswitch Extensions
Reset on Talk Spurt
Resst SRTF Context on Session Refresh

Has Remote SBC

Pl

oute Response on Via Port

None
Single Side
© Both Sides

@ N

O O 0O B fES A E B e

&

O 0O
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7.2.3. Routing

Routing profiles define a specific set of packet routing criteria that are used in conjunction with
other types of domain policies to identify a particular call flow and thereby ascertain which
security features will be applied to those packets. Parameters defined by Routing Profiles include
packet transport settings, name server addresses and resolution methods, next hop routing
information, and packet transport types.

Routing information is required for routing to Session Manager on the internal side and the BT
NOAS addresses on the external side. The IP addresses and ports defined here will be used as the
destination addresses for signalling. If no port is specified in the Next Hop IP Address, default
5060 is used.

Create a Routing Profile for both Session Manager and BT NOAS SIP trunk. To add a routing
profile, navigate to UC-Sec Control Center = Global Profiles = Routing and select Add
Profile. Enter a Profile Name and click Next to continue.

In the new window that appears, enter the following values. Use default values for all remaining
fields:

e URI Group: Select “*” from the drop down box

e Next Hop Server 1: Enter the Domain Name or IP address of the
Primary Next Hop server, e.g. Session Manager

e Next Hop Server 2: (Optional) Enter the Domain Name or IP address of

the secondary Next Hop server
e Routing Priority Based on

Next Hop Server: Checked
e Use Next Hop for

In-Dialog Messages: Select only if there is no secondary Next Hopserver
e Outgoing Transport: Choose the protocol used for transporting outgoing

signaling packets
Click Finish.

The following screen shows the Routing Profile to Session Manager

Routing Profiles: Avaya_SH

Routing Profiles Clik here to 8dd & desaiption.
default
Routing Profile
Avaya_SM

BT NOAS

Next Hop Server 1

URI Group

10.10.2.55
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The following screen shows the Routing Profile to BT NOAS.

Routing Profiles: BT NOAS
default
s Routing Profile

Avaya_SM

BTNOAS

URI Group Next Hop Server 1

192.168.21.M 192.168.31.72

7.2.4. Server Configuration— Avaya Aura® Session Manager

Servers are defined for each server connected to the Avaya SBCE. In this case, BT NOAS is
connected as the Trunk Server and Session Manager is connected as the Call Server.
The Server Configuration screen contains four tabs: General, Authentication, Heartbeat, and
Advanced. Together, these tabs allow you to configure and manage various SIP call server-
specific parameters such as TCP and UDP port assignments, IP Server type, heartbeat signaling
parameters and some advanced options. From the left-hand menu select Global Profiles =
Server Configuration and click on Add Profile and enter a descriptive name. On the Add
Server Configuration Profile tab, set the following:

e Select Server Type to be Call Server

e Enter IP Addresses / Supported FQDNSs to 10.10.3.55 (Session Manager IP Address)
e For Supported Transports, check TCP
e TCP Port:5060
e Click on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs
Server Type \»VCaII Server |
18.10.3.55 ~|
IP Addresses / Supported FQDNs
Separate etries Wit ComMEs
Supported Transports O vor
O 1is
TCP Port | (5060 ]|
UDP Port [ ]
TLS Port \ \
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On the Advanced tab:
e Select Avaya_SM for Interworking Profile

e Click Finish
Server Configuration Profile - Advanced X
Ensble DoS Protection D
Enable Grooming O
Interworking Profile Avaya_SM v
Signsaling Manipulstion Script None b
TCP Connection Type @ suBip O PCRTID O MAPFING

7.2.5. Server Configuration— BT NOAS

To define the BT NOAS Trunk Server, navigate to select Global Profiles = Server
Configuration and click on Add Profile and enter a descriptive name. On the Add Server
Configuration Profile tab, click on Edit and set the following:

e Select Server Type as Trunk Server
e Set IP Address to 192.168.31.71 and 192.168.31.72 (BT NOAS SIP Trunks)
e Supported Transports: Check UDP
e TCP Port: 5060
e Hit Next
e Click on Next (not shown) to use default entries on the Authentication and Heartbeat
tabs
Server Type Trunk Server v
192.168.31.71,192.188.31.72
LF:Df\g_cLisie.s r _‘S;; gﬁ;ﬁ&d FQDNs
O tce
Supported Transports
O tes
TCP Port
UDP Port 5060
TLS Port
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On the Advanced tab:
e Select BT NOAS for Interworking Profile
e Select BTNOAS for Signaling Manipulation Script
Note: Signaling Manipulation Scripting is discussed in Section 7.2.7

e Click Finish
Enable DoS Protection [l
Enable Grooming O
Interworking Profile | BT NOAS v
Signaling Manipulation Script v BTNOAS ~
UDP Connection Type @ susp O porTD O MAPPING
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7.2.6. Topology Hiding

Topology hiding is used to hide local information such as private IP addresses and local domain
names. The local information can be overwritten with a domain name or IP addresses. The
default Replace Action is Auto, this replaces local information with IP addresses, generally the
next hop. Topology hiding has the advantage of presenting single Via and Record-Route headers
externally where multiple headers may be received from the enterprise, particularly from the
Session Manager. In some cases where Topology Hiding can’t be applied, in particular the
Contact header, IP addresses are translated to the Avaya SBCE external addresses using NAT.

To define Topology Hiding for the Session Manager, navigate to Global Profiles > Topology
Hiding in the UC-Sec Control Center menu on the left-hand side. Click on Add Profile and
enter details in the Topology Hiding Profile pop-up menu (not shown).
e In the Profile Name field enter a descriptive name for Session Manager and click Next
e If the required Header is not shown, click on Add Header
e Select Request-Line, To and From as the required headers from the Header drop down
menu
e Select the required action from the Required Action drop down menu, Auto was used
for test

Topology Hiding Profiles: Avaya_SM

Topology Hiding Profiles Click here to add a description.
default
Topology Hiding

cisco_th_profile

Header Criteria Replace Action Overwrite Value

e o SOP PDomain Auto =

T NOA!
Ankoa* From IP/Domain Auto -
Request-Line IP/Domain Auto -
Via IP/Domain Auto -

To IP/Domain Auto -

Record-Route IP/Domain Auto —

Edt
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To define Topology Hiding for the BT NOAS, navigate to Global Profiles = Topology Hiding
in the UC-Sec Control Center menu on the left-hand side. Click on Add Profile and enter
details in the Topology Hiding Profile pop-up menu (not shown).
e Inthe Profile Name field enter a descriptive name for the BT NOAS and click Next
e If the required Header is not shown, click on Add Header
e Select Request-Line, To and From as the required headers from the Header drop down
menu
e Select the required action from the Required Action drop down menu, Auto was used
for test

Topology Hiding Profiles: BT NOAS

Topology Hiding Profiles Click here to add a description.

default W
SECRE Header Criteria Replace Action Overwrite Value
Ay sop P/Domain Auto o
SN0k From IP/Domain Auto —
Request-Line IP/Domain Auto -
Via IP/Domain Auto —
To [P/Domain Auto -
Record-Route IP/Domain Auto -
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7.2.7. Signaling Manipulation

The Signaling Manipulation feature allows the ability to add, change and delete any of the
headers in a SIP message. This feature will add the ability to configure such manipulation in a
highly flexible manner using a proprietary scripting language called SigMa. The SigMa scripting
language is designed to express any of the SIP header manipulation operations to be done by the
Avaya SBCE.

During testing it was observed that when BT NOAS initiates a call-hold, BT NOAS send a
reINVITE with the attribute “SendOnly” in the SDP. The CS1000E correctly responds with
2000K with the attribute “RecvOnly” in the SDP and RTP is only sent in one direction, in this
case from BT NOAS to the Avaya 11xx/12xx series SIP Phoneset. However, once call-hold is
initiated, RTCP is just sent in one direction from BT NOAS to the 11xx/12xx series SIP
Phoneset. Avaya 11xx/12xx series SIP phonesets do not send RTCP packets when BT NOAS
initiated call-hold using the Media attribute “SendOnly” in the SDP. BT NOAS expect to receive
RTCP from the 11xx/12xx series SIP Phonesets and have 25 second RTCP timers configured on
their SIP MGW. As they don’t receive any RTCP from the 11xx/12xx SIP Phoneset, after 25
secs, BT NOAS issue a BYE and the call is torn down.

A script was required to change the Media attribute from “SendOnly” to “SendRecv” in the SDP
for reINVITES when call hold is initiated by BT NOAS. With “SendRecv” in the SDP, the
11xx/12xx series SIP phonesets will send both RTP and RTCP packets when on-hold to the BT
NOAS SIP trunk thus resolving the call-hold problem.

To define the signalling manipulation to delete the first line of information from the History-Info
Headers, navigate to UC-Sec Control Center = Global Profiles = Signaling Manipulation
and click on Add Script and enter a title. A new blank SigMa Editor window will pop up.

//Replace SendOnly with SendRecv for BT NOAS
within session "ALL"
{
act on request where %DIRECTION="INBOUND" and %ENTRY POINT="PRE ROUTING"
{
%BODY [1] .regex replace ("a=sendonly", "a=sendrecv") ;
}
}

Once entered and saved, the script appears as shown in the following screenshot:
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Signaling Manipulation Editor AVAYA

Title [BTNOAS ]

//Replace SendCnly with SendRecv for BT NOAS
within session " s
{
act on request where $DIRECTION="INBOUND" and %ENTRY POINT="PRE_ROUTING"

$BODY[1] .regex replace("a=sendonly"”, "a=sendrecv");

H
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7.3. Define Network Information

Network information is required on the Avaya SBCE to allocate IP addresses and masks to the
interfaces. Note that only the Al and B1 interfaces are used, typically the Al interface is used for
the internal side and B1 is used for external. Each side of the Avaya SBCE can have only one
interface assigned.

To define the network information, navigate to Device Specific Settings = Network
Management in the UC-Sec Control Center menu on the left-hand side and click on Add IP.
Enter details in the blank box that appears at the end of the list
e Define the internal IP address with screening mask and assign to interface Al
e Select Save Changes to save the information
Click on Add IP
Define the external IP address with screening mask and assign to interface B1
Select Save Changes to save the information
Click on System Management in the main menu
Select Restart Application indicated by an icon in the status bar (not shown)

Network Management: GSSCP_03

ework [ieacec
GSSCP_03
Modifications or deletions of an IP address or its associated dats require an application restart before taking effect. Application restarts can be issued from System Management.
A1 Netmask [255.255.255.0 ] A2 Netmask [ ] B1 Netmask [255.255 255 240 B B2 Netmask ]
IP Address PublicIP Gateway Interface
[10.10.330 ] | [oie31 | A1 ¥ Delet=
[192.168.224.2 | [ | [192.168.2243 | [B1 ¥| Delete

Select the Interface Configuration tab and click on Toggle State to enable the interfaces.

Network Management: GSSCP_03

Network Configuration | Interface Configuration
- Administrative Status
Al Enabled Toggle
A2 Disabled Toggle
B1 Enabled Toggle
B2 Disabled Toggle
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7.4. Define Interfaces

When the IP addresses and masks are assigned to the interfaces, these are then configured as
signalling and media interfaces.

7.4.1. Signalling Interfaces

To define the signalling interfaces on the Avaya SBCE, navigate to Device Specific Settings 2>
Signaling Interface in the UC-Sec Control Center menu on the left-hand side. Details of
transport protocol and ports for the internal and external SIP signalling are entered here

Select Add Signaling Interface and enter details in the pop-up menu

In the Name field enter a descriptive name for the internal signalling interface
For Signaling IP, select an internal signalling interface IP address defined in Section 7.3
Select UDP and TCP port numbers, 5060 is used for the Session Manager

Select Add Signaling Interface and enter details in the pop-up menu

In the Name field enter a descriptive name for the external signalling interface
For Signaling IP, select an external signalling interface IP address defined in Section

7.3

Select UDP and TCP port numbers, 5060 is used for BT NOAS

Signaling Interface: GSSCP_03

GSSCP_03
Name Signaling IP TCP Port UDP Port TLS Port TLS Profile
Int_Sig 10.10.3.30 5060 5060 — None
Ext_Sig 192.168.224.2 5060 5060 — None
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7.4.2. Media Interfaces
To define the media interfaces on the Avaya SBCE, navigate to Device Specific Settings 2
Media Interface in the UC-Sec Control Center menu on the left-hand side. Details of the RTP
and SRTP port ranges for the internal and external media streams are entered here. The IP
addresses for media can be the same as those used for signalling.

e Select Add Media Interface and enter details in the pop-up menu
In the Name field enter a descriptive name for the internal media interface
For Media IP, select an internal media interface IP address defined in Section 7.3
Select RTP port ranges for the media path with the enterprise end-points
Select Add Media Interface and enter details in the pop-up menu
In the Name field enter a descriptive name for the external media interface
For Media IP, select an external media interface IP address defined in Section 7.3
Select RTP port ranges for the media path with BT NOAS SIP Trunk service

Media Interface: GSSCP_03

GSSCP_03

Modifying or deleting an existing media interface wil require an application restart before taking effect. Application restarts can be issued from System Management.

Name Media IP Port Range
Int_Media 10.10.3.30 35000 - 40000

Ext_Media 192.168.224.2 35000 - 40000 Edt Delete
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7.5. Server Flows

When a packet is received by UC-Sec, the content of the packet (IP addresses, URIs, etc.) is used
to determine which flow it matches. Once the flow is determined, the flow points to a policy
which contains several rules concerning processing, privileges, authentication, routing, etc. Once
routing is applied and the destination endpoint is determined, the policies for this destination
endpoint are applied. The context is maintained, so as to be applied to future packets in the same
flow. The following screen illustrates the flow through the Avaya SBCE to secure a SIP Trunk
call.

“Call Server” “Trunk Server”
lied 4
Appl Trunk Server to Policy GroUp

“Call Server to
SBC" Flow

“Call Server” .
\ ) Policy Group el

SBC" Flow

Policy Group Routing SBC” Flow

IP-PBX

)

Routing Policy Group SBC” Flow

Applied “Trunk Server” “Trunk Server to <}

SIP Trunk Service Provider

Avaya SBCE

This configuration ties all the previously entered information together so that calls can be routed
from Session Manager to BT NOAS SIP Trunk service and vice versa. The following screenshot
shows both flows.

| 1
Subscriber Flows |; Server Flows |

Hover over a row to see its desaription.
Server Configuration: Avaya_SM
Priority Flow Name URI Group Received Interface Signaling Interface End Point Policy Group Routing Profile
1 ‘ Csll_Server & Ext_Sig Int_Sig default-low BT NOAS View Clone Edit Delete

Server Configuration: BT NOAS

Priority Flow Name URI Group Received Interface Signaling Interface End Point Policy Group Routing Profile

i | Trunk_Server - Int_Sig Ext_Sig default-low Avaya_SM View Clone Edit Delete

To define an outgoing Server Flow, navigate to Device Specific Settings = End Point Flows.

e Click on the Server Flows tab

e Select Add Flow and enter details in the pop-up menu

¢ Inthe Name field enter a descriptive name for the outgoing server flow to the BT NOAS
SIP Trunk service

e Inthe Received Interface drop-down menu, select the internal SIP signalling interface
defined in Section 7.4.1

¢ Inthe Signalling Interface drop-down menu, select the external SIP signalling interface
defined in Section 7.4.1
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In the Media Interface drop-down menu, select the external media interface defined in

Section 7.4.2

In the Routing Profile drop-down menu, select the routing profile of Session Manager

defined in Section 7.2.3

In the Topology Hiding Profile drop-down menu, select the topology hiding profile of
the BT NOAS SIP Trunk service defined in Section 7.2.6 and click Finish

Flow: Trunk_Server X

Flow Name

Server Configuration

URI Group

Transport

Remote Subnst

Received Interface

Signaling Interface

Medis Interface

End Point Policy Group

Routing Profile

Topolegy Hiding Profile

File Transfer Profile

[Trunk_Server

BT NOAS

Int_Sig &
Ext_Sig &
BExt_Media ¥ |
defaultdow

Avaya_SM &

BT NOAS

None &

W |

The incoming Server Flows are defined as a reversal of the outgoing Server Flows

CMN; Reviewed:
SPOC 4/17/2014

Click on the Server Flows tab

Select Add Flow and enter details in the pop-up menu
In the Name field enter a descriptive name for the incoming server flow to Session

Manager

In the Received Interface drop-down menu, select the external SIP signalling interface

defined in Section 7.4.1

In the Signalling Interface drop-down menu, select the internal SIP signalling defined in

Section 7.4.1

In the Media Interface drop-down menu, select the internal media interface defined in

Section 7.4.2

In the Routing Profile drop-down menu, select the routing profile of the BT NOAS SIP
Trunk service defined in Section 7.2.3
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e Inthe Topology Hiding Profile drop-down menu, select the topology hiding profile of

Session Manager defined in Section 7.2.6 and click Finish

Flow: Call_Server X

Flow Name

Server Configuration

URI Group

Transport

Remocte Subnet

Received Interface

Signaling Interfacs

Medis Interface

End Point Policy Group

Routing Profile

Topolegy Hiding Profile

File Transfer Profile

Call_Server

| Avaya_SM »|

|Bxt_Sig ¥

Int_Sig »|

Int_Media |
| defaultdow
[BTNOAS |
' Avaya_SM

| None ¥ ‘

|
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8. BT NOAS Configuration

The configuration of the BT NOAS equipment used to support the BT NOAS SIP Trunk service
is outside of the scope of these Application Notes and will not be covered. To obtain further
information on BT equipment and system configuration please contact an authorized BT
representative.

9. Verification Steps

This section provides verification steps that may be performed in the field to verify that the
solution is configured properly.

9.1. Avaya Communication Server 1000E Verification

This section illustrates sample verifications that may be performed using the Avaya CS1000E
Element Manager GUI.

9.1.1. IP Network Maintenance and Reports Commands

From Element Manager, navigate to System = IP Network = Maintenance and Reports as
shown below. In the resultant screen on the right, click the Gen CMD button.

CS1000 Element Manager

Managing: 182.168.27.2 Usem
System » IP Net

Network » Node Maintenance and Reports

Node Maintenance and Reports

= Node ID: 200 Nede IP:10.10.9.21 Totsl elements: 1
Hostname ELAN IP Type ™

ing
cstkvis 192.168.27.2 r;‘; NOTN [ SYS 106G | [OMRPT) (Reset ] [[Stetus ] [ Virual Teminal )

The General Commands page is displayed. A variety of commands are available by selecting
an appropriate Group and Command from the drop-down menus, and selecting Run.

To check the status of the SIP Gateway to Session Manager in the sample configuration, select
Sip from the Group menu and SIPGwShow from the Command menu. Click Run. The example
output below shows that Session Manager (10.10.3.55, port 5060, TCP) has SIPNPM Status
“Active”.

CMN; Reviewed: Solution & Interoperability Test Lab Application Notes 61 of 73
SPOC 4/17/2014 ©2014 Avaya Inc. All Rights Reserved. BTNOASCS1K76SBC



Managing: 192.168.27.2 Usemame: admin
System » IP Network » Node Maintenance and Reports » General Commands

General Commands

Element IP : 192.168.27.2 _ Element Type : Signaling Server-Avaya CPPMv1

v/ I Command| SIPGWShow | I [sie

Numberofpings[3 |

Erpum Stecus TEccive | ~
Tony If sdaress Tt oe

Proxy port - 5080
Proxy Transport : TCP

Secondary Proxy IP address : 0.0.0.0
Secondary Proxy port - 5080
Secondary Proxy Transport : TCP
Primary DroxyZz IP address : 10.10.3.5%
[primary Proxyz port - 5060
Primary ProxyZ Transport : TCP
Active  Proxy : Primary :Register Not Supperted
Time To Next Registration : 0 Seccnds
Channels Busy / Idle / Total : 0 / 34 / 34
Stack version - 5.5.0.13
TLS Security Policy : Security Disabled v

™ |

The following screen shows a means to view registered SIP telephones. The screen shows the

output of the Command sigSetShowAll in Group SipLine.

Managing: 192.168.27.2 Usemame: 3dmin
System » IP Network » Node Maintenanos and Reports » General Commands

General Commands

Element IP: 192.168.27.2 Element Type : Signaling Server-Avaya CPPMv1

IP sddress[192.16827.2 | Number of pings[3__|
UserID AuthId N Clients Calls SetHandle Pos ID SIPL Type
——————————————— IPV4 Endpeints
€003 €003 100-00-03-03 1 0 0xSle82d0 SIP Lines
€002 €002 100-00-03-02 1 0 0x91c41s58 SIP Lines
Total User Registered = 2 V4 Registered = 2 Vé Registered = 0
< 3|

The following screen shows a means to view IP UNIStim telephones. The screen shows the

output of the Command isetShow in Group Iset.

Mansging: 192.168.27.2 Usemame: 3dmin
System » IP Network » Node Maintenance and Reports » General Commands

General Commands

Element IP: 192.168.27.2 _ Element Type : Signaling Server-Avaya CPPMv1

ICommsnd [isetshow

=
S

Renge0 |

IP adaress[192.168.27.2 | Number of pings[3___|

[set Informarion

\ IP Address NAT Model Name Type RegType State Up
im.m.s.zoo 1230 IP Deskphone 1230 Regular online 13
110.10.5.201 1140 IP Deskphone 1140 Regular online 13

|Total sets = 2

500 RUN
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9.2. Verify Avaya Communication Server 1000E Operational Status

Expand System on the left navigation panel and select Maintenance. Select LD 96 - D-Channel
from the Select by Overlay table and the D-Channel Diagnostics function from the Select by
Functionality table as shown below.

+ Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
- Engineered Values
+Emergency Services
+ Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
- Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
- Reports
- Views
- Lists
- Properties
- Migration

AVAyA CS1000 Element Manager
- UCM Network Services = .168.1.6 Username: admin
—Home em » Maintenance
- Links
- Virtual Terminals Maintenance
- System
+Alarms
- Maintenance

@ Select by Overlay

=Select by Overlay>
LD 30 - Network and Signaling

LD 34 - Tone and Digit Switch
LD 36 -Trunk

LD 37 -Input/Output

LD 38 - Conference Circuit

LD 46 - Multifrequency Sender
LD 48 -Link
LD 54 - Kultifrequency Signaling

5 - Digital Trunk
LD 80 - Call Trace

LD 117 - Ethernet and Alarm Management
LD 135 - Core Common Equipment

LD 137 - Core Input/Cutput

LD 143 - Centralized Software Upgrade

LD 32 - Network and Peripheral Equipment

LD 39 -Intergroup Switch and System Clock
LD 45 - Background Signaling and Switching

- Digital Trunk Interface and Primary Rate Interface

LD 96 - D-Channel

© Select by Functionality

<Select Group>
D-Channel Diagnostics
MSDL Diagnostics
 TMDI Diagnostics

Select Status for D-Channel (STAT DCH) command and click Submit to verify status of

virtual D-Channel as shown below. Verify the status of the following fields.
Verify status is OPER
Verify status is EST ACTV

e APPL_STATUS
e LINK_STATUS

AVAYA

C81000 Element Manager

- UCM Network Services
- Home
- Links
- Virtual Terminals
- System
+Alarms
- Maintenance
+Core Equipment
- Peripheral Equipment
+IP Network
+Interfaces
-Engineered Values
+Emergency Services
+Software
- Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Electronic Switched Network
-Flexible Code Restriction
- Incoming Digit Translation
- Phones
-Templates
-Reports
- Views
-Lists
- Properties

Ianaging: 192.168.1.6 Username: admin
S Maintenance » D-Channel Diagnostics

D-Channel Diagnostics

Diagnostic Commands
Status for D-Channel (STAT DCH;)

|D|sable Automatic Recovery (DIS AUTO)

|Enahle Automatic Recovery (ENL AUTO}

[Testinterrupt Generation (TEST 100)
|Estabhsn D-Channel (EST DCH}

Ll b e e s

Command Parameters

7 ALL
I~ FDL

€ 001 SIP_DCHJOPER EST ACTV | AUTO

| _[DCHIDES __APPL_STATUS|LINK_STATUS|AUTO_RECVIPDCH|BDCH

Submit

Submit

Submit
Submit
Submit

DCH

d executed successfully.
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9.3. Verify Avaya Aura® Session Manager Operational Status

9.3.1. Verify Avaya Aura® Session Manager is Operational

Navigate to Elements - Session Manager - Dashboard (not shown) to verify the overall
system status for Session Manager. Specifically, verify the status of the following fields as
shown below.

e Tests Pass v

* Security Module
* Service State

Up

Accept New Service

'l Home fElements [ Session Manager- Session Manager
f)| Home /Elements / Session Manager- Session Manager

Session Manager

Dashboard Help ?
Session Manager Session Manager Dashboard
Administration This page provides the overall status and health summary of each administered Session Manager.
C ication Profil. .
et M Session Manager Instances
Editor
Network Configuration Service State ~ | Shutdown System ~ As of 11:56 AM
Device and Location
Configuration 1Item Refresh Show [ALL ¥ Filter: Enable
Application | Session | Tests | Security 2 Entity Active Call : 3 | 3
: T Manager uelipflanshile s Module SriEiEnn Monitoring Count Registrations | Version
Configuration GeRsion ; =
295100 n/0/3 ccept New 3 -
System Status a Manager G B |V Up Service 0/3 i 0 6.1.0.0.610023

System Tools Select : All, None

Navigate to Elements = Session Manager = System Status = Security Module Status (not
shown) to view more detailed status information on the status of Security Module for the specific
Session Manager. Verify the Status column displays Up as shown below.

Reset | Synchronize I Certificate Management ~ | Connection Status |
11tem Refresh ShowlALL VI Filter: Enable
. Session 3 Default = Entity Links Certificate
Details Wanager Type Status Connections IP Address = VLAN Ealhay NIC Bonding (eiectealf actuah) Used

(¢ Show f;na';z M Up 5 10.10.3.55/24 - 10.10.3.1 Disabled 33 SIP CA

Select : None
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9.3.2. Verify SIP Entity Link Status

Navigate to Elements - Session Manager = System Status - SIP Entity Monitoring (not
shown) to view more detailed status information for one of the SIP Entity Links. Select the SIP
Entity for CS1000E from the All Monitored SIP Entities table (not shown) to open the SIP
Entity, Entity Link Connection Status page. In the All Entity Links to SIP Entity: CS1K
table, verify the Conn. Status for the link is Up as shown below.

SIP Entity, Entity Link Connection Status

This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.
All Entity Links to SIP Entity: CS1K

Summary View

1Item Refresh Filter: Enable

Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status

Show Session Manager 10.10.3.6 5060 TCP Up 200 OK Up

Verify the status of the SIP link is up between the Session Manager and the Avaya SBCE by
going through the same process as outlined above but selecting the SIP Entity for the Avaya
SBCE in the All Monitored SIP Entities: table.

SIP Entity, Entity Link Connection Status
This page displays detailed connection status for all entity links from all Session Manager instances to a single SIP entity.
All Entity Links to SIP Entity: Sipera
Summary View
1Item Refresh Filter: Enable
Details Session Manager Name SIP Entity Resolved IP Port Proto. Conn. Status Reason Code Link Status
Show Session Manager 10.10.3.30 5060 TCP Up 200 OK Up
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9.3.3. Verify Avaya Aura® Session Manager Instance

The creation of a Session Manager Instance provides the linkage between System Manager and
Session Manager. This was most likely done as part of the initial Session Manager installation.
To add a Session Manager, navigate to Elements = Session Manager => Session Manager
Administration in the left-hand navigation pane and click on the new button in the right pane
(not shown). If the Session Manager instance already exists, click View (not shown) to view the
configuration. Enter/verify the data as described below and shown in the following screen:

In the General section, enter the following values:

e SIP Entity Name: Select the SIP Entity created for Session
Manager
e Description: Add a brief description (optional)

e Management Access Point Host Name/IP: Enter the IP address of the Session Manager
management interface

The following screen shows the Session Manager values used for the compliance test.

Help ?
View Session Manager
General | Security Module | NIC Bonding | Monitoring | CDR | Personal Profile Manager (PPM) - Connection Settings | Event Server
Expand All | Collapse All
General ®
SIP Entity Name Session Manager
Description Session Manager
Management Access Point Host Name/IP 10.10.3.54
Direct Routing to Endpoints Enable
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In the Security Module section, enter the following values:

e SIP Entity IP Address:

e Network Mask:

e Default Gateway:

Should be filled in automatically based on the SIP Entity

Name. Otherwise, enter IP address of Session Manager
signaling interface
Enter the network mask corresponding to the IP address of
Session Manager
Enter the IP address of the default gateway for Session

Manager

Use default values for the remaining fields. Click Save (not shown) to add this Session Manager.
The following screen shows the remaining Session Manager values used for the compliance test.

¥p}

(D

O
4

SIP Entity IP Address

Network Mask 2

Default Gateway
Call Control PHB
QOS Priority
Speed & Duplex
VLAN ID

Auto
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10. Conclusion

These Application Notes describe the configuration necessary to connect Avaya Aura®
Communication Server R7.6, Avaya Aura® Session Manager R6.3 and Avaya Session Border
Controller for Enterprise to BT NOAS SIP Trunk service. BT NOAS SIP Trunk service is a SIP-
based Voice over IP solution providing businesses a flexible, cost-saving alternative to
traditional hardwired telephony trunks. The service was successfully tested with a number of
observations listed in Section 2.2.
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Appendix A — Communication Server 1000 Software
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