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Legal
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Notice

While reasonable efforts have been made to ensure that the information in this document is
complete and accurate at the time of printing, Avaya assumes no liability for any errors. Avaya
reserves the right to make changes and corrections to the information in this document without the
obligation to notify any person or organization of such changes.

Documentation disclaimer

"Documentation” means information published by Avaya in varying mediums which may include
product information, operating instructions and performance specifications that Avaya may generally
make available to users of its products and Hosted Services. Documentation does not include
marketing materials. Avaya shall not be responsible for any modifications, additions, or deletions to
the original published version of documentation unless such modifications, additions, or deletions
were performed by Avaya. End User agrees to indemnify and hold harmless Avaya, Avaya's agents,
servants and employees against all claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to this documentation, to the
extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this
site or documentation provided by Avaya. Avaya is not responsible for the accuracy of any
information, statement or content provided on these sites and does not necessarily endorse the
products, services, or information described or offered within them. Avaya does not guarantee that
these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement
to establish the terms of the limited warranty. In addition, Avaya’s standard warranty language, as
well as information regarding support for this product while under warranty is available to Avaya
customers and other parties through the Avaya Support website: http://support.avaya.com or such
successor site as designated by Avaya. Please note that if you acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and Canada, the warranty is
provided to you by said Avaya Channel Partner and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE,
HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR SUCH SUCCESSOR SITE AS DESIGNATED
BY AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH AVAYA
OR AN AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO BY AVAYA IN
WRITING, AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA CHANNEL
PARTNER; AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND
ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY INSTALLING,
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DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU,
ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS "YOU" AND "END USER"), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE ("AVAYA").

Avaya grants you a license within the scope of the license types described below, with the exception
of Heritage Nortel Software, for which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the applicable license will be a Designated
System License. The applicable number of licenses and units of capacity for which the license is
granted will be one (1), unless a different number of licenses or units of capacity is specified in the
documentation or other materials available to you. "Software" means Avaya’s computer programs in
object code, provided by Avaya or an Avaya Channel Partner, whether as stand-alone products, pre-
installed , or remotely accessed on hardware products, and any upgrades, updates, bug fixes, or
modified versions thereto. "Designated Processor" means a single stand-alone computing device.
"Server" means a Designated Processor that hosts a software application to be accessed by
multiple users. "Instance" means a single copy of the Software executing at a particular time: (i) on
one physical machine; or (ii) on one deployed software virtual machine ("VM") or similar deployment.

Licence types

Designated System(s) License (DS). End User may install and use each copy or an Instance of the
Software only on a number of Designated Processors up to the number indicated in the order. Avaya
may require the Designated Processor(s) to be identified in the order by type, serial number, feature
key, Instance, location or other specific designation, or to be provided by End User to Avaya through
electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on multiple Designated
Processors or one or more Servers, so long as only the licensed number of Units are accessing and
using the Software at any given time. A "Unit" means the unit on which Avaya, at its sole discretion,
bases the pricing of its licenses and can be, without limitation, an agent, port or user, an e-mail or
voice mail account in the name of a person or corporate function (e.g., webmaster or helpdesk), or a
directory entry in the administrative database utilized by the Software that permits one user to
interface with the Software. Units may be linked to a specific, identified Server or an Instance of the
Software.

Database License (DL). End User may install and use each copy or an Instance of the Software on
one Server or on multiple Servers provided that each of the Servers on which the Software is
installed communicates with no more than an Instance of the same database.

CPU License (CP). End User may install and use each copy or Instance of the Software on a
number of Servers up to the number indicated in the order provided that the performance capacity of
the Server(s) does not exceed the performance capacity specified for the Software. End User may
not re-install or operate the Software on Server(s) with a larger performance capacity without
Avaya’s prior consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use the Software on a single Designated
Processor or Server per authorized Named User (defined below); or (ii) install and use the Software
on a Server so long as only authorized Named Users access and use the Software. "Named User",
means a user or device that has been expressly authorized by Avaya to access and use the
Software. At Avaya’s sole discretion, a "Named User" may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an e-mail or voice mail account in the name
of a person or corporate function, or a directory entry in the administrative database utilized by the
Software that permits one user to interface with the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance with the terms and
conditions of the applicable license agreements, such as "shrinkwrap" or "clickthrough” license
accompanying or applicable to the Software ("Shrinkwrap License").
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Heritage Nortel Software

"Heritage Nortel Software" means the software that was acquired by Avaya as part of its purchase of
the Nortel Enterprise Solutions Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list of Heritage Nortel Products
located at http://support.avaya.com/Licenselnfo/ under the link "Heritage Nortel Products", or such
successor site as designated by Avaya. For Heritage Nortel Software, Avaya grants Customer a
license to use Heritage Nortel Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified in the Documentation, and
solely as embedded in, for execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya equipment. Charges for
Heritage Nortel Software may be based on extent of activation or use authorized as specified in an
order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the
Documentation, Software, Hosted Service, or hardware provided by Avaya. All content on this site,
the documentation, Hosted Service, and the Product provided by Avaya including the selection,
arrangement and design of the content is owned either by Avaya or its licensors and is protected by
copyright and other intellectual property laws including the sui generis rights relating to the
protection of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part, including any code and software unless
expressly authorized by Avaya. Unauthorized reproduction, transmission, dissemination, storage,
and or use without the express written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Third Party Components

"Third Party Components" mean certain software programs or portions thereof included in the
Software or Hosted Service may contain software (including open source software) distributed under
third party agreements ("Third Party Components"), which contain terms regarding the rights to use
certain portions of the Software ("Third Party Terms"). As required, information regarding distributed
Linux OS source code (for those Products that have distributed Linux OS source code) and
identifying the copyright holders of the Third Party Components and the Third Party Terms that apply
is available in the Documentation or on Avaya’s website at: http://support.avaya.com/Copyright or
such successor site as designated by Avaya. You agree to the Third Party Terms for any such Third
Party Components

Note to Service Provider

The Product or Hosted Service may use Third Party Components subject to Third Party Terms that
do not allow hosting and require a Service Provider to be independently licensed for such purpose. It
is your responsibility to obtain such licensing.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party
(for example, a person who is not a corporate employee, agent, subcontractor, or is not working on
your company's behalf). Be aware that there can be a risk of Toll Fraud associated with your system
and that, if Toll Fraud occurs, it can result in substantial additional charges for your
telecommunications services.
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Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud and you need technical assistance or
support, call Technical Service Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the
United States and Canada. For additional support telephone numbers, see the Avaya Support
website: http://support.avaya.com or such successor site as designated by Avaya. Suspected
security vulnerabilities with Avaya products should be reported to Avaya by sending mail to:
securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks ("Marks") displayed in this site, the Documentation,
Hosted Service(s), and Product(s) provided by Avaya are the registered or unregistered Marks of
Avaya, its affiliates, or other third parties. Users are not permitted to use such Marks without prior
written consent from Avaya or such third party which may own the Mark. Nothing contained in this
site, the Documentation, Hosted Service(s) and Product(s) should be construed as granting, by
implication, estoppel, or otherwise, any license or right in and to the Marks without the express
written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners. Linux® is the registered
trademark of Linus Torvalds in the U.S. and other countries.

Downloading Documentation

For the most current versions of Documentation, see the Avaya Support website:
http://support.avaya.com, or such successor site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for Product or Hosted Service notices and
articles, or to report a problem with your Avaya Product or Hosted Service. For a list of support
telephone numbers and contact addresses, go to the Avaya Support website:
http://support.avaya.com (or such successor site as designated by Avaya), scroll to the bottom of the
page, and select Contact Avaya Support.

Copyright Statement

The material in this Technical Training Guide has been prepared by ITEL. The copyright in the
material belongs to ITEL and no part of the material may be reproduced in any form without the prior
written permission of a duly authorized representative of ITEL. There are serious legal implications
for anyone seeking to reproduce the material or any part of it without ITEL’s permission.
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Flowchart

Install and Configure Avaya
Contact Recorder

Yes =

Do you require
Automatic Call
Recording?

Configure IP Office Contact
Center Automatic Call recording

No

Yes

Configure Voicemail Pro disabling

Do you want to
disable Advice on
Call Recording?

Configure IP Office Contact
Center Manual Call Recording

No

AOCR and adjusting the Maximum
Record time

Configure Voicemail Pro adjusting
the Maximum Record time

Access the Contact Recorder to
play call recordings

IP Office Contact Center Contact Recorder Configuration

10 2014 9




IP Office Contact Center Contact Recorder Configuration

IP Office Contact Center Contact Recorder Configuration

Overview

IP Office has the ability of recording calls to a Voicemail box, when using Preferred
Edition or IP Office Server Edition and Voicemail Pro. To further enhance this, Contact
Recorder for IP Office can be used as a centralized call recording facility, which stores
all recordings in a separate archive.

Contact Recorder uses a database that stores the call details associated with each
recording stored. Call recordings are then accessed using a web browser interface,
where recordings can be searched, displayed and the archived recording played.

Voicemail Pro is still used to record the actual calls, and once the recording is complete,
it then passes the recording and associated details to the Contact Recorder Server.

By default, Contact Recorder is installed on the Application Server but not started, as a
separate drive or partition is required and cannot be shared with Voicemail Pro.

The following guide will demonstrate how to install and configure Contact Recorder on a
Application Server (Linux). Also how to configure the IP Office Contact Center (IP Office
Contact Center) to use Call Recorder, including the recording of calls automatically that
relate to a Topic, and to record calls manually using the IP Office Contact Center User
Interface.
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Configuring the Avaya Contact Recorder

1. Using a Web browser interface, access the server using port: 7070, which will
display the IP Office Web Manager Login screen. Login using User Name
Administrator and Password Administrator.

Avaya |P Office Web Manager

Linux release 6.3 (Final)

User Name I Administrator

Password I .0.000.0.0.0.'

© 2013 Avaya Inc. All Rights Reserved.

2. From within the Web Manager interface, select Platform.

Systems
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3. Contact Recorder can be seen in the list of Services. Check the tick box, which
will ensure that the service automatically starts after a reboot. Then click on the
Start button.

Launch in new tab

System Updates AppCenter

Services

| Select which services will be configured to start automatically. \
Mem/CPL usage I
@ Contact Recorder stopped I

9.0.0.0 build 6 0K /0% ks

E Management Services UpTime Mem/CPL usage

@ oo bu% 829 21:43 140672K / 0% k< aah

= Voicemail UpTime Mem/CPU usage

© 000 buis o 21:43 19672K / 0% b soo | |

= one-X Portal UpTime Mem/CPU usage

O 0 1523 21:44 888912K / 1% Stop
Bt o At = AN e 0t B R e T Y

4. The Contact Recorder service will now start, and can be configured.

System Updates Settings AppCenter

Services
| Select which services will be configured to start automatically.

F Contact Recorder Iz Mem/CPU usage
. 9.0.0.0 build 6 07:36 105664K / 0% k<

o Management Services UnTime Mem/CPU usage

) et LLLQUIIEE o .‘._#__‘w..%&.‘l}..‘,‘_‘h PQJW,&MA

5. Using a Web Browser interface, browse to the IP address of the Server using
port 9888, e.g. http://ipaddressofserver:9888. This will present the Login screen.
Login with the default Username: Administrator and Password: Administrator,
then click OK.
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(P Frefox ¥ |
| { i Avaya Contact Recorder
€ |@ 1021684229888 servict/acr

AVAYA

Contact
Recorder

@ Login
Username : | Administrator
Password :

6. You will now be prompted to change the default Password. Enter Administrator
in the Old Password field and enter the new password in the New Password
and Verify New Password fields, then click OK.

LA R B Y T R P LR LR

Contact ~ el ‘
Recorder Y 4

a Change Password

Oid Password

New Password

Verify New Password m

o] [reser
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1. Once logged in to the Contact Recorder interface, click on the General Setup
tab.

& @ 192168.42.2:0888 /servlet/acr c - Google A B- % #
AVAYA  Contact Recorder
3]

g2 7 "
Recorder Status Alarms General Setup
Server o ﬁ

@, Recorder Status : Server Serial = 830001, at 02/05/14 10:47:15

A REFRESH |Help Change Password Logout About

Avaya Contact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a licence on your

IP Office system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than
processed.

The table below shows the current state of this recorder. Click the refresh button to update the table.

Total media files recorded to date o
Total media files recorded today (or since restart if today) ]
Date of oldest cal held on dizk Not Applicable

Installed Version acripo-12.0-1guncontrolled

2. You can see that the Call storage path has not been defined. Choose the edit
button.

R REFRESH |Help Change Password Logout About

|IAVAYA Contact Recorder

5 s bl b | BE o=
Recorder Status Operations Alarms General Setup Systemn Replay
Recorder
@, General Setup :Recorder Serial # 890001, at 02/05/14 10:50:1

Avaya Contact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a licence on your IP Office
system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than processed.

These sattings determine how and where this recorder stores your recordings and the details about them. Any shown in red are invalid and must be changed.
Recorder Number 1 Edit

Handover Folder Joptivympro/VRL

Edit
Call storage path e — | \ Edit

j&s to retain F\\f:‘pﬂg‘p\?ﬂrﬁt& 0= 635 long as possible) . 0 - ' . -~ ) ‘f - 4 . Edi‘}

3. Enter the Call storage path (the default path created when installing Contact
Recorder is /CSIPORec).

Note: If Contact Recorder is installed and enabled on the same server as Voicemail
Pro, it must be configured to use a separate hard disk from Voicemail Pro. In such
occasions the Call storage path requires setting to the additional drive. Contact
Recorder must not be installed on a shared drive with Voicemail Pro.

4. Next click on the Enter button.
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'@ Avaya Contact Recorder - Mozilla Firefox E=gE=)
- e —

""I @ 192.168.42.2:9888/servlet/acr?cmd=cs&teditmode=setting&editmode=edit& 7 7 F

i

Avaya Contact Recorder will run for 90 days from the date
you make your first recording. Thereafter you will have to
acquire and install a licence on your IP Office system. Until
you do so, you will be able to review recordings already
made but any new recordings made will be deleted rather
than processed.

Call storage path  /csIPORed|

Enter the path under which recordings will be stored. This should be a
dedicated partition to allow automated deletion of old calls. Do NOT change
this after you have started recording unless you move all existing contents to
the new path. You must RESTART the recorder for this setting to take effect.

[ ciose Window | [ Enter | d

A
Nos

5. The new Call storage path is now seen.

* REFRESH | Help Change Pas

| AVAYA  Contact Recorder

Recorder Status Operations Alarms

General Setup

Recorder

& General Setup :Recorder Serial = 890Q

Avaya Contact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a licg
system. Until you do so, you will be able to review recordings already made but any new recordings made will be deleted rather than procé

These settings determine how and where this recorder stores your recordings and the details about them. Any shown in red are invalid and must be ch
Recorder Number 1
Handover Folder lopt/vmpro/VRL

6. Next click on the System tab.

AVAYA  Contact Recorder
o 7 T

| Recorder Status | Operations Alarms ’ General Setup

| Recorder |

@ General Setup : Recorder

Avaya Contact Recorder will run for 90 days from the date you make vour first recording. Thereafter you will have to
system. Until you do so, you will be able to review recordings already made but any new recordings made will be d
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7. You will be presented with the Manage Users screen, where it is possible to
create Users with administrative rights, or who will have the ability of searching
for and playing recordings, etc. Click Add User.

|AVAVA Contact Recorder  REFRESH | Helpi‘

s ki i ]
Operations Alarms General Setup System

Email Server Audit Trail

Recorder Status

@ System :Manage Users

Avaya Contact Recorder will run for 90 days from the date you make your first recording. Thereafter you will have to acquire and install a licence on your;
will be able to review recordings already made but any new recordings made will be deleted rather than processed. 3
The settings below determine how users can access this recorder.
Allow local user accounts? Yes
Allow unencrypted (http) access? Yes i
Session Inactivity Timeout (minutes) 15
Minimum password length 8 j

Select Usemame Roles Com| Search and Replay Rights
[[] Administrator  System Admin May play recordings owned by: 00-99, 000-959, D000-9999, 00000-89999, 000000-399999, 0000000-9999959, 00000000-99999999, I}Duuuuuug
Delete selected user(s) I_Add User i

s s sl A At s 0 AP Ak AR it itbinh AN s i A sl

8. A new dialogue box will be presented. Add the User settings as follows:

Username: the Login name for the new User

Password: Enter a password for the User to Login.

Comment. This is optional only, and not a requirement.

Roles: Select either System Admin or Restricted Admin. You can also

select to give the User the ability to export recordings as files.

e. For the section on which extensions the recorded calls can be replayed
from, these can either be added in the form of a range, e.g. 2000-2500, or
individually being separated by a comma, e.g. 2000,2001,2002.

oo

9. Click Enter when all the settings are completed.

4 hl
@ Avaya Contact Recorder - Mozilla Firefox E@ﬂ

‘ & 192.168.42.2:9888/servlet/acr?cmd= users&token=47739&editmode=new&ispop i

Avaya Contact Recorder will run for 90 days from the date you
make your first recording. Thereafter you will have to acquire
and install a licence on your IP Office system. Until you do so,
you will be able to review recordings already made but any
new recordings made will be deleted rather than processed.

Username Supervisor

Password Ty

You must set 3 temporary password for a new account and
may set one for an existing account. The user will be forced to
change it when they log in.

Comment sor access to all 3 and 4 digit extension recordings
{optional)
Roles [7] System Admin. [] Restricted Admin

May export recordings as files

Is alowed to 100-599,1000-9999

replay calls

owned by
Use commas to separate station numbers and dashes to /
indicate ranges e.g. 1000,1030-1049,2001

Close Window | | Enter and Stay Open | Enter
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10.The New User is now added to the list. Click Logout to exit the application.

[T e comtact ecorder L .. |

\ (' | & 192.168.42.2:9888/ servlet/acr?cmd= users&editmode=viewBpool= &token=47739

AVAYA  Contact Recorder
— -

Alarms

rvel

B - coogle Al EBE- ¥ @

" REFRESH |I|e|p Change Password Logout About

T

1]

Recorder Status Operations | General Setup

T SesShA st TSR ™0 7 M AT T W i
Minimum password length

8 Edit

Administrator System Admin.

recordings as fies digit extension recordings

Delete selected user(s) || Add User
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Configuring IP Office Contact Center with Contact Recorder

Now that the Contact Recorder has been configured, a process can be created in IP
Office Contact Center to enable the Call recording.

Automatic Call Recording

1. Launch the IP Office Contact Center User Interface and log in with a User
account that has access to configuration.

AVAYA

IP Office Contact Center

Usernare  seott - Login

Exit

Telephone Extension 2004 -

2. Now click on the Topic tab within the Configuration screen.

A |P Office Contact Center
File Goto Help

Systemn  Service Windows Help

Agent Portal  [RSERlEMeily

<ol

Wi

Er' Brezk Time code M3EPBX | FECHAP server | ZHVEA | €@ Courtry

fﬁﬁgentgmup ].ﬂﬁgent ] £ Profile ]@T&am ]-Cu

Mame Tel Eqmail  Chat Mumber )
Topic X T-"ﬂ-[l"l

CZ rm—' o “-‘-w “im

f
J/
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3. Select and double click on a Topic to be used or select and click Edit.

Configuration System Service Windows Help

-

Wi <Al

P, Break Time code I SEPBX I FECHAP server I %VE}\ I *Countr)' I (df Queue device I =) Telephone I ﬁTelephone group I Wi Chat server % Chat script I
@D @Topic |[ﬁﬁgeﬂt group I .ﬂﬁgeﬂt I Q Profile I @Team I [E3] Customer I ' Bxtemal destination I Q‘Norkplace I 49 Announcement I @Aﬂnouﬂcement script I @IVF{

Emal  Chat Number Active  PBX E-mail address I Edit... I
—P

: X
Topic2 X 2 A X PEXServer E

e L i P S PR Ry o W mfﬂﬁ?’fil‘

e

4. Choose the Variable button.

& [Topic] Topicl - Edit - -

o | € oo |
MName: 0 block period. .. Cancel
Takpes (o]
Telephory j

[7] E-mail
[] Chat

5. Choose the Add button.

({3 Defined Variables -
Object Tag Walue
Add...
L [ EEEE————
Change...
|
T A i, - pasmamtenmd. . in-cud® \inmi,

6. Click on the browser button E] next to the Tag field.

-
@ Variable - Create - u

Object: [Topic] Topicl ok

&
Data ° "/-;'
F ezolution

W ale
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7. This will present the Select Tag dialogue box, showing the list of Tags available.

Scroll down to find the VMProRec Tag, click to select this and then click on the

OK button.

-

{0 Select Tag

=X

M arne

OD_PERS_Mote
QDSI_MoZndR...
ghillFactaor
Supervizar_lnf...
Topichd andlert...
k_ScanRes...
k_ScanRes...
U _ScanRes...
k_ScanRes...
k_ScanRes...
k_ScanRes...
k_ScanRes...
M_ScanRes...
UM _ScanRes...
Ik ScanRes...
YiProfes |

VniceFiIeNar@

Type
Izer
Izer
|ger
|zer
Izer
Izer
Izer
zer
|lzer
Izer
Izer
|ger
|zer
Izer
|zer

Izer

Data... Resal.

String
MHumber  [nteger
MHumber  [nteger
String
String
String
String
String
String
String
String
String
String
String
String

Humber  Integer
String

-~

/

m

Ok

Cancel

Coluninz

L

Now in the Value field, enter 1. This relates to using the Voice Recording Library,
where the call recording will be sent. The options available for the Value field are:

“1” Recording uses Voice Recording Library (VRL)

“2” Recording uses Voice Recording Library Authenticated (VRLA)

“0” No automatic recording
“XXXX” any other valid IP Office mailbox number

Another option is to enter a specific Extension number, which will then pass call
recordings to the mailbox for that extension.

Once value has been selected, click on the OK button. Then click OK on the

Defined Variables screen, and also for the Topic to close them.

IP Office Contact Center Contact Recorder Configuration
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{0 Variable - Create ﬁ

Object: [Topic] TopicT

Tag Wi FProF e
Data M urnber
R ezalution |nteger

Walue 1

b

Any Calls that are now sent to the Topic will automatically be recorded.
Manual Call Recording Using the IP Office Contact Center User Interface

Calls can also be recorded manually by an Agent, instead of being set to record all calls
to a Topic. Agents also have the option to pause the recording.

1. From the Go to menu select 8 Configuration.

A P Office Contact Center

File Goto rigme Help

Add 1 Home

2 Telephony

2 Realtitme information

4 Repotting
S Agert Status Reports
E Contact Detail Reports

7 Errar List

8 Configuration 00000

9 Ul config srad 0

10 Task Flow Editor npleted: o 3
11 IVR-Editor »
12 Dialer L .

- ) o istory (Period: today)

13 E-Mail configuration

14 Texthlock admin g | Address

15 Address book admin

lﬂ'ﬂ-‘ gl "““‘—-—t#“‘;
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2. Click Configuration followed by External destination.

A P Office Contact Center

File Goto Help

Agent Portal Configuration  Systemn  Service Windows Help

o
ﬁ View: <l ;
B Break Time code l FEPBX l FECHAP server ] FEVEA ] *Cou 4 Queue device ] = Telephone $

T

J GE) ]%Topic ] [ﬁf-‘«gent group ] ﬂr"\gent ] 41 Profile ] @Team ] [EZ] Customer | %" Extemnal destination 1%‘.“4‘0

e, assndll e st iaton ., g A AP A, Y S L R A-‘A.f.""“-"-l"-‘__“"-_""' "“";

3. Click the Create button

Scott (-) =

™,
s
£

';’

-

‘.

f_;l '*Country l (& Queue device Telephone ] ETelephone group l %Chat SEerver %Chat script ]
:ézam ]Customer ' External destination | & Workplace I 44 Announcemert ]@Announcemerrt script ]g“}IVH ]
%

‘k Type Number./e-mail
4

T PO I S L L Y L N ST NPT L e POy

4. A new dialogue box will appear to create an External Destination.

5. Enter the same name used in the Call Record Tag, for example VMProRec,
differentiating the tag name with VRL. For example, VMProRecVRL. Then add
1 in the Number field.

6. Click on the OK button.

The Number references are as follows:

“1” Recording uses Voice Recording Library (VRL)
“2” Recording uses Voice Recording Library Authenticated (VRLA)
“0” recording goes directly to the default mailbox of the agent
“XXXX” any other valid IP Office mailbox number

An option can also be created to record a specific Extension number, which will then
pass call recordings to the mailbox for that extension.
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[ ' External Destination - Creats ﬁ1
M ame: WhProRecWRL 0k
T azk type: [ﬁ* Telephorny v] ﬁncel
7/
Murnber 1 VY ariables. .

Delay time if dest, bugy,  0:05 [mrn:z2]

L A

7. Next click on the Go to command and select Ul config from the drop down
menu.

A |FP Office Contact Center

File Goto rlelp

1 Home
2 Telephony
3 Realtime infarmation
4 Reporting
5 Agert Status Reports ] SELPEX ] el
& Contact Detail Reports Iﬁ.ﬁgent group l .ﬂ
& Errar List
8 Configuration

| 9 Ul config
10 Task Flows Editar

LLERESS g, L s

Age

e

- T

8. Then select either a Profile or a Single Agent, and double click to open.

A P Office Contact Center

File Goto Help

Agent Portal

Ul configuration

Profile &

Agent Default
Supervisor Default

A IP Office Contact Center
Eile Goto Help

Agent Portal .
deie il Ul configuration

ﬁ Wl System fgent &
= Profile Administrator
’ i
|BUIJ I
Dave -+
Hank T
e ST IS SR SRS S Y
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9. On the Ul configuration screen, uncheck the Default tick box.

Ul configuration for profile "Agent Default”

Contact bar I " " " "

FDDefauIt

Available elerments:
I - -~
u J

Answer

Selected elerments:

Emergency

m

Em

10. Scroll down the list of Available elements and select Recording, then click on

the Add button.

UI configuration for profile "Agent Default”

Contact bar I " " " "
~[ | Default
Available elements: Selected elerments:
- -
Wrap Up
Closure Yp
( 1 Extend Wrap
| R
Fax . Remove Up
A,
. Down
: End Wrap Up
Recording
- J code -
[
Call recording an: A
{element: recording) .
[] show only authaorized topics (element: Call}

| ([ Ganeel ]
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11.Then click on the middle button next to the Call recording on field, which will
present the available External destinations.

AT Fea . Pt TO e e e ~d Tt T T T e T e R

i et T e e = et P o
Fax J code
[ TN =
W 3
S
Separator - Recording -

Call recording on:
{element: recording)

[] show only authorized topics {element: Call)

[ QK ” Cancel ]

12.From the next dialogue box select the VMProRecVRL external destination
created earlier. Then click the OK button.

Choose external destination

Telephony

External destination & mMurnber/e-rmail

SalesMailbox 82001
[vMProRecvRL 1

Cancel

13.The External destination will now be added to the Call recording on field. Click
on the OK button to continue.
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— e T e T T T T e T e gt e T S e, =t e -
SilentMon. Hang up
PN
) (1)
I8 S e
Call recording on: [External destination] YMPr 7
{element; recording)
[] show only authorized topics (element: Call} .\\

L QK ][ Cancel I

14.When anyone matching the Profile or a specific Agent logs in to the IP Office
Contact Center User Interface, they will now see the Recording button on their
Contact Bar, providing the ability to manually turn on Call Recording during an
active call.

A P office Contact Center

File Goto Telephony Help 1:17/ 0:12 / v X 9+ Agent1(2800)

Agent Portal

15.The User can activate Call recording by clicking on the button to commence
recording (button then shown with a green outline), and to pause or cancel the
recording by clicking on the button again.

A 1P Office Contact Center

18:59 / 0:12 | = Agent1 (2800)

J 00:00:05
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16.Users can also pause the recording via the IP Office Contact Center User
Interface. The Recording pause button can be added to the agent’s Contact
bar.

Ul configuration for agent "Agent1”

Contact bar | I I I I l
[ | Default
Available elerments: Selected elermnents:
-~ Ead
DTMF Separator
@ Add ]
SilentMarn, Recarding
)1) i1}
:
Toggle = Recording
pause
Separator ) Consult, w
Call recarding on: [External destination] YMPr

(element: recording}

[] show aonly autharized topics {element: Call}

[ ok ][ cancel |

17.When the User clicks the record button, the recording will start . They can
choose to pause the recording , and at a later point resume the recording.

Call is being recorded

00:00:06

J ~ ) ® o

"l
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2999
00:00:04 Conversation Recording Paused

OISO ®@o

29949
00:00:08 Conversation

D) E)Ce ) ) O C 1O

18.The Call recording is stored as a single file including any pause recording tones.
In the example below, the recording has been paused and resumed on two
occasions.

Recording Resumed

AVAYA  Contact Recorder

F—rt

12:05:30 12:05:40
Search Filters Results .1
Call Start Range 1131 cays B Call Start /& | Parties Direction /. Agents /.  Target/:  Skills /s
|DB!U8H4 DD-OO:DD O ¢ 220814135520 2993 (Customer), 2111 (Agent1) Incoming 2111 (Agentt) 7010 0124467020(
[psrana (235050 O § 280814130342 4111 (Supenvisort), 2111 (Agent) Outgoing 2111 (Agentl) 2111 Agenti
Length ® 4 05/09/14 12:05:23 2999 (Customer), 2111 (Agent1) Incoming 2111 (Agent1) 7009 Companymal
| ™ |
Parties
| = | _
Direction Pause recording tones
I 2
Agents
[ Lol

IP Office Contact Center Contact Recorder Configuration 102014 28



IP Office Contact Center Contact Recorder Configuration

Voicemail Pro Configuration

By default, Call Recording plays a system announcement from Voicemail Pro to warn
callers that their call is being recorded. This Advice on Call Recording (AOCR) can be
disabled from within Voicemail Pro, so that silent recording is implemented. Please
ensure that you comply with legal requirements regarding Call Recording if AOCR is to
be disabled.

1. Using Voicemail Pro Client, connect to your VM Pro Server and login using the
Administrator account (Username: Administrator Password: Administrator
(default)). Then click on the Login button.

| ] Voicemail Pro Client - Cfflin

File  Edit Actions Administration Help

& & o -
I-I L.'}HS é E VmPro Login g
Please enter a User Name. This is the name that the workstation software installed on
this PC will use.
Login
User Name: IAdministmtor |
User Password: Iooo.oooooo.oo| |
Unit Name'\IP Address:  1572.168.42.2 -
[™] Remember Me
| SelctMode | | logn | [ Cancel | [ Hep |

2. Then select Administration and the choose Preferences followed by General.

7] Voicemail Pro Client (Intuity) - Cennected to 192.168.42.

File Edit Actions®Administration

Condition Editor...

C:I g Campaign Wizard... F7 g

- t:l Voicemail Fro Ad i‘\zj User Defined Variables... F8

C:I Server Queues en_l-;H

2 Distrbuted Voic Preferences r General FS
b t:l Eventing MNotifications VPNM F10
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3. The System Preferences dialogue box will be displayed. Under the General
tab, uncheck the Play Advice on Call Recording tick box.

System Preferences - ﬁ1
General ores | Email | Houseleeping | SNMP Alam I Dutcalling | Voicemail Rec * | *
Debug Level [Infcrrnation ,]
Default Telephony Interface [|muh, ,,.]
' Woicemail Password:
Client,"Server Connection Timeout {min): 1) =
Min. Message Length (secs): 3 =
Max. Message Length [secs): 120 =
Min. Password Length: 2 =
Manual
Max Call"WVRL Record Length {Secs):
3600 = Flay Advice on Call Recording
T sl et el e e aptentt Sirtesamoti st Tt e,

4. As soon as the tick box is unchecked, a warning message will be displayed
regarding legal requirements to inform callers of call recording. Click Yes to close
this screen.

- = -,
Confirmaticn l&]

Deactivating "Play Advice on Call recording” under certain circumstances may be a violation of local laws.
Call recording, even though the person being recerded has been advised, may also have some legal implications and obligations for the entity recording the call.
| It is the exclusive responsibility of the entity recording the call to obtain legal advice on the implications of call recording in both instances,
S where notice is being given to the person being recorded and where notice is not being given to the person being recorded.
Do you want to continue?

5. You may also want to increase the Max Call\VRL Record Length (Secs), as the
default may be too short. The maximum record length is 18000 seconds (5
hours). Once set, click OK.

T
Min. Password Length: 2 =

Marual

Max Call"WRL Record Length (Secs):

=] Play Advice on Call Recording

System Fax Mumber feature is disabled when empty)

[ Use as Prefic Enabl Sub-Addressing

| ok || cancel || Hep
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6. Then click Save and make live

%) Voicemail Pro Client (Intuity) - Connected to 192.168.42.2 “

File  Edit Actions  Administration  Help

N R JE T T AV

------- t:l Vaicemail Pro

t:l Server Queues

------- E:l Distibuted Vaoicemails

------- E:l Eventing Motifications

R . eV G | S S Ty

7. The Confirm screen will appear stating that changes made are permanent. Click
Yes to continue.

| Confirm Ew

@*%  Any changes will be made permanent.

£ Dovyou wantto continue?

Yes Mo

b

This completes the configuration of Voicemail Pro with regard to Call Recording.
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Using Contact Recorder

The use of Contact Recorder for play back functionality requires Internet Explorer 7 or
higher. A number of Active X Controls are also needed and for the ability to Replay
recordings.

1. Using a supported version of Internet Explorer, browse to the IP address of the
Call Recording server followed by port 9888, e.g. http://<IP_Address>:9888
The Contact Recorder login screen will then be displayed, so enter the
Username and Password of a User with access to play call recordings, and
click OK.

5
AVAYA

& hitp://192.168.42.2:9888/ ferviet/acr £ -~ B¢ X | & Avaya Contact Recorder x [

3y

Contact
Recorder

ﬁ Login

Username : I Supervisor |

Password: | sessssssses |

I s i

_.

2. The first time you log in as a User, you are prompted to update your password.
Enter a new password and click on the OK button.
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N'AVAYA

Contact
Recorder

a Change Password

Old Password I sssssses
New Password I sesscsssses
Verify New Password I ssssvssenss I

& [ox] (=] =
-

3. The Contact Recorder software uses an ActiveX Plug-ins which will need to be
loaded the first time. Click on the caution message displayed to install the
‘csreplay ActiveX Control Module’.

— (——E—

- ——
@ £ | http://192.168.42.2:9888 /serviet/act - 52 8ing Pl d
w¢ Favorites | i Suggested Sites v @] Web Slice Gallery v
€ Avaya Contact Recorder 3 v B v [0 M v Pagev Safetyv Toolsv g~
@ This website wants to run the following add-on: 'csreplay ActiveX Control Module' from 'Verint Systems Inc (unverified publisher)'. If you trust the website and the add-on and want to allow it to run, click here... x
AVAYA Contact Recorder & REFRESH | Help Change Password Loq"ﬂ*fk About
A J
X

(SEOER U R s ol @t BESUIIS A A s e st P 1B b el g e ol e A PS4

4. You will then be prompted with an options menu. Select Run Add-on to install
the Module.

RO e e |

S

:-7‘ S v B v [0 @& v Page~ Safetyv Tools~ @~

bl Module' frem Verint Systems Inc (unverified publisher)'. If you trust the website and the add-on and want to allaw it toan click bhara _____ W

ki Run Add-on
E RYREFRESH | Help  Chanl o on All Websites
= What's the Risk?

b
Infermation Bar Help

-~ [
|

Len Parties Direction Target

s
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5. When the Security Warning is displayed, click on the Run button.

F' 5
Internet Explorer - Security Warning ﬁ

Do you want to run this ActiveX control?

Mame: csreplay ActiveX Control Module
Publisher: Verint Systems Inc (unverified publisher)

Run [ Don't Fun ]

|--’“ This ActiveX control was previously added to your computer when you installed Il
\@ another program, or when Windows was installed. You should anly run it if you
= trust the publisher and the website requesting it. What's the risk?

-

e

6. The next stage is to search for calls based on either a selected date (Start and
End) using the calendar entries, or by choosing the links for the current day, last
7 days or 31 days. If you wish to specify a date then click on the calendar icon.

Contact Recorder

AVAYA

il & http://192168.42.2:9858/ servlet/acrlcmd=viewerfieditmode=. O ~ B & X | & Avaya Contact Recorder™
& REFRE;

Current Day, last 7 days or last 31 days

search Filters Y & -‘ Results )
Call Start Range 1731 days | P Call Start Len Parties 3

T —— Specify calendar entries and times

Length

| = |

7. Once the calendar icon has been clicked on, select a start date from the calendar
screen displayed. Also ensure you add a start time.
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Search Filters Results
Call Start Range 1731 days | B Call Start
DEMS/14 43 ||00-00:00 e pm——

=]

‘ @ hitp://192.168 M02:08.. L=

<< e

uuig
m—x—ig
wora| o

=

T
29
]
3

[}

S
4
1

[SERIR ]

1
14 15 16 17 18

- b
@R o=
-

M Py iy, &40 45

20021 22 23 24 25
27282930 1
| 3 456T7S8
' Today
T— []
Call Set

8. Follow the same process to assign an End date and time. Additional filters are
available to isolate call recordings that match the criteria entered, but these are
optional only. Once the details are entered, click on the Search button.

AVAYA  Contact Recorder §
Search Filters Results £
Call Start Range 17 31days | P Call Start
06/05/14 m 0&:00:00 I
07/05014 i1l 17:30.00 - {
Length
| o |
Parties
| o | }
Direction
| [=] ¢
Target Number
| o |
Call Set

[ sEaRcH | j
R o T e b r]
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9. Any recorded calls that match the criteria will be displayed on the right. Select
the call recording that you wish to listen to, by checking the radio button next to
the call detail. You will then see a call graphic image at the top of the screen, and
when you move your cursor to this area, a series of buttons available.

AVAVA Contact Recorder & REFRESH | System Admin
LeL740 ©00 . 4
Search Filters Resulis
Call Start Range 1F3idays [ p Call Start Len Parties
DG/D5/14 il oo-00-00 @ 4§ D6/05/14 16:17:33 00:17 8004 (Scott), 699 (Contact Center)
D6/05/14 Ll 23:59:50 ‘\

10.1f you move the mouse cursor over the graphic the playing options for that
recording are displayed.

16:17:40

Email
S5kip Backward r \ Skip Forward
Pause
11.Click on the Play button to play the recording.
AVAYA  Contact Recorder L] REFRE?

wimeminsemesnen

16:17:40 L ?
search Filters Results
Call Start Range days | p Call Start Parties

=
I~
=

nEmsi14 Tloo-0000 @ ¢ 06/05/14 16:17:33 D0:17 5004 (Scott), 699 (Contsct Center)

| [D6/0514 il 23:59:59
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Avaya Documentation
e http://support.avaya.com/

Avaya IP Office Contact Center Task Based Guides
e |P Office Contact Center Configuration Maps

IP Office Contact Center Installation

e |P Office Contact Center Telephony User Interface Configuration
e |P Office Contact Center Task Flow Editor -Telephony

e |P Office Contact Center Reporting

e [P Office Contact Center IVR Scenarios

e |P Office Contact Center Contact Recorder Configuration

e [P Office Contact Center Email & Chat Service

e [P Office Contact Center Maintenance

e |P Office Contact Center Dialler Configuration

Please note, only the IP Office Contact Center Task Based Guides listed above are
available from Avaya. Further IP Office Task Based Guide documentation as listed
below is available directly from ITEL. http://www.iteluk.com/

ITEL IP Office 9.0 Task Based Guides

Initial Installation

IP Office Configuration Maps

IP Office Hardware Installation

IP Office Initialisation

IP Office Manager

IP Office Voicemail Pro Initial Installation Guide

IP Office Small Community Networking

IP Office Customer Call Reporter Initial Installation Guide
IP Office Server Edition Configuration

IP Office Security Policies

©o NGO~ ®DNE

UCM

10. IP Office Unified Communications Module

IP Office Contact Center Contact Recorder Configuration 10 2014
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Core Telephony

11.
12.
13.
14.
15.
16.

IP Office Telephony and Call Routing

IP Office Short Codes Summary

IP Office Hunt Group Setup and Operation

IP Office Conferencing

IP Office IP Telephony Guide

IP Office Computer Telephony Integration — 1st Party

Users, Telephone & Softphone Configuration

17.
18.
19.

IP Office Configuring IP Office Phones and User Accounts
IP Office Call Handling
IP Office Configuring the IP Office Softphone

Auto Attendant & Voicemail

20.
21.
22.
23.

IP Office Embedded Voicemail (Intuity Mode) Flowchart
IP Office Auto-Attendant Setup and Operation

IP Office Embedded Voicemaill

IP Office Embedded Voicemail Flowchart

Voicemail Pro

24,
25.

IP Office Voicemail Pro Summary Guide
IP Office Voicemail Pro — Voicemail User Guide

One X Portal & IP Office Applications

26.
27.
28.
29.
30.
31.

IP Office One X Portal Guide

IP Office One X Mobile Preferred Implementation
IP Office Plug-in for Microsoft® Outlook®

IP Office MS Lync Plugin

IP Office Avaya Flare

IP Office One X Mobile Essential

Customer Call Reporter — CCR

32.
33.

IP Office Customer Call Reporter Configuration Guide
IP Office Customer Call Reporter Wallboard Guide

Contact Store & Receptionist Console

34.
35.

IP Office Contact Store
IP Office Receptionist Console

IP Office Contact Center Contact Recorder Configuration 10 2014
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Maintenance

36. IP Office Backup and Restore
37. IP Office System Status Application
38. IP Office Upgrading from IP Office 8.1FP1 to 9.0
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