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Name of problem  Possible system hang while logging leap second insertion message under heavy load

Products affected

Meeting Exchange 5.2.X

Problem description

The basic time used in most world time zones is the so-called coordinated Universal time (UTC) which is derived from several highly
precise and accurate atomic clocks located in several countries across the world. The time measured by atomic clocks is based on the
measurement of transitions between energy levels on the atomic nuclei, so it is largely independent of the Earth rotation time and it is
expected that the Earth rotation time will slowly drift away from the UTC. This drift requires that UTC be synchronized with the
Earth’s rotation from time to time. This is done by inserting what is called a “leap second”. Leap seconds are usually inserted at
midnight of the end of December (the 31*") or at midnight of the end of June (the 30™) when required.
Linux kernel handles leap seconds by repeating the last second of the day.
So, on a normal day we would have
3/10/2015 23:59:58
3/10/2015 23:59:59
3/11/201500:00:00
3/11/2015 00:00:01
On the other hand, on June 30, 2015 at 23:59:60 UTC we will have
6/30/2015 23:59:58
6/30/2015 23:59:59
6/30/2015 23:59:59
7/1/2015 00:00:00
7/1/2015 00:00:01
The kernel will record this “discontinuity” by writing a message on the system log after 23:59:59, indicating the insertion of a leap
second. With Red Hat Enterprise Linux 4 and 5 some older kernels have a bug that under conditions of heavy load may cause a
deadlock and consequently hang the system. This could happen after the insertion of the leap second. A trace similar with the
following might be produced. Red Hat does not have a solution to this potential condition.
#0 ktime get ts (ts=0xffffffff8158bb30) at include/asm/processor.h:691
#1 Oxffffffff8104c0%a in ktime get () at kernel/hrtimer.c:59
#2 Oxffffffff8102a3%a in hrtick start fair (rg=0xfff£f810009013880,
p=<value optimized out>) at kernel/sched.c:1064
#3 Oxffffffff8102decc in enqueue task fair (rg=0xffff810009013880,
p=0xffff81003fb02d40, wakeup=1) at kernel/sched fair.c:863
#4 Oxffffffff81029a08 in enqueue task (rg=0xffffffff8158bb30,
p=0xffff81003b8ac418, wakeup=-994836480) at kernel/sched.c:1550
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Resolution

Please check that Meeting Exchange is up and operational after the insertion of the leap second on June 30, 2015 at 23:59:60 UTC
Workaround or alternative remediation

In the unlikely event of a system crash, the recovery measure will be to reboot the machine

Remarks

Patch Notes
The information in this section concerns the patch, if any, recommended in the Resolution above.
Backup before applying the patch
N/A
Download
N/A



Patch install instructions Service-interrupting?
N/A Refer to instructions at start of Resolution field
Verification

N/A

Failure

Contact Technical Support

Patch uninstall instructions

N/A

Security Notes
The information in this section concerns the security risk, if any, represented by the topic of this PSN.
Security risks
N/A
Avaya Security Vulnerability Classification
Not Susceptible
Mitigation
N/A

If you require further information or assistance please contact your Authorized Service Provider, or visit
support.avaya.com. There you can access more product information, chat with an Agent, or open an online
Service Request. Support is provided per your warranty or service contract terms unless otherwise specified in the
Avaya support Terms of Use.

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED “AS IS”.
AVAYA INC., ON BEHALF OF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO
AS “AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS
OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS’
SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION
WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL
DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS.
SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.

All trademarks identified by ® or ™ are registered trademarks or trademarks, respectively, of Avaya Inc.
All other trademarks are the property of their respective owners.

BusinessPartner Notes

Additional information for BusinessPartners
N/A

Avaya Notes

Additional information for Tier 3, Tier 4, and development
N/A
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