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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not necessarily
endorse the products, services, or information described or offered
within them. Avaya does not guarantee that these links will work all the
time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support website: http:/support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya. “Software” means computer
programs in object code, provided by Avaya or an Avaya Channel
Partner, whether as stand-alone products or pre-installed on hardware
products, and any upgrades, updates, bug fixes, or modified versions.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR
AN AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE
ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE.
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software currently
available for license from Avaya is the software contained within the list
of Heritage Nortel Products located at http://support.avaya.com/
Licenselnfo under the link “Heritage Nortel Products”. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage
Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose
specified in the Documentation, and solely as embedded in, for
execution on, or (in the event the applicable Documentation permits
installation on non-Avaya equipment) for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on
extent of activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or portions
thereof included in the Software that may contain software (including
open source software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). Information
regarding distributed Linux OS source code (for those Products that
have distributed Linux OS source code) and identifying the copyright
holders of the Third Party Components and the Third Party Terms that
apply is available in the Documentation or on Avaya’s website at: http://
support.avaya.com/Copyright. You agree to the Third Party Terms for
any such Third Party Components.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com.

Contact Avaya Support

See the Avaya Support website: http:/support.avaya.com for product
notices and articles, or to report a problem with your Avaya product.
For a list of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com, scroll to the
bottom of the page, and select Contact Avaya Support.
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N el = 7= To N o] AT SR 112
EAP Bad PKEIEN ... e 113
EAP Error while sending Access Violation Trap.........ccocviiiiiieiiiieenee e 113
EAP NULL PKE 0 SENA ON SUCCESS.....cciiiiiiiieeiiitieie ettt e ettt e ettt ee e e s ettt e e e e anbe e e e s anaeeeeeeanbeeeeeeanns 113
EAP Error while sending RAV Error Trap......oooi ittt 113
EAP VIan Change ADOIMEd........ccouiiiiiiie ettt sttt rnb e e st e e snbe e e sneeeans 114
EAP IMC Memory alloCation ©ITON.... ..o e 114
EAP IMC Failed to SENd MESSAGE.........ooiiiiiiiiie e 114
EAP Reached Mac INtruder COUNT..........ooiiiiiiie it 114
EAP Error Radius - ifIndex Not fOUNG..........cocuiiiiiii e 115
Non-EAP Client blocked (Block Subsequent MAC Authentication): Different VID than expected... 115
Non-EAP Client blocked (Block Subsequent MAC Authentication): EAP Use Rav Not enabled..... 115
EAP Client blocked (Block Subsequent MAC Authentication): Invalid VID...............cccccooiiiin. 115
EAP Client blocked (Block Subsequent MAC Authentication): Different VID than expected........... 116
No Response from RADIUS SEIVET..........oooiiiiiiiiieiie ettt 116
EAP Failed to add host, memory allocation €rror..............uuiiiiiiiiii e 116
EAP Neap port was not member of @any VIan.............oooiiiiiiiii e 116
EAP WaIING MESSAGES. ... .uteeeieiitiieee ettt ettt e e ettt e et e bttt e e e e e bt e e e o bt et e e e e e b e et e e e e asbe et e e e abbe e e e e s anbeneeeeanee 117
Y e T Y =1V =T o PP PPPPI 117
EAP Failed to create dyna global arrays..............oooiiii e 117
EAP MESSAJE QUEUE EITON.......tiieiiieeitiee ettt ettt e e ettt ettt et s e e st e s b e e s ne e e e s e e s anneeeneneeas 117
EAP Error: Reached maximum number of messages in the qUeUE...........ccceeeeeiiiiiiiiiiiiieieeeeeee 117
EAP NVRAM read system admin State @rrOr...... ..o 118
EAP NVRAM read port admin State @rror...... ..ot 118
EAP NVRAM read system ubp State error........ ..o 118
EAP NVRAM OPEN BITON ...ttt e e e e s e e e e s mne e e eneeas 118
Y e N AV Y Ny (= =Y o ) TSRS 119
EAP Failed initialize global @rrays............ooo i 119
NEAP Accounting - Memory allocation failure.............ccouiiiiiiiiiie e 119
EAP Memory alloCatioN ©ITON........oiiiiiiiiiie ettt e e 119
Chapter 19: EXception MeSSages.......cciiiiiieieemmmnniiiiiiiisssir s s e e s ssssessssssssssssssssssesssssssssnnnssssnns 121
EXCeption CritiCal MESSAGES. ... ..oii ittt ettt r e e e e 121
T (T =T o] 1) o PP PUPPOURSSRR 121
Chapter 20: Flash Driver MesSSages.......uuuuuiiiiiiiiiininiinnssssssssssssssssssssss s ssssssssssses 123
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F1ash Driver CritiCal MESSAGES. ......ouuiiiiiiiiiiie ettt e st e e e e s aenneee s 123

Download - DL_CKSUM_ACK_ERROR........eoiiiiiieiie ettt e e neee e e e eneee e 123
Download - DL_PROGRAM_STATUS_ACK_ERROR........oiiiiiiiie e 123
Download - DL_START_PROGRAM_FLASH_ACK_ERROR.......ccoiiiiiieecie e 123
Download - Error Failed to get the dl r@SOUICE. ..........uiiiiiiiiiii e 124
Download - Error Watchdog expire No Ack from NBUs download MSG # message ID.................. 124
Download - Failed t0 get DUFfEI........cuiiie e e 124
Download - Failed to malloc for BUFFEr.............ueiii e 124
Download - Failed to start @ WatChdOg.............oiiiiiii e 125
Download - Image CheCKSUM EFTOT..........oiiiiiiiiiiie ittt 125
Download - Largest mem blk DL_SYSMEM_RESERVED.........cccooiiiiiiiiie e 125
Download - NBU BIOCK ChE@CKSUM EITOT......cc.uiiiiiiieiiiie ettt 125
Download - NBU DL_PROGRAM_STATUS ERROR........ccoiiiiiiiiiiee e 126
Download - TFTP timeout OR image file not found................ooo i, 126
Download - tipXfer failed....... ... .o e 126
FSH - Error Calling taskLock() returns ErrOr.........ooouuiiiiiiie e 126
FSH - Error Failed to erase flash SECIOr............ooiiiiiiiiii e 127
FSH - Error Failed to 10CK flash SECION..........coiiiiiiii s 127
FSH - Error Failed to program flash...........coouiiiii e 127
FSH - Error Failed to unlock flash SECIOT.........coouiiiiiii e 127
FSH - Error Failed to write to flash address. ... 128
FSH - Time to Download the Image NUMbEr SECONAS..........ocuiiiiiiiiiiiie e 128
FSH - Time to Program the Image to flash number seconds.............ccccceiiiiiiiiiiiiiiee e, 128
Reset - Error Failed to get the ReSet Sem.........oo e 128
Flash Driver WarniNg MESSAQTES. .......uuuiiieiiiiiiite ittt e ettt e ettt e st e e e e et e et e e s e s e e e e e e e nbe e e e e e eaneeas 129
Download - image type image image version programmed successfully..........ccccooviiiiiiniinninn. 129
Flash Driver information MESSAQGES. ..........ooi i 129
DOSFS - Error File NOt CIOSEA.........oiiiiiieiiie e e 129
Chapter 21: GBIC MeSSaQEeS.......uuuummmmrmrmmririiiiiiiiiiisssssssssssssssssssssssssss s s s s sssnes 131
GBIC INfOrmMation IMESSAGES. ....cciuveieiiiie ettt ettt ettt et e bt e e sa bt e e abb e e e s be e e enbe e e sbeeesneeesbeeeennees 131
EﬂtiYce: DAC Cable on %s is below HW rev "H" and may cause link issues with a small number of 131
O PP UPRRPPRRTRN

Warning:non-supported transceiver on %s has been detected.............ccccociiiiiiiii 131
INfO: TranSCeIVEr INSEMEA ON J0S.....ciiuiii ittt s ba e e e rabe e e sneeeans 131
Info: Transceiver reMOoVEd fTOM Y0S......ooo it 132
SFP internal supply voltage is at high warning level on %sS...........oooiiiii e, 132
SFP internal supply voltage is at low warning level 0N %sS..........coocuiiiiiiiiiee e 132
SFP internal supply voltage is at high alarm level on S...........cooiiiiiiiiiii e 132
SFP internal supply voltage is at low alarm level 0N %S.........cocviiiiiiiiiiic e 133
SFP internal temperature is at high alarm level 0N %S..........ccccooiiiiiiiii e 133
SFP internal temperature is at low alarm level 0N %oS.......ooooiiii e 133
SFP internal temperature is at high warning level 0N %S.........ccuuiviiii e 134
SFP internal temperature is at low warning level 0N %S.........c.ueviiiiiiiiieii e 134
SFP TX Bias current is at high warning level 0N %S.........cccoiiiiiiiiic e 134
SFP TX Bias current is at low warning 1evel 0N %6S.........cocviiiiiiiiiie e 134
SFP TX Bias current is at low alarm 1evel 0N 6S........oocuiiiiiiiiiiiie e 135
SFP TX Bias current is at high alarm level 0N %S........cooiiiii e 135
SFP TX output power is at high warning level 0N %S.........ooiiiiiiiiii e 135
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SFP TX output power is at low warning [eVel 0N JoS..........eiiiiiiiiiiieieie e 136

SFP TX output power is at high alarm 1evel 0N 6S.........eiiiiiiiii e 136
SFP TX output power is at low alarm level 0N %sS............ociiiiii e 136
SFP Received power is at high warning [evel 0N %oS.........coooiiiiiiii e 136
SFP Received power is at low warning 1eVel 0N %6S..........cviiiiiiiiiiieiic e 137
SFP Received power is at high alarm [evel 0N %0S........c.oiiiiiiiiiiiii e 137
SFP Received power is at low alarm [eVel 0N J0S........ccuuiiiiiiiiiiieiee e 137
Chapter 22: Hello Module MeSSages..........cocuuiriiirriemmmmssssssisssssssssssssssssssssssssssssssssssssssssnnns 139
Hello Module CritiCal MESSAGES. ......coiviiiiiii ittt e s 139
Hello Module unable to communicate with neighbor(s) unit reset...........ccccccvveieiiiiiiiciiieeeeeee, 139
HEIO MOAUIE EITOF MESSAGES. ... eeeeiiiiie e ittt ettt ettt e e e e e e e e e e bbbttt e et e e e e e e ea e e abanbeeneeeeaaaeeas 140
Down 1 cable removed or neighbor powered Off............cccoiiiiiiiii e 140
Down 2 cable removed or neighbor powered off..............cooii 140
Stack cable Down 1 is MISCONFIGUIEA...........cooiii i 140
Stack cable Down 2 is MISCONTIGUIEA..........coiiiiiiiiii e e e e e 140
Up 1 cable removed or neighbor powered Off............eiiiiiiiiiie e 141
Up 2 cable removed or neighbor powered Off...........c.uiiiiiiiiiiie e 141
Stack cable Up 1S MISCONIGUIET. .........oiiiuiiiiiiiiiiii e 141
Stack cable Up 2 is MIiSCONTIGUIET...........cociiii e 141
Hello Module information MESSAGES.........ocoiiiiiiii e 142
Down 1 cable inserted or neighbor POWEred ON...........c.cooiiiiiiiiii e 142
Down 2 cable inserted or Neighbor POWEIEd ON.........ooiuiiiiiiiiiiiiee e 142
Downstream stack direction is down cable removed or neighbor powered off................ccccvvveeee.. 142
Downstream stack direction is mis-CoNfiQUIed.............oocuiiiiiiiiiiiiee e 142
Downstream stack direction is up cable inserted or neighbor powered on...............ccccceeenen. 143
Up 1 cable inserted or neighbor pOwered ON......... ..o 143
Up 2 cable inserted or neighbor POWEred ON..........c.ooiiiiiiiiie it 143
Upstream stack direction is down cable removed or neighbor powered off...........ccccccccoeiiiiiiinnnnen. 143
Upstream stack direction is mis-CONfIQUIEd............ccuuiiiiiiiiiiiiiiie e 144
Stack cable "Down 1" iS MISCONTIGUIE. ..........eiiiiiiaiiii e 144
Stack cable "Down 2" is MisCONfigUIred. ... 144
Stack cable "Up 1" is MiSCONfIQUIEd....... ... 144
Stack cable "Up 2" is MISCONFIGUIEA...........oiiiiiiiiiii e e e 145
Chapter 23: IGMP mMeSSaQges. ... s s s s s sssssssssssssssssssssss s s s s s sssssnnnnsssssss 147
(€] o g o= T ST To [T TP 147
IGMP Initialization failed Error code errCOde. ...........uiiiiiiiiiiiiiiie e 147
IGMP WarNiNG MESSAGES. ... ..ci ittt e e e e s e e e e e e s e e e e s e e e aan e e e s ne e e sne e e e smeeeeneeeeanneeas 147
IGMP Error sending database from unit Unitf............coooiiiiiii e 147
IGMP Error sending group database from unit Unit............ccccoeiiiiiiiiii e 147
IGMP iNfOrMAtioN MESSAGES. ... . eiiieiiiiiiiie ettt ettt e e et e e e et e e e e et e e e e e e s beeeeeantbeeaeeeneeeeeeeanneeas 148
IGMP Added reserved MuItiCast @ddreSs. ........uueiiiir i 148
IGMP Exceeded reserved multicast address range #Addr numResAddrEntries+1 * #VLANs
NUMACLEIVEVLANS MaxXRESEIVEARANGE. .......ccoiiiiiiiiiiicie et eaa e 148
IGMP Maximum number of igmp enabled interfaces reached.............cccccooiiiiiiiiiiii e 148
IGMP No hardware resource available.............c.cooiiiiiiiiiiii e s 149
IGMP Proxy disabled on VLAN VIGNF............oo e 149
IGMP Proxy enabled on VLAN VIaN#..........o e 149
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IGMP Query Time set to num on VLAN VIGNF..........ccoiiiiiiie e 149

IGMP Removed reserved multicast address...........ooiiiiiiiiiiiiiie e 150

IGMP Robust Value set to num on VLAN VIaN#..........c.oooiiiiiiii e 150

IGMP Snooping disabled on VLAN VIGNH..........cciiiiii et 150

IGMP Snooping enabled on VLAN VIANF ... 150

IGMP SSM RaNGE ChaNGEA........eoiiiiiiiiiii ettt e e e e e e et e e e e e e e e e e nneeas 150

IGMP Unable to add reserved multiCast @ddress. .........cooiueieiiiriiiiienieee e 151

IGMP Unknown Multicast Filter disabled.............cooiii e 151

IGMP Unknown Multicast Filter enabled...............oooi e 151

IGMP V1 roUter POMS MESK.......ccoiiiiiieieiiie ettt e e e nnee e 151

IGMP V2 rOULET POIES MASK.....eieiiitiiiie ettt e ettt e e e ettt e e e e et e e e e ebbe e e e e e snbeeeeeeaaneneeeeeanes 152

IGMP: V2 report drop 0N re€SErVEA GA..........uiiiieiiiiiiee ettt e e e bee e e e e nbae e e e e enreeas 152

IGMP: V3 report group skip 0N iNVAlId GA........cocuuiiiieiiiiiie et e e e enneeeee s 152

IGMP: V3 report group skip 0N reServed GA........oouuiiiiiiiiee e 152
Chapter 24: IMC MESSAJES......ccccuurrirriirriieemmnnnsssssssssssssssrrreesssnnnsssssssssssssssssssessreesssmnnnnnnnnns 153
IMC CrItICAl MESSAGES. ...t iteeiie ettt ettt ettt e e e ettt e e e e et e e e e e e anbee e e e e s tbeeeeeeanbaeeeeeanbeeaeeeneee 153

IMC buffers of size buffer size have been exhausted buffer pool size pool size.............cveeeeeeeeennn. 153

IIMC WaINING MESSAGES. ....eeiiueieittie ettt eeitee e et e aatee e s beeeate e e s bee e e aaeeeabee e e ambe e e ambeeeambeeeambeeeaabeeeanbeeesneeeanneas 153

IMC memory allocation error packetLength = %d file %s line %d...........cocooiiii s 153

IMC imc_idtPacketDispatch() incorrect rcvMsgType = %S(%d)....vveeeiiiiieiiiiiieie e 154
Chapter 25: IP MeSSAQES.....crrrrririirriiiriiiiissssssssssssssssssssssnnnnssssrsrsessssresssssssssssssssssssssssnnnnnes 155
[P iNfOrMation MESSAGES. ... uveeiiei ittt ettt e e e ettt e e e e sttt e e e e e este e e e e s snbteeeeeeanbeeeeeeaanteeeaeen 155

IPT BootP Disabled (response not received from SEIVET)........c..uuviiiiiiiiieiiiiiiie e 155

IPT IP Address changed by BOOTP Server...........ooo e 155

IPT: IP Address not in use (duplicate detected)............ccooiiii e 155

Gateway IP ChanGed..........ueiiiie et 156

1= T3 L e ol =T o =T SRR 156

SWILCH TP ChaNGEQ.... ...ttt e e e sttt e e e e anb et e e e s et e e e e e antaeeeaeans 156
Chapter 26: IPFIX MeSSages......cuuiiiiiiiiiiiiiiiiiisssssssssssnrrss s sssnnns 157
IPFIX iNfOrmation MESSAGES. .......ooi i e e 157
IPFIX @nable failure........cooo ittt e e st e e e s ebaeeeeeaans 157

Chapter 27: IPMC MeESSAQES.....uuuriiriiiiiiiiiiiiiiiiisssssssssssssssssssssssss s s s s s s s ss s s s s s s s sssnnnns 159
IPMC WarNiNgG MESSAGES. .. .eeeuueteitiiiaitieaatteeeateeeaateeeabeeeaateeeaabeeeabeeeaasbeeeasbeeaambeeesmbeeeambeeeaneeeanbeeesaneeeennee 159
IGMP Maximum number of igmp enabled interfaces reached..................ccccoiiii 159

IPMC information MESSAGES. ... ..ooi i s e e e e s 159
IGMP No hardware resource available............coooiiiiiiiiii e 159

IGMP SSM RaNGE ChaNGEA.........ooiiiiiiiiieeiee ettt e e et e e e e et e e e e nneeas 160
Chapter 28: IPSG MeESSAQES......cuuuiiirrirrrssnnnnnnnrrrrr s s s ms s e e s e e e n e 161
IPSG iNformation MESSAJES........ooo i 161
Cannot disable IP Source Guard on Unit unit# Port port#............cccoeiiiiiiiiii e 161

IP Source Guard disabled on Unit unit# Port port#............coeeeiiiiiiii e 161

IP Source Guard enabled on Unit unit# Port port#..............eeeeiiiieeiiiiiiieeee e 161

IPSG Insufficient resources available to enable IPSG on port unit# port#...........cccceeeeeeeeiiiiicinnne. 162

IPSG nvRam file error param1 param2 Param3............coocuuiieeiiuiiieeeaeiiieeeeeieeeeeesnreeeeeaeneeeeeeenneees 162

IPSG Reached Max. IP entries supported on this port port#..............ccceiiiieieiiiiiee e 162

IPSG Reached Max. IP entries supported on this port unit# port#...............cocoiiii. 162

IPSG Resource allocated for Ports unit# pOrt#..........oooeeeieiiiiii e 163
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Chapter 29: IPV6 MESSAQES......cuuuiiimiiiiiiiiiiiiiiissssssssssssssss s s s s s s s sssssssnsnns 165

IPV6G iNfOrmation MESSAJES........oooiiuiiiiiiie e e s e e e e snee e 165
Duplicate address deletion failed ipv6_address. ..o 165
Duplicate address detection succeeded ipv6_address...........oeuuvivieiiiiiiiiiiiiieiee e 165
IPv6 enabled with hardware support and FMGR filters.............cooiiiiiiiiiiiiee e 166
IPv6 enabled with hardware SUPPOIt ONIY..........ee e 166
IPVE MAIIOC FAIIUIE......coiiieeii e et e e e aneeas 166
IPv6 Forwarding disabled due to inadequate license..............ccoo i, 166

Chapter 30: L3 Manager MeSSAQES. ......ccuuuirrrrrrrsssssssssnnnmmmnnrnrsssssssssssssssssssssssssssssssssssssnnnns 167

L3 Manager information MESSAGES. ... ...uiii it et e e e e e e e et e e e e et e e e s annb e e e e e e ntaeeeeeenneees 167
Assertion Failure in becm_I3_hit_check- I3sw ip=%#X,I3hW iD=%H#X.....ccceviiiiiiiieeiee e, 167
ECMP features disabled due to inadequate liCENSE.........c..ueiiiiiiiiiiiii e 167
Failed ARP add ip addr OXFFFFFFFF to HW hw error code.............oooooiiiiiii e 167
Failed MVLAN( vid ) L3 ip @ddr ip MasK.......cocveiiiiiie et 168
Failed to create IP intf vid ip addr in HW hw €rror COAe.........ccuuiiiiiiiiiiiie e 168
Failed route add <ip addr/ip mask> to HW <hw error Code>..........ccceeiuuiiiiiiiiiieeiiiiiee e 168
IP blocking NOW 1 2 (TZON 220FF ).ttt sttt aee e s 169
Maximum number of dynamic routes reached................ccooiiiiii e 169

Chapter 31: LACP MeSSAQES...cuuuurriiiiiiiirrrirrrrssnsnnnnssssssssssssssssssssseesssmnmnsssssssssssssssssssnnnens 171

LACP infOrmMation MESSAGES. .. .ceiiiiiiiee ittt ettt e ettt e e e ettt e e e ettt e e e e aste e e e e s abaeeeeeeanbeeeeeeaanbeeeaeens 171
LAC MLT error on far @nd. 0 = 0 = 0...cooueiiiiiieiiie ettt s 171
LAC No more trunk group available for LAC. 0 - 0 - O....ueiiiiiiiiiiiiieie e 171
LAC: MLT error, partner aggregation bit Not Set..............coooiii e 171
LAC: MLT error, partner expired bit Set..........coo e 172
LAC: MLT error, partner synchronization bit Not Set............cccoiiiiiii e, 172
LAC with admin key %d failed configuration verification. Bad VLAN configuration.......................... 172
LAC with admin key %d failed configuration verification. Bad IGMP configuration.......................... 173
LAC with admin key %d failed configuration verification. Bad rate-limiting configuration................ 173
LAC with admin key %d failed configuration verification. Bad DHCP-SNOOPING configuration.... 173
LAC with admin key %d failed configuration verification. Bad ARP INSPECTION configuration..... 174
LAC with admin key %d failed configuration verification. Bad MAC Security configuration............. 174
LAC with admin key %d failed configuration verification. Bad qos status..........c.cccccccceiiiienennnne, 174
LAC with admin key %d failed configuration verification. Ports have different qos config............... 175
LAC with admin key %d failed configuration verification.Ports have different SPBM configurations. 175
LAC with admin key %d failed configuration verification. Error #: %d-%d............cocoooiiiiiiiiin. 175

Chapter 32: Link State Tracking MeSSages.........cccivereeeemmmmncsrssssise s e e s e s 177

Link State Tracking INformation MESSAQES...........oeiiiiiiiiiiiiiiiiie et e et e e 177

LinkStateTracking: First interface %d/d went up in link state group %d, enabling downstream ports 177
LinkStateTracking: First interface mlt %d went up in link state group %d, enabling downstream

10 (=T =TT OO RTPOPRS 177
LinkStateTracking: Interface %d/d went down in link state group %d.........c.coooiiiiiiiiiiiiiiee e 178
LinkStateTracking: Interface %d/d went up in link state group %d..........cccooeveiiiiiiiiiniee e, 178
LinkStateTracking: Interface mlt %d went down in link state group %d..........ccccoceeiiiiiiic e, 178
LinkStateTracking: Interface mit %d went up in link state group %d........cccoooiiiiiii 178
LinkStateTracking: Last interface %d/d went down in link state group %d, disabling downstream

1) (=Y g =Tt USSR 179
LinkStateTracking: Last interface mlt %d went down in link state group %d, disabling downstream

0 (=T =TT OSSR OPR SR 179
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LinkStateTracking: Interface %s went up in link state group %d..........ccccceevviiiie i 179

LinkStateTracking: Interface %s went up in link state group %d..........ccccceiiiiiiii 180
LinkStateTracking: Interface %s went down in link state group %d.........cocoveiiiiiiini e, 180
LinkStateTracking: Interface %s went down in link state group %d........ccccoiiiiiiiiie e, 180
LinkStateTracking: First interface %s went up in link state group %d, enabling downstream
10T (T3 = Uo7 OSSR 180
LinkStateTracking: First interface %s went up in link state group %d, enabling downstream
Q1T u 7= Lo =T F PRSPPI 181
LinkStateTracking: Last interface %s went down in link state group %d, disabling downstream
101 (=T =TT TSROSO 181
LinkStateTracking: Last interface %s went down in link state group %d, disabling downstream
10T (T3 = Lo SRS 181
Chapter 33: MLT MeSSaAQeS...ccuuiiuuuiriiiiiiiiierrrerrsnnnnnssssssssssssssssesreeesssnnnsnsssssssssssssssssssennnns 183
MLT iNfOrMation MESSAGES. ... ..ieeiieiiiiiiee ettt et e e e et e e e et e e e e st e e e e ensbeeeeeanrbeeeeeanneees 183
MLT ID# failed configuration verification. Error # error NUM...........coooiiiiiiir i 183
MLT NV FIlE ©ITON ...ttt e e e e e e bt e e e e ab e e e e e annneeee e e e 183
MLT %d failed configuration verification. Bad VLAN configuration................cccccocoiiiiiiiiiiniee 183
MLT %d failed configuration verification. Bad VLACP configuration................ccccocooiiiiiiiiis 184
MLT %d failed configuration verification. Bad IGMP configuration..............ccccocoviiiiiniciiin e, 184
MLT %d failed configuration verification. Bad rate-limiting configuration..............cccccccoviiininiinnnn. 184
MLT %d failed configuration verification. Bad MAC learning configuration..............cccccceeiviiiieeennn. 185
MLT %d failed configuration verification. Bad SPBM configuration..............ccccoccoooiiiiiiinciie 185
Last MLT trunk was allocated by MLT. No more free trunk groups............ccccoooiiiiiiiiiic i, 185
Last MLT trunk was allocated by LAC. No more free trunk groups............ccccoviiiieiiiiiiiieee e 186
MLT %d failed configuration verification. Bad ARP INSPECTION configuration..............cccccceenee. 186
MLT %d failed configuration verification. Bad DHCP-SNOOPING configuration...............c.ccoccueen. 186
MLT %d failed configuration verification. Bad IPSG CLASS configuration.............ccccoceeriiiernieenne. 187
Chapter 34: MDA MeESSAQES.....cccuirrrrrrssnnnnnnnnnnnnrrnssssss s sssssssssssssss s s s s sssssssssssssssssssssssssssnes 189
MDA INfOrmMation MESSAGES.........eoi i e e e 189
%S card iNSerted (IN UNIT Y0S)......iiuieiie i e e et e e e e s e e e nnnees 189
%S card removed (frOM UNIE Y0S).....ceoi ittt e e e et e e e e e e e e neee 189
Warning %s card unsafely removed (from unit %S).........ooiiiiiiiiiiiii e 189
Warning failed to connect to %s card (in UNit %0S).......cooiiiiiiiiiiiiiie e 190
Chapter 35: Multicast Manager MeSSages........ccccceriiiiiiririrreresnnnnnnnsssssssssssssssessseessnnnnnnnnnns 191
Multicast Manager CritiCal MESSAGES. ......ccoouiiiiiiieiiieee e 191
1Y (@31 e yo U] ol gToTe (=N oo T4 (U1 o] 1= Yo Lo SRR 191
Chapter 36: MultiConfig MeSSages.......ccccurriiiiiiiiiiiiisssss s 193
MultiConfig information MESSAGES............ooiiiii e 193
Backup configuration block # block_number in Use............ccocoiiiiii e 193
Backup configuration restored from primary configuration block # block_number........................... 193
Backup configuration updated for next active configuration block # block_number......................... 193
Backup Configuration Version is Updated.............cooiiiiiiiiiiiiie e 194
Boot: system boot StatUS OXYoX......cuei it 194
Configuration saved to nv block # block_number............... 194
Error loading backup configuration block # block_number...............cocooi 194
Error loading configuration bIOCK %od...........coiiiiiiii e 195
Error loading primary configuration block # block_number.............coooiiiiiiiiiiie e 195
Error saving configuration to block # block_number.............cccciiiiii 195
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Invalid Configuration Block NUMDEr %od.........c.oooiiiiiiii s 195

Invalid Configuration Magic NUMDET ... e 195
Invalid Configuration Version NUMDEr ... 196
Loading configuration block # block_NUMDET.............cooiiii e 196
Primary Configuration files are corrupted. Restored to default.............cccoooiiiiii e 196
Primary Configuration Version is updated...............ooiiiiiiiiiiiiie e 196
Restore Backup Configuration to Manufacture Default.............ccccooiiiiiiiiiiii e 197
Successfully loaded backup configuration files.............ooiiiiiiiii 197
Restore Primary Configuration to Manufacture Default..................oco e, 197
Successfully loaded configuration files from block %d...........oooiiiiiiiii e, 197
System: Rear-Port Mode has been set to disable (reboot required to take effect).........cccceeeeeenn. 198
System: Rear-Port Mode has been set to enable (reboot required to take effect).............cccceeen. 198
Toggle the Agent Primary IMage...........ooo it 198
Configuration blocK %d iS NOW IN USE.........coiiiiiiii e 198
Successfully loaded configuration files from blOCk %d............oooiiii 199
Successfully loaded backup configuration files.............ooiiiiiiiii e 199
Flash Erase Warning Sector %d Address 0x%Xx Erase time %d MS........cccocoeeviiieiiiiciiic e, 199
Flash Erase Failed Sector %d AdAress OXY0X........uuuiuuririiiiiriiee ittt 199
Chapter 37: NUQC MeESSAQES......ccccevmmrrrriiiisinnrrrssisssssssessssssssssssssssssssssssssssssssssssssnssssssnnas 201
NUQC information MESSAGES. ......ccouiiiiiii e 201
N[O L@ O BT 1==T o] (=T PR PRR 201
NUQC - EN@DIEA. ...ttt enneees 201
NUQC - Execution of the cli template failed..............ccooiiiiiii e 201
NUQC - Execution of the cli template succeded............occuiiiiiiiiiiiiii e 202
Chapter 38: OSPF MeSSAQEeS.....uuiiriiiiiiiiiiiriirerrsrennsnsssssssssssssssss s e s e s s s nssnssssssssssssssssssssnnnnn 203
OSPF iNfOrmation MESSAGES. ... uuuiiiiiiiiiiie ettt et e e e e et e e e e st e e e e e s bee e e e e e nbeeeeeeannees 203
Ospf Area Mismatch RxArea ra.rb.rc.rd IntfArea ia.ib.ic.id.........coooiiiiiii 203
Ospf Auth Failed IpAAAr i@.ib.iC.id .. ..iei e e e e 203
Ospf Auto Virt Link Failed area a1.a2.23.24 rtid r1.r2.r3.14.......ooooiiiiiee e 203
Ospf Cost Exceeds Limit Skip route Lsid [1.12.13.14 Adv-rtr a1.a2.@3.@4..........coocieeiiiiiieeeiiiieen, 204
Ospf Enable Failed as Resource Unavailable................ccooi e 204
Ospf Hello: Rld Same as Neighbor: rtid <r1.r2.r3.r4>, IpAddr <i1.i2.i3.i4>........cccoooiiiiiiiiiiieen, 204
OSPf HW MOAE Change:....ccoi ettt e et e e et e e e e e e e s et e e e s nnneeeeas 205
Ospf Invalid packet received: Pkt type <ospfPacketType>.........ccccooiiiiiiiiiiiiiie i 205
Ospf License Is Missing, Disable OSPF ............oiiiiiiii et 205
Ospf Nbr State Change: rtid <ra.rb.rc.rd> ipa <ia.ib.ic.id> state <neighborState>.......................... 205
Ospf Netmask Mismatch in Hello IpAddr i@.ib.ic.id............cooii i 206
Ospf Option Mismatch in Hello IpAddr ia.ib.ic.id RxOption optionVal IntfOption optionVal.............. 206
Ospf Virt Nbr State Change: rtid <r1.r2.r3.r4>, virtAreald <v1.v2.v3.v4>, state <neighborState>... 206
OspfDbg Done GIODAI INit........coiiiiiie e e e et e e e e enaee e e e e neees 207
OspfDbg Init Instance vrfld=%d NOAeP=0X%0X..........ccccerrieriiirieieeeie e 207
OspfDbg PostInit EnableOspf vrfld=%d NnodeP=0X%0X...........ccccoriiiii e 207
OspfDbg PostInit Done vrfld=%d NOAeP=0X%0X...........cccoiiriieiie e 207
OspfDbg Started ospfTXHEIOTIMErTasK........cc.eiiiiiiiiie e 208
OSpfDDG DONE NV-RESIOIE.... ...t e e e e e e e e e e e nees 208
(@17 o)1) o Yo T B L] o 1= =11 (=Y o [ o SO OSSPSR 208
OspfDbg Done REDISE INIt........oiiiiiiiiii e et e be e e e snbee e 208
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OSPF Callback function of timer iS NULL..........oo oo e e 209

OSPF TIMEE LINK EFTOT. ...ttt ettt et e et e et ee e e e e enneeas 209
OSPF Timer UNIINK EFTOT.....coo ot e e 209
OSPF Timer List iS COMTUPLEA. ... .uuiiiiiiiiiee e e e e 209
(O] o) == To ANV =1 =1 (o o HO SRR 210
Ospf Auth Type MismatCh in HEllO.........uuiiiiii e eeee e 210
Ospf Hello Int Mismatch in HEIO..........eiiiiiicie e 210
Ospf Dead Int Mismatch in HEIlO. .........uuiiii e 210
Chapter 39: OOB Management MeSSages.........ccerrerrmmeemmmmnnnsrsssssss s s s e s e esssssnnnsssssssssssssses 211
OOB Management SEriOUS MESSAGES. ........uuiiiiiiiiiiie ettt et e e e ettt e e e et e e e e st eeeeeannreeeeeeneeeas 211
Management IP: excess traffic received on Management port%s.........ccceevicveeeeiiiiiiee e 211
OOB Management INformation MESSAGES. .........uuiiiuiiiiiiiie ettt ettt et e e snee e e sbeeens 211
Management IP: QOB POIMY0S. ... ..o e 21
Management IP: QOB POIY0S........ooi e 211
Chapter 40: PIM mMeSSAQeS....ccuuiriiimimriririiiiiiissssssssssssssssssssnmnnsssssssesssseressssssssssssssssssssssnnnnnes 213
PIM iNfOrMation MESSAGES. ... ueii ittt ettt et e e e sttt e e e e ettt e e e e nteeeeesanbaeeeeeeanbeeeeeesanteeeaeens 213
Pim E-BSR ChANGE.......eiiiiiiieiiie ittt ettt st et e ebb e e bb e e e eab e e e anbe e e snbeeeeneeas 213
Pim Invalid packet rECEIVEA. ..........eiiiiiii e 213
Pim License Is Missing Disable PIM........ ... 213
Pim MOdE Change..........eoiiiiie et 214
Pim NDBr State Change Up... ...ttt e et e e e st e e e e anteeeeeeaaes 214
PIM Neighbor status change DOWN............uiiiiiiiii e e e 214
Pim RP tYPE STALE.....eeeiiiieeeii e 215
Pim Unicast route Change......... ... e 215
Pim Virt Nbr State Change Up...... ..o 215
Pim Virt Nbr State Change DOWN...........cooiiiiiii e 215
Chapter 41: POE MeESSAQES......coiiiiiiieeeeeiiiinsiis s s s s s ssssssssssss s s s s s s s s s s s nnm s sssssssssssses 217
POE infOrmation MESSAgES. ... ..uiiiiiiieiiii ittt ettt e et e e e st e e e aabe e e e neeeebee e e anbee e e 217
POE Main Power Usage Off........ ... 217
POE Main POWer USAge ON........couiiiiiiiie e 217
POE MOUIE RESEL......ieieiiieiee ettt ettt e e st e e e et e e e s anneeeee s 217
PoE Port Detection Status port# Status powerStatus...........cooooiiiiiiiiiii e 218

PoE The PoE power limit for port unit port has been changed to x Watts based on IP phone
AISCOVEIY SEEINGS. .. ueiiiiiiiiiiie ettt e et e e e e e et e e e e e bt e e e e e et ae e e e e enabeeaeeensbeeaeeenses 218
PoE The PoE priority for port unit port has been changed to x based on IP phone discovery settings 218
PoE The PoE power limit for port unit port has been restored to previous value x Watts................ 219
PoE The PoE priority for port unit port has been restored to previous value X...........cccccceevviinenn.n. 219
The IP phone PoE limit has been changed to x Watts due to the stack modules configuration...... 219
Chapter 42: Port Mirroring MeSSageS.......cccccuiiiiriirriermmmemmmsnsssssssssssssssssssssssssnnsssssssssssssssses 221
Port Mirroring information MESSAGES. .........uuiiii ittt e s e e s s 221
PM in port mirroring the old data were modified - feature Allow Traffic in mirror port was added.... 221
PM in port mirroring the old data were modified - feature Many to Many was added...................... 221
PM in port mirroring the old data were modified - feature Many to One was added........................ 222
PM in port mirroring the old data were modified - feature Many to One with 128bits was added.... 222
PM in port mirroring the old data were modified - mode type was out of range............ccccceeeinneenn. 222
PM in port mirroring the old data were modified - monitored portA was out of range..................... 223
PM in port mirroring the old data were modified - monitored portB was out of range...................... 223
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PM in port mirroring the old data were modified - NVRAM file structure was changed.................... 223

PM in port mirroring the old data were modified - probe port was out of range..............cccccieeee.n. 224
PM some port mirroring messages were stored to be displayd with delay............................ 224
PM unable to create mirror for instance instance number due to lack of available filter resources. 224
PM: in port mirroring the old data were modified - feature RSPAN was added............c.ccccovineenn. 225
PM: instance %d has been deleted because of insufficient HW resource............c.ccoooeeiiiinniennnne 225
Chapter 43: QOS MESSAQES.....cuurmirmmiriiiiiiiiiiiiirrrrrrssssssssssssrr e s s s s s snnnnnnns 227
(@ oS R o7 41 oz= I 0 ST Lo =TSSR 227
802.1p user priority mapping modifications not supported............coccveiiiiiiiii e 227
Access assignment modifications Not SUPPOMEd.............uviiiiiiiiiieii e 227
Access element modifications NOt SUPPOEd...........cooiiiiiiiiiiiiieee e 227
Base action modifications NOt SUPPOMEd............oiiiiiiiiiii e 228
Classifier block modifications Not SUPPOMEd........ooo i 228
Classifier component modifications NOt SUPPOIEd............coiiiiiiiiiiiii e 228
Composite filter set addition failure comp filter set unknown...........cccooieri e, 228
Composite filter set addition failure replication failure.............occoiiiiii e, 229
Composite filter set addition failure seed filter set UNKNOWN............ooiiiiiiiiiiiii e, 229
Composite filter set creation failure replication failure.............cccccoviiiiiiiiii e 229
Composite filter set creation failure seed filter set UNKNOWN..............oooiiiiiiiiiie e 229
Composite filter set deletion failure comp filter set unknown...............cooo 230
Composite filter set deletion failure seed filter set UNKNOWN............ccooiiiiiiiii e 230
CoS shaping modifications NOt SUPPOIEA..........oouuiiiiiiiiiiiie e 230
Count action modifications NOt SUPPOIEd...........coiiiiiiiiiiiee e 230
Data model version attribute value not SUPPOIted............ovvviiiiiiiiiiiiii e 231
DSCP mapping modifications Not SUPPOIEd..........c.uueiiiiiiiiiiii e 231
Filter manager internal error eNCOUNtEred..............cooiiiiiiii i e 231
Filter manager request parameter iNValid.............ccooiiiiiiiii e 231
Incompatible data model version values (referenced clfr data)............ccccoveeeiiiiiiiiiiiciieeee, 232
Incompatible data model version values (referenced meter data)............cccceeeiiiiiiiiiiiie e, 232
Inconsistent classifier component ( clfr comp# ) state detected............occeeiiiiiiiiii 232
Interface action extension identifier iNValid..............ccuoiiii 232
Interface action modifications NOt SUPPOIEM.........ccoi i 233
Interface application modifications not sUPPOrted............cccooviiiiiiiiiii i 233
Interface assignment modifications NOt SUPPOEd..........ccoeiiiiiiiiiiiiiiieee e 233
Interface queue modifications NOt SUPPOIEd.........coooeiiiiiiiiiiieee e 233
Interface shaping modifications NOt SUPPOMEd...........cueiiiiiiiiiiiie e 234
Invalid classifier ID SPECIfiEd...........ouiiiiiiiiie e 234
Invalid classifier reference (UNKNOWN ClaSss)............ooiiiiiiiiiiiii e 234
Invalid datapath identifier SPeCIfied.............ooiiiiii 234
Invalid master block member value SPeCIfied..............uuiiiiiiiiiiiiiiee e 235
Invalid option specified for BcastFrames attribute.............ccccoiiiiiiiiiii e 235
Invalid option specified for KnownlpMcast attribute...........ccccoooiiiiiiiiiiic e 235
Invalid option specified for KnownMcastFrames attribute..............coooiiiii e, 235
Invalid option specified for KnownNonlpMcast attribute...............ccoco 236
Invalid option specified for KnownUcastFrames attribute.............ocoeoroiiiiii i, 236
Invalid option specified for NonlpPkt attribute. ..o 236
Invalid option specified for UnknownMcastFrames attribute.............cccccciiiiiiiii . 236

Logs Reference November 2013 15



16

Invalid option specified for UnknownNonlpMcast attribute.............coooviiiiiiiiiiiiii e 237

Invalid option specified for UnknownUcastFrames attribute...............cccoiiiiiiie, 237
Invalid resetToDefaults value Specified..............ooo e 237
Invalid unknown access assignment entry state encountered ( entry state )......cccccceveeeeeiiiiiciinnne, 237
Invalid unknown access element entry state encountered ( entry state )...........ccccovviveir s 238
Invalid unknown action entry state encountered (entry state )........cccooeeiiiiii i, 238
Invalid unknown classifier block entry state encountered (‘entry state )........cccccceevviiiiiiiiieeeeee, 238
Invalid unknown CoS shaping entry state encountered ( entry state )........cccccceiiiiiiiiiiiiieen, 238
Invalid unknown DSCP mapping entry state encountered (entry state ).........ccccccivniiii s 239
Invalid unknown entry state (class class# ) encountered ( entry state )......cccccceeevvviiiciiiiiiieeeneeeen, 239
Invalid unknown interface action entry state encountered ( entry state )...........ccccoevvciiiiiieennnenn. 239
Invalid/unknown interface app entry state encountered (<entry state>).........ccccccevvviieiiiinne e, 239
Invalid unknown interface assignment entry state encountered ( entry state )..........ccccoceveeviinen.n. 240
Invalid unknown interface queue entry state encountered (entry state )., 240
Invalid unknown interface shaping entry state encountered (( entry# )........cccooveiiiiiieiniie e, 240
Invalid unknown IP filter entry state encountered (‘entry state )........ccccvviiiiiiii e, 241
Invalid unknown Layer 2 filter entry state encountered (entry state ).......ccccccveeeeiiiiiiiiiiiiiieeeneee, 241
Invalid unknown meter entry state encountered ((entry state )........cccccviiiiiiiiii 241
Invalid unknown policy entry state encountered ((entry state )........cccccveiiiiiiiiiii 241
Invalid unknown queue set assignment entry state encountered ( entry state )...............ccccocceee 242
Invalid unknown queue shaping entry state encountered (entry state ).........ccccoiiiiiiiii e, 242
Invalid unknown queuing discipline enum specified ( queuing discipling ).........cccccoviiiieiiiiiienennns 242
Invalid unknown role combination entry state encountered ( entry state ).............cooeeciviiiiieeennennn. 243
Invalid unknown System filter entry state encountered ( entry state ).........cccoocoiiiiiiiiiiiiiee e, 243
Invalid unknown token bucket entry state encountered ( entry state )........cccccovviiiiiiiiiiiie e 243
Invalid unknown user policy entry state encountered (entry state ).........cccoeeiiiiiee, 243
Invalid unknown 802.1p user priority mapping entry state ( entry state )..........ccocoviiiien. 244
IP classifier modifications Not SUPPOMtEd..........c..ooiiiiiiiii e 244
Issue detected restoring QPA data from NV (Class Class# ).......ccooiiiiiiiiiiiiiiiiee e 244
Issues detected with QoS operational mode disable (IfCS# ifCS).......cuviiiiiiiiiiiiiiiii e 244
Issues detected with QoS operational mode enable (ifcS# ifCS).......coooviiiiiiiiiiiii e, 245
Layer 2 classifier modifications not supported......... ..o 245
Meter modifications NOt SUPPOIEA............ooi e 245
Modify the pattern data or use the correct data format.............cccooooiiiii e, 245
Policy modifications NOt SUPPOIEA.........cuuiiiiiiiiiiie e e e 246
Post-join policy installation issue detected (ifC ifCH )........ovviiiiiiiiiiii e 246
Potential inconsistent access elem state (Undo fail) detected............occoeviiiiiiii i 246
Potential inconsistent block state (Undo fail) detected..............c.ooco 246
Queue set assignment modifications Not SUPPOrtEd............oviiiiiiiiii i 247
Queue shaping modifications NOt SUPPOIEA.........cooiiiiiiiiiiiiiie e 247
Resource alloc event timeout (tgt all apps except QoS Agent rcv event ).......oovceeveiviiiiieeniiiieneen, 247
Role combination modifications Not SUPPOIEd..............eeeiiiiiiiiiiiiiiieeee e 247
Specified filter information NOt fOUN...........oooiiiiiiii e 248
Specified filter manager resource INValid.............coooiiiii i 248
Specified filter manager resource uninitialized...............ccooii i 248
Specified policy identifier (COOkie) INValid.............ooouuiiiiii e 248
System classifier modifications Not SUPPOIEd............c.uuviiiiiiiiiiei e 249
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Token bucket modifications NOt SUPPOIEM...........ooiiiiiiiiiiie e 249

Unable to complete requested access asgn system operation ( oper type )......cccocveeeeiiiiieeeeinnnnnn. 249
Unable to complete requested policy system operation ( operation type )........cccoviieeeiiiieeiinne, 249
Unable to compress specified poliCy Criteria...........cooviiiiiiiiiiieie e 250
Unable to create action for access element..............coiiiiiiiiiiiiiii e 250
Unable to create classifier block entry for access element............occoveiiiiiiiii i 250
Unable to create classifier component entry for access element...........cccoccvviiiiiiiieie e, 250
Unable to create DS MF classifier for access element...........cooocuiiiiiiiiii e 251
Unable to create L2 MF classifier for access element............coooiiiiiiiii e 251
Unable to install access element - component creation iSSUe............cocceviiiiieniii e 251
Unable to locate corresponding DS L2 access elements...........coocvveiiiiiiiiiie i 251
Unknown access assignment entry specified ( €ntry# )........coooiiiiiiiiiiii e 252
Unknown access element entry specified ( €Ntry# )......ooooiiiiiiiioiiiiiiee e 252
Unknown action entry specified ( @Nry#H )......coeieiiiiiii e 252
Unknown classifier block entry specified ( €ntry# ).........oooiiiiiiiiiii e 252
Unknown classifier component entry specified ( @ntry# )........coooeiiiiiiiiicii e 253
Unknown CoS shaping entry specified ( entry# COS )......cceeiiiiiiiiiieiiiice e 253
Unknown count action entry specified ( @Ntry# )........oooiiiiiiiiii e 253
Unknown DSCP mapping entry specified ( €Nry# )......cceeeiiiiiiiiiiee e 253
Unknown entry (class class# ) specified ( €NtrY# ). 254
Unknown incompatible token bucket reference specified...............cccooi 254
Unknown interface application entry specified ( @ntry# )........ccoeiriiiiiiiii e 254
Unknown interface assignment entry specified ( €ntry# )........ooooiiiiiiiiiiiiie e 254
Unknown interface queue entry specified (ifc qUeUE id ).......cooiiiiiiiiiiiii e 255
Unknown interface shaping entry specified ( €ntry# ).......coooviiiiiiiiii e 255
Unknown IP classifier entry specified ( €ntry# ).......ooo e 255
Unknown Layer 2 classifier entry specified (entry# ). 255
Unknown meter entry specified ( €NIrY# ).......oooiiiiiii e 256
Unknown policy entry Specified ( €NIrYH )....oc.eeeiiiiiie e 256
Unknown queue set assignment entry specified ( €Ntry# ).......oooeiviiiiiiiieiiiee e 256
Unknown queue shaping entry specified ( entry# QUEUE ).........cccueeiieiiiiiiie i 256
Unknown role combination entry specified ( role comb id )........coocuiiiiiiiiiiiiiiii e 257
Unknown System classifier entry specified (entry# )..........oooi 257
Unknown token bucket entry specified ( €Ntry# ).......ooo i 257
Unknown unsupported RowStatus SpecCified...........cooiiiiiiiiiiiie e 257
Unknown user policy entry specified ( @NIry#H ).....oooueiiiiiiii e 258
Unknown 802.1p user priority mapping entry specified ( €ntry# )........ccooceeeiiiiiie i 258
Unsupported IPv4 Options value SpecCified.............oiiiiiiiiiiiiiiiie e 258
User policy modifications not sSUpported............c.oooiiiii e 258
QOS WAINING MESSAGES. ... etetiuetiieieeititeee e sttt e e aaaeeeeee s e eeeee e e s e eaeeeeeaansbeeee e e s bbeeaeaansbeeeeeaansbeeeeaaanseeeeeeanreeas 259
Access assignment modification support imited..............eeeeviiiiiiiiiiiiiie e 259
Access assignment name contains unacceptable characters............ccccvi 259
Access assignment name length outside of acceptable limits............cccoiiiiiiiii s 259
Access assignment name not acceptable - reserved...............ooooiii 259
Access assignment template still in use (Siblings active)...........ccooiiiiii 260
Access element block label contains unacceptable characters...........cococeiiiiii e 260
Access element block label length outside of acceptable limits............c.occceeiiiiiiiii e 260
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Access element cluster count ( cluster count ) exceeds limit ( cluster limit )..........cccccoeeiiveiiinnnn.n. 260

Access element cluster is referenced (addition prohibited)...............cccooii 261
Access element cluster is referenced (deletion prohibited)............coooiiiiiii e, 261
Access element name contains unacceptable characters. ..o 261
Access element name length outside of acceptable limitS...........coccveiiiiiiiiiiii e 261
Access element name not acceptable - reServed..... ... 262
Attempt to create an element that already exists (prohibited)............ccooviiiiiiiiiii e 262
Attempt to delete modify non-existing element (prohibited)...........coooviiiiiiiii e 262
Attempt to manipulate system-owned interface (prohibited)...............cooooiiiiii 262
Attempt to manipulate user policy data rejected (disabled)............cocoriiiiiiiii 263
Base action entry referenced by clfr block (deletion prohibited).............coooeeeiiiiiiiiiiiiii e, 263
Base action entry referenced by meter (deletion prohibited)............ccccciiiiiiiiiii i 263
Base action entry referenced by policy (deletion prohibited)............cccoiiiiiiiiiniiii e, 263
Base action modification prohibited due to action Usage............ccoeeeeiiiiiii i 264
Base action extension identifier invalid..............occooiii 264
Buffer configuration inconsistency detected (local buffer conf stack buffer conf )...............c.c.o.... 264
Classifier block component set ID out-of-range ( clfr comp Set ID ).....oovvvveieiiiiiiiiiiiiiiieieeeeeeee, 264
Classifier block number out-of-range ( BIOCKH )...........oooiiiiiiiiiii e 265
Classifier block precedence value Not SUPPOMEQ...........ooiiiiiiiiiiiiiiieee e 265
Classifier component set ID out-of-range ( clfsr comp Set D )......oeeeeiiiiiiiiiiiie e, 265
Classifier conflict (duplicate clfr data in block) detected..............ocoi s 265
Classifier content incompatible with target interface(s).........cooviiiiiiiiii 266
Classifier set block reference out-of-range ( Clfr SEtblOCK# ).........coooviiiiiiiiiiiiieee e, 266
Classifier tyPe UNKNMOWN.........ooiiiii et e e e e e e e et e e e e e st e e e ennsbeeeeeennnees 266
Clfr content (system) incompatible with target interface(s)........ccccvvieiiiiieiiiii e, 266
Composite filter set addition failure data consiSteENCY ISSUE............coiiiiiiiiiiiii 267
Composite filter set addition failure data invalid................coooo 267
Composite filter set addition failure resources unavailable...............c.ccccoiiiiiii 267
Composite filter set creation failure MAC data not allowed..............coeiiiiiiiiiiiii e 268
Composite filter set creation failure data invalid.............c.ccoooiiiiiiii e 268
Composite filter set deletion failure base set target invalid............ccccccooiiiiiiiiiii e, 268
Composite filter set deletion failure data invalid............c.ocueeeiiii e, 269
Composite filter set destruction failure data invalid.................coco e 269
Composite filter set membership limits exceeded.............cocviiiiiiiiic e 269
Conflicting action SOUrces deteCted...........oooiiiiiiiiiiii e 270
Conflicting master block member information detected............cccccoiiiiiiiii e, 270
Conflicting policy role policy interface index data detected...........ccoceeiiiiiiiiiiiici e 270
CoS shaping not supported with specified interface.............oooo e, 270
Count action entry referenced by meter (deletion prohibited).............cooiiiiie 271
Count action entry referenced by policy (deletion prohibited).............ccooiiiiiii e 271
DAPP resources not available (Unit UNItH ).........ooooiiiii e 271
DAPP with statistics tracking in use (QoS disable prohibited)...........ccccoviiiiiiiiiiiiie e 271
Default ifc assignment failure port# port(s) ifc QoS-disabled.............cccooiiiiiiiiiii e 272
Destination MAC address and mask values out-Of-SYNC............cocciiiiiiiiiiiiiiii e 272
Different classifier component masks keys in block detected...............ccooiii 272
DSCP remarking not supported for IPV6 (green action)............ccoocveeiiiiiiiiec e 272
DSCP remarking not supported for IPv6 (in-profile action)............ccccooviiiiiiiiiiie e 273
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DSCP remarking not supported for IPv6 (match action)............ccccveeiiiiiiii i 273
DSCP remarking not supported for IPv6 (non-match action)............cccceeiiiiiiiiiiec e, 273
DSCP remarking not supported for IPv6 (out-of-profile action)...............c.ccooiiii s 273
DSCP remarking not supported for IPV6 (red action)............cccveiiiiiiniiiiiiiee e 274
DSCP remarking not supported for IPV6 (yellow action)..........ccceveiiiiiiiiiiiiiiiieeceee e 274
Dst IP addr matching not supported with IP addr type data.............ccccoeeiiiiiiiiii e 274
Dst Layer 4 port min max values invalid (max must be =10 mMin)...........ccocociiiiiiiii e 274
Dst MAC addr matching not supported with address type data............cccccoiiiiii i 275
Duplicate access asgn name type index detected (prohibited).............cccoooiiiiiiiiii 275
Duplicate classifier class values in set detected.............cooiiiiiii i 275
Duplicate set values in bloCK detected............ooooiiiiiii e 275
Egress interface and egress mask are mutually eXCIUSIVE.............coooiiiiiiiiiiiii e 276
Element enable prohibited. Please delete and re-enter data.............ocoooii 276
Element label contains unacceptable characters. ... 276
Element label length outside of acceptable limits (max 16 chars)..........ccccoiiiiiii 276
Evaluation precedence conflict (Traffic Prof filter set data)...........cccceiviiinii 277
Evaluation precedence conflict detected (UBP filter set data).............ccoooeeiiiiiieiiiiicc e, 277
Evaluation precedence value required but not specified............coccuiiiiiiiiiiii i 277
FCoE redirection default frame filter deletion failure detected.............ccoceoiiieiiiiiinii e, 277
FCoE redirection default frame filter installation failure detected............ccoociiiiii . 278
FCoE redirection - egress interface issue detected (iflndex %d)........cccoeeeiiiiiii i 278
FCoE redirection - egress trunk issue detected (trunk ID %d)........occueieiiiiiiiiiiii e, 278
Filter control block resources exhausted..............ocooiiiiiiiiiiiiic e 278
Filter creation issue detected - in-profile action component.............cccciiiiiiiiiiie e, 279
Filter creation issue detected - match action component................cooorrrrcccicc e 279
Filter creation issue detected - metering COMPONENt..........cooouiiiiiiiiiiiii e 279
Filter creation issue detected - non-match action component............cccoociiiiiii e 279
Filter creation issue detected - out-of-profile action component.............ccccociiiiiii, 280
Filter manager memory resources eXhausted...........ooouuuiiiiiiiiiiiii e 280
Filter manager metering or policy rule space exhausted.............cccuuiiiiiiiiiiiiiiiee e 280
Filter manager metering resources exhausted..............oooiiiiiiiiiiiiiii e 280
Filter manager statistics tracking resources exhausted................cocociiiiiiiii e 281
Filter set requirements incompatible with target interface................cccooo 281
First TrTCM Meter Index must be in range 1-5000...........ccuueiiiiiiiiiieiiiie e 281
Flow ID filtering not supported fOr IPVA ... 281
Flow 1D out-0f-range ( FIOW 1D )...coueiiiiiii ittt 282
In-profile action contains conflicting data............cceoiiiiiiiiii i 282
Ifc app modification issue (inconsistent default gateway data)............cccooiiiiii, 282
Ifc app modification issue (inconsistent DHCP server data)............cccoccoiiiiiiiiiiiicc e 282
Ifc app modification issue (inconsistent ifType data)...........cccccvviiiiii i, 283
Ifc app support not currently available on interface (IfC# )........oooviiiiiiiiiiii e 283
Ifc assignment issue - prec conflict (policy policy# disabled)............cocceiieiiiiiiii i 283
Inadequate resources available for application policy criteria............cccccveiiiiiiiiiiiiee e, 283
Incompatible base action extension SPeCIfied. ... 284
Incompatible classifier reference (agent-defined Clfr).............coooii 284
Incompatible in-profile action (frusted ifC)..........ccvviiii i 284
Incompatible in-profile action (Unrestricted ifC).........ooouiiiiiiii e 284
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Incompatible in-profile action (UNtrusSted ifC).........coiuiiiiiiii e 285

Incompatible match action (UNrestricted ifC)..........cooiiiiiiiiii e 285
Incompatible match action (Untrusted ifC)........ ..o 285
Incompatible non-match action (unrestricted ifC)...........coiiiii i 285
Incompatible non-match action (frusted ifC)...........ueiiiiiiiiiie e 286
Incompatible non-match action (UNrestricted ifC)...........ooiiiiii e 286
Incompatible non-match action (UNtruSted ifC).........oiiiiiiiiii e 286
Incompatible out-of-profile action (trusted ifC)..........cueiiiiiiiiiii 286
Incompatible out-of-profile action (unrestricted ifC)............ccoii 287
Incompatible out-of-profile action (untrusted ifC)...........cooiiiiiii 287
Incompatible StorageType specified (re ClasSifier).........ooouiiii e 287
Inconsistent action criteria detected across block members.............ccooiiiiin 287
Inconsistent labels detected for members of same bIOCK...........cccoiiiiiiiiiiiie e, 288
Inconsistent labels detected for members of Same Set.........ccooiiiiiiii 288
Inconsistent MAC data detected across filter set members............ccooiii 288
Inconsistent metering criteria detected across block members.............ccccoviiiii i, 289
Inner VLAN ID filtering requires double tag...........coooiiiiiiiiiiiie e 289
Inner VLAN ID min max values invalid ( min VLAN ID ! max VLAN ID )...cccoeiiiiiiiiiiieieee e, 289
Insufficient HW resources to support port role association...............coovieeeeiiiiiiee e 289
Insufficient policy space available to support access assignment...........ccccooieeiiiiiiiieec e 290
Insufficient resources available to support policy installation..............cccccooiiii 290
Interface action entry referenced by base action............cccccvviiiiiii i 290
Interface Application data in use (QoS disable prohibited).............cccoriiiiiniiiin 290
Interface application Undo failure (app @pPH )...ooveeeeeiiiiiiie ettt 291
Interface assignment failure - precedence conflict detected............occeiiiiiiiini 291
Interface capabilities incompatible with policy data.............cceeiiiiii e 291
Interface resources inadequate to support application enable................cccoc 291
Interface shaping and CoS shaping conflict (same ifc specified)...........coceviiiiiiiiiici e, 292
Interface shaping and queue shaping conflict (same ifc specified).........c.ccovviiiiiiiii i, 292
Interface shaping not supported with specified interface............ccccocoiiiii e, 292
Interfaces QoS-disabled ( port# on unit# ) - restoration iISSUE.............ccceeriiiiiiiin i 292
Invalid 802.1p user priority value specified ( priority Value )...........coooviiiiiiiiiiiiiieeee e 293
Invalid access element type option specified.............ccooiiiiii e 293
Invalid access assignment type option Specified...........cccviiiiiiiiii i 293
Invalid Classifier FefErEnNCe. ..ot 293
Invalid classifier reference (unknown incompatible Set)..........occiiiiiiiiiii e, 294
Invalid classifier reference (UNKNOWN INStANCE).......c..oiiiiiiiiiiii i 294
Interface data out-of-sync in Policy and User Policy entries..............cccooiiiiiiiiic e 294
Invalid DAPP state transition detected (prohibited).............ccueiiiiiiiiii 294
Invalid destination MAC address length specified.............oooiiiiiiii e 295
Invalid destination MAC address mask length specified.............ccccooviiiiiiiiiii e, 295
Invalid DSCP value specified ( DSCP ValUE )......cooiiiiiiiiiiiiie et 295
Invalid drop precedence value specified ( PreCEdENCE )......cccvivriiieiiiiiiie et 295
Invalid egress interface SpPecified (IfCH )......ooiiiiiiiiii 296
Invalid egress interface type specified (<ifC type>).........ooiiii i 296
Invalid egress mask value SPeCIfied.............ooiiiiiiiii i 296
Invalid EtherType value specified ( Ether Type OXXXXX )..ueeiiiiiiiiie e 296
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Invalid expired session data SPECIfIEd...........cciiiiiiiiiiii e 297

Invalid filter set priority value detected................c 297
Invalid track statistics value Specified..............ooi i 297
Invalid interface found in egress mask ( egrees mask bith )........ccccooviiiiiiiiiiie e 297
Invalid interface index data Specified (IfCH ).......ueiiiiiiii i 298
Invalid interface index data specified ((ifC INAEX )......ccviiiiiiiiiiiie e 298
Invalid interface index data (system-owned) Specified............ccceiiiiiiiiiiiiiiii e 298
Invalid IP destination address prefix detected. ... 298
Invalid IP source address prefix detected............oo 299
Invalid maximum inner VLAN ID value specified ( VLAN ID )..oooviiiiiiiiiiie e 299
Invalid minimum inner VLAN ID value specified ( VLAN ID ).....ooooiiiiiiiiiiiiieeeee e 299
Invalid maximum VLAN ID value specified ( VLAN ID )..cocuuiiiiiiiiieie e 299
Invalid metering data (bucket size) specified for interface(s).........ccovoeerieiiiiiiii e 300
Invalid metering data (granularity) specified for interface(s).........cocveeviiiiiiiiiien 300
Invalid metering data (rate) specified for interface(S).........ovveeemieeiiiiii e 300
Invalid metering data (srTCM trTCM) specified for interface(s).........uvvveviiieiiiii e 300
Invalid minimum VLAN ID value specified ( VLAN ID )...ouvviiiiiieiieeiiieiieeeee e 301
Invalid mix of IP address data (Dst IP type) in set detected..........ccccoeeiviiiiiiiiiiii e 301
Invalid mix of IP data (IPv4 IPvB) in set detected..........cooiiiiiiiiiiiii e 301
Invalid mix of IP and non-IP data in set detected...........ccuuviiiiiiiiiii 301
Invalid option specified for PatternlpVersion attribute...............cccoooi 302
Invalid pattern data length (untagged format) specified............ccocoveiiiiicii 302
Invalid pattern data string length SPeCIfied...........couiiiiiiiiii e 302
Invalid pattern format data SPECIfied.............eiiiiiiiiii s 302
Invalid pattern position string length specified............ccoooiiiiiiii 303
Invalid port detected in specified port MaskK............oooiii e 303
Invalid set drop precedence value SPECIfied............oooiiiiiiiiiiiii e 303
Invalid shaping data (bucket size) specified for interface(s).........cccouviiiriiieeii i, 303
Invalid shaping data (granularity) specified for interface(s)...........couveeiiiiiiie i 304
Invalid shaping data (minimum rate granularity) specified.............ccccooiiiiiiiiiiiiie e 304
Invalid shaping data (minimum rate maximum rate) specified...........ccccooeiiiiiiii i 304
Invalid shaping data (minimum rate) Specified............cooiii i 304
Invalid shaping data (rate) specified for interface(s).........coooureeeiiiiiiie e 305
Invalid source MAC address length Specified............cooiiiiiiiiiii e 305
Invalid source MAC address mask length specified............ccccevveiiiiiiiiiiiiee e 305
Invalid statistics counter identification specified...............cccoeiiiiiiiiiii e, 305
Invalid statistics tracking ValUE.............ueiiiii e 305
Invalid StatiStiCs tYPE VAIUE.......coi i 306
Invalid unknown bandwidth type specified............cooiiiiiiii 306
Invalid unsupported buffering capabilities value specified..........cccccceeeiiiiiciiiii e, 306
Invalid unsupported copy-to-cpu option SPECIfied...........ooiiiiiiiiiiii e 306
Invalid unsupported DAPP enable value SPeCified...........cccuuiiiiiiiiiieiiiiee e 307
Invalid unsupported DAPP maximum IPv4 ICMP length specified...........cccccvevviiiiiiiiiiiiee e 307
Invalid unsupported DAPP maximum IPv6 ICMP length specified...........cccceveiniiiiiiiiiiiieen 307
Invalid unsupported DAPP minimum TCP header length specified...............cccccocoiiiiiii 307
Invalid unsupported default gateway address length specified..........cccccceeeiiiiiiiiic e 308
Invalid unsupported default gateway address specified............cooiiiiiiiiiiiiii i 308
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Invalid unsupported destination IP address length specified...........ccccccveiiiiiiieiiiiiie e, 308

Invalid unsupported DHCP server address length specified...........ccccooiiiiiiiiii 308
Invalid unsupported DHCP server address Specified........ ..o 309
Invalid unsupported interface type SPeCIfied..........ooouiiiii i 309
Invalid unsupported mirror frame option SPeCified.............cooiiiiiiiiii 309
Invalid unsupported NT application mode value Specified...........ccccceeviiiiiieiiiiiie e 309
Invalid unsupported packet type value Specified..............ccoiiiiiiiiiiiiiie e 310
Invalid unsupported QoS system operational mode value specified.............ccocoeeiiiiiiie s 310
Invalid unsupported queue configuration value specified.................cocoiiiii 310
Invalid unsupported role assoc compatibility specified. ... 310
Invalid unsupported source IP address length specified...........ccccceiiiiiiiiiiii e, 311
Invalid unsupported Trusted processing mode value Specified............ccccveviiiiiieiiiiiee e 311
Invalid unsupported UBP support level value Specified..............coeiiiiiiiiiiiiiiiiec e 311
Invalid unsupported VLAN tag value specified ( VLAN tag )...cccvveeeiiiiiiiieiiiiceee e 31
Invalid update DSCP value specified (not currently supported).........cceeveiiiiiiiiiiiee e, 312
Invalid update priority value SPecCified............cooiiiiiiiii e 312
Invalid update VLAN Id specified ( VLAN I )....ooiiiiiii e 312
Invalid user priority match selection specified ( priority value )..........ccccoeiiiiiiiiiii e 312
IPv4-only filter criteria mixed with IPVB Criteria...........cccooiiiiiiiiii e 313
IP classifier entry still referenced (deletion prohibited)..............cooc i, 313
IP destination address and mask values out-Of-SYNC............cooiiiiiiiiii e 313
IP destination Layer 4 port maximum value out-of-range ( dest port#..........ccccoviiiiiiiiniiiee, 313
IP destination Layer 4 port minimum value out-of-range ( dest port# )........cccccceeeeviiiiciiiiieiieeeeeeen, 314
IP protocol value out-of-range (1P ProtoCOIH# ).........ooiiiiiiiiiiiiiiii et 314
IP source address and mask values OUt-Of-SYNC...........coiiuiiiiiiiiiiieeeciiie e 314
IP source Layer 4 port minimum value out-of-range ( Src POrt# )........coocueeeiiiiiiiiei e 314
IP source Layer 4 port minimum value out-of-range ( Src POrt# )........cooceeiiiiiiiiiiiiiiee e 315
Issue detected enabling/disabling DSCP Mapping Table usage (port %d)........cccccevvcviieeeiiiiieeeennns 315
Issue detected setting native DSCP Mapping Table values.............c.ueveeiiiiiiiiiiiiiiiieeeeeee e 315
Issue with classifier component mask detected.............oooiiiiiiiiiiiiie e 315
Layer 2 classifier still referenced (deletion prohibited).............ccoooiiiiiiiiiii 316
Layer 4 port filtering with IPv6 requires UDP TCP Next Header................ocoiiiiii 316
Layer 4 port range could not be reduced sufficiently...............cooo 316
Meter (from clfr block) usage in multiple policies prohibited.............ccccooiiiiiiiiini e, 316
Meter (from policy) usage in multiple policies prohibited............cccccoiiiiiiiiiiii e 317
Meter entry referenced by clfr block (deletion prohibited)...........cccccoiiiiiiiiiii e 317
Meter entry referenced by meter (deletion prohibited).............ccooiiiiiiinii 317
Meter entry referenced by policy (deletion prohibited)..............ocooii 317
Meter identifier out-of-range (meter id ). 318
Metering not supported with DS L2 access control lists............ccovcuvieriiiiiiiic e 318
Mirroring (requested via action) not configured Correctly...........ccovviiiiiiiiiiiiiiie e 318
Modification of action (non-match usage) prohibited...............coociiiiiii e 318
No resources available for classifier port range checking............coooiiiiiieiiiiiie e 319
Non-match action contains conflicting data.............coocuiiiiiii 319
Non-match action not available for use with filter sets.............coooiii 319
Non-match action support not available on certain interfaces.............ccccociviiiii, 319
Non-QoS interfaces may not be assigned to a role combination.............ccccocieiiiiiiiic 320
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Non-supported action option (green action) SpPecified.............cceiiiiiiii i 320

Non-supported action option (in-profile action) specified. ... 320
Non-supported action option (match action) specified..............coocoii 320
Non-supported action option (out-of-profile action) specified............c.ccceviiiiiiiii e 321
Non-supported action option (policy non-match action) specified...........ccccccoeiiiiiiiiiieeee 321
Non-supported action option (red action) SPeCified............occueiiiiiiiiiii e 321
Non-supported action option (yellow action) specified...........cccceiiiiiiiiii i 321
NT application mode enable failure - inadequate reSOUICES. ..........cooiviiiiiiiiiiiie e 322
Non-unique precedence order value detected (prohibited)...........coooiiiiiiiiiiiie e, 322
Non-volatile QoS data discarded during restoration..............ccouiuiiieriiiiiiee e 322
Non-volatile storage commit delay t00 large...........oooiiiiiiiiiieii e 322
Only one frame type supported Per ClasSIfier.........c.uuiiiiiiie e 323
Out-of-profile action contains conflicting data.............c.ccoociii i 323
Out-of-range CoS index value ( COS INdex Value )..........oooiiiiiiiiii e 323
Out-of-range queue index value ( queue index ) for in-use queue Set...........occeeeeiiiiiiiii e 323
Out-of-range queue index value ( queue index ) for pending queue Set..........ccccceiviieieiiiiiieee e 324
Packet redirection support limited by target interfaces...........ccccoiiiiiiiiii 324
Pattern matching data in excess of bytes# bytes specified...........ccccveiiiiiiiiiii e 324
Pattern matching (Dst IP) not supported with IP addr type data..........ccccoeeiiiiniiiiiiee 324
Pattern matching (Dst MAC) not supported with address type data.................cccoooiii. 325
Pattern matching (IP) not supported with non-IP addr type data................ccoooiiii 325
Pattern matching not supported with other classification data..............cccccoiiiii i 325
Pattern modifier data specified without actual pattern data............ccccoooiiiiiiii 325
Pattern position and data strings must be same length..............ooo 326
Policies with session data must be port-based..............oeiiiiiiiiiii 326
Policy action out-of-range (@CtONH ).........cocoi e 326
Policy content incompatible with target interface(s).........occvvee i 326
Policy mask availability issue (space exhausted)...........cccoviiiiiiiiiiiiiic e 327
Policy modification support lIMited............oooiiiiiiiii e 327
Policy non-match action out-of-range ( non-match action# )..........cccooooiiiiiiiiii i 327
Policy precedence value out-of-range for target interface(s)........cocvvvveiiiiiieieiiiee e 327
Policy requirements exceed available resources (SIot SIOtH ).........ccooviiiiiiiii 328
Policy statistics index out-of-range ( stats index )..........occoiiii 328
Policy precedence conflict detected with non-QoS application...............cccoooiiiiiiiiiii 328
Policy with this filtering values is already installed on this precedence............cccccccovviiiiiiiiiiienenns 328
Post-join ACL installation issue detected (ifC ifCH# )........cooiiiiiiiiii e 329
Post-join filter set installation issue detected (ifC ifC# ).......ooviviiiiiiiiii e, 329
Post-join traffic-profile installation issue detected (ifC IfCH# )........coooveiiiiiiii e 329
Potential inconsistent access asgn state (Undo fail) detected...........cocieiiiii i 330
Potential inconsistent ifc assignment state (Undo fail) detected...........cccccooiiiiiiiiiii 330
Potential inconsistent policy state (Undo fail) detected...........cccoveiiiiiiiiii e, 330
Precedence value OUE-Of-TaNGe..........uuuiiiiiiiiiiee ettt e e e e e e 330
Provided metering information iNnCOMPIEte...........coouiiiiiiii e 331
QoS policies may not be applied to uplink or daisy chain ports ( POrt# )........ccccceeeeiiiiiiiiiiiieeenns 331
Queue configuration inconsistency detected (local queue conf stack queue conf )......................... 331
Queue set assignment distribution across stack failed...........cccceiiiiiiii 331
Queue set unacceptable - pending range excludes in-USe QUEUES.............cocueeerieeiiiieeniiec e 332
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Queue set value modification prohibited.............ccoiiiiiiiiii e 332

Rate granularity limited to increments of 1 Mbps or 64 Kbps............occoiiiiii e 332
Rate (min) granularity limited (increments of 1 Mbps or 64 Kbps)..........cccciiiiiiiii e 332
Referenced block (by policy) deletion prohibited..............ccoieiiiiiiiiiiie e 333
Referenced set (by block) modifications prohibited...............coooiiiiiiiii e 333
Referenced set (by policy) modifications prohibited.............cccoeeiiiiiiiiiii e 333
Remote QoS-disable request failure ( port# on unit UNith )........cccooviiiiiiiiii e 333
Request invalid - QoS interface apps enabled on interface(s).........ccoveeeeaiiiiiiiie e 334
Request invalid - specified interface currently QoS-disabled...........cccccoiiiiiiiiii 334
Request temporarily denied - QoS support is currently disabled.............cccccoeveeeeiiiiiiiiiieeeeee, 334
Requested attribute usage is currently not SUPPOrted...........vuveeiiiiiiiiiii e 334
Requested filter manager support unavailable...............cccooiiiiiiii e 335
Requested reserve data iNValid............ooeeiiiiiiiii e 335
Required bandwidth information not specified.............cooi i 335
Resources exhausted (maximum class entries reached)...........ccocoiiiiiiiii 335
Resources exhausted (OUt-Of-MEMOIY)........coiiiiiiii e 336
Role combination associated with interface (deletion prohibited).............cccccvviiiiiiiiii i, 336
Role combination contains unacceptable characters.............ooooiiii e 336
Role combination referenced by policy (deletion prohibited).............coccviiiiiiiiiiiii e 336
Role (interface) capabilities incompatible with policy data.............cccooiiiiiiiii 337
Source MAC address and mask values OUt-0Of-SYNC............coooiiiiiiiiiiiii e 337
Specified filter criteria is invalid INCONSIStENL..........ccoiiiiiii e 337
Specified policy components (classifiers) conflicting...........occeeiiiiiiiiii e 337
Specified queue set information INValid..............ooiiiii e 338
Specified token bucket criteria OUt Of FANGE........cc.uiiiii i 338
Src Layer 4 port min max values invalid (max must be =10 Min).........cccccoiiiie e, 338
srTCM meter issue - CIR must be the same in both meters...........coooii i, 338
srTCM meter issue - EBS must be greater than CBS............oooiiiiiii e 339
srTCM trTCM meter issue - diff algorithms in associated meters...........ccccoovviiiiiii e 339
srTCM trTCM meter issue - referenced meter incompatible unknown..............cccceeeeeeiieeiiiiiicinnnee, 339
srTCM trTCM meter issue - too many cascaded MELErS..........cooieiiiiiie e 339
Specified Destination Layer 4 min max range not supported.............cccceeeereiiiiiiiiiiiiieee e 340
Specified inner VLAN ID min max range Not SUPPOIET.........coiuuriiiiiiiiiiie i 340
Specified metering operation NOt SUPPOIE..........coiiiiiiiiii i 340
Specified metering statistics entry already in-use (by PoliCY)........ccuvvviiiiiiiiiiiiiie e, 340
Specified policy components (classifiers) conflicting............ccvviiiiiiiiiiii e 341
Specified policy statistics entry already in-use (by Meter)..........cooviiiiiiiiiiiii e 341
Specified Source Layer 4 min max range Not SUPPOIEd..........ocveeeeiiiiiiiie i 341
Specified token bucket refresh interval Nnot supported............coooiiiiiiiiii e 341
Specified token bucket size (burst size) Not SUPPOIEd..........oeiiiiiiiiiiiiiiie e 342
Specified user policy interface currently QoS-disabled............ccccviiiiiiiii 342
Specified VLAN ID min max range Not SUPPOMEA.........coouriiieiiiiiiiieeieiiiie e 342
System classifier still referenced (deletion prohibited)...........ccocviiiiiiiiii e, 342
TCP Control Flag filter criteria requires TCP protoCOL...........eueiiiiiiiiiiiiee e 343
Token bucket algorithm identifier iNnvalid..............oooi e 343
Token bucket algorithm identifier unknown UNSUPPOIEd..........ccviiiiiiiiiiiiiie e 343
Token bucket minimum rate outside limits (64 - 10230000 KbPS)......ccuuvvviiiiiieeeeeeiieciiiiieeeee e 343
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Token bucket entry referenced by meter (deletion prohibited).............ccocoiiiiiiiiiini 344

Token bucket entry referenced by shaper (deletion prohibited)..............occoo 344
Token bucket rate outside limits (64 - 10230000 KDPS)......ciiuuuiiieiiiiiiiieiiiiie e 344
Token bucket size not compatible with committed fill rate.............oooeecciiiiii e, 344
trTCM meter issue - PBS must be greater than CBS...........cooiiiiiiii e 345
trTCM meter issue - PIR must be greater than CIR.............ooiiiiiiiii e 345
Traffic Prof filter set elem count exceeds available reSOUrCES. ..........cccveviiiiiiiiii e 345
Traffic Prof filter set policy count ( policy count ) exceeds limit ( policy limit ).........cccceeiiiinnnns 345
Traffic Prof filter set rule count ( rule count ) exceeds limit ( rule limit )..........cccooooiiiiiee, 346
Trusted processing mode change rejected - inadequate reSOUrCES..........uuevvveeeeeeiiiiiiciiiiiiieeeeeeeen 346
Unable to add block member ( block elem# component set id ) to existing policy.............ccccuvne.. 346
Unable to apply existing policy data to interface (unité# port# ).........cooovviiieiiiiii e 346
Unable to apply existing user-based policy data to NEW USEr..........c..eevviiiiiiiiiiiiii e 347
Unable to apply filter set to ports (unsupported capabilities)............coooviiiiiii 347
Unable to apply newly-defined UBP filter set to existing user.............ccccocoiiiiiiiiic i 347
Unable to apply pre-defined UBP filter set to NewW USEr...........coooiiiiiiiiiiii e 347
Unable to compress classification criteria in set adequately..........cccccooeiiiiiiiiiii 348
Unable to create out-of-profile action for access assignment..........ccccceeviiiiieiiiiii e 348
Unable to create count action (meter) for access assignment...........ccccooiiiiinic e 348
Unable to create count action (policy) for access assignment............cccoiiiiiiiiiii e, 348
Unable to create count action (secondary meter) for access asgn..........ceeevviieeeiiiiiiee e 349
Unable to create metering data for access assignment.............occvieiiiiii i 349
Unable to create non-match components fOr ACL..........ooiciiiiiiiiiiiiee e 349
Unable to create token bucket data for access assignment..............ccccoviiiiiiiiii e, 349
Unable to create policy data for access assignment............oooiiiiiieiiiiiee e 350
Unable to create secondary metering data for access assignment............cccoooiiiiiiie s 350
Unable to create secondary token bucket data for access asgn..........coccvveiiiiiiiiiiiniiee e 350
Unable to create yellow action for access assignment...........ooouiiiiiiiiiiie e 350
Unable to deactivate policy associated with interface...........ccoocoiiiii e, 351
Unable to delete block member ( block element# component set id ) from existing policy.............. 351
Unable to delete UBP filter set on interface ifCH.............oooiiiiiiiieiii e 351
Unable to derive suitable filter set element eval precedence............cccooeiiiiiiiiiiiii e 351
Unable to determine clfr interface(s) compatibility............coooiiiiiiiii e 352
Unable to disable ARP Spoofing support on interface ((ifC# )........ccocoeiiiiiiiiiiie 352
Unable to disable BPDUBIkr support on interface (ifC# )........oooouiiviiiiiiiii e 352
Unable to disable DHCP Snooping support on interface (ifC# )......ccccveeiiiiiiieiiii e 352
Unable to disable DHCP Spoofing support on interface (ifc# ).......ccocveeiiiiiiieiiiiee e 353
Unable to disable DNSPort support on interface (IifC# ).......oooiiiiiiiiiii e 353
Unable to disable existing policy data on interface ((unit# port# ).........ccccooviiiiiii e, 353
Unable to disable FTPPort support on interface (ifCH# )........ooueeiieiiiiiii e 353
Unable to disable Nachia support on interface (ifC# ).......c.evviiiiiiiiiii e 354
Unable to disable policy data for access assignment............ooooiiiiiieiiiiiee e 354
Unable to disable SQLSIam support on interface (ifCH )......oooveieiiiiiiiiie e 354
Unable to disable SynFinScan support on interface (ifC# ).......ooooviiiiiiiii e 354
Unable to disable Xmas support on interface (ifCH# )......oooouueeiiiiiiii e 355
Unable to enable ARP Spoofing support on interface (ifC# )......cooveeeiiciiiiiii e 355
Unable to enable BPDUBIkr support on interface (ifC# )......oooooiiiiiieiiiieee e 355
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Unable to enable DHCP Snooping support on interface (ifC# )........cccovcveeiiiiii e 355

Unable to enable DHCP Spoofing support on interface (ifc# ). 356
Unable to enable DNSPort support on interface ((ifC# ).....c.oeveeiiiiiiii e 356
Unable to enable FTPPort support on interface (ifCH# ).......ooooiiiiiiiiii e 356
Unable to enable Nachia support on interface (ifC# ).......ccovveiiiiiiiii e 356
Unable to enable policy data for access assignment............cooooiiiiiiiiiiiiie e 357
Unable to enable SQLSIam support on interface (ifCH# )........ooooviiiiiiiiiiie e 357
Unable to enable SynFinScan support on interface (ifc# ).......ccueveeiiiiiiii e, 357
Unable to enable Xmas support on interface ((ifc# )........cooo oo 357
Unable to install access assignment - component creation iSSUE.............oocuveiiiiiiieeeiiiiiieee e, 358
Unable to manipulate DAPP support (no applicable interfaces)..........ccccoocveveiiiiiiiie e, 358
Unable to modify access assignment - component modify iSSUE...........ccceeeeiiiiiiiiiiiiiiee e 358
Unicast ( Interface# ) and Non-Unicast ( interface# ) interfaces in conflict.............cccccoiiiiiinnen. 358
Unknown incompatible access element specified............ooooi e 359
Unknown incompatible action component Specified..............ooouiiiiiiiiii e 359
Unknown incompatible classifier block specified...........cooiiii e 359
Unknown incompatible classifier set Specified............ccooiiiiiiii e 359
Unknown incompatible in-profile action specified.............ccueiiiiiiiiieii e 360
Unknown incompatible in-profile (green) action specified............ccccooviiiiiiiiiiiiiiee e, 360
Unknown incompatible match action specified. ... 360
Unknown incompatible metering component specified............coouiiiiiiiiiiii e 360
Unknown incompatible metering statistics entry specified...........ccccoooiiiini 361
Unknown incompatible out-of-profile action specified.............ccoooiiiiiiii e 361
Unknown incompatible out-of-profile (red) action specified............cccoooiiiiiiiiiiiii e 361
Unknown incompatible out-of-profile (yellow) action specified.............cocoveieiiiiiiii e 361
Unknown incompatible policy statistics entry Specified............ccueeiiiiiiiiiiiii 362
Unknown incompatible policy non-match action specified...............coccoiii 362
Unknown incompatible queue set SPecified. ... 362
Unknown incompatible role combination SPecified............ccuuiiiiiiiiiiiiiiee e 362
Unknown incompatible token bucket reference specified...........cccooiiiiiiiiiiii e, 363
Unknown out-of-range interface index value ((ifCH# )......oooeiiiiiiiieiiiie e 363
Unknown out-of-range interface index value (ifC iNdex )........cooiiiiiiiiiiiiii e 363
Unknown unsupported StorageType SPECIfied...........uiiiiiiiiiiiiiee e 363
Unknown unsupported interface application type specified..........cccoiiiiiiiiiiii e, 364
Unknown unsupported interface class specified (ifC Class ).....ccvvvveiiiiieiiiiiiiieeee e 364
Unknown unsupported IP Flag SPECIfied..........cc.uuiiiiiiiiiii et 364
Unknown unsupported TCP Control Flag Specified.............coouiiiiiiiiiiiiic et 364
Unknown queue set queue reference detected..............ooooiicciccc e, 365
Unsupported IP address type SPeCIfied.........oo oo 365
Unsupported pattern offset data Specified...........cccuuiiiiiiiiiiii e 365
Unsupported unknown QoS agent configuration attribute ( attribute# ).........ccccoooiiiiiii 365
Update priority value and update DSCP value Out-Of-SYNC...........cceiiiiiiiiiiiiiiiie e 366
Update priority value per ingress DSCP currently not supported............cccceeviiiiiieiiiiiiie e 366
User Policy (UBP) filter set in use (QoS disable prohibited).............oooiiiiiiii e 366
User Policy (UBP) filter set in use (QoS reset prohibited)............ooooiiiiiiiiii e 366
User Policy data referencing interface (operation prohibited)...........ccoccoiiiiiiiii i 367
User policy filter set count (<set count>) exceeds limit (<set limit>).........cccccoiiiiiiiiiiiiiee 367
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User policy filter set element count exceeds available resources...........ccccocveeiiiieiiiin e, 367

User policy group contains invalid unacceptable characters.................cccooiiii e, 367
User policy group length outside of acceptable Imits..........cccoeeiiiiiie i, 368
User policy name contains invalid unacceptable characters.............ccccoiiiii e, 368
User policy name length outside of acceptable lImits............ooooiiiiiiii e 368
User priority specified with untagged frames (invalid).............coooiiiiiiiiii e 368
VLAN ID min max values invalid ( min VLAN ID I max VLAN ID ).....cooiiiiiiiiiniieeieee e 368
VLAN range could not be reduced SUffiCIENtly...........cuuiiiiiiiiii e 369
Incompatible in-profile action (UNtrustedvA4AvVG ifC).........ooiuuiiiiiii e 369
Incompatible out-of-profile action (UNtrustedv4ve ifC)...........evviiiiiiiiii e 369
Unable to apply pre-defined UBP filter set to new user (port %d/%d)..........cocevoiiiiiiiciiiiciiiicee, 369
Unable to inform SPB of ifc assignment change (%d/%d).........occoiiiiiiiiiiii e 370
Incompatible match action (UNtrustedvAvVE ifC)..........coeiiiiiiiiiiie e 370
QOS INFOIMALION MESSAGES. ....cei ittt e e e et e e e sb et e e e e abb et e e e aanbeeeeeeaan 370
802.1p user priority value modification prohibited...............ccocoi i 370
Access assignment distribution across stack failed.............ccccoiiiiiii 371
Access element distribution across stack failed.............cccociiiii 371
Agent configuration distribution across stack failed.............cccccoiiiiii 37
Base action distribution across stack failed..............ccoiiiiiiiiii 371
Capabilities determined by agent (not-writable)............coocuiiiiiii 372
Classifier block distribution across stack failed..............ccccooiiiiiii e 372
Classifier component distribution across stack failed............c.cccooiiiiiii e 372
Conflicting egress interface and egress trunk data specified.............occociiiiiiiiiii e, 372
COS mapping distribution across stack failed............cocciiiiiiiiiiiii e 373
CoS shaping distribution across stack failed.............cooiiiiiii e 373
Count action distribution across stack failed.............oocuiiiiiiii 373
DAPP-detected DoS attack blocked unit unit# (Mmany Ports).........cceeeeiiiiieeieiiiiiiie e 373
DAPP-detected DoS attack blocked unit unit# port port#...........ccceveeiiiiiiieiii e 374
DAPP support diSable failUre..........ocuueiiiiiiie e 374
DAPP support €nable failure............ooueiiiiii e 374
Data distribution class class# across stack failed...........cccceiiiiiii 374
DSCP mapping distribution across stack failed.............oooiiiiii 375
DSCP value modification pronibited...............c.ooi e 375
Duplicate entry detected (Prohibited)...........ooiiiiiiiiiii e 375
Duplicate FCoE redirection entry detected............ooouiiiiiiiiii e 375
Egress interface or trunk data is required - data MiSSiNg.........ccccoveiiiiiiiii i 376
Element deletion prohibited (permanent read-only system entry).........cccccceeeviiiiiie e 376
Element [abel not acceptable - reSErVed........ .o 376
Element may only be modified not created or deleted...............oocoiii 376
Element modification prohibited (read-only or system entry).........ccccooviiiiiiiiii e 377
FCoE controller ifindex not set - FCoE redirection enable prohibited...........c....cccccooviiiiiiinnnnnnnn. 377
FCoE controller VLAN not set - FCoE redirection enable prohibited...............ccccoeeeieiiiiiiiiiiiiene. 377
INdEX VAlUE OUL-Of-TANGE......ei ittt et e st e e anbe e e sbeeeeneeas 377
Invalid drop action option specifiedlnvalid drop action option specified............cccccoooiiiiinie 378
Invalid entry creation attempted (INdeX INAEX# ).........oooii e 378
Invalid FCoE controller ingress interface specified............cccoiiiiiiiii i 378
Invalid FCoE controller VLAN SPECITIEd........coiiiiiiiiiie ittt 379
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Invalid/unknown FCoE redirection egress trunk ID specified...........ccccoviiiiiiiiiiiiiiiiiee e, 379

Invalid update DSCP value specified ( DSCP VAU ).....cocuiiiiiiiiiiiiiiiiie e 379
Interface action distribution across stack failed..............cccoiiiiiii 379
Interface application distribution across stack failed............ccccccceeeiiiiiiiiiii 380
Interface assignment distribution across stack failed............ccocoiiiiii i, 380
IP classifier distribution across stack failed...............ccoiiiiiiiiii 380
IP protocol value TCP or UDP needed with Layer 4 port filtering..........cccccovveviiiiiii i 380
Issue detected during QoS stack synchronization.................cooo 381
Issue detected enabling disabling DSCP table usage (POrt#).........cooouiiieiiiiiiieiiee e 381
Issue detected setting native DSCP table values.............coociiiiiiiiiiiii e 381
Layer 2 filter distribution across stack failed................oooiiiiiii i 381
Lossless and Lossless-PFC modes are only supported in queue set 2.............ccooeevciiiieeeeeeeeeeenn. 382
Meter distribution across stack failled............occuiiiiiiiiiiie e 382
Network access settings for FCoE Redirect must be modified locally..............ccccocooiii. 382
Non-unique element label detected (prohibited)..............oooi i 382
Policy distribution across stack failed.............ooouiiiiiiiiiii e 383
QoS inter-module communication issue detected.............ocviiiiiiiiiiiii 383
Queue data distribution across stack failed..............cooiiiiiiiii 383
Queue set value modification prohibited.............ccoiiiiiiiiii e 383
Queue shaping distribution across stack failed................oo e 384
Role combination length outside of acceptable lIMits.............oooiiii 384
Role combination distribution across stack failed.............ccccoiiiiii 384
Simultaneous operations involving access asgn ifcs prohibited.............ccociiiii i 384
Simultaneous operations involving policy blocks ifcs prohibited............ccooooiiiii e, 385
Simultaneous operations involving policies and blocks prohibited............c.ccccocieiiiiiiiiie, 385
Simultaneous operations involving policies and ifcs prohibited..............cccooo i 385
System filter distribution across stack failed.............ooiii 385
Token bucket data distribution across stack failed. ..o, 386
Traffic Prof filter set delete operation failed.............ccooiiiiii e 386
Traffic Prof filter set install operation failed..............oooiiiiiiii e 386
Traffic Prof filter set update operation failed................ooiiiiiiiiii e 386
Unable to inform SPB of ifc assignment change (%d/%d).........ccueviiiiiiiiii e 387
Unknown unsupported attribute specified ( attribute ). 387
User policy distribution across stack failed..............cccoiiii i 387
User policy filter set delete operation failed.............cueiiiiiiii e 388
User policy filter set install operation failed.............occiiiiiiiiie e 388
User policy filter set update operation failed..............cooiiiiiiiiii e 388
Chapter 44: Quick Install messages...........cccccriiiiiiinnnsmmmrrrrrrr e 389
Quick Install iNformMation MESSAGES. ......ciiuuiiiiii it e e e e e s nnnaeeee s 389
Quickinstall console configUration ©ITOT.............iiiiiiiiii e 389
Quickinstall:console configuration SUCCESS...........ciuiiiiiiii e 389
Quicklinstall: Error! Unable to locate agent software file...........cccoiiiiiiiii i, 389
Quicklnstall: Error! Unable to locate ASCII configuration file..............cccoiiiiiiiiiie, 390
Quicklnstall: Error! Unable to locate diagnostics software file............ccooiiiiiiie 390
Quicklnstall: Processing of USB config file has commenced............ccoooiiiiiiiiii e 390
Quicklnstall: Processing of USB config file is complete...........coooiiiiiiiiiii e, 390
Quickinstall USB config file NOt fOUNG...........oiiiiiiii s 391
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Quicklnstall USB file config error at line iNe# ..o 391

Quickinstall USB file config error - file exceed 200 liNes...........cccoooiiiiiiiiiii e 391
Quickinstall USB file config error - file exceed 4096 bytes............cccoiiiiiiiiiii e 391
Quickinstall:USB file CONfig SUCCESS........cociiiiiiiiiiiie e 392
Chapter 45: RADIUS Server MesSSages.........cuuuiiiiiniiniiissssssssssssssssssssssssss s s ssssssssssssnes 393
RAAIUS SEIVEI IMESSAGES. ... .tii ittt ettt e et e ettt e e s st et e eabe e e aab e e e sbe e e anbee e e aneeeabeeeeanneean 393
RADIUS authentication on stack serial disabled.............cuuiviiiiiii e 393
RADIUS authentication on stack serial enabled...............cciiiiii e 393
RADIUS authentication on stack telnet disabled..............ccoouuiiiiii e 393
RADIUS authentication on stack telnet enabled..............ccccoiiiiii 394
RADIUS authentication on switch serial disabled...............coiiiiiii 394
RADIUS authentication on switch serial enabled............c.oociiiiiiii e 394
RADIUS authentication on switch telnet disabled..............ciiiiii 395
RADIUS authentication on switch telnet enabled...............oooiii e 395
Chapter 46: RADIUS Client MeSSages......cccvurriiiiiiiiiiiiiiisssssssssssssssssmnnnnsssssssesssssssssssssssssas 397
RADIUS Client information MESSAQGES. .......ccuuuiiiiiiiiee et e e e e e e e e e e e eeeaaaaee s 397
Allowed connection attempt frOM USEI.........cc.uiiiiiiiiii e 397
Disallowed connection Access Reject fOr USEr.............ocii e 397
Disallowed connection Invalid SVCTYPE fOr USET........ccoiiiiiiiiiiiiiie e 397
RADIUS: ERROR - Couldn't create RADIUS Acct semaphore, errno %d..........cccccovveeiiiiieeeeennnen. 398
RADIUS: ERROR - Couldn't create RADIUS semaphore, errno %d...........ccoccveeiiiiiereeiniiieeeeeen, 398
RADIUS: ERROR - Couldn't create RADIUS Acct semaphore, errno %d.........ccccccveeeeiiiieeeeennneen. 398
RADIUS: ERROR - Couldn't start RADIUS_client() task, €rrno %d.........cccocoeeeiiiieiiieeiiee e, 398
RADIUS: ERROR - Couldn't start radius_recv() task, €rrmo %d............cccoviieiiiiiiiieie e, 399
RADIUS: ERROR - Couldn't start RADIUS_AcctClient() task, errno %d...........cccccooviieeeiiniieecenns 399
RADIUS: ERROR - Couldn't start RADIUS_ServerCheck() task, errno %d...........ccoccveeiiiiieeeennnnen. 399
Chapter 47: Run ScCriptS MeESSAQEeS......ciiiiiiiemumnnniiiiiiissrir s e sssssssssssssssss s s s s s s s s s snnnssssssns 401
Run Scripts INformation MESSAgES. .......cciiuuiiiiiiieiiii ettt st nee e 401
Error enabling [P ROULING. ..o 401
Error configuring 802.1AB. ... ..o e 401
Error configuring Management [P AdAresSs.........c.uoo oot 401
Error configuring PO NAMES. ..ot e ettt e e et e e e e enaeeeeeeanes 402
Error configuring LLDP MED POICIES.......uueiiiiiiiiiie ettt st e e et ee e e ennaeeeeeeanes 402
Error creating Data VLAN . ... ..o e 402
ErrOr Creating ML ... ettt e ettt e e et e e s et e e e e annee e s 403
Error creating VoiCe VLAN. ..o ettt e e e e e et e et e e e e e e e e e e nenaneeeeeeeaaeens 403
Error deleting previously created cost 1 default route............cccccviiiiiiiiiei e, 403
Error deleting previously created Voice and Data VLANS.........ccoooiiiiiiiiiiieeeeee e 404
Error €nabling ADAC . ... ettt e ettt e e et e e e e e b e e e e et e e e e e anteeeeeeatreeeeeann 404
Error enabling ADAC ON POIES. ......ueiiiiiie ittt ettt et e et e e s bt e e e be e e s abbe e e saseeeanbeeesnneeeans 404
Error enabling mstp learning on all POItS. ... ... 405
Error enabling rstp learning on all POItS..........oooiiiiiiiii e 405
o) gy 10 11 To JR=Ted o ) S PP EPR 405
Error restoring management vlan to 1 or disabling ip routing..........cccceeeviiiiiiiiiiiiicee e, 406
Error saving CONfIQUIAtioN..........ciiiiiiiiii ettt e e s e e e e eeee s 406
Error setting ADAC 0perating MOGE. ......c..uuiiiiiiiiiiie ettt e e e e e sneeens 406
Error setting Call SEIVEr POIS. ....... ..o e 407
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Error setting Data VLAN Gateway IP address and network mask...........ccccovcereiieeeiiieeniiieniiieene 407

Error setting default [P ROULE......... ..o e 407
Error setting IP Office Call-Server P addreSs.......ooo oo 408
Error setting IP Office File-Server [P addresSs........ooo i ee e e e e 408
Error setting Management VLAN. ... et 408
Error setting poe-priority high 0N POIS........ooiii e 409
Error Setting QOS ... ..o e 409
Error setting spanning-tree learning to fast on all ports............ooo e 409
Error setting UPliNK POIES........o. e 410
Error setting VLAN attribDULES........ooiiiiiii e e 410
Error setting VLAN Gateway IP address and network maskK.............ooooiiiiiieiiiiiiie e 410
Error setting Voice VLAN Gateway IP address and network maskK...........cccoevvcuvieieiiiiiiieciiiiieee e 411
Script was SUCCESSTUIlY @XECULEA........ocuuiiiiii it 411
Voice VLAN ID and Data VLAN ID cannot have the same value..............cccccociiiiiiii e, 411
Chapter 48: SLPP MeSSAQES.......cccuuuriiriiiiirinmmnnnsssssssssssserseessssnnssssssssssssssssssseseesssssnnnnnnnnns 413
SLPP INfOrmMation IMESSAGES. ... ..ueiiiiiiiiiiie ettt ettt e et e e et e e e et e e e e e nbae e e e e enbeeeeeeannees 413
SLPP-guard: hold-down timer has expired on port with SLPP-guard enabled. Port %s has been re-
=Y = o] =Y o SRR SPSSTI 413
SLPP-guard: SLPP-guard has not been enabled on port %s as no filters or filter precedences are
available to setup an Ethertype filter..... ..o 413
SLPP-guard: SLPP packet received on port with SLPP-guard enabled. Port %s has been disabled 413
Chapter 49: SPBM MeSSAQES.......cccuuirirmrimireimmmnnnnsssssssssssrrsesssssnnnssssssssssssssssseeseessssnnnnnnnnnns 415
SPBM CriliCal IMESSAGES. ... eeieiiiiiiie ittt ettt ettt e et e e e ettt e e e ettt e e e e e st et e e e e nbbeeaeeanbseeeeaannbeeeeeeannees 415
SPBM: ERROR adding i-sid %x to i-sid table - table full..............cooiiiiii 415
SPBM: ERROR enabling SPBM due to Software LiCeNSE error...........cceviiieiiiieeeiiiee e 415
SPBM ETOr MESSAJES. ...t e et e s e e e e s e e e s e e e e e e e e eneeea 416
SPBM: ERROR adding C-VLAN UNI for i-sid %d, vlan %d - NO reSources..........ccccoceeeeeeenceeennneen. 416
SPBM: ERROR adding i-sid %x to i-sid table - table full...............ocoii i, 416
SPBM: ERROR adding NNI on port %d vlan %d - NO rESOUICES...........cocvveriiiiiiiieeiie e 416
SPBM: ERROR adding peer %04X.%04X.%04X - NO F@SOUICES.........coouriiriieeiiiieeeiieeenieeesreee e 417
SPBM: ERROR adding switched UNI for i-sid %d, port %d, vlan %d - no resources...................... 417
SPBM: ERROR adding Transparent UNI for i-sid %d, port %d - N0 resources...........cccccceveeeeeennnn. 417
SPBM: ERROR updating UNI for port %d/%d - N0 reSOUrCesS.............coiiiiiiiiiiiiic e 418
SPBM: ERROR adding switched UNI for i-sid %d, port %d, vlan %d - no resources...................... 418
Chapter 50: SFTP MeESSAQES......cccrrrrrrirnnnnnnnnnnnnsnsss s sssssssss s s s s s s s s s sseees 419
SFTP iNfOrMation MESSAGES. ... viiiiiiie ittt sttt et et e et e e e s b e e e be e e e abbe e e snbeeesnbeeesnneeas 419
SSHC ASCII CFG download SFTP failure..........ccooiiiiiiiii e 419
SSHC ASCII CFG upload SFTP failure........ccoiiiiiiieiiiiiie e 419
SSHC CFG download SFTP failure.........coooiiiiiiiiiiii e 419
SSHC CFG upload SFTP failUre.......ccoiiiiiiiee it e e eneee e e e 420
SSHC DSA Authentication failure...........c.oooiiiiiiiii e 420
SSHC Password Authentication failure.............ooiiio i e 420
SSHC RSA Authentication failure............ooo i 420
SSHC server conNECtioN faIlUIE. ..........eiiiii e 421
Chapter 51: SLA MoNitOr MESSAJES........cccoiiiririiiiiieemmnnnsssssss s s e s s s s s s s sesssnnssssssssssssssssssernnns 423
SLA MONItOr CritiCal MESSAGES. ....ceiutiiiii ettt et e et e e e sttt e e s st e e e e anns et e e s ansseeeeeannnneeas 423
SLAMon Agent message channel creation failure.............coooiiiiiiiii e 423
SLAMon Agent platform CLI command interface initialization issue..................cocociiiiii e 423
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SLAMon Agent: terminated.......... ..o e 424
SLAMon Agent: terminated - resources unavailable..................oooo i 424
SLAMon Agent: terminated - RTP test exception detected............ccoeriiiiiiii e, 424
SLAMon Agent: terminated - NTR test exception detected............cocviiiiiiiiiiiii 424
SLAMon Agent: terminated - command/frame processing issue detected..............ccccvvvveeeeeeeeennnn. 424
SLAMon Agent: message channel creation failure............coooeiiiiiiiiii e 425
After agent change message became invalid:................ooooii e 425

SLA Monitor Information MeSSages.............oiiiiiiiiii e 425
SLAMon Agent CLI support not available...............c.coiiiiii 425
SLAMon Agent CLI timeout value out Of range.........c..eeiiiiiiiiiiie e 425
SLAMON AGENE AISADIEA. .....ceiiiiiiiiiie ittt a e a e e nnnees 426
SLAMON AGENT €NADIEA. .......eeiiiiiieiiie ettt b e ne e neee 426
SLAMon Agent inconsistent UDP port data specified...............cccooi 426
SLAMon Agent info: %d %0 Yo0.... ..o 427
SLAMon Agent invalid agent-to-agent port (must be even value)............ccoccveeviiiiiiicc e, 427
SLAMon Agent operation is restricted CLI-ONIY............oooiiiiiiiii e 427
STV [ ) I (=Y o (=Y g 011 = =Y SRS 427
SLAMon Agent terminated — command/frame processing issue detected............c.cccceeieirrinennne 428
SLAMon Agent terminated NTR test exception detected...............ccoiiiii e, 428
SLAMon Agent terminated - resources unavailable..................oo e 428
SLAMon Agent terminated - RTP test exception detected............ocoeeriiiiiiii e 429
Chapter 52: SMLT MeSSAQES...cuuuuuuuiiiiiiiiiiirirrsrnsnnnssssssssssssssss s s s s s sssnnsssssssssssssssssssssnnnns 431
SMLT iNfOrMatioN MESSAGES. .. ceeuteie ittt ettt ettt ettt e e bt e e st e e e e s bt e e bee e e aabeeesnbeeesnbeeesnnes 431
SLPP Warning - PDU was received on Vlan Vlanld Unit UnitNo Port PortNo ............................. 431
SMLT IMC invalid cmd 1= StKCMI. ..o e e e emee e e e 431
1| 1Y (O v =T o SRR 431
SMLT input parameter error mIt POrt VIAN............ooiiiiii i 432
SMLT Stack db ex event nUM -0 =0 222211170 . .eiiiiiiie et 432
SMLT stackEventNotify Invalid MSg Cmd = 0 — 0...ccouuiiiiiiieiie e 432
SMLT Stack inactive event 0-0- MOAMASK..........ooiiiiiiiiiii e 432
SMLT Stack joined event num - 0 — 03333111 ..o 432
SMLT Stack leaved event 0 - 0 - MOAMASK..........oooiiiiiiiiiiiii e 433
SMLT STP enabled on IST trunk trkNO Stp group grp.......ueveeeeiiieeeeeeiiceiieeee e 433
SMLT Warning - LAC SMLT with more than 8 links - key - CoOUNt.........cccccoeiiiiiiiiiiiie e 433
SMLT Warning - smitEnable Software License Error- 0 — O........cocciiiiiiiiiiiiiiie e 433
SMLT Warning - SMLT mismatched Lac_Sys_ID error shutdown all SMLT lac po........ccccceeeeeennn. 434
Chapter 53: SNMP Server MeSSAQeS.....ccuuuuuuuuuuiiiiriisssrrrrrresesnnensnsssssssssssssssssssssessssmnnnnnnnns 435
SNMP SErver WarNiNg MESSAGES. ......cuuuteeeiitieteeeeiteteeeeatteeeeeaateeeeeeatteeaeeaabeeeeeeaasbeeeeeaanseeaeeaanreeeeeaannees 435
Trap: FCOE - EQress ISSUE DeteCIed........uoiiiiiiiiiiie ettt naeee e 435
Trap SHCHUNIEDOWN.......ciiiiiiee ettt e e e ettt e e e e st e e e e e e bbe e e e e e asbeeeeeeanbeeaeeesnsaeeeeeanneees 435
Trap: slaMonitorAgentExceptionDetected....... ..o 435
SNMP Server information MESSAGES. ......oiuuiiiiiiiie et nneeeas 436
Authentication Failure Trap.........ueeei e e e e 436
BPDU received on port with BPDU-Filtering enabled.................oooiiiiii e, 436

(070) [0 RS =T S I =T o USRS 436

DAI ARP packet with invalid IP MAC binding dropped on untrusted port unit# port#...................... 436
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DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not allowed on untrusted port).. 437

DHCP Snoop DHCP binding table is full additional DHCP clients will not be added to the binding 437
[2=] o] = T PP PP PP P PP PPPPRPP

DHCP Snoop: DHCP DISCOVER dropped on port %d/%d (source MAC not matching client MAC) 437
DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not allowed on untrusted port).. 438
DHCP Snoop DHCP OFFER dropped on untrusted port unit# port# (not allowed on untrusted port) 438
DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port unit# port# because MAC

Addr( MACaddress ) is associated to port Unit# POrt#...........ccccueeiiiiiiiiiieiiee e 438
DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port unit# port# (MAC

Addr( MACaddress ) does not exist in binding table)............cccceiiiiiiiiiiiii e 439
DHCP Snoop: DHCP packet dropped on port %d/%d - static entry with the same MAC %02x-%02x-
%02x-%02x-%02x-%02x in binding table........ ..o 439
DHCP Snoop DHCP snooping binding table restored successfully from TFTP address................. 439
DHCP Snoop DHCP snooping binding table restored successfully from USB unit unit#................. 440
P|-I|chp Snoop DHCP snooping binding table restore from TFTP address A.B.C.D IPv6_address 440
=11 [T P SRR OTPRR
DHCP Snoop DHCP snooping binding table restore from USB unit unit# failed.............................. 440
DHCP Snoop DHCP snooping binding table saved successfully to TFTP address.........cccccceeeenn. 440
DHCP Snoop: DHCP snooping binding table save to TFTP address, failed..............ccccccceeeeiiiinnns 441
DHCP Snoop DHCP snooping binding table saved successfully to USB unit unit#........................ 441
DHCP Snoop DHCP snooping binding table save to USB unit unit# failed................ccccccceevinne.n. 441
DHCP Snoop: DHCP snooping entry with MAC %02x-%02x-%02x-%02x-%02x-%02x not restored
(INVAIIA VIAN Y0d)... .tttk ettt e et et e e et e nb e e sb e e e eneees 441
DHCP Snoop DHCP snooping entry entry number not restored due to MAC conflict..................... 442
DHCP Snoop DHCP snooping entry entry number not restored due to expired lease.................... 442
DH%P Snoop DHCP snooping entry with MAC MacAddress not restored on invalid interface unit# 442
00 ] o 3P
DHCP Snoop DHCP snooping entry entry number not restored due to parsing failure................... 443
DHCP Snoop NTP is not synchronized; external save restore of DHCP snooping entries not

(1o XTT] o1[= T SO PSR U PRSP UPPPPR 443
=Yoo\ =T o] gl oTo] gl Mo X1 I - T o JE TSR 443
ENterpris@ SPECIIC Trap.....coiiiiiciiiiiee et e et e e e e e e e e e e e e e e e e e e e e e e e aanannes 443
IPSG Insufficient resources available to enable IPSG on port unit# port#..........ccccceeeeieeiiiiiiinnnnen. 444
IPSG Maximum IP entries on port unit# port# has been reached................cooii 444
o1 S o 1 o T I =T o TR UURTRPPPPPRR 444
LTS o T I =T o J RS SRR 444
PIM Neighbor status Change Up...........oooiiii i e e e e 445
PIM Neighbor status change DOWN............cooi it 445
Radius: Server with index %d iS OWN.........coiiiiiiiiiiie e e e e e 445
Radius: Server With indeX %0 IS U ..o e e e e e e e e 446
SPBM adjacency With NEIGNDON . ..........coiiiiie et e e 446
ST 2111 e =) (=T o2 =T | PO PPUEPRURRR 446
SPBM SIS, ..ottt e et e e e e e et e e e e ettt e e e et et e e e e e nreeeeeennnees 446
SPBM ISIS detect duplicate NICK-NAME...........cooiiiiiiiiiiiieee e e e 447
SPBM ISIS NOGE.... ...ttt e e et e e e e sttt e e e e e st e e e e e antteeaeeeasbaeeeeeansteeaeeannnees 447
Trap bsAdacPortConfigNOtIfICAtION...........ooiiiiiii e 447
Trap bsAdacPortOperDisabledNoOtification...............oii i 447
Trap bsnConfiguratioNnSavedTONVIAM........coiiiiii e 448
Trap: bsDhcpSnoopingEXtSaveSFTPSYNCSUCCESS.......uvvviiiiiiiee ettt 448
Trap bSNEAPACCESSVIOIAtION. ... ..uueiiiie e e e e e e e e e e e e e e 448
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Trap bSNEQPUDPFAIUIE.......coo ettt e e e e e e e e e e e e e e aanns 448

Trap bsnLacPortDisabledDueToOLOSSOfVLACPDU.......ccooiiiiiiiiiie e 449
Trap bsnLacPortEnabledDueTOReCeiptOfVLACPDU..........coiiiiiiiiiiiiiiieee e 449
Trap: bsnROPasswordExpired: Read-only password eXpired............ccceeeeiiiiiereeiiiiieee e 449
Trap: bsnRWPasswordExpired: Read-write password expired...............ooovvvviiiiiiiniiiiiiiiieeeeeee e 449
Trap: bSNSFPINSEIION ON POI........uiiiiiiiiiiiee et e e e e e e e e e e reeaeaaeaeeeaaans 449
Trap: bSNSFPREMOVAl ON POM........cieiiiiiiiiieeee et e e e e e e e e eeeaaaeeaas 450
Trap bsnStackConfigUratioNEITOr............. e e e e e e 450
Trap bsnStackManagerReconfiguration..............oooi i 450
Trap: bsnSystemUp365Days sent from unit %d............oooiiiiiiiiiii e 450
Trap bsnTrialLicenseExpiration Trial license license# has expired. Disable licensed features to

avoid NEIWOTK INTEITUPLION. ... et 451
Trap bsnTrialLicenseExpiration Trial license license# will expire in # days day(s)........ccccceeveevnnnen. 451
Trap bspePethPsePortCurrentStatusNotification..............cccoviii e 451
Trap bsUnicastStormControlAboveHighWatermark.............ooooiiiiiiiiii e 451
Trap bsUnicastStormControlBelowLowWatermark.............oocoueiiiiiiiiiiiiiiiiiiee e 452
Trap: bsNUSBINSErtioN ON UNit..........uuiiiiiiiiiiiiiieceee e e e e e e e e e r e e e e e e e e e e e eaaans 452
Trap: bsNUSBREeMOVAl ON UNIt.......ooee et e e e e e e e e e eeeaeaaaeeeas 452
Trap bsveVrrpTrapStateTranSitioN. ........oo i 452
Trap DAPP - D0OS Attack Detected..........cooiiiiiiiiiic e 452
Trap Device has entered Forced Stack Mode ( MAC AdAreSS )......uvveeiiiieeeeiiiiiiiiiiiiiieee e 453
Trap entCoNfIgCNANGE. ... ....eiiiitieeeei et e e e e e e e e e e e e e e e e e e e e eee s 453
I =TT 2= LT e o F= T o PSP SPER 453
Trap lldpRemTableChange AgeoULS = COUNT........cooiiiiiiiiiiiii e 453
Trap lldpRemTableChange Deletes = COUNt.........cooiuiiiiiiiiiiii e 453
Trap lldpRemTableChange Drops = COUNL.........uiiiiiiiiiiie e 454
Trap lldpRemTableChange INSErts = COUNt..........coiiiiiiiiiii e 454
Trap lldpXMedTopologyChangeDetected Subtype = subtype Class = class...........ccocveeeeiiiieenenn. 454
LIz T o 3R 1= o Lo | ST 454
Trap ntnQosPolicyEvolLocalUbpSessionFailure...............ooooiiiiiiiiiiie e 454
Trap OSPAIFAUINFAIIUIE.......o e 455
Trap OSPAIFCONTIGEITON. ... 455
Trap OSPIIfStAatECNANGE. ......coi i e e e 455
Trap OSPINDIStatECNANGE. .....coi i ettt e e et e e e e anreeeeeaans 455
Trap OSPIVIFIFAUINFQIUIE. .......oooiieeeee e e e et e e st e e e e e antreeaeeanns 455
Trap oSPIVIFIFCONTIGEITON. ... e e e e e aae 456
Trap ospfVirtlfStateChange. ... ..o e 456
Trap ospfVIrtNDrStateChange........o.uviiiiiie et 456
Trap pethMainPowerUsageOffNOtIfiCation..............oiiiiiiiiiiii e 456
Trap pethMainPowerUsageOnNOtfiCation..............oiiiiiiiiiiiii e 456
Trap pethPsePortONOfNOLIfICAtioN..........ccooiiiiie e 457
Trap: rclsisPISbBVIAMISMAtCNTIAD. .....c.veiiie e 457
Trap: rclsisPISbLSADUPAAtETIaD. ....ccoi i 457
LIz T T ST aTe 7Y =T o o PRSPPI 457
Trap RSTP EITOr EVENT... ..ot e e e e e et e e e e e ee e e e e ennees 457
Trap RSTP GENEIal EVENT.......oooiiiiiiie ittt ettt e e e et e e e s abte e e e e e antaeeeeeanns 458
Trap RSTP NEW ROOL. ... ..ottt e e et e e e ettt e e e s st eaessnseeeeesansseeeeeannneeens 458
Trap RSTP ProtoCol MIGration...........ooi ittt e e 458

Logs Reference November 2013 33



Trap RSTP TOPOIOGY CRANGE. ... .eiiiiiiiiiiie ettt sttt sttt e st e e e sabe e e nnee e e snbeeeans 458

TrAP: RUN 08 /08 ettt ettt e e e e oo et oottt ee e e e e e e e e e e e e nn e eeeeeeaaaaaeeaaaannnennnneeeeaaaaeaens 458
Trap SHCHUNIEDOWN......coiiieiie ettt e bt e e e e s e e e e e an et e e e e enbre e e e e eneeas 459
Trap SS5EtrShSMaCACCESSVIOIAtION. .. ...eeiiiiie e e e e e e e e e e e e e e e annns 459
Trap s5EtrShsMacCACCESSVIOIAtION. ......ciiiiiii i a e e e e e 459
Trap SS5ErShSMAaCREMOVED. ..........uuiiiiiiiiiiie e e e e e e e e e e e 459
Trap SS5EtrSbsMacTableCIeared.............oocuuuiiiiiiiiiiee et 459
Trap s5EtrSbsMacTableClearedFOrPOrt.............oooviiiiceee e 460
Trap SLPP Port DOWN EVENL........eiiiii e 460
Trap SMIEIST LINK DOWN......coiiiiiiieiie et e et e et e e e et e e e e e b e e e e e nnnees 460
Trap SMIEIST LINK U ...ttt e e e e e e e e e e e e e e e e e e anabsraneeaeaaeeeaeas 460
Trap SMIELINK DOWN......oiteeeeee et e e e e e e e e e e et eeeae e e e e e s e e eaasbssseneeeeas 460
Trap SMIE LINK Up.eeeeeiiiiiceeeee ettt e e e e e e e e e e et e e e e e e e e e e e eeeaanseeneees 461
Trap SOCHHOISWEAD.....ceiiiiei et e e e e 461
Trap tOPOIOGYCNANGE. ... et e e e et e e e e e e e e e e 461
Trap UDPEAPSESSIONENG. ...ttt 461
Trap UDPEAPSESSIONSIAI. ....eeiiiiiie it e e e e e e e e e e ereaaaeeeas 461
Trap VIrPTrapNEWMASTE ...ttt e e e e et e e e e e e e e e e e aanns 462
Trap: S5CHFANDIrECHONEITON.......ciiiiiee et e e et e e e s rare e e e e s sraeeeaean 462
Trap: sSCtrHIGhTeMPEratUrEEITOr. .. ..o 462
Trap: s5EtrMacAddressTablesThresholdReached................coooiii e 462
Trap: rclsisPIsbSmItVirtBmacMismatChTrap.........cooi i 463
Trap: rclsisPIsbSmItPeerBmacMismatChTrap. .......ccuuiiiiiiiiieee e 463
Trap: rclsisPlsbSmItSplitBebMismatchTrap........cccvvviiiiiiiieee e, 463
Trap: bsLstinterfaceStatusChanged...........c.uuiiiiiiiiiiie e neeeeas 464
Trap: bsLstGroupOperStateChanged........ ..ot aa e e 464
Trap: bsDhcpSnoopingEXtSaveSFTPSYNCSUCCESS. ......cooiiiiiiieiiiieieec e 464
Trap: bsDhcpSnoopingExtSaveSFTPSYNCFailure...........oooiiiiiiiii e 464
Trap: bsDhcpSnoopingExtSaveSFTPRESIOreSUCCESS........coiiiiiiiiieeiiiie e 465
Trap: bsDhcpSnoopingExtSaveSFTPRESIOreFailure..........uuviieiiiiiiiiiiiiiiee e 465
DHCP Snoop: DHCP snooping entry with MAC %02x-%02x-%02x-%02x-%02x-%02x not restored
on trusted INterface Yoa/Yo0.........ooi i 465
Chapter 54: SNTP MeESSAQES......ccuiiirrrrririsnnnnnnnnrrrr s s s e e e e e 467
SNTP CritiCal MESSAGES. ... it iiitiiiie e ittt ettt e e e st e e s e st e e e sasaaeeee s e sseeeeeasnsseeeeeassseeeesannsneeas 467
SNTP Could NOt SYNC 10 NTP SEIVEIS......oiiiiiiiiiiei et 467
SNTP iNfOrmMation MESSAGES. ....ccei ittt et e e e et e e s e e e e s nnaeeee s 467
SNTP: First synchronization SUCCESSTUL............uuiiiiiiiiii e 467
Chapter 55: SSH MeSSAQeS....ccuiueuuiiiiiii i s s s s e e e e nnnns 469
SSH INfOrMAation MESSAGES. ... .ueiiiee ittt e e e e e e e e et e e e e et b e e e e e nnseeeeeeanbaeaeeennnees 469
SSHC: ASCII CFG download SFTP failure..........ooo i 469
SSHC: ASCIl CFG upload SFTP failure.........coiiiiiiiiiieee e 469
SSH_CLIENT Key couldnt be saved for host ip address..........cuvveveieeeeeiiiiiciieee e 469
SSH CLIENT SSH Connection to IP ip address was closed because parent console session
€ONSOle SESSION ID WAS ClOSEU. ........uiiieiiie ettt et e e e et e e e e e e ae e e eneeeenees 470
SSH CLIENT SSH Connection to %s was diSCONNECted..........coccuuiiiiiiiiiiie e 470
SSH CLIENT: SSH Connection to %s was disconnected by host. Connection time: %s................ 470
SSH CLIENT: SSH Connection to %s was disconnected by user. Connection time: %s................ 470
SSH CLIENT Successful SSH Connection to %s using %s authentication.............cccccccccveviiinen.n. 471
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1S 5 e 11572 o] (Yo TSP 471

SSH DSA KEY delETA. ...t 471

SSH DSA KEY generation COMPIELEd.......coouuiiiiiiiiiiii et 471

SSH enabled in NON-SECUIE MOE...........ooiiiiiiiiie e 471

SSH enabled iN SECUME MOUE..........iiiiiiiiii et 472

SSH Maximum number of ssh sessions has been reached.............ccccociiiiiiiiiiie e, 472

SSH RSA KEY generation COMPIELEA.........ccuuiiiiiiiiiiiie ettt 472

SSH RSA KEY OVEIWIITIEN.....eeiiiiiiie e e e 472

SSH SeSSION [0giN USING POM.......eeiiie ittt e e et e e e e e e e e nnees 472

SSH System is generating DSA KEY Walit .......oooiiiiiiiiii e 473

SSH TFTP DSA key download COMPIETE. .......cciiiiiiiii it 473

SSH TFTP RSA key download COMPIETE. .......cciiiii i 473

SSH USB DSA key download COMPIELE. ........coiiuiiiiiiiiiiiiee ettt e e et e e e e snreeee e e 473

SSH USB RSA key download COMPIELE. ......ccoiiiiiiiiiiiiiiee e 474

SSH session closed by ip address remote host. Connection time h hours m minutes.................... 474
Successful SSH connection t0 iP @ddreSS........ouuiiiiiiiiiiiee e 474
Chapter 56: SSHC MeSSAgeS......ccuriiiiiiiiiiiiiiiiisssssssss s snnnns 475
SSHC INfOrMatioN MESSAGES. .. . eiiiiiiiiiie ittt et e e et e e e et e e e e st ae e e e sasbaeeeeaansbeeeeeannsaeeeeeannreeas 475
SSHC: CFG download SFTP failure. ...... ..o e 475
SSHC: CFG upload SFTP fallUre......ccooiiiiiiee e 475
SSHC DSA key generation failure...........c.uueeiiiiiiiiii e 476
SSHC DSA KEY SAVE TAIUIE.......ceee it e e e e e e e et eaaaaaeeeaean 476
SSHC DSA key upload TFTP failUre.......cccoiiiiiiie it 476
SSHC DSA key upload USB failUre...........coiiiiiiieiiiiiie ettt 476
SSHC: Password Authentication failure..............ooo e 477
SSHC: RSA Authentication failure.......... ..o e e e e 477
SSHC RSA key generation failure...........cueeeiiiiiiiiieee et 477
SSHC RSA KEY SAVE TaAIUIE.......ceei ittt e e e e e e e et eeaaae e e e s 477
SSHC RSA key upload TFTP failUre.......cccoiiiiiiii it 478
SSHC RSA key upload USB failUre...........coiiiiiiii ittt 478
Chapter 57: SSL MeSSAQEeS......cciiiiiieeeeeciriiis s e s e s s s rsssssssss s s s s s e e s s s e s s s s s s s nnsssssssssssssssnns 479
SSL iNfOrmMation MESSAGES. ....cei ittt e et e e e e bt e e e e st e e e e e e nbe e e e e e anbee e e e e anneee 479
SSL certificate creation COMPIETEd...........ooiiiiiiiii e 479

SSL certificate creation failled............oo i 479

SSL certifiCate dBIEIEA. ... ....eei i 479

RS I 1571 o] =T SRR 479

RS =T =1 o] 1= SRS 480

S BT Y= =TT USSR 480
Chapter 58: Stack Manager MesSSages.........cuuurrrriirisssnnnmnnnnrrnrss s sssnsnnens 481
Stack Manager CritiCal MESSAGES. ... ..ciii ittt e et e e s et e e e s st e e e sss e e e e s annseeeeesnnnneeeeas 481
application-name failed DB-exchange stack failed to form............cccooiiiiiiiii e, 481
Stack Manager Warning MESSAUES. ......uuia ittt ettt ettt e et e e e e e e e s e e e e e s e e e e s e nbree e e e anreeas 481
application-name failed DB-exchange stack formation delayed..............ccocociiiiiiiiiiiiciies 481
Base unit has loopback port mode %s and the current unit %s. Unit reconfigured and rebooted... 482
Different spanning-tree mode configured than BU. Unit reconfigured and rebooted....................... 482
Front-panel Ul selected use rear-panel base non-base switCh............cccccoiiiii 482
QOS filter-limiting mode modified and UNit FESEt...........ooouiiiiiiiii e 483
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Stack operation mode modified to Hybrid and unit reset............ccooeiiiiiiiin 483

Stack sync failed stack failed t0 FOrm.........c.uoiiii i 483
Stack synchronization failed Exp value Act value Missing value............cccccccveeiiiiiiiiiiiiieeeeee 483
The base (unit# number ) has left the stack. Unit# number is now the base............cccccvvvveveeneennn. 484
Wrong QoS Agent queue setting, expected %u, actual %u, unit reconfigured and reboot.............. 484
Wrong QoS Agent buffer setting, expected %s, actual %s, unit re-configured and reboot.............. 484
Wrong QoS Agent queue setting, expected %u, actual %u, unit re-configured and reboot............. 485
Different spanning-tree mode configured than BU. Unit re-configured and rebooted..................... 485
Stack Manager information MESSAUES. ......coii it e et e et e e e st e e e e aaee 485
Another BU tried to join the stack. Unit ignored..............coooiiiiiiiii e 485
BECOME_TEMP_BU event sent unit mask value appl mask value..............ccccceeiiiiiiiiine e, 485
Change of active config block and or reset failed block-number..............ccociiiiiiiii i, 486
DISTRIBUTE_DB event sent unit mask value appl mask value.............cccccoviiieeiiiiiiiiiiiecciiieeee. 486
Filter limiting mode not supported on 5510-XX unit cannot join stack..............ocoociii s 486
JOIN event sent unit mask value appl mask Value............coocuiiiiiiiiiiiiiiiiec e 486
LEAVE event sent unit mask value appl mask value............cccooiiiiiiiiiiiii e 487
MODULE_INACTIVE event sent unit mask value appl mask value.............cccccccoeovviiiiiiiieieeeeeeee. 487
More than value UNitS diSCOVEIEA...........oeiiiiiiiiiiiiee e e e e e e e e e e e 487
Multiple base Units deteCted...... ..o 487
Multiple Waverunner units detected when base is a Flagship..........oooooiiiii e 488
REMOVE_DATA event sent unit mask value appl mask value..............ccccoiiiiiii 488
Stack operation mode modified to Pure and unit reSet.........cccccooveiiiiiiiiiiiii e 488
The BU switch is enabled. Cannot join existing Stack...........cc.evviiiiiiiiiiiiiiie e 488
This unit has wrong F W version expected version actual version..............ccccuuveeeviiiiiiniiiiiiiieeee, 489
This unit has wrong S W version expected version actual Version............ccccocveeiiieiiniie e 489
Wrong QOS Agent buffer setting expected value actual value unit cannot join stack...................... 489
Stack must have a configured base Unith.............oooi 489
Replaced "Wrong QoS Agent buffer setting, expected %u, actual %u, unit cannot join stack" with
"Wrong QoS Agent buffer setting, expected %s, actual %s, unit cannot join stack"....................... 490
Chapter 59: Stack Monitor MESSAJEeS........cciiiiiieeemmmniiiiiiiis s ir e e e e e reseeesnssssssssssssssseseseesnnnnn 491
Stack MoNitor CritiCal MESSAGES. .....ciiueiiiie ittt e e et e e e e nbbe e e e e e nnees 491
Task task-Name iS SUSPENAEA.........ceiiiiiiiiiii e e e e 491
Task whose index is taskID tasklD is SUSPENdEd...............uuvuiiiiiiiiiiiiiieee e 491
Stack Monitor information MESSAGES. ........uuii it raae e 492
application_name failed DB-exchange stack formation delayed..............cccoocoiiiniiini, 492
Hello Module unable to communicate with neighbor(s) unit reset...........ccccccoii e 492
IMC buffers of size size have been exhausted buffer pool size size...........cccociiiiiiiii, 492
Stack synchronization failed stack formation delayed............coccuiiiiiiiii 493
Task whose index is Index1 Index2 is SUSPENdEd..........ccooeiiiiiiiiiiiiiiiieee e 493
Task task_Name iS SUSPENUEA. .. ...t e e e e e e e e e e e eeeeaeaeeeas 493
The number of stack units is number instead of expected number............ccccccoiiiiiiiiiiii e, 493
Chapter 60: Source Based Routing Messages........ccccccccciiiiiiiiiiiisssssssessssssssssssssssseeeens 495
Source Based Routing INformation MESSaAgES. ........oiuuiiiiiiiiiiiie e 495
L] o1 11 = PP PUP RSP 495
IpFwdNhop Err Filter Install mod_inst=0x%08x vid=%d rv=%d...........cccceiiieriirriiieiiee e 495
IpFwdNhop Err Filter Modify mod_inst=0x%08x vid=%d rv=%d...........cccccrieiiiiiiiiiiiiiiieeeeee e 495
IpFwdNhop Err Filter Uninstall mod_inst=0x%08x vid=%d rv=%d........c..ceerrrrieeieiiiiiiiieeeeeeeenn 496
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IpFwdNhop Err Filter Uninstall mod_inst=0x%08x vid=%d rv=%d...........ccccceiiiriiiriiieeiiiee e 496

IpFwdNhop Err Save DB to NVRAM General File myMod=%d isBU=%d rw=%d........................... 496
IpFwdNhop Err Save DB to NVRAM Instance File myMod=%d isBU=%d rw=%d............c..ccceunu.e. 496
IpFwdNhop Err Save DB to NVRAM Policy File myMod=%d isBU=%d rw=%d............ccccoevrrrrnnn. 497
IpFwdNhop: Feature enable temporarily blocked - resources unavailable................ccccceeeieeeennnn... 497
IpFwdNhop: Filter installation issue - resources unavailable.............cccoiiiiiiiii e, 497
IpFwdNhop: Issue detected during data restore (interface entry %d)........cococeviiiiiiiiini e, 497
IpFwdNhop: Issue detected during enable retry (interface entry %d).........cocoveeiiiiiiiie 498
IpFwdNhop: Issue detected during feature enable (interface entry %d)........ccoceeiiiiiiiiiie 498
IpFwdNhop: Issue detected during interface creation (interface entry %d).......c.cccccovieiiiinnennne 498
IpFwdNhop: Issue detected during VLAN %d routing status update...........cccccoviiiiiiiieee e, 499
IpFwdNhop: Issue detected during VLAN membership addition (VID %d)........cccccceviiieniiiinninenne 499
IpFwdNhop: Issue detected during VLAN membership deletion (VID %d).........cccceviieeiiiieinnennnne 499
IpFwdNhop: Issue detected during VLAN policy association (entry %d).........cocoveveiiiiiiininiiiinnnn. 500
IpFwdNhop: Requested precedence and/or filter resources unavailable...............cccccoenen. 500
IpFwdNhop: Requested range checking resources unavailable...............cccccoceeeeiiiiiiiiiiiiiecee e, 500
IpFwdNhop: VLAN membership update (VID %d) issue - resources unavailable........................... 500
Chapter 61: TACACS MESSAQES....cccuiiiiiiiiiiiiiiisssssssssssssnssnsssssssssss s s s s s s sssssssssssssssssssssnnns 503
TACACS iNnfOrmMation MESSAGES. .......uuiiiiiiiiiit ettt e e e e e e e nb e e e e e s 503
TACACS+ accounting diSabIed.............ueiiiiiiii e 503
TACACS+ accounting €NabIed.........oooiiiiiiiiii e e e e 503
TACACS authentication on stack serial disabled..............cccoociiiiii e 503
TACACS authentication on stack serial enabled............cccoooiiiiiiiiiiiii e 504
TACACS+ authentication on switch serial port disabled...............cccoooiiiiiiiiiiiii e 504
TACACS+ authentication on switch serial port enabled..............cooiiii e, 504
TACACS authentication on stack telnet disabled...............cooooiiiiiiiiiii e 504
TACACS authentication on stack telnet enabled..............c.ooevviiiiiiii e 505
TACACS+ authentication on switch telnet disabled..............ccoooiiiiiiiii e 505
TACACS+ authentication on switch telnet enabled..............cccoiiiiiiiiii e 505
TACACS+ authentication on switch telnet disabled.............ccccooiiiiiiiiii e 505
TACACS+ authentication on switch telnet enabled...............ccc e, 506
TACACS+ authenticated serial connection ClOSEd..............uuiiiiiiiiiiiii e 506
TACACS+ authenticated telnet S€SSioN CIOSEA...........cceeiiiiiiiiiiie e 506
TACACS+ authenticated telnet session max retries exceeded............cocveiiiiiiiiiiii e 506
TACACS authenticated SSH SESSION CIOSEA.........c.uuiiiiiiiiiiiie e 507
TACACS+ authorization diS@bIEd...........ccuiiiiiiiiii e e e e s snaeeee e e 507
TACACS+ authorization €nabled........ ... 507
TACACS+ unsuccessful authentiCation.............oooiii e 507
TACACS+ successful authentiCatioN............ueeiiiiiiiie e e e e e e e e 507
Chapter 62: Telnet MeSSAGES.......ccuiirirrriiinnnnerrr s 509
Telnet INfOrmMation MESSAGES. ... ...uiiiiiiiiie et e e e et e e e e e et e e e e e anbeeaeeesnsaeeeeesnreeas 509
Connection closed. Maximum number of sessions reached. IP address:...........ccccceiviiiiiiiiniiinennn 509
CLI pswd: Stack auth type RADIUS/TACACS+ won't apply partially (stack IP addr not set). Local
T o T U LY=o PSRRI 509
CLI pswd: Stack auth type RADIUS/TACACS+ won't apply partially (switch IP addr not set). Local
USEI/PASS USEU. ....eiitiiieieiie ettt e et e ettt e ettt e et e e e eteeeeeseeeeasteeeasseeeasseeeanseeeenseeeensseeanseeeeasseeeasseeeanseeennnes 509
Successful telnet connection t0 IP @ddress...........ooiiiiiiiiiiiiiiie e 510
Telnet session closed by ip address remote hOSt...........ovvvviiiiiiiiiiii e 510
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TELNET: Telnet connection to IP ip address was closed because parent console session console

SESSION 1D WAS ClOSEU. ...ttt 510
Connection closed. Maximum number of sessions reached. IP address:.............c.ccccoooiiicninenn. 510
Local authentication enabled 0N Serial.............cooiiiiiiii e 511
Local authentication disabled 0N SErial.............coouiiiiiiiiii e 511
Local authentication enabled ontelnet......... ... 511
Local authentication disabled on telnet................ e 511
Session opened (local auth) from 1P address:.......oc.vviiiiiiiiiiee e 512
Failed login (local auth) from 1P @ddreSS:......cciiuiiiiiiiiiiiie e e e 512
Session opened (local auth) from serial CONNECHON..........c.eiiiiiiiiiiie e 512
Failed login (local auth) from serial CONNECHION..........coiuiiiiiiiii e 512
Chapter 63: USB MEeSSAQES.......cccuuiiriiiiimiiemmmnnsssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnnnnnns 513
USB infOrmation MESSAGES. ......cccuuiiiiiii ittt 513
USB deViCe iNSEIEA.........ooiiiiii e s 513

USB d@VICE FEMOVEM. ... ..ciiiiiiiiiiie ettt h ettt ettt ettt e s bttt e e bt e b e e e anb e e neneas 513
Chapter 64: Telnet Server MeSSages......ccuuuiiiiiiiiiiiiniinnissssssssssrrr e 515
Telnet Server Warning MESSAGES. .......coiuii i e e e e e ee e e s nee e e anneeeas 515
Reset initiated DY CONSOIE..........oiiiiiiii e 515
Reset initiated through SSH by 1P @ddreSs. .....ccoiiiiiiiiiiiiee e 515
Reset initiated through telnet by [P @ddress. ... 515
Reset to default initiated Dy CONSOIE..........cociiiiiiiii s 516
Reset to default initiated through telnet by IP address............cccoooi i, 516
Stack RO password changed from [P add............ocooiii e 516
Stack RO password changed from serial CONN...........oociiiiiiiiiiiic e 516
Stack RW password changed from [P add............coooiiiiiiiiiiii e 517
Stack RW password changed from Serial CONN..........cuuiiiiiiiiiiiieiee e 517
Switch RO password changed from IP add...........ccooiiiiiiiioii e 517
Switch RO password changed from serial CoNN..............oocoiii e 517
Switch RW password changed from [P add.............ccooi e 518
Switch RW password changed from serial CONN............oociiiiiiiiiiic e 518
Telnet Server iNformMation MESSAGES. ......ciiiuiiiiie it e e e e e e e e e e enneeas 518
Connection closed (failed 10gin) IP @ddress. .........cooiiiiiiiiiiiiie e 518
Connection closed (inactivity 10gout) IP @ddress..........cooiiiiiiiieiiiiieie e 519
Connection closed (login timeout) IP @ddress.............coooiiiiiiiii e 519
Connection closed (lost connection) [P address.............cociiiiiiiiii e 519
Connection closed (user [0gout) IP address..........ocvviiiiiiiiiic i 519
Disallowed connection attempt from [P address............coooiiiiiiiiiiiiiiiiie e 520
Disallowed connection attempt - too many telnet SESSIONS.........cooviiiiiiiiiiiiii e 520
Failed 10gin from [P @ddreSs. ........oo ittt 520
Failed login from serial CONNECHION..............oi i e 520
Failed login(radius auth) from 1P @dd............cooo e 521
Failed login(radius auth) from serial CONN...........cccooiiiiiiii e 521
Login timeout serial CONNECHION..........ooiiiiiiee e 521
Session closed (inactivity 10gout) IP @ddress..........ooiiiiiiiiiiiiie e 521
Session closed (inactivity 10gout) IP @ddress..........ooiiiiiiiiiiiiiie e 522
Session closed (lost connection) [P address. ... ... 522
Session closed (User [0gout) [P @addresSs..........ooiiiiiiiiiiiiiie e 522
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Session closed (user logout) serial CONNECHION..........c.uii i 522

Session opened from IP address. ... ..o 523
Session opened from serial CONNECHION. ..........uiiiiiiiiii e 523
Session opened(radius auth) from 1P add...........oooiiiiiiii e 523
Session opened(radius auth) from Serial CONN...........oiiiiiiiiie e 523
Successful connection from IP @ddress. ........ooiiiiiiiiiiiii s 524
Chapter 65: Unicast Storm Control messages...........cccociiinniniinininnssssssssseeserrs e 525
Unicast Storm Control information MESSAgES. ........uuiii i 525
Unicast unblock unit port unit_port level level watermark watermark.............cccccoriiiiiiiiiie e, 525
Unicast block unit port unit_port level level watermark watermark...............cccooeiiiiiiiiiiicinc e, 525

USC Install SET fail unit port unit_port status = status...........cccoiiiiiiiiii 525

USC Install TEST fail unit port unit_port status = status...........ccccoiieriiiiin e, 526

USC Unlnst SET failed for port port status = status............oeeoiiiiiiiiii e, 526
Chapter 66: VLACP MEeSSAQES.......ccccuiririmirimmmmnnnssssssssssssessssssssnnssssssssssssssssssssmessssssnnnnnnnnns 527
VLACP infOrmation MESSAGES. ......uueiiieiiiiiii ettt ettt e e e ettt e e e e enbe e e e e sttt e e e e e anteeeeeesanteeeaeans 527
Port %d blocked by VLACP until end-partner connection reestablished...............ccococeviiiiiiiennnn. 527

Port %d reenabled by VLACP..........oo e 527

Port unit# port# blocked by VLACP until end-partner connection reestablished..................c..cc..... 528

Port unit# port# reenabled by VLACP ... e 528
Chapter 67: VLAN MESSAQES.....ccuummmmrmrrrmrrrrrrrriiisssssssssssssssssssssssssmsssssssssssssssssssssssssssssssssss 529
VLAN infOrmation MESSAGES. .......uuiiieiiiiiiie ettt e e e ettt e e e e ettt e e e e s st e e e e e snneeeeeeannbeeeeeennnees 529
BU was unable to send IMC for NBUs VLAN/Port configuration.............ccccoeevvereiiiiieee e 529

Cli add vlan vlan id members port MasK...........cooiuiiiiii e 529

Cli create vlan vlan id type POIt...... ..o 529

Cli delete vlan vlan id members port MaskK...........cooiiiiiiiiii e 530

Cli delete vlan vIan id tYPe POIT.......ooi it e e e e e e e e e neees 530

Cli set autopVid diSADIE. .......cocoiiiiii et a e e 530

Cli st aULOPVIA BNADIE........eiiiiiiieiee e e e e e e e e e e e e et e e e e e nbee e e e e ennaeas 530

Cli set management VIan VIan id......... ..o 530

Cli set ports port mask tagging disable...............oooiiiii 531

Cli set ports port mask tagging enable.............oooiiiiiii i 531

Cli set pvid vlan id pOrtS POt MASK..........ueiiiiiiiiie ettt e e e e e e e enees 531

Cli set vian vian id members POrt MASK..........cuuiiiiiiiiiiee et e e e 531
Cons activate VIAaN VIAN Qd........cooiiiiiiiie e e 531
Cons add vlan vlan id port UNit POIt...........oueeiiiiii e 532
Cons create vlan vlan id type POIt........oooi s 532
Cons delete vian vian id port Unit POrt..........c.oooiiioiiii e 532
Cons delete vian vIan id tYPE POIt.........oo i e e e 532
Cons set aUtOPVIA dISADIE.........oiiiiiiiii et e e e e e araeea e 532
Cons Set AUIOPVIA ENADIE..........uiiiiiiieee et e e e et e e e e e aeea s 533
Cons set management vIan VIan id.............oeeeiii e 533
Cons set port unit port PVid VIAN id..........eeiiiiiiiie e e e 533
Cons set port unit port tagging diSable..............uviiiiiiiiie e ———— 533
Cons set port unit port tagging €nable..............oooiiiiiii i 533
Error getting VLAN info fOr POI'S PVId.......oooiiiiiiiii ettt 534
Error reading nvg_ObjDescr from VLAN fil€.......coiiiiiiii s 534
Error reading prec from VLAN file..... .. e 534
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Error reading vmrec from VLAN fil€........ooiiiiiii e e 534

Error reading vrec from VLAN file. ... oo e 535
Error restoring Ports from VLAN fil€.........eeiiiiiae e e e 535
Error restoring Port from VLAN NVRAM fil€..........uuiiiiiiiiiiee et e e e e 535
Error restoring from VLAN file........eiiiii et e 535
Error restoring from VLAN file. Wrong nvq.DeSCr.deVVer...........coiiiiiiiiiiiiiiiiiee e 536
Error restoring from VLAN file. Wrong nvg.Descr.notBlankK.............cccocueiiiiiiiiiiiiiieee e 536
Error restoring nvg.Descr from VLAN file.........ee e 536
Error restoring object from VLAN file - bad file pointer or mode..........cccccooiiiiiiiiiiii s 536
Error restoring object from VLAN NVRAM file. ..o 537
Error seeking object in VLAN fil.....oooiiiiiii e 537
Error restoring VLANS from VLAN fil€......coiiiiiiii et 537
Error restoring VIMACS from VLAN file.....couuiiiiiiei e 537
Error seeking Ports in VLAN file.....o et e e e e 538
Error seeking VLANS in VLAN file....oor ittt e e e e e e e e e nnenees 538
Error seeking VMACS iN VLAN filE....oiiiiii ittt e e e e e e e e e 538
Number of VLANs does not match BU number of VLANs. VLAN config defaulted......................... 538
S TCY o o) u B (o X =1 7= 1U | PSPPSR 539
VLAN configuration does not match BU VLAN configuration. VLAN config defaulted..................... 539
VLAN IMC callback failed........ooo ittt e e e e e e e e e e e e e e as 539
VLAN IMC WaS NOE SENL...eiiiiiiiiiiiee ettt e e e e e e e e e ettt e e e e e e e e e e e e e e nnanteeeeaeaaeaeeeaaaannns 540
VLAN NVRAM FEAA BITO.....cc e it i ettt et et e e e e e e e ettt et eeeaeeesa s s aattasaeeeeaaaeeessaannssnstanneeeaaeeeeesannnnns 540
VLAN queue messages diSCArAEU..........oiiuuiiiiiiiiiieeee ettt e e e 540
Number of VLANs does not match BU number of VLANs. VLAN config defaulted......................... 540
VLAN configuration does not match BU VLAN configuration. VLAN config defaulted..................... 541
VLAN NVRAM FEAA ©ITOF ... ettt ettt e e e e e e e e e e et e e e eeaeeeeaa e e neaneeneeeeaaaaeaeaaaannns 541
VLAN s€et €rror from IMC ..ottt e e e e e e e e e e e neeeeeeaaaeeeean 541
VLAN s€et €rror from RPC.....oooiiiiiei ettt e e e et e e e e e e e e e e s s neeenaeaaeeeenan 541
VLAN queue messages diSCArAEU..........oiiuuuiiiiiiiiiieee ettt e e e e e 542
Wrong VLANS NVg_ReCDESCr @CtRECS. .......uuiiiiiiiiieeiie e 542
Wrong VMACS NVQ_RECDESCT @CtRECS. ......ccciiiiiiiie ittt e e e e e sraeeee e 542
WIONG VIEC TIEIA. ... e e 542
Chapter 68: VRRP MESSAQES......ccuiieemmmunniriiiiisisssrsssessssnssssssssssssssssssssssssssnssnnnsssssssssssssssnes 545
VRRP iNfOrmMation MESSAGES. ... .ueiiiiiiiiiiie ettt e et e e e e et e e e e en bt e e e e e anbeeeeeeanreeas 545
VRRP: vrrpAdvtQueue is FULL. RX advertisement dropped in vian %d!..............cccocoiiiiiinnnns 545
VRRP: virpQueue is FULL. Message dropped...........ceeiiuriieeiiiiiieeeeeiiieeeeesiieee s ereee e e snreeae e nnnees 545
VRRP Feature globally disabled due to missing lICENSE...........ooiiiiiiiiiiiiiee e 545
VRRP VR VR Id VLAN Id Received mismatching advertisement interval ( advertisement interval) 546
VRRP VR VR Id VLAN Id Received mismatching advertisement type ( advertisement type )......... 546
VRRP VR VR Id VLAN Id Received mismatching fast advertisement interval ( fast advertisement
QYT | SRS 546
VRRP VR VR Id VLAN Id Received mismatching virtual IP address ( received virtual ip address ) 547
VRRP VR VR Id VLAN Id Received unknown VRRP packet type ( vrrp packet type ).................... 547
Chapter 69: WEB MeSSAQES......uuuuiiiiiiiiiiiiiiiiiiiiiisssssssssssssssssssss s s sssssssssssssssssssssssssnes 549
WEB iNfOrmMation MESSAGES. .....ccoiuuiiiiiiiiiitii ettt et e e s bt e et e e e embe e e ne e e e anbeeeennes 549
User allowed (radius authentication pass) to log in from Web from Src IP.............oooiiiii . 549
User disallowed (radius authentication fail) to log in from Web from Src IP..........ccooiiiiiiinnn. 549
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Web authentication fail from [P @ddresSs........oooueeeiiiiieee e e e e e e 549

Web authentication from [P @ddresSs........ccooooeeeeiiieeeeeee et 550
Web connection from [P addreSsS.........ooeeeeiiiiiiiiieeeeee e 550
Web disconnect from [P @ddresSsS......cccooiiieiiiiiiieeeee ettt 550
Web server attempting to open socket for port HTTP port...........oooooiiiiiiiiiiiieee e 550
Web server starts service on port HTTP POIt.......oooeiiiiiiiiceeee e 551
Web timeout from [P addrESS...........uveuiieiieieee et e e e e e e e e e e e e e e e e e e e e e e eeeraeaees 551
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Chapter 1: Purpose of this document

Log messages record the various errors generated by the system during operation. This document is a
consolidated reference of log messages generated by the system on the following platforms:

* Avaya Ethernet Routing Switch 2000 Series
* Avaya Ethernet Routing Switch 3000 Series
* Avaya Ethernet Routing Switch 4000 Series
* Avaya Ethernet Routing Switch 5000 Series

* Avaya Virtual Services Platform 7000 Series
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Purpose of this document
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Chapter 2: New in this release

The following sections describe what's new in this document.

Features
There are no new features. This document consolidates system messages for the following platforms:
* Avaya Ethernet Routing Switch 2000 Series
* Avaya Ethernet Routing Switch 3000 Series
* Avaya Ethernet Routing Switch 4000 Series
* Avaya Ethernet Routing Switch 5000 Series
* Avaya Virtual Services Platform 7000 Series
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Chapter 3: Logs fundamentals

The following sections describe how to view, reference, and troubleshoot system logs.

Viewing system logs
You can view System logs using the ACLI.
Procedure steps
1. Log into the Privileged Exec mode.
2. Enter the show logging command.

3. Observe the displayed information.
Variable Definitions

Parameter Description
Critical Display the critical log messages.
Serious Display the warning log messages.
Informational Display the information log messages.

Looking up logs in this document

This document contains various log messages generated by the system, for example: ADAC,
ASCII, and AUR. You can use the following two methods to find the log messages in this
document:

* Browse the log messages in the bookmark and the TOC section of this guide, where they
are listed in alphabetical order

* Search for log messages using the Find option in the Toolbar (Ctrl+F)
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Logs fundamentals

The log messages are included in this guide based on the following three types of severity:
* Critical — These messages indicate a state of crisis or emergency in the system
* Warning — These messages indicate a potential crisis

* Information — These messages display the status of the task performed on the system

Troubleshooting

If applicable, each log entry provides remedial action(s) that you can perform.
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Chapter 4: ADAC messages

ADAC warning messages

ADAC: ADAC of Nortel IP Phones not functional

Type/Severity Source Description Remedial Action
Serious ADAC ADAC is not working. No action required.

ADAC: Error registering CDT handlers

Typel Source Description Remedial Action
Severity
Serious ADAC The system detected an error | No action required.
when registering the CDT
handlers.

ADAC information messages

ADAC Error applying main VLAN QoS configuration

Typel/Severity Source Description Remedial Action

Information ADAC The system detected an No action required.
error while applying QoS
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ADAC messages

Typel/Severity Source Description Remedial Action

or VLAN global
configuration.

ADAC Error applying VLAN QoS configuration for unit port unit#
port#

Type/Severity Source Description Remedial Action

Information ADAC The system detected an No action required.
error while applying QoS or
VLAN configuration from
unit or port.

ADAC Error forcing administrative state to disable enable

Typel/Severity Source Description Remedial Action

Information ADAC The system detected an No action required.
error when forcing the
administrative state to
disable/enable.

ADAC Error removing main VLAN QoS configuration

Typel/Severity Source Description Remedial Action

Information ADAC The system detected an No action required.
error while removing QoS
or VLAN global
configuration.
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ADAC information messages

ADAC Error removing VLAN QoS configuration for unit port unit#

port#

Typel/Severity

Source

Description

Remedial Action

Information

ADAC

The system detected an
error while removing QoS
or VLAN configuration to
unit or port.

No action required.

ADAC Forced administrative state to disable enable

Typel/Severity

Source

Description

Remedial Action

Information

ADAC

The administrative state of
ADAC feature is forced to
disable/enable.

No action required.

ADAC System operationally disable enable

Typel/Severity

Source

Description

Remedial Action

Information

ADAC

The system is operating
with ADAC as disabled/
enabled.

No action required.
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Chapter 5: ASCIl messages

ASCII information messages

ASCII failed

Type/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file
contains syntax errors or
inconsistent/incorrect
configuration data.

Attempt to load the ASCII
configuration file manually
from a console and look for
error messages.

ASCII finished successfully

Typel/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file is
successfully loaded and
processed during manual
configuration.

No action required.

ASCII finished successfully at load on boot

successfully loaded and
processed at boot time.

Typel Source Description Remedial Action
Severity
Information ACG The ASCII configuration file is | No action required.

Logs Reference

November 2013

53



ASCIl messages

ASCII transfer failed

Typel/Severity

Source

Description

Remedial Action

Information

ACG

The ASCII configuration file
could not be transferred
from the TFTP server (or
USB port on the switch)
during manual
configuration.

Check if the TFTP server is
accessible.

Confirm that the ASCII
configuration file exists on the
server (or on the USB port on
the switch).

Ensure that the ASCII
configuration file contains
appropriate permissions.

ASCII transfer failed at load on boot

Typel/Severity| Source Description Remedial Action
Information ACG The ASCII configuration file | Check if the TFTP server is
could not be transferred from | accessible.
the TFTP server (or USB port| Confirm that the ASCII
on the switch) at boot time. | configuration file exists on the
server (or on the USB port on
the switch).
Ensure that the ASCII
configuration file contains
appropriate permissions.
ASCII transfer OK
Type/Severity Source Description Remedial Action
Information ACG The ASCII configuration file | No action required.

was successfully
transferred from the TFTP
server (or USB port on the
switch) during manual
configuration.

54 Logs Reference

Comments? infodev@avaya.com

November 2013



mailto:infodev@avaya.com?subject=Logs Reference

ASCII information messages

ASCII transfer OK at load on boot

Typel/Severity | Source Description Remedial Action

Information ACG ASCII config file was No action required.
transferred successfully from
TFTP server (or USB port on
ERS45xx and ERS5xxx) at
boot time.
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Chapter 6: AUR messages

AUR warning messages

AAUR - Warning Agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Agent image check sum
error.

No action required.

AAUR - Warning Slave agent image check sum ERROR

Typel/Severity

Source

Description

Remedial Action

Serious

AUR

Slave agent image check
sum error.

No action required.

DAUR - Warning Diag image check sum ERROR

Typel/Severity

Source

Description

Remedial Action

Serious

AUR

Diag image check sum
error.

No action required.
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AUR messages

DAUR - Warning Slave diag image check sum ERROR

Typel/Severity

Source

Description

Remedial Action

Serious

AUR

Slave diag image check
sum error.

No action required.

AUR information messages

AAUR-Info AAUR default
Typel/Severity | Source Description Remedial Action
Information AUR AAUR default. No action required.
AAUR-Info AAUR disable
Typel/Severity | Source Description Remedial Action
Information AUR The AAUR is disabled. No action required.

AAUR-Info AAUR enable
Typel/Severity | Source Description Remedial Action
Information AUR The AAUR is enabled. No action required.
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AUR information messages

AAUR-Info Agent transfer finished

Typel/Severity | Source Description Remedial Action
Information AUR The agent transfer is No action required.
completed.

AAUR-Info Receive request for agent image start transfer

Typel/Severity| Source Description Remedial Action

Information AUR The system received request | No action required.
for an agent image and the
transfer is started.

AAUR-Info Receive request for agent image. Unable to start transfer

Type/Severity| Source Description Remedial Action

Information AUR The system received request | No action required.
foran agentimage. Unable to
start transfer.

AAUR-Info Send request for new agent image

Type/Severity| Source Description Remedial Action
Information AUR The system is sending No action required.
request for a new agent
image.
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AUR messages

AAUR-Info Slave refuse transfer

Typel/Severity

Source

Description

Remedial Action

Information

AUR

Slave refuse transfer.

No action required.

AAUR-Info The hardware is not compatible with the
image_version_number version

Typel/Severity

Source

Description

Remedial Action

Information

AUR

The hardware is not
compatible.

No action required.

AAUR - Warning Agent image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Agent image check sum
error.

No action required.

AAUR-Warning Cannot get FLASH resource

Type/Severity

Source

Description

Remedial Action

Information

AUR

The system cannot get the
flash resource.

No action required.

AAUR - Warning Slave agent image check sum ERROR

Typel/Severity

Source

Description

Remedial Action

Serious

AUR

Slave agent image check
sum error.

No action required.
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AUR information messages

AUR-Info AUR disable
Typel/Severity Source Description Remedial Action
Information AUR AUR is disabled. No action required.
AUR-Info AUR enable
Typel/Severity Source Description Remedial Action
Information AUR AUR is enabled. No action required.

AUR-Info AUR Restored to default

Type/Severity

Source

Description

Remedial Action

Information

AUR

AUR is restored to default.

No action required.

AUR-Info New unit has different HW config Using cfg from the new

unit

Type/Severity

Source

Description

Remedial Action

Information

AUR

The new unit has a different
HW configuration.

No action required.

DAUR - Info Diag transfer finished

Typel/Severity

Source

Description

Remedial Action

Information

AUR

Diag transfer finished.

No action required.
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AUR messages

DAUR - Info Receive request for diag image start transfer

Typel/Severity Source Description

Remedial Action

Information AUR The system received
request for the diag image
and started transferring.

No action required.

DAUR - Info Receive request for diag image. Unable to transfer

Typel/Severity Source Description Remedial Action
Informatin AUR Received request for diag | No action required.
image, unable to start
transfer.

DAUR - Info Send request for new diag image

Type/Severity Source Description

Remedial Action

Information AUR The system is sending
request for new diag image.

No action required.

DAUR - Info Slave refuse transfer

Type/Severity Source Description

Remedial Action

Information AUR Slave refuse transfer.

No action required.

DAUR - Info Start receive image

Typel/Severity Source Description Remedial Action
Information AUR The image is being No action required.
received.
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AUR information messages

DAUR - The hardware is not compatible with the
image_version_number version

Typel/Severity

Source

Description

Remedial Action

Information

AUR

The hardware is not
compatible.

No action required.

DAUR - Warning: Cannot get FLASH resource

Typel/Severity Source Description Remedial Action
Information AUR The system cannot | No action required.
get the flash
resource.

DAUR - Warning Diag image check sum ERROR

Type/Severity

Source

Description

Remedial Action

Serious

AUR

Diag image check sum
error.

No action required.

DAUR - Warning Slave diag image check sum ERROR

Typel/Severity

Source

Description

Remedial Action

Serious

AUR

Slave diag image check
sum error.

No action required.
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AUR messages

User disallowed (radius authentication fail) to log in from Web from
Src IP

Typel/Severity Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct
address has failed username and password to

authentication through the | gain access.
Radius server.
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Chapter 7: Audit messages

Audit warning messages

Audit data initialized (bad checksum)

Type/Severity

Source

Description

Remedial Action

Serious

Audit

The audit data is corrupt.

No action required.

Audit data initialized (bad magic nhumber)

Typel/Severity

Source

Description

Remedial Action

Serious

Audit

The audit data is corrupt.

No action required.
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Chapter 8: Avaya Energy Saver messages

Avaya Energy Saver information messages

AES activated by schedule

Type/Severity

Source

Description

Remedial Action

Information

AES

The Avaya Energy Saver is
activated by the AES
schedule.

No action required.

AES deactivated by schedule

Typel/Severity Source Description Remedial Action
Information AES The Avaya Energy Saver is | No action required.
deactivated by the AES
schedule.
AES globally disabled
Typel/Severity Source Description Remedial Action
Information AES The Avaya Energy Saver is | No action required.
disabled.
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Avaya Energy Saver messages

AES globally enabled

Typel/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
enabled.

AES manually activated

Typel/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
manually activated.

AES manually deactivated

Type/Severity Source Description Remedial Action

Information AES The Avaya Energy Saver is | No action required.
manually deactivated.

AES not applying schedule because SNTP not synchronized

Type/Severity Source Description Remedial Action
Information AES The Avaya Energy Saver | Check the availability of the
cannot be activated, as the | SNTP server, and wait for
internal clock is not the clock to be synchronized
synchronized with SNTP with SNTP Server.
Server.
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Avaya Energy Saver information messages

AES time is synchronized applying schedule

Typel/Severity

Source

Description

Remedial Action

Information

AES

The Avaya Energy Saver
schedule is applied, as the
clock is synchronized with
the SNTP.

No action required.
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Chapter 9: Bay Secure messages

Bay Secure critical messages

Bay Secure Resource Error error# line line# resource ID

Type/Severity

Source

Description

Remedial Action

Critical

Bay Secure

The system detected an
error when operating with
the task resource.

No action required.

Bay Secure warning messages

BaySec Not enough resource on port port# . Check QOS cfg

policy on port. (This is
generated by an error in
creating the Filter Manager
database information for a
policy and installing that
policy to the hardware)

Type/Severity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error when reserving the
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Bay Secure messages

Bay Secure error line line# # of octets read from NVRAM

Typel/Severity

Source

Description

Remedial Action

Serious

Bay Secure

The system is facing
problem in reading the data
saved in the NVRAM.

Activate the default
configuration.

Bay Secure MAC DA filtering not enough resources

MAC DA filtering address.
(This is generated by an
error in creating the Filter
Manager database
information for a policy and
installing that policy to the
hardware)

Typel/Severity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error when trying to add a

Bay Secure Policy Error error type line line# 0

Type/Severity Source Description Remedial Action
Serious Bay The system detected an No action required.
Secure | error in getting or setting a
policy.

Bay Secure: Exceeded %d per-trunk MAC addresses on trunk %d

successfully saving the
DHCP snooping binding

Type/Severity Source Description Remedial Action
Warning/ DHCPSNO | This notification is No action required.
Information OoP generated after
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Bay Secure information messages

Typel/Severity Source Description Remedial Action

table to a SFTP server
external file.

Bay Secure information messages

BaySec Exceeded number MAC addresses on unit# port#

Typel/Severity Source Description Remedial Action

Information Bay This message appears No action required.
Secure | when the system is trying to
set too many security roles
on a port.

Bay Secure Exceeded number per-port MAC addresses on port
unit# port#

TypelSeverity | Source Description Remedial Action

Information Bay The maximum number of No action required.
Secure | MAC addresses that can be
learned on a port is

reached.
Bay Secure intruder
Typel/Severity Source Description Remedial Action
Information Bay The system detected an | No action required.
Secure | intruder.
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Bay Secure messages

Bay Secure intruder MAC

Typel/Severity

Source

Description

Remedial Action

Information

Bay Secure | The system detected an

intruder.

No action required.

Bay Secure per-port addresses deleted

appears only on the BU or
stand-alone switch).

Typel/Severity Source Description Remedial Action
Information Bay An auto-learned address is | No action required.
Secure | deleted (This warning

MAC security table full

74

Type/Severity Source Description Remedial Action
Information Bay The MAC security table is No action required.
secure | full.
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Chapter 10: CDT messages

CDT critical messages

cam driver initialization failed (code= error type argument= line# )

Type/Severity

Source

Description

Remedial Action

Critical

CDT

The CAM driver initialization
critically failed, as the
system resources were
unavailable.

Restart the system.

cam processing aborted (code= error type argument= line# )

Typel/Severity

Source

Description

Remedial Action

Critical

CDT

The system could not
process the MAC address,
due to repeated internal
failures.

No action required.
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CDT messages

CDT warning messages

call to cdt api function due to lock timeout (code= error type total
failures= number errno= error code )

Type/Severity

Source

Description

Remedial Action

Serious

CDT

The system detected an
error caused by failure in the
mutual exclusion lock
mechanisms.

No action required.

Error in XGS3 memory DMA transfer

Typel/Severity

Source

Description

Remedial Action

Serious

CDT

Logs an error for XGS3
switches in case of DMA
error.

Reboot device

CDT information messages

cam driver initialized

Typel/Severity

Source

Description

Remedial Action

Information

CDT

The system initialized the
CAM driver.

No action required.
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CDT information messages

CDT MAC address mac_address was removed because LAG trunk

trunked has disaggregated.

Typel/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a LAG trunk was
deleted because the
specific LAG trunk is
disaggregated.

No action required.

CDT MAC address mac_address was removed because port
port_no has aggregated in LAG

Type/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a port is deleted,
because the specific port
is aggregated in a LAG

No action required.

CDT The static FDB entry MAC mac_address VLAN vian Id trunk
trunkld was deleted because LAG has disaggregated

Typel/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a LAG trunk was
deleted because the
specific LAG trunk has
disaggregated.

No action required.
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CDT messages

CDT The static FDB entry MAC mac_address VLAN vlan id was
deleted because Unit Port unit port has aggregated

78

Typel/Severity

Source

Description

Remedial Action

Information

CDT

The static MAC address
for a port was deleted as
the specific port has
aggregated in a LAG.

No action required.
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Chapter 11: CFGSO messages

CFGSO warning messages

CFGSO - Warning Invalid Msg Id

Type/Severity

Source

Description

Remedial Action

Serious

CFGSO

The system detected an
invalid message Id.

No action required.

CFGSO information messages

CFGSO - Error: Failed to create watchdog timer

Typel/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to create
a watchdog timer.

No action required.

CFGSO - Error: Failed to get an imc buffer

Typel/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to get an
IMC buffer.

No action required.

Logs Reference

November 2013

79



CFGSO messages

CFGSO - Error: Failed to save data to NBU

Typel/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to save
data to NBU.

No action required.

CFGSO - Error: Failed to start watchdog timer

Typel/Severity

Source

Description

Remedial Action

Information

CFGSO

The system failed to start
the watchdog timer.

No action required.

CFGSO - Error: File not read

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system could not read
the file.

No action required.

CFGSO - Error: File not write

Type/Severity

Source

Description

Remedial Action

Information

CFGSO

The system could not write
the file.

No action required.

CFGSO - Warning Watchdog timer expire

Typel/Severity

Source

Description

Remedial Action

Error

CFGSO

The watchdog timer
expired.

No action required.
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CFGSO information messages

FSH - Some files are not closed. MsgType #%d

Typel/Severity

Source

Description

Remedial Action

Information

CFC

This notification is
generated while trying to
load/save the

configuration, if some files

remain open. The
configuration cannot be
saved if the files remain
open.

No action required.

FSH - File not closed :

Typel/Severity

Source

Description

Remedial Action

Information

CFG

This notification is
generated while trying to
load/save the
configuration, indicating
the files which are
opened.

No action required.
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Chapter 12: Config messages

Config information messages

CFG - Could not acquire FLASH sem

Type/Severity

Source

Description

Remedial Action

Information

CFG

An extreme concurrency
faced when you copy or
auto-synchronize the
configuration.

Retry the last command.
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Chapter 13: CFM Messages

CFM Information Messages

CFM: ERROR adding port filters for VLAN %d - no resources

Type/Severity

Source

Description

Remedial Action

Information

SPB

Error adding port
filters.

No action required.
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Chapter 14: DAI messages

DAI information messages

DAI: ARP packet with invalid IP/MAC binding dropped on untrusted
port %d/%d. ARP packet has MAC source %02x-%02x-%02x-%02x-
%02x-%02x.

Typel/Severity Source Description Remedial Action

Information DAI ARP packet is ingressed on | Potential intruder. Isolate the
a DAI untrusted port with a | offender.

MAC address and IP
address that does not match
any entries in the binding
table. This causes the
packet to be dropped.
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Chapter 15: DHCP Relay messages

DHCP Relay information messages

Error disabling global DHCP relay errCode

Type/Severity

Source

Description

Remedial Action

Information

DHCPR

The DHCP relay cannot
be globally disabled as
the appropriate filter could
not be uninstalled (other
DHCP application is using
it).

Redo the QoS filter
allocations, and retry to
disable the DHCPR.

Error enabling global DHCP relay errCode

Typel/Severity

Source

Description

Remedial Action

Information

DHCPR

The DHCP relay cannot
be enabled globally as the
appropriate filter cannot
be installed (other DHCP
application has already
installed it).

Redo the QoS filter
allocations, and retry to
enable the DHCPR.
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Chapter 16: DHCP Snooping messages

DHCP Snooping information messages

DHCP packet with mismatch MAC address dropped on un-trusted

port unit# port# mac(MAC ADDRESS)

Typel/Severity

Source

Description

Remedial Action

Information

DHCP
Snoop

DHCP packet with the
ethernet source MAC
address not matching with
the DHCP client hardware
MAC address ingressed on
an DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.

Isolate the offender.

DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Typel/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP ACK reply
packet ingressed

Snoop port. This

and the packet is
dropped.

an untrusted DHCP

violates the DHCP
Snoop integrity check

Isolate the offender.
on
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DHCP Snooping messages

DHCP Snoop DHCP binding table is full additional DHCP clients will
not be added to the binding table

Typel/Severity Source Description Remedial Action
Information DHCP Snoop The maximum number | Scale down the number
of DHCP binding of DHCP clients.

entries (1024)
reached. Any
additional DHCP client
entries will not be
added to the binding
table.

DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Type/Severity Source Description Remedial Action

Information DHCP Snoop DHCP NAK reply packet | Isolate the offender.
ingressed on an DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is
dropped.

DHCP Snoop DHCP OFFER dropped on untrusted port unit# port#
(not allowed on untrusted port)

Typel/Severity Source Description Remedial Action

Information DHCP Snoop DHCP OFFER reply Isolate the offender.
packet ingressed on an
DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.
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DHCP Snooping information messages

DHCP Snoop: DHCP packet dropped on port %d/%d - static entry
with the same MAC %02x-%02x-%02x-%02x-%02x-%02x in binding

table

Typel/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP packet
ingressed on
thespecified port is
dropped as a static
entry with the same
MAC address as the
DHCP client MAC
address is found in the
binding table. This
violates the DHCP
Snoop integrity check
and the packet is
dropped.

No action required.

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# because MAC Addr( MACaddress ) is associated to port

unit# port#
Typel/Severity Source Description Remedial Action
Information DHCP Snoop | DHCP RELEASE or Isolate the offender.

DECLINE packet with
the DHCP client
hardware MAC address
and client port from the
binding table ingressed
on a different DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is

dropped.
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DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# (MAC Addr( MACaddress ) does not exist in binding
table)

Typel/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP RELEASE or
DECLINE packet with
the DHCP client
hardware MAC address
is not found in the
binding table ingressed
on a DHCP Snoop
untrusted port. This
violates the DHCP
Snoop integrity check
and the packet is
dropped.

Isolate the offender.

DHCP Snoop DHCP REQUEST dropped on un-trusted port unit#
port# due to source MAC address(MAC ADDRESS) not matching
DHCP client

94

Typel/Severity

Source

Description

Remedial Action

Information

DHCP Snoop

DHCP packet with the
ethernet source MAC
address not matching
with the DHCP client
hardware MAC address
ingressed on an DHCP
Snoop untrusted port.
This violates the DHCP
Snoop integrity check
and the packet is
dropped.

Isolate the offender.
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DHCP Snooping information messages

DHCP Snoop NTP is not synchronized; external save restore of
DHCP snooping entries not possible

Typel/Severity Source Description Remedial Action
Information DHCP | The external actions Make sure time source is
SNOOP | (Restore or Save) not properly set to (S)NTP and

possible, as the Unit (S)NTP | the server is synchronized.
server is not synchronized.

DHCP Snoop DHCP snooping entry entry number not restored due
to MAC conflict

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored due to MAC
conflict.

DHCP Snoop DHCP snooping entry entry number not restored due
to parsing failure

Typel/Severity | Source Description Remedial Action
Information DHCP Binding entry could not be Check and modify the
SNOOP | restored due to various external-save file for
parsing failures. unexpected modifications in
entry syntax.
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DHCP Snooping messages

DHCP Snoop DHCP snooping binding table saved successfully to
USB unit unit#

Typel Source Description Remedial Action
Severity
Information DHCP External-save/restore No action required.

SNOOP | occurred successfully on the
mentioned target.

DHCP Snoop DHCP snooping entry with MAC MacAddress not
restored on invalid interface unit# port#

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | Check the unit/port
SNOOP | restored due to an invalid | combinations in the
interface (unit/ port external-save file with your
combination read from actual topology, and modify
external file is no longer the external-save file if
available or invalid necessary.
altogether).

DHCP Snoop DHCP snooping binding table saved successfully to
TFTP address

Typel/Severity | Source Description Remedial Action

Information DHCP | External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.
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DHCP Snooping information messages

DHCP Snoop DHCP snooping binding table save to USB unit unit#
failed

Typel/Severity| Source Description Remedial Action

Information DHCP External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.

DHCP Snoop DHCP snooping binding table save to TFTP address
A.B.C.D IPv6_address failed

Type/Severity Source Description Remedial Action

Information DHCP SNOOP | External-save/restore No action required.
was unsuccessful on the
mentioned target.

DHCP Snoop DHCP snooping binding table restored successfully
from USB unit unit#

Type/Severity| Source Description Remedial Action
Information DHCP External-save/restore was Check TFTP connection or the
SNOOP | unsuccessful on the USB target for availability.
mentioned target.

DHCP Snoop DHCP snooping binding table restore from TFTP
address A.B.C.D IPv6_address failed

Typel/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful on the the USB target for
mentioned target. availability.
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DHCP Snoop: DHCP snooping entry 0x%08x not restored on trusted

interface %d/%d
Typel/Severity Source Description Remedial Action
Information DHCP SNOOP Binding entry could | Check configuration.

not be restored
because the
interface of the
externally saved
entry is currently
configured as
DHCPSN trusted

DHCP Snoop: DHCP snooping entry with MAC %02x-%02x-%02x-

%02x-%02x-%02x not restored (invalid Vilan %d)

Type/Severity Source Description Remedial Action
Information DHCP External-save entry could | Compare external entry
SNOOP not be restored due to an | VLAN against currently

invalid VLAN.

configured VLANs and
change configuration if
necessary.

DHCP Snoop DHCP snooping binding table restore from USB unit

unit# failed
Typel/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP | unsuccessful. the USB target for

availability.
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DHCP Snooping information messages

DHCP Snoop DHCP snooping binding table restored successfully
from TFTP address

Typel/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful. the USB target for
availability.

DHCP Snoop DHCP snooping entry entry number not restored due
to expired lease

Type/Severity| Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored as the lease
expired.

DHCP snooping entry with MAC %02x-%02x-%02x-%02x-%02x-
%02x not restored (invalid Vlan %d)

Typel/Severity Source Description Remedial Action
Information DHCPSNO | The message is logged No action required.
OoP with the SNMP trap
bsDhcpSnoopingExtSave

EntrylnvalidVian. /*
b45.5.17.0.17 */ This
notification is generated
when a DHCP snooping
binding entry is not
restored from an external
file on a invalid VLAN.
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DHCP Snoop: DHCP snooping binding table saved successfully to
SFTP address

Typel/Severity Source Description Remedial Action
Information DHCPSNO | The message is logged No action required.
OoP with the SNMP Trap:
bsDhcpSnoopingExtSave

SFTPSyncSuccess. /*
1.3.6.1.4.1.45.5.17.0.18 */
This notification is
generated when a DHCP
snooping binding entry is
successfully saved to
external file with SFTP.

DHCP Snoop: DHCP snooping binding table save to SFTP address

Typel/Severity Source Description Remedial Action

Information DHCP Snooping Error while saving the | Check connection
DHCP binding table | and configuration.
to SFTP server.

DHCP Snoop: DHCP snooping binding table succesfully restored
from SFTP address

Type/Severity Source Description Remedial Action

Information DHCPSNO | The message is logged No action required.
OoP with the SNMP Trap:
bsDhcpSnoopingExtSave
SFTPRestoreSuccess /*
1.3.6.1.4.1.45.5.17.0.20 */
This notification is
generated when a DHCP
snooping binding entry is
restored successfully from
an external file with SFTP.
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DHCP Snooping information messages

DHCP Snoop: DHCP snooping binding table restore from SFTP
address

Typel/Severity Source Description Remedial Action
Information DHCPSNO | The message is logged No action required.
OoP with the SNMP Trap:
bsDhcpSnoopingExtSave

SFTPRestoreFailure /*
1.3.6.1.4.1.45.5.17.0.21 */
This notification is
generated when a DHCP
snooping binding entry is
not restored from an
external file with SFTP.

DHCP Snoop: DHCP snooping entry 0x%08x not restored on trusted
interface %d/%d

Type/Severity Source Description Remedial Action

Information DHCPSNO | BsDhcpSnoopingExtSave | No action required.
OoP EntrylfTrustedConflict /*
b45.5.17.0.22 */.
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Chapter 17: Download messages

Download warning messages

Error accessing Image File

Type/Severity

Source

Description

Remedial Action

Serious

Console

The system could not find
the image file.

Enter a valid image file name

Error Bad Image Checksum

Typel/Severity

Source

Description

Remedial Action

Serious

Console

The system indicated a
Bad Image Checksum.

Enter a different image.

Error reading Image File

Typel/Severity

Source

Description

Remedial Action

Serious

Console

The system could not read
the image file.

Enter a valid image.
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Download messages

Failed to Create a Watchdog

Typel/Severity

Source

Description

Remedial Action

Serious

Console

The system failed to
create a watchdog.

Report the error.

Failed to Read Image from Memory

Typel/Severity

Source

Description

Remedial Action

Serious

Console

The system failed to read
image from memory.

Retry the process again.

Memory Allocation Error

Type/Severity

Source

Description

Remedial Action

Serious

Console

The system failed to get
memory buffer.

Report the error.

Not Enough Memory

Type/ Source Description Remedial Action
Severity
Serious Console | This message appears when | Report the error.
there is not enough buffer
TFTP Failed
Typel/Severity Source Description Remedial Action
Serious Console | The system failed to getan | Check the TFTP server.

image through the TFTP.
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Download warning messages

Memory on unit %d is under %d MBytes.

Typel Source Description Remedial Action
Severity
Critical Memory The system memory has Call Avaya to collect memory
Tool dropped under a certain information. Monitor free

value.

memory and prepare for
rebooting the device if the
memory continues to drop.
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Chapter 18: EAP messages

EAP information messages

Allowed connection attempt from user :

Type/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - allowed connection
attempt for user starting with
the given name.

No action required.

Disallowed connection Access Reject for user

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - disallowed
connection attempt for user
starting with given name due
to invalid user credentials.

Correct the user-configuration
at the radius server when
needed; also make sure the
username and password
entered are correct.

Disallowed connection Invalid SvcType for user

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Radius - disallowed
connection attempt for user
starting with given name due
to invalid service type.

Send correct svc-type from
radius-server when needed.
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EAP Failed gpa-RoleAssociation unitPort ifindex macHi xx-xx
macLo XX-XX-XX-XX

given unit port (iflndex) for
given MAC address

Typel/Severity| Source Description Remedial Action
Information EAP-Filter | The EAP User Based Policy | Show QoS agent; make sure
Manager | Role Association failed at the | the UBP is enabled; or enable

as needed; Show QoS diag
and check if filters are
available.

EAP GVlan Disabled for unitPort ifindex - GVlan( vid ) in different

stg(id)
Type/Severity Source Description Remedial Action
Information EAP-VLAN | The EAP failed to apply Show VLAN; show
(QDT) Guest VLAN since new interfaces; show spanning-

Guest VLAN ID isin a
different spanning tree
group than the current port
VLAN; GVLAN disabled for
that port.

tree commands ; reconfigure
VLANSs in spanning tree
groups as needed, and re-
enable EAP on the port.

EAP Invalid RAV ID

since it is not an active
VLAN at the switch.

Typel Source Description Remedial Action
Severity
Information EAP-VLAN | The EAP failed to apply show VLAN VID; show
(QDT) Radius Assigned VLAN interfaces; show spanning

tree commands; And make
sure the VLAN is active.

108 Logs Reference

Comments? infodev@avaya.com

November 2013



mailto:infodev@avaya.com?subject=Logs Reference

EAP information messages

EAP Invalid Vlan ID vid configured for port num

Typel/Severity

Source

Description

Remedial Action

Information

EAP

The EAP VLAN ID received is
not active for that port.

Show VLAN VID; show
interfaces; show spanning-
tree commands ; make sure
that the VLAN is active; then
re-authenticate at the port.

EAP Mac AuthFail - unitPort <unit-portnum> macHi <xx-xx> macLo

XX=XX=XX=-XX>
Typel/Severity| Source Description Remedial Action
Information EAP EAP Debug only - Eng Menu | No action required.

- EAP removed MAC on
given port for given mac
address on aborting PAE
state machine - Not Used

EAP Unable to Reserve EapAdmin Filter Resources rc retCode

unitPort ifiIndex

the given filter manager
return code for the given unit
port (iflndex) upon admin
change from authorised to
unauthorised or auto

Type/Severity| Source Description Remedial Action
Information | EAP-Filter | The EAP Filter Reservation | Show QoS diag and check if
Manager | Failed (5520 and 5530) with | filters are available; adjust the

resource usage if required.
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EAP Unable to Reserve Filter Resources rc retCode unitPort ifindex

Force- Unauthorised

given filter manager return
code for given unit-port
(iflndex); port is now set to
force unauthorised and is
blocking.

Typel/Severity | Source Description Remedial Action
Information EAP-Filter | The EAP Filter Reservation | Show QoS diag and check if
Manager | Failure (5520 and 5530) with | filters are available; adjust the

resource usage if required.

EAP Unable to UnReserve EapAdmin Filter Resources rc retCode

unitPort ifiIndex

manager return code for
given unit port (iflndex) upon
admin change to force
authorised.

Typel/Severity| Source Description Remedial Action
Information | EAP-Filter | The EAP Filter Release Show QoS diag and check if
Manager | Failure with the given filter filters are available; try filter

allocations again and disable
or enable EAP.

EAP Unable to UnReserve Filter Resources rc retCode unitPort unit-

porthum
Typel/Severity Source Description Remedial Action
Information EAP-Filter | The EAP is unable to Show QoS diag and check if
Manager | release filters with given filters are available; adjust

filter manager return code | the resource usage if
for given unit port required.
(ifindex).
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EAP information messages

EAP Failed gpa-RoleAssociation unitPort 0x%x mac %08x%04x

Typel/Severity Source Description Remedial Action

Information QoS A UBP filter could not be Check QoS resources on
installed because of a QoS | port.
speciffic error.

Got UserPolicy from Radius but UBP disabled - unitPort 0x%x mac
%08x%04x

Typel/Severity Source Description Remedial Action

Information QoS A UBP filter could not be Enable UBP.
installed because UBP is
not enabled from EAP.

EAP CDT Error

Type/Severity Source Description Remedial Action

Information CDT EAP will not correctly No Action Required
receive events about
MACs from CDT.

EAP Error - Failed to free mac info memory

Typel/Severity Source Description Remedial Action

Information EAP A NEAP client could not be | Reboot the stack.
deleted from the list.
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EAP Error - Default

Typel/Severity Source Description Remedial Action

Information EAP Wrong EAP parameter. No Action Required.

EAP Failed to add host, max number of clients reached

Typel/Severity Source Description Remedial Action
Information EAP EAP already reached the | Increase the number of eap-
maximum number of mac-max clients.
clients limit on a port.

EAP Could not process pkt

Type/Severity Source Description Remedial Action

Information EAP EAP received a packet with | No action required.
length smaller than the
header size or greater than
the maximum limit.

EAP Bad pkt id

Type/Severity Source Description Remedial Action

Information EAP EAP received a packet with | No action required.
another ID than expected.

112  Logs Reference November 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

EAP information messages

EAP Bad pkt len

Typel/Severity

Source

Description

Remedial Action

Information

EAP

EAP received an EAPoL
packet greater than 1500
bytes.

No action required.

EAP Error while sending Access Violation Trap

Typel/Severity

Source

Description

Remedial Action

Information

EAP

EAP cannot send an
Access Violation Trap

No action required.

EAP NULL pkt to send on Success

Type/Severity

Source

Description

Remedial Action

Information

EAP

An error appeared when
creating the message to be
sent for supplicant

No action required.

EAP Error while sending RAV Error Trap

Type/Severity

Source

Description

Remedial Action

Information

EAP

EAP cannot send a Radius
Assigned VLAN Error
Trap.

No action required.
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EAP Vlan Change Aborted

Typel/Severity

Source

Description

Remedial Action

Information

STP

EAP could not add a port to
a VLAN that is in a different
STG than the STG where
the port is.

Change the STG of the
VLAN.

EAP IMC Memory allocation error

Typel/Severity

Source

Description

Remedial Action

Information

IMC

EAP could not allocate
memory for an Inter
Module Communication
message

Reboot the stack.

EAP IMC Failed to send message

Type/Severity

Source

Description

Remedial Action

Information

IMC

EAP could not send an
Inter Module
Communication message.

Reboot the stack.

EAP Reached Mac Intruder Count

Type/Severity

Source

Description

Remedial Action

Information

EAP

EAP reached the
maximum number of
intruders on a port.

Check the number of
intruders per port.
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EAP information messages

EAP Error Radius - ifindex not found

Typel/Severity

Source

Description

Remedial Action

Information

Radius

Radius received a wrong
port number for which to
send a response

No action required.

Non-EAP Client blocked (Block Subsequent MAC Authentication):

Different VID than expected

Typel/Severity

Source

Description

Remedial Action

Information

EAP

A Non-EAP client was
blocked because it had a
different Radius Assigned
VLAN than the previous
one

Check the Attributes sent by
RADIUS Server.

Non-EAP Client blocked (Block Subsequent MAC Authentication):
EAP Use Rav Not enabled

Type/Severity

Source

Description

Remedial Action

Information

EAP

An EAP client was blocked
because Non-EAP Radius
Assigned VLAN is not
enabled

Check the Attributes sent by
RADIUS Server.

EAP Client blocked (Block Subsequent MAC Authentication):

Invalid VID
Typel/Severity Source Description Remedial Action
Information EAP An EAP client was blocked | Check the Attributes sent by

because it had an invalid
Radius Assigned VLAN.

RADIUS Server.

Logs Reference

November 2013




EAP messages

EAP Client blocked (Block Subsequent MAC Authentication):
Different VID than expected

Typel/Severity Source Description Remedial Action

Information EAP An EAP client was blocked | Check the Attributes sent by
because it had a different | RADIUS Server.

Radius Assigned VLAN
than the previous one.

No Response from RADIUS Server

Typel/Severity Source Description Remedial Action

Information Radius FailOpenVLAN Continuity | No action required.
mode was triggered
because there was no
response from Radius for a
MAC address of a certain
client.

EAP Failed to add host, memory allocation error

Type/Severity Source Description Remedial Action
Information EAP EAP could not allocate Reboot the stack.
memory for a new EAP
client.

EAP Neap port was not member of any vlan

Typel/Severity Source Description Remedial Action

Information EAP A Non-EAP portwas added | No action required.
to either GuestVLAN or
VLAN 1, because it was not
a member of any VLAN.
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EAP warning messages

EAP warning messages

EAP Task spawn error

Type/Severity

Source

Description

Remedial Action

Serious

EAP

The EAP application task
could not be started.

Reboot the stack.

EAP Failed to create dyna global arrays

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not initialize
some of the data regarding
global or port-specific info
detailed in the “Could not
create global arrays” log.

Reboot the stack.

EAP Message queue error

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not initialize the
EAP message queue.

Reboot the stack.

EAP Error: Reached maximum number of messages in the queue

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP received too many
messages from other
applications.

Reboot the stack.
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EAP NVRAM read system admin state error

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not read the
global EAP setting from
NVRAM

Reboot the stack.

EAP NVRAM read port admin state error

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not read the port

EAP admin setting from
NVRAM

Reboot the stack.

EAP NVRAM read system ubp state error

Type/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not read the
global UBP setting from
NVRAM

Reboot the stack.

EAP NVRAM open error

Type/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not open the
NVRAM file to write
settings.

Reboot the stack.
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EAP warning messages

EAP NVRAM write error

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not write
settings in the NVRAM
file.

Reboot the stack.

EAP Failed initialize global arrays

Typel/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not initialize

data about global or ports

admin state

Reboot the stack.

NEAP Accounting - Memory allocation failure

Type/Severity

Source

Description

Remedial Action

Serious

EAP

A NEAP accounting packet

could not be allocated.

Reboot the stack.

EAP Memory allocation error

Type/Severity

Source

Description

Remedial Action

Serious

EAP

EAP could not allocate

memory to receive or send

a packet.

Reboot the stack.
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Chapter 19: Exception messages

Exception critical messages

Sw Exception

and is suspended. The
exception information is
logged and can be accessed
through the CLI.

Typel Source Description Remedial Action
Severity
Critical Exception | A task caused an exception | The Exception information

contains the problem task, the
exception type, the register
values, the exception stack
trace and memory of the
related DRAM area. With this
information, you can find out
the cause of the exception.
(The most common method is
to follow the stack trace).
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Chapter 20: Flash Driver messages

Flash Driver critical messages

Download - DL_CKSUM_ACK_ERROR

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears
when the image on NBU
fails checksum validation.

Retry or download another
image.

Download - DL_PROGRAM_STATUS_ACK_ERROR

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears
when all NBUs succeed in
programming the image.

Retry or reboot the switch

Download - DL_START PROGRAM_FLASH_ACK_ERROR

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears when
not all NBUs succeed in
programming image.

Retry or reboot the switch.
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Download - Error Failed to get the dl resource.

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to access
flash for the image
download.

Retry or reboot the switch

Download - Error Watchdog expire No Ack from NBUs download

MSG # message ID

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

Tthe watchdog timer
expired waiting for
acknowledgements from
the NBUs during the image
programming.

Retry or reboot the switch

Download - Failed to get buffer

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to obtain
the data buffer for
downloading the image.

Retry or reboot the switch

Download - Failed to malloc for buffer

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system does not have
enough memory to
download the image in to it.

Retry or reboot the switch.
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Flash Driver critical messages

Download - Failed to start a watchdog

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to start
the watchdog timer for
image programming
process.

Retry or reboot the switch

Download - Image Checksum Error

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

This message appears
when the Checksum in the
image is notthe same as the
computed one.

Retry or download another
image.

Download - Largest mem blk DL_SYSMEM_RESERVED

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system does not have
enough memory to

download the image into it.

Retry or reboot the switch.

Download - NBU Block Checksum Error

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The image on NBU failed
the Checksum validation.

Retry or download another
image.
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Download - NBU DL_PROGRAM_STATUS ERROR

Typel/Severity Source Description Remedial Action
Critical Flash Driver | This message appears Retry, download another
when not all NBUs image, or reboot the stack.
succeed in programming
the image.

Download - TFTP timeout OR image file not found

Typel/Severity Source Description Remedial Action

Critical Download | The system detected an Retry or reboot the switch
Task error: TFTP timeout

Download - tftpXfer failed

Type/Severity Source Description Remedial Action

Critical Flash Driver | The system detected an Retry or reboot the switch.
error in fetching the
download resource.

FSH - Error Calling taskLock() returns Error

Type/Severity Source Description Remedial Action

Critical Flash Driver | This message appears Retry or reboot the switch.
when the task is unable to
disable the context
switching for the flash
access.
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Flash Driver critical messages

FSH - Error Failed to erase flash sector

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system is unable to
erase the flash sector to
program the agent image.

Retry or reboot the switch.

FSH - Error Failed to lock flash sector

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system s unable to lock
the flash sector in order to
prevent programming or
erasing.

Retry or reboot the switch.

FSH - Error Failed to program flash

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system is unable to
write the image on flash.

Retry or reboot the switch.

FSH - Error Failed to unlock flash sector

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to unlock
the flash sector in order to
allow programming or
erasing.

Retry or reboot the switch.
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FSH - Error Failed to write to flash address

Typel/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system could not
program the flash memory.

Reboot the switch.

FSH - Time to Download the Image number seconds

image.

Typel/Severity | Source Description Remedial Action
Critical Download | This message indicates the | No action required.
Task time needed to download the

FSH - Time to Program the Image to flash nhumber seconds

image.

Type/Severity| Source Description Remedial Action
Critical Download | This message indicates the | No action required.
Task time needed to program the

Reset - Error Failed to get the Reset sem

Type/Severity

Source

Description

Remedial Action

Critical

Flash Driver

The system failed to get
ownership of the reset
semaphore to prevent
reset during download.

Retry the operation.
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Flash Driver warning messages

Flash Driver warning messages

Download - image type image image version programmed

successfully
Typel/Severity| Source Description Remedial Action
Serious Download | This is an informational No action required.
Task message.

Flash Driver information messages

DosFs - Error File not closed

Type/Severity

Source

Description

Remedial Action

Information

The system detected an
error in closing the file.

Retry the operation.
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Chapter 21: GBIC Messages

GBIC Information Messages

Notice: DAC Cable on %s is below HW rev "H" and may cause link
issues with a small number of PHYs

Typel/Severity Source Description Remedial Action

Information PDT Informs the user that he | Replace with DAC that has
has inserted an outdated | HW Revision “H” or above.
HW revision DAC.

Warning:non-supported transceiver on %s has been detected.

Typel/Severity Source Description Remedial Action
Information PDT Informs the user that the Replace with supported
transceiver is unsupported transceiver.
on a certain port.

Info: Transceiver inserted on %s

Typel/Severity Source Description Remedial Action

Information PDT The transceiver has been | No action required.
inserted on a certain unit/
port, having a specific
vendor and type.

Logs Reference November 2013 131



GBIC Messages

Info: Transceiver removed from %s

Typel/Severity

Source Description

Remedial Action

Information

PDT The transceiver has been
removed from a certain

unit/port.

No action required.

SFP internal supply voltage is at high warning level on %s

on a certain unit/port
is at high warning
level.

Typel/Severity Source Description Remedial Action
Information Port driver The internal supply | Check pluggable part
voltage of a and replace if
transceiver inserted | necessary.

SFP internal supply voltage is at low warning level on %s

on a certain unit/port
is at low warning
level.

Type/Severity Source Description Remedial Action
Information Port driver The internal supply | Check pluggable part
voltage of a and replace if
transceiver inserted | necessary.

SFP internal supply voltage is at high alarm level on s

132

Type/Severity Source Description Remedial Action
Information Port driver The internal supply | Check pluggable part
voltage of a and replace if
transceiver inserted | necessary.
on a certain unit/port
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GBIC Information Messages

Typel/Severity

Source

Description

Remedial Action

is at high alarm
level.

SFP internal supply voltage is at low alarm level on %s

Typel/Severity Source Description Remedial Action
Information Port driver The internal supply | Check pluggable part
voltage of a and replace if
transceiver inserted | necessary.

on a certain unit/port
is at low alarm level.

SFP internal temperature is at high alarm level on %s

Typel/Severity Source Description Remedial Action
Information Port driver The internal Check pluggable part
temperature of a and replace if
transceiver inserted | necessary.

on a certain unit/port
is at high alarm
level.

SFP internal temperature is at low alarm level on %s

Typel/Severity Source Description Remedial Action
Information Port driver The internal Check pluggable part
temperature of a and replace if
transceiver inserted | necessary.
on a certain unit/port
is at low alarm level.
Logs Reference November 2013

133



GBIC Messages

SFP internal temperature is at high warning level on %s

on a certain unit/port
is at high warning
level.

Typel/Severity Source Description Remedial Action
Information Port driver The internal Check pluggable part
temperature of a and replace if
transceiver inserted | necessary.

SFP internal temperature is at low warning level on %s

on a certain unit/port
is at low warning
level.

Typel/Severity Source Description Remedial Action
Information Port driver The internal Check pluggable part
temperature of a and replace if
transceiver inserted | necessary.

SFP TX Bias current is at high warning level on

%s

unit/port is at high
warning level.

Type/Severity Source Description Remedial Action
Information Port driver The TX Bias current | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP TX Bias current is at low warning level on %s

Type/Severity Source Description Remedial Action
Information Port driver The TX Bias current | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.
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GBIC Information Messages

Typel/Severity

Source

Description

Remedial Action

unit/port is at low
warning level.

SFP TX Bias current is at low alarm level on %s

unit/port is at low
alarm level.

Typel/Severity Source Description Remedial Action
Information Port driver The TX Bias current | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP TX Bias current is at high alarm level on %s

unit/port is at high
alarm level.

Typel/Severity Source Description Remedial Action
Information Port driver The TX Bias current | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP TX output power is at high warning level on %s

Typel/Severity Source Description Remedial Action
Information Port driver The TX output power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.
unit/port is at high
warning level.
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SFP TX output power is at low warning level on %s

unit/port is at low
warning level.

Typel/Severity Source Description Remedial Action
Information Port driver The TX output power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP TX output power is at high alarm level on %s

unit/port is at high
alarm level.

Typel/Severity Source Description Remedial Action
Information Port driver The TX output power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP TX output power is at low alarm level on %s

unit/port is at low
alarm level.

Type/Severity Source Description Remedial Action
Information Port driver The TX output power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP Received power is at high warning level on %s

Type/Severity Source Description Remedial Action
Information Port driver The received power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.
unit/port is at high
warning level.
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GBIC Information Messages

SFP Received power is at low warning level on %s

unit/port is at low
warning level.

Typel/Severity Source Description Remedial Action
Information Port driver The received power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP Received power is at high alarm level on %s

unit/port is at high
alarm level.

Typel/Severity Source Description Remedial Action
Information Port driver The received power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.

SFP Received power is at low alarm level on %s

Type/Severity Source Description Remedial Action
Information Port driver The received power | Check pluggable part
of a transceiver and replace if
inserted on a certain | necessary.
unit/port is at low
alarm level.
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Chapter 22: Hello Module messages

Hello Module critical messages

Hello Module unable to communicate with neighbor(s) unit reset

Type/Severity Source Description Remedial Action
Critical Hello This message appears No action required.
Module under the following

instances: When both
stack port directions are
physically up but unable to
communicate with the
neighboring unit(s); When
one stack port direction is
unable to communicate
with its neighbor and the
other stack port direction is
not connected.The
message is stored in a
non-volatile memory; the
presence of the message
means the unit was reset.
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Hello Module error messages

Down 1 cable removed or neighbor powered off

Typel/Severity

Source

Description

Remedial Action

Serious

HMOD

powered off.

Link down: cable
removed or neighbor

Do not remove cable,
power off neighbor.

Down 2 cable removed or neighbor powered off

Typel/Severity

Source

Description

Remedial Action

Serious

HMOD

powered off.

Link down: cable
removed or neighbor

Do not remove cable,
power off neighbor.

Stack cable Down 1 is misconfigured

Typel/Severity

Source

Description

Remedial Action

Error

Hello This message appears
Module | when the first downstream

port is mis-configured.

Connect the first downstream
port to the first upstream port

of the neighbor.

Stack cable Down 2 is misconfigured

Typel/Severity

Source

Description

Remedial Action

Error

Hello This message appears
Module | when the second

downstream port is mis-
configured.

Connect the second
downstream port to the

second upstream port of the

neighbor.
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Hello Module error messages

Up 1 cable removed or neighbor powered off

Typel/Severity

Source

Description

Remedial Action

Serious

HMOD

powered off.

Link down: cable
removed or neighbor

Do not remove cable,
power off neighbor.

Up 2 cable removed or neighbor powered off

Typel/Severity

Source

Description

Remedial Action

Serious

HMOD

powered off.

Link down: cable
removed or neighbor

Do not remove cable,
power off neighbor.

Stack cable Up 1 is misconfigured

is mis-configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the first upstream
Module | when the first upstream port | port to the first downstream

port of the neighbor.

Stack cable Up 2 is misconfigured

port is mis-configured.

Type/Severity Source Description Remedial Action
Error Hello This message appears Connect the second
Module | when the second upstream | upstream port to the second

downstream port of the
neighbor.
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Hello Module information messages

Down 1 cable inserted or neighbor powered on

Typel/Severity

Source

Description

Remedial Action

Information

HMOD

up.

Cable inserted, link

No action required.

Down 2 cable inserted or neighbor powered on

Typel/Severity

Source

Description

Remedial Action

Information

HMOD

up.

Cable inserted, link

No action required.

Downstream stack direction is down cable removed or neighbor

powered off

removed or neighbor
powered off.

Type/ Source Description Remedial Action
Severity
Information Hello The Downstream stack Connect the downstream port
Module | direction is down, cable to the upstream port of the

neighbor. Also check if the
neighbor is powered on.

Downstream stack direction is mis-configured

mis-configured.

Typel/Severity | Source Description Remedial Action
Information Hello This message appears Connect the downstream port
Module | when a downstream port is | to the upstream port of the

neighbor.
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Hello Module information messages

Downstream stack direction is up cable inserted or neighbor
powered on

Typel/Severity Source Description Remedial Action

Information Hello The Downstream stack No action required.
Module | direction is up, cable
inserted and neighbor
powered on. Physical link is
up now.

Up 1 cable inserted or neighbor powered on

Typel/Severity Source Description Remedial Action

Information HMOD Cable inserted, link | No action required.
up.

Up 2 cable inserted or neighbor powered on

Typel/Severity Source Description Remedial Action

Information HMOD Cable inserted, link | No action required.
up.

Upstream stack direction is down cable removed or neighbor
powered off

Typel/Severity Source Description Remedial Action
Information Hello The upstream stack Connect the upstream port to
Module | direction is down, cable the downstream port of the
removed or neighbor neighbor. Also check if the
powered off. neighbor is powered on.
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Upstream stack direction is mis-configured

Typel/Severity Source Description Remedial Action
Information Hello This message appears Connect the upstream port to
Module | when an upstream port is the downstream port of the
mis-configured. neighbor.

Stack cable "Down 1" is misconfigured

Typel/Severity Source Description Remedial Action

Information HMOD Top cable of Downstream | No action required.
direction is misconfigured.

Stack cable "Down 2" is misconfigured

Type/Severity Source Description Remedial Action

Information HMOD Bottom cable of No action required.
Downstream direction is
misconfigured.

Stack cable "Up 1" is misconfigured

Type/Severity Source Description Remedial Action

Information HMOD Top cable of Upstream No action required.
direction is misconfigured.
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Hello Module information messages

Stack cable "Up 2" is misconfigured

Typel/Severity

Source

Description

Remedial Action

Information

HMOD

Bottom cable of Upstream
direction is misconfigured.

No action required.
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Chapter 23: IGMP messages

IGMP critical messages

IGMP Initialization failed Error code errCode

Type/Severity| Source Description Remedial Action

Critical IGMP The IGMP initialization failed | Restart the system.
due to unavailable system
resources.

IGMP warning messages

IGMP Error sending database from unit unit#

Typel/Severity | Source Description Remedial Action
Serious IGMP The IGMP database cannot | No action required.
be sent to a unit in the
stack.

IGMP Error sending group database from unit unit#

Typel/Severity | Source Description Remedial Action

Serious IGMP The IGMP Group database | No action required.
cannot be transmitted from
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Typel/Severity

Source

Description

Remedial Action

one unit to the other in the
stack.

IGMP information messages

IGMP Added reserved multicast address

Typel/Severity

Source

Description

Remedial Action

Information

IGMP

This message appears when
the unknown multicast
allowed address is
successfully registered on
the switch.

No action required.

IGMP Exceeded reserved multicast address range #Addr
numResAddrEntries+1 * #VLANs numActiveVLANs

maxReservedRange
Typel/Severity| Source Description Remedial Action
Information IGMP The maximum number of No action required.

registered unknown allowed
multicast addresses are
reached.

IGMP Maximum number of igmp enabled interfaces reached

Typel Source Description Remedial Action
Severity
Serious ipmc (igmp) | The IGMP-enabled Disable the IGMP on

interfaces reached the
maximum limit of 256.

interfaces that no longer
need to be IGMP-enabled.
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IGMP information messages

IGMP No hardware resource available

Typel/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP Hardware
Resource Allocation
Failed.

Redo the QoS filter
allocations.

IGMP Proxy disabled on VLAN vilan#

Typel/Severity

Source

Description

Remedial Action

Information

IGMP

Tthe IGMP proxy is disabled
for a VLAN.

No action required.

IGMP Proxy enabled on VLAN vilan#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

The IGMP proxy is enabled
for a VLAN.

No action required.

IGMP Query Time set to num on VLAN vian#

Type/Severity

Source

Description

Remedial Action

Information

IGMP The “Query Time” parameter
is modified for a VLAN.

No action required.
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IGMP Removed reserved multicast address

Typel/Severity

Source

Description

Remedial Action

Information

IGMP

The unknown allowed
multicast address is
unregistered on the switch.

No action required.

IGMP Robust Value set to num on VLAN vian#

Typel/Severity

Source

Description

Remedial Action

Information

IGMP

The “Robust Value” parameter
is modified for a VLAN.

No action required.

IGMP Snooping disabled on VLAN vian#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

The IGMP snooping is
disabled for a VLAN.

No action required.

IGMP Snooping enabled on VLAN vian#

Type/Severity

Source

Description

Remedial Action

Information

IGMP

The IGMP snooping is
enabled for a VLAN.

No action required.

IGMP SSM Range changed

150

Typel/Severity

Source Description

Remedial Action

Information

IGMP

The group range for IP

IGMP SSM has changed.

No action required.
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IGMP information messages

IGMP Unable to add reserved multicast address

Type/ Source Description Remedial Action
Severity
Information IGMP This message appears when | No action required.

an unknown multicast address
registration fails.

IGMP Unknown Multicast Filter disabled

Typel/Severity| Source Description Remedial Action

Information IGMP The “Unknown Multicast No | No action required.
Flood” feature is disabled
from the user interface.

IGMP Unknown Multicast Filter enabled

Typel Source Description Remedial Action
Severity
Information IGMP This message appears when | No action required.

the “Unknown Multicast No
Flood” feature is enabled
from the user interface.

IGMP V1 router ports mask

Type/Severity| Source Description Remedial Action

Information IGMP This message appears when | No action required.
the list of IGMP version 1
router ports are modified.
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IGMP V2 router ports mask

Typel/Severity| Source Description Remedial Action

Information IGMP This message appears when | No action required.
the list of IGMP version 2
router ports are modified.

IGMP: V2 report drop on reserved GA

Typel/Severity| Source Description Remedial Action
Information MCMGR/ | IGMP V2 report for reserved No action required.
IGMP group IP was dropped.

IGMP: V3 report group skip on invalid GA

Type/Severity| Source Description Remedial Action

Information MCMGR/ | A group record in an IGMP | No action required.
IGMP V3 report was skipped, as
the group address is not
multicast.

IGMP: V3 report group skip on reserved GA

Type/Severity| Source Description Remedial Action

Information MCMGR/ | A group record in an IGMP | No action required.
IGMP V3 report was skipped, as
the group address is
reserved.

152 Logs Reference
Comments? infodev@avaya.com

November 2013


mailto:infodev@avaya.com?subject=Logs Reference

Chapter 24: IMC messages

IMC critical messages

IMC buffers of size buffer size have been exhausted buffer pool size

pool size

Typel/Severity

Source

Description

Remedial Action

Critical

IMC

This message appears when
memory buffers used for
communication between
units in a stack are
exhausted. The <buffer size>
> varies and is measured in
bytes.The <pool size> can
vary for different buffer sizes
and different models (ERS
25XX [ 45XX [ 55XX /

Restart the system.

56XX).

IMC warning messages

IMC memory allocation error packetLength = %d file %s line %d

Type/Severity

Source

Description

Remedial Action

Warning

IMC

An error occurred on IMC
packet allocation.

No action required.
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IMC imc_idtPacketDispatch() incorrect rcvMsgType = %s(%d)

154

Typel/Severity

Source

Description

Remedial Action

Warning

IMC

An incorrect message type
was received.

No action required.
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Chapter 25: IP messages

IP information messages

IPT BootP Disabled (response not received from server)

Source
IPT

Type/Severity

Description Remedial Action

Information This message appears when
the BootP mode is disabled
after the stack is reset and for
10 minutes no BootP/DHCP
messages are received (DUT
stops sending BootP

Requests).

No action required.

IPT IP Address changed by BOOTP Server

Source
IPT

Typel/Severity

Description Remedial Action

Information The switch or the stack has
received the IP address from

the BOOTP Server.

No action required.

IPT: IP Address not in use (duplicate detected)

Typel/Severity

Source

Description

Remedial Action

Information

Inband IP address

The IP address
configured on the
management VLAN
was also found

Use different IP
addresses.
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Typel/Severity

Source

Description

Remedial Action

configured on
another unit in the

network.
Gateway IP changed
Typel/Severity | Source Description Remedial Action
Information IPT This message indicates that | No action required.
the Gateway IP has
changed.
Stack IP changed
Typel/Severity | Source Description Remedial Action
Information IPT This message indicates that | No action required.

the Stack IP has changed.

Switch IP changed

156

Typel/Severity

Source

Description

Remedial Action

Information

IPT

This message indicates that
the Switch IP has changed.

No action required.
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Chapter 26:

IPFIX messages

IPFIX information messages

IPFIX enable failure
Type/Severity | Source Description Remedial Action
Information IPFIX This message indicates that | No action required.

the task cannot start.
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Chapter 27: IPMC messages

IPMC warning messages

IGMP Maximum number of igmp enabled interfaces reached

Type/ Source Description Remedial Action
Severity
Serious ipmc (igmp) | The IGMP-enabled Disable the IGMP on

interfaces reached the
maximum limit of 256.

interfaces that no longer
need to be IGMP-enabled.

IPMC information messages

IGMP No hardware resource available

Typel/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP Hardware
Resource Allocation

Failed.

Redo the QoS filter
allocations.
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IGMP SSM Range changed

160

Typel/Severity

Source

Description

Remedial Action

Information

ipmc (igmp)

The IGMP global
allowable SSM range is
changed.

No action required.

Logs Reference

Comments? infodev@avaya.com

November 2013


mailto:infodev@avaya.com?subject=Logs Reference

Chapter 28: IPSG messages

IPSG information messages

Cannot disable IP Source Guard on Unit unit# Port port#

on the specified unit/port.

Type/ Source Description Remedial Action
Severity
Information ipsg The IPSG cannot be disabled | Disable the MLT (if it enabled)

and try again. If it fails, then
reboot the switch.

IP Source Guard disabled on Unit unit# Port port#

Typel/Severity

Source

Description

Remedial Action

Information

ipsg

The IP Source Guard has
been disabled on the
specified Unit Port.

No action required.

IP Source Guard enabled on Unit unit# Port port#

Typel/Severity

Source

Description

Remedial Action

Information

ipsg

The IP Source Guard has
been enabled on the
specified Unit Port.

No action required.
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IPSG Insufficient resources available to enable IPSG on port unit#
port#

Typel/Severity| Source Description Remedial Action

Information ipsg There are no enough Verify Qos masks and filter
resources available to enable | usage using the command:
the IPSG on the specified Show gos diag. Disable /
port. delete any QoS policy or
application which is no longer
needed on that port.

IPSG nvRam file error param1 param2 param3

Type/Severity| Source Description Remedial Action
Information ipsg The system detected an error | Retry again and if it fails, then
while trying to access the reboot the switch.

IPSG NVRAM file param1=0
(open error), param1=1
(write error), param1=2 (read
error).

IPSG Reached Max. IP entries supported on this port port#

Type/Severity | Source Description Remedial Action
Information ipsg The port reached the Scale down the number of
maximum number of IP IPSG clients.
entries.

IPSG Reached Max. IP entries supported on this port unit# port#

Typel/Severity| Source Description Remedial Action
Information ipsg The unit/port reached the Scale down the number of
maximum number of IP IPSG clients.
entries.
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IPSG information messages

IPSG Resource allocated for Ports unit# port#

Typel/Severity

Source

Description

Remedial Action

Information

ipsg

The resources necessary for
the specified ports cannot be
allocated by the QoS
application.

Retry and if it fails, then reboot
the switch.
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Chapter 29:

IPv6 messages

IPv6 information messages

Duplicate address deletion failed ipv6_address

Type/Severity

Source

Description

Remedial Action

Information

IPV6

The Duplicate Address
Detection procedure found
a duplicate for the
IPv6_address on the link.

Change the link-local ID for the
IPV6 interface if the
ipv6_address is in link-local
scope. Remove and assign a
different ipv6_address if the
ipv6_address is in global
scope.

Duplicate address detection succeeded ipv6_address

Detection procedure is
successfully completed for the
ipv6_address, and no
duplicate is found on the link.

Type/ Source Description Remedial Action
Severity
Information IPV6 The Duplicate Address No action required.
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IPv6 enabled with hardware support and FMGR filters

Typel/Severity Source Description Remedial Action

Information IPv6 IPv6 enabled with No action required.
hardware support
and FMGR filters.

IPv6 enabled with hardware support only

Typel/Severity Source Description Remedial Action
Information IPv6 IPv6 enabled with No action required.
hardware support
only.

IPv6 malloc failure

Type/Severity Source Description Remedial Action

Information IPv6 IPv6 malloc failure. No action required.

IPv6 Forwarding disabled due to inadequate license

Type/Severity Source Description Remedial Action
Information IPV6 The IPV6 Forwarding Install a valid license and
mode is automatically enable the IPV6 forwarding.
disabled as there is no
valid license.
166 Logs Reference November 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

Chapter 30: L3 Manager messages

L3 Manager information messages

Assertion Failure in bcm_I3_hit_check- I3sw ip=%#x,I13hw ip=%#x

Parameters Type/Severity Source Description | Remedial Action
Software IP Serious IPv4 Routing Inconsistency Do not connect a
address + between host for which
Hardware IP software and you have a host
address. hardware IP route configured

values at some | directly to the
index. switch.

ECMP features disabled due to inadequate license

Typel/Severity

Source

Description

Remedial Action

Information

L3Mgr

This message appears if the
ECMP is enabled and the
license is not available.

Acquire License for ECMP to
enable this feature.

Failed ARP add ip addr OxFFFFFFFF to HW hw error code

Typel/Severity

Source

Description

Remedial Action

Information

L3Mgr

The configuration of L3
ARP(1) into hardware failed.

Try deleting the ARP from the
software and check if the
hardware configuration is
successful after re-learning
the ARP.
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Failed MVLAN( vid ) L3 ip addr ip mask

Typel/Severity

Source

Description

Remedial Action

Information

L3Mgr

The system failed to
configure or restore the
primary or secondary
management VLAN from the
NVRAM. It indicates
parameter (IP address or
Mask) with an incorrect or
conflicting value if appeared
during provisioning the
message on screen.

Re-configure with correct
values if the message
appears during provisioning
the message on the screen.
Re-configure the
management VLAN IP/Mask
if the message appears
during ERS device startup.

Failed to create IP intf vid ip addr in HW hw error code

Typel/Severity

Source

Description

Remedial Action

Information

L3Mgr

The interface and the L3
interface(0) configuration
failed.

Check by toggling routing on
the VLAN to which the
interface belongs, if it still fails
then use global routing

toggling.

Failed route add <ip addr/ip mask> to HW <hw error code>

Type/Severity

Source

Description

Remedial Action

Warning

L3Mgr

The configuration of L3
interface(0) into hardware
failed.

No action required.
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L3 Manager information messages

IP blocking now 1 2 (1=ON 2=0FF)

Typel/Severity | Source Description Remedial Action
Information L3Mgr | The IP status is blocked on | No action required.
the unit when it leaves a
stack.

Maximum number of dynamic routes reached

Typel/Severity | Source Description Remedial Action
Information L3Mgr | The maximum number of Reconfigure the network so
total routes (static or that the routes on the ERS
dynamic) supported on the | device remain within the
platform are reached. maximum allowed.
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Chapter 31:

LACP messages

LACP information messages

LAC MLT erroronfarend.0-0-0

Type/Severity

Source

Description

Remedial Action

Information

LAC

The LACP link is selected by
the system, but not
participating in trafic rx/tx.

Check LACP settings on both
sides. Disable/re-enable
LACP on ports.

LAC No more trunk group available for LAC.0-0-0

Typel/Severity

Source

Description

Remedial Action

Information

LAC

All trunk group IDs are
already allocated.

Check if an unnecessary trunk
ID is used.

LAC: MLT error, partner aggregation bit not set

Typel/Severity

Source

Description

Remedial Action

Information

LACP

The LACP link is selected
by the system, but not
participating in the traffic rx/
tx because the partner port
is marked as not
aggregable.

Check LACP settings on
both sides. Disable/re-
enable LACP on ports.
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LAC: MLT error, partner expired bit set.

Typel/Severity Source Description Remedial Action
Information LACP The LACP link is selected | Check LACP settings on
by the system, but not both sides. Disable/re-

participating in the traffic rx/ | enable LACP on ports.
tx because the partner port
is marked as expired.

LAC: MLT error, partner synchronization bit not set.

Typel/Severity Source Description Remedial Action
Information LACP The LACP link is selected | Check LACP settings on
by the system, but not both sides. Disable/re-

participating in the traffic rx/ | enable LACP on ports.
tx because the partner port
is marked as not
synchronized.

LAC with admin key %d failed configuration verification. Bad VLAN
configuration.

Type/Severity Source Description Remedial Action
Information LACP VLAN configuration is not | Check VLAN config and set
consistent on all trunk the same VLAN parameters
members. for all trunk members.
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LACP information messages

LAC with admin key %d failed configuration verification. Bad IGMP

configuration.
Typel/Severity Source Description Remedial Action
Information LACP IGMP configuration is not | Check IGMP configuration

consistent on all trunk
members.

and set the same IGMP
parameters for all trunk
members.

LAC with admin key %d failed configuration verification. Bad rate-
limiting configuration.

Type/Severity

Source

Description

Remedial Action

Information

LACP

Rate-limiting configuration
is not consistent on all trunk
members.

Check Rate-limiting
configuration and set the
same Rate-limiting
parameters for all trunk
members.

LAC with admin key %d failed configuration verification. Bad DHCP-

SNOOPING configuration.

Typel/Severity

Source

Description

Remedial Action

Information

LACP

DHCP-snooping
configuration is not
consistent on all trunk
members.

Check DHCP-snooping
configuration and set the
same DHCP-snooping
parameters for all trunk
members.
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LAC with admin key %d failed configuration verification. Bad ARP
INSPECTION configuration.

Typel/Severity Source Description Remedial Action
Information LACP ARP-Inspection Check ARP-Inspection
configuration is not config and set the same
consistent on all trunk ARP-Inspection parameters
members. for all trunk members.

LAC with admin key %d failed configuration verification. Bad MAC
Security configuration.

Type/Severity Source Description Remedial Action
Information LACP MAC Security Check MAC Security
configuration is not configuration and set the
consistent on all trunk same MAC Security
members. parameters for all trunk
members.

LAC with admin key %d failed configuration verification. Bad qos
status.

Typel/Severity Source Description Remedial Action
Information LACP QOS status is not Check QOS status and set
consistent on all trunk the same QOS status for all
members. trunk members.
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LACP information messages

LAC with admin key %d failed configuration verification. Ports have

different qos config.

Typel/Severity

Source

Description

Remedial Action

Information

LACP

QOS configuration is not
consistent on all trunk
members.

Check QOS configuration
and set the same QOS
parameters for all trunk
members.

LAC with admin key %d failed configuration verification.Ports have
different SPBM configurations.

Type/Severity

Source

Description

Remedial Action

Information

LACP

SPBM configuration is not
consistent on all trunk
members.

Check SPBM configuration
and set the same SPBM
parameters for all trunk
members.

LAC with admin key %d failed configuration verification. Error #:

%d-%d

Typel/Severity

Source

Description

Remedial Action

Information

LACP

An error not covered by
other LAC inconsistency
logs.

No action required.
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Chapter 32: Link State Tracking Messages

Link State Tracking Information Messages

LinkStateTracking: First interface %d/d went up in link state group
%d, enabling downstream ports

Typel/Severity Source Description Remedial Action
Information LinkStateTra | The first upstream No action required.
cking interface went up,
downstream ports are
enabled.

LinkStateTracking: First interface mit %d went up in link state group
%d, enabling downstream interfaces

Typel/Severity Source Description Remedial Action
Information LinkStateTra | The first upstream No action required.
cking interface (trunk) switches

state to ‘up’ from ‘down’
state. LST group
transitions to ‘up’
operational state.
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LinkStateTracking: Interface %d/d went down in link state group %d

Typel/Severity Source Description Remedial Action
Information LinkStateTra | One upstream member No action required.
cking (port) switches state to

‘down’, without affecting
the LST group operational
state.

LinkStateTracking: Interface %d/d went up in link state group %d

Typel/Severity Source Description Remedial Action
Information LinkStateTra | One upstream member No action required.
cking (port) switches sate to ‘up’,

without affecting the LST
group operational state.

LinkStateTracking: Interface mit %d went down in link state group
%d

Type/Severity Source Description Remedial Action
Information LinkStateTra | One upstream member No action required.
cking (trunk) switches state to

‘down’, without affecting
the LST group operational
state.

LinkStateTracking: Interface mlt %d went up in link state group %d

Typel/Severity Source Description Remedial Action
Information LinkStateTra | One upstream member No action required.
cking (trunk) switches state to
‘up’, without affecting the
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Link State Tracking Information Messages

Typel/Severity Source Description Remedial Action

LST group operational
state.

LinkStateTracking: Last interface %d/d went down in link state
group %d, disabling downstream interfaces

Type/Severity Source Description Remedial Action
Information LinkStateTra | The last upstream No action required.
cking interface (port) with an ‘up’

state switches to ‘down’
state. LST group
transitions to ‘down’
operational state.

LinkStateTracking: Last interface mit %d went down in link state
group %d, disabling downstream interfaces

Typel/Severity Source Description Remedial Action
Information LinkStateTra | The last upstream No action required.
cking interface (trunk) with an

‘up’ state switches to
‘down’ state. LST group
transitions to ‘down’
operational state.

LinkStateTracking: Interface %s went up in link state group %d

Type/Severity Source Description Remedial Action

Information Link State | Issued when one upstream | No action required.
Tracking member (port) switches
state to up, without
affecting the LST group
operational state.
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LinkStateTracking: Interface %s went up in link state group %d

Typel/Severity Source Description Remedial Action

Information Link State | Issued when one upstream | No action required.
Tracking member (trunk) switches
state to up, without
affecting the LST group
operational state.

LinkStateTracking: Interface %s went down in link state group %d

Typel/Severity Source Description Remedial Action

Information Link State | Issued when one upstream | No action required.
Tracking member (port) switches
state to down, without
affecting the LST group
operational state.

LinkStateTracking: Interface %s went down in link state group %d

Type/Severity Source Description Remedial Action

Information Link State | Issued when one upstream | No action required.
Tracking member (trunk) switches
state to down, without
affecting the LST group
operational state.

LinkStateTracking: First interface %s went up in link state group
%d, enabling downstream interfaces

Typel/Severity Source Description Remedial Action
Information LinkStateTra | Issued when all upstream | No action required.
cking interfaces are in down
state and one (port)
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Link State Tracking Information Messages

Typel/Severity Source Description Remedial Action

switches state to up. This
marks a LST group
transition to up operational
state.

LinkStateTracking: First interface %s went up in link state group
%d, enabling downstream interfaces

Type/Severity Source Description Remedial Action
Information Link State | Issued when all upstream | No action required.
Tracking interfaces are in down

state and one (trunk)
switches state to up. This
marks a LST group
transition to up operational
state.

LinkStateTracking: Last interface %s went down in link state group
%d, disabling downstream interfaces

Typel/Severity Source Description Remedial Action

Information Link State | Issued when the last No action required.
Tracking upstream interface (port)
with an up state switches to
downstate. This marks a
LST group transition to
down operational state.

LinkStateTracking: Last interface %s went down in link state group
%d, disabling downstream interfaces

Type/Severity Source Description Remedial Action

Information Link State | Issued when the last No action required.
Tracking upstream interface (trunk)
with an up state switches to

Logs Reference November 2013 181



Link State Tracking Messages
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Typel/Severity

Source

Description

Remedial Action

downstate. This marks a
LST group transition to
down operational state.
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Chapter 33: MLT messages

MLT information messages

MLT ID# failed configuration verification. Error # error num

Type/Severity | Source Description Remedial Action
Information MLT The MLT #(1-32) verification | Change the configuration and
check failed. re-enable the MLT.

MLT NV File error

Typel/Severity | Source Description Remedial Action
Information MLT The system failed to read or | Run the diagnostics to see if
write to the NVRAM file. the NVRAM is still correct.

MLT %d failed configuration verification. Bad VLAN configuration.

Parameters Type/ Source Description Remedial Action
Severity
MLT trunk | Information MLT VLAN config is not Check VLAN config and
number. consistent on all trunk | set the same VLAN
members. parameters for all trunk
members.
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MLT %d failed configuration verification. Bad VLACP configuration

members.

Parameters Type/ Source Description Remedial Action
Severity
MLT trunk | Information MLT VLACP config is not | Check VLACP config and
number consistent on all trunk | set the same VLACP

parameters for all trunk

members.

MLT %d failed configuration verification. Bad IGMP configuration.

Parameters Typel/Severity Source Description Remedial
Action
MLT trunk Information MLT IGMP configis | Check IGMP
number not consistent config and set
on all trunk the same IGMP
members. parameters for
all trunk
members.

MLT %d failed configuration verification. Bad rate-limiting

configuration.
Parameters Typel Source Description Remedial Action
Severity
MLT trunk | Information MLT Rate-limit config is not| Check rate-limit config
number consistent on all trunk | and set the same rate-
members. limit parameters for all
trunk members.
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MLT information messages

MLT %d failed configuration verification. Bad MAC learning

configuration.
Parameters Type/ Source Description Remedial Action
Severity
MLT trunk | Information MLT Mac-learning config is | Check MAC-learning
number not consistent on all config and set the same

trunk members.

MAC-learning
parameters for all trunk
members.

MLT %d failed configuration verification. Bad SPBM

configuration.
Parameters Typel Source Description Remedial Action
Severity
MLT trunk | Information MLT SPBM config is not Check SPBM config and
number consistent on all trunk | set the same SPBM
members. parameters for all trunk
members.

Last MLT trunk was allocated by MLT. No more free trunk groups.

Type/Severity

Source

Description

Remedial Action

Information

MLT

The last free trunk group
was allocated by a static
MLT.

Free a trunk group no longer in
need to be able to allocate
another MLT trunk group.
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Last MLT trunk was allocated by LAC. No more free trunk groups.

Typel/Severity

Source

Description

Remedial Action

Information

MLT

The last free trunk group
was allocated by a
dynamic LAC.

Free a trunk group no longer in

need to be able to allocate
another MLT trunk group.

MLT %d failed configuration verification. Bad ARP INSPECTION

configuration.
Parameters Type/ Source Description Remedial Action
Severity
MLT trunk | Information MLT ARP INSPECTION Check ARP
number config is not consistent | INSPECTION config and

on all trunk members.

set the same ARP
INSPECTION

parameters for all trunk
members.

MLT %d failed configuration verification. Bad DHCP-SNOOPING

configuration.
Parameters Typel Source Description Remedial Action
Severity
MLT trunk | Information MLT DHCP-SNOOPING Check DHCP-
number config is not consistent| SNOOPING config and
on all trunk members. | set the same DHCP-

SNOOPING parameters
for all trunk members.
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MLT information messages

MLT %d failed configuration verification. Bad IPSG CLASS
configuration.

Parameters Type/ Source Description Remedial Action
Severity
MLT trunk | Information MLT IPSG config is not Check IPSG CLASS
number consistent on all trunk | config and set the same
members. IPSG CLASS parameters
for all trunk members.
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Chapter 34: MDA messages

MDA information messages

%s card inserted (in unit %s)

Parameters Typel Source Description Remedial Action
Severity
MDA model Information MDA | This message appears | No action required.
description when an MDA card is
Module ID — inserted.
stack only

%s card removed (from unit %s)

Parameters Type/ Source Description Remedial Action
Severity
MDA model | Information MDA | This message appears | No action required.
description when MDA card is
Module ID — removed.
stack only

Warning %s card unsafely removed (from unit %s)

Parameters Type/ Source Description Remedial Action
Severity

MDA model Information MDA | This message appears | No action required.

description when an MDA card is
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Parameters Type/ Source Description Remedial Action
Severity
Module ID — removed without first
stack only being disabled.

Warning failed to connect to %s card (in unit %s)

190

Parameters Typel Source Description Remedial Action
Severity
MDA model Information MDA | This message appears | Check the MDA card
description when the system physical connection.
Module ID — detects MDA card
stack only physical connection
issues.
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Chapter 35: Multicast Manager Messages

Multicast Manager Critical Messages

MCM group node corrupted:

Type/Severity Source Description Remedial Action
Critical Multicast The multicast manager No action Required
manager group note is corrupted.
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Chapter 36: MultiConfig messages

MultiConfig information messages

Backup configuration block # block_number in use

Type/Severity

Source

Description

Remedial Action

Information

config

The back up configuration is
in use.

No action required.

Backup configuration restored from primary configuration block #

block_number

Typel/Severity

Source

Description

Remedial Action

Information

config

Copy the back up primary
configuration to the backup
configuration.

No action required.

Backup configuration updated for next active configuration block #

block_number

Type/Severity

Source

Description

Remedial Action

Information

config

The back up configuration
will be used for the next
active configuration.

No action required.
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Backup Configuration Version is updated

Typel/Severity

Source

Description

Remedial Action

Information

config

The back up configuration
version is updated.

No action required.

Boot: system boot status 0x%x

Parameters Typel/Severity Source Description | Remedial Action
Boot status Information MCFG (Second | Presents the No action
INFO BLOCK) | state of all required.
configs; ex:
which config is
active.

Configuration saved to nv block # block_number

Type/Severity Source Description Remedial Action

This message appears No action required.

when the configuration is
saved to block n.

Information config

Error loading backup configuration block # block_number

Description Remedial Action

The system failed to load the
backup configuration.

Type/Severity| Source

No action required.

Information config
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MultiConfig information messages

Error loading configuration block %d

Typel/Severity

Source

Description

Remedial Action

Information

config

The system failed to load
configuration from block n.

No action required.

Error loading primary configuration block # block_number

Typel/Severity

Source

Description

Remedial Action

Information

config

The system failed to load the
primary configuration.

No action required.

Error saving configuration to block # block_number

Type/Severity

Source

Description

Remedial Action

Information

config

The system failed to save the

configuration to block n.

No action required.

Invalid Configuration Block Number %d

Type/Severity

Source

Description

Remedial Action

Information

config

Invalid configuration block
number entered.

No action required.

Invalid Configuration Magic Number

Typel/Severity

Source

Description

Remedial Action

Information

config

The number that identifies
the block number is

No action required.
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Typel/Severity

Source

Description

Remedial Action

incorrect and is not as
expected.

Invalid Configuration Version Number

Typel/Severity

Source

Description

Remedial Action

Information

config

The block version number is
not recognized.

No action required.

Loading configuration block # block_number

Typel/Severity

Source

Description

Remedial Action

Information

config

This message appears when
the configuration is loaded
from block n.

No action required.

Primary Configuration files are corrupted. Restored to default

Typel/Severity

Source

Description

Remedial Action

Information

config

The default primary
configuration is restored.
This message may also be
generated after initializing
all configuration from diags,
in which case, no negative
impact has occurred.

No action required.

Primary Configuration Version is updated

Typel/Severity

Source

Description

Remedial Action

Information

config

The primary configuration
version is updated.

No action required.
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MultiConfig information messages

Restore Backup Configuration to Manufacture Default

Typel/Severity

Source

Description

Remedial Action

Information

config

restored.

The manufactured default
back up configuration is

No action required.

Successfully loaded backup configuration files

Typel/Severity

Source

Description

Remedial Action

Serious

Multi Config

Successfully loaded
backup configuration
files.

No action required.

Restore Primary Configuration to Manufacture Default

Type/Severity

Source

Description

Remedial Action

Information

config

restored.

The manufactured default
primary configuration is

No action required.

Successfully loaded configuration files from block %d

Type/Severity

Source

Description

Remedial Action

Information

Multi Config

Successfully loaded
configuration files.

No action required.
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System: Rear-Port Mode has been set to disable (reboot required

to take effect)
Typel/Severity Source Description Remedial Action
Information Rear-Port System: Rear-Port Reboot.

Mode has been set to
disable, reboot
required to take

effect.

System: Rear-Port Mode has been set to enable (reboot required to

take effect).
Type/Severity Source Description Remedial Action
Information Rear-Port Rear-Port Mode has | Reboot.

been set to enable.
Reboot required to

take effect.
Toggle the Agent Primary Image
Typel/Severity Source Description Remedial Action
Information config | The NVRAM block can be | No action required.

toggled between 1 and 2.

Configuration block %d is now in use

Typel/Severity Source

Description

Remedial Action

Information MCFG

Logs the configuration
block currently used.

No action required.
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MultiConfig information messages

Successfully loaded configuration files from block %d

Typel/Severity Source Description Remedial Action
Information MCFG Logs a successful No action required.
configuration read from the
flash.

Successfully loaded backup configuration files

Typel/Severity Source Description Remedial Action

Serious MCFG Logs a successful No action required.
configuration read from the
backup block on the

Flash.

Flash Erase Warning Sector %d Address 0x%Xx Erase time %d ms

Type/Severity Source Description Remedial Action
Information MCFG Logs a slow and successful | Message indicates that the
flash sector erase. flash sector is nearing its

end of life. No immediate

action is required, but that
sector may soon become

unprogrammable.

Flash Erase Failed Sector %d Address 0x%x

Type/Severity Source Description Remedial Action

Information MCFG Logs a failed flash sector | Call Avaya.
erase.
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Chapter 37: NUQC messages

NUQC information messages

NUQC - Disabled

Type/Severity | Source Description Remedial Action
Information NUQC The NUQC feature is No action required.
disabled.
NUQC - Enabled
Typel/Severity | Source Description Remedial Action
Information NUQC | The NUQC feature is No action required.

enabled.

NUQC - Execution of the cli template failed

Typel/Severity

Source

Description

Remedial Action

Information

NUQC

failed.

The NUQC script execution

Verify the syntax of the NUQC
script.
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NUQC - Execution of the cli template succeded

202

Typel/Severity

Source

Description

Remedial Action

Information

NUQC

The NUQC script executed
succesfully.

No action required.
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Chapter 38: OSPF messages

OSPF information messages

Ospf Area Mismatch RxArea ra.rb.rc.rd IntfArea ia.ib.ic.id

Type/Severity Source Description Remedial Action

Information ospf(drpmgr) An OSPF Area mismatch | show ip ospf interface

is detected between the | VLAN <VID>; reconfigure
OSPF packet Area ID OSPF Area ID at the

and the interface Area switch or at the neighbor
ID. to match.

Ospf Auth Failed IpAddr ia.ib.ic.id

Typel/Severity Source Description Remedial Action
Information ospf(drpmgr) OSPF authentication show ip ospf interface
failed at the given VLAN <VID>; reconfigure

Interface IP Address OSPF authType and
when verifying the OSPF | related information at the
packet. switch or at the neighbor
to match.

Ospf Auto Virt Link Failed area a1.a2.a3.a4 rtid r1.r2.r3.r4

Typel/Severity Source Description Remedial Action
Information ospf(drpmgr) OSPF auto creation of Show IP OSPF virtual-link
virtual link failed as it to see if any of the existing
ones need to be removed;
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Typel/Severity

Source

Description

Remedial Action

exceeds the maximum 4
allowed.

worst case, bounce
OSPF to see if this clears
it.

Ospf Cost Exceeds Limit Skip route Lsid 11.12.13.14 Adv-rtr

al.a2.a3.a4
Type/Severity Source Description Remedial Action
Information ospf(drpmgr) OSPF LSA Calculated Show IP OSPF

cost exceeds limit of
OxFFFFFF.

redistribute and show
route-map; check metric;
correct as needed; may
need actions at the
neighbor.

Ospf Enable Failed as Resource Unavailable

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

The system detected an
OSPF Hardware
Resource Allocation
Failure in the ERS5510
Mode.

Re-do QoS filter
allocations and restart the
switch or OSPF or global
routing.

Ospf Hello: Rld Same as Neighbor: rtid <r1.r2.r3.r4>, IpAddr

<i1.i2.i3.i4>
Typel/Severity Source Description Remedial Action
Information ospf(drpmgr) Ospf Hello received at | Show IP OSPF at the
given Interface has the | switch and at the
same Routerld as the neighbor; ensure the
switch. router IDs are different.
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OSPF information messages

Ospf HW Mode Change:

Typel/Severity Source Description Remedial Action

Information ospf(drpmgr) | The OSPF Hardware No action required.
Mode changed to the
given new mode.

Ospf Invalid packet received: Pkt type <ospfPacketType>

Typel/Severity Source Description Remedial Action
Information ospf(drpmgr) The OSPF Link State Either Isais too small (<20
Update packet received | bytes) or too big (>
is invalid; packet is (1500-64 for headers); or
dropped. wrong number of Isas;

retry bouncing OSPF at
the neighbor or redo parts
of neighbor configuration.

Ospf License Is Missing, Disable OSPF

Type/Severity Source Description Remedial Action

Information ospf(drpmgr) OSPF License is Show license; Check for
missing; inconsistency | available licenses; A valid
expected if the OSPF is | license is needed for the
enabled in the NVRAM | OSPF functionality.
configuration.

Ospf Nbr State Change: rtid <ra.rb.rc.rd> ipa <ia.ib.ic.id> state
<neighborState>

Typel/Severity Source Description Remedial Action

Information ospf(drpmgr) OSPF Nbr State No action required.
Change: for given

Logs Reference November 2013 205



OSPF messages

Typel/Severity

Source

Description

Remedial Action

Neighbor Router ID,
Address and State.

Ospf Netmask Mismatch in Hello IpAddr ia.ib.ic.id

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

There is an OSPF
Netmask Mismatch
between the netmask of
IP Address in the hello
packet and the netmask
of the Interface IP
Address.

show VLAN IP VID
<VLANID> at the switch
and the neighbor -
reconfigure IP address/
mask as needed to
match.

Ospf Option Mismatch in Hello IpAddr ia.ib.ic.id RxOption optionVal

IntfOption optionVal

Typel/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

OSPF Hello option
Mismatch for stub or
nssa area selection in
the packet vs that of the
interface area.

show ip ospf interface
VLAN <VID> to find
areald of interface; show
ip ospf area <arealD> to
check if area type ;
reconfigure these as
needed.

Ospf Virt Nbr State Change: rtid <r1.r2.r3.r4>, virtAreald
<v1.v2.v3.v4>, state <neighborState>

Type/Severity

Source

Description

Remedial Action

Information

ospf(drpmgr)

OSPF Virtual Neighbor of
given routerlD and
arealD changed to a
given state.

No action required.
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OSPF information messages

OspfDbg Done Global Init

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Init Instance vrfld=%d nodeP=0x%0x

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Postinit EnableOspf vrfld=%d nodeP=0x%0x

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Postlnit Done vrfld=%d nodeP=0x%0x

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.
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OspfDbg Started ospfTxHelloTimerTask

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Done NV-Restore

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Done Filter Init

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.

OspfDbg Done ReDist Init

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Describes the start-up
sequence of OSPF
initializations on reboot.

No action required.
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OSPF information messages

OSPF Callback function of timer is NULL

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Reports an OSPF bad
timer failure (ex: bad LSA
received).

No action required.

OSPF Timer Link Error

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Reports an OSPF bad
timer failure (ex: bad LSA
received).

No action required.

OSPF Timer Unlink Error

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Reports an OSPF bad
timer failure (ex: bad LSA
received).

No action required.

OSPF Timer List is corrupted

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Reports an OSPF bad
timer failure (ex: bad LSA
received).

No action required.
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Ospf Bad Version
Typel/Severity Source Description Remedial Action
Information OSPF Reports the OSPF version | Verify the OSPF version.

mismatch.

Ospf Auth Type Mismatch in Hello

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

Reports the OSPF
authentication mismatch
on the neighboring
interfaces.

Verify that OSPF
authentication parameters
match on the neighboring
interfaces.

Ospf Hello Int Mismatch in Hello

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Reports the OSPF Hello
interval mismatch on the
neighboring interfaces.

Verify that OSPF Hello
parameters match on the
neighboring interfaces.

Ospf Dead Int Mismatch in Hello

Type/Severity

Source

Description

Remedial Action

Information

OSPF

Reports the OSPF Dead
interval mismatch on the
neighboring interfaces.

Verify that OSPF Dead Int
parameters match on the
neighboring interfaces.
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Chapter 39: OOB Management Messages

OOB Management Serious Messages

Management IP: excess traffic received on Management port%s

Type/Severity

Source

Description

Remedial Action

Serious

PDT

Excess traffic received on
the management port. The
port is down.

Take notice of excess
traffic and restart the port.

OOB Management Information Messages

Management IP: OOB port%s

Type/Severity Source Description Remedial Action
Information PDT Management port is No action required.
down.
Management IP: OOB port%s
Typel/Severity Source Description Remedial Action
Information PDT Management port is up. No action required.
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Chapter 40: PIM messages

PIM information messages

Pim E-BSR change

Type/Severity

Source

Description

Remedial Action

Information

PIM

A BSR with higher priority is
detected. Logged only on
BSR that changes.

Check priority of the
configured BSRs.

Pim Invalid packet received

Typel/Severity

Source

Description

Remedial Action

Information

PIM

PIM Control packets
received are not conforming
to the PIMv2 RFC 2362.

Check if sending router
conforms to PIMv2
specifications, or if packets
are being corrupted in the
network.

Pim License Is Missing Disable PIM

Typel/Severity

Source

Description

Remedial Action

Information

PIM

PIM is a licensed feature.
PIM can only be configured,
but cannot be activated
without a license.

Contact the support
personnel for an appropriate
license.
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Pim Mode Change

Typel/Severity

Source

Description

Remedial Action

Information

PIM

Change from PIM SM mode
to SSM or vice-versa.

Check and ensure that a
proper mode has been
selected. Will lead to change
in IP Multicast traffic flows in
VLANs where mode has
been changed.

Pim Nbr State Change Up

Typel/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_UP: A new
neighbor is detected. It
occurs when a PIM Hello
message is received from an
active PIM router. This can
result in a change in IP
multicast traffic flow if this
neighbor is towards RP or
BSR espcially if combined
with change in unicast
routing.

If the same neighbor is
repeatedly appearing and
disappearing, this is due to
congestion in the link towards
this neighbor. Check to see if
unicast routing is also being
affected as well as CPU
utilization.

PIM Neighbor status change Down

Type/Severity

Source

Description

Remedial Action

Information

PIM

PIM_NBR_DOWN: An
existing neighbor has timed
out. This occurs when PIM
Hello messages are not
received from a neighbor
within 3.5 times the query
interval for an active PIM
interface. This may lead to
changes in the IP Multicast
traffic flow.

Check if the neighbor router is
functional and is sending out
PIM Hellos.
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PIM information messages

Pim RP type state

Type/Severity| Source Description Remedial Action
Information PIM This message indicates the | If changing to static RP,
change from dynamic to ensure this is configured in the
static RP or the other way entire PIM domain. Also, BSR
around. information will be lost and will
need to be re-configured if
moving to Dynamic RPs.

Pim Unicast route change

Typel/Severity | Source Description Remedial Action

Information PIM Unicast route towards a Check unicast routing / ARP
source or RP has changed. | tables and ensure that these
This can result in changes in| are correct.

IP multicast traffic flow.
Indicates if the route towards
source or RP has been
modified or deleted.

Pim Virt Nbr State Change Up

Typel/Severity | Source Description Remedial Action
Information PIM PIM_NBR_UP: A virtual Check the multicast routes
neighbor has been and ensure proper flows,
configured. especially if used with static
unicast routes.

Pim Virt Nbr State Change Down

Type/Severity | Source Description Remedial Action
Information PIM PIM_NBR_DOWN: A No action required.
configured virtual neighbor is
deleted.
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Chapter 41:

PoE messages

PoE information messages

PoE Main Power Usage Off

Type/Severity

Source

Description

Remedial Action

Information

PoE

The power usage drops
below the previously set
threshold.

No action required.

PoE Main Power Usage On

Typel/Severity

Source

Description

Remedial Action

Information

PoE

Power consumption
exceeded the configured
threshold.

No action required.

PoE Module Reset

Typel/Severity

Source

Description

Remedial Action

Information

PoE

The PoE controller has been
reset.

No action required.
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PoE Port Detection Status port# Status powerStatus

Typel/Severity | Source Description Remedial Action

Information PoE The system reports the No action required.
current PoE port status each
time a status change
occurs.

PoE The PoE power limit for port unit port has been changed to x
Watts based on IP phone discovery settings

Typel/Severity Source Description Remedial Action

Informatiion PoE The PoE power limit is No action required.
changed according to the
PoE IP phone settings,
because of the IP phone
discovery mechanism.

PoE The PoE priority for port unit port has been changed to x based
on IP phone discovery settings

Type/Severity Source Description Remedial Action

Information PoE The PoE priority changed | No action required.
according to the PoE IP
phone settings, because
of the IP phone discovery
mechanism.
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PoE information messages

PoE The PoE power limit for port unit port has been restored to
previous value x Watts

Typel/Severity

Source

Description

Remedial Action

Information

PoE

The PoE power limit is
restored to the previous
value, because of the IP
phone disconnection.

No action required.

PoE The PoE priority for port unit port has been restored to previous

value x

Type/Severity

Source

Description

Remedial Action

Information

PoE

The PoE power priority is
restored to the previous
value, as the IP phone is
disconnected.

No action required.

The IP phone PoE limit has been changed to x Watts due to the stack
modules configuration

Typel/Severity

Source

Description

Remedial Action

Information

PoE

As a global parameter, the IP
phone PoE limit has
dynamically changed to x
Watts value in stack
configuration, as being the
maximum common value
supported on all units from
stack.

No action required.
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Chapter 42: Port Mirroring messages

Port Mirroring information messages

PM in port mirroring the old data were modified - feature Allow

Traffic in mirror port was added.

Type/Severity

Source

Description

Remedial Action

Information

PMT

The Feature Allow Traffic in
mirror port was added. In the
upgrade situations when
current image file will be
replaced by the other image
file in port mirroring module
some features are possible to
be added.

No action required.

PM in port mirroring the old data were modified - feature Many to

Many was added.

Typel/Severity

Source

Description

Remedial Action

Information

PMT

The Many to Many feature
was added. In upgrade
situations when current
image file will be replaced by
the other image file in port
mirroring module some
features are possible to be
added.

No action required.
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PM in port mirroring the old data were modified - feature Many to
One was added.

Type/Severity | Source Description Remedial Action

Information PMT The Many to One feature No action required.
was added. In upgrade
situations when the current
image file will be replaced by
the other image file in port
mirroring module some
features are possible to be
added.

PM in port mirroring the old data were modified - feature Many to
One with 128bits was added.

Typel/Severity| Source Description Remedial Action

Information PMT The Many to One feature with | No action required.
128bits was added. In
upgrade situations when the
current image file will be
replaced by the other image
file in port mirroring module
some features is possible to
be added.

PM in port mirroring the old data were modified - mode type was out
of range.

Typel/Severity | Source Description Remedial Action

Information PMT The mode type data saved in | No action required.
NVRAM is out of range for
one port mirroring instance
(ERS 2500, ERS 4000, ERS
55xx) or for one of the four
port mirroring instances
(ERS56xx).
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Port Mirroring information messages

PM in port mirroring the old data were modified - monitored portA

was out of range.

Typel/Severity

Source

Description

Remedial Action

Information

PMT

The monitored port A data
saved in the NVRAM is out of
range for one port mirroring
instance (ERS 2500,ERS
4000,ERS 55xx) or for one of
the four port mirroring
instances (ERS56xx).

No action required.

PM in port mirroring the old data were modified - monitored portB

was out of range.

Type/Severity

Source

Description

Remedial Action

Information

PMT

The monitored port B data
saved in the NVRAM is out of
range for one port mirroring
instance (ERS 2500, ERS
4000, ERS 55xx) or for one
of the four port mirroring
instances (ERS 56xx).

No action required.

PM in port mirroring the old data were modified - NVRAM file
structure was changed.

Typel/Severity

Source

Description

Remedial Action

Information

PMT

NVRAM file structure was
changed. This message
appears when the
downgrade/upgrade of
images is completed.

No action required.
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PM in port mirroring the old data were modified - probe port was out
of range.

Typel/Severity | Source Description Remedial Action

Information PMT The probe port data saved in | No action required.
the NVRAM is out of range
for one port mirroring
instance (ERS 2500, ERS
4000, ERS 55xx) or for one
of the four port mirroring
instances (ERS 56xx).

PM some port mirroring messages were stored to be displayd with
delay.

Type/Severity Source Description Remedial Action

Information PMT This message appears No action required.
when the SYSLOG task
runs before the port
mirroring initialization
function is called from the
PORT MIRRORING task.
This message is written first
and is succeeded every time
by the other port mirroring
messages.

PM unable to create mirror for instance instance number due to lack
of available filter resources

Typel/Severity Source Description Remedial Action
Information PM Port mirroring initialization | Disable other features
failed due to lack of which are using the filter
hardware filters. resources. Use show gos

diag command to find
which applications are using
the filter resources.
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Port Mirroring information messages

PM: in port mirroring the old data were modified - feature RSPAN

was added
Typel/Severity Source Description Remedial Action
Information Port After upgrade, the RSPAN | No action required.
Mirroring | feature was added

PM: instance %d has been deleted because of insufficient HW

resource
Type/Severity Source Description Remedial Action
Information Port The instance is erased, No action required.
Mirroring | because no hardware

resources are available for
the current port mirroring
configuration.
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Chapter 43: QoS messages

QoS critical messages

802.1p user priority mapping modifications not supported

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; the specified | agent or reset the unit.
modifier option is not
supported.

Access assignment modifications not supported

Typel/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The Specified | agent, or reset the unit.
modifier option is not
supported.

Access element modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an | Try again later, reset the
Internal error; The QoS agent or reset the
specified modifier option is | unit.
not supported.
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Base action modifications not supported

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Classifier block modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent, or reset the unit.
specified modifier option is
not supported.

Classifier component modifications not supported

Typel/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Composite filter set addition failure comp filter set unknown

Type/Severity Source Description Remedial Action
Critical QoS One of the components in | Try again later, resetthe QoS
the specified composite agent or reset the unit.
filter set does not exist.
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QoS critical messages

Composite filter set addition failure replication failure

Typel/Severity Source Description Remedial Action
Critical QoS The system failed to clone | Try again later, reset the QoS
the composite filter agent, or reset the unit.
member.

Composite filter set addition failure seed filter set unknown

Typel/Severity Source Description Remedial Action

Warning QoS The seed filter for the Try again later, reset the
specified composite filter QoS agent or reset the unit.
set does not exist.

Composite filter set creation failure replication failure

Type/Severity| Source Description Remedial Action
Critical QoS The system failed to clone Try again later, reset the QoS
the filter set. agent, or reset the unit.

Composite filter set creation failure seed filter set unknown

Type/Severity| Source Description Remedial Action

Critical QoS The seed filter for the Try again later, reset the QoS
specified composite filter set | agent or reset the unit.
does not exist.
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Composite filter set deletion failure comp filter set unknown

Typel/Severity Source Description Remedial Action
Critical QoS One of the components in | Try again later, reset the QoS
the specified composite agent, or reset the unit.
filter set does not exist.

Composite filter set deletion failure seed filter set unknown

Typel/Severity| Source Description Remedial Action

Critical QoS The seed filter for the Try again later, reset the QoS
specified composite filter set | agent, or reset the unit.
does not exist.

CoS shaping modifications not supported

Typel/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Count action modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent or reset the unit.

specified modifier option is
not supported.
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QoS critical messages

Data model version attribute value not supported

Typel/Severity Source Description Remedial Action
Critical QoS Data versions 1 and 2 are | Try again later, reset the
currently supported in the | QoS agent or reset the unit.
system.

DSCP mapping modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent or reset the unit.
specified modifier option is
not supported.

Filter manager internal error encountered

Type/Severity | Source Description Remedial Action
Critical QoS Internal filter manager error. | Try again later, reset the QoS
agent or reset the unit.

Filter manager request parameter invalid

TypelSeverity | Source Description Remedial Action
Critical QoS Invalid parameter detected | Try again later, reset the QoS
during processing on the agent or reset the unit.
filter manager level.
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Incompatible data model version values (referenced clfr data)

Typel/Severity Source Description Remedial Action
Critical QoS The data model version of | Try again later, reset the QoS
the classifier is unknown. agent or reset the unit.

Incompatible data model version values (referenced meter data)

Typel/Severity Source Description Remedial Action
Critical QoS The data model version of | Try again later, reset the QoS
the meter is unknown agent or reset the unit.

Inconsistent classifier component ( clfr comp# ) state detected

Type/ Source Description Remedial Action
Severity
Critical QoS Unable to commit changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Interface action extension identifier invalid

Type/Severity | Source Description Remedial Action
Critical QoS The interface action Enter a valid interface action
extension identifier is extension.
invalid.
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QoS critical messages

Interface action modifications not supported

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option not
supported.

Interface application modifications not supported

Typel/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option is not
supported.

Interface assignment modifications not supported

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal error; The specified | QoS agent, or reset the
modifier option is not unit.
supported.

Interface queue modifications not supported

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; the specified | agent or reset the unit.
modifier option is not
supported.
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Interface shaping modifications not supported

Typel/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal error; specified agent, or reset the unit.
modifier option not
supported.

Invalid classifier ID specified

Typel/Severity | Source Description Remedial Action
Critical QoS Unable to find the specified | Enter a valid classifier ID or if
classifier ID in the Filter you are sure it exists try
Manager database. reseting the QoS agent or the
unit.

Invalid classifier reference (unknown class)

Type/Severity Source Description Remedial Action
Critical QoS There are 30 supported Specify a valid classifier
classes, check class.

documentation for a full
support class description.

Invalid datapath identifier specified

Type/Severity Source Description Remedial Action

Critical QoS Invalid/Unknown datapath | Try again later, reset the QoS
identifier detected. Internal | agent or reset the unit.
Filter Manager error.
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QoS critical messages

Invalid master block member value specified

Type/Severity| Source Description Remedial Action
Critical QoS The master block member Try again later, reset the QoS
value can only have two agent or reset the unit.
values: True or False.

Invalid option specified for BcastFrames attribute

Typel/Severity | Source Description Remedial Action
Critical QoS BcastFrames attribute must | Try again later, reset the QoS
be true or false. QPA internal | agent or reset the unit.
error.

Invalid option specified for KnownlpMcast attribute

Type/Severity Source Description Remedial Action

Critical QoS KnownlpMcast attribute Try again later, reset the
must be true or false. QPA | QoS agent or reset the unit.
internal error.

Invalid option specified for KnownMcastFrames attribute

TypelSeverity | Source Description Remedial Action
Critical QoS KnownMcastFrames Try again later, reset the QoS
attribute must be true or agent or reset the unit.
false. QPA internal error.
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Invalid option specified for KnownNonlpMcast attribute

must be true or false. QPA
internal error.

Typel Source Description Remedial Action
Severity
Critical QoS KnownNonlpMcast attribute | Try again later, reset the QoS

agent or reset the unit.

Invalid option specified for KnownUcastFrames attribute

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

KnownUcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for NonlpPkt attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

NonlpPkts attribute must be
true or false. QPA internal
error.

Try again later, reset the
QoS agent or reset the unit.

Invalid option specified for UnknownMcastFrames attribute

Type/Severity

Source

Description

Remedial Action

Critical

QoS

UnknownMcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.
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QoS critical messages

Invalid option specified for UnknownNonlpMcast attribute

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

UnknownNonlpMcast
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid option specified for UnknownUcastFrames attribute

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

UnknownUcastFrames
attribute must be true or
false. QPA internal error.

Try again later, reset the QoS
agent or reset the unit.

Invalid resetToDefaults value specified

Type/Severity

Source

Description

Remedial Action

Critical

QoS

ResetToDefaults must be
“true” when trying to reset
the QoS agent. This also
goes for the partial reset.

Try again later or reset the
unit.

Invalid unknown access assignment entry state encountered ( entry

state )

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

Unable to make changes
because of an invalid or
inconsistent state.

Try again later, reset the QoS
agent, or reset the unit.
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Invalid unknown access element entry state encountered ( entry
state )

Typel/Severity Source Description Remedial Action

Critical QoS Unable to make any Try again later, reset the QoS
changes due to of the invalid | agent or reset the unit.
or inconsistent state.

Invalid unknown action entry state encountered ( entry state )

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent action entry
state.

Invalid unknown classifier block entry state encountered ( entry
state )

Type/ Source Description Remedial Action
Severity
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown CoS shaping entry state encountered ( entry state )

Typel/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid or agent or reset the unit.
inconsistent state.
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QoS critical messages

Invalid unknown DSCP mapping entry state encountered ( entry
state )

Typel Source Description Remedial Action
Severity
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent DSCP mapping
entry state.

Invalid unknown entry state (class class# ) encountered ( entry
state )

Type/Severity Source Description Remedial Action
Critical QoS Unable to make the Try again later, reset the QoS
changes because of an agent, or reset the unit.
invalid/inconsistent state.

Invalid unknown interface action entry state encountered ( entry
state )

Typel/Severity Source Description Remedial Action
Critical QoS Unable to make changes | Try again later, reset the QoS
because of an invalid agent or reset the unit.
state.

Invalid/unknown interface app entry state encountered (<entry
state>)

Typel/Severity Source Description Remedial Action
Critical QoS Unable to make the Try again later, reset the QoS
changes because of an agent, or reset the unit.

Logs Reference November 2013 239



QoS messages

Typel/Severity Source Description Remedial Action

invalid or inconsistent
state.

Invalid unknown interface assignment entry state encountered
( entry state )

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes | Try again later, reset the
because of an invalid/ QoS agent or reset the
inconsistent state. unit.

Invalid unknown interface queue entry state encountered ( entry
state )

Typel/Severity Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the
because of an invalid/ QoS agent or reset the unit.
inconsistent interface queue
entry state.

Invalid unknown interface shaping entry state encountered
( entry#)

Type/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try later, reset the QoS agent
because of an invalid or or reset the unit.
inconsistent state.
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QoS critical messages

Invalid unknown IP filter entry state encountered ( entry state )

Type/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown Layer 2 filter entry state encountered ( entry state )

Typel/Severity Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the
because of an invalid/ QoS agent or reset the unit.
inconsistent state.

Invalid unknown meter entry state encountered ( entry state )

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown policy entry state encountered ( entry state )

Type/Severity | Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.
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Invalid unknown queue set assignment entry state encountered
( entry state )

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown queue shaping entry state encountered ( entry
state )

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent state.

Invalid unknown queuing discipline enum specified ( queuing
discipline )

Typel/Severity Source Description Remedial Action

Critical QoS Only the following queuing | Enter a valid/supported
disciplines are valid: FIFO, | queuing discipline.
Priority Queuing, Fair
Queuing, Weighted Fair
Queuing and Weighted
Round Robin Queuing.
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QoS critical messages

Invalid unknown role combination entry state encountered ( entry
state )

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Try again later, reset the QoS
because of an invalid/ agent or reset the unit.
inconsistent role combination
state.

Invalid unknown System filter entry state encountered ( entry state )

Typel/Severity | Source Description Remedial Action

Critical QoS Invalid entry state detected. | Try again later, reset the QoS
Unable to commit changes. | agent or reset the unit.

Invalid unknown token bucket entry state encountered ( entry state )

Type/Severity Source Description Remedial Action
Critical QoS Unable to make changes | Try again later, reset the
because of an invalid/ QoS agent or reset the unit.
inconsistent state.

Invalid unknown user policy entry state encountered ( entry state )

Typel/Severity | Source Description Remedial Action
Critical QoS Unable to make the changes | Try again later, reset the QoS
because of an invalid or agent, or reset the unit.
inconsistent state.
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Invalid unknown 802.1p user priority mapping entry state ( entry

state )

Typel/Severity Source Description

Remedial Action

Critical QoS Unable to make changes
because of an invalid/
inconsistent 802.1p user
priority state.

Try again later, reset the
QoS agent or reset the unit.

IP classifier modifications not supported

Typel/Severity Source Description

Remedial Action

Critical QoS The system detected an
internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.

Issue detected restoring QPA data from NV (class class#)

Type/Severity Source Description

Remedial Action

Critical QoS Unable to restore the QPA
data from NVRAM (possible
corrupt table(s)).

Reset the QoS agent or reset
the unit.

Issues detected with QoS operational mode disable ( ifcs# ifcs)

Typel/Severity Source Description

Remedial Action

Critical QoS Unable to make changes
(disable QoS) because of
the specified interface
configuration.

Check log for possible
related details on the issue
for and remove the
conflicting configurations.
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QoS critical messages

Issues detected with QoS operational mode enable ( ifcs# ifcs)

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to make changes Check log for possible related
(enable QoS) because of the | details on the issue and
specified interface remove the conflicting
configuration. configurations.

Layer 2 classifier modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal error; The agent or reset the unit.
specified modifier option
not supported.

Meter modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent or reset the unit.
modifier option not
supported.

Modify the pattern data or use the correct data format

Type/Severity Source Description Remedial Action

Critical QoS UnknownlpMcast attribute | Try again later, reset the QoS
must be true or false. QPA | agent or reset the unit.
internal error.
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Policy modifications not supported

Typel/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
Internal error; The specified | agent or reset the unit.
modifier option not
supported.

Post-join policy installation issue detected (ifc ifc#)

Typel/Severity| Source Description Remedial Action
Critical QoS Unable to configure policies | Try again or check stack
after a join stack event. health. Further conclusions

can be drawn is this message
appears either on base, non-
base, all or some units in
stack.

Potential inconsistent access elem state (Undo fail) detected

Type/Severity Source Description Remedial Action
Critical QoS The system detected Try again later, reset the QoS
inconsistent access agent, or reset the unit.
element state on the non
base unit.

Potential inconsistent block state (Undo fail) detected

Type/Severity | Source Description Remedial Action
Critical QoS Inconsistent block state Try again later, reset the QoS
detected on non base unit. | agent or reset the unit.
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QoS critical messages

Queue set assignment modifications not supported

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
Internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.

Queue shaping modifications not supported

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.

Resource alloc event timeout (tgt all apps except QoS Agent rcv

event)

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

Filter Manager failed to
allocate the necessary
resources in time.

Reset the unit.

Role combination modifications not supported

Typel/Severity

Source

Description

Remedial Action

Critical

QoS

The system detected an
internal error; The specified
modifier option not
supported.

Try again later, reset the QoS
agent or reset the unit.
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Specified filter information not found

Typel/Severity Source Description Remedial Action

Critical QoS Failed to find the Check that the entry queried
corresponding classifier in | exists, if so try reseting the
the datapath filter manager | QoS agent or the unit.

table.

Specified filter manager resource invalid

Typel/Severity | Source Description Remedial Action
Critical QoS Filter manager detected an | Try again later, reset the QoS
invalid unit. agent or reset the unit.

Specified filter manager resource uninitialized

Typel/Severity | Source Description Remedial Action

Critical QoS Unable to initialize the Reset the unit.
resource support.

Specified policy identifier (cookie) invalid

Type/Severity Source Description Remedial Action

Critical QoS Filter Manager was unable | Try again later, reset the QoS
to find the corresponding agent or reset the unit.
cookie for the specified
policy.
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QoS critical messages

System classifier modifications not supported

Type/Severity | Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent or reset the unit.
modifier option not
supported.

Token bucket modifications not supported

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an | Try again later, reset the QoS
internal error; The agent or reset the unit.
specified modifier option
not supported.

Unable to complete requested access asgn system operation ( oper
type )

Typel/Severity| Source Description Remedial Action
Critical QoS The system failed to enable | Check log for related details
or disable the access on the issue. Try again later,

assignment on the base or | reset the QoS agent, or reset
non-base unit (in the stack). | the stack.

Unable to complete requested policy system operation ( operation
type )

Typel/Severity Source Description Remedial Action
Critical QoS The operation failed either | Try again later, reset the QoS
on base or on non-base agent, reset the unit or check
unit. stack health.
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Unable to compress specified policy criteria

Typel/Severity Source Description Remedial Action
Critical QoS Unable to compress the rule | Try again later, reset the QoS
and/or mask for the agent or reset the unit.

specified filter. Filter
Manager internal error.

Unable to create action for access element

Typel/Severity Source Description Remedial Action
Critical QoS Creation of action for the Try again later, reset the
specified access element | QoS agent or reset the unit.
failed.

Unable to create classifier block entry for access element

Type/Severity | Source Description Remedial Action
Critical QoS Creation of the classifier Try again later, reset the QoS
block entry failed. agent or reset the unit.

Unable to create classifier component entry for access element

Type/Severity Source Description Remedial Action
Critical QoS Creation of the classifier | Try again later, reset the QoS
component entry failed. agent or reset the unit.
250 Logs Reference November 2013

Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS critical messages

Unable to create DS MF classifier for access element

Typel/Severity Source Description Remedial Action
Critical QoS DS(IP) MF Classifier Try again later, reset the
creation failed. QoS agent or reset the unit.

Unable to create L2 MF classifier for access element

Typel/Severity Source Description Remedial Action
Critical QoS Creation of the L2 MF Try again later, reset the QoS
classifier failed. agent or reset the unit.

Unable to install access element - component creation issue

Type/Severity Source Description Remedial Action
Critical QoS The Access element Try again later, reset the
installation failed. QoS agent or reset the
unit.

Unable to locate corresponding DS L2 access elements

Type/Severity Source Description Remedial Action
Critical QoS The corresponding Try again later, reset the QoS
DS(IP)/L2 classifier(s) does | agent or reset the unit.
not exist.
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Unknown access assignment entry specified ( entry# )

Typel/Severity Source Description Remedial Action
Critical QoS Internal QPA error, the Try again later, reset the
access assignment entry QoS agent, or reset the
does not exist. unit.

Unknown access element entry specified ( entry#)

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
count action entry does not
exist.

Unknown action entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; the agent or reset the unit.
action entry does not
exist.

Unknown classifier block entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.

classifier component entry
does not exist.

252  Logs Reference November 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS critical messages

Unknown classifier component entry specified ( entry# )

Typel/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.

classifier component entry
does not exist.

Unknown CoS shaping entry specified ( entry# CoS )

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal QPA error; The agent or reset the unit.
interface shaping entry does
not exist.

Unknown count action entry specified ( entry#)

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
count action entry does not
exist.

Unknown DSCP mapping entry specified ( entry# )

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.
DSCP mapping entry does
not exist.
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QoS messages

Unknown entry (class class# ) specified ( entry#)

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent, or reset the unit.
specified entry does not
exist.

Unknown incompatible token bucket reference specified

Typel/Severity Source Description Remedial Action
Critical QoS Referenced token bucket | Enter an existing/compatible
not found. token bucket.

Unknown interface application entry specified ( entry# )

Type/ Source Description Remedial Action
Severity
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent, or reset the unit.
interface application entry
does not exist.

Unknown interface assignment entry specified ( entry# )

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.

interface assignment entry
does not exist.
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QoS critical messages

Unknown interface queue entry specified ( ifc queue id )

Typel/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
interface queue entry does
not exist.

Unknown interface shaping entry specified ( entry#)

Typel/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
iternal QPA error; The agent or reset the unit.
interface shaping entry does
not exist.

Unknown IP classifier entry specified ( entry# )

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The IP agent or reset the unit.
classifier does not exist.

Unknown Layer 2 classifier entry specified ( entry# )

Type/Severity Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The 12 | agent or reset the unit.
classifier does not exist.
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QoS messages

Unknown meter entry specified ( entry# )

Typel/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The meter | agent or reset the unit.
component entry does not
exist.

Unknown policy entry specified ( entry# )

Typel Source Description Remedial Action
Severity
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
classifier component entry
does not exist.

Unknown queue set assignment entry specified ( entry#)

Type/Severity| Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
queue set does not exist.

Unknown queue shaping entry specified ( entry# queue )

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the
internal QPA error; The QoS agent or reset the unit.
count action entry does not
exist.
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QoS critical messages

Unknown role combination entry specified ( role comb id )

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The role | agent or reset the unit.
combination entry does not
exist.

Unknown System classifier entry specified ( entry#)

Typel/Severity | Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
Internal QPA error; the agent or reset the unit.
system classifier does not
exist.

Unknown token bucket entry specified ( entry# )

Type/Severity Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.
token bucket does not
exist.

Unknown unsupported RowStatus specified

Type/Severity| Source Description Remedial Action

Critical QoS The status is unknown or Try again later, reset the QoS
unsupported for the current | agent or reset the unit.

entry. Valid statuses are (the
supported ones depend on
the QoS component): active,
create and go, create and
wait, destroy, not in service,
not ready.
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QoS messages

Unknown user policy entry specified ( entry# )

Typel Source Description Remedial Action
Severity
Critical QoS The system detected an Try again later, reset the QoS

internal QPA error; The user | agent, or reset the unit.
policy entry does not exist.

Unknown 802.1p user priority mapping entry specified ( entry#)

Typel/Severity| Source Description Remedial Action
Critical QoS The system detected an Try again later, reset the QoS
internal QPA error; The agent or reset the unit.

802.1p user priority mapping
entry does not exist.

Unsupported IPv4 Options value specified

Type/Severity | Source Description Remedial Action
Critical QoS Invalid IPv4 option Try again later, reset the QoS
detected. agent or reset the unit.

User policy modifications not supported

Type/Severity| Source Description Remedial Action

Critical QoS The system detected an Try again later, reset the QoS
internal error; The specified | agent, or reset the unit.
modifier option not
supported.
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QoS warning messages

QoS warning messages

Access assignment modification support limited

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Access assignment entries
under system control may
be deleted but not modified.
The same goes for
templates.

Create a different access
assignment entry with the
wanted parameters.

Access assignment name contains unacceptable characters

Typel Source Description Remedial Action
Severity
Serious QoS Only printable characters are | Enter valid characters for the
allowed. access element block label.

Access assignment name length outside of acceptable limits

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for the
access assignment name is
16.

Enter an access assignment
label within the limit.

Access assignment name not acceptable - reserved

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The label is reserved in the
system.

Enter a different label.
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QoS messages

Access assignment template still in use (siblings active)

Type/Severity| Source Description Remedial Action

Serious QoS Cannot delete an access Remove the sibling(s) first.
assignment entry if it has one
or more active siblings in
use.

Access element block label contains unacceptable characters

Typel/Severity| Source Description Remedial Action
Serious QoS Only printable characters are | Enter valid characters for the
allowed. access element block label.

Access element block label length outside of acceptable limits

Type/Severity Source Description Remedial Action
Serious QoS The maximum length for | Enter a smaller access
the access element block | element block label.
name is 16.

Access element cluster count ( cluster count ) exceeds limit
( cluster limit)

Typel/Severity Source Description Remedial Action
Serious QoS The cluster limit of the Check the documentation for
access element depends on | the maximum number of
the target hardware access elements allowed.
platform.
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QoS warning messages

Access element cluster is referenced (addition prohibited)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The access-list can not be
modified if it is currently
referenced (assigned).

Remove the referee before
requesting any
modifications.

Access element cluster is referenced (deletion prohibited)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Access element can not be
removed if it is currently
referenced.

Remove the conflicting
element first.

Access element name contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed.

Enter valid characters for the
access element's label.

Access element name length outside of acceptable limits

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for the
access element name is 16.

Enter a smaller access
element label.
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QoS messages

Access element name not acceptable - reserved

Typel/Severity Source Description Remedial Action

Serious QoS The label is reserved in the | Enter a different label.
system.

Attempt to create an element that already exists (prohibited)

Typel/Severity | Source Description Remedial Action
Serious QoS An entry with the same Remove the existing entry if
characteristics already necessary.
exists in the system.

Attempt to delete modify non-existing element (prohibited)

Typel/Severity | Source Description Remedial Action
Serious QoS You cannot remove or If this is a modification
modify an inexistent attempt create a new
element. element.

Attempt to manipulate system-owned interface (prohibited)

Type/Severity Source Description Remedial Action
Serious QoS Modification of the system- | Enter a different interface
owned interfaces is index.
prohibited.
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QoS warning messages

Attempt to manipulate user policy data rejected (disabled)

Typel/Severity Source Description Remedial Action

Serious QoS All user based policy data Enable the UPB
modifications are prohibited when support.
the UBP support is disabled.

Base action entry referenced by clfr block (deletion prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS Cannot delete a base action | Remove the classifier block
if it's referenced by a first.
classifier block.

Base action entry referenced by meter (deletion prohibited)

Type/Severity| Source Description Remedial Action

Serious QoS Cannot delete a base action | Remove the meter first.
if it's referenced in a meter.

Base action entry referenced by policy (deletion prohibited)

Type/Severity| Source Description Remedial Action

Serious QoS Cannot delete a base action | Remove the policy first.
if it's referenced by a policy.
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QoS messages

Base action modification prohibited due to action usage

Typel/Severity Source Description Remedial Action
Serious QoS Cannot modify a base Remove the QoS entries that
action if it's in use. are using the base action
first.

Base action extension identifier invalid

Typel/Severity Source Description Remedial Action

Serious QoS The specified base action Enter a valid base action
extension identifier is invalid | extension identifier.

Buffer configuration inconsistency detected (local buffer conf stack
buffer conf)

Type/Severity Source Description Remedial Action
Serious QoS The buffering configuration | Try again later, resetthe QoS
is not the same on all units | agent or reset the unit.
in stack.

Classifier block component set ID out-of-range ( clfr comp set ID )

Typel/Severity Source Description Remedial Action
Serious QoS Set ID must be between 1 Enter a valid classifier block
and 55000. component setlD.
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QoS warning messages

Classifier block number out-of-range ( block# )

Typel/Severity Source Description Remedial Action
Serious QoS Classifier block number Enter a valid classifier block
must be between 1 and number.
55000.

Classifier block precedence value not supported

Typel/Severity| Source Description Remedial Action
Serious QoS Classifier block precedence | Check documentation and use
range depends on the a valid classifier block
platform. precedence or ignore option.

Classifier component set ID out-of-range ( clfsr comp set ID )

Type/Severity Source Description Remedial Action
Serious QoS Set ID must be between 1 | Specify a valid set ID.
and 55000.

Classifier conflict (duplicate clfr data in block) detected

Type/Severity Source Description Remedial Action
Serious QoS A classifier with the same | Remove the existing classifier
characteristics already or use a different block.
exists in the specified
block.
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QoS messages

Classifier content incompatible with target interface(s)

Type/Severity | Source Description Remedial Action
Serious QoS The classifier element Change the classifier content
options not supported by the | and try again or change the
specified interface(s). interface(s).

Classifier set block reference out-of-range ( clfr setblock# )

Typel/Severity| Source Description Remedial Action

Serious QoS Classifier set/block id must Enter a valid classifier set/
be between 1 and 55000. block id.

Classifier type unknown

Type/Severity | Source Description Remedial Action
Serious QoS The valid classifier types are | Specify a valid classifier
individual and block. type.

Clfr content (system) incompatible with target interface(s)

Type/Severity| Source Description Remedial Action
Serious QoS The system classifier Change the system classifier
element options not content and try again or
supported by the specified change the interface(s).
interface(s).
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QoS warning messages

Composite filter set addition failure data consistency issue

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected
inconsistent data; Following
are the possible reasons:
Filter set duplication,
Conflicting MAC data (the
same filter set cannot be
added with or without MAC
data).

Check the parameters, and
resolve if any possible invalid
values.

Composite filter set addition failure data invalid

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected invalid
data; Following are the
possible reasons: Source
MAC address and mask
length with different values,
Seed name must be
specified, and within the
limited length, Clone name
must be specified, and
within the limited length
(0-16).

Check the parameters and
resolve if any possible invalid
values.

Composite filter set addition failure resources unavailable

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to add any more
members to the specified
filter set as the resources
are unavailable.

Check for and remove the
resources that are not
needed.
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QoS messages

Composite filter set creation failure MAC data not allowed

Type/Severity| Source Description Remedial Action

Serious QoS MAC data is not allowed in Remove the MAC data filter or
the base composite filter set. | classifier.

Composite filter set creation failure data invalid

Typel/Severity | Source Description Remedial Action
Serious QoS The system detected invalid | Check the parameters, and
data; Following are the resolve if any possible invalid

possible reasons: Source values.
MAC address and mask
length with different values,
Seed name must be
specified; and within the
limited length, Clone name
must be specified, and within
the limited length.

Composite filter set deletion failure base set target invalid

Type/Severity Source Description Remedial Action

Serious QoS The base composite filter | Remove the filter set

set is on target. The base | dependencies if any before
composite filter set can not | deleting the base filter set.
be deleted without
destroying the entire
composite filter set.
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QoS warning messages

Composite filter set deletion failure data invalid

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected invalid
data; Following are the
possible reasons: Source
MAC address and mask
length with different values,
Seed name must be
specified and within the
limited length, Clone name
must be specified and within
the limited length (0-16).

Check the parameters and
resolve, if any possible
invalid values.

Composite filter set destruction failure data invalid

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected invalid
data detected; Following is
the possible reason: The
Clone name must be
specified and within the
limited length (0-16).

Check the parameters and
resolve, if any possible invalid
values.

Composite filter set membership limits exceeded

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum number of
composite members in a
filter set is 16.

Enter at the most 16
composite members in a filter
set.
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QoS messages

Conflicting action sources detected

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Multiple actions specified
from different sources (via
policy match action, policy
meter or classifier block) A
combination of sources if
prohibited.

Remove conflicts by using a
single action source.

Conflicting master block member information detected

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Multiple master blocks
detected.

Enter a single master block.

Conflicting policy role policy interface index data detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Both role and interface index
were specified.

Enter either a role or an
interface index.

CoS shaping not supported with specified interface

unable to support the CoS
shaping.

Type/ Source Description Remedial Action
Severity
Serious QoS The specified interface is Enter a different interface.
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QoS warning messages

Count action entry referenced by meter (deletion prohibited)

Typel Source Description Remedial Action
Severity
Serious QoS Cannot delete a count action | Remove the meter first.
entry if it's referenced by a
meter.

Count action entry referenced by policy (deletion prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS Cannot delete a count Remove the policy first.
action if it's referenced by a
policy.

DAPP resources not available (unit unit# )

Typel/Severity | Source Description Remedial Action

Serious QoS Some of the resources Check for and remove
required are not available on | unneeded resources.
all the interfaces.

DAPP with statistics tracking in use (QoS disable prohibited)

Type/Severity Source Description Remedial Action
Serious QoS Cannot disable the QoS Disable DAAP or change it;s
system if DAAP with enabled state before
tracking statistics is enable. | disabling QoS.
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QoS messages

Default ifc assignment failure port# port(s) ifc QoS-disabled

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to set the specified
port to it's default state.

Reset the QoS agent or reset
the unit.

Destination MAC address and mask values out-of-sync

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The destination MAC
address and mask do not
correspond (at least one
address bit not included in
mask is set).

Modify the destination MAC
address or mask.

Different classifier component masks keys in block detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Examines classifier criteria
to determine whether the
specified data is supported
in the context of the target
interface(s).

Use a compatible interface
or change the conflicting
filter criteria.

DSCP remarking not supported for IPv6 (green action)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Match action (green)
containing DSCP remarking
cannot be used on a filter
with lpv6 fields.

Enter a different match action
or a different classifier.
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QoS warning messages

DSCP remarking not supported for IPv6 (in-profile action)

Typel/Severity | Source Description Remedial Action
Serious QoS In-profile action containing | Enter a different in-profile
DSCP remarking cannot be | action or a different
used on a filter with Ipv6 classifier.
fields.

DSCP remarking not supported for IPv6 (match action)

Typel/Severity Source Description Remedial Action

Serious QoS Match action containing Enter a different match action
DSCP remarking cannot be | or a different classifier.

used on a filter with Ipv6
fields.

DSCP remarking not supported for IPv6 (non-match action)

Type/Severity Source Description Remedial Action

Serious QoS Non-match action Enter a different non-match
containing DSCP remarking | action or a different

cannot be used on a filter classifier.

with Ipv6 fields.

DSCP remarking not supported for IPv6 (out-of-profile action)

TypelSeverity | Source Description Remedial Action

Serious QoS Out-of-profile action Enter a different out-of-profile
containing DSCP remarking | action or a different

cannot be used on a filter classifier.

with Ipv6 fields.
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QoS messages

DSCP remarking not supported for IPv6 (red action)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Match action (red) containing
DSCP remarking cannot be
used on a filter with Ipv6
fields.

Enter a different match action
or a different classifier.

DSCP remarking not supported for IPv6 (yellow action)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Match action (yellow)
containing DSCP remarking
cannot be used on a filter with
Ipv6 fields.

Enter a different match action
or a different classifier.

Dst IP addr matching not supported with IP addr type data

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Filters with pattern matching
(Dst IP) cannot be used with
data of the IP address type .

Separate the conflicting
elements into multiple filters.

Dst Layer 4 port min max values invalid (max must be = to min)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum destination
port must be bigger than
the minimum destination
port.

Correct destination port range
limits.
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QoS warning messages

Dst MAC addr matching not supported with address type data

Typel/Severity | Source Description Remedial Action

Serious QoS Destination MAC address Separate the conflicting
matching and the address | elements into multiple filters.
type matching is prohibited
in the same classifier
element.

Duplicate access asgn name type index detected (prohibited)

Typel/Severity| Source Description Remedial Action
Serious QoS Multiple entries with the Enter a different name, type,
same name, type, or index | index compared to the ones
are prohibited. already installed in the
system.

Duplicate classifier class values in set detected

Type/Severity| Source Description Remedial Action
Serious QoS A classifier with the same Remove the existing classifier
class already exists in the or use a different set-id.
specified set-id.

Duplicate set values in block detected

Type/Severity Source Description Remedial Action
Serious QoS The specified set value Enter a different set value or
already exists in classifier | remove the existing one.
block.
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QoS messages

Egress interface and egress mask are mutually exclusive

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Invalid egress mask.

Enter both options (egress
unicast and egress non-
unicast) with the same port.

Element enable prohibited. Please delete and re-enter data

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Request rejected as no
underlying policies are
configured.

Delete and re-enter valid
data.

Element label contains unacceptable characters

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only printable characters are
allowed

Enter valid characters for the
access element's label.

Element label length outside of acceptable limits (max 16 chars)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum length for QoS
labels if 16 characters.

Enter a smaller label in order
for it to be accepted by the
system.
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QoS warning messages

Evaluation precedence conflict (Traffic Prof filter set data)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system detected a
Precedence conflict -
multiple entries cannot
occupy the same
precedence on the same
port.

Check for the available
precedence, and remove the
resources that are not
needed if any.

Evaluation precedence conflict detected (UBP filter set data)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to make the required
changes.

Check the availability of
resources on the specified
port or use a different
interface index.

Evaluation precedence value required but not specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

A precedence must be
assigned to the access
classifier (similar to the
policy), else it cannot be
installed on the interface.

Enter a specific or the next
available precedence.

FCoE redirection default frame filter deletion failure detected

Type/Severity

Source

Description

Remedial Action

Serious

FCoE Redirect

Unable to delete
installed FCoE
Redirect policy data.

Toggle feature enable
and retry.
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QoS messages

FCoE redirection default frame filter installation failure detected

Typel/Severity

Source

Description

Remedial Action

Serious

FCoE Redirect

Unable to install
required FCoE

Toggle feature enable
and retry.

Redirect policy data.

FCoE redirection - egress interface issue detected (iflndex %d)

Parameters

Typel/Severity

Source

Description

Remedial Action

Iflndex

Serious

FCoE Redirect

Issue detected
with interface
used with FCoE
Redirect.

identified
interface.

Check status of

FCoE redirection - egress trunk issue detected (trunk ID %d)

Parameters

Type/Severity

Source

Description

Remedial Action

Trunk ID

Serious

FCoE Redirect

Issue detected
with trunk used
with FCoE
Redirect.

Check status of
identified trunk.

Filter control block resources exhausted

278

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Not enough resources to
create the specified filter
control block.

Check for and remove
unneeded resources.
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QoS warning messages

Filter creation issue detected - in-profile action component

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting in-
profile action component.

Identify and remove the
conflicting component(s).

Filter creation issue detected - match action component

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting
match action component.

Identify and remove the
conflicting component(s).

Filter creation issue detected - metering component

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting
meter component.

Identify and remove the
conflicting component(s).

Filter creation issue detected - non-match action component

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to create filter
because of a conflicting non-
match action component.

Identify and remove the
conflicting component(s).
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QoS messages

Filter creation issue detected - out-of-profile action component

Typel Source Description Remedial Action
Severity
Serious QoS Unable to create filter Identify and remove the

because of a conflicting out- | conflicting component(s).
of-profile action component.

Filter manager memory resources exhausted

Typel/Severity | Source Description Remedial Action
Serious QoS Not enough resources or Check for and remove the
inconsistent memory. unneeded resources.

Filter manager metering or policy rule space exhausted

Type/Severity Source Description Remedial Action

Serious QoS There is no more space Check for and remove
available for rule allocation. | unneeded resources.

Filter manager metering resources exhausted

Type/Severity| Source Description Remedial Action
Serious QoS The filter manager meter Check for and remove
support reached it's limit. unneeded meters.
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QoS warning messages

Filter manager statistics tracking resources exhausted

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The statistics tracking/
counter table is full.

Check for and remove
unneeded statistics related
entries.

Filter set requirements incompatible with target interface

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The requirements are not
compatible with the target
interface.

Enter a different interface or a
compatible set of
requirements.

First TrTCM Meter Index must be in range 1-5000

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum valid index
for the first TrTCM meter is
5000

Specify a valid index.

Flow ID filtering not supported for IPv4

IPV6.

Type/ Source Description Remedial Action
Severity
Serious QoS Flow ID is supported only for | Enter a Ipv6 address or

specify the address type
(must be Ipv6).
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QoS messages

Flow ID out-of-range ( Flow ID )

Typel/Severity Source Description Remedial Action

Serious QoS Invalid flow ID specified. Enter a flow ID between
0x00-0xfffff (1048575).

In-profile action contains conflicting data

Typel/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified in-profile action, separate them into different
conflicting data detected. in-profile actions.

Ifc app modification issue (inconsistent default gateway data)

Type/Severity Source Description Remedial Action
Serious QoS Modification is prohibited as | Remove the entry and add a
an inconsistent default new one with the modified
gateway data is detected. | default gateway value.

Ifc app modification issue (inconsistent DHCP server data)

Typel/Severity | Source Description Remedial Action
Serious QoS Modification is not allowed | Remove the entry and add a
as the system detected new one to the modified
inconsistent DHCP server DHCP server.
data.
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QoS warning messages

Ifc app modification issue (inconsistent ifType data)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Modification is not allowed
as an inconsistent interface
type data is detected.

Remove the entry and add a
new one with the modified
interface type data.

Ifc app support not currently available on interface ( ifc#)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Interface application support
is not available on the
specified interface as it is
incompatible or disabled.

Enter a different interface
index.

Ifc assignment issue - prec conflict (policy policy# disabled)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The interface assignment
change needs to install a
policy on a precedence that
is already occupied by a
different one, as a result the
conflicting policy was
disabled.

Analyze the conflict and
choose an appropriate
solution (the interface
assignment or the policy).

Inadequate resources available for application policy criteria

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The resources potentially
consumed by a legacy filter
set are not available on the
specified interface (on the
base or the non-base unit).

Check log for the possible
related details on the issue.
Check the available
resources.
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Incompatible base action extension specified

Typel/Severity Source Description Remedial Action

Serious QoS The storage types are not | Check the documentation if
compatible. For example necessary and use

only system-level entries compatible entries.

can reference other system-
level entries.

Incompatible classifier reference (agent-defined clfr)

Typel/Severity | Source Description Remedial Action
Serious QoS It's forbidden to reference an | Create a similar user defined
system/agent defined classifier element.
classifier element.

Incompatible in-profile action (trusted ifc)

Type/Severity Source Description Remedial Action

Serious QoS The specified in-profile Enter a different in-profile
action is not supported on | action or change interface
the associated interface group assignment.

type (trusted).

Incompatible in-profile action (unrestricted ifc)

Type/Severity Source Description Remedial Action

Serious QoS The specified in-profile Enter a different in-profile
action is not supported on | action or change interface
the associated interface group assignment.

type (unrestricted).
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QoS warning messages

Incompatible in-profile action (untrusted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified in-profile
action is not supported on
the associated interface
type (untrusted).

Enter a different in-profile
action or change interface
group assignment.

Incompatible match action (unrestricted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action is not
supported on the associated
interface type (unrestricted).

Enter a different action or
change interface group
assignment.

Incompatible match action (untrusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action is not
supported on the
associated interface type
(untrusted).

Enter a different action or
change interface group
assignment.

Incompatible non-match action (unrestricted ifc)

action is not supported on the
associated interface type
(unrestricted).

Type/ Source Description Remedial Action
Severity
Serious QoS The specified non-match Enter a different non-match

action or change interface
group assignment.
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QoS messages

Incompatible non-match action (trusted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified non-match
action is not supported on
the associated interface
type (trusted)

Enter a different non-match
action or change interface
group assignment.

Incompatible non-match action (unrestricted ifc)

action is not supported on the
associated interface type
(unrestricted).

Typel Source Description Remedial Action
Severity
Serious QoS The specified non-match Enter a different non-match

action or change interface
group assignment.

Incompatible non-match action (untrusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified non-match
action is not supported on
the associated interface
type (untrusted).

Enter a different non-match
action or change interface
group assignment.

Incompatible out-of-profile action (trusted ifc)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on
the associated interface
type (trusted).

Enter a different out-of-profile
action or change interface
group assignment.
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QoS warning messages

Incompatible out-of-profile action (unrestricted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on
the associated interface
type (unrestricted).

Enter a different out-of-profile
action or change interface
group assignment.

Incompatible out-of-profile action (untrusted ifc)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified out-of-profile
action is not supported on the
associated interface type
(untrusted).

Enter a different out-of-profile
action or change interface
group assignment.

Incompatible StorageType specified (re classifier)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The policy and classifier
have incompatible storage

system-level entries can
reference other system-
level entries.

types. As a general rule only

Enter a compatible classifier
or create a new one.

Inconsistent action criteria detected across block members

block entry must be
consistent. For instance you
cannot specify an action and

Type/ Source Description Remedial Action
Severity
Serious QoS The action options within a Enter only an action or a meter

across block.
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Typel Source Description Remedial Action
Severity

a meter for a block in the
same time.

Inconsistent labels detected for members of same block

Typel/Severity Source Description Remedial Action

Serious QoS The members of the same | Enter the same label for all
classifier-block must have | members.
the same label.

Inconsistent labels detected for members of same set

Typel/Severity Source Description Remedial Action
Serious QoS Entries of the same set Enter the same labels for all
must have the same members in the set or
labels. separate the conflicting
components into multiple
sets.

Inconsistent MAC data detected across filter set members

Typel/Severity| Source Description Remedial Action
Serious QoS Inconsistent MAC data Check for and remove the
detected across the filter possible MAC data conflicts.

sets; Following are the
possible reasons: Different
users are on the same
interface with different MAC
data length, Different users
on the same interface with
the same MAC data source.
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QoS warning messages

Inconsistent metering criteria detected across block members

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Invalid metering option
specified. QPA internal
error.

Enter a valid meter or ignore
option.

Inner VLAN ID filtering requires double tag

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Inner VLAN ID is used in
double tagged packets.

Remove inner VLAN ID
option or specify double
tagged mode.

Inner VLAN ID min max values invalid ( min VLAN ID ! max VLAN

D)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Max inner VLAN ID value
must be bigger that min
value.

Correct inner VLAN ID range
limits.

Insufficient HW resources to support port role association

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Not all the resources
required for the interface
assignment change are
available.

Check for conflicts and
remove the un-needed
resources if any.
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QoS messages

Insufficient policy space available to support access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Not enough resources to
support the policy
installation on base or non-
base unit.

Check the policy resource
availability and try to remove
any resources that are not
needed.

Insufficient resources available to support policy installation

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Not all the resources
required for the policy are
available on the base or
non-base unit(s).

Modify either the interfaces
or the demanding
resources.

Interface action entry referenced by base action

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot modify or delete an
interface action if it is
referenced by a base
action.

Remove the base action
first.

Interface Application data in use (QoS disable prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot disable the QoS
system if there are Interface
Applications in use.

Disable all the Interface
Applications before disabling
QoS.
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QoS warning messages

Interface application Undo failure (app app# )

Typel/Severity Source Description Remedial Action
Serious QoS Unable to perform the Check log for related details
“Undo” action due to the the | on the issue. Try again later,
specified interface reset the QoS agent, or reset
application. the stack.

Interface assignment failure - precedence conflict detected

Typel/Severity | Source Description Remedial Action
Serious QoS The interface assignment Remove or disable if possible
change needs to install a the conflicting policy.

policy on a precedence
already occupied by a
different one.

Interface capabilities incompatible with policy data

Type/Severity Source Description Remedial Action
Serious QoS The policy and the Enter either a compatible
specified interface have interface or adapt the policy to
different version match the required interface.
capabilities.

Interface resources inadequate to support application enable

Type/Severity | Source Description Remedial Action
Serious QoS The resources required for | Check log for related details
interface application support| on the issue, or use a different
are not available on the interface.
specified interface.
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QoS messages

Interface shaping and CoS shaping conflict (same ifc specified)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Interface shaping and CoS
shaping can not be applied
to the same interface at the
same time.

Enter different interfaces for
the two shaping types.

Interface shaping and queue shaping conflict (same ifc specified)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Both Interface and queue
shaping can not be applied
to the one interface at the
same time.

Enter different interfaces for
the two shaping types.

Interface shaping not supported with specified interface

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified interface is
unable to support the
shaping.

Enter a different interface.

Interfaces QoS-disabled ( port# on unit# ) - restoration issue

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to disable the Policy/
Interface.

Check for the conflicting
entries, try again later, reset
the QoS agent or reset the
unit.
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QoS warning messages

Invalid 802.1p user priority value specified ( priority value )

Typel/Severity Source Description Remedial Action
Serious QoS The only valid user priorities | Specify a valid user priority.
values are between 0 and
7.

Invalid access element type option specified

Typel/Severity Source Description Remedial Action

Serious QoS There are 4 supported Remove the classifier block
access element types: ACL, | first.

APP, MMC, and UDC;
Check through the
documentation for further
clarifications on the issue.

Invalid access assignment type option specified

Type/Severity Source Description Remedial Action
Serious QoS The access assignment Check the documentation and
type option specified is use a supported access
invalid. assignment type.

Invalid classifier reference

Type/Severity Source Description Remedial Action
Serious QoS The only valid classifiers | Specify a valid classifier type.
type are: ip, 12 and
system.
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QoS messages

Invalid classifier reference (unknown incompatible set)

Typel/Severity Source Description Remedial Action
Serious QoS The referenced classifier Enter an existing classifier
set must exist prior to being | set or create a new one.
used.

Invalid classifier reference (unknown instance)

Typel/Severity Source Description

Remedial Action

Serious QoS The referenced classifier
element (ip, 12 or system)
must exist prior to being
used.

Enter an existing classifier
element or create a new
one.

Interface data out-of-sync in Policy and User Policy entries

Type/Severity | Source Description

Remedial Action

Serious QoS The interface data
associated with the policy
and the session must be the
same.

Specify the same interface
data.

Invalid DAPP state transition detected (prohibited)

TypelSeverity | Source Description

Remedial Action

Serious QoS Can only move between
disabled and enabled, not
between different enable
modes.

Disable DAPP before
changing the enabled state.
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QoS warning messages

Invalid destination MAC address length specified

Typel/Severity| Source Description Remedial Action

Serious QoS Destination MAC address Specify a valid MAC address.
length is bigger than 6.

Invalid destination MAC address mask length specified

Typel/Severity Source Description Remedial Action
Serious QoS Destination MAC address | Specify a valid MAC address
mask length is bigger than | mask.
6.

Invalid DSCP value specified ( DSCP value )

Type/Severity Source Description Remedial Action
Serious QoS The valid DSCP values are | Enter a valid DSCP value in
between 0 and 63. the range specified.

Invalid drop precedence value specified ( precedence )

Type/Severity Source Description Remedial Action

Serious QoS Valid drop precedence Specify a valid drop
values are low and high. precedence value.
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QoS messages

Invalid egress interface specified ( ifc#)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index does
not exist.

Check the platform's/stack's
port range and use a valid
interface index.

Invalid egress interface type specified (<ifc type>)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Interface can not be
associated with action
specifications(prohibited).

Enter a different port.

Invalid egress mask value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The egress mask must be
either null or 64 in length.

Specify a valid egress
mask.

Invalid EtherType value specified ( Ether Type 0xXXXX)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

EtherType must be between
0x0-OxFFFF.

Specify an EtherType value
between 0x0-OxFFFF.

296 Logs Reference

Comments? infodev@avaya.com

November 2013



mailto:infodev@avaya.com?subject=Logs Reference

QoS warning messages

Invalid expired session data specified

Typel/Severity | Source Description Remedial Action
Serious QoS The session data provided | Specify a current session
does not exist or has data.
expired.

Invalid filter set priority value detected

Typel/Severity| Source Description Remedial Action
Serious QoS The filter set priority must be | Check the log for related
within 1 to 255. details on the issue. Try again

later, reset the QoS agent, or
reset the stack

Invalid track statistics value specified

Type/Severity Source Description Remedial Action
Serious QoS The only valid tracking Assign a valid tracking
statistics values are statistics value.
disabled, individual and
aggregate.

Invalid interface found in egress mask ( egrees mask bit# )

Type/Severity Source Description Remedial Action
Serious QoS The Interface doesn't exist | Enter a different interface/
or is not supported. port number.
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QoS messages

Invalid interface index data specified ( ifc# )

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index not in
range (1-1024).

Check unit/stack limitations.

Invalid interface index data specified ( ifc index )

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The interface index does not
exist.

Check the port range of the
platform or stack, and use a
valid interface index.

Invalid interface index data (system-owned) specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Only system-owned policies
can reference system-
owned interfaces.

Enter an interface that is not
system-owned.

Invalid IP destination address prefix detected

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified destination
address prefix exceeds the
maximum allowed for ipv4
addresses (32).

Enter the correct prefix.
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QoS warning messages

Invalid IP source address prefix detected

Typel/Severity | Source Description Remedial Action

Serious QoS The specified source Enter the correct prefix.
address prefix exceeds the
maximum allowed for ipv4
addresses (32).

Invalid maximum inner VLAN ID value specified ( VLAN ID )

Typel/Severity | Source Description Remedial Action
Serious QoS The maximum inner VLAN | Specify a valid VLAN ID
ID is 4094 . value.

Invalid minimum inner VLAN ID value specified ( VLAN ID )

Type/Severity Source Description Remedial Action
Serious QoS The inner VLAN ID must | Enteran VLAN ID greater than
be greater than 1. 1.

Invalid maximum VLAN ID value specified ( VLAN ID )

Type/Severity Source Description Remedial Action

Serious QoS The maximum VLAN ID is | Specify a valid VLAN ID
4094. value.
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QoS messages

Invalid metering data (bucket size) specified for interface(s)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The current metering
bucket size is not
supported on the current
interface.

Change the target interface or
modify the metering bucket
size.

Invalid metering data (granularity) specified for interface(s)

supported on the current
interface.

Typel Source Description Remedial Action
Severity
Serious QoS The metering granularity is not

Change the target interface
or modify the metering
granularity.

Invalid metering data (rate) specified for interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The metering rate is not
supported on the current
interface.

Change the target interface or
modify the metering rate.

Invalid metering data (srTCM trTCM) specified for interface(s)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The metering type is not
supported on the current
interface.

Change the target interface or
modify the metering type.

300 Logs Reference

Comments? infodev@avaya.com

November 2013



mailto:infodev@avaya.com?subject=Logs Reference

QoS warning messages

Invalid minimum VLAN ID value specified ( VLAN ID )

Type/Severity| Source Description Remedial Action

Serious QoS The VLAN ID must be bigger | Enter an ID bigger than 1.
than.

Invalid mix of IP address data (Dst IP type) in set detected

Typel/Severity| Source Description Remedial Action
Serious QoS Different filter criteria can be | Separate the conflicting
specified in the same elements into multiple

classifier but they must be classifier sets.
compatible. Conflict(s)
detected when validating Dst
IP/type data.

Invalid mix of IP data (IPv4 IPv6) in set detected

Type/Severity | Source Description Remedial Action
Serious QoS Different filter criteria can be | Separate the conflicting
specified in the same elements into multiple

classifier but they must be | classifier sets.
compatible. IPv4 and Ipv6
data are mutually exclusive.

Invalid mix of IP and non-IP data in set detected

Type/Severity | Source Description Remedial Action
Serious QoS Even though different Separate the IP and non-IP
classifier element types can | pattern data in different
be specified in the same classifier sets.

classifier they must be
compatible. IP and non-IP
data are mutually exclusive.
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QoS messages

Invalid option specified for PatternlpVersion attribute

Typel/Severity Source Description Remedial Action
Serious QoS Valid PatternlpVersion are | Enter a valid version or
non-ip, ipv4, ipv6. remove option.

Invalid pattern data length (untagged format) specified

Typel/Severity Source Description Remedial Action
Serious QoS Pattern data length does not| Modify the pattern data or use
correspond with the the correct data format.
specified data format
(untagged).

Invalid pattern data string length specified

Type/Severity| Source Description Remedial Action
Serious QoS Patter data string length must| Specify a valid length.
be between 0 and 128.

Invalid pattern format data specified

Type/Severity| Source Description Remedial Action
Serious QoS Supported formats: Specify a supported format
untagged, tagged or double | data.
tagged.
November 2013
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QoS warning messages

Invalid pattern position string length specified

Type/Severity| Source Description Remedial Action

Serious QoS Patter position string length | Specify a valid length.
must be between 0 and 128.

Invalid port detected in specified port mask

Typel/Severity Source Description Remedial Action
Serious QoS An unknown/invalid portwas | Inspect the mask and remove
detected in the specified the invalid port(s).
port mask.

Invalid set drop precedence value specified

Type/Severity | Source Description Remedial Action
Serious QoS The drop precedence can Check the documentation if
have two values, low or necessary and use a valid
high. drop precedence value.

Invalid shaping data (bucket size) specified for interface(s)

Type/Severity Source Description Remedial Action
Serious QoS The shaping bucket size is| Change the target interface or
not supported on the modify the shaping bucket
current interface. size.

Logs Reference November 2013 303



QoS messages

Invalid shaping data (granularity) specified for interface(s)

Typel/Severity Source Description Remedial Action
Serious QoS The shaping granularity is | Change the target interface or
not supported on the modify the shaping
current interface. granularity.

Invalid shaping data (minimum rate granularity) specified

Typel/Severity Source Description Remedial Action
Serious QoS The minimum shaping rate | Modify the minimum shaping
granularity is invalid or not | rate granularity to a valid or
supported. supported value.

Invalid shaping data (minimum rate maximum rate) specified

Type/Severity Source Description Remedial Action
Serious QoS The limits of the shaping rate | Change the shaping rate
are not in order; the limits.

minimum rate must be
lesser than the maximum
rate.

Invalid shaping data (minimum rate) specified

Type/Severity| Source Description Remedial Action
Serious QoS The minimum shaping rate is | Change the target interface or
not supported on the current | modify the minimum shaping
interface. rate.
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QoS warning messages

Invalid shaping data (rate) specified for interface(s)

Typel/Severity Source Description Remedial Action
Serious QoS The shaping rate is not Change the target interface
supported on the current | or modify the shaping rate.
interface.

Invalid source MAC address length specified

Typel/Severity Source Description Remedial Action

Serious QoS Source MAC address Specify a valid MAC address.
length is greater than 6.

Invalid source MAC address mask length specified

Type/Severity Source Description Remedial Action
Serious QoS Source MAC address mask | Specify a valid MAC address
length is greater than 6. mask.

Invalid statistics counter identification specified

Type/Severity| Source Description Remedial Action

Serious QoS The statistics counter Enter a valid statistics tracking
identifier provided is invalid. | identifier.

Invalid statistics tracking value

Typel/Severity Source Description Remedial Action
Serious QoS Invalid policy tracking Specify a supported policy
statistics. The supported tracking statistics.
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QoS messages

Typel/Severity

Source

Description

Remedial Action

types are: individual
aggregate or disabled.

Invalid statistics type value

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The only valid statistics types
are individual and
aggregate.

Enter a valid statistics type or
ignore option.

Invalid unknown bandwidth type specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Two bandwidth types are
supported: absolute and
relative.

Enter a valid bandwidth
type.

Invalid unsupported buffering capabilities value specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The buffering capabilities
are not supported.

Check platform
documentation and use a
compatible buffering setting.

Invalid unsupported copy-to-cpu option specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The copy-to-CPU can have
two values, true or false. It's
possible that the only
supported value for the target
entry is false.

Check the documentation if
necessary and use a valid
copy-to-CPU option.
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QoS warning messages

Invalid unsupported DAPP enable value specified

Typel Source Description Remedial Action
Severity
Serious QoS DAAP can be enabled with or| Specify a valid enable value or
without status. disable DAAP.

Invalid unsupported DAPP maximum IPv4 ICMP length specified

Typel/Severity| Source Description Remedial Action
Serious QoS The maximum IPv4 ICMP Enter a valid/supported length
length must be between 0 in that range.
and 1023.

Invalid unsupported DAPP maximum IPv6 ICMP length specified

Type/Severity | Source Description Remedial Action
Serious QoS The maximum Ipv6 ICMP Enter a valid/supported
length must be between 0 length in that range.
and 16383.

Invalid unsupported DAPP minimum TCP header length specified

Type/Severity| Source Description Remedial Action
Serious QoS The minimum TCP header Enter a valid/supported length
length must be within 0 to in the specified range.
255.
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QoS messages

Invalid unsupported default gateway address length specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The default gateway address
length must be 4 (IPv4) and
16 (IPv6).

Specify a valid default
gateway address length.

Invalid unsupported default gateway address specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The default gateway
provided is not a valid
interface application IP
address.

Specify a valid IP default
gateway address.

Invalid unsupported destination IP address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Destination address is too
short/long.

Enter a proper address with
length 4 (ipv4) or 16 (ipv6).

Invalid unsupported DHCP server address length specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The DHCP server address
length must be 4 (IPv4) and
16 (IPv6).

Specify a valid DHCP server
address length.
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QoS warning messages

Invalid unsupported DHCP server address specified

Typel/Severity | Source Description Remedial Action
Serious QoS The DHCP address provided | Specify a valid IP DHCP
is not a valid interface server address.
application IP address.

Invalid unsupported interface type specified

Typel/Severity| Source Description Remedial Action

Serious QoS The valid interface types for | Enter one of the valid interface
the interface applications are | types.
access and core.

Invalid unsupported mirror frame option specified

Type/Severity | Source Description Remedial Action
Serious QoS The mirror frame option can | Check the documentation if
have two values, true or necessary and use a valid

false. It's possible that the mirror frame option.
only supported value for the
target entry is false.

Invalid unsupported NT application mode value specified

Type/Severity Source Description Remedial Action
Serious QoS The only supported The only supported AutoQoS
AutoQoS modes are modes are disabled, pure
disabled, pure and mixed. | and mixed.
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QoS messages

Invalid unsupported packet type value specified

Packet-types supported:
etherll, lic, snap.

Typel Source Description Remedial Action
Severity
Serious QoS Invalid value specified. Specify a supported packet

type.

Invalid unsupported QoS system operational mode value specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

If the current platforms
supports QoS system
disabled state then the
operational mode can be
either disabled or enabled.
Otherwise the QoS system
operational mode can only
be enabled.

Specify a supported QoS
operational mode regarding
the current platform.

Invalid unsupported queue configuration value specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set value must be
between 1 and 8.

Specify a queue set value in
the range described.

Invalid unsupported role assoc compatibility specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The supported role
association are loose and
strict.

Specify a supported/valid role
association.
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QoS warning messages

Invalid unsupported source IP address length specified

Typel/Severity Source Description Remedial Action
Serious QoS Source address is too Enter a proper address with
short/long. length 4 (ipv4) or 16 (ipv6).

Invalid unsupported Trusted processing mode value specified

Typel/Severity| Source Description Remedial Action
Serious QoS Trusted processing modes Specify a valid trusted
can be partial or full. Any processing mode.
other modes are invalid or
unsupported.

Invalid unsupported UBP support level value specified

Type/Severity Source Description Remedial Action

Serious QoS There are 4 user based Enter a valid user based policy
policies levels supported, | support.

the first one being
“disabled”.

Invalid unsupported VLAN tag value specified ( VLAN tag )

Type/Severity| Source Description Remedial Action
Serious QoS Invalid VLAN tag, it must be | Enter an appropriate VLAN
tagged, untagged or not tag (tagged, untagged or
specified (ignore). ignore).
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QoS messages

Invalid update DSCP value specified (not currently supported)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The specified update
DSCP value is currently
not supported.

Check the documentation if
necessary and use a
supported update DSCP
value.

Invalid update priority value specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The only valid update
priorities values are between
Oand?7.

Enter a valid update priority
value.

Invalid update VLAN Id specified ( VLAN Id )

Type/ Source Description Remedial Action
Severity
Serious QoS The update VLAN Id must be | Enter a valid update VLAN Id
between 1 and 4094. in that range.

Invalid user priority match selection specified ( priority value )

Type/ Source Description Remedial Action
Severity
Serious QoS The user priority value must be | Enter a valid user priority
between 0 and 7 or all. value.
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QoS warning messages

IPv4-only filter criteria mixed with IPv6 criteria

Typel/Severity | Source Description Remedial Action
Serious QoS Ipv4 and IPv6 fields detected | Separate IPv4 and Ipv6
in the same filter. options in two filters.

IP classifier entry still referenced (deletion prohibited)

Typel/Severity| Source Description Remedial Action
Serious QoS Cannot delete an ip classifier| Remove the classifier first.
element if it's referenced in a
classifier.

IP destination address and mask values out-of-sync

Type/Severity | Source Description Remedial Action

Serious QoS The destination address and | Modify the address or mask.
prefix do not correspond (at
least one address bit not
included in mask is set).

IP destination Layer 4 port maximum value out-of-range ( dest port#

Type/Severity Source Description Remedial Action

Serious QoS The maximum IP protocol | Enter a valid maximum IP

destination port value must | protocol destination port in the
be between 0 and 65535. | range specified.
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QoS messages

IP destination Layer 4 port minimum value out-of-range ( dest
port# )

Typel/Severity Source Description Remedial Action

Serious QoS The minimum IP protocol | Enter a valid minimum IP
destination port value must | protocol destination port in the
be between 0 and 65535. | range specified.

IP protocol value out-of-range ( IP protocol#)

Typel/Severity Source Description Remedial Action
Serious QoS The IP protocol must be Enter a valid IP protocol
between 0 and 255. value.

IP source address and mask values out-of-sync

Type/Severity | Source Description Remedial Action

Serious QoS The source address and Modify the address or mask.
prefix do not correspond (at
least one bit not included in
mask is set).

IP source Layer 4 port minimum value out-of-range ( src port# )

Typel/Severity Source Description Remedial Action
Serious QoS The minimum IP protocol | Enter a valid minimum IP
source port value must be | protocol source port in the
between 0 and 65535. range specified.
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QoS warning messages

IP source Layer 4 port minimum value out-of-range ( src port# )

Typel/Severity Source Description Remedial Action
Serious QoS The minimum IP protocol | Enter a valid minimum IP
source port value must be | protocol source port in the
between 0 and 65535. range specified.

Issue detected enabling/disabling DSCP Mapping Table usage (port
%d)

Parameters Typel/Severity Source Description Remedial
Action
Port number Serious QoS Agent Unable to Reset device

enable/disable | and retry.
usage of the
DSCP Mapping
table.

Issue detected setting native DSCP Mapping Table values

Typel/Severity Source Description Remedial Action

Serious QoS Agent Unable to update Reset device and
settings in the DSCP | retry.
Mapping table.

Issue with classifier component mask detected

Typel/Severity Source Description Remedial Action
Serious QoS Unable to create the Identify and separate the
classifier data mask conflicting elements into
structure form the multiple classifier blocks.
classifier data provided.
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QoS messages

Layer 2 classifier still referenced (deletion prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS Cannot delete a classifier if | Remove the classifier-
it is referenced in a block/policy first.
classifier-block or policy.

Layer 4 port filtering with IPv6 requires UDP TCP Next Header

Typel/Severity Source Description Remedial Action
Serious QoS Port filtering is supported | Specify next header: 6 for
only for TCP and UDP TCP or 17 for UDP ordrop port
protocols. filtering usage.

Layer 4 port range could not be reduced sufficiently

Type/Severity| Source Description Remedial Action

Serious QoS The port range could not be | Modify the port range.
reduce sufficiently for it's
installation to be supported.

Meter (from clfr block) usage in multiple policies prohibited

Type/Severity| Source Description Remedial Action
Serious QoS The meter specified in Specify a different meter/
classifier block is already classifier block, create a new
used by a policy. one or remove the conflicting
policy.
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QoS warning messages

Meter (from policy) usage in multiple policies prohibited

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The meter specified is
already used by a policy.

Specify a different meter,
create a new one or remove
the conflicting policy.

Meter entry referenced by clfr block (deletion prohibited)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a meter if it's
referenced in a classifier
block.

Remove the classifier block
first.

Meter entry referenced by meter (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a meter if it's
referenced by another.

Delete the other meter first.

Meter entry referenced by policy (deletion prohibited)

Type/ Source Description Remedial Action
Severity
Serious QoS Cannot delete a meter if it's | Remove the policy first.
referenced by a policy.
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QoS messages

Meter identifier out-of-range ( meter id )

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

If it is a user entry the meter
identifier must be between 1
and 55000. For a system
entry the range is
55001-65535.

Enter a valid meter identifier.

Metering not supported with DS L2 access control lists

Typel Source Description Remedial Action
Severity
Serious QoS Metering is not supported for | Enter DS/L2 classifier element
ACLs DS(IP) or L2. or drop metering option.

Mirroring (requested via action) not configured correctly

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The metering is not
configured correctly.

Inspect and correct the
necessary entries, check
documentation if necessary.

Modification of action (non-match usage) prohibited

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The action can not be
modified currently as it is
associated with a policy
and not an individual
classifier.

Remove the policy or create a
new action.
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QoS warning messages

No resources available for classifier port range checking

Typel/Severity Source Description Remedial Action
Serious QoS The resources required are | Modify either the port range
not available on all the or the demanding
ports in the specified resources.
range.

Non-match action contains conflicting data

Typel/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified non-match action, | separate them into different
conflicting data detected. non-match actions.

Non-match action not available for use with filter sets

Type/Severity Source Description Remedial Action

Serious QoS The non-match action drop | Remove the non-match
must be deferred for access | action option.

assign type NSNA, user
based policy and traffic
profile.

Non-match action support not available on certain interfaces

Type/Severity Source Description Remedial Action
Serious QoS Non-match actions can Specify a compatible interface
only be applied to certain | or drop the non-match action.
interfaces.
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QoS messages

Non-QoS interfaces may not be assigned to a role combination

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Interface type is prohibited.
For example cascade
(internal) ports should not be
associated with a
roleCombination since
classification is prohibited
on these interfaces.

Enter an interface compatible
with QoS.

Non-supported action option (green action) specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage
type is not compatible with
the action criteria type
specified (green action).

Enter a compatible action.

Non-supported action option (in-profile action) specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to validate the in-
profile action that is
associated. Certain actions
may be required or
forbidden.

Check documentation and
use a valid in-profile action.

Non-supported action option (match action) specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to validate the match
action that is associated.
Certain actions may be
required or forbidden.

Check documentation and
use a valid match action.
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QoS warning messages

Non-supported action option (out-of-profile action) specified

Typel/Severity | Source Description Remedial Action
Serious QoS Failed to validate the out-of- | Check documentation and
profile action that is use a valid out-of-profile

associated. Certain actions | action.
may be required or
forbidden.

Non-supported action option (policy non-match action) specified

Typel/Severity | Source Description Remedial Action
Serious QoS Failed to validate the non- Check documentation and
match action that is use a valid non-match

associated. Certain actions | action.
may be required or
forbidden.

Non-supported action option (red action) specified

Type/Severity| Source Description Remedial Action

Serious QoS Action criteria or storage type | Enter a compatible action.
is not compatible with the
action criteria type specified
(red action).

Non-supported action option (yellow action) specified

Type/Severity | Source Description Remedial Action

Serious QoS Action criteria or storage Enter a compatible action.
type is not compatible with
the action criteria type
specified (yellow action).
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QoS messages

NT application mode enable failure - inadequate resources

Typel/Severity Source Description Remedial Action
Serious QoS The required resources for | Check for and remove
AutoQos to become enable | unneeded resources and try
are not available. again.

Non-unique precedence order value detected (prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS There is already an Enter a different precedence/
existing mask on the interface or remove the

specified precedence on | conflicting mask.
the current interface.

Non-volatile QoS data discarded during restoration

Type/Severity Source Description Remedial Action
Serious QoS Certain QoS data was Check the QoS data and
discarded (possible complete it manually.
because of an upgrade).

Non-volatile storage commit delay too large

Type/Severity Source Description Remedial Action
Serious QoS The maximum non-volatile | Enter a smaller commit delay
storage commit delay is value.
604800.
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QoS warning messages

Only one frame type supported per classifier

Type/Severity| Source Description Remedial Action
Serious QoS The maximum frame types | Separate the frame types into
supported in a classifier is multiple system classifiers.
one.

Out-of-profile action contains conflicting data

Typel/Severity Source Description Remedial Action
Serious QoS Unable to install the Identify conflicts and
specified out-of-profile separate them into different
action, conflicting data out-of-profile actions.
detected.

Out-of-range CoS index value ( COS index value )

Typel/Severity | Source Description Remedial Action
Serious QoS The valid CoS index range is | Enter a CoS index value
Oto7. within the specified valid
range.

Out-of-range queue index value ( queue index ) for in-use queue set

Type/Severity Source Description Remedial Action
Serious QoS The queue set must be Check the agent default
between 1 and the runtime | queue set and modify the
default queue set. value accordingly.
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QoS messages

Out-of-range queue index value ( queue index ) for pending queue

set

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The queue set must be
between 1 and the runtime
default queue set.

Check the agent default
queue set and modify your
value accordingly.

Packet redirection support limited by target interfaces

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Target interfaces are
version 2 (Currently, all
version 2 interfaces
support redirection for all
packet types or none) and
do not support redirection
for non-unicast packets.

Enter a different interface/port
number.

Pattern matching data in excess of bytes# bytes specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum pattern data
length is 16 for 45XX and 32
for the rest of the platforms.

Separate the pattern matching
data into multiple system
classifiers so it fits the
maximum length specified.

Pattern matching (Dst IP) not supported with IP addr type data

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

System classifiers with
pattern matching (Dst IP)
cannot be used with IP
address type data.

Separate the conflicting
elements into multiple
classifier sets.
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QoS warning messages

Pattern matching (Dst MAC) not supported with address type data

Typel/Severity | Source Description Remedial Action

Serious QoS System classifiers with Separate the conflicting
pattern matching (Dst MAC) | elements into multiple
cannot be used with address | classifier sets.

type data.

Pattern matching (IP) not supported with non-IP addr type data

Typel/Severity Source Description Remedial Action
Serious QoS IP pattern matching (ipv4 | Remove IP patter matching
or ipv6) used with or non-IP type data from the

UnknownNonlpMcast,Non | system classifier.
IpMcast or NonlpPkt
option.

Pattern matching not supported with other classification data

Type/Severity | Source Description Remedial Action

Serious QoS System classifiers with Separate the conflicting
pattern matching can only be | elements into multiple
used with default ip or/and 12 | classifier sets.
classifiers in the same
classifier set.

Pattern modifier data specified without actual pattern data

Type/Severity Source Description Remedial Action

Serious QoS Pattern-related attributes | Remove pattern-related
have been set but pattern | attributes or specify patter

data is not specified. data to avoid confusion.
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QoS messages

Pattern position and data strings must be same length

Typel/Severity| Source Description Remedial Action
Serious QoS Different lengths detected: Use pattern position and data
pattern position and data strings of the same length.
strings.

Policies with session data must be port-based

Typel/Severity| Source Description Remedial Action
Serious QoS Session policies must be Modify the user policy entry or
port-based. remove the session data.

Policy action out-of-range ( action#)

Type/Severity | Source Description Remedial Action

Serious QoS If this is a user policy the Specify a valid action id.
action id must be between 1
and 55000. For a system
entry the range is
55001-65535.

Policy content incompatible with target interface(s)

Type/Severity Source Description Remedial Action

Serious QoS The classifier(s) filter Enter a different interface or
options used in the policy | adapt classifier/policy.

are not compatible with the
target interface.

326 Logs Reference November 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

QoS warning messages

Policy mask availability issue (space exhausted)

Typel/Severity Source Description Remedial Action
Serious QoS Unable to find next available | Check for and remove
mask precedence for the unneeded resources on that
specified port. port.

Policy modification support limited

Typel/Severity | Source Description Remedial Action
Serious QoS Policies under system To change a different option
control can be deleted but remove policy and create a
not modified. For user new one.

policies only certain
modification are supported
(if-group, port, name).

Policy non-match action out-of-range ( non-match action# )

Typel/Severity | Source Description Remedial Action

Serious QoS If this is a user policy the Specify a valid nhon-match
non-match action id must be | action id.

between 1 and 55000. For a
system entry the range is
55001-65535.

Policy precedence value out-of-range for target interface(s)

Type/ Source Description Remedial Action
Severity
Serious QoS Precedence limits differ based | Enter a precedence
on the underlying hardware compatible with the hardware
support. limits for the specified
interface or use a different
one.
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QoS messages

Policy requirements exceed available resources (slot slot# )

Typel/Severity Source Description Remedial Action

Serious QoS Not all the resources Modify either the interfaces or
required for the policy are | the demanding resources.
available on the base or
non-base unit(s).

Policy statistics index out-of-range ( stats index)

Typel/Severity| Source Description Remedial Action
Serious QoS Invalid policy tracking Specify a supported policy
statistics. The supported tracking statistics.

types are: individual
aggregate or disabled.

Policy precedence conflict detected with non-QoS application

Type/Severity Source Description Remedial Action

Serious QoS A non-QoS application is | Enter a different precedence.
already using the
precedence specified.

Policy with this filtering values is already installed on this
precedence

Typel/Severity | Source Description Remedial Action
Serious QoS An identical policy detected | Enter the existing policy.
on the same precedence and
port.
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QoS warning messages

Post-join ACL installation issue detected (ifc ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS ACL installation failed after | Try again or check the stack
a join stack event. health. Further conclusions

are drawn as this message
appears either on base, non-
base, all or some units in
stack.

Post-join filter set installation issue detected (ifc ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS Filter set installation failed | Try again or check the stack
after a join stack event. health. Further conclusions

are drawn as this message
appears either on base, non-
base, all or some of the units
in stack.

Post-join traffic-profile installation issue detected (ifc ifc#)

Type/Severity Source Description Remedial Action
Serious QoS Traffic-profile installation Try again or check the stack
failed after a join stack health. Further conclusions
event. are drawn as this message

appears either on base, non-
base, all or some of the units
in stack.
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QoS messages

Potential inconsistent access asgn state (Undo fail) detected

Typel/Severity| Source Description Remedial Action
Serious QoS Inconsistent access assign | Try again later, reset the QoS
state detected on the non agent, reset the unit or check
base unit. the stack health.

Potential inconsistent ifc assignment state (Undo fail) detected

Typel/Severity| Source Description Remedial Action

Serious QoS Inconsistent interface Try again later, reset the QoS
assighment state detected on | agent or reset the unit.
non base unit.

Potential inconsistent policy state (Undo fail) detected

Type/Severity Source Description Remedial Action

Serious QoS Inconsistent policy state Try again later, reset the QoS
detected on non base unit. | agent or reset the unit.

Precedence value out-of-range

Type/Severity | Source Description Remedial Action
Serious QoS Precedence range depends | Check documentation and
on the platform. use a valid precedence.
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QoS warning messages

Provided metering information incomplete

Typel/Severity Source Description Remedial Action

Serious QoS Insufficient or invalid Specify a valid meter.
information provided.

QoS policies may not be applied to uplink or daisy chain ports
( port#)

Typel/Severity | Source Description Remedial Action
Serious QoS ESU Policies cannot be Enter different ports.
applied on daisy chain
ports.

Queue configuration inconsistency detected (local queue conf
stack queue conf)

Typel/Severity| Source Description Remedial Action
Serious QoS The queue setis not same on | Try again later, reset the QoS
all units in stack. agent or reset the unit.

Queue set assignment distribution across stack failed

Typel/Severity | Source Description Remedial Action
Serious QoS Unable to make changes Try later or check stack
across the stack. health.
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QoS messages

Queue set unacceptable - pending range excludes in-use queues

Typel/Severity Source Description Remedial Action

Serious QoS Cannot configure as a Enter an available queue set.
default queue set one that
is currently used by a
traffic shaping.

Queue set value modification prohibited

Typel/Severity| Source Description Remedial Action

Serious QoS The queue set may not be Verify that the queue set being
modified since the queue set | specified is indeed the original
association is created when | queue set.

the queue set is defined.

Rate granularity limited to increments of 1 Mbps or 64 Kbps

Type/Severity Source Description Remedial Action

Serious QoS There are only two rate Enter a rate with one of the
granularities supported: 1 | supported granularities.
Mbps and 64 Kbps.

Rate (min) granularity limited (increments of 1 Mbps or 64 Kbps)

Type/Severity Source Description Remedial Action

Serious QoS There are only two rate Enter a rate with one of the
granularities supported: 1 supported granularities.
Mbps and 64 Kbps.
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QoS warning messages

Referenced block (by policy) deletion prohibited

Typel/Severity Source Description Remedial Action
Serious QoS Cannot delete a classifier- | Remove the policy first.
block if it's referenced in a
policy.

Referenced set (by block) modifications prohibited

Typel/Severity Source Description Remedial Action
Serious QoS No modifications can be Remove block, perform
made to a classifier set modifications and recreate
referenced in a classifier- classifier-block.
block.

Referenced set (by policy) modifications prohibited

Type/Severity Source Description Remedial Action
Serious QoS No modifications can be Remove policy, perform
made to a classifier set modifications and recreate
used by a policy. policy.

Remote QoS-disable request failure ( port# on unit unit# )

Type/Severity| Source Description Remedial Action
Serious QoS Failed to disable the Policy/ | Check for the conflicting
Interface. entries, try again later, reset

the QoS agent, reset the unit
or check the stack health.
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QoS messages

Request invalid - QoS interface apps enabled on interface(s)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Request is denied as the
interface applications are
enabled on this port.

Enter a different interface or
disable the interface
application on this port.

Request invalid - specified interface currently QoS-disabled

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

All request are denied when
the target interface is QoS
disabled.

Enter a different interface
index.

Request temporarily denied - QoS support is currently disabled

Type/Severity

Source

Description

Remedial Action

Serious

QoS

All request are denied when
QoS overall is disabled.

Enable QoS overall before
committing any request.

Requested attribute usage is currently not supported

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The requested attribute is
not compatible — attribute
value support is limited.

Eliminate option or use a
different attribute.
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QoS warning messages

Requested filter manager support unavailable

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The requested operation is
nor supported on the current
hardware.

Change/drop the request.

Requested reserve data invalid

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Trying to remove an entry
that is not actually reserved.

Check if the specified entry
wasn't already removed.

Required bandwidth information not specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The queue bandwidth
parameter has not been
provided.

Specify the queue bandwidth
parameter based on the
bandwidth allocation attribute.

Resources exhausted (maximum class entries reached)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The maximum entries
allowed for the class you are
trying to configure an entry
has been reached.

Check for and remove the
related QoS entries that are
not needed.
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QoS messages

Resources exhausted (out-of-memory)

Typel/Severity | Source Description Remedial Action
Serious QoS Memory allocation for the Check for and remove the
new entry failed. QoS entries that are not
needed.

Role combination associated with interface (deletion prohibited)

Typel/Severity| Source Description Remedial Action
Serious QoS Cannot remove a role Associate a different interface
combination if it's associated | role combination to the
with an interface. interface before requesting
the removal.

Role combination contains unacceptable characters

Typel/Severity| Source Description Remedial Action
Serious QoS A valid role combination Enter valid characters for the
contains letters, digits, access element's label.

special characters (period,
line, plus, underline but not
on the first position) and '$'
but only as the first
character.

Role combination referenced by policy (deletion prohibited)

Type/Severity | Source Description Remedial Action
Serious QoS Cannot remove a role Remove the policy first.
combination if it's referenced
by a policy.
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QoS warning messages

Role (interface) capabilities incompatible with policy data

Typel/Severity Source Description Remedial Action
Serious QoS The policy and the Enter either a role with
specified role(the compatible interface(s) or
component interfaces) adapt the policy to match the
have different version required version.
capabilities.

Source MAC address and mask values out-of-sync

Typel/Severity Source Description Remedial Action

Serious QoS The source MAC address Modify the source MAC
and mask do not correspond | address or mask.

(at least one address bit not
included in mask is set).

Specified filter criteria is invalid inconsistent

Type/Severity Source Description Remedial Action
Serious QoS Invalid/inconsistent filter Identify and remove the
criteria detected in inconsistent/invalid data.
classifier.

Specified policy components (classifiers) conflicting

Type/Severity| Source Description Remedial Action
Serious QoS All the masks/filters must Separate conflicting
correspond. classifiers into multiple
policies.
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QoS messages

Specified queue set information invalid

Typel/Severity Source Description Remedial Action

Serious QoS Invalid information Correct queue information
regarding queue set (queue | and try again.

number must be in
supported range and the
egress flag must be set).

Specified token bucket criteria out of range

Typel/Severity Source Description Remedial Action
Serious QoS Unsupported meter rate Enter a supported meter
range specified. rate range.

Src Layer 4 port min max values invalid (max must be = to min)

Type/Severity Source Description Remedial Action
Serious QoS The maximum source port | Correct source port range
must be bigger than the limits.
minimum destination port.

srTCM meter issue - CIR must be the same in both meters

Type/Severity Source Description Remedial Action
Serious QoS Different CIRs detected in | Enter the same CIR for both
the two meters. meters.
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QoS warning messages

srTCM meter issue - EBS must be greater than CBS

Typel/Severity Source Description Remedial Action
Serious QoS The burst size is not Enter a EBS that is greater
consistent. than CBS.

srTCM trTCM meter issue - diff algorithms in associated meters

Typel/Severity | Source Description Remedial Action
Serious QoS Meter types and rate values | Associate a single algorithm
are not synchronized . for a meter.

srTCM trTCM meter issue -referenced meter incompatible unknown

Typel/Severity | Source Description Remedial Action
Serious QoS The referenced meter is Check for and remove any
compatible (srTCM/trTCM | conflicts or incompatible
issue). data.

srTCM trTCM meter issue - too many cascaded meters

TypelSeverity | Source Description Remedial Action
Serious QoS Meter cascade level is Enter only two meter cascade
limited to two. levels.
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Specified Destination Layer 4 min max range not supported

Typel/Severity| Source Description Remedial Action
Serious QoS The destination port range is| Check the documentation if
not supported. necessary and adaptitto a
supported port range.

Specified inner VLAN ID min max range not supported

Typel/Severity| Source Description Remedial Action
Serious QoS Inner VLAN ID range not Check the documentation if
supported. necessary and adaptitto a
supported port range.

Specified metering operation not supported

Type/Severity Source Description Remedial Action
Serious QoS The metering operation is | Create and use a compatible
not supported on the target | meter.
hardware.

Specified metering statistics entry already in-use (by policy)

Type/Severity Source Description Remedial Action
Serious QoS Installing a meter with the Enter a different statistics
same statistics entry already | entry or remove the
in use by a policy is not policy(s).

allowed, even though
sharing a counter entry
across meters is supported.
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QoS warning messages

Specified policy components (classifiers) conflicting

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

All the masks/filters must
correspond.

Separate conflicting
classifiers into multiple
policies.

Specified policy statistics entry already in-use (by meter)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The same statistics entry is
already associated with a
meter. This is currently not
allowed. Sharing a count
entry across policies is
supported.

Enter a different statistics
entry or remove the meter.

Specified Source Layer 4 min max range not supported

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The source port range is not
supported.

Check the documentation if
necessary and adaptitto a
supported port range.

Specified token bucket refresh interval not supported

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The refresh interval must
be 8.

Enter the correct refresh
interval.
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QoS messages

Specified token bucket size (burst size) not supported

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The only supported token
bucket sizes are 2"n K
where n must be between 2
and 14.

Enter one of the valid token
bucket sizes.

Specified user policy interface currently QoS-disabled

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

You cannot configure a user
policy entry if the target
interface is QoS disabled.

Choose a different interface.

Specified VLAN ID min max range not supported

Type/Severity Source Description Remedial Action
Serious QoS VLAN ID range not Check the documentation if
supported. necessary and adaptitto a
supported port range.

System classifier still referenced (deletion prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a system
classifier element if it's
referenced in a classifier.

Remove the classifier first.
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QoS warning messages

TCP Control Flag filter criteria requires TCP protocol

Type/Severity | Source Description Remedial Action

Serious QoS TCP Control Flag filter Add the TCP protocol option.
criteria must be used with
TCP protocol filter criteria.

Token bucket algorithm identifier invalid

Typel/Severity Source Description Remedial Action
Serious QoS Invalid token bucket Specify a valid token bucket
algorithm identifier. identifier.

Token bucket algorithm identifier unknown unsupported

Type/Severity Source Description Remedial Action
Serious QoS Scheduling algorithm not Specify an existing and valid
found. algorithm identifier.

Token bucket minimum rate outside limits (64 - 10230000 Kbps)

Type/Severity| Source Description Remedial Action
Serious QoS The minimum bucket rate Enter a bucket rate bigger
must be in the range than 64Kbps and smaller than
specified. 10230000 Kbps.
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QoS messages

Token bucket entry referenced by meter (deletion prohibited)

entry if it's referenced in a
meter.

Typel Source Description Remedial Action
Severity
Serious QoS Cannot delete a token bucket | Remove the meter first.

Token bucket entry referenced by shaper (deletion prohibited)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot delete a token
bucket if it's referenced in a
shaper.

Remove shaper first.

Token bucket rate outside limits (64 - 10230000 Kbps)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The token bucket rate must
be between 0 and 32Gbps.

Enter a rate value within that
range.

Token bucket size not compatible with committed fill rate

Type/Severity

Source

Description

Remedial Action

Serious

QoS

For cos/queue shaping
only MinRate and Rate are
set so BurstSize must be
>= Rate only when
MinRate = 0.

Enter a valid token bucket
size.
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QoS warning messages

trTCM meter issue - PBS must be greater than CBS

Typel/Severity Source Description Remedial Action

Serious QoS PBS is not grater that CBS. | Modify options so that PIR is
grater than CIR.

trTCM meter issue - PIR must be greater than CIR

Typel/Severity Source Description Remedial Action
Serious QoS PIR is not greater than Modify options so that PIR is
CIR. grater than CIR.

Traffic Prof filter set elem count exceeds available resources

Type/Severity Source Description Remedial Action
Serious QoS Although the element Check for and remove the
count is within the resources that are not
documented limit, the needed.

actual resources
necessary may not be
available due to the
runtime configuration.

Traffic Prof filter set policy count ( policy count ) exceeds limit
( policy limit )

Typel/Severity Source Description Remedial Action

Serious QoS The traffic profile filter set | Check the documentation for
policy limit depends on the | the maximum number of traffic
target hardware platform. | profile filter set policies
allowed.
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QoS messages

Traffic Prof filter set rule count ( rule count ) exceeds limit ( rule
limit )

Typel/Severity Source Description Remedial Action
Serious QoS The maximum number of Separate the excess into
rules for a traffic profile filter | multiple traffic profile filter
setis 75. sets.

Trusted processing mode change rejected - inadequate resources

Typel/Severity Source Description Remedial Action

Serious QoS Unable to commit trusted Check for and remove
processing mode transition | unneeded resources.
form partial to full. Not
enough resources
available.

Unable to add block member ( block elem# component set id ) to
existing policy

Typel/Severity| Source Description Remedial Action
Serious QoS Failed to install the specified | Check for available resources,
classifier-block. interface capabilities or
possible conflicts.

Unable to apply existing policy data to interface ( unit# port# )

Typel/Severity Source Description Remedial Action
Serious QoS The interface assignment Check the available/not
change needs to add the needed resources.
port to an existing policy.
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QoS warning messages

Unable to apply existing user-based policy data to new user

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to clone
the policy and the meter
data that is associated with
the current user.

Check log for related details

on the issue. Try again later,
reset the QoS agent, or reset
the stack

Unable to apply filter set to ports (unsupported capabilities)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The filter set cannot be
applied to the specified
ports as the required
interface capabilities are
not compatible with all the
interfaces.

Check the interface
capabilities, and adapt the
port mask for the operation to
succeed.

Unable to apply newly-defined UBP filter set to existing user

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to apply
the defined user based policy
filter set to the existing user.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to apply pre-defined UBP filter set to new user

Type/ Source Description Remedial Action
Severity
Serious QoS Unable to install/update a Free resources/update UBP
UBP filter set for a new user. | filter set
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QoS messages

Unable to compress classification criteria in set adequately

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to compress the
combination of classification
data elements from the
individual classifiers.

Separate the conflicting
elements into multiple
classifier sets.

Unable to create out-of-profile action for access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create out-of-
profile action for access
assignment on base or non-
base unit.

Check the log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.

Unable to create count action (meter) for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to count action (from
meter) for access
assignment on base or non-
base unit (if the stack is
preset).

Check log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.

Unable to create count action (policy) for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to count action (from
policy) for access
assignment on base or non-
base unit.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.
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QoS warning messages

Unable to create count action (secondary meter) for access asgn

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create the count
action component for ACL.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to create metering data for access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create metering

on base or non-base unit.

data for access assignment

Check log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.

Unable to create non-match components for ACL

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create a non-match

action component for ACL.

Check log for related details

on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to create token bucket data for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create the token
bucket data for the access
assignment on base or
non-base unit.

Check log for the related
details on the issue. Try
again later, reset the QoS
agent or reset the stack.
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QoS messages

Unable to create policy data for access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create policy data
for access assignment on
base or non-base unit.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to create secondary metering data for access assignment

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create secondary
metering data for ACL.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to create secondary token bucket data for access asgn

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to create a
secondary token bucket
component for ACL.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to create yellow action for access assignment

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to create yellow action
component for ACL.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.
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QoS warning messages

Unable to deactivate policy associated with interface

Type/Severity| Source Description Remedial Action
Serious QoS The resource policy Try again later, reset the QoS
deallocation failed. agent or reset the unit.

Unable to delete block member ( block element# component set id )
from existing policy

Typel/Severity Source Description Remedial Action
Serious QoS Failed to remove the Check for existing
specified classifier-block . references, possible conflicts
or try again later.

Unable to delete UBP filter set on interface ifc#

Typel/Severity Source Description Remedial Action
Serious QoS Failed to remove the user | Check log for related details
based policy filter set on the | on the issue. Try again later,
specified interface. reset the QoS agent, or
reset the stack.

Unable to derive suitable filter set element eval precedence

Typel/Severity| Source Description Remedial Action
Serious QoS A precedence must be Check the available un-
assigned to a filter set; else it | needed resources, try again
cannot be installed on the later, reset the QoS agent or
interface. reset the unit.
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QoS messages

Unable to determine clfr interface(s) compatibility

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Unable to make changes
because the system failed to
determine classifier/
interface(s) compatibility
version.

Enter a different classifier/
interface, try again later,
reset the QoS agent or reset
the unit.

Unable to disable ARP Spoofing support on interface ( ifc#)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the ARP Spoofing support on
the specified interface.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to disable BPDUBIkr support on interface ( ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Failed to disable BPDUBIkr
policy data on the specified
interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent or reset
the stack.

Unable to disable DHCP Snooping support on interface ( ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the DHCP Snooping support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent or reset
the stack.
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QoS warning messages

Unable to disable DHCP Spoofing support on interface ( ifc# )

Typel/Severity| Source Description Remedial Action
Serious QoS The system failed to disable | Check log for related details
the DHCP Spoofing support | on the issue. Try again later,
on the specified interface. reset the QoS agent, or reset
the stack.

Unable to disable DNSPort support on interface ( ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS The system failed to disable | Check log for related details
the DNSPort policy data on | on the issue. Try again later,
the specified interface. reset the QoS agent, or reset
the stack.

Unable to disable existing policy data on interface ( unit# port# )

Type/Severity Source Description Remedial Action

Serious QoS The interface assignment | Check for and remove any
change needs to remove | conflicts regarding the

the port form an existing | interface.

policy. This operation
failed.

Unable to disable FTPPort support on interface ( ifc#)

Type/Severity Source Description Remedial Action
Serious QoS The system failed to disable | Check log for related details
the FTPPort policy data on | on the issue. Try again later,
the specified interface. reset the QoS agent, or reset
the stack.
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QoS messages

Unable to disable Nachia support on interface ( ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the Nachia policy | onthe issue. Try again later,
data on the specified reset the QoS agent, or
interface. reset the stack.

Unable to disable policy data for access assignment

Typel/Severity | Source Description Remedial Action
Serious QoS Failed to disable the policy | Check log for related details
data. on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to disable SQLSlam support on interface ( ifc# )

Type/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the SQLSIam policy | on the issue. Try again later,
data on the specified reset the QoS agent, or
interface. reset the stack.

Unable to disable SynFinScan support on interface ( ifc#)

Type/Severity Source Description Remedial Action
Serious QoS The system failed to Check log for related details
disable the SynFinScan on the issue. Try again later,
policy data on the reset the QoS agent, or reset
specified interface. the stack.
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QoS warning messages

Unable to disable Xmas support on interface ( ifc# )

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to disable
the Xmas policy data on the
specified interface.

Check log for related details

on the issue. Try again later,

reset the QoS agent, or reset
the stack.

Unable to enable ARP Spoofing support on interface ( ifc#)

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the ARP Spoofing support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable BPDUBIkr support on interface ( ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to
enable the BPDUBIkr
policy data on the
specified interface.

Check log for related
details on the issue. Try
again later, reset the QoS
agent, reset the stack, or
use a different interface.

Unable to enable DHCP Snooping support on interface ( ifc#)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The system failed to enable
the DHCP Snooping support
on the specified interface.

Check log for related details
on the issue. Try again later,
reset the QoS agent, reset the
stack, or use a different
interface.
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Unable to enable DHCP Spoofing support on interface ( ifc# )

Type/Severity| Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the DHCP Spoofing support | on the issue. Try again later,
on the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable DNSPort support on interface ( ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the DNSPort policy data on | on the issue. Try again later,
the specified interface. reset the QoS agent, reset
the stack, or use a different
interface.

Unable to enable FTPPort support on interface ( ifc#)

Typel/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the FTPPort policy data on | on the issue. Try again later,
the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable Nachia support on interface ( ifc#)

Type/ Source Description Remedial Action
Severity
Serious QoS The system failed to enable | Check log for related details on
the Nachia policy data on the | the issue. Try again later, reset
specified interface. the QoS agent, reset the stack,
or use a different interface.
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QoS warning messages

Unable to enable policy data for access assignment

Typel/Severity Source Description Remedial Action
Serious QoS Failed to enable the policy | Check log for related details
data. on the issue. Try again later,
reset the QoS agent, or reset
the stack.

Unable to enable SQLSlIam support on interface ( ifc# )

Typel/Severity | Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the SQLSIlam policy data on | on the issue. Try again later,
the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable SynFinScan support on interface ( ifc# )

Type/Severity| Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the SynFinScan policy data | on the issue. Try again later,
on the specified interface. reset the QoS agent, reset the
stack, or use a different
interface.

Unable to enable Xmas support on interface ( ifc#)

Type/Severity| Source Description Remedial Action
Serious QoS The system failed to enable | Check log for related details
the Xmas policy data on the | on the issue. Try again later,
specified interface. reset the QoS agent, reset the
stack, or use a different
interface.
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QoS messages

Unable to install access assignment - component creation issue

Typel/Severity

Source

Description Remedial Action

Serious

QoS

Unable to create many of the | Check for the available or not
access assignment needed resources.
components like: base
action, token bucket entry,
count action, meter, policy.

Unable to manipulate DAPP support (no applicable interfaces)

Typel/Severity

Source

Description Remedial Action

Serious

QoS

The target interfaces data Enter an existing interface
does not exist. data.

Unable to modify access assignment - component modify issue

Type/Severity| Source Description Remedial Action
Serious QoS Unable to make changes as | Check the log for a more
one of the modifications detailed information on the
required for an access issue. Try again later, reset
assignment component the QoS agent, or reset the
failed. stack.

Unicast ( Interface# ) and Non-Unicast ( interface# ) interfaces in

conflict
Typel Source Description Remedial Action
Severity
Serious QoS The interface number for Enter the same interface/port

unicat and non-unicast does | number.
not correspond.
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QoS warning messages

Unknown incompatible access element specified

Typel/Severity Source Description Remedial Action

Serious QoS The access element Specify a compatible access
specified does not exist or | element.

the storage type is not
compatible.

Unknown incompatible action component specified

Typel/Severity Source Description Remedial Action
Serious QoS Specified action doesn't Enter an existing action or
exists or it's system/agent | create a new one.
entry.

Unknown incompatible classifier block specified

Type/Severity| Source Description Remedial Action
Serious QoS The classifier block does not | Enter an existing classifier
exist. block or create a new one.

Unknown incompatible classifier set specified

Type/Severity Source Description Remedial Action
Serious QoS The specified classifier set| Enter an existing classifier
does not exist. set or create a new one.

Logs Reference November 2013 359



QoS messages

Unknown incompatible in-profile action specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

The in-profile action
specified is unknown or
incompatible.

Check log for other possible
details on the issue. Verify that
the in-profile action exists and
is compatible with the entry.

Unknown incompatible in-profile (green) action specified

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Action criteria or storage
type is not compatible with
the action criteria type
specified (in-profile green).

Enter a compatible in-profile
action.

Unknown incompatible match action specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The specified action does not
exist.

Enter an existing action or
create a new one.

Unknown incompatible metering component specified

Type/Severity

Source

Description

Remedial Action

Serious

QoS

The metering component is
unknown or not compatible.

Verify that the metering
component exists and also
that the storage types of the
entries are compatible.
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QoS warning messages

Unknown incompatible metering statistics entry specified

Typel/Severity | Source Description Remedial Action
Serious QoS Unknown or incompatible Enter different statistics type.
statistics with policy storage
type.

Unknown incompatible out-of-profile action specified

Typel/Severity Source Description Remedial Action
Serious QoS The out-of-profile action Check log for other possible
specified is unknown or details on the issue. Verify
incompatible. that the out-of-profile action
exists and is compatible with
the entry.

Unknown incompatible out-of-profile (red) action specified

Type/Severity | Source Description Remedial Action

Serious QoS Action criteria or storage Enter a compatible out-of-
type is not compatible with | profile action.

the action criteria type
specified (out-of-profile red).

Unknown incompatible out-of-profile (yellow) action specified

Type/Severity | Source Description Remedial Action
Serious QoS Action criteria or storage type | Enter a compatible out-of-
is not compatible with the profile action.

action criteria type specified
(out-of-profile yellow).

Logs Reference November 2013 361



QoS messages

Unknown incompatible policy statistics entry specified

Typel/Severity | Source Description Remedial Action
Serious QoS Unknown or incompatible Enter different statistics type.
statistics with policy storage
type.

Unknown incompatible policy non-match action specified

Typel/Severity| Source Description Remedial Action
Serious QoS The specified non-match Enter an existing non-match
action does not exist. action or create a new one.

Unknown incompatible queue set specified

Type/Severity Source Description Remedial Action
Serious QoS The queue set specified is | Use an existing queue set.
unknown.

Unknown incompatible role combination specified

Type/Severity| Source Description Remedial Action
Serious QoS Referenced role must Make sure the role
exist/be stable prior to entry | combination exists or create a
creation/modification. new one.
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QoS warning messages

Unknown incompatible token bucket reference specified

Typel/Severity Source Description Remedial Action
Serious QoS The token bucket specified | Check the documentation
is not valid. and use a valid token
bucket.

Unknown out-of-range interface index value ( ifc# )

Typel/Severity Source Description Remedial Action
Serious QoS The interface index does not| Check the platform's/stack’s
exist. port range and use a valid
interface index.

Unknown out-of-range interface index value ( ifc index)

Type/Severity Source Description Remedial Action
Serious QoS The interface index does | Check the port range of the
not exist. platform or the stack, and
use a valid interface index.

Unknown unsupported StorageType specified

Type/Severity | Source Description Remedial Action
Serious QoS The supported storage types | Check the documentation if
are: volatile, non-volatile, necessary and use a

permanent, read-only and compatible/valid storage
other. Also, take into account | type.

that certain actions/entries
require certain storage
types.
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QoS messages

Unknown unsupported interface application type specified

Typel/Severity | Source Description Remedial Action
Serious QoS The interface application Check documentation and
type provided is unknown or | use a valid interface
unsupported. application type.

Unknown unsupported interface class specified ( ifc class )

Typel/Severity | Source Description Remedial Action
Serious QoS The valid interface classes | Enter a valid/supported
are trusted, untrusted and interface class.
unrestricted.

Unknown unsupported IP Flag specified

Typel/Severity| Source Description Remedial Action
Serious QoS The specified IP Flag is not | Check documentation if
supported. necessary and enter a valid IP
Flag.

Unknown unsupported TCP Control Flag specified

Type/Severity | Source Description Remedial Action
Serious QoS The specified TCP Control Check documentation if
Flag is not supported. necessary and enter a valid
TCP Control Flag.
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QoS warning messages

Unknown queue set queue reference detected

Type/Severity| Source Description Remedial Action
Serious QoS The specified queue (set) Enter an existing queue/
does not exist. queue set.

Unsupported IP address type specified

Typel/Severity Source Description Remedial Action

Serious QoS Unsupported address type | Enter a ipv4 or ipv6
provided. (It should not get | address.
here) Internal error.

Unsupported pattern offset data specified

Type/Severity| Source Description Remedial Action
Serious QoS Position data and pattern Change or separate the
data cannot be processed pattern data into multiple
correctly into an appropriate | system classifiers.
mask.

Unsupported unknown QoS agent configuration attribute
( attribute# )

Typel/Severity Source Description Remedial Action

Serious QoS The attribute you are trying | Remove the attribute.
to configure is not
supported/recognized by
the QoS agent.

Logs Reference November 2013 365



QoS messages

Update priority value and update DSCP value out-of-sync

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

If the priority update is set to
be done based on DSCP-to-
user priority map
(egressmap) the DSCP
value must be specified.

Change the update priority
type or specify a DSCP
value.

Update priority value per ingress DSCP currently not supported

Typel/Severity

Source

Description

Remedial Action

Serious

QoS

Priority update based on
802.1p priority-to-DSCP
map (ingressmap) is not
currently supported.

Change the update priority
type.

User Policy (UBP) filter set in use (QoS disable prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot disable the QoS
system if there still are user
policies in use.

Remove the user policies
first.

User Policy (UBP) filter set in use (QoS reset prohibited)

Type/Severity

Source

Description

Remedial Action

Serious

QoS

Cannot reset the QoS
engine if the user policy
filter sets are still in use.

Remove or disable the user
policy filter sets before re-
setting the QoS engine.
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QoS warning messages

User Policy data referencing interface (operation prohibited)

Typel/Severity Source Description Remedial Action
Serious QoS There are non-QoS Remove all references
applications that have before performing other
created entries that operations.
reference this interface.

User policy filter set count (<set count>) exceeds limit (<set limit>)

Typel/Severity Source Description Remedial Action
Serious QoS The user policy filter set limit| Check documentation for the
depends on the target maximum number of user
hardware platform. policy filter sets allowed.

User policy filter set element count exceeds available resources

Type/Severity Source Description Remedial Action
Serious QoS The policy filter set Check the documentation
element count limit for the maximum number of
depends on the target policy filter set elements
hardware platform. allowed.

User policy group contains invalid unacceptable characters

Type/Severity Source Description Remedial Action
Serious QoS Only printable characters Enter valid characters for the
are allowed. policy group.
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QoS messages

User policy group length outside of acceptable limits

Type/Severity| Source Description Remedial Action
Serious QoS The maximum user policy Separate the entries into
group length is 64. multiple policy groups.

User policy name contains invalid unacceptable characters

Typel/Severity Source Description Remedial Action
Serious QoS Only printable characters Enter valid characters for the
are allowed. policy label.

User policy name length outside of acceptable limits

Type/Severity Source Description Remedial Action
Serious QoS The maximum length for a | Enter a policy name within
policy name is 64. the specified limit.

User priority specified with untagged frames (invalid)

Type/Severity Source Description Remedial Action
Serious QoS User priority appears in Drop either priority or
tagged frames. untagged option.

VLAN ID min max values invalid ( min VLAN ID ! max VLAN ID )

Typel/Severity Source Description Remedial Action
Serious QoS Max VLAN ID value must | Correct the VLAN ID range
be bigger that min value. | limits.
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QoS warning messages

VLAN range could not be reduced sufficiently

Typel/Severity Source Description Remedial Action

Serious QoS The VLAN range could not | Modify the VLAN range.
be reduce sufficiently for it's
installation to be supported.

Incompatible in-profile action (untrustedv4vé ifc)

Typel/Severity Source Description Remedial Action
Serious QoS The specified in-profile Enter a different in-profile
action is not compatible action or change the
with the associated interface group assignment.
interface type
(untrustedv4ve6).

Incompatible out-of-profile action (untrustedv4vé ifc)

Type/Severity Source Description Remedial Action
Serious QoS The specified out-of-profile | Enter a different out-of-
action is not compatible profile action or change the
with the associated interface group assignment.
interface type
(untrustedv4v6).

Unable to apply pre-defined UBP filter set to new user (port %d/%d)

Type/Severity Source Description Remedial Action
Information Serious The agent failed to install | Check the log for a previous
the corresponding UBP more detailed message or
filter. the current available
hardware resources.
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QoS messages

Unable to inform SPB of ifc assignment change (%d/%d)

Typel/Severity Source Description Remedial Action

Critical QoS SPB might not be aware of | Force a transition on the
the current QoS interface | specified interface.

type class of the specified
interface.

Incompatible match action (untrustedv4vé ifc)

Typel/Severity Source Description Remedial Action
Serious QoS The specified action is not | Enter a different action or
compatible with the change the interface group
associated interface type | assignment.
(untrustedv4ve6).

QoS information messages

802.1p user priority value modification prohibited

Typel/Severity Source Description Remedial Action
Information QoS Since the COS-to-DSCP | Verify that the COS being
default assignment specified is indeed the original

association is created at COsS.
initialization, the CoS may
not be modified.
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QoS information messages

Access assignment distribution across stack failed

Typel/Severity Source Description Remedial Action
Information QoS Unable to carry out the Try later or check the stack
access assignment health.
distribution across the
stack.

Access element distribution across stack failed

Typel/Severity Source Description Remedial Action
Information QoS Unable to access the Try later or check stack
element distribution across | health.
the stack.

Agent configuration distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Unable to commit changes
across the stack. across the stack.

Base action distribution across stack failed

Type/Severity | Source Description Remedial Action
Information QoS Unable to commit base Try later or check the stack
action distribution across the | health.
stack.
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QoS messages

Capabilities determined by agent (not-writable)

Typel/Severity

Source

Description

Remedial Action

Information

QoS

The interface type
capabilities cannot be
modified.

Eliminate option.

Classifier block distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

Classifier component distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

Conflicting egress interface and egress trunk data specified

Type/Severity

Source

Description

Remedial Action

FCoE Redirect FCoE Redirect
profile element data

is not correct.

Information Specify all required

profile data.
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QoS information messages

COS mapping distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit COS
mapping distribution across
the stack.

Try later or check stack
health.

CoS shaping distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to make CoS
shaping distribution across
the stack.

Try later or check the stack
health.

Count action distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

DAPP-detected DoS attack blocked unit unit#¥ (many ports)

Type/Severity

Source

Description

Remedial Action

Information

QoS

A Denial of Service attack
was blocked on the specified
unit and on multiple ports.

No action required.
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QoS messages

DAPP-detected DoS attack blocked unit unit# port port#

Typel/Severity

Source

Description

Remedial Action

Information

QoS

A Denial of Service attack
was blocked on the specified
unit and port.

No action required.

DAPP support disable failure

(disable DAAP) across the
stack.

Typel Source Description Remedial Action
Severity
Information QoS Unable to commit changes | Try again later, reset the QoS

agent, reset the unit or check
stack health.

DAPP support enable failure

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
(enable DAAP) across the
stack.

Try again later, reset the QoS
agent, reset the unit or check
stack health.

Data distribution class class# across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check the stack
health.
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QoS information messages

DSCP mapping distribution across stack failed

Typel/Severity Source Description Remedial Action
Information QoS Unable to commit DSCP | Try later or check stack
mapping distribution health.
across the stack.

DSCP value modification prohibited

Typel/Severity| Source Description Remedial Action
Information QoS Since the gset/dscp-to- Verify that the DSCP being
queue assignment specified is indeed the original
association is created when | DSCP or eliminate option if
the gset (queue set) is not an Ipv4/IPv6 packet.

defined including the
creation of an element per
DSCP value, the DSCP may
not be modified. Also, only
IPv4/IPv6 packets can have
the DSCP value updated.

Duplicate entry detected (prohibited)

Typel/Severity | Source Description Remedial Action
Information QoS The QoS entry already Use the existing entry if
exists. possible.

Duplicate FCoE redirection entry detected

Type/Severity Source Description Remedial Action
Information QOSs Duplicate FCoE No action required.
redirection entry
detected.
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QoS messages

Egress interface or trunk data is required - data missing

Typel/Severity

Source

Description

Remedial Action

Information

FCoE

Redirect

FCoE Redirect
profile element data
is not complete.

Specify all required
profile data.

Element deletion prohibited (permanent read-only system entry)

Typel/Severity

Source

Description

Remedial Action

Information

QoS

" System-owned policies
cannot be deleted via the
normal commands. Some of
them may be removed
through certain “disable”
commands. "

Check the documentation if
necessary and use the
appropriate disable
command(s) where possible.

Element label not acceptable - reserved

Type/Severity

Source

Description

Remedial Action

Information

QoS

The label is reserved in the
system.

Enter a different label.

Element may only be modified not created or deleted

Type/Severity

Source

Description

Remedial Action

Information

QoS

The specified element can
only be modified. Possible
entries: COS-to-DSCP
assignment default values
created at initialization;
default DSCP-to-queue
assignments and default
CoS-to-queue assignments

Modify the existing entry if
necessary.
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QoS information messages

Typel/Severity

Source

Description

Remedial Action

created when a new queue
set is defined.

Element modification prohibited (read-only or system entry)

Typel/Severity

Source

Description

Remedial Action

Information

QoS

You cannot modify or
remove a read-only or
system entry.

Create a similar entry with
the proper modifications if
necessary.

FCoE controller ifindex not set - FCoE redirection enable prohibited

Typel/Severity

Source

Description

Remedial Action

Information

FCoE

Redirect

defined.

Required FCoE
controller data not

Specify FCoE
controller data.

FCoE controller VLAN not set - FCoE redirection enable prohibited

Typel/Severity

Source

Description

Remedial Action ‘

Information

FCoE

Redirect

Required FCoE
controller data not

Specify FCoE
controller data.

defined.
Index value out-of-range
Typel/Severity Source Description Remedial Action
Information QoS Invalid QoS entry index Enter a different entry index.

value. Either system index
for a non-system entry, or
index out of the supported
range.
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QoS messages

Invalid drop action option specifiedinvalid drop action option

specified

Typel/Severity

Source

Description

Remedial Action

Information

QoS

The valid/supported drop
options are drop, don't drop
and deferred. Take into
account that for certain action
types the deferred option is
not valid.

Check the documentation if
necessary and use a
compatible/valid drop action
option.

Invalid entry creation attempted (index index# )

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Creation of the specified QoS
entry is not allowed
(modifications may be
supported) — possible
entries: COS-to-DSCP
assignment default values
created at initialization;
default DSCP-to-queue
assignments and default
CoS-to-queue assignments
created when a new queue
set is defined.

Modify the existing entry if
necessary.

Invalid FCoE controller ingress interface specified

Typel/Severity

Source

Description

Remedial Action

Information

FCoE Redirect

specified.

An invalid FCoE
controller ingress
interface was

Specify a valid
interface.
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QoS information messages

Invalid FCoE controller VLAN specified

Typel/Severity

Source

Description

Remedial Action

Information

FCoE

Redirect

specified..

An invalid FCoE
controller VLAN was

Specify a valid VLAN.

Invalid/unknown FCoE redirection egress trunk ID specified

Typel/Severity

Source

Description

Remedial Action

Information

FCoE

Redirect

was specified.

An invalid FCoE
redirection trunk ID

Specify a valid trunk
ID.

Invalid update DSCP value specified ( DSCP value )

Type/Severity

Source

Description

Remedial Action

Information

QoS

The valid DSCP values are
between 0 and 63.

Enter a valid DSCP value (in
the specified range).

Interface action distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to perform action
distribution changes across
the stack.

Try later or check stack
health.
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QoS messages

Interface application distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
interface application
distribution across the
stack.

Try later or check the stack
health.

Interface assignment distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
(interface assignment)
across the stack.

Try later or check stack
health.

IP classifier distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

IP protocol value TCP or UDP needed with Layer 4 port filtering

Type/Severity

Source

Description

Remedial Action

Information

QoS

Port filtering can only be
used with TCP or UDP
protocols.

Specify the IP protocol to
avoid any confusions.
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QoS information messages

Issue detected during QoS stack synchronization

Typel/Severity Source Description Remedial Action

Information QoS Delays are exhausted and | Try later or check the stack
the stack synchronization | health.
could not be verified.

Issue detected enabling disabling DSCP table usage (port#)

Typel/Severity| Source Description Remedial Action

Information QoS " Failed to set on the specified | Try again later, reset the QoS
interface the port mode for agent or reset the unit.

usage of the global DSCP
mapping table. "

Issue detected setting native DSCP table values

Type/ Source Description Remedial Action
Severity
Information QoS Unable to set the native/ Reset the QoS agent or reset
default DSCP table values. the unit.

Layer 2 filter distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check stack
across the stack. health.
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QoS messages

Lossless and Lossless-PFC modes are only supported in queue set
2

Typel/Severity Source Description Remedial Action

Information QOS Lossless and No action required.
Lossless-PFC
modes are only
supported in queue
set 2.

Meter distribution across stack failed

Typel/Severity | Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check stack
across the stack. health.

Network access settings for FCoE Redirect must be modified locally

Typel/Severity Source Description Remedial Action
Information FCoE Redirect Enable/disable of Utilize CLI for feature
FCoE Redirect enable/disable.
functionality limited
to CLI.

Non-unique element label detected (prohibited)

Typel/Severity| Source Description Remedial Action
Information QoS The same label is used to Enter a different label.
identify a different entry of the
same type.
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QoS information messages

Policy distribution across stack failed

Typel/Severity Source Description Remedial Action
Information QoS Unable to commit changes | Try later or check stack
across the stack. health.

QoS inter-module communication issue detected

Typel/Severity Source Description Remedial Action
Information QoS Unable to make changes Check if atimeoutissue, else
across the stack. If the try later or check the stack

request failed because of | health.
an RPC timeout, then this is
due to a processing delay
on the remote unit.

Queue data distribution across stack failed

Type/Severity Source Description Remedial Action
Information QoS Unable to commit queue Try later or check stack
data distribution across the | health.
stack.

Queue set value modification prohibited

TypelSeverity | Source Description Remedial Action

Warning QoS The queue set may not be | Verify that the queue set being
modified since the queue set | specified is indeed the original
association is created when | queue set.

the queue set is defined.
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QoS messages

Queue shaping distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit queue
shaping distribution across
the stack.

Try later or check the stack
health.

Role combination length outside of acceptable limits

combination length
supported is 32.

Typel Source Description Remedial Action
Severity
Information QoS The maximum role Enter a valid role

combination.

Role combination distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit role
combination distribution
across the stack.

Try later or check stack
health.

Simultaneous operations involving access asgn ifcs prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the specified
access assignment/
interface(s) used by the
policy are in progress.

Try again later after all the
pending operations are
completed.
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QoS information messages

Simultaneous operations involving policy blocks ifcs prohibited

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the interface
used by the block/policy
are in progress.

Try again later after all the
pending operations are
finished.

Simultaneous operations involving policies and blocks prohibited

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Other similar operations
involving the specified block
used by the policy are in
progress.

Try again later after all the
pending operations finished.

Simultaneous operations involving policies and ifcs prohibited

Type/Severity

Source

Description

Remedial Action

Information

QoS

Interfaces directly
associated with a policy
must be stable (active, not
being created/deleted).

Try again later after all the
pending operations finished.

System filter distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.
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QoS messages

Token bucket data distribution across stack failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit changes
across the stack.

Try later or check stack
health.

Traffic Prof filter set delete operation failed

operation on the traffic profile
filter set across the stack.

Typel Source Description Remedial Action
Severity
Information QoS Unable to carry out the delete | Try later or check the stack

health.

Traffic Prof filter set install operation failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
installation on the traffic
profile filter set across the
stack.

Try later or check the stack
health.

Traffic Prof filter set update operation failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
traffic profile filter set
across the stack.

Try later or check the stack
health.
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QoS information messages

Unable to inform SPB of ifc assignment change (%d/%d)

Parameters Typel/Severity Source Description Remedial
Action
Unit/Port Information QoS Agent The information | If you are seeing

regarding an
interface type
class assigned
to a port, failed
to reach SPB.

this because of a
QoS interface
class
modification and
SPB is not used,

the message
can be ignored.
Otherwise, a
QoS class
transition for the
specified port
forces the
creation of a
new message.

Unknown unsupported attribute specified ( attribute )

Typel/Severity

Source

Description

Remedial Action

Information

QoS

The specified attribute is not
supported or unknown for
the class you are trying to
configure an entry

Check the documentation if
necessary and use a
supported attribute for that
QoS class.

User policy distribution across stack failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to commit user
policy distribution across
the stack.

Try later or check the stack
health.
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User policy filter set delete operation failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.

User policy filter set install operation failed

Typel/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.

User policy filter set update operation failed

Type/Severity

Source

Description

Remedial Action

Information

QoS

Unable to carry out the
update operation on the
policy filter set across the
stack.

Try later or check the stack
health.
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Chapter 44: Quick Install messages

Quick Install information messages

Quicklinstall console configuration error.

Type/Severity

Source

Description

Remedial Action

Information

Quick Quick Install could not use
Install the configuration from the

console

Use from console
configuration or retry the
menu. menu with install command.

Quickinstall:console configuration success.

Typel/Severity

Source

Description

Remedial Action

Information

Quick Quick Install successfully
Install executed the configuration
from the console menu.

No action required.

Quickinstall: Error! Unable to locate agent software file

Typel/Severity

Source

Description

Remedial Action

Information

QuicklInstall

The agent file
specified in “ ip.cfg”
was not found.

Put agent file
specified in “ip.cfg”
file on USB device.
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Quickinstall: Error! Unable to locate ASCII configuration file

Typel/Severity

Source

Description

Remedial Action

Information

QuickInstall

The ASCII file
specified in “ ip.cfg”
was not found.

Put ASCII File
specified in “ip.cfg”
file on USB device.

Quickinstall: Error! Unable to locate diagnostics software file.

Typel/Severity

Source

Description

Remedial Action

Information

QuicklInstall

The diagnostic file
specified in “ ip.cfg”
was not found.

Put diagnostic file
specified in “ip.cfg”
file on USB device.

Quicklnstall: Processing of USB config file has commenced.

Type/Severity Source Description Remedial Action

USB file “ip.cfg” was | No action Required.
found and script
execution has

commenced.

Information QuicklInstall

Quicklinstall: Processing of USB config file is complete

Type/Severity Source Description Remedial Action

The execution of No action Required.
script from “ip.cfg” is

finished.

Information QuicklInstall
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Quick Install information messages

Quickinstall USB config file not found.

Typel/Severity Source Description Remedial Action
Information Quick Install | Quick Install could not Put a file to USB script and
locate the USB file. set it to default if you want to
run Quick Install.

Quickinstall USB file config error at line line#

Typel/Severity Source Description Remedial Action
Information | Quick Install | Quick Install detected an Correct the detected error at
error in the script at the the specified line on the USB
given line. script and set it to default.

Quicklinstall USB file config error - file exceed 200 lines.

Typel/Severity | Source Description Remedial Action
Information Quick The script file is too large and | Remove some of the
Install exceeds the limit of 200 comments and the
lines. unnecessary lines.

Quicklinstall USB file config error - file exceed 4096 bytes

Type/Severity| Source Description Remedial Action
Information Quick The script file is too large and | Remove some of the
Install exceeds the limit of 4096 comments and the
bytes. unnecessary lines.
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Quickinstall:USB file config success.

392

Typel/Severity

Source

Description

Remedial Action

Information

Quick Install

The script file from the USB
is successfully executed by
the Quick Install.

No action required.
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Chapter 45: RADIUS Server Messages

Radius Server Messages

RADIUS authentication on stack serial disabled

Type/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was
disabled on stack
serial.

No action required.

RADIUS authentication on stack serial enabled

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was
enabled on stack
serial.

No action required.

RADIUS authentication on stack telnet disabled

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was

No action required.
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Typel/Severity

Source

Description

Remedial Action

disabled on stack
telnet.

RADIUS authentication on stack telnet enabled

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was
enabled on stack
telnet.

No action required.

RADIUS authentication on switch serial disabled

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was
disabled on switch
serial.

No action required.

RADIUS authentication on switch serial enabled

394

Typel/Severity

Source

Description

Remedial Action

Information

RADIUS

Informs user that
RADIUS
authentication was
enabled on switch
serial.

No action required.
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Radius Server Messages

RADIUS authentication on switch telnet disabled

Typel/Severity Source Description Remedial Action
Information RADIUS Informs user that No action required.
RADIUS

authentication was
disabled on switch
telnet.

RADIUS authentication on switch telnet enabled

Typel/Severity Source Description Remedial Action
Information RADIUS Informs user that No action required.
RADIUS

authentication was
enabled on switch
telnet.
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Chapter 46: RADIUS Client messages

RADIUS Client information messages

Allowed connection attempt from user

user starting with the given
name.

Type/Severity Source Description Remedial Action
Information RADIUS RADIUS: allowed No action required.
Client connection attempt for the

Disallowed connection Access Reject for user

user starting with the given
name due to invalid user
credentials.

Typel/Severity Source Description Remedial Action
Information RADIUS | RADIUS - disallowed Correct the user-
Client connection attempt for the | configuration at the radius

server; and retry entering
valid user credentials.

Disallowed connection Invalid SvcType for user

user starting with the given
name due to invalid service

type

Typel/Severity Source Description Remedial Action
Information RADIUS RADIUS - disallowed Send the correct svc-type
Client connection attempt for the | from the radius server when

needed.
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RADIUS: ERROR - Couldn’'t create RADIUS Acct semaphore, errno
%d

Typel/Severity Source Description Remedial Action

Information Radius The Radius Accounting Reboot the stack.
task synchronization
semaphore could not be
created.

RADIUS: ERROR - Couldn't create RADIUS semaphore, errno %d

Typel/Severity Source Description Remedial Action

Information Radius The Radius task Reboot the stack.
synchronization
semaphore could not be
created.

RADIUS: ERROR - Couldn’'t create RADIUS Acct semaphore, errno
%d

Type/Severity Source Description Remedial Action

Information Radius The Radius Accounting Reboot the stack.
task synchronization
semaphore could not be
created.

RADIUS: ERROR - Couldn't start RADIUS_client() task, errno %d

Typel/Severity Source Description Remedial Action

Information Radius The Radius client task Reboot the stack.
could not start.
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RADIUS Client information messages

RADIUS: ERROR - Couldn't start radius_recv() task, errno %d

Typel/Severity Source Description Remedial Action

Information Radius The Radius Receive task | Reboot the stack.
could not start.

RADIUS: ERROR - Couldn’'t start RADIUS_AcctClient() task, errno
%d

Typel/Severity Source Description Remedial Action

Information Radius The Radius Accounting Reboot the stack.
task could not start.

RADIUS: ERROR - Couldn't start RADIUS_ServerCheck() task,
errno %d

Type/Severity Source Description Remedial Action

Information Radius The Radius periodic Reboot the stack.
reachability check task
could not start.
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Chapter 47: Run Scripts messages

Run Scripts Information Messages

Error enabling IP Routing

Typel/Severity | Source Description Remedial Action
Information Run Cannot enable IP routing. Check existing settings that
scripts: could be in conflict with the
LLDP, script parameters. Undo
ADAC settings or boot default the
switch, then re-run the script,
entering proper data input.

Error configuring 802.1AB

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure LLDP Check existing settings that
scripts: IP | med-network-policies or could be in conflict with the
Office, | dot1g-framing tagging script parameters. Undo
LLDP settings or boot default the
switch, then re-run the script,
entering proper data input.

Error configuring Management IP Address

Typel/Severity | Source Description Remedial Action
Information Run IP address conflict Check existing settings that
scripts: could be in conflict with the
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TypelSeverity | Source Description Remedial Action
LLDP, script parameters. Undo
ADAC settings or boot default the
switch, then re-run the script,
entering proper data input.
Error configuring port names
Typel/Severity | Source Description Remedial Action
Information Run Cannot set port names. Check existing settings that
scripts: IP could be in conflict with the
Office script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error configuring LLDP MED policies

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure LLDP Check existing settings that
scripts: | med-network-policies could be in conflict with the
LLDP, parameters. script parameters. Undo
ADAC settings or boot default the
switch, then re-run the script,
entering proper data input.
Error creating Data VLAN
Typel/Severity | Source Description Remedial Action
Information Run Cannot create new Data Check existing settings that
scripts: IP | VLAN. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.
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Run Scripts Information Messages

Error creating MLT

Typel/Severity | Source Description Remedial Action
Information Run Cannot create new trunk for | Check existing settings that
scripts: | uplink ports. could be in conflict with the

ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error creating Voice VLAN

Typel/Severity | Source Description Remedial Action
Information Run Cannot create new Voice Check existing settings that
scripts: IP | VLAN. (Maximum number of | could be in conflict with the
Office, Voice Vlan reached) script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.

Error deleting previously created cost 1 default route

Typel/Severity | Source Description Remedial Action
Information Run Error delting default ip Check existing settings that
scripts: IP | route. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.
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Error deleting previously created Voice and Data VLANs

Typel/Severity | Source Description Remedial Action
Information Run Error deleting existing Check existing settings that
scripts: IP | VLAN. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.

Error enabling ADAC
Typel/Severity | Source Description Remedial Action
Information Run Cannot enable ADAC. Check existing settings that
scripts: could be in conflict with the
ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error enabling ADAC on ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure telephony | Check existing settings that
scripts: | ports. could be in conflict with the

ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.
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Run Scripts Information Messages

Error enabling mstp learning on all ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure MSTP on | Check existing settings that
scripts: IP | ports. could be in conflict with the

Office script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error enabling rstp learning on all ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure RSTP on | Check existing settings that
scripts: IP | ports. could be in conflict with the

Office script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error executing script

Typel/Severity | Source Description Remedial Action
Information Run Cannot continue with the Check existing settings that
scripts: IP | script execution. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.
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Error restoring management vian to 1 or disabling ip routing

settings to be made. In this
case, IP routing cannot be
disabled or the management
vlan restored to VID 1.

Typel/Severity | Source Description Remedial Action
Information Run Previously configured Check existing settings that
scripts: IP | settings (by user or another | could be in conflict with the
Office, | execution of the script) must | script parameters. Undo
LLDP, be deleted at the beginning | settings or boot default the
ADAC of the script to allow other switch, then re-run the script,

entering proper data input.

Error saving configuration

Typel/Severity | Source Description Remedial Action
Information Run Cannot save current Check existing settings that
scripts: IP | configuration. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.

Error setting ADAC operating mode

TypelSeverity | Source Description Remedial Action
Information Run Cannot set ADAC tagged Check existing settings that
scripts: | frames operating mode. could be in conflict with the

ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.
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Run Scripts Information Messages

Error setting call server ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure ports as Check existing settings that
scripts: | Call-Server ports.. could be in conflict with the

ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error setting Data VLAN Gateway IP address and network mask

Typel/Severity | Source Description Remedial Action
Information Run IP address conflict. Check existing settings that
scripts: IP could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.

Error setting default IP Route

Typel/Severity | Source Description Remedial Action
Information Run IP address conflict. Check existing settings that
scripts: IP could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.
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Error setting IP Office Call-Server IP address

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure Call- Check existing settings that
scripts: IP | Server IP Address. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.

Error setting IP Office File-Server IP address

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure File-Server | Check existing settings that
scripts: IP | IP Address. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.

Error setting Management VLAN

Typel/Severity | Source Description Remedial Action
Information Run Cannot set Data V:AM as Check existing settings that
scripts: | Management VLAN. could be in conflict with the
LLDP, script parameters. Undo
ADAC settings or boot default the

switch, then re-run the script,
entering proper data input.
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Run Scripts Information Messages

Error setting poe-priority high on ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure poe priority | Check existing settings that
scripts: IP could be in conflict with the
Office script parameters. Undo
settings or boot default the
switch, then re-run the script,
entering proper data input.
Error setting QoS
Typel/Severity | Source Description Remedial Action
Information Run Cannot add new QoS Check existing settings that
scripts: IP | interface group of trusted. could be in conflict with the
Office, script parameters. Undo
LLDP settings or boot default the

switch, then re-run the script,
entering proper data input.

Error setting spanning-tree learning to fast on all ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure STP on Check existing settings that
scripts: IP | ports. could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,

entering proper data input.
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Error setting uplink ports

Typel/Severity | Source Description Remedial Action
Information Run Cannot configure ports as Check existing settings that
scripts:LL | Uplinks. could be in conflict with the

DP, ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.

Error setting VLAN attributes

Typel/Severity | Source Description Remedial Action
Information Run Error setting port vlan Check existing settings that
scripts: IP | membership and tagging or | could be in conflict with the
Office, (only for Ip Office script) script parameters. Undo
LLDP, setting the Data VLAN as settings or boot default the
ADAC management VLAN. switch, then re-run the script,

entering proper data input.

Error setting VLAN Gateway IP address and network mask

Typel/Severity | Source Description Remedial Action
Information Run IP address conflict. Check existing settings that
scripts:LL could be in conflict with the

DP, ADAC script parameters. Undo

settings or boot default the
switch, then re-run the script,
entering proper data input.
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Run Scripts Information Messages

Error setting Voice VLAN Gateway IP address and network mask

Typel/Severity | Source Description Remedial Action
Information Run IP address conflict. Check existing settings that
scripts: IP could be in conflict with the
Office, script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.

Script was successfully executed

Typel/Severity | Source Description Remedial Action

Information Run Script finished with success. | No action required.
scripts: IP
Office,
LLDP,
ADAC

Voice VLAN ID and Data VLAN ID cannot have the same value

Typel/Severity | Source Description Remedial Action
Information Run Voice VLAN and Data VLAN | Check existing settings that
scripts: IP | must have different VLAN could be in conflict with the
Office, IDs. script parameters. Undo
LLDP, settings or boot default the
ADAC switch, then re-run the script,
entering proper data input.
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Chapter 48: SLPP Messages

SLPP Information Messages

SLPP-guard: hold-down timer has expired on port with SLPP-guard

enabled. Port %s has been re-enabled

Typel/Severity

Source

Description

Remedial Action

Information

SLPP Guard

The hold-down timer
has expired and the
port was re-enabled.

No action required.

SLPP-guard: SLPP-guard has not been enabled on port %s as no
filters or filter precedences are available to setup an Ethertype filter

Typel/Severity

Source

Description

Remedial Action

Information

SLPP Guard

SLPP-guard filters
error.

No action required.

SLPP-guard: SLPP packet received on port with SLPP-guard
enabled. Port %s has been disabled

Type/Severity

Source

Description

Remedial Action

Information

SLPP Guard

A SLPP packet was
received and SLPP-
guard disabled the
port.

No action required.
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Chapter 49: SPBM Messages

SPBM Critical Messages

SPBM: ERROR adding i-sid %Xx to i-sid table - table full

Type/Severity Source Description Remedial Action
Critical SPBM The number of I-SIDs that See the "Limitations"
can be configured on the | section in the user manual.
switch is limited. Remove unneeded I-SIDs.

SPBM: ERROR enabling SPBM due to Software License error

Typel/Severity Source Description Remedial Action
Critical SPBM SPBM License missing or Run show license
invalid; I1S-IS protocol will | a11 command to check for
not run. available licenses. Contact
Avaya support.
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SPBM Error Messages

SPBM: ERROR adding C-VLAN UNI for i-sid %d, vlan %d - no
resources

Type/Severity Source Description Remedial Action

Error SPBM UNIs, NNIs and remote See the "Limitations"
nodes use one or more | section in the user manual.
Virtual Ports, dependingon| Remove unneeded UNIs.
the configuration. The
number of Virtual Ports that
can be configured on the
switch is limited.

SPBM: ERROR adding i-sid %x to i-sid table - table full

Typel/Severity Source Description Remedial Action
Critical SPBM The number of I-SIDs that See the "Limitations"
can be configured on the | section in the user manual.
switch is limited. Remove unneeded I-SIDs.

SPBM: ERROR adding NNI on port %d vlan %d - no resources

Typel/Severity Source Description Remedial Action

Error SPBM UNIs, NNIs and remote See the "Limitations"
nodes use one or more | section in the user manual.
Virtual Ports, dependingon| Remove unneeded UNIs.
the configuration. The
number of Virtual Ports that
can be configured on the
switch is limited.
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SPBM Error Messages

SPBM: ERROR adding peer %04x.%04x.%04x - no resources

Typel/Severity Source Description Remedial Action

Error SPBM UNIs, NNIs and remote See the "Limitations"
nodes use one or more | section in the user manual.
Virtual Ports, dependingon| Remove unneeded UNIs.
the configuration. The
number of Virtual Ports that
can be configured on the
switch is limited. The
remote system with the
system-id listed in the text
of the message will not
receive.

SPBM: ERROR adding switched UNI for i-sid %d, port %d, vian %d
- NO resources

Typel/Severity Source Description Remedial Action

Error SPBM UNIs, NNIs and remote See the "Limitations"
nodes use one or more | section in the user manual.
Virtual Ports, dependingon| Remove unneeded UNIs.
the configuration. The
number of Virtual Ports that
can be configured on the
switch is limited.

SPBM: ERROR adding Transparent UNI for i-sid %d, port %d - no
resources

Type/Severity Source Description Remedial Action

Information SPBM Error adding No action required.
Transparent UNI.
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SPBM: ERROR updating UNI for port %d/%d - no resources

Typel/Severity Source Description Remedial Action

Error SPBM UNIs, NNIs and remote See the "Limitations"
nodes use one or more | section in the user manual.
Virtual Ports, dependingon| Remove unneeded UNIs.
the configuration. The
number of Virtual Ports that
can be configured on the
switch is limited.

SPBM: ERROR adding switched UNI for i-sid %d, port %d, vian %d
- NO resources

Typel/Severity Source Description Remedial Action

Error SPBM When a trunk is disabled, See the "Limitations"
the software automatically | section in the user manual.
configures a UNI for each | Remove unneeded UNIs.
physical port in the trunk.
UNIs, NNIs and remote
nodes use one or more
Virtual Ports, depending on
the configuration.
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Chapter 50: SFTP messages

SFTP information messages

SSHC ASCII CFG download SFTP failure

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Check IP address
and SSH download the ASCII CFG | settings, host reachability,
Client) file from SFTP. host key existence and

username.

SSHC ASCII CFG upload SFTP failure

Typel/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Check IP address
and SSH upload the ASCII CFG file | settings, host reachability,
Client) to SFTP. host key existence and

username.

SSHC CFG download SFTP failure

Typel/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Check IP address
and SSH download the CFG file settings, host reachability,
Client) from SFTP. host key existence and

username.
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SSHC CFG upload SFTP failure

Typel/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Check IP address
and SSH upload the CFG file to settings, host reachability,
Client) SFTP. host key existence and

username.

SSHC DSA Authentication failure

Typel/Severity | Source Description Remedial Action
Information SFTP Failed to authenticate to the | Upload the key to TFTP/USB
Client SFTP server using the and add it to the server's

current DSA key as the
current public DSA key of the
switch/stack was not added
to the SFTP server's
"authorized keys" list..

"authorized keys" list.

SSHC Password Authentication failure

Type/Severity

Source

Description

Remedial Action

Information

SFTP Client

SFTP download/upload
operation failed due to
incorrect password

Retry operation using the
correct password.

SSHC RSA Authentication failure

420

Type/Severity

Source

Description

Remedial Action

Information

SFTP Client

Failed to authenticate to

the SFTP server using the
current RSA key as it was

not added to the SFTP

server's "authorized keys"

list..

Upload the key to
TFTP/USB and add it to
the server's "authorized
keys" list.
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SFTP information messages

SSHC server connection failure

Typel/Severity Source Description Remedial Action
Information SFTP Client | Failed to connect to SFTP | Check the connectivity to
server; following a SFTP server. However, this

command involving SFTP. | error occurs when you
attempt any authentication;
it is not caused by
authentication failures.
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Chapter 51: SLA Monitor messages

SLA Monitor Critical Messages

SLAMon Agent message channel creation failure

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

Internal resource errore —
engineering log message

Reset device.

SLAMon Agent platform CLI command interface initialization issue

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

Internal resource errore —
engineering log message

Reset device.

SLAMon Agent platform timer initialization issue

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

Internal resource errore —
engineering log message

Reset device.
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SLAMon Agent: terminated

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

Internal resource error.

Reset device.

SLAMon Agent: terminated - resources unavailable

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

An internal resource error
has occurred.

Reset device

SLAMon Agent: terminated - RTP test exception detected

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

An internal resource error
has occurred.

Reset device

SLAMon Agent: terminated - NTR test exception detected

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

An internal resource error
has occurred.

Reset device

SLAMon Agent: terminated - command/frame processing issue

detected

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

An internal resource error
has occurred.

Reset device
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SLA Monitor Information Messages

SLAMon Agent: message channel creation failure

Typel/Severity Source Description Remedial Action

Critical SLAMon Internal resource error - Reset device
engineering log message.

After agent change message became invalid:

Typel/Severity Source Description Remedial Action

Serious/Critical System After upgrade/intermediary | No action required.
Logging downgrade, if the
Application id or message
id are out of range, the
message is replaced in
order to avoid DAE.

SLA Monitor Information Messages

SLAMon Agent CLI support not available

Typel/Severity | Source Description Remedial Action
Information SLAMon | SLM CLI support not No action required.
included inimage - current N/
A

SLAMon Agent CLI timeout value out of range

Typel/Severity | Source Description Remedial Action

Information SLAMon | The specified SLA Monitor | Specify an in-range value for
agent CLI timeout value lies | the agent CLI timeout.
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TypelSeverity | Source Description Remedial Action
outside the acceptable range
(60 seconds to 600
seconds).
SLAMon Agent disabled
Typel/Severity | Source Description Remedial Action
Information SLAMon | SLA Monitor agent state No action required.
change detected — agent
disabled.
SLAMon Agent enabled
Typel/Severity | Source Description Remedial Action
Information SLAMon | SLA Monitor agent state No action required.

change detected — agent
enabled.

SLAMon Agent inconsistent UDP port data specified

Typel/Severity

Source

Description

Remedial Action

Information

SLAMon

Agent UDP (command) port
and agent-to-agent
communication UDP port
values conflict with each
other. The port values must
be unique.

Message is also generated
when an out-of-range port
value is specified and when
a port value that conflicts
with ports used by other
applications (http, https, ssh)
is specified.

Utilize defaults or specify
unique agent UDP port
values.
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SLA Monitor Information Messages

SLAMon Agent info: %d %d %d

Typel/Severity

Source

Description

Remedial Action

Information

SLAMon

General debug message —
currently N/A

No action required.

SLAMon Agent invalid agent-to-agent port (must be even value)

Type/Severity

Source

Description

Remedial Action

Information

SLAMon

Agent-to-agent
communication UDP port
must be an even value.

Specify an even value for
port.

SLAMon Agent operation is restricted CLI-only

Type/Severity

Source

Description

Remedial Action

Information

SLAMon

The requested operation is
only supported through the
platform CLI.

Utilize the platform CLI to
perform the requested
operation.

SLAMon Agent terminated

‘ Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent task logic has
been terminated.

System reset required.
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SLAMon Agent terminated — command/frame processing issue

detected

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent command/packet
receive logic detected an
error, causing the agent
operation to be terminated.

System reset required.

SLAMon Agent terminated NTR test exception detected

Type/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent NTR test support
detected a failure during test
processing, causing agent
operation to be terminated.

System reset required.

SLAMon Agent terminated - resources unavailable

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

Resources required for
agent initialization are not
available, causing agent
operation to be terminated.
An invalid configuration,
such as when the same port
values are specified for
agent-server and agent-
agent communication, can
also impact resource
availability.

System reset required.
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SLA Monitor Information Messages

SLAMon Agent terminated - RTP test exception detected

Typel/Severity

Source

Description

Remedial Action

Critical

SLAMon

The agent RTP test support
detected a failure during test
processing, causing agent
operation to be terminated.

System reset required.
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Chapter 52: SMLT messages

SMLT information messages

SLPP Warning - PDU was received on Vlan Vlanld Unit UnitNo Port
PortNo .

Type/Severity Source Description Remedial Action

Information SMLT | The system detected an Check for the correct port
SLPP error when the SLPP | configuration

packet sent is received back
on a different VLAN.

SMLT IMC invalid cmd 1- StkCmd

Typel/Severity| Source Description Remedial Action
Information SMLT An invalid SMLT Imc Restart the system.
command received in the
stack.

SMLT IMC tx error

Typel/Severity | Source Description Remedial Action
Information SMLT The system failed to transmit | Restart the system.
the IMC message in the
stack.
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SMLT input parameter error mit port vian

Typel/Severity | Source Description Remedial Action

Information SMLT The system failed to enable | Check for the correct VLAN
the SMLT as the IST ports | membership of the IST ports.
are not a part of the VLAN.

SMLT Stack db ex event num -0 —-0*22221111

Typel/Severity | Source Description Remedial Action

Information SMLT Log SMLT db exchange No action required.
events.

SMLT stackEventNotify Invalid Msg Cmd -0-0

Type/Severity| Source Description Remedial Action

Information SMLT The system received an Restart the system.
invalid stack related event.

SMLT Stack inactive event 0-0- modMask

Type/Severity| Source Description Remedial Action

Information SMLT Log SMLT unit inactive No action required.
events.

SMLT Stack joined event num - 0 — 0*33331111

Type/Severity | Source Description Remedial Action
Information SMLT Log SMLT stack Join No action required.
events.
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SMLT information messages

SMLT Stack leaved event 0 - 0 - modMask

Typel/Severity

Source

Description

Remedial Action

Information

SMLT

Log SMLT stack leave
events.

No action required.

SMLT STP enabled on IST trunk trkNo stp group grp

Typel/Severity

Source

Description

Remedial Action

Information

SMLT

STP enabled on the IST
trunk error.

Disable the STP on IST trunk
ports.

SMLT Warning - LAC SMLT with more than 8 links - key - count

Type/Severity

Source

Description

Remedial Action

Information

SMLT

LAC/SMLT with more than 8
links with specified key
count.

Do not configure more than 8
links in the SMLT over the
LAC configuration.

SMLT Warning - smltEnable Software License Error- 0 -0

Type/Severity

Source

Description

Remedial Action

Information

SMLT

This is a SMLT related
warning indicating, software
License error.

Check if a valid software
license is available.
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SMLT Warning - SMLT mismatched Lac_Sys_ID error shutdown all

SMLT lac po
Typel/Severity | Source Description Remedial Action
Information SMLT This is an SMLT related The SMLT system ID did not
warning indicating, SMLT match. Configure the correct
system ID mismatch. system ID.
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Chapter 53: SNMP Server messages

SNMP Server warning messages

Trap: FCoE - Egress Issue Detected

Type/Severity Source Description Remedial Action
Serious FCoE Redirect Issue detected with | Check FCoE config/
link/trunk used for link status.
FCoE Redirect.

Trap s5CtrUnitDown
Typel/Severity Source Description Remedial Action
Serious L3, MLT | Unit down. No action required.

Trap: slaMonitorAgentExceptionDetected

Typel/Severity Source Description Remedial Action
Critical SLAMon SLAMon agent Reset device.
operation
terminated.
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SNMP Server information messages

Authentication Failure Trap

Type/Severity

Source

Description

Remedial Action

Information

SNMP

Authentication Failure.

No action required.

BPDU received on port with BPDU-Filtering enabled.

Type/Severity | Source Description Remedial Action
Information STP BPDU received on port with | No action required.
BPDU-Filtering enabled.
Cold Start Trap
Typel/Severity | Source Description Remedial Action
Information SNMP Cold Start No action required.

DAI ARP packet with invalid IP MAC binding dropped on untrusted

port unit# port#

Type/Severity

Source

Description

Remedial Action

Information

DAI

ARP packet ingressed on a
DAI untrusted port with a
hardware MAC address and
IP address does not match
any entries in the DHCP
binding table. This violates
the DAI integrity check and
the packet is dropped.

Isolate the offender.
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SNMP Server information messages

DHCP Snoop DHCP ACK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Typel/Severity Source Description Remedial Action
Information DHCPSNO | DHCP ACK reply packet | Isolate the offender.
OoP ingressed on an DHCP

Snoop untrusted port. This
violates the DHCP Snoop
integrity check and the
packet is dropped.

DHCP Snoop DHCP binding table is full additional DHCP clients will
not be added to the binding table

Typel Source Description Remedial Action
Severity
Information DHCPSNO | The maximum number of Scale down the number of
OP DHCP binding entries (1024) | DHCP clients.

is reached. Any additional
DHCP client entries will not be
added to the binding table.

DHCP Snoop: DHCP DISCOVER dropped on port %d/%d (source
MAC not matching client MAC)

Parameters Type/ Source Description Remedial Action
Severity
Source Information | DHCPSN | A DHCP Discover Check the sending client.
MAC OOP packet was received | It may be an intrusion.
address on port %d/%d but the
Client MAC source MAC Address
address did not match the
client MAC address.
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DHCP Snoop DHCP NAK dropped on untrusted port unit# port# (not
allowed on untrusted port)

Typel/Severity

Source

Description

Remedial Action

Information

OP

DHCPSNO | DHCP NAK reply packet

ingressed on an DHCP
Snoop untrusted port. This
violates the DHCP Snoop
integrity check and the
packet is dropped.

Isolate the offender.

DHCP Snoop DHCP OFFER dropped on untrusted port unit# port#
(not allowed on untrusted port)

DHCP Snoop untrusted
port. This violates the
DHCP Snoop integrity
check and the packet is
dropped.

Type/Severity Source Description Remedial Action
Information DHCPSNO | DHCP OFFER reply Isolate the offender.
OoP packet ingressed on an

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# because MAC Addr( MACaddress ) is associated to port

unit# port#
Typel/Severity Source Description Remedial Action
Information DHCPSNO | DHCP RELEASE or Isolate the offender.
OoP DECLINE packet with the

DHCP client hardware
MAC address and client
port from the binding table
ingressed on a different
DHCP Snoop untrusted
port. This violates the
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SNMP Server information messages

Typel/Severity Source Description Remedial Action

DHCP Snoop integrity
check and the packet is
dropped.

DHCP Snoop DHCP RELEASE DECLINE dropped on untrusted port
unit# port# (MAC Addr( MACaddress ) does not exist in binding
table)

Typel/Severity Source Description Remedial Action
Information DHCPSNO | DHCP RELEASE or Isolate the offender.
OP DECLINE packet with the

DHCP client hardware
MAC address is not found
in the binding table
ingressed on a DHCP
Snoop untrusted port. This
violates the DHCP Snoop
integrity check and the
packet is dropped.

DHCP Snoop: DHCP packet dropped on port %d/%d - static entry
with the same MAC %02x-%02x-%02x-%02x-%02x-%02x in binding
table

Type/Severity Source Description Remedial Action

Information SNMP Drop static entry. No action required.

DHCP Snoop DHCP snooping binding table restored successfully
from TFTP address

Typel/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful. the USB target for
availability.

Logs Reference November 2013 439



SNMP Server messages

DHCP Snoop DHCP snooping binding table restored successfully

from USB unit unit#

Typel/Severity| Source Description Remedial Action
Information DHCP External-save/restore was Check TFTP connection or the
SNOOP | unsuccessful on the USB target for availability.
mentioned target.

DHCP Snoop DHCP snooping binding table restore from TFTP

address A.B.C.D IPv6_address failed

mentioned target.

Type/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or
SNOOP unsuccessful on the the USB target for

availability.

DHCP Snoop DHCP snooping binding table restore from USB unit

unit# failed
Typel/Severity Source Description Remedial Action
Information DHCP External-save/restore was | Check TFTP connection or

SNOOP

unsuccessful.

the USB target for
availability.

DHCP Snoop DHCP snooping binding table saved successfully to

TFTP address

Typel/Severity | Source Description Remedial Action
Information DHCP | External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.
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SNMP Server information messages

DHCP Snoop: DHCP snooping binding table save to TFTP address,

failed
Typel/Severity Source Description Remedial Action
Information DHCPSNO | External-save/restore No action required.
OoP occurred successfully on

the mentioned target.

DHCP Snoop DHCP snooping binding table saved successfully to

USB unit unit#

SNOOP

Type/ Source Description Remedial Action
Severity
Information DHCP External-save/restore No action required.

occurred successfully on the
mentioned target.

DHCP Snoop DHCP snooping binding table save to USB unit unit#

failed
Typel/Severity| Source Description Remedial Action
Information DHCP External-save/restore No action required.
SNOOP | occurred successfully on the
mentioned target.

DHCP Snoop: DHCP snooping entry with MAC %02x-%02x-%02x-
%02x-%02x-%02x not restored (invalid Vian %d)

Typel/Severity Source Description Remedial Action
Information DHCP External-save entry could | Compare external entry
SNOOP not be restored due to an | VLAN against currently

invalid VLAN.

configured VLANs and
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Typel/Severity Source Description Remedial Action

change configuration if
necessary.

DHCP Snoop DHCP snooping entry entry number not restored due
to MAC conflict

Type/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored due to MAC
conflict.

DHCP Snoop DHCP snooping entry entry number not restored due
to expired lease

Typel/Severity| Source Description Remedial Action
Information DHCP Binding entry could not be | No action required.
SNOOP | restored as the lease
expired.

DHCP Snoop DHCP snooping entry with MAC MacAddress not
restored on invalid interface unit# port#

Typel/Severity Source Description Remedial Action
Information DHCP Binding entry could not be | Check the unit/port
SNOOP | restored due to an invalid | combinations in the
interface (unit/ port external-save file with your
combination read from actual topology, and modify
external file is no longer the external-save file if
available or invalid necessary.
altogether).
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SNMP Server information messages

DHCP Snoop DHCP snooping entry entry number not restored due
to parsing failure

Typel/Severity | Source Description Remedial Action
Information DHCP Binding entry could not be Check and modify the
SNOOP | restored due to various external-save file for
parsing failures. unexpected modifications in
entry syntax.

DHCP Snoop NTP is not synchronized; external save restore of
DHCP snooping entries not possible

Type/Severity Source Description Remedial Action
Information DHCP | The external actions Make sure time source is
SNOOP | (Restore or Save) not properly set to (S)NTP and

possible, as the Unit (S)NTP | the server is synchronized.
server is not synchronized.

Egp Neighbor Loss Trap

Typel/Severity| Source Description Remedial Action
Information SNMP Egp Neighbor Loss. No action required.

Enterprise Specific Trap

Typel/Severity| Source Description Remedial Action

Information SNMP Enterprise Specific Trap. No action required.
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IPSG Insufficient resources available to enable IPSG on port unit#

port#
Typel Source Description Remedial Action
Severity
Information IPSG Insufficient resources No action required.

available to enable IPSG on
port.

IPSG Maximum IP entries on port unit# port# has been reached

Typel/Severity | Source Description Remedial Action
Information IPSG Maximum IP entries on port | Scale down the number of IP
has been reached. entries on port.
Link Down Trap
Type/Severity Source Description Remedial Action
Information IFMGR, Link Down. No action required.
SNMP
Link Up Trap
Typel/Severity Source Description Remedial Action
Information IFMGR, Link up. No action required.
SNMP
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SNMP Server information messages

PIM Neighbor status change Up

Typel/Severity | Source Description Remedial Action
Information PIM PIM_NBR_UP: A new If the same neighbor is
neighbor is detected, This repeatedly appearing and
occurs when a PIM Hello disappearing, this is due to

message is received from an | congestion in the link towards
active PIM router. This may | this neighbor. Check if unicast
result in change in IP routing and CPU utilization is
multicast traffic flow if this also being affected.

neighbor is towards RP or
BSR espcially if combined
with change in unicast
routing.

PIM Neighbor status change Down

Typel/Severity | Source Description Remedial Action

Information PIM PIM_NBR_DOWN: An Check if the neighbor router is
existing neighbor has timed | functional and is sending out
out. This occurs when PIM | PIM Hellos.

Hello messages are not
received from a neighbor
within 3.5 times the query
interval for an active PIM
interface. This may lead to
changes in the IP Multicast
traffic flow.

Radius: Server with index %d is down

Parameters Typel Source Description Remedial Action
Severity
Server Information Radius | Radius server is Check connectivity with
Index down. server.
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Radius: Server with index %d is up

Parameters Type/ Source Description Remedial Action
Severity
Server Information Radius | Radius server is up No action required.
Index

SPBM adjacency with neighbor

Typel/Severity Source Description Remedial Action
Information ISIS When IS-IS forms more No action required.
than 1 adjacency with the
same IS.

SPBM detect adj

Type/Severity Source Description Remedial Action
Information ISIS When the IS-IS adjacency | No action required.
state changes (down, init,
up).
SPBM ISIS
Type/Severity Source Description Remedial Action
Information ISIS An IS-IS trap indicating that | Correct IS-IS system-id
a Hello packet with a configuration.

duplicate system-id has
been received.

446 Logs Reference November 2013
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Logs Reference

SNMP Server information messages

SPBM ISIS detect duplicate nick-name

Typel/Severity Source Description Remedial Action
Information ISIS An [S-IS trap indicating that | Correct IS-IS SPBM nick-
a LSP with a duplicate name configuration.
nickname has received.

SPBM ISIS node

Typel/Severity Source Description Remedial Action

Information ISIS An [S-IS trap was sent Correct SPBM I1-metric
indicating that a LSP with a| configuration.

different value of I1-metric
has been received

Trap bsAdacPortConfigNotification

Type/Severity Source Description Remedial Action
Information ADAC | ADAC Port Configuration. No action required.

Trap bsAdacPortOperDisabledNotification

Type/Severity| Source Description Remedial Action

Information ADAC ADAC Port operation No action required.
disabled.
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Trap bsnConfigurationSavedToNvram

Typel/Severity Source Description Remedial Action

Information CONFIG | The configuration is saved | No action required.
DATA to NVRAM.

Trap: bsDhcpSnoopingExtSaveSFTPSyncSuccess

Typel/Severity Source Description Remedial Action

Information SNMP This notification is No action required.
generated after
successfully saving
the DHCP snooping
binding table to a
SFTP server external

file.

Trap bsnEapAccessViolation

Type/Severity Source Description Remedial Action

Information EAP EAP access violation. No action required.
Trap bsnEapUbpFailure
Type/Severity Source Description Remedial Action

Information EAP EAP UBP failure. No action required.
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SNMP Server information messages

Trap bsnLacPortDisabledDueToLossOfVLACPDU

Typel/Severity | Source Description Remedial Action
Information LAC Lac Port Disabled Due To No action required.
Loss Of VLACPDU

Trap bsnLacPortEnabledDueToReceiptOfVLACPDU

Source Remedial Action

LAC

Typel/Severity Description

LAC Port Enabled as the
VLACPDU was received.

Information No action required.

Trap: bsnROPasswordExpired: Read-only password expired

Type/Severity Source Description Remedial Action

Information Password Security Notify user that local
read-only password

has expired.

No action Required

Trap: bsnRWPasswordExpired: Read-write password expired

Type/Severity Source Description Remedial Action
Information Password Security Notify user that local | No action required.
read-write password
has expired.
Trap: bsnSFPInsertion on port
Typel/Severity Source Description Remedial Action
Information SNMP SFP was inserted. No action required.
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Trap: bsnSFPRemoval on port

Typel/Severity

Source

Description

Remedial Action

Information

SNMP

SFP was removed

.| No action required.

Trap bsnStackConfigurationError

Typel/Severity Source Description Remedial Action
Information STK Stack Configuration Error. | No action required.
MONITOR

Trap bsnStackManagerReconfiguration

Type/Severity

Source

Description

Remedial Action

Information

STKMGR

Stack manager re-
configuration.

No action required.

Trap: bsnSystemUp365Days sent from unit %d

450

has been up for 365
days.

Parameters Typel Source Description Remedial Action
Severity
Unit Information | TOTAL | The message is No action required
SYS logged with the SNMP
UPTIME | trap. The notification
(TSU) indicates the system
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SNMP Server information messages

Trap bsnTrialLicenseExpiration Trial license license# has expired.
Disable licensed features to avoid network interruption

Typel/Severity Source Description Remedial Action
Information SOFTLIC | The trial license has Disable the licensed features
expired. to avoid network
interruption.

Trap bsnTrialLicenseExpiration Trial license license# will expire in
# days day(s)

Type/Severity Source Description Remedial Action

Information SOFTLIC | This message indicates that| No action required.
the trial license will expire.

Trap bspePethPsePortCurrentStatusNotification

Type/Severity | Source Description Remedial Action

Information POL Peth Pse Port Current No action required.
Status.

Trap bsUnicastStormControlAboveHighWatermark

Typel/Severity | Source Description Remedial Action
Information DRIVER | Unicast Storm Control No action required.
reached the high watermark
level.

Logs Reference November 2013 451



SNMP Server messages

Trap bsUnicastStormControlBelowLowWatermark

Typel/Severity

Source

Description

Remedial Action

Information

DRIVER

Unicast Storm Control has
gone below low watermark
level.

No action required.

Trap: bsnUSBInsertion on unit

Typel/Severity

Source

Description

Remedial Action

Information

SNMP

USB was inserted.

No action required.

Trap: bsnUSBRemoval on unit

Type/Severity

Source

Description

Remedial Action

Information

SNMP

USB was removed.

No action required.

Trap bsveVrrpTrapStateTransition

Type/Severity

Source

Description

Remedial Action

Information

VRRP

VRRP Trap State Transition.

No action required.

Trap DAPP - DoS Attack Detected

Typel/Severity

Source

Description

Remedial Action

Information

QPAV2

The system detected a DAPP
- DoS attack.

No action required.
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SNMP Server information messages

Trap Device has entered Forced Stack Mode ( MAC Address )

Typel/Severity Source Description Remedial Action
Information IPT Device has entered No action required.
Forced Stack Mode.
Trap entConfigChange
Typel/Severity| Source Description Remedial Action
Information ENTMIB | Ent Config Change. No action required.
Trap fallingAlarm
Type/Severity | Source Description Remedial Action
Information RMON | Falling Alarm. No action required.

Trap lldpRemTableChange Ageouts = count

Type/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange
Ageouts Number

No action required.

Trap lldpRemTableChange Deletes = count

Typel/Severity

Source

Description

Remedial Action

Information

802.1AB

lldpRemTableChange
Deletes Number.

No action required.
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Trap lldpRemTableChange Drops = count

Typel/Severity Source Description Remedial Action

Information 802.1AB | lldpRemTableChange No action required.
Drops Number

Trap lldpRemTableChange Inserts = count

Typel/Severity| Source Description Remedial Action

Information 802.1AB | lldpRemTableChange No action required.
Inserts Number

Trap lidpXMedTopologyChangeDetected Subtype = subtype Class
= class

Type/Severity Source Description Remedial Action
Information 802.1AB | The system detected a No action required.
LidpXMed Topology
Change.

Trap newRoot

Type/Severity Source Description Remedial Action

Information NNCLI | New root. No action required.

Trap ntnQosPolicyEvolLocalUbpSessionFailure

Typel/Severity| Source Description Remedial Action

Information QPAV2 | QoS Policy Evol Local UBP | No action required.
Session Failed.
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SNMP Server information messages

Trap ospflfAuthFailure

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Interface
Authentication failed.

No action required.

Trap ospflfConfigError

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Interface
Configuration Error.

No action required.

Trap ospflfStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Interface state
changed.

No action required.

Trap ospfNbrStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Neighbor State
Change.

No action required.

Trap ospfVirtifAuthFailure

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

The OSPF Virtual Interface
Authentication failed.

No action required.

Logs Reference

November 2013 455



SNMP Server messages

Trap ospfVirtifConfigError

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

The system detected an
OSPF Virtual Interface
Configuration Error.

No action required.

Trap ospfVirtlfStateChange

Typel/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Virtual Interface State
Change.

No action required.

Trap ospfVirtNbrStateChange

Type/Severity

Source

Description

Remedial Action

Information

OSPF

OSPF Virtual Neighbor State
Change.

No action required.

Trap pethMainPowerUsageOffNotification

Type/Severity

Source

Description

Remedial Action

Information

POL

Peth Main Power Usage
Off.

No action required.

Trap pethMainPowerUsageOnNotification

Typel/Severity

Source

Description

Remedial Action

Information

POL

Peth Main Power Usage On.

No action required.
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SNMP Server information messages

Trap pethPsePortOnOffNotification

Typel/Severity

Source

Description

Remedial Action

Information

POL

Peth Pse Port On Off.

No action required.

Trap: rclsisPlsbBvidMismatchTrap

Typel/Severity

Source

Description

Remedial Action

Information

ISIS

Trap was sent when the B-
VID TLV from a neighbor
node does not match the
local configuration.

Correct SPBM B-VID
configuration.

Trap: rclsisPlsbLsdbUpdateTrap

Type/Severity Source Description Remedial Action
Information ISIS An IS-IS trap indicating that | No action required.
LSDB information has
changed.
Trap risingAlarm
Type/Severity| Source Description Remedial Action
Information RMON Rising alarm. No action required.
Trap RSTP Error Event
Typel/Severity Source Description Remedial Action
Information NNRST | RSTP Error Event. No action required.
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Trap RSTP General Event

Typel/Severity

Source

Description

Remedial Action

Information

NNRST

RSTP General Event.

No action required.

Trap RSTP New Root

Typel/Severity

Source

Description

Remedial Action

Information

NNRST

RSTP New Root.

No action required.

Trap RSTP Protocol Migration

Type/Severity

Source

Description

Remedial Action

Information

NNRST

RSTP Protocol Migration.

No action required.

Trap RSTP Topology Change

Type/Severity Source Description Remedial Action
Information NNRST RSTP Topology Change. | No action required.
Trap: Run %s %s
Typel/Severity Source Description Remedial Action
Information SNMP Script %s failed/was | No action required.

successfully
executed.
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SNMP Server information messages

Trap s5CtrUnitDown
Typel/Severity Source Description Remedial Action
Warning L3, MLT | Unit down. No action required.

Trap s5EtrSbsMacAccessViolation

Type/ Source Description Remedial Action
Severity
Information BAYSECURE, | MAC access violation. No action required.
DCE

Trap s5EtrSbsMacAccessViolation

Typel Source Description Remedial Action
Severity
Information BAYSECURE, | MAC access violation. No action required.
DCE

Trap s5EtrSbsMacRemoved

Type/Severity

Source

Description

Remedial Action

Information

NNCLI

MAC removed.

No action required.

Trap s5EtrSbsMacTableCleared

Typel/Severity

Source

Description

Remedial Action

Information

NNCLI

MAC Table Cleared.

No action required.
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Trap s5EtrSbsMacTableClearedForPort

Typel/Severity Source Description Remedial Action
Information NNCLI The MAC table cleared for | No action required.
the Port.

Trap SLPP Port Down Event

Typel/Severity | Source Description Remedial Action

Information SMLT SLPP Port Down Event. No action required.

Trap Smilt Ist Link Down

Type/Severity Source Description Remedial Action

Information SMLT SMLT IST Link Down. No action required.

Trap Smlt Ist Link Up

Type/Severity| Source Description Remedial Action

Information SMLT SMLT IST Link Up No action required.

Trap Smlit Link Down

Typel/Severity | Source Description Remedial Action

Information SMLT SMLT Link Down. No action required.

460 Logs Reference
Comments? infodev@avaya.com

November 2013


mailto:infodev@avaya.com?subject=Logs Reference

SNMP Server information messages

Trap Smit Link Up

Typel/Severity | Source Description Remedial Action
Information SMLT SMLT Link Up. No action required.
Trap s5CtrHotSwap
Typel/Severity Source Description Remedial Action
Information MCMGR, Hot Swap. No action required.
DRPMGR
Trap topologyChange
Type/Severity Source Description Remedial Action
Information NNCLI | Topology Change. No action required.
Trap ubpEAPSessionEnd
Type/Severity | Source Description Remedial Action
Information QPAV2 | EAP Session end. No action required.

Trap ubpEAPSessionStart

Typel/Severity

Source

Description

Remedial Action

Information

QPAV2

EAP Session Start.

No action required.
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Trap vrrpTrapNewMaster

Type/Severity| Source Description Remedial Action
Information VRRP VRRP Trap New Master. No action required.

Trap: s5CtrFanDirectionError

Typel/Severity Source Description Remedial Action
Information DCE The message is logged Verify the fan component's
with the SNMP trap direction.

s5CtrFanDirectionError.
This notification indicates
that a fan component's
direction is incorrect.

Trap: s5CtrHighTemperatureError

Type/Severity Source Description Remedial Action

Information DCE The message is logged Verify system temperature.
with the SNMP trap
s5CtrHighTemperatureErr
or. This notification
indicates that the system is
overheated.

Trap: sSEtrMacAddressTablesThresholdReached

Type/Severity Source Description Remedial Action
Information CDT s5EtrMacAddressTablesT | Remove at least one MAC
hresholdReached trap address.

signifies that the MAC
address tables threshold is
reached.
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SNMP Server information messages

Trap: rclsisPIsbSmitVirtBmacMismatchTrap

Typel/Severity

Source

Description

Remedial Action

Information

SPB

A PLSB ISIS trap signifies
that the Virtual BMAC

configured in the switch is
different from virtual BMAC
configured in the IST peer.

No action required.

Trap: rclsisPlsbSmItPeerBmacMismatchTrap

Typel/Severity

Source

Description

Remedial Action

Information

SPB

A PLSB ISIS trap signifies
that the Smit Split-Beb
configured in the local
switch and IST peer are the
same. Configure One IST
switch as Split-Beb primary
and configure IST peer as
Split-Beb secondary.

No action required.

Trap: rclsisPlsbSmIitSplitBebMismatchTrap

Type/Severity

Source

Description

Remedial Action

Information

SBR

A PLSB ISIS trap signifies
that the Smit Split-Beb
configured in the local
switch and IST peer are
same. Configure One IST
switch as Split-Beb primary
and configure IST peer as
Split-Beb secondary.

No action required.
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Trap: bsLstinterfaceStatusChanged

Typel/Severity Source Description Remedial Action

Information LST This notification is No action required.
generated when a physical
or logical interface
changes its status in a
particular link-state
tracking group.

Trap: bsLstGroupOperStateChanged

Typel/Severity Source Description Remedial Action

Information LST This notification is No action required.
generated when the
operational status of a link-
state tracking group
changes due to an
interface status change.

Trap: bsDhcpSnoopingExtSaveSFTPSyncSuccess

Type/Severity Source Description Remedial Action
Warning/ Baysecure | Maximum number of MAC | No action required.
Information addresses that can be
learned on a trunk is
reached.

Trap: bsDhcpSnoopingExtSaveSFTPSyncFailure

Type/Severity Source Description Remedial Action
Information DHCPSNO | This notification is No action required.
OoP generated after

unsuccessfully saving the
DHCP Snooping binding
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SNMP Server information messages

Typel/Severity Source Description Remedial Action

table to a SFTP server
external file.

Trap: bsDhcpSnoopingExtSaveSFTPRestoreSuccess

Type/Severity Source Description Remedial Action
Information DHCPSNO | This notification is No action required.
OoP generated after

successfully restoring the
DHCP snooping binding
table from a SFTP server
external file.

Trap: bsDhcpSnoopingExtSaveSFTPRestoreFailure

Typel/Severity Source Description Remedial Action
Information DHCPSNO | This notification is No action required.
OoP generated after

unsuccessfully restoring
the DHCP snooping
binding table from a SFTP
server external file.

DHCP Snoop: DHCP snooping entry with MAC %02x-%02x-%02x-
%02x-%02x-%02x not restored on trusted interface %d/%d

Typel/Severity Source Description Remedial Action
Information DHCPSNO | The message is logged No action required.
OoP with the SNMP trap
bsDhcpSnoopingExtSave

EntrylfTrustedConflict.
This notification is
generated when a DHCP
snooping binding entry
failes to restore from an
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466

Typel/Severity

Source

Description

Remedial Action

external file on a trusted
interface.
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Chapter 54: SNTP messages

SNTP critical messages

SNTP Could not sync to NTP servers.

Type/Severity Source Description Remedial Action
Critical SNTP The SNTP could not Try synchronizing to a valid
synchronize with any of the | NTP server. Make sure that
two NTP servers. the SNTP is connected to the

NTP servers you are trying to
synchronize with.

SNTP information messages

SNTP: First synchronization successful.

Typel/Severity Source Description Remedial Action
Information SNTP | The SNTP is synchronized | No action required.
with one of the NTP
servers.
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Chapter 55: SSH messages

SSH information messages

SSHC: ASCII CFG download SFTP failure

Type/Severity Source Description Remedial Action
Information SFTP Download of ASCIl | Check IP address
config file to SFTP settings, host
failed. reachability, host key

existence and
username.

SSHC: ASCII CFG upload SFTP failure

Typel/Severity Source Description Remedial Action
Information SFTP Upload of ASCII Check IP address
config file to SFTP settings, host
failed. reachability, host key

existence and
username.

SSH_CLIENT Key couldnt be saved for host ip address

Typel/Severity | Source Description Remedial Action
Information SSH New host's key could not be | Remove other host's keys to
Client saved as NVRAM is full or | create space on NVRAM, and
defective. try again.
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SSH CLIENT SSH Connection to IP ip address was closed because

parent console session console session ID was closed

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

SSH Connection is closed
as the console session,
from which SSH Client
was launched closed. (for
example, ssh DUT, then
ssh PC, then close ssh to
DUT session)

No action required.

SSH CLIENT SSH Connection to %s was disconnected

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

Successfully
disconnected the SSH
connection.

No action required.

SSH CLIENT: SSH Connection to %s was disconnected by host.

Connection time: %s

Type/Severity

Source

Description

Remedial Action

Information

SSH Client

Host disconnected
the SSH connection.

No action required.

SSH CLIENT: SSH Connection to %s was disconnected by user.

Connection time: %s.

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

SSH user ended
SSH connection.

No action Required.
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SSH information messages

SSH CLIENT Successful SSH Connection to %s using %s
authentication

Typel/Severity Source Description Remedial Action
Information SSH Client | Successful SSH No action required.
Connection.

SSH disabled

Typel/Severity | Source Description Remedial Action

Information SSH The SSH is disabled No action required.

SSH DSA key deleted

Typel/Severity | Source Description Remedial Action
Information SSH The SSH DSA key deleted. | No action required.

SSH DSA KEY generation completed

Type/Severity| Source Description Remedial Action

Information SSH The SSH DSA key No action required.
generation completed.

SSH enabled in non-secure mode

Typel/Severity | Source Description Remedial Action

Information SSH The SSHis enabled in anon-| No action required.
secure mode.
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SSH enabled in secure mode

Type/Severity| Source Description Remedial Action

Information SSH The SSH is enabled in the No action required.
secure mode.

SSH Maximum number of ssh sessions has been reached

Typel/Severity Source Description Remedial Action

Information SSH The maximum number of No action required.
SSH session is reached.

SSH RSA KEY generation completed

Type/Severity Source Description Remedial Action

Information SSH The SSH RSA key is No action required.
successfully generated.

SSH RSA key overwritten

Type/Severity Source Description Remedial Action
Information SSH The SSH RSA key is No action required.
overwritten.

SSH session login using port

Type/Severity| Source Description Remedial Action
Information SSH Login session. No action required.
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SSH information messages

SSH System is generating DSA KEY wait ...

Type/Severity| Source Description Remedial Action
Information SSH The system is generating the | No action required.
DSA key.

SSH TFTP DSA key download complete

Typel/Severity | Source Description Remedial Action
Information SSH Download the SSH DSA key | No action required.
through the completed
TFTP.

SSH TFTP RSA key download complete

Type/Severity Source Description Remedial Action

Information SSH SSH RSA key is No action required.
successfully downloaded
through TFTP.

SSH USB DSA key download complete

Type/Severity Source Description Remedial Action

Information SSH The SSH DSA key No action required.
downloading through the
USB is completed.
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SSH USB RSA key download complete

Typel/Severity

Source

Description

Remedial Action

Information

SSH

The SSH RSA key is

through the USB.

successfully downloaded

No action required.

SSH session closed by ip address remote host. Connection time h

hours m minutes

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

Remote host closed the
SSH session.

No action required.

Successful SSH connection to ip address

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

SSH connection
completed successfully.

No action required.
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Chapter 56: SSHC messages

SSHC information messages

SSHC: CFG download SFTP failure

Type/Severity

Source

Description

Remedial Action

Information

SSH Client

Communication with
server failed for
some reason,
therefore download
failed.

Check if ping works (if
not dropped by
firewall) for SFTP
server If full path is
used verify if the path
exist on the server.
Check the server
settings for sshd/sftp.

SSHC: CFG upload SFTP failure

Typel/Severity

Source

Description

Remedial Action

Information

SSH Client

Communication with
server failed for
some reason,
therefore upload
failed.

Check if ping works (if
not dropped by
firewall) for SFTP
server If full path is
used verify if the path
exist on the server.
Check the server
settings for sshd/sftp.
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SSHC DSA key generation failure

Typel/Severity

Source

Description

Remedial Action

Information

SSHC (SFTP | SSHC Client failed to
and SSH generate the DSA key.

Client)

No action required.

SSHC DSA key save failure

Typel/Severity

Source

Description

Remedial Action

Information

SSHC (SFTP | SSHC Client failed to
and SSH save the DSA key.

Client)

No action required.

SSHC DSA key upload TFTP failure

Type/Severity

Source

Description

Remedial Action

Information

SSHC (SFTP
and SSH Client)

SSHC Client failed to
upload the DSA key to
TFTP.

Check the TFTP server
connection, and try

SSHC DSA key upload USB failure

476

Type/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Create space on memory
and SSH upload the DSA key to | stick or replace the
Client) the USB as, the memory | memory stick, and try
stick is full or corrupted.
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SSHC information messages

SSHC: Password Authentication failure

Typel/Severity Source Description Remedial Action

Information SSH Client Wrong username or | Check if user and
password used, or password are correct
password exceeded | and have 30 or less
30 characters. characters.

SSHC: RSA Authentication failure

Typel/Severity Source Description Remedial Action
Information SSH Client Mismatch or Check if the DSA/RSA
inconsistency key was handled
between the correctly. If not sure

generated key and regenerate the key
the key uploaded on | and upload the new
server. key using tftp server
and then try again.

SSHC RSA key generation failure

Type/Severity Source Description Remedial Action

Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH generate the RSA.
Client)

SSHC RSA key save failure

Type/Severity Source Description Remedial Action

Information SSHC (SFTP | SSHC Client failed to No action required.
and SSH save the RSA key.
Client)
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SSHC RSA key upload TFTP failure

Typel/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Check TFTP server
and SSH upload the RSA key to connection, and try again.
Client) TFTP.

SSHC RSA key upload USB failure

478

stick is full or corrupted.

Typel/Severity Source Description Remedial Action
Information SSHC (SFTP | SSHC Client failed to Create space on memory
and SSH upload the RSA key to stick or replace the
Client) the USB as, the memory | memory stick, and try

again.
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Chapter 57: SSL messages

SSL information messages

SSL certificate creation completed

Type/Severity

Source

Description

Remedial Action

Information

SSL

SSL certificate creation
completed.

No action required.

SSL certificate creation failed

Typel/Severity

Source

Description

Remedial Action

Information

SSL

SSL certificate creation
failed.

Retry.

SSL certificate deleted

Typel/Severity Source Description Remedial Action
Information SSL SSL certificate deleted. No action required.
SSL disabled
Typel/Severity | Source Description Remedial Action
Information SSL SSL is disabled. No action required.
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SSL enabled
Typel/Severity | Source Description Remedial Action
Information SSL SSL is enabled. No action required.
SSL server reset
Typel/Severity | Source Description Remedial Action
Information SSL SSL server reset. No action required.
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Chapter 58: Stack Manager messages

Stack Manager critical messages

application-name failed DB-exchange stack failed to form

Type/Severity Source Description Remedial Action

Critical Stack The stack did not form, as | Reboot the stack.
Manager | the application <application-
name> did not exchange its
database successfully.

Stack Manager warning messages

application-name failed DB-exchange stack formation delayed

Typel/Severity Source Description Remedial Action

Serious Stack The application Reboot the unit if it is
Manager | <application-name> failed | unsuccessful in joining the
to exchange its database. | stack.
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Base unit has loopback port mode %s and the current unit %s. Unit
reconfigured and rebooted

Typel/Severity Source Description Remedial Action

Serious Stack Manager The loopback port No action required.
mode of the current
unit is different than
the BU's. Current unit
will reconfigure and
will be rebooted.
Loopback port
modes are: stack,
rear, MDA, none.

Different spanning-tree mode configured than BU. Unit
reconfigured and rebooted.

Type/Severity Source Description Remedial Action

Serious Stack Manager Current unit has No action required.
different spanning-
tree mode than the
one used by BU. Unit
will be reconfigured
and rebooted.

Front-panel Ul selected use rear-panel base non-base switch

Type/Severity Source Description Remedial Action
Serious Stack The stack has been reset | No action required.
Manager | using the front-panel push-
button.
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Stack Manager warning messages

QOS filter-limiting mode modified and unit reset

Typel/Severity Source Description Remedial Action

Serious Stack The QOS filter-limiting No action required.
Manager | mode was modified and
the unit rebooted.

Stack operation mode modified to Hybrid and unit reset

Typel/Severity Source Description Remedial Action

Serious Stack Operational Mode was No action required.
Manager automatically changed
and unit was restarted.

Stack sync failed stack failed to form

Type/Severity Source Description Remedial Action
Serious Stack The stack did not form as | Reboot the stack.
Manager | the stack synchronization
failed.

Stack synchronization failed Exp value Act value Missing value

Type/Severity Source Description Remedial Action
Serious Stack Stack synchronization Reboot the unit if it is
Manager | failed on the unit. Missing | unsuccessful in joining the
value yields the stack.
application(s) that caused
failure.
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The base (unit# number ) has left the stack. Unit# number is now

the base
Typel/Severity Source Description Remedial Action
Serious Stack The Base unit has left the | Examine the base unit that left
Manager | stack, a new unit has the stack.

replaced it.

Wrong QoS Agent queue setting, expected %u, actual %u, unit
reconfigured and reboot

Parameters Typel Source Description Remedial Action
Severity
BU QoS Serious Stack Non Bu QoS queue Assure that QoS queue
queue set Manager | set size is checked at | set size on Non Base
size and unit discovery against Units is the same as the
QoS queue BU's QoS que set, BU QoS queue set size.
set size changed if needed,
unit is rebooted if
value is changed.

Wrong QoS Agent buffer setting, expected %s, actual %s, unit re-
configured and reboot

Typel/Severity

Source

Description

Remedial Action

Serious

STKMGR

QoS agent buffer allocation
is different that the one of
the BU's.

Wait for re-configuration and

reboot cycle.
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Stack Manager information messages

Wrong QoS Agent queue setting, expected %u, actual %u, unit re-
configured and reboot

Typel/Severity Source Description Remedial Action
Serious STKMGR | QoS agent queue setting is | Wait for re-configuration and
different that the one of the | reboot cycle.
BU's.

Different spanning-tree mode configured than BU. Unit re-
configured and rebooted

Type/Severity Source Description Remedial Action
Serious STKMGR | Spanning tree mode is Wait for re-configuration and
different than BU's. reboot cycle.

Stack Manager information messages

Another BU tried to join the stack. Unit ignored

Type/Severity Source Description Remedial Action

Information Stack A switch having BU switch | Unset BU switch from the new
Manager | selected was added to an | added unit.
existing stack.

BECOME_TEMP_BU event sent unit mask value appl mask value

Type/Severity Source Description Remedial Action

Information Stack The unit on which this No action required.
Manager | message is logged has
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Typel/Severity Source Description Remedial Action

become the temporary
base unit.

Change of active config block and or reset failed block-number

Type/Severity Source Description Remedial Action

Information Stack Active configuration block | No action required.
Manager | was changed and the unit
was restarted.

DISTRIBUTE_DB event sent unit mask value appl mask value

Typel/Severity Source Description Remedial Action

Information Stack The DISTRIBUTE_DB No action required.
Manager | eventis sent during the
stack formation process.

Filter limiting mode not supported on 5510-XX unit cannot join stack

Typel/Severity Source Description Remedial Action
Information Stack Filter limiting mode is Modify the Filter Limiting
Manager | different than the base mode on the base unit or

unit's mode. Some modes | remove the ERS 55XX.
are not supported in the
ERS 55XX..

JOIN event sent unit mask value appl mask value

Typel/Severity Source Description Remedial Action
Information Stack The Join event is sent No action required.
Manager | during the stack formation
process.
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Stack Manager information messages

LEAVE event sent unit mask value appl mask value

the stack. The 'unit mask' is
a bit mask representation of
the unit that left the stack.

Typel/Severity Source Description Remedial Action
Information Stack The unit on which this Make sure that the unit
Manager | message is logged has left | removal is intended.

MODULE_INACTIVE event sent unit mask value appl mask value

representation of the unit
that left the stack.

Typel/Severity Source Description Remedial Action
Information Stack A unit has left the stack. The | Make sure that the unit
Manager | 'unit mask'is a bit mask removal is intended.

More than value units discovered

Type/Severity Source Description Remedial Action
Information Stack Too many units are in the Remove the extra unit(s).
Manager | stack.

Multiple base units detected

unit.

Type/Severity| Source Description Remedial Action
Information Stack The system detected more | Reconfigure the extra base
Manager | than one configured base unit(s) to non-base units.
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Multiple Waverunner units detected when base is a Flagship

Typel/Severity Source Description Remedial Action
Information Stack Too many ERS56XX units | Remove the extra 56 XX
Manager | are in stack. unit(s) or make 56XX the

base unit.

REMOVE_DATA event sent unit mask value appl mask value

successfully.

Typel/Severity Source Description Remedial Action
Information Stack The application could not No action required.
Manager exchange its database

Stack operation mode modified to Pure and unit reset

unit was restarted.

Type/Severity Source Description Remedial Action
Information Stack Operational Mode was No action required.
Manager | automatically changed and

The BU switch is enabled. Cannot join existing stack

existing stack.

Type/Severity Source Description Remedial Action
Information Stack The switch has BU switch | Unset BU switch before
Manager | set and is added to an adding it to a new stack.
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Stack Manager information messages

This unit has wrong F W version expected version actual version

Typel/Severity Source Description Remedial Action

Information Stack The unit did not join the Download the correct F/W
Manager | stack because the F/W is | or configure the unit to
different than base unit's F/ | automatically download it
W. from the base unit.

This unit has wrong S W version expected version actual version

Typel/Severity Source Description Remedial Action

Information Stack The unit did not join the You should download the
Manager | stack because the S/W is correct S/W or configure the
different than the base unit's | unit to automatically

S/IW . download it from base unit.

Wrong QOS Agent buffer setting expected value actual value unit
cannot join stack.

Typel/Severity Source Description Remedial Action

Information Stack The QOS buffer setting on | Modify the QOS buffer setting
Manager | this unit is different than on the unit.

that of the base unit's
setting.

Stack must have a configured base unit!

Typel/Severity Source Description Remedial Action
Information STKMGR | No Base Unit is configured | Configure one Base Unit in
in the stack. the stack.
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Replaced "Wrong QoS Agent buffer setting, expected %u, actual
%u, unit cannot join stack™ with "Wrong QoS Agent buffer setting,
expected %s, actual %s, unit cannot join stack"

Typel/Severity Source Description Remedial Action
Information STKMGR | Unit cannot join the stack | Re-configure QoS agent
because of the difference | buffer setting to the
in buffer setting. expected value and power
cycle unit.
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Chapter 59: Stack Monitor messages

Stack Monitor critical messages

Task task-name is suspended

Typel/Severity | Source Description Remedial Action
Critical Stack One of the tasks running on | No action required.
Monitor | the device encountered a

critical error and was
suspended.

Task whose index is taskID taskiID is suspended

Typel/Severity| Source Description Remedial Action
Critical Stack One of the tasks running on | No action required.
Monitor | the device encountered a

critical error and was
suspended.
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Stack Monitor messages

Stack Monitor information messages

application_name failed DB-exchange stack formation delayed

Typel/Severity

Source

Description

Remedial Action

Information

Stack Monitor

for three times
simultaneously.

The application name
in the Stack Monitor
failed the DB exchange

No action required. The
Stack Manager will wait
for 3 minutes after a
DB-exchange failure
and then restart the
stack formation
process. The logs are
saved to NVRAM for
future reference.

Hello Module unable to communicate with neighbor(s) unit reset

Type/Severity

Source

Description

Remedial Action

Information

Stack Mon

itor

the stack port
direction(s) are

than 5 minutes.

The Hello module is
unable to communicate
with the neighbor(s), as

logically down for more

No action required.The
switch/stack reboots
itself. The logs are saved
to NVRAM for future
reference.

IMC buffers of size size have been exhausted buffer pool size size

492

Typel/Severity

Source

Description

Remedial Action

Information

Stack Monitor

Stack Monitor detected a

depleted IMC (Inter-Module

Communication) buffer
pool.

No action required. The
switch/stack reboots itself.
The logs are saved to
NVRAM for future
reference.
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Stack Monitor information messages

Stack synchronization failed stack formation delayed

Typel/Severity Source Description Remedial Action
Information Stack Monitor | The Stack Manager did | No action required. The
not receive an switch/stack reboots itself.
acknowledgement after | The logs are saved to
sending the Join NVRAM for future

message to all the Non | reference.
Base units for three times
in a row.

Task whose index is Index1 Index2 is suspended

Typel/Severity Source Description Remedial Action
Information Stack Monitor | Stack Monitor detected No action required. The
that a task has been switch/stack reboots
suspended for more than | itself. The logs are saved
5 minutes. to NVRAM for future
reference.

Task task_name is suspended

Type/Severity Source Description Remedial Action
Information Stack Monitor | Stack Monitor detected No action required. The
that a task has been switch/stack reboots itself.
suspended for more than | The logs are saved to
5 minutes. NVRAM for future
reference.

The number of stack units is number instead of expected number

Type/Severity Source Description Remedial Action

Information Stack The number of units in the | Check if any units are down
Monitor stack differs from the one or unresponsive. Also check
if the Stack Monitor is
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494

Typel/Severity

Source

Description

Remedial Action

configured in Stack
Monitor.

misconfigured ( that is the
configured number of units is

different from the real

number of units in stack)
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Chapter 60: Source Based Routing

Messages

Source Based Routing Information Messages

Topic title

Insert a brief overview of the topic to help the user decide whether this reference topic is
relevant to them. Briefly describe what the reference item does, what it is, or what it is used
for. In most cases, use a complete sentence.. Avoid using the abstract to lead in or build up
to a topic. Use complete sentence rather than sentence fragments, and do not simply repeat
the title. Avoid starting abstracts with phrases such as "This topic describes . . . ." or "This topic

isabout...."

IpFwdNhop Err Filter Install mod_inst=0x%08x vid=%d rv=%d

Type/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Error when installing
policy based routing
filter in hardware.

No action required.

IpFwdNhop Err Filter Modify mod_inst=0x%08x vid=%d rv=%d

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Error when modifying
policy based routing
filter in hardware.

No action required.
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IpFwdNhop Err Filter Uninstall mod_inst=0x%08x vid=%d rv=%d

Typel/Severity Source Description Remedial Action
Information Source Based Error when No action required.
Routing uninstalling policy
based routing filter in
hardware.

IpFwdNhop Err Filter Uninstall mod_inst=0x%08x vid=%d rv=%d

Typel/Severity Source Description Remedial Action
Information Source Based Error when No action required.
Routing uninstalling policy
based routing filter in
hardware.

IpFwdNhop Err Save DB to NVRAM General File myMod=%d isBU=
%d rw=%d

Typel/Severity Source Description Remedial Action
Information Source Based Error when saving No action required.
Routing global SBR settings

to NVRAM.

IpPFwdNhop Err Save DB to NVRAM Instance File myMod=%d isBU=
%d rw=%d

Typel/Severity Source Description Remedial Action
Information Source Based Error when saving No action required.
Routing SBR instances to
NVRAM.
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Source Based Routing Information Messages

IpFwdNhop Err Save DB to NVRAM Policy File myMod=%d isBU=

%d rw=%d

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Error when saving
SBR policies to
NVRAM.

No action required.

IpFwdNhop: Feature enable temporarily blocked - resources

unavailable
Type/Severity Source Description Remedial Action
Information Source Based Indicates that the No action required.

Routing

required resources
for enabling the SBR
feature are not
available.

IpFwdNhop: Filter installation issue - resources unavailable

Type/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Error when installing
policy based routing
filter in hardware.

No action required.

IpPFwdNhop: Issue detected during data restore (interface entry %d)

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Indicates an error
when try to install
filters for attached
policies after boot.

No action required.
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IpPFwdNhop: Issue detected during enable retry (interface entry %d)

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Indicates an error
when try to install
filters for instances
missing them.

No action required.

IpPFwdNhop: Issue detected during feature enable (interface entry

%d)

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Indicates an error
when enabling the
SBR feature globally
(failed installing

filter).

No action required.

IpFwdNhop: Issue detected during interface creation (interface

entry %d)

498

Type/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

When create
interface event is
processed, this
indicates a failure
when installing the
filter for SBR policy.

No action required.
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Source Based Routing Information Messages

IpPFwdNhop: Issue detected during VLAN %d routing status update

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

When ip routing
enable (per VLAN
interface) event is
processed, this
Indicates a failure
when installing the
filter for SBR policy.

No action required.

IpPFwdNhop: Issue detected during VLAN membership addition (VID

%d)

Typel/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Indicates an error
when adding a port to
an installed ip-fwd

policy.

No action required.

IpFwdNhop: Issue detected during VLAN membership deletion (VID

%d)

Type/Severity

Source

Description

Remedial Action

Information

Source Based
Routing

Indicates an error
when deleting a port
from an installed ip-

fwd policy.

No action required.
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IpPFwdNhop: Issue detected during VLAN policy association (entry
%d)

Typel/Severity Source Description Remedial Action
Information Source Based Indicates an error No action required.
Routing when attaching a
SBR policy to a
VLAN (failed
installing filter).

IpPFwdNhop: Requested precedence and/or filter resources
unavailable

Type/Severity Source Description Remedial Action
Information Source Based Indicates that no No action required.
Routing valid precedence
values are available.

IpPFwdNhop: Requested range checking resources unavailable

Type/Severity Source Description Remedial Action
Information Source Based Indicates that range | No action required.
Routing check resources are
not available.

IpFwdNhop: VLAN membership update (VID %d) issue - resources
unavailable

Typel/Severity Source Description Remedial Action
Information Source Based When a VLAN No action required.
Routing membership update

event is processed,
this indicates that the
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Source Based Routing Information Messages

Typel/Severity Source Description Remedial Action

required resources
for port addition are
not available.
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Chapter 61: TACACS messages

TACACS information messages

TACACS+ accounting disabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

Command logging

(accounting) is disabled.

No action required.

TACACS+ accounting enabled

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

Command logging

(accounting) is enabled.

No action required.

TACACS authentication on stack serial disabled

Typel/Severity

Source

Description

Information

TACACS

TACACS
authentication
disabled on stack
serial console.
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TACACS messages

TACACS authentication on stack serial enabled

Typel/Severity Source Description Remedial Action

Information TACACS TACACS No action required.
authentication
enabled on stack
serial console.

TACACS+ authentication on switch serial port disabled

Typel/Severity| Source Description Remedial Action
Information TACACS | TACACS authentication No action required.
disabled on the switch serial
console.

TACACS+ authentication on switch serial port enabled

Type/Severity| Source Description Remedial Action
Information TACACS | TACACS authentication No action required.
enabled on switch serial
console.

TACACS authentication on stack telnet disabled

Type/Severity Source Description Remedial Action

Information TACACS TACACS No action required.
authentication
disabled on stack
telnet.
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TACACS information messages

TACACS authentication on stack telnet enabled

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS
authentication
enabled on stack
telnet.

No action required.

TACACS+ authentication on switch telnet disabled

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS+
authentication is
disabled on switch
telnet.

No action required.

TACACS+ authentication on switch telnet enabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS+
authentication is
disabled on switch
telnet.

No action required.

TACACS+ authentication on switch telnet disabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
disabled on switch telnet.

No action required.
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TACACS+ authentication on switch telnet enabled

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authentication
enabled on switch telnet.

No action required.

TACACS+ authenticated serial connection closed

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS authenticated
serial console session was
closed.

No action required.

TACACS+ authenticated telnet session closed

Type/Severity

Source

Description

Remedial Action

Information

TACACS

Telnet session
authenticated through
TACACS closed.

No action required.

TACACS+ authenticated telnet session max retries exceeded

Type/Severity

Source

Description

Remedial Action

Information

TACACS

The maximum number of
retries fora TACACS
authenticated telnet session
exceeded.

No action required.
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TACACS information messages

TACACS authenticated SSH session closed

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

TACACS

authenticated SSH
session has closed.

No action required.

TACACS+ authorization disabled

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

Command authorization is
disabled.

No action required.

TACACS+ authorization enabled

Type/Severity

Source

Description

Remedial Action

Information

TACACS

Command authorization is
enabled.

No action required.

TACACS+ unsuccessful authentication

Type/Severity

Source

Description

Remedial Action

Information

TACACS

User authentication failed.

No action required.

TACACS+ successful authentication

Typel/Severity

Source

Description

Remedial Action

Information

TACACS

User authentication
succeeded.

No action required.
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Chapter 62: Telnet messages

Telnet information messages

Connection closed. Maximum number of sessions reached. IP
address:

Parameters Type/ Source Description Remedial Action
Severity
IP Address | Information Telnet | Telnet server has Disconnect at least one

Server | reached its maximum | telnet connection.
connections. No new
connections currently
allowed.

CLI pswd: Stack auth type RADIUS/TACACS+ won't apply partially
(stack IP addr not set). Local user/pass used

Typel/Severity Source Description Remedial Action
Information Telnet Stack IP address is | No action required.
not set

CLI pswd: Stack auth type RADIUS/TACACS+ won't apply partially
(switch IP addr not set). Local user/pass used

Type/Severity Source Description Remedial Action
Information Telnet Switch IP address is | No action required.
not set
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Telnet messages

Successful telnet connection to IP address

Typel/Severity

Source

Description

Remedial Action

Information

Telnet

Successful telnet
connection.

No action required.

Telnet session closed by ip address remote host.

Typel/Severity

Source

Description

Remedial Action

Information

Telnet

Remote host closed the
telnet session.

No action required.

TELNET: Telnet connection to IP ip address was closed because
parent console session console session ID was closed.

Typel/Severity

Source

Description

Remedial Action

Information

Telnet

Telnet Connection was
closed because the
console session - from
which Telnet was launched
- was closed..

No action required.

Connection closed. Maximum number of sessions reached. IP

address:
Typel/Severity Source Description Remedial Action
Information Telnet The maximum number of | Close other active sessions
server active telnet connections in order to free Telnet server
has been reached. slots.
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Telnet information messages

Local authentication enabled on serial

Typel/Severity

Source

Description

Remedial Action

Information

CLI

Authentication on serial
port using local credentials
has been enabled.

No action required.

Local authentication disabled on serial

Typel/Severity

Source

Description

Remedial Action

Information

CLI

Authentication on serial
port using local credentials
has been disabled.

No action required.

Local authentication enabled on telnet

Type/Severity

Source

Description

Remedial Action

Information

CLI

Authentication over telnet
using local credentials has
been enabled.

No action required.

Local authentication disabled on telnet

Type/Severity

Source

Description

Remedial Action

Information

CLI

Authentication over telnet
using local credentials has
been disabled.

No action required.
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Session opened (local auth) from IP address:

telnet session.

Typel/Severity Source Description Remedial Action
Information Telnet Successful authentication | No action required.
server with local credentials over

Failed login (local auth) from IP address:

session.

Typel/Severity Source Description Remedial Action
Information Telnet Failed authentication with | Enter correct local
server local credentials over telnet | username and password.

Session opened (local auth) from serial connection

Type/Severity

Source

Description

Remedial Action

Information

Console

Successful authentication
with local credentials on
serial port.

No action required.

Failed login (local auth) from serial connection

Type/Severity

Source

Description

Remedial Action

Information

Console

Failed authentication with
local credentials on serial
port.

Enter correct local
username and password.
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Chapter 63: USB messages

USB information messages

USB device inserted

Type/Severity

Source

Description

Remedial Action

Information

USB

A USB memory stick has
been inserted in the unit.

No action required.

USB device removed

Typel/Severity

Source

Description

Remedial Action

Information

USB

A USB memory stick has
been removed from the
unit.

No action required.
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Chapter 64: Telnet Server messages

Telnet Server warning messages

Reset initiated by console

Type/Severity

Source

Description

Remedial Action

Serious

Console

Reset is initiated through a
serial connection.

No action required.

Reset initiated through SSH by IP address

Typel/Severity Source Description Remedial Action
Serious Telnet Reset initiated through the | No action required.
Server SSH connection.

Reset initiated through telnet by IP address

Typel/Severity Source Description Remedial Action
Serious Telnet Reset is initiated through a| No action required.
Server telnet connection.
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Telnet Server messages

Reset to default initiated by console

Typel/Severity

Source

Description

Remedial Action

Serious

Console

Reset to the default
settings initiated through
serial connection.

No action required.

Reset to default initiated through telnet by IP address

Typel/Severity Source Description Remedial Action
Serious Telnet Reset to default settings No action required.
Server initiated through the telnet
connection.

Stack RO password changed from IP add

Type/Severity| Source Description Remedial Action
Serious Telnet Stack RO (Read Only) No action required.
Server password changed from
telnet or SSH session.

Stack RO password changed from serial conn

Type/ Source Description Remedial Action
Severity
Serious Console | Stack RO (Read Only) No action required.

password changed from the
serial connection session.

516 Logs Reference

Comments? infodev@avaya.com

November 2013


mailto:infodev@avaya.com?subject=Logs Reference

Telnet Server warning messages

Stack RW password changed from IP add

Typel/Severity Source Description Remedial Action
Serious Telnet Stack RW (Read Write) No action required.
Server password changed from

telnet or SSH session.

Stack RW password changed from serial conn

Typel/Severity

Source

Description

Remedial Action

Serious

Console

Stack RW (Read Write)
password changed from the
serial connection session.

No action required.

Switch RO password changed from IP add

Type/Severity Source Description Remedial Action
Serious Telnet Switch RO (Read Only) No action required.
Server password changed from

telnet or SSH session.

Switch RO password changed from serial conn

Type/Severity

Source

Description

Remedial Action

Serious

Console

Switch RO (read-only)
password changed from the
serial connection session.

No action required.
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Telnet Server messages

Switch RW password changed from IP add

Typel/Severity

Source

Description

Remedial Action

Serious

Telnet Server

Switch RW (Read Write)
password changed from
the telnet or the SSH
session.

No action required.

Switch RW password changed from serial conn

Typel/Severity

Source

Description

Remedial Action

Serious

Console

Switch RW (Read Write)
password changed from
the serial connection
session.

No action required.

Telnet Server information messages

Connection closed (failed login) IP address

login attempts failed.

Typel/Severity Source Description Remedial Action
Information Telnet The connection was Enter a valid username and
Server disconnected after three password.
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Telnet Server information messages

Connection closed (inactivity logout) IP address

of terminal inactivity.

Typel/Severity Source Description Remedial Action
Information Telnet Client was disconnected by | No action required.
Server the server after 15 minutes

Connection closed (login timeout) IP address

user input for one minute
with maximum of three
attempts. If you do not
provide a valid username
and password the
connection will be
disconnected.

Typel/Severity Source Description Remedial Action
Information Telnet The Telnet Login prompt Enter the correct username
Server message is available for the | and password within one

minute.

Connection closed (lost connection) IP address

is sent).

Type/Severity | Source Description Remedial Action
Information Telnet Client aborted the No action required.
Server connection ( RST message

Connection closed (user logout) IP address

Type/Severity Source Description Remedial Action
Information Telnet User ends telnet session. No action required.
Server The connection is lost.
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Telnet Server messages

Disallowed connection attempt from IP address

not pass the telnet-
access/IP manager rules.
Hence, the client connection
is dropped.

Typel/Severity Source Description Remedial Action
Information Telnet Telnet-access is disabled or| Check the telnet-access/IP
Server the client IP address does

manager configuration and
modify the settings
accordingly.

Disallowed connection attempt - too many telnet sessions

disallowed, as the maximum
number of telnet sessions is
reached.

Typel/Severity Source Description Remedial Action
Information Telnet The attempt to telnet No action required.
Server session connection is

Failed login from IP address

password.

Type/Severity Source Description Remedial Action
Information Telnet You have entered an Enter a valid username and
Server incorrect username or

password.

Failed login from serial connection

Type/Severity

Source

Description

Remedial Action

Information

Console

You have entered an
incorrect username or
password on the serial
interface.

Enter a valid username and
password.
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Telnet Server information messages

Failed login(radius auth) from IP add

authentication is required
for the telnet connections.

Typel/Severity Source Description Remedial Action
Information Telnet You have failed to login as | Enter a valid username and
Server the Radius Server password.

Failed login(radius auth) from serial conn

is required for serial
connections.

Type/ Source Description Remedial Action
Severity
Console Telnet You failed to login as the Enter a valid username and
Server Radius Server authentication | password.

Login timeout serial connection

Type/Severity

Source

Description

Remedial Action

Information

Console

The serial connection login
prompt message is
available for the user input
for one minute with
maximum of three
attempts, if you fail to login
the product banner is
displayed.

Enter a valid username and
password within a minute.

Session closed (inactivity logout) IP address

Type/Severity Source Description Remedial Action
Information Telnet The telnet session is No action required.
Server disconnected after 15
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Typel/Severity

Source

Description

Remedial Action

minutes of console
inactivity.

Session closed (inactivity logout) IP address

minutes of console
inactivity.

Type/Severity Source Description Remedial Action
Information Telnet Telnet session was No action required.
Server disconnected after 15

Session closed (lost connection) IP address

RST message. The server
disconnected the session.

Typel/Severity Source Description Remedial Action
Information Telnet Client aborted the No action required.
Server connection by sending a

Session closed (user logout) IP address

Typel/Severity| Source Description Remedial Action
Information Telnet You have disconnected the | No action required.
Server telnet session.

Session closed (user logout) serial connection

Typel/Severity

Source

Description

Remedial Action

Information

Console

You have disconnected the
serial connection session.

No action required.
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Telnet Server information messages

Session opened from IP address

Typel/Severity Source Description Remedial Action
Information Telnet The telnet session has No action required.
Server begun. You now have the

access to the terminal using
the CTRL-Y key or you have
successfully logged-in, in
case of authentication
requirement.

Session opened from serial connection

Typel/Severity Source Description Remedial Action

Information Console | Session has begun on the | No action required.
serial connection. You now
have access to the terminal
using the CTRL-Y key or
successfully logged-in, in
the case of authentication
requirement.

Session opened(radius auth) from IP add

Type/Severity Source Description Remedial Action

Information Telnet You have successfully No action required.
Server logged in with the Radius
Server. Telnet session has
begun.

Session opened(radius auth) from serial conn

Type/Severity Source Description Remedial Action

Information Console | You have successfully No action required.
logged-in with the Radius
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Typel/Severity

Source

Description

Remedial Action

Server. The serial
connection session is
opened.

Successful connection from IP address

524

server.

Typel/Severity Source Description Remedial Action
Information Telnet The client is successfully No action required.
Server connected to the telnet
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Chapter 65: Unicast Storm Control
messages

Unicast Storm Control information messages

Unicast unblock unit port unit_port level level watermark watermark

Type/Severity

Source

Description

Remedial Action

Information

port driver

Unicast blocking is disabled
on the indicated port as it
reached below the high
water mark level.

No action required.

Unicast block unit port unit_port level level watermark watermark

Type/Severity

Source

Description

Remedial Action

Information

port driver

Unicast blocking is enabled
on the indicated port as it
reached the high water mark
level.

Investigate the cause of the
unicast storm to ensure
optimal network
performance.

USC Install SET fail unit port unit_port status = status

Typel/Severity

Source

Description

Remedial Action

Information

port driver

Installation of the Unicast
Storm Control filter during set
phase failed for the indicated
port.

Verify that the hardware filter
resources are available for
the indicated port. Current
hardware filter resource
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Typel/Severity | Source Description Remedial Action

usage can be displayed
through the 'show qos diag'
command. You may need to
disable other applications
currently using hardware filter
resources in order to free
them up for the Unicast Storm
Control application.

USC Install TEST fail unit port unit_port status = status

Typel/Severity| Source Description Remedial Action
Information port driver | Installation of the Unicast Verify the hardware filter
Storm Control filter during resources are available for the
test phase failed for the indicated port. Current
indicated port. hardware filter resource

usage can be displayed
through the 'show qos diag'
command. You may need to
disable other applications
currently using hardware filter
resources in order to free
them up for the Unicast Storm
Control application.

USC Unlinst SET failed for port port status = status

Typel/Severity | Source Description Remedial Action

Information port driver | The Unicast Storm Control | Verify the hardware filter
filter could not be uninstalled | resources have been un-
during the set phase for the | installed for the Unicast
indicated port. Storm Control application. If
not, reboot it to successfully
remove any hardware filter
resources that are still
attached to the Unicast Storm
Control application.
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Chapter 66: VLACP messages

VLACP information messages

Port %d blocked by VLACP until end-partner connection
reestablished

Parameters Typel/Severity Source Description | Remedial Action
Unit /Port Information VLACP Blocking port Check links
due to not between units or
receiving settings.
VLACP
packages from
partner.
Port %d reenabled by VLACP
Parameters Typel/Severity Source Description | Remedial Action
Unit /Port Information VLACP VLACP No action
message required.
received from
partner, re-
enabling.
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Port unit# port# blocked by VLACP until end-partner connection

reestablished
Typel/Severity| Source Description Remedial Action
Information VLACP | Port put to Listening by No action required.
VLACP.

Port unit# port# reenabled by VLACP

Typel/Severity

Source

Description

Remedial Action

Information

VLACP

Port put back to its state by
VLACP.

No action required.
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Chapter 67: VLAN messages

VLAN information messages

BU was unable to send IMC for NBUs VLAN/Port configuration

Type/Severity Source Description Remedial Action

Information VLAN There was an error | No action required.
when sending VLAN
configuration to
stack.

Cli add vlan vlan id members port mask

Typel/Severity | Source Description Remedial Action

Information VLAN Add new members indicated | No action required.
in port list to VLAN.

Cli create vlan vilan id type port

Typel/Severity Source Description Remedial Action

Information VLAN A new VLAN type port is No action required.
created.
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Cli delete vlan vlan id members port mask

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

in port list from VLAN.

Remove members indicated

No action required.

Cli delete vlan vlan id type port

Typel/Severity | Source Description Remedial Action
Information VLAN The existing VLAN type port | No action required.
is deleted.
Cli set autopvid disable
Typel/Severity | Source Description Remedial Action
Information VLAN Disable the auto PVID. No action required.

Cli set autopvid enable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Enable auto PVID.

No action required.

Cli set management vian vlan id

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Set the management
VLAN.

No action required.
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VLAN information messages

Cli set ports port mask tagging disable

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging is disabled.

No action required.

Cli set ports port mask tagging enable

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging is enabled.

No action required.

Cli set pvid vlan id ports port mask

Type/ Source Description Remedial Action
Severity
Information VLAN Port PVID is set. No action required.

Cli set vlan vlan id members port mask

Type/Severity

Source

Description

Remedial Action

Information

VLAN

VLAN ports are set.

No action required.

Cons activate vlan vilan id

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

VLAN is activated.

No action required.

Logs Reference

November 2013 531




VLAN messages

Cons add vlan vlan id port unit port

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Port is added to VLAN.

No action required.

Cons create vian vlan id type port

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

New VLAN type port is
created.

No action required.

Cons delete vlan vlan id port unit port

Type/ Source Description Remedial Action
Severity
Information VLAN Port is removed from VLAN. | No action required.

Cons delete vlan vlan id type port

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Existing VLAN type port is
deleted.

No action required.

Cons set autopvid disable

532

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Disable auto PVID.

No action required.
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VLAN information messages

Cons set autopvid enable

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Enable auto PVID.

No action required.

Cons set management vian vlan id

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Management VLAN is set.

No action required.

Cons set port unit port pvid vlan id

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Port PVID is set.

No action required.

Cons set port unit port tagging disable

Type/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging is disabled.

No action required.

Cons set port unit port tagging enable

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

Port tagging enabled.

No action required.
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Error getting VLAN info for Port's pvid

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error reading nvq_ObjDescr from VLAN file

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration

No action required.

from NVRAM.
Error reading prec from VLAN file
Type/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when reading the
VLAN configuration
from NVRAM.

Error reading vmrec from VLAN file

Type/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.
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VLAN information messages

Error reading vrec from VLAN file

Typel/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring Ports from VLAN file

Typel/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring Port from VLAN NVRAM file

Type/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration

No action required.

from NVRAM.
Error restoring from VLAN file
Type/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when reading the
VLAN configuration
from NVRAM.
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Error restoring from VLAN file. Wrong nvqg.Descr.devVer

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring from VLAN file. Wrong nvqg.Descr.notBlank

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring nvq.Descr from VLAN file

Type/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring object from VLAN file - bad file pointer or mode

Type/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.
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VLAN information messages

Error restoring object from VLAN NVRAM file

Typel/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration

No action required.

from NVRAM.
Error seeking object in VLAN file
Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when reading the
VLAN configuration
from NVRAM.

Error restoring VLANs from VLAN file

Type/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error restoring VMACs from VLAN file

Type/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.
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Error seeking Ports in VLAN file

Typel/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error seeking VLANSs in VLAN file

Typel/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Error seeking VMACs in VLAN file

Type/Severity Source Description

Remedial Action

Information VLAN There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Number of VLANs does not match BU number of VLANs. VLAN

config defaulted

Typel/Severity Source Description

Remedial Action

Information VLAN VLAN configuration
was defaulted
because the current
number of VLANs
does not match the

No action required.
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VLAN information messages

when reading the
VLAN configuration
from NVRAM.

Typel/Severity Source Description Remedial Action
Base Unit number of
VLANS.
Set port to default
Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

VLAN configuration does not match BU VLAN configuration. VLAN
config defaulted

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

VLAN configuration
was defaulted
because the current
VLAN configuration
does not match the
Base Unit VLAN

No action required.

configuration.
VLAN IMC callback failed
Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when sending VLAN
configuration to
stack.
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VLAN IMC was not sent

Typel/Severity Source

Description

Remedial Action

Information VLAN

There was an error
when sending VLAN
configuration to

No action required.

stack.
VLAN NVRAM read error
Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when reading the
VLAN configuration
from NVRAM.

VLAN queue messages discarded

Type/Severity Source

Description

Remedial Action

Information VLAN

Internal VLAN
messages were
discarded.

No action required.

Number of VLANs does not match BU number of VLANs. VLAN

config defaulted

Typel/Severity Source

Description

Remedial Action

VLAN The Non-Base Unit has a
different number of VLANs
than the Base Unit at

dbexchange point.

Information Reconfigure the port
settings for this Non-Base

Unit.
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VLAN information messages

VLAN configuration does not match BU VLAN configuration. VLAN
config defaulted

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

This Non-Base Unit has the
same number of VLANSs as

Reconfigure the port
settings for this Non-Base

the Base Unit, but it has a
different VLAN
configuration than the
Base Unit at dbexchange
point.

Unit.

VLAN NVRAM read error

Typel/Severity Source Description Remedial Action
Information VLAN Error at NVRAM restore. Reconfigure VLAN settings
and/or port configuration on
this unit.
VLAN set error from IMC
Typel/Severity Source Description Remedial Action
Information VLAN BU sends IMC to all | No action required.

NBUs and an error
occurs when

applying Vlan
configuration on a
NBU.
VLAN set error from RPC
Typel/Severity Source Description Remedial Action
Information VLAN NBU sends RPC to | No action required.

BU and an error
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Typel/Severity

Source

Description

Remedial Action

occurs when
applying Vlan
configuration on BU.

VLAN queue messages discarded

Type/Severity

Source

Description

Remedial Action

Information

VLAN Logged for each message
that was not successfully
sent to the VLAN queue.

No action required.

Wrong VLANs nvq_RecDescr actRecs

Typel/Severity

Source

Description

Remedial Action

Information

VLAN

There was an error
when reading the
VLAN configuration
from NVRAM.

No action required.

Wrong VMACs nvq_RecDescr actRecs

Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.
when reading the
VLAN configuration
from NVRAM.
Wrong vrec field
Typel/Severity Source Description Remedial Action
Information VLAN There was an error | No action required.

when reading the
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VLAN information messages

Typel/Severity

Source

Description

Remedial Action

VLAN configuration
from NVRAM.
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Chapter 68: VRRP messages

VRRP information messages

VRRP: vrrpAdvtQueue is FULL. RX advertisement dropped in vian
%d!

Parameters Typel/Severity Source Description | Remedial Action
VLAN number | Information VRRP vrrpAdvtQueue | No action
is FULL. required.

VRRP: vrrpQueue is FULL. Message dropped.

Typel/Severity Source Description Remedial Action

Information VRRP virpQueue is FULL. | No action required.

VRRP Feature globally disabled due to missing license

Typel/Severity | Source Description Remedial Action
Information VRRP Disable the Global VRRP Install a valid Layer3/VRRP
because the license is license.

missing or expired. VRRP
will be disabled till the license
is installed.
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VRRP VR VR Id VLAN Id Received mismatching advertisement
interval ( advertisement interval)

Typel/Severity | Source Description Remedial Action
Information VRRP The system Received a Use or set the same
VRRP packet with different | advertisement interval for the
advertisement interval. VRRP routers.

VRRP advertisements from
VRRP routers with different
advertisement interval will be
dropped until problem is
solved.

VRRP VR VR Id VLAN Id Received mismatching advertisement type
( advertisement type )

Type/Severity| Source Description Remedial Action
Information VRRP The system received a VRRP | Use or set the same
packet with different advertisement type for VRRP

advertisement type. VRRP routers. Fast advertisement
advertisements from VRRP | should be either enabled or
routers with different disabled on all VRRP routers.
advertisement type will be
dropped till the problem is
solved.

VRRP VR VR Id VLAN Id Received mismatching fast advertisement
interval ( fast advertisement interval)

Typel/Severity | Source Description Remedial Action

Information VRRP The system received a Use or set the same fast
VRRP packet with different | advertisement interval for all
fast advertisement interval. | VRRP routers.

VRRP advertisements from
VRRP routers with different
fast advertisement interval
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VRRP information messages

Typel/Severity

Source

Description

Remedial Action

will be dropped till the
problem is solved.

VRRP VR VR Id VLAN Id Received mismatching virtual IP address

( received virtual ip address )

Type/Severity

Source

Description

Remedial Action

Information

VRRP

The system received a
VRRP packet with different
virtual IP address VRRP
advertisements from VRRP
routers with different virtual
IP address will be dropped
until problem is solved.

Use or set the same virtual IP
address for all VRRP routers.

VRRP VR VR Id VLAN Id Received unknown VRRP packet type ( vrrp

packet type )
Typel/Severity Source Description Remedial Action
Information VRRP Received unknown orwrong | Use or set the same VRRP

VRRP packet type. VRRP
advertisements from VRRP
routers with different VRRP
type will be dropped till the
problem is solved.

type for all VRRP routers.
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Chapter 69: WEB messages

WEB information messages

User allowed (radius authentication pass) to log in from Web from
Src IP

Type/Severity| Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address has been

authenticated successfully
through the Radius server.

User disallowed (radius authentication fail) to log in from Web from
Src IP

Typel/Severity Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct
address has failed username and password to

authentication through the | gain access.
Radius server.

Web authentication fail from IP address

Typel/Severity| Source Description Remedial Action
Information WEB Client from the indicated IP | Provide the correct username
address has failed and password to gain access
authentication. to the web server.
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Web authentication from IP address

Type/Severity| Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address has been
successfully authenticated.

Web connection from IP address

Typel/Severity | Source Description Remedial Action

Information WEB New client from the indicated | No action required.
IP address is connected to
the web server.

Web disconnect from IP address

Typel/Severity | Source Description Remedial Action

Information WEB Client from the indicated IP | No action required.
address is disconnected
from the web server.

Web server attempting to open socket for port HTTP port

Type/Severity| Source Description Remedial Action

Information WEB Web server is attempting to | No action required.
change communication to the
new HTTP port indicated.
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WEB information messages

Web server starts service on port HTTP port

Typel/Severity

Source

Description

Remedial Action

Information

WEB

Web server is up and
running, communicating
through the indicated HTTP
port.

No action required.

Web timeout from IP address

Typel/Severity

Source

Description

Remedial Action

Information

WEB

Client from the indicated IP
address has timed out from
the web server due to
inactivity.

Client may need to login again
to gain access to the web
server.
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