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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time

of printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published in varying media
which may include product information, subscription or service
descriptions, operating instructions and performance specifications
that are generally made available to users of products.
Documentation does not include marketing materials. Avaya shall
not be responsible for any modifications, additions, or deletions

to the original published version of Documentation unless such
modifications, additions, or deletions were performed by or on the
express behalf of Avaya. End user agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against
all claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End user.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Please refer to your agreement with Avaya to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language
as well as information regarding support for this product while under
warranty is available to Avaya customers and other parties through
the Avaya Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if the product(s) was purchased from an
authorized Avaya channel partner outside of the United States and
Canada, the warranty is provided by said Avaya Channel Partner and
not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription,

the foregoing limited warranty may not apply but You may be

entitled to support services in connection with the Hosted Service

as described further in your service description documents for the
applicable Hosted Service. Contact Avaya or Avaya Channel Partner
(as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN

AVAYA HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR

AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE TERMS
OF USE FOR HOSTED SERVICES ARE AVAILABLE ON THE
AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for Hosted Services”

OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND
ARE APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE.
IF YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE

TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY,

OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF

USE, YOU MUST NOT ACCESS OR USE THE HOSTED SERVICE
OR AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.

Licenses

The Global Software License Terms (“Software License Terms”)

are available on the following website https://www.avaya.com/en/
legal-license-terms/ or any successor site as designated by Avaya.
These Software License Terms are applicable to anyone who
installs, downloads, and/or uses Software and/or Documentation. By
installing, downloading or using the Software, or authorizing others to
do so, the end user agrees that the Software License Terms create
a binding contract between them and Avaya. In case the end user is
accepting these Software License Terms on behalf of a company or
other legal entity, the end user represents that it has the authority to
bind such entity to these Software License Terms.

Copyright

Except where expressly stated otherwise, no use should be made
of materials on this site, the Documentation, Software, Hosted
Service, or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Unless
otherwise stated, each Instance of a product must be separately
licensed and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two Instances of the
same type of products, then two products of that type must be
ordered.

Third Party Components

The following applies only if the H.264 (AVC) codec is distributed
with the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE

IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR

EMBED THE H.264 CODEC OR H.265 CODEC, THE AVAYA
CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE
AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND
ALL RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC)
CODEC IS LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CONSUMER

OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE

IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION FOR H.264 (AVC) AND H.265 (HEVC)
CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.
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Compliance with Laws

You acknowledge and agree that it is Your responsibility to comply
with any applicable laws and regulations, including, but not limited
to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, please contact your Avaya
Sales Representative.

Security Vulnerabilities

Information about Avaya’s security support policies can be
found in the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled
per the Avaya Product Security Support Flow (https://
support.avaya.com/css/P8/documents/100161515).

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users

are not permitted to use such Marks without prior written consent
from Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya LLC.
All non-Avaya trademarks are the property of their respective owners.

Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for
Product or Cloud Service notices and articles, or to report a

problem with your Avaya Product or Cloud Service. For a list of
support telephone numbers and contact addresses, go to the Avaya
Support website: https://support.avaya.com (or such successor site
as designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.
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Chapter 1: Introduction

This document describes how to deploy the Avaya Aura® Contact Center Release 7.1 software
appliance.

Purpose

This document includes installation, configuration, and troubleshooting procedures.

Intended audience

The primary audience for this document is anyone who is involved with installing, configuring,
and verifying Avaya Aura® Contact Center in a VMware® vSphere™ virtualization environment
at a customer site. The audience includes and is not limited to implementation engineers, field
technicians, business partners, solution providers, and customers.

This document does not include optional or customized aspects of a configuration.

Related resources

Avaya Aura® Contact Center documentation

The following table lists the documents related to Avaya Aura® Contact Center. Download the
documents from the Avaya Support website at https://support.avaya.com.

Title | Document purpose Audience

Overview

Table continues...
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Introduction

Title

Document purpose

Audience

Avaya Aura® Contact Center
Overview and Specification

This document provides the

high-level technical details you

need to set up your Contact

Center suite. The document

contains background planning and
engineering information, including
server preparation information, routing
options, licensing configurations, and
hardware configuration information.

It also contains the background
information you require to install all
software components that are part of
and work with Contact Center. General
information about considerations for
upgrading your existing Contact
Center is also included. This document
contains strategies and requirements
to plan your network configuration

and prepare your servers for Contact
Center software installations.

Customers and sales,
services, and support
personnel

Avaya Aura® Contact

Center and Avaya Aura®

Unified Communications Solution
Description

This document describes the solution
architecture, suggested topologies,
and capacities for the Avaya

Aura® Unified Communications (UC)
platform. This document also
describes the features and functional
limitations of certain configurations.

Customers and sales,
services, and support
personnel

Avaya Aura® Contact Center and
Avaya Communication Server 1000
Solution Description

This document describes the solution
architecture, suggested topologies,
and capacities for the Avaya
Communication Server 1000 platform.
This document also describes the
features and functional limitations of
certain configurations.

Customers and sales,
services, and support
personnel

Avaya Aura® Contact Center
Documentation Catalog

This document contains high-level
information about Avaya Aura®
Contact Center documentation
resources and the type of information
in each document.

Customers and sales,
services, and support
personnel

Avaya Aura® Contact Center
Terminology

This document contains definitions for
the technical terms specific to Contact
Center.

Customers and sales,
services, and support
personnel

Contact Center Performance
Management Data Dictionary

This document contains reference
tables that describe statistics and
data in historical and real-time reports
generated in Contact Center.

System administrators
and contact center
supervisors
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Related resources

Title

Document purpose

Audience

Implementing

Avaya Aura® Contact Center
and Avaya Aura® Unified
Communications Integration

This document contains information
and procedures to integrate the Avaya
Aura® UC platform with Contact
Center.

Implementation personnel

Avaya Aura® Contact Center and
Avaya Communication Server 1000
Integration

This document contains information
and procedures to integrate the Avaya
Communication Server 1000 platform
with Contact Center.

Implementation personnel

Deploying Avaya Aura® Contact
Center DVD for Avaya Aura® Unified
Communications

This document contains information
about Contact Center DVD installation,
initial configuration, and verification for
the Avaya Aura® UC platform.

Implementation personnel

Deploying Avaya Aura® Contact
Center DVD for Avaya
Communication Server 1000

This document contains information
about Contact Center DVD installation,
initial configuration, and verification
for the Avaya Communication Server
1000 platform.

Implementation personnel

Deploying Avaya Aura® Contact
Center Software Appliance

for Avaya Aura® Unified
Communications

This document describes how to
deploy the Avaya Aura® Contact
Center Software Appliance for the
Avaya Aura® UC platform.

Implementation personnel

Avaya Aura® Contact Center
Commissioning for Avaya Aura®
Unified Communications

This document describes Contact
Center preparation, initial
configuration, and verification of the
installation on the Avaya Aura® UC
platform.

Implementation personnel

Avaya Aura® Contact Center
Commissioning for Avaya
Communication Server 1000

This document describes Contact
Center preparation, initial
configuration, and verification of

the installation on the Avaya
Communication Server 1000 platform.

Implementation personnel

Avaya Aura® Contact Center
and Proactive Outreach Manager
Integration

This document provides conceptual
and procedural information on the
integration between Avaya Aura®
Contact Center (AACC) and Avaya
Proactive Outreach Manager (POM). It
describes the tasks required for AACC
and POM integration.

Implementation personnel

Upgrading and Patching Avaya
Aura® Contact Center

This document contains information
and procedures to upgrade from
previous releases to Contact
Center, migrating the databases,
and information and procedures to
download and install service packs.

Implementation personnel
and system administrators

August 2026
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Introduction

Title

Document purpose

Audience

Administering

Avaya Aura® Contact Center Server
Administration

This document contains information
and procedures for day-to-day
maintenance of all servers in the
Contact Center suite, including server
maintenance tasks, administrative
tasks, managing data, configuring
data routing, performing archives, and
backing up data. It also describes
optional configuration procedures.

System administrators

Avaya Aura® Contact Center Client
Administration

This document contains information
and procedures to configure users
and user access, skillsets, server
management, and configuration data
in the Contact Center database.

System administrators
and contact center
supervisors

Using Contact Center Orchestration

This document contains information

System administrators

Designer and procedures to configure script
and flow applications in Orchestration
Designer.

Maintaining

Maintaining Avaya Aura® Contact
Center

This document contains routine
maintenance procedures, such
as installing service packs and
maintaining the databases for the
Contact Center system.

System administrators
and support personnel

Troubleshooting Avaya Aura®
Contact Center

This document contains system-
wide troubleshooting information and
procedures for Contact Center
hardware, software, and network.

System administrators
and support personnel

Contact Center Event Codes

This Microsoft Excel spreadsheet
contains a list of errors in the Contact
Center suite and recommendations to
resolve them.

System administrators
and support personnel

Using

Using Avaya Aura® Contact Center
Reports and Displays

This document contains procedures to
generate performance reports, and to
monitor and analyze performance data
and performance measurements.

System administrators
and contact center
supervisors

Using Agent Desktop for Avaya
Aura® Contact Center

This document provides information
and procedures for agents who use
the Agent Desktop application to
accept, manage, and close contacts of
all media types in Contact Center.

Contact center agents
and supervisors
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Related resources

Title Document purpose Audience
Using the Contact Center Agent This document provides information Contact center agents
Browser application and procedures for agents who use

the Agent Browser application to log
on to Contact Center and perform

basic tasks.
Using Avaya Workspaces for AACC | This document describes the tasks Contact center agents
and ACCS that Contact Center agents can and supervisors

perform using Avaya Workspaces.

Release Notes

Avaya Aura® Contact Center The Release Notes contain information | System administrators
Release Notes about known issues, patches, and and support personnel
workarounds.

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot
Avaya products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

+ To find videos on the Avaya Support website, go to https://support.avaya.com/ and do one of
the following:

- In Search, type Avaya Mentor Videos, click Clear All and select Video in the Select
Content Type.

- In Search, type the product name. On the Search Results page, click Clear All and select
Video in the Select Content Type.

The Video content type is displayed only when videos are available for that product.
In the right pane, the page displays a list of available videos.

* To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and do
one of the following:

- Enter a keyword or keywords in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click a topic name to see the list of videos available. For
example, Contact Centers.

° Note:

Videos are not available for all products.

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 1
Comments on this document?



https://support.avaya.com/
http://www.youtube.com/AvayaMentor
https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Introduction

Support

Go to the Avaya Support website at https://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.
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Chapter 2: Changes in this release

Changes in the release 7.1.2.3

The following are the changes or updates introduced in the release 7.1.2.3:
Workspaces Operating System Migration from CentOS 7.9 to RHEL 9.6

Avaya Workspaces infrastructure migrated from CentOS 7.9 to Red Hat Enterprise Linux (RHEL)

9.6.

Third-Party Component Version Upgrades

This release includes upgrades to several third-party software components used by the Avaya Aura®
Contact Center and Avaya Workspaces environments. The updated versions provide improved
platform compatibility, security, stability, and alignment with supported software versions.

The following table lists the software components and their versions included in release 7.1.2.3:

Software Component Version in 7.1.2.3

Operating System RHEL 9.6

Java (Avaya Aura® Contact Center) 8.94.0.18 (OpenJDK 1.8.0_492)

Java (Avaya Workspaces) 17.60.17

.NET 4.8

Spring Boot 3.5.6

Log4j 2.25.3

SLF4J 2.0.17,1.7.36

Jetty 9.4.58

ActiveMQ 5.16.7

Tomcat (Avaya Aura® Contact Center) 9.0.111

Tomcat (Avaya Workspaces) 10.1.54

Istio 1.28.1

Kafka Broker (Confluent) 7.21

Apache Kafka 3.2

Kubernetes 1.35.2

Container Runtime Containerd 2.2.1

Fluent Bit 4.0.7

Helm 3.18.6

Table continues...
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Changes in this release

Software Component Version in 7.1.2.3
Metrics Server 3.13.0
VMware ESXi 8.0.2and 9.0.2

Interoperability

Supported features Versions Tested

Avaya Aura® Contact Center and Avaya Contact WebLM 10.2

Center Select interoperability with latest WebLM 8.x

release

Avaya Aura® Contact Center and Avaya Contact IX Workplace 3.40 or 3.41

Center Select interoperability with Avaya IX
Workplace softphone

Avaya Aura® Contact Center and Avaya Contact AMS 10.1 or 10.2
Center Select support for the latest AAMS release

Avaya Aura® Contact Center interoperability with Aura 10.1 or 10.2
Avaya Aura UC current and previous releases
Avaya Aura® Contact Center and Avaya Contact AAEP 8.1.2.2

Center Select interoperability with the latest and
previous AAEP releases

Avaya Contact Center Select interoperability with the | IPO 12.2 or 12.3
latest and previous Avaya IP Office releases

Avaya Aura® Contact Center interoperability with POM 4.1
current and previous releases of POM

Avaya Aura® Contact Center interoperability with Callback Assist 5.2
current release of CBA

Hyper-V Host Requirement for Workspaces

As part of AACC 7.1.2.3 Service Pack, the Workspaces operating system has been migrated from
CentOS to Red Hat Enterprise Linux (RHEL) 9.6.

Customers deploying or upgrading the Workspaces Virtual Machine (VM) on Microsoft Hyper-V
running on Windows Server 2016 must migrate the Hyper-V host to Windows Server 2019 before
deploying or upgrading to AACC 7.1.2.3 Service Pack.

This is a mandatory prerequisite. Due to a known compatibility issue affecting RHEL 9.4 and
later kernels on Windows Server 2016 Hyper-V, the Workspaces VM may fail to boot, preventing
successful deployment or upgrade of the Workspaces solution.

Deployment Scenario Action
Workspaces VM hosted on Microsoft Hyper-V Migrate the Hyper-V host to Windows Server 2019
running on Windows Server 2016. before deploying or upgrading to AACC 7.1.2.3

Service Pack.

Workspaces VM hosted on Microsoft Hyper-V No Action Required.
running on Windows Server 2019.

Table continues...

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 14
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Deployment Scenario Action

Workspaces VM hosted on VMware. No Action Required.

Deployments that do not host the Workspaces VM No Action Required.
on Windows Server 2016 Hyper-V.

Avaya Aura Media Server 8.x Support Change

Avaya Aura Media Server (AAMS) 8.x software bundle and co-resident deployment with Avaya
Aura® Contact Center (AACC) or Avaya Contact Center Select (ACCS) 7.1.2.x is no longer
supported. The following are the updates:

» The upgrade process removes the AAMS co-resident virtual machine (VM) and the associated
AAMS resources and artifacts from the AACC installation.

» Existing AACC or ACCS deployments on physical hardware using AAMS 8.x are no longer
supported.

» Customers using AAMS 8.x are required to migrate to a supported AAMS version.
* AACC or ACCS supports AAMS 10.x as an independent deployment.

* For supported AAMS 10.x deployment configurations, refer to the applicable Avaya Aura Media
Server 10.x documentation.

* For information about configuring an independent AAMS deployment with AACC or ACCS,
refer to the Avaya Aura Contact Center Server Administration or Avaya Contact Center Select
Advanced Administration guides.
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Chapter 3: Overview

Avaya Aura® Contact Center Release 7.1 offers a software appliance package that consists of the
following components:

« Avaya Aura® Contact Center virtual machine
« Avaya Aura® Media Server OVA
* Avaya WebLM OVA

These components integrate with an Avaya Aura® Unified Communications platform to build a
SIP-enabled contact center solution.

© Note:
The Avaya Aura® Contact Center software appliance does not support High Availability (HA).

You can use a single Open Virtual Appliance (OVA) package to distribute a virtual appliance. For
example, an Avaya Aura® Media Server OVA package includes all of the Open Virtualization Format
(OVF) information required to create an Avaya Aura® Media Server virtual appliance on a VMware
host. A virtual appliance contains a preinstalled, preconfigured operating system and an application
stack optimized to provide a specific set of services. The Avaya Aura® Media Server and Avaya
WebLM OVAs are prepackaged and ready for deployment.

For the Avaya Aura® Contact Center virtual machine, you build a suitably specified virtual machine
and then install product software from the Avaya Aura® Contact Center DVD or ISO image.

The following diagram shows a typical SIP-enabled virtualized contact center solution using Avaya
Aura® Contact Center, Avaya Aura® Media Server, and Avaya WebLM installed on a single VMware
host server.

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 16
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Virtualization considerations

Viiware host
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Figure 1: Typical SIP-enabled virtualized contact center solution

You can use VMware vSphere or vCenter and these Avaya Aura® Contact Center components to
create virtual machines in your virtualized environment.

The Avaya Aura® Contact Center software appliance is supported only on the following virtualization
environments:

+ ESX18.0.2
+ ESX19.0.2

© Important:
» Avaya Workspaces is supported on ESXi 8.0.2 and 9.0.2 only.
* VMFS 5.54 or later is required for all supported versions of ESXi.

Avaya Aura® Contact Center supports the Avaya WebLM virtual machine co-resident on the same
VMware host server or deployed on a separate VMware host server.

Avaya Aura® Contact Center supports the Avaya Aura® Media Server virtual machine co-resident on
the same VMware host server or deployed on a separate VMware host server.

For more information about the ESXi host server hardware requirements for the Avaya Aura®
Contact Center software appliance, see Avaya Aura® Contact Center Overview and Specification.

Virtualization considerations

Using virtualization in a contact center enterprise solution requires careful up-front planning,
engineering, and implementation. While the technical and business advantages are clear,
virtualization imposes extra considerations when designing the contact center solution
architecture. Environmental isolation allows multiple operating systems to run on the same
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Overview

VMware host machine. While virtualization offers these forms of isolation, virtualization
environments do not provide performance isolation. The behavior of one virtual machine

can adversely affect the performance of another virtual machine on the same host. Most
modern virtualization environments provide mechanisms that you can use to detect and reduce
performance interference. You must carefully engineer your virtualized contact center solution to
avoid performance interference.

If you plan to install non-Avaya Aura® Contact Center software applications on other virtual
machines on the host server, you must carefully analyze the impact of these applications on

the contact center solution and provide extra performance isolation to safeguard Contact Center
functionality.

© Important:

Deploy Avaya Aura® Contact Center on an enterprise-grade virtual environment with the most
recent hardware that supports hardware-assisted virtualization. Avaya recommends that you
apply virtualization planning, engineering, and deployment with full organizational support for
virtualization rather than organically growing a virtualization infrastructure.

VMware components

The following table describes some common VMware components and terms

VMware components Description

ESXi host The physical machine running the ESXi hypervisor
software.

ESXi hypervisor A platform that runs multiple operating systems on a

host computer at the same time.

vSphere Client The client application that is installed on a personal
computer or accessible through a Web interface.

It connects to a vCenter server or directly to an
ESXi host in the case where vCenter Server is not
used. You use vSphere Client software to install and
manage virtual machines.

vCenter Server vCenter Server provides centralized control and
visibility of the virtual infrastructure. Virtual
machines are managed through vSphere Client
software which provides alarming and performance
monitoring of ESXi hosts and virtual machines.
vCenter Server provides additional VMware
features such as VMware High Availability and
vMotion.

VMware virtual machine A virtual machine (VM) is a software-based
emulation of a Microsoft Windows OS or Linux OS
computer. A VMware ESXi server can host one or
more virtual machines.
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VMware feature support

VMware feature support

Avaya Aura® Contact Center is a collection of real-time applications running on the Microsoft
Windows Server 2012 R2 or Microsoft Windows Server 2016 operating system. Avaya Aura®
Contact Center provides real-time call control, multimedia handling, and statistical reporting.

Avaya Aura® Media Server is a real-time media processing application running on the Red Hat
Enterprise Linux (RHEL) operating system. Avaya Aura® Media Server provides the real-time
conferencing and media processing capabilities for Avaya Aura® Contact Center.

Some VMware features require host CPU, Disk 1/O, or networking resources to function. Running
these VMware features can cause resource constraints and impact the real-time performance of
the Avaya Aura® Contact Center and Avaya Aura® Media Server Virtual Machines (VMs). These
features are therefore not supported while Avaya Aura® Contact Center or Avaya Aura® Media
Server are active.

Some VMware features are not supported by Avaya Aura® Contact Center or Avaya Aura® Media
Server. Some other VMware features are supported only while the Avaya Aura® Contact Center or
Avaya Aura® Media Server Virtual Machines are stopped for maintenance.

The following table shows the Avaya Aura® Contact Center (AACC) and Avaya Aura® Media
Server level of support for VMware features.

VMware Feature Supported on | Supported during | Supported on Supported during
active AACC | AACC VM active Avaya Avaya Aura®
VM maintenance Aura® Media Media Server
window Server VM VM maintenance
window
Cloning No Yes No No
Distributed Power No Yes No Yes
Management (DPM)
Distributed Resources No Yes No Yes
Scheduler (DRS)
Distributed Switch Yes Yes Yes Yes
Fault Tolerance No No No No
High Availability (HA) No No No No
Snapshots No Note 1 No Note 2
Storage DRS No Yes No Yes
Storage Thin No N/A No N/A
Provisioning
Storage vMotion No Yes No Yes
Suspend & Resume No N/A No N/A
vMotion No Yes No No
* Note 1: See Avaya Aura Contact Center VMware Snapshot considerations on page 22
* Note 2: See Avaya Aura Media Server VMware snapshot considerations on page 23
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Overview

Licensing

Avaya Aura® Contact Center Software Appliance supports only the Virtualized Environment
deployment of Avaya WebLM server.

When Contact Center License Manager starts, it extracts WebLM license keys from the Avaya
WebLM server. Contact Center License Manager then converts the WebLM license keys into
local PLIC license keys and distributes the keys to the Contact Center applications as required.
Contact Center License Manager distributes PLIC license keys to Contact Center Manager
Server, Contact Center Manager Administration, Communication Control Toolkit, Contact Center
Multimedia, and Avaya Aura® Media Server as required.

When Contact Center License Manager requests licenses from an Avaya WebLM server, it
reserves all the Contact Center licenses available on that server. Contact Center therefore
supports only the PLDS standard license file (SLF) type. Contact Center does not support the
WebLM Enterprise model. Contact Center supports WebLM in nodal contact centers. WebLM
does not support Contact Center corporate licensing.

Contact Center License Manager distributes nodal license keys to all configured Avaya Aura®
Media Servers in the solution. Configure Avaya Aura® Media Server as a Media Server in Contact
Center Manager Administration. Contact Center License Manager, when restarted, pushes license
keys to that Avaya Aura® Media Server. Do not configure WebLM licensing on Avaya Aura® Media
Server servers.

In solutions using the Contact Center High Availability feature, you must deploy a second Avaya
WebLM server. The Contact Center license file is based on the Host IDs of both Avaya WebLM
servers. Install the license file, containing both Host IDs, on both Avaya WebLM servers.

The active server references one Avaya WebLM server, and the standby server or the Remote
Geographic Node server references the other Avaya WebLM server.

For more information about licensing, see Avaya Aura® Contact Center Overview and
Specification.

How to obtain a license

In an Avaya Aura® Unified Communications platform SIP-enabled environment, Avaya Aura®
Contact Center uses an remote WebLM server to provide nodal licensing control.

1. Obtain the Avaya WebLM host ID from the WebLM user interface. If you are using the
Contact Center High Availability feature, obtain the host IDs from both Avaya WebLM
servers.

2. Use the WebLM host ID or IDs to obtain WebLM license keys from the Avaya Product
Licensing and Delivery System (PLDS).

3. Enter these license keys on the Avaya WebLM server or servers. Contact Center License
Manager connects to the Avaya WebLM server and uses the Contact Center-specific
license keys from it to control Contact Center licensed features. Contact Center does not
import the license file to a Contact Center server; WebLM stores the license file on the
Avaya WebLM server.

You can use the License Manager Configuration Utility to check which Avaya Aura® Contact
Center features are licensed and how many agent licenses are available.
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VMware vSphere host considerations

VMware vSphere host considerations

When planning virtual machines on your host system, the total resources needed by the virtual
machines running on the host server must not exceed the total capacity of the host. It is good
practice to under-commit CPU and memory resources on the host. If the host CPU capacity is
overloaded, Contact Center does not function correctly.

© Important:

Avaya Aura® Contact Center is not supported on an over-committed host where the total
virtual resources from all virtual machines hosted exceeds the physical resources of the host.

Virtual Machine File System (VMFS)

VMware virtual machines and snapshots are stored in a Virtual Machine File System (VMFS)
datastore. To support Avaya Aura® Contact Center on a virtual machine, the VMware datastore
containing Contact Center must be VMFS 5.54 or later. If you upgrade an existing VMware host
server, ensure the associated datastore is upgraded to VMFS 5.54 or later.

Hardware-Assisted Virtualization

Most recent enterprise-level processors from Intel support virtualization. There are two
generations of virtualization support: the first generation introduced CPU virtualization; the
second generation included CPU virtualization and added memory management unit (MMU)
virtualization. For the best performance, make sure your system uses processors with at least
second-generation hardware-assist features.

Hardware-Assisted CPU Virtualization (Intel VT-x)

The first generation of hardware virtualization assistance includes VT-x from Intel. These
technologies automatically trap sensitive interrupts, eliminating the overhead required to do so
in software. This allows the use of a hardware virtualization (HV) virtual machine monitor (VMM).

Hardware-Assisted MMU Virtualization (Intel EPT)

More recent enterprise-level processors also include a feature that addresses the overheads due
to memory management unit (MMU) virtualization by providing hardware support to virtualize the
MMU. VMware vSphere supports this feature in Intel processors, where it is called Extended Page
Tables (EPT).

Storage Area Network (SAN)

A Storage Area Network (SAN) is a dedicated storage network that provides access to
consolidated block level storage. SANs are used to make storage devices such as disk arrays,
accessible to servers so that the devices appear as locally attached to the operating system.

When Avaya Aura® Contact Center is installed on virtual machines it supports a SAN. You must
monitor the Contact Center demand on the SAN storage device. Adhere to your vendor-specific
SAN configuration recommendations to ensure the SAN storage device meets the demands of
Contact Center.

Disk drive provisioning
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Overview

Provision sufficient hard disk drive space on the host server to support all the virtual machines, an
ISO library, and provision additional space for snapshot image storage.

Avaya Aura® Contact Center VMware Snapshot
considerations

VMware snapshots save the current state of the virtual machine, so you can return to it at any
time. Snapshots are useful when you need to revert a virtual machine repeatedly to the same
state, but you don't want to create multiple virtual machines.

The following considerations apply when using snapshots with Avaya Aura® Contact Center on
VMware:

« Snapshots must be taken during an Avaya Aura® Contact Center maintenance window. Do
not take a snapshot of a Contact Center virtual machine while Contact Center is running.
Snapshots have a negative impact on the performance of a virtual machine over time. You
must Delete All snapshots at the end of the maintenance window and Consolidate snapshots
if required, before putting the Contact Center virtual machine back into production. For more
information about consolidating snapshots, refer to VMware documentation.

» Create a snapshot for the Contact Center virtual machines all at the same time. Likewise,
when you restore a snapshot, restore all snapshots to ensure the data is consistent across
the Contact Center suite.

+ In solutions using the Avaya Aura® Contact Center High Availability feature, take a snapshot
of the Active and Standby virtual machines at the same time. The Active and Standby virtual
machines must be hosted on different host servers.

* When restoring snapshots, carefully consider the possible impact from out-of-date antivirus
definitions, missed Microsoft Windows OS and security updates, and lapsed domain
accounts on the contact center. Isolate the restored virtual machine until these issues are
resolved.

* By default, a Windows Server 2012 R2 machine account password is changed every 30
days. This is an important consideration when reverting to a snapshot of a virtual machine
that has been in use for more than 30 days, as it can cause the machine to lose its
connection to the Windows domain. If this issue occurs, rejoin the Windows Server 2012
R2 virtual machine to the domain.

VMware snapshots are not a replacement for Avaya Aura® Contact Center database backup and
restore procedures and practices. You must continue to perform regular and frequent Contact
Center backups.
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Avaya Aura® Media Server VMware Snapshot considerations

Avaya Aura® Media Server VMware Snapshot
considerations

VMware snapshots save the current state of the virtual machine, so you can return to it at any
time. Snapshots are useful when you need to revert a virtual machine repeatedly to the same
state, but you don't want to create multiple virtual machines.

The following considerations apply when using snapshots with Avaya Aura® Media Server on
VMware:

+ Snapshots must be taken during an Avaya Aura® Media Server maintenance window. Do not
take a snapshot of an Avaya Aura® Media Server virtual machine while the contact center
is running. Snapshots have a negative impact on the performance of a virtual machine
over time. You must Delete All snapshots at the end of the maintenance window and
Consolidate snapshots if required, before putting the Avaya Aura® Media Server virtual
machine back into production. For more information about consolidating snapshots, refer
to VMware documentation.

* When restoring snapshots, carefully consider the possible impact from out-of-date antivirus
definitions, missed Linux operating system updates and security updates. Isolate the restored
virtual machine until these issues are resolved.

VMware snapshots are not a replacement for Avaya Aura® Media Server database backup and
restore procedures and practices.

Performance monitoring and management

You must continuously monitor and measure the performance of the Contact Center VMware
host server. You can use VMware vCenter to measure the critical host performance metrics
in real-time. VMware vCenter aggregates and archives performance data so that data can be
visualized and reported on.

Configure VMware vCenter statistics collection to collect 5 minute and 30 minute Interval Duration
data for the host at Statistics Level 3. Retain the 5 minute Interval Duration data for 3 days and
retain the 30 minute Interval Duration for 1 week.

Generate performance reports using vCenter Report Performance and archive these reports

to provide a baseline performance reference. Generate and store 1-day and 1-week reports.
Store the associated vCenter Report Summary with the performance reports. You must analyze
performance reports after changes to the host to assess the impact of the change on the host.

Monitor, acknowledge, and resolve VMware vCenter alarms. In particular, you must immediately
investigate and resolve host CPU usage and host memory usage alarms.

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 23
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Overview

In addition, the command-line tools “esxtop” and “resxtop” are available to provide a fine-grained
look at real-time metrics. There are a number of critical CPU-related counters to watch out for:

If the load average listed on the first line of the CPU Panel is equal to or greater than the
number of physical processors in the system, this indicates that the system is overloaded.

The usage percentage of physical CPUs on the PCPU line can indicate an overloaded
condition. In general, 80 percent usage is a reasonable ceiling in production environments.
Use 90 percent as an alert to the VMware administrator that the CPUs are approaching an
overloaded condition, which must be addressed.

%RDY - The percentage of time a schedulable entity was ready to run but is not scheduled to
a core. If %RDY is greater than 10 percent, then this can indicate resource contention.

%CSTP - The percentage of time a schedulable entity is stopped from running to allow other
vCPUs in the virtual machine to catch up. If % CSTP is greater than 5 percent, this usually
means the virtual machine workload is not using VCPUs in a balanced fashion. High %CSTP
can be an indicator of a system running on an unconsolidated snapshot.

For more information about using esxtop or resextop, see the VMware Resource Management
Guide.
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Chapter 4: Deployment process

This work flow shows you the sequence of tasks you perform to deploy Avaya Aura® Contact
Center.

o Rt

" Contact Center Software \'-l

I‘\ Appliance deployment |

|

Installation checklist

o/
",
.
e

Y

Avaya WebLM OVA
deplayment

!

Avaya Aura
Media Server
OVA deployment

|

Voice and Multimedia
Contact Server
virtual machine

deployment

Figure 2: Avaya Aura® Contact Center deployment process
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Chapter 5: Deployment checklist

The following sections list the main Avaya WebLM, Avaya Aura® Media Server, and Avaya Aura®
Contact Center configuration and deployment details. You must know these configuration details to
deploy and commission an Avaya Aura® Contact Center solution.

Complete these checklists.

Avaya WebLM deployment checklist

The following table lists and describes the configuration details required by WebLM.

Configuration Item Your value Description

Virtual machine name in The name of the WebLM virtual machine as it

VMware inventory appears on the VMware inventory list.

Server hostname The host name of the WebLM server

Server IP address The IP address of the WebLM server.

Server mask The network mask of the WebLM server.

Server domain name The domain the WebLM server is on.

Server default gateway The default gateway used by the WebLM server.

DNS server IP address The IP address of the DNS server used by the
WebLM server.

WebLM User Name The user name used to log on to the WebLM web
interface.

WebLM Password The password used to log on to the WebLM web
interface.

Primary Host ID The WebLM server Host ID used to obtain a
license.

Avaya Aura® Media Server deployment checklist

The following table lists and describes the configuration details required by Avaya Aura® Media
Server.
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Voice and Multimedia Contact Server deployment checklist

Configuration Item

Your value

Description

Virtual machine name in
VMware inventory

The name of the Avaya Aura® Media Server
virtual machine as it appears on the VMware
inventory list.

Server hostname

The host name of the Avaya Aura® Media Server
Linux server.

IP address

The IP address of the Avaya Aura® Media Server
server.

Network Mask

The network mask of the Avaya Aura® Media
Server server.

Default Gateway IP
address

The default gateway used by the Avaya Aura®
Media Server server.

DNS server IP address

The IP address of the DNS server used by Avaya
Aura® Media Server.

SIP Trusted IP Address

The IP address of the Contact Center server.

SOAP Trusted IP address

The IP address of the Contact Center server.
Optionally, the SOAP Trusted IP address of the
active, standby and managed IP Address of
Contact Center Server.

SIP Domain name

The SIP domain name used by Avaya Aura®
Media Server. This must match the SIP domain
name as configured for your voice platform.

NTP server IP address

The IP address for the Network Time Protocol
(NTP) server.

Administration account
“cust” password

A password for the Avaya Aura® Media Server
Element Manager interface.

August 2026

Voice and Multimedia Contact Server deployment checklist

The following table lists and describes the configuration details required by the Avaya Aura®
Contact Center Voice and Multimedia Contact Server. The email and instant messaging (IM)
configuration items are optional.

Configuration Item Your value Description
Virtual machine name in The name of the Voice and Multimedia Contact
VMware inventory Server virtual machine as it appears on the
VMware inventory list.
Computer Name or The host name of the Voice and Multimedia
Hostname Contact Server.
IP address The IP address of the Voice and Multimedia
Contact Server.
Table continues...
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Deployment checklist

August 2026

Configuration Item Your value Description

Subnet Mask The network mask of the Voice and Multimedia
Contact Server.

Default gateway The default gateway used by the Voice and
Multimedia Contact Server.

DNS server IP address The IP address of the DNS server used by Voice
and Multimedia Contact Server.

Country or region The Microsoft Windows Server 2012 R2 country
or region server setting.

Time and currency The Microsoft Windows Server 2012 R2 time and
currency server setting.

Keyboard layout The Microsoft Windows Server 2012 R2 keyboard
layout server setting.

Microsoft Windows Server The Microsoft Windows Server 2012 R2 Standard

2012 R2 product key and Datacenter edition product key used to
activate the Operating System.

Administrator password A password for the Voice and Multimedia
Contact Server Microsoft Windows “Administrator”
account.

Site Name The site name for the Voice and Multimedia
Contact Server.

Avaya Aura® Media Server The language and country locale used by Avaya

Locale Aura® Media Server.

System Account A password for the Avaya Aura® Contact Center

Configuration Password. administration account.

WebLM IP Address The IP address of the Remote WebLM server.

SIP Voice Proxy Server - The Avaya Aura® Session Manager IP address.

IP Address

SIP Voice Proxy Server - The Avaya Aura® Session Manager port number.

Port

SIP Voice Proxy Server - The transport type used by Avaya Aura® Session

Transport Manager.

SIP CTI Proxy Server - IP The Avaya Aura® Application Enablement

Address Services IP address.

SIP CTI Proxy Server - The Avaya Aura® Application Enablement

Port Services port number.

SIP CTI Proxy Server - The transport type used by Avaya Aura®

Transport Application Enablement Services.

SIP domain The SIP domain name as configured in Avaya
Aura® Session Manager.

IM Server IP Address The IP address of the instant messaging provider
server.

Table continues...
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Voice and Multimedia Contact Server deployment checklist
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Configuration Item Your value Description

XMPP Domain The domain name of the Extensible Messaging
and Presence Protocol (XMPP) server. The XMPP
Domain name must be different to the SIP domain
name.

IM Server details The port number and transport type for the instant
messaging (IM) service provider server.

Incoming Mail Server Host The name of the server on which email messages

Name are received in your network.

Incoming Mail Server The communication protocol for the inbound email

Protocol server.

Outgoing Mail Server Host The name of the server from which email

Name messages are sent. Your inbound and outbound
mail servers can have the same name.

Outgoing Mail Server The communication protocol for the outbound

Protocol email server.
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Chapter 6: Avaya WebLM OVA deployment

Deploy the Avaya WebLM OVA to provide solution licensing. You can deploy the Avaya WebLM
OVA on the same VMware host server as the Contact Center virtual machine and the Avaya Aura®
Media Server OVA. Alternatively, you can deploy the Avaya WebLM OVA standalone on a separate
VMware host server.

For additional information about deploying the Avaya WebLM OVA, see Avaya WebLM using
VMware® in the Virtualized Environment Deployment Guide available on the Avaya Support website
at http://support.avaya.com.

After you have deployed WebLM, you can apply WebLM patches, feature packs, or service packs.

WebLM OVA

Contact Center supports the WebLM license manager server. For increased efficiency

and flexibility, the WebLM license manager supports the VMware Virtual Appliance and

Open Virtualization Archive (OVA) deployment mechanisms. In a virtualized Contact Center
environment, you can use VMware to load the WebLM OVA package onto a separate virtual
machine in your contact center solution. The virtualized Contact Center server can then use the
virtualized WebLM server as the license manager.

The WebLM OVA contains a hardened Linux operating system.
The WebLM OVA requires the following:

vCPU Minimum CPU speed | Virtual memory Number of NICs | Virtual disk storage
reservation reservation
1 2300 MHz 2GB 1 shared 35 GB

© Note:

Do not change any of these WebLM OVA VMware virtual machine settings.
The WebLM OVA uses the following network mapping:

WebLM Server VM Interface Application
EthO License management

The WebLM server for VMware is packaged as a vAppliance ready for deployment using either
VMware vSphere Client or VMware vCenter.
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WebLM OVA deployment procedures

Deploy the WebLM OVA using Disk Format - Thick Provision Lazy Zeroed. Avaya WebLM does
not support thin provisioning in production environments.

WebLM OVA deployment procedures

About this task
This task flow shows you the sequence of procedures you perform to deploy the WebLM OVA.
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Avaya WebLM OVA deployment
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Figure 3: WebLM OVA deployment process
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Deploying the WebLM OVA using vSphere (vSphere desktop client connected directly to ESXi host)

Deploying the WebLM OVA using vSphere (vSphere
desktop client connected directly to ESXi host)

Before you begin

* Download the WebLM OVA file from the Avaya Product Licensing and Delivery System
(PLDS) website at https://plds.avaya.com/.

* Know the IP address and network details of the WebLM server.
About this task

Deploy the WebLM OVA file onto a VMware ESXi host server. This creates a single instance of
WebLM server for use in Contact Center solutions.

The WebLM OVA includes VMware tools. They are a suite of utilities that enhances the
performance of the virtual machine's operating system and improves the management of the
virtual machine.

Always deploy WebLM with a thick provisioned disk.
For best performance, use WebLM only on disks local to the ESXi Host, or SAN storage devices.
Do not store WebLM on a NFS storage system.
Procedure
1. In your vSphere client, select the ESXi host server.

2. Select File > Deploy OVF Template.

s

@ 101343581 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help
MNew d ptory b [F] Inventory
| Deploy OVF Template... |
Export (3 |
Report Ll lo.calhost bocaldomain VMware ESXi, 5.0.0, 914586
Browse VA Marketplace... Getting Started
Print Maps
_ What is a Host?
Exit
" Ahostis a computer that uses virtualization

3. On the Source window, click Browse.
4. On the Open message box, select the WebLM OVA file.
5. Click Open.
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Avaya WebLM OVA deployment

Q Deploy OVF Template

Source
Select the source location.

Source

COVF Template Details
Mame and Location
Disk Format

Ready to Complete

(=]l @ |ues]

Deploy from a file ar URL

|C:'Rixy'n,\“a'ebLM-?.D.D.9-16?03-&55-19.0va| j Browse. ..

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help |

= Back | Mext = I

Cancel

6. On the Source window, click Next.
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@ Deploy OVF Template E\@

Deploying the WebLM OVA using vSphere (vSphere desktop client connected directly to ESXi host)

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
e — Product: WebLM
Ena Use| ENSE AQreement
. Version: 7.0.0.8-16703-19
Vendor: Avaya,Inc.

Download size: £549.3 MB

Size on disk: 5.9 GB (thin provisioned)
35.0 GB (thick provisioned)

Description: WebLM is a Web-based License Manager which is designed to
support Avaya software products that need licensing capabilities.

The VM requires 2048 MB of memory, x86_64 instruction set, 1
CPU's and 1 NIC Interface.

Help | < Back | Next = I Cancel |

4

On the OVF Template Details window, verify the details of the OVA template and click
Next.

On the End User License Agreement window, read the license agreement, and if
acceptable, click Accept.

. Click Next.

. On the Name and Location window, type the name of the new WebLM virtual machine.

This is not the host name of the WebLM server. This is the name of the VMware virtual
machine.
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Avaya WebLM OVA deployment

@ Deploy OVF Template

Name and Location

Source

OVF Template Details
End User License Agreement

Name and Location
Deployment Configuration
Disk Format

Ready to Complets

(=]l @ |ues]

Spedfy a name and location for the deployed template

Mame:
WebLMServer 1

The name can contain up to 80 characters and it must be unigque within the inventory folder,

Help |

= Back | Mext = I

Cancel

4

11. Click Next.

12. On the Deployment Configuration window, from the Configuration list, select Profile —1.

13. Click Next.

14. On the Disk Format window, select Thick Provision Lazy Zeroed.
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Deploying the WebLM OVA using vSphere (vSphere desktop client connected directly to ESXi host)

@ Deploy OVF Template E\@

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |datasb:nre 1

OVF Template Details
ear | .
End User License Agreement Available space (GB): 213.4

Mame and Location
Deployment Configuration
Disk Format

Ready to Complete

* Thick Provision Lazy Zeroed
(" Thick Provision Eager Zeroed
" Thin Provision

Help | < Back MNext > | Cancel I

A

15. Click Next.

16. On the Ready to Complete window, verify the deployment settings. If you need to modify
any of the settings, click Back.

17. Click Power on after deployment.
18. Click Finish.
The WebLM template begins to load.
19. On the Deployment Completed Successfully message box, click Close.

20. In the vSphere client, from the inventory list in the left pane, select the new WebLM virtual
machine.

21. With the deployed WebLM virtual machine still selected, right-click and select Open
Console.
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Avaya WebLM OVA deployment

On the WebLM console screen, as the WebLM virtual machine boots, you are prompted to
configure the network settings.

22. To configure the WebLM server network settings, enter y at the menu.

23. At the IP Address prompt, enter the IP address of the WebLM virtual machine. Use IPv4
formatting.

24. At the Netmask prompt, enter the subnet mask IP address. Use IPv4 formatting.
25. At the hostname prompt, enter the host name of the WebLM virtual machine.

26. At the domain name prompt, enter the name of the domain containing the WebLM virtual
machine.

27. At the default gateway prompt, enter the Default Gateway IP address. Use IPv4
formatting.

28. At the DNS server(s) prompt, enter the DNS server IP address. Use IPv4 formatting.
29. At the default Search List (optional) prompt, enter a search list if you are using one.

30. Atthe NTP Server IP or FQDN prompt, enter the IP address or FQDN of your Network
Time Protocol (NTP) server.

31. At the Time Zone Detail prompt, select the time zone continent or ocean for WebLM from
the list.

32. At the Please select a country prompt, select the country for WebLM from the list.
33. Review the Network Settings and enter y.

The WebLM OVA deployment continues until the installation is complete.
34. With the WebLM virtual machine still selected, right-click and select Open Console.

WebLM provides a restricted shell to perform CLI based operations.

Deploying the WebLM OVA using vCenter (vSphere
desktop client connected to vCenter)

Before you begin

* Download the WebLM OVA file from the Avaya Product Licensing and Delivery System
(PLDS) website at https://plds.avaya.com/.

* Know the IP address and network details of the WebLM server.
About this task

Deploy the WebLM OVA file onto a VMware ESXi host server. This creates a single instance of
WebLM server for use in Contact Center solutions.
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Deploying the WebLM OVA using vCenter (vSphere desktop client connected to vCenter)

The WebLM OVA includes VMware tools. They are a suite of utilities that enhances the
performance of the virtual machine's operating system and improves the management of the
virtual machine.

Always deploy WebLM with a thick provisioned disk.

For best performance, use WebLM only on disks local to the ESXi Host, or SAN storage devices.
Do not store WebLM on a NFS storage system.

Procedure

1. In your vSphere client, select File > Deploy OVF Template.

[2-' 10.134.35.81 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help
New ¢ ptory I+ Bl Inventory

| Deploy OVF Template... |
Export L |
Report L localhostlocaldomain VMware ESXi, 5.0.0, 914586
Browse VA Marketplace... Getting Started Y=tk I Virtual Machines | Reso
Print Maps

] What is a Host?
Excit
[” Ahostis a computer that uses virtualization

On the Source window, click Browse.
On the Open message box, select the WebLM OVA file.
Click Open.

On the Source window, click Next.

o o b w N

On the OVF Template Details window, verify the details of the OVA template and click
Next.

7. On the End User License Agreement window, read the license agreement, and if
acceptable, click Accept.

8. Click Next.

9. On the Name and Location window, in the Name box, type the name of the new WebLM
virtual machine. This is not the host name, this is the name of the VMware virtual machine.

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 39
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Avaya WebLM OVA deployment

10.
1.
12.
13.

14.
15.

16.
17.
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@ Deploy OVF Template E\@

Name and Location
Spedfy a name and location for the deployed template

Source Mame:
OVF Template Details ViebLMServer 1|

End User License Agreement
Name and Location
Deployment Configuration
Disk Format

Properties

Ready to Complete

The name can contain up to 80 characters and it must be unigque within the inventory folder,

Inventory Location:
=] I_Il DocsTeam_Datacenter
[ Discovered virtual machine

Help | < Back | Next = I Cancel

4

Click Next.
On the Deployment Configuration window, from the Configuration list, select Profile —1.
Click Next.

On the Host and Cluster window, select the host server or cluster on which to deploy the
WebLM OVA. If you selected a cluster, select a Specific Host on that cluster.

Click Next to display the Storage window.

From the Select a destination storage for the virtual machine files list, select a location
to store the WebLM virtual machine image.

Click Next.

On the Disk Format window, select Thick Provision Lazy Zeroed. Thin provisioning is
not supported in production environments.
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Deploying the WebLM OVA using vCenter (vSphere desktop client connected to vCenter)

18. Click Next.

@ Deploy OVF Template E\@

Properties
Customize the software solution for this deployment.

Source
OVF Template Details n
End User License Agreement

Application
Mame and Location PP
Deployment Configuration Please enter the IP Address to assign to the VM:
Disk Format | |
Properties
Ready to Complete Enter an IP address.

m

Please enter the Netmask to assign to the VM:

| 255 255 , 255 . 0

Please enter the IP Address of your default gateway:

Enter an IP address.

Please enter the IP Address of your DNS server: [Multiple IP's separated by
commal]

A value must be provided.

Please enter the Short Hostname to assign to the VM:

A value must be provided.

-

Properties with invalid values will be left unassigned. The vaApp will not be able to power on until all
properties have valid values.

Help | < Back | MNext > I Cancel

V.
19. On the Network Mapping window, configure a network interface for the WebLM virtual
machine.
20. Click Next.
21. In the Properties window, in the Please enter the IP Address to assign to the VM box,
type the IP address of the WebLM virtual machine. Use IPv4 formatting.
22. In the Please enter the Netmask to assign to the VM box, type the subnet mask IP
address. Use IPv4 formatting.
23. In the Please enter the IP Address of your default Gateway box, type the Default
Gateway IP address. Use IPv4 formatting.
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Avaya WebLM OVA deployment

24.

25.

26.

27.
28.
29.

30.
31.

32.

In the Please enter the IP Address of your DNS server box, type the DNS server IP
address. Use IPv4 formatting.

In the Please enter the Short Hostname to assign to the VM box, type the short
hostname of the WebLM server.

In the Please enter the Domain Name to assign to the VM box, type the domain name
of the WebLM server.

From the Please select the Time Zone list, select the time zone for the solution.
Click Next.

On the Ready to Complete window, verify the deployment settings. If you need to modify
any of the settings, click Back.

Click Power on after deployment.
Click Finish.
The WebLM template begins to load.

On the Deployment Completed Successfully message box, click Close.

Deploying the WebLM OVA using vSphere host client

Before you begin

* Download the WebLM OVA file from the Avaya Product Licensing and Delivery System
(PLDS) website at https://plds.avaya.com/.

» Know the IP address and network details of the WebLM server.
About this task

Deploy the WebLM OVA file onto a VMware ESXi host server. This creates a single instance of
WebLM server for use in Contact Center solutions.

The WebLM OVA includes VMware tools. They are a suite of utilities that enhances the
performance of the virtual machine's operating system and improves the management of the
virtual machine.

Always deploy WebLM with a thick provisioned disk.

For best performance, use WebLM only on disks local to the ESXi Host, or SAN storage devices.
Do not store WebLM on a NFS storage system.

© Note:

The vSphere host client is a HTML5 client.
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Deploying the WebLM OVA using vSphere host client

Procedure

1. In your vSphere host client, right-click on Virtual Machines and select Create/Register
VM.

77 Navi - [} esr37a.SipTraffic.com
(57 Manage with vCentar Sern
—— csrifa.Sip
Version
% Virtual Machines |l & State
[ storage | % Virtual machines fptme

o
| 7 Open in new window |
i
2. Under Select creation type, select Deploy a virtual machine from an OVF or OVA file.
3. Click Next.
4. Under Select OVF and VMDK files, type a name for the virtual machine.
5. Click Browse and select the WebLM OVA file.
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Avaya WebLM OVA deployment

6.

10.
11.

12.
13.

14.

15.

16.

17.
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Click Next.

11 Mew wirtual machine - WebLMT02 - WebLM702

¥ 1 Select creation type Select OVF and VMDK files

2 Salect CVF and VMDK files Select the OVF and VIMDK files or GVA for the VM you would like to deplay

" 3 Sebect slorage

4 Licanse sgreemants
5 Deploymant opticns
& Additional ssitings
7 Ready to compleie

Emlar & namae Tor the virlual maching
WebLMTOZ

Virlual machine names can contain up to 80 characlers and they must be unigue within each ESXi instance

* B3 WeblLM-7.1.0.0.11-25605-e65-19.ova

Back Mt Finish Cancel

Under Select storage, select a datastore location to store the WebLM virtual machine
image. Ensure that the storage location you select has sufficient available storage space to
store a thick provisioned virtual machine image.

. Click Next.

Under License agreements, read the End User License Agreement and click | agree.
Click Next.

Under Deployment options , select the Network mappings and under Disk provisioning
select Thick.

Click Next.

On the Additional settings page, under Application, in the Please enter the IPv4
Address to assign to the VM box type the IP address of the WebLM server.

In the Please enter the Netmask to assign to the VM box, type the subnet mask IP
address.

In the Please enter the IPv4 Address of your default gateway box, type the default
gateway IP address.

In the Please enter the IP Address of your DNS server box, type the IP address of one
or more DNS servers. Use IPv4 formatting. Separate the IP addresses with a comma.

In the Please enter the Short Hostname to assign to the VM box, type the name of the
WebLM server.
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Deploying the WebLM OVA using vSphere host client

In the Please enter the Domain Name to assign to the VM box, type the domain name

for the WebLM server.

In the Please provide NTP Server IP/FQDN box, type a comma separated list of NTP
servers. You use the NTP server to synchronize servers with each other and with the

contact center solution.

In the Please select the Time Zone box, enter the Timezone for the WebLM server.
Under WebLM CLI USER, in the Please enter the WebLM command line user name

box, type the name for the command line user.

In the Please enter the WebLM command line user password box, type the password

for the command line user. Confirm the password.

Under WebLM Ul Password for User — admin, in the Please enter the WebLM Ul

admin user password box, type the password for the WebLM Ul admin user. Confirm the

password.

| 71 Mew virtsal maching - WebLM70Z - WebLM70Z

" 1 Select creation type Additional settings
o 2 Select OVF and VMDK files

" 3 Select storage

Addiicnal properies for the WM

" 4 License agreements
- Appication

L Deployment options

Please enter the IPvd Address lo | 172 1889 235 w
T Ready to eomplete az3ign ta the Vi!:
Please enber the Metmask o 255 755 248 0 w
assign bo the VI
Pleasa enbar the P4 Address of | 472 18.71.254 w
your default gateway
Pleasa enber the IP Address of 172.18.71.252 w
your DNS server. [Multiphs IPFs
separated by comma)
Please enter the Short Mostname | ywepLpa 70> L1 ]
1 assign lo the VM
|1Pv6 Address. Please enter IPvi [ 1]
address (optional)
IP6 Hobwork Prefic. Please 64 w
aftar IPvE Natwark Prafix
[Crplicanal)
IPE Gateway. Please enber IPvi [ 1]
Gateway {optional)
Please enber the Domain Nama siplra®hic com w
Back Mexd Fin Cancel

Click Next.

Under Ready to complete, review and verify the deployment settings. If you need to

modify any of the settings, click Back.

Click Finish.
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Avaya WebLM OVA deployment

0 Important:
Do not refresh your browser while the VM is being deployed.
Next steps

When the WebLM OVA has been successfully deployed the virtual machine will be powered on
automatically. If the virtual machine is not powered on automatically, power on the WebLM virtual
machine.

After deploying the WebLM OVA using the vSphere host client, you might need to re-enter the
configuration data after starting the WebLM virtual machine for the first time. If WebLM prompts
you to configure the appliance after you start the virtual machine, then you must re-enter the
configuration data. See Configuring the WebLM virtual machine after deploying using the vSphere
Host Client on page 50.

Deploying the WebLM OVA using vSphere web client

Before you begin

* Download the WebLM OVA file from the Avaya Product Licensing and Delivery System
(PLDS) website at https://plds.avaya.com/.

* Know the IP address and network details of the WebLM server.
About this task

Deploy the WebLM OVA file onto a VMware ESXi host server. This creates a single instance of
WebLM server for use in Contact Center solutions.

The WebLM OVA includes VMware tools. They are a suite of utilities that enhances the
performance of the virtual machine's operating system and improves the management of the
virtual machine.

Always deploy WebLM with a thick provisioned disk.

For best performance, use WebLM only on disks local to the ESXi Host, or SAN storage devices.
Do not store WebLM on a NFS storage system.

© Note:

The vSphere web client is supported with vCenter deployments only.
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Deploying the WebLM OVA using vSphere web client

Procedure

1. In your vSphere web client, right-click in the Navigator pane and select Deploy OVF
Template.

vmware: vSphere Web Client

Navigator E | Gaccroz G B ¥ A
¢ Back Getting Stated  Summary  Monitor  Confiy
‘ﬁ - — e

0 sctons-paccome

- (Jvesaldds
& Tl Add Host...

w kS mus: .+ Compliant
T AR |2 Move Hosts into Cluster...
» QJIr0 Mew ‘drtual Machine »

b [FI172 N Ao :
& Deploy OVF Template... 1

Storage »

Host Profiles ¥

2. On the Select template page, select Local file and click Browse to select the WebLM
OVA file.

3. Click Next.

4. On the Select name and location page, in the Name box, type a name for the virtual
machine.

5. Select a datacenter location for the WebLM virtual machine.
6. Click Next.

7. On the Select a resource page, navigate to and select the host where you want to deploy
the WebLM virtual machine.

8. Click Next.
9. On the Review details page, review the WebLM details.
10. Click Next.
11. On the Accept license agreements page, read the license agreement and click Accept.
12. Click Next.
13. On the Select configuration page, accept the default profile 1.
14. Click Next.
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15.

16.

17.
18.

19.
20.

21.

22.

23.

24.

25.
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On the Select storage page, from the Select virtual disk format drop-down list, select
Thick provision lazy zeroed.

Select a location to store the WebLM virtual machine image. Ensure that the storage
location you select has sufficient available storage space to store a thick provisioned virtual
machine image.

‘i Deploy OVF Temnplate

o 1 Select bernplate Sabect starage
Selgat location to Sore the iles Grthe deplowd emplat
w2 Select rarme 3nd loo stion

« 3 Sulect aresource Sebeat drtudl dig ki formmEt: | Theckp roskaian la sy zemed

e L D Show datasw res from Storage DRS duswers 1

" 5 Rocept lioenge agreem erts
Filter

" & Saelect corfiguration

7 Select shorepge

g Select retworks

Datastores | Datasiore COusers

M T Wil $omge podin Capaoty Fee
= O] dmastore] & Mormal . 163 Th 183 TR
M 1 Oiojescts Copiy =
Back MHext Cancel

Click Next.

On the Select networks page, select the destination network for the WebLM virtual
machine from the drop-down list.

Click Next.

On the Customize template page, under Application, in the Please enter the Domain
Name to assign to the VM box type the domain name for the WebLM server.

In the Please enter the IP Address of your DNS server box, type the IP address of one
or more DNS servers. Use IPv4 formatting. Separate the IP addresses with a comma.

In the Please enter the IPv4 Address of your default gateway box, type the default
gateway IP address.

In the Please enter the IPv4 Address to assign to the VM box, type the IP address of
the WebLM server.

In the Please enter the Netmask to assign to the VM box, type the subnet mask IP
address.

In the Please enter the Short Hostname to assign to the VM box, type the name of the
WebLM server.
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Deploying the WebLM OVA using vSphere web client

In the Please provide NTP Server IP/[FQDN box, type a comma separated list of NTP
servers. You use the NTP server to synchronize servers with each other and with the
contact center solution.

In the Please select the Time Zone box, enter the Timezone for the WebLM server.

Under Enhanced Access Security Gateway(EASG), in the EASG User Access box,
type 1 to enable EASG or type 2 to disable EASG.

Under WebLM CLI USER, in the Please enter the WebLM command line user name
box, type the name for the command line user.

In the Please enter the WebLM command line user password box, type the password
for the command line user. Confirm the password.

Under WebLM Ul Password for User — admin, in the Please enter the WebLM Ul
admin user password box, type the password for the WebLM Ul admin user. Confirm the
password.

Click Next.

Under Ready to complete, review and verify the deployment settings. If you need to
modify any of the settings, click Back.
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Back FhiEh Canczl
Click Finish.

0 Important:

Do not refresh your browser while the VM is being deployed.
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Avaya WebLM OVA deployment

Next steps

When the WebLM OVA has been successfully deployed, power on the virtual machine.

Configuring the WebLM virtual machine after deploying
using the vSphere Host Client

About this task
After you power on the WebLM virtual machine for the first time, enter the WebLM configuration

data.

Procedure

1.

Connect to the WebLM virtual machine, using the VMware console, after you power on the
virtual machine for the first time.

. When the Provide user input configuration prompt appears, type Y and press Enter.

3. At the Please enter the IP Address to assign to the VM prompt type the IP address of

10.
1.

12.

13.

August 2026

the WebLM server and press Enter.

. At the Please enter the Netmask to assign to the VM prompt, type the subnet mask IP

address and press Enter.

. At the Please enter the IPv4 Address of your default gateway prompt, type the default

gateway IP address and press Enter.

. At the Please enter the Short Hostname to assign to the VM prompt, type the name of

the WebLM server and press Enter.

. At the Please enter the Domain Name to assign to the VM prompt, type the domain

name for the WebLM server and press Enter.

. At the Please enter the IP Address of your DNS server box, type the IP address of one

or more DNS servers and press Enter. Use IPv4 formatting. Separate the IP addresses
with a comma.

. At the Please enter the Management IPV6 Address to assign to the VM prompt, press

Enter to skip.
At the Please Enter the default Search List prompt, press Enter to skip.

At the Please provide NTP Server IP/[FQDN prompt, type a comma separated list of NTP
servers and press Enter. You use the NTP server to synchronize servers with each other
and with the contact center solution.

At the WebLM CLI User Name prompt, type the name for the command line user and
press Enter. Note the provided list of WebLM CLI user names that you must not use.

At the WebLM CLI User Password prompt, type the password for the command line user
and press Enter. Confirm the password.
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14.

15.

16.

17.

18.

19.

20.

21.

22.
23.

Obtaining the WebLM server Host ID

At the WebLM Ul Admin User Password prompt, type the password for the WebLM Ul
admin user and press Enter. Confirm the password.

At the WebLM CLI User Password prompt, type the password for the command line user
and press Enter. Confirm the password.

At the Enter 1 to Enable EASG (Recommended) or 2 to Disable EASG prompt, enter 1
to enable EASG or 2 to disable EASG and press Enter.

At the Please select a continent or ocean prompt, type the number that relates to your
continent or ocean and press Enter.

At the Please select a country prompt, type the number that relates to your country and
press Enter.

At the Please select one of the following time zone regions prompt, type the number
that relates to your time zone region and press Enter.

Review the Network Settings and press Enter.

Review WebLM CLI User, WebLM Ul admin User, and EASG settings, type y to continue
or type n to go back and make changes to the configuration data. Press Enter and wait for
the WebLM server to apply the configuration data.

Close the console session.
Restart the WebLM virtual machine.

Obtaining the WebLM server Host ID

Before you begin

* Deploy the WebLM OVA on your VMware host server.
About this task

Obtain the WebLM server Host ID so you can use it to obtain or generate a license for use by
Contact Center features.

The first time you log in to the WebLM Web interface, you must change the default password.

Procedure

1.

August 2026

Open Internet Explorer and enter the following URL:

https://<WebLMIPAddress>:52233/WebLM/index.jsp
Where WebLMIPAddress is the IP address of the WebLM virtual machine.
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Avaya WebLM OVA deployment

File Edit View Favontes Tools Help X “i':.i -
AVAyA Web License Manager (WebLM v7.0)

User Name:
Password: |—|

Log On || Clear

& 2015 Avaya Inc, All Rights Reserved,

2. Log in to the Web License Manager user interface using the default settings:
The default User Name is admin.
The default Password is weblmadmin.
3. Click Log On.
4. You are forced to change the password and log back on again using the new password.

5. On the left hand pane, select Server properties.

File Edit View Favorites Tools Help X -3:'_, -
AVAYA i s
Web L|Cense Manager (WEb LM V?.D) Help | About | Change Password | Log off admin
WeblM Home Server Properties
Install license
You are hare: Server Froparties = Server Hest ID
Licensad products
CCTR Server Host 1D
Thig ig the Host ID of this
+ ContachCenter -
instance of the WebLM server.
smatall I 1 E | r
S e Primary Host I VF-33-FF-08-31-05 f;e,“.:?;'tigﬁ:;':::e?mc"
Server properties would be installed on this
instance of the WebLM sarver.
Manage users
Shortcuts
Help for Server properties
W

6. Record the Server Host ID Primary Host ID number.

7. Use the WebLM server Host ID to obtain Contact Center licenses from the Avaya Product
Licensing and Delivery System (PLDS).
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Installing the WebLM license file

Installing the WebLM license file

Before you begin

+ Use the WebLM server Host ID to obtain Contact Center licenses from the Avaya Product
Licensing and Delivery System (PLDS).

About this task
Install the WebLM license file to license Contact Center features and agents.
Procedure

1. Open Internet Explorer and enter the following URL.:

https://<WebLMIPAddress>:52233/WebLM/index.jsp
Where WebLMIPAddress is the IP address of the WebLM virtual machine.

2. Log in to the Web License Manager user interface using the “admin” User Name and your
new password.

3. Log in to the WebLM Web interface using your new password.

4. In the left hand pane, click Install license.

5. In the Enter license path box, enter the license file details. Alternatively, click Browse to
load the license file.

6. Click Install.

7. You can review the Contact Center licensed details by clicking Licensed products >
CCTR > ContactCenter.
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Avaya WebLM OVA deployment

AVAyA Web License Manager (WebLM v7.0)
]

Contact Center - Release: 7 - SID: 101030 Standard License file

WebLM Home

Install license

Licensed products
CCTR

~ ContactCenter

View license capacity

View peak usage
Uninstall license
Server properties

Manage users

Shorteuts
Help for Installed Product

You are here: Licensed Products = ContactCenter > View License Capacity

License installed on: September 9, 2015 1:22:07 PM +01:00

License File Host IDs:  VF-39-FF-06-31-08

Licensed Features

30 Items &2 Show|15/v|
Feature (License Keyword)

Maximum AMS Instance
WALUE_CCTR_AMS_INSTANCE
Base Offer
WALUE_CCTR_BASE

Maximum Contact Center Manager Standard Modes
WVALUE_CCTR_CCM_STD_NODE

Maximum Open Interface
WALUE_CCTR_OI

Maximum License Managers
WVALUE_CCTR_PLICD
Maximurmn Basic Port
WALUE_CCTR_BASIC_PORT

Maximum SMS Agents
WVALUE_CCTR_SMS_AGENT

Expiration date | Licensed capacity |Currently Used

permanent 1 0
permanent ENTERPRISE Mot counted
permanent 1 0
permanent 2000 0
permanent 1 0
permanent 2000 0
permanent 2000 0

Help | About | Change Password | Log off admin

WebLM licensing is now available for Contact Center.
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Chapter 7: Avaya Aura® Media Server OVA
deployment

Deploy the Avaya Aura® Media Server OVA to provide the conference services required by SIP-
enabled Contact Center.

The Avaya Aura® Media Server OVA creates and configures a virtual machine containing Avaya
Aura® Media Server software. The resulting virtual machine contains a Linux operating system, hard
disk drive, third-party components, system configuration, firewall settings, and Avaya Aura® Media
Server application software.

You can deploy the Avaya Aura® Media Server OVA on the same VMware host server as the
Contact Center virtual machine and the Avaya WebLM OVA. Alternatively, you can deploy the Avaya
Aura® Media Server OVA standalone on a separate VMware host server.

Avaya Aura® Media Server OVA

The Avaya Aura® Media Server OVA contains information about the virtual machine specification,
virtual machine operating system, and application software. This OVA contains the following
components:

* Red Hat Enterprise Linux 7.x, 64—bit
» Avaya Aura® Media Server 8.0 software
« |P tables firewall file application

* VMware Tools. Do not update the VMware Tools software on this virtual machine unless
instructed to do so by Avaya.

Avaya Aura® Media Server is a software based media processing platform. Avaya Aura® Media
Server provides the conference services required by SIP-enabled Contact Center.

The Avaya Aura® Media Server OVA package has the following default hardware configuration:
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Avaya Aura® Media Server OVA deployment

vCPU Minimum Virtual memory Number of Virtual disk storage required
CPU speed required NICs
4 2400 MHz 4.5 GB (4608 MB) | 1 VMXNET3 Size 50 GB
Network

Deploy the Avaya Aura® Media Server
OVA using Thick Provision Lazy
Zeroed. Avaya Aura® Media Server
does not support thin provisioning

Adapter.

Contact Center does not support Avaya Aura® Media Server using these default deployment
settings. After you deploy the Avaya Aura® Media Server, re-configure the virtual machine to have
4 or 8 CPUs and at least 8 GB RAM. Avaya Aura® Media Server is supported only on virtual
machines with 4 or 8 CPUs.

In a virtualized Contact Center environment, you can use VMware to load the Avaya Aura® Media
Server OVA package into a virtual machine in your contact center solution. The virtualized Contact
Center server can then use the virtualized Avaya Aura® Media Server as a voice media processor.

Deploy the Avaya Aura® Media Server OVA using Disk Format - Thick Provision Lazy Zeroed.
Avaya Aura® Media Server does not support thin provisioning.

Avaya Aura® Media Server OVA deployment procedures
About this task

This task flow shows you the sequence of procedures you perform to deploy the Avaya Aura®
Media Server OVA.
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Avaya Aura® Media Server OVA deployment procedures

Avaya Aura® Media Server

OVA Deployment
vsphere vSphere vCenter
or
wvCenter?
-~ .
esktop or Hos esktop or We
client? client?
Desktop Haost Desktop WI"
Deploying the Avaya Deploying the Avaya Deploying the Avaya Deploying the Avaya

Aura Media Server OVA
using vSphere

Aura Media Server OVA
using vSphere host
client

Aura Media Server OVA
using vCenter

Aura Media Server
OWVA using vCenter
web client

h 4

Configuring the Avaya Aura
Media Server virtual machine
after deploying using the
vSphere host client

Y

Configuring the Avaya
Aura Media Server virtual
machine resources

¥

Logging on lo Avaya
Aura Media Server
Element Manager

¥

Resetting the Avaya
Aura Media Server IP
address in Element
Manager

¥

Configuring the Avaya
Aura Media Server virtual
machine resources

¥

Logging on to Avaya
Aura Media Server
Element Manager

)

Configuring Media
Server system settings

Figure 4: Avaya Aura® Media Server OVA deployment process
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Avaya Aura® Media Server OVA deployment

Figure 5: Avaya Aura® Media Server OVA deployment process continued
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Deploying the Avaya Aura® Media Server OVA using vSphere (vSphere desktop client connected directly to ESXi host)

Deploying the Avaya Aura® Media Server OVA using
vSphere (vSphere desktop client connected directly to

ESXi host)
About this task

Deploy the Avaya Aura® Media Server OVA file onto a VMware ESXi host server. This creates a
virtual machine with Avaya Aura® Media Server software for use in Contact Center solutions.
Procedure

1. In your vSphere client, select the ESXi host server.

2. Select File > Deploy OVF Template.

@ 10.134.35.81 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help
New g htory [ Eﬂ Inventory
| Deploy OVF Template... |
Export (3 |
Report L localhost localdomain VMware ESXi, 5.0.0, 914586
Browse VA Marketplace... Getting Started
Print Maps
_ What is a Host?
Exit
" A hostis a computer that uses virtualization

On the Deploy OVF Template window, click Browse.

On the Open message box, select Avaya Aura® Media Server OVA file.
Click Open.

On the Deploy OVF Template window, click Next.

N o o bk~ w

On the OVF Template Details window, verify the details of the OVA template and click
Next.

©

Read the End User License Agreement and click Accept.
9. Click Next.
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Avaya Aura®

10.

1.
12.
13.
14.

15.
16.

August 2026

Media Server OVA deployment

On the Name and Location window, type the name of the new Avaya Aura® Media Server
virtual machine.

=

@ Deploy OVF Template E\@

Mame and Location
Spedfy a name and location for the deployed template

Source Mame:
OVF Template Details

End User License Agreement
Name and Location The name can contain up to 80 characters and it must be unique within the inventory folder,

AvayaMediaServer 1

Help | < Back | MNext > I Cancel

V.
Click Next.
On the Disk Format window, select Thick Provision Lazy Zeroed.
Click Next.
On the Ready to Complete window, verify the deployment settings. If you need to modify

any of the settings, click Back.
Click Power on after deployment.
Click Finish.

The Avaya Aura® Media Server template begins to load.
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Deploying the Avaya Aura® Media Server OVA using vSphere (vSphere desktop client connected directly to ESXi host)

17. On the Deployment Completed Successfully message box, click Close.

18. In the vSphere client, from the inventory list in the left pane, select the new Avaya Aura®

Media Server virtual machine.

(£7110134.35.81 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

@ _a Home [ E‘,j Inventory [+ @ Inventory
& B2

P & @

= E 10.134.35.51

3 | AvayaMediaServeri

] 1"

AvayaMediaServerrl

[=|[& sl

*

Recent Tasks Name, Target or Status contains: ~ ’7 Clear
Name Target Status Details
4 m [ 2
¥ Tasks root
19. In the right pane, select the Console tab for the Avaya Aura® Media Server virtual
machine.
20. On the console, at the login as prompt, enter cust.
21. At the Password prompt, enter the password for the cust account.
22. At the command prompt, enter netSetup.
The Avaya Aura® Media Server appliance configuration utility starts.
23. Press Enter to continue.
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25.
26.
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29.

30.

31.

32.
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34.
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Media Server OVA deployment

From the list of time zones, select the time zone for the Contact Center solution.

(o] & ]

@ cust@ams77-pmd-215:~

bmerica/Danmarkshavn
Imerica/Dawson
Imerica/Dawson Creek

America,/Detroit
America/Dominica
America/Edmonton
America/Eirunepe

Bmerica/El Salvador
Mmerica,/Ensenada

America/Fort Wawvne
BEmerica/Fortaleza

BmericafGlace Bay
America,/Godthab
America/Goose Bay
Emerica/Grand Turk

m

To confirm selection and continue, press c.
At the Enter Date prompt, enter the date or press Enter to accept the displayed date.
At the Enter Time prompt, enter the time or press Enter to accept the displayed time.
To confirm selection and continue, press c.

At the Enter server’s hostname prompt, enter the hostname of the Avaya Aura® Media
Server virtual machine or press Enter to accept the displayed hostname.

At the Enter server’s IP address prompt, enter the IP address of the virtual machine or
press Enter to accept the displayed IP address.

At the Enter netmask or prefix prompt, enter the netmask IP address of the virtual
machine or press Enter to accept the displayed IP address.

At the Enter gateway IP address prompt, enter the gateway IP address for the virtual
machine or press Enter to accept the displayed IP address.

At the Enter network domain prompt, enter the domain name for the Avaya Aura® Media
Server virtual machine or press Enter to accept the displayed domain. You must enter the
domain name for the Contact Center solution.

At the Enable static route (y/n) prompt, enter n.

At the Enter Primary DNS server IP address prompt, enter the IP address of the primary
DNS server or press Enter to accept the displayed IP address.
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Deploying the Avaya Aura® Media Server OVA using vCenter (vSphere desktop client connected to vCenter)

36. At the Enter Secondary DNS server IP address prompt, enter the IP address of the
optional secondary DNS server or press Enter to accept the displayed IP address.

37. Atthe Enable NTP Daemon (y/n) prompt, enter y and then enter your NTP server details.
38. To confirm selection and continue, press c.

The Avaya Aura® Media Server appliance configuration utility updates the network details
of the server.

39. Close the Avaya Aura® Media Server console.

40. Restart the Avaya Aura® Media Server virtual machine.

Deploying the Avaya Aura® Media Server OVA using
vCenter (vSphere desktop client connected to vCenter)
About this task

Deploy the Avaya Aura® Media Server OVA file onto a VMware ESXi host server using vCenter.
This creates a virtual machine with Avaya Aura® Media Server software for use in Contact Center
solutions.

Procedure

1. In your vCenter client, select the host server on which to deploy the Avaya Aura® Media
Server OVA.

2. Select File > Deploy OVF Template.

r

@ 10.134.35.81 - vSphere Client
File | Edit View Inventory Administration Plug-ins Help

Mew 3

ptory b [F Inventory

| Deploy OVF Temnplate... |

Export 3
Report k

localhostlocaldomain VMware ESXi, 5.0.0, 914586

Browse VA Marketplace... Getting Started == I Virtual Machines | Reso
Print Maps

] What is a Host?
Excit

" Ahostis a computer that uses virtualization

3. On the Source window, click Browse.
4. On the Open message box, select the Avaya Aura® Media Server OVA file.
5. Click Open.
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Avaya Aura® Media Server OVA deployment

@ Deploy OVF Template E@

Source
Select the source location,

Source
OVF Template Details
Mame and Location
Disk Format
Ready to Complete
Deploy from a file or URL

|C: \Rixy\MediaServer_7.7.0.226_A11_2015.07.02_OVF10, j Browse... |

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CO/OVD drive.

Help | < Back MNext = Cancel |

Y

6. On the Source window, click Next.

7. On the OVF Template Details window, verify the details of the Avaya Aura® Media Server
OVA template and click Next.

8. On the End User License Agreement window, read the license agreement, and if
acceptable, click Accept.

9. Click Next.
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10.

1.
12.

13.
14.
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@ Deploy OWF Template E\@

Name and Location
Specify a name and location For the deployved template

Source Mame:
OVF Templake Details
End User License Adreement
Mame and Location

Host | Clusker
Resource Pool

Avavallediaderver

The name can conkain up ko 80 characters and it must be unique within the irventory Folder,

Inventory Location:

Disk. Format
Properties B [ YMwareServerl
Ready ta Complete I_Il YMwareDataCenter

Help | < Back | Mext = I Cancel |

4

On the Name and Location window, type the name of the new Avaya Aura® Media Server
virtual machine. This is not the server host name, this is the name of the VMware virtual
machine as it appears in the VMware inventory.

Click Next.

On the Host and Cluster window, select the host server or cluster on which to deploy the
Avaya Aura® Media Server OVA. If you selected a cluster, select a Specific Host on that
cluster.

Click Next to display the Storage window.

From the Select a destination storage for the virtual machine files list, select a location
to store the Avaya Aura® Media Server virtual machine image. Ensure that the storage
location you select has sufficient available storage space to store a thick provisioned virtual
machine image.
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15.

Click Next.

16. On the Disk Format window, select Thick Provision Lazy Zeroed. Avaya Aura® Media
Server does not support thin provisioning in production environments.

17.

18.

19.
20.
21.
22.
23.
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Click Next.

@ Deploy OVF Template

Properties
Customize the software solution for this deployment.

Source

QVF Template Details
End User License Agreement
Mame and Location

Network Settings

Short hostname
The short-form of the Linux hostname for the YM.

Disk Format Public IP address of the application
Properties The IP address for the application interface. Check application documentation for details
Ready to Complete of IP addressing.

[EH . 188 . 0 . 2

3vaya-ams

Network domain
The domain to which the hostname belongs.

||0ca|d0main

Public interface netmask
The network mask for the application public interface,
255 , 255 255 . 0

Default gateway
The default gateway address for this VM.

192,188 , 0 254
DNS server(s)

addresses.

The domain name servers for this VM. A comma-separated list of one to three IP

4 T 3

m

Help |

= Back | Mext = I

Cancel |

4

On the Properties window, in the Public IP address of the application box, type the IP

address of the Avaya Aura® Media Server server.

In the Short hostname box, type the name of the Avaya Aura® Media Server server.

In the Network domain box, enter the name of the domain used by Contact Center.

In the Public interface netmask box, type the subnet mask IP address.

In the Default gateway box, type the IP address of the default gateway.

In the DNS server(s) box, type the IP address of one or more DNS servers. Use IPv4

formatting. Separate the IP addresses with a comma.
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25.

26.

27.

28.
29.
30.
31.

32.
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On the Properties window, scroll down.

@ Deploy OVF Template EI@

Properties
Customize the software solution for this deployment.

Source

QVF Template Details
End User License Agreement DNS server(s)

Mame and Location The domain name servers for this VM. A comma-separated list of one to three IP
Disk Format addresses.

Properties |
Ready to Complete

System Time Settings

Timezone
Select the timezone for the WM.

|AmericafDenver -

NTP server(s)

Optional list of Metwork Time Protocol servers. A comma-separated list of up to three IP
addresses or fully-gualified hostnames,

Customer Login settings

Login Hame
Provide a customer account name,

m

cust

Login password.
Provide a password for the customer account.

Enter password |

Confirm password |

4 T 3

Help | = Back | Mext > I Cancel

4

From the Timezone list, select the time zone for the solution.

In the NTP server(s) box, type the IP address of your Network Time Protocol (NTP) server.
You use the NTP server to synchronize servers with each other and with the contact center
solution. Use IPv4 formatting.

In the Login Name box, type the name of the customer account. The default name is
cust.

In the Enter password box, type a password for the customer account.
In the Confirm password box, retype the password for the customer account.
Click Next.

On the Ready to Complete window, verify the deployment settings. If you need to modify
any of the settings, click Back.

Click Power on after deployment.
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33. Click Finish.
The Avaya Aura® Media Server template begins to load.

34. On the Deployment Completed Successfully message box, click Close.

Deploying the Avaya Aura® Media Server OVA using
vSphere host client

About this task

Deploy the Avaya Aura® Media Server OVA file onto a VMware ESXi host server. This creates a
virtual machine with Avaya Aura® Media Server software for use in Contact Center solutions.

© Note:
The vSphere host client is a HTML5 client.
Procedure

1. In your vSphere host client, right-click on Virtual Machines and select Create/Register
VM.

= Navigator D cs¢37a. SipTraffic.com

| -/ Manage with vCenter Serv

Manage
Monitor ‘ csr37a. Sip
Version
= Virtual Machines || State
Virtual machines fptime

[} Storage

€2 Networking 8 Create/Register VM

4 Open in new window
i
2. Under Select creation type, select Deploy a virtual machine from an OVF or OVA file.
3. Click Next.

4. Under Select OVF and VMDK files, type a name for the virtual machine.

5. Click Browse and select the Avaya Aura® Media Server OVA file.
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6. Click Next.
71 Mew virtual machine - AAMS_JTVZ123
¥ 1 Select oreation type Select OVF and VMDK files
Select the OVF and VDK Ses or OVA for the VM you would ke to deploy
3 Select storage
:Liu-nnml! Erer & name for the virual machine.
Deployment options
AAMS_ITVZI23
& Additional settings | =

7 Ready to complete "irtual maching names can contain up to 80 characters and they must be unique within each ESX instance:

* BB MediaSenver_7.7.0.391_A16_2017.04.13_OVF10.ova

ook | [ Men || Foen [ cos |

7. Under Select storage, select a datastore location to store the Avaya Aura® Media Server
virtual machine image. Ensure that the storage location you select has sufficient available
storage space to store a thick provisioned virtual machine image.

8. Click Next.
9. Under License agreements, read the End User License Agreement and click | agree.

10. Click Next.
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Under Deployment options , select the Network mappings and under Disk provisioning
select Thick.

171 Mew wirtual machine - AAMS_JTVZ123 - AAMS_JTVZ123

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select dephoyment options

¥ 3 Select storage

+ 4 License agreements

i oromenionsers ik s pustc | ance .
& Additional settings
T Ready to complete Duske provisesnng 1) T 1#] Thick

Back Next Finish Cancel

Click Next.

Under Network Settings, in the Media Server IP address box, type the IP address of the
Avaya Aura® Media Server server.

In the Short Hostname box, type the name of the Avaya Aura® Media Server server.
In the Network Domain box, enter the name of the domain used by Contact Center.
In the Media Server Netmask box, type the subnet mask IP address.

In the Default Gateway box, type the IP address of the default gateway.

In the DNS Servers box, type the IP address of one or more DNS servers. Use IPv4
formatting. Separate the IP addresses with a comma.

Under System Time Settings, select the time zone for the solution from the Timezone list.

In the NTP Servers box, type the IP address of your Network Time Protocol (NTP) server.
You use the NTP server to synchronize servers with each other and with the contact center
solution. Use IPv4 formatting.

Under Customer Login settings, in the Login Name box, type the name of the customer
account. The default name is cust.

In the Login password box, type a password for the customer account, and confirm the
password.

Click Next.
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Deploying the Avaya Aura® Media Server OVA using vSphere web client

24. Under Ready to complete, review and verify the deployment settings. If you need to
modify any of the settings, click Back.

25. Click Finish.

0 Important:
Do not refresh your browser while the VM is being deployed.

Next steps

When the Avaya Aura® Media Server OVA has been successfully deployed the virtual machine will
be powered on automatically. If the virtual machine is not powered on automatically, power on the
Avaya Aura® Media Server virtual machine.

After deploying the Avaya Aura® Media Server OVA using the vSphere host client, you might need
to re-enter the configuration data after starting the Avaya Aura® Media Server virtual machine for
the first time. If Avaya Aura® Media Server prompts you to configure the appliance after you start
the virtual machine, then you must re-enter the configuration data. See Configuring the Avaya
Aura Media Server virtual machine after deploying using the vSphere Host Client on page 76.

Deploying the Avaya Aura® Media Server OVA using
vSphere web client

About this task

Deploy the Avaya Aura® Media Server OVA file onto a VMware ESXi host server. This creates a
virtual machine with Avaya Aura® Media Server software for use in Contact Center solutions.

© Note:

The vSphere web client is supported with vCenter deployments only.
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Avaya Aura® Media Server OVA deployment

Procedure

1. In your vSphere web client, right-click in the Navigator pane and select Deploy OVF
Template.

vmware: vSphere Web Client

Navigator A Gaccrz G B o o @A
g | %[. ~ ool

: L;l L s Actions - AAC IR
- [Jvesaldss
T Add Host...

Getting Started Summary  Monitor  Confiy

w ik SV Htus: o+ Compliant
T AA i;, Move Hosts into Cluster...
» {iPo Mew “driual Machine b

» Prrz Mew vépp v
5 Deploy OWF Template...

Storage »

Host Profiles ¥

2. On the Select template page, select Local file and click Browse to select the Avaya
Aura® Media Server OVA file.

3. Click Next.

4. On the Select name and location page, in the Name box, type a name for the virtual
machine.
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5.

Deploying the Avaya Aura® Media Server OVA using vSphere web client

Select a datacenter location for the Avaya Aura® Media Server virtual machine.

@ Daploy OVF Template

w1 Select tempiate Sabe ot rarne 3 rdlocation
Enteranams Hriha 0WF and seled a deployment lecation

2 Felect rame wnd boo ation

Sl Mame MediaServer_? 7.0.301_AIE_017.04.15_0WF 1D
Fiter | Erowse
Select @ datacenter or folder

w [ weza 193 siptratfic com

¥ Digcoered wirtual machineg

Back Mot Cancel

6. Click Next.

7. On the Select a resource page, navigate to and select the host where you want to deploy

14.
15.

August 2026

the Avaya Aura® Media Server virtual machine.

. Click Next.

. On the Review details page, review the Avaya Aura® Media Server details.
10.
1.
12.
13.

Click Next.
On the Accept license agreements page, read the license agreement and click Accept.
Click Next.

On the Select configuration page, accept the default profile 1 with 4 vCPU, 4.5GB
Memory, and 50GB vDisk.

Click Next.

On the Select storage page, from the Select virtual disk format drop-down list, select
Thick provision lazy zeroed.
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Avaya Aura® Media Server OVA deployment

16. Select a location to store the Avaya Aura® Media Server virtual machine image. Ensure
that the storage location you select has sufficient available storage space to store a thick
provisioned virtual machine image.

‘i Deploy OVF Temnplate

o 1 Select bernplate Sabect starage
Selgat location to Sore the iles Grthe deplowd emplat
w2 Select rarme 3nd loo stion

« 3 Sulect aresource Sebeat drtudl dig ki formmEt: | Theckp roskaian la sy zemed

e L D Show datasw res from Storage DRS duswers 1

" 5 Rocept lioenge agreem erts
Filter

" & Saelect corfiguration

7 Select shorepge

g Select retworks

Datastores | Datasiore COusers

N St Wil sTDm@gE podioy Capachy Foet

= O] dmastore] & Hormal - 1863 TR 1.83

Back Hext

17. Click Next.

18. On the Select networks page, select the destination network for the Avaya Aura® Media
Server virtual machine from the drop-down list.

19. Click Next.

Ll

Copy =

Cancel

20. On the Customize template page, under Customer Login settings, type the name of the

customer account in the Login Name box. The default name is cust.

21. In the Login password box, type a password for the customer account, and confirm the
password.

22. Under Network Settings, in the DNS Servers box, type the IP address of one or more
DNS servers. Use IPv4 formatting. Separate the IP addresses with a comma.

23. In the Default Gateway box, type the IP address of the default gateway.

24. In the Media Server IP address box, type the IP address of the Avaya Aura® Media
Server server.

25. In the Media Server Netmask box, type the subnet mask IP address.
26. In the Network Domain box, enter the name of the domain used by Contact Center.

27. In the Short Hostname box, type the name of the Avaya Aura® Media Server server.
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When the Avaya Aura® Media Server OVA has been successfully deployed, power on the virtual

Deploying the Avaya Aura® Media Server OVA using vSphere web client

Under System Time Settings, in the NTP Servers box, type the IP address of your
Network Time Protocol (NTP) server. You use the NTP server to synchronize servers with
each other and with the contact center solution. Use IPv4 formatting.

From the Timezone list, select the time zone for the solution.

Under Ready to complete, review and verify the deployment settings. If you need to
modify any of the settings, click Back.

e yhd SO plete
Fevew conl guration data .

Nami

Sourcs Wil nama
Dowrboad size

Size on ek

Dt acenter

Résourte

Daployment configuration
Storage mapping

Hetwork mapping

IP slocmnsh etlings

Properties

Peledia Server 7.7.0.301_ad6_2017 .04, 13 _0WF10
Peliedia Sarver 7.7 0300 _ai6_2017 04,13 _0WF10
T GB

50.0 GB

B

172.18.80.191

Profie 1: 4 wCPUs, 4 5GB Memory, S0GE wDisk
1

1

|Pwd, Static - Ml

Login Marme = cust

DME Servers = 192, 16803

Defaul Gateway = 192,162 0 254
iedia Servar P address = 102.162.0.2
hiedia Server Hetmask = 155 255 2550
Hetwork Deamiain = aaccdomain

Back

Do not refresh your browser while the VM is being deployed.

28.
29.
30. Click Next.
31.
%@ Deploy OVF Ternplate
= 1 Salect ternplate
W & Select rarne and koo ation
o ¥ Select aresouroe
o & Rauigwdelals
W 5 Apcepl hoerge agresnmerts
" & Select corfiguration
w7 Select shorwpge
W B Select retworks
= 9 Qustorize templ ate
0 R adybocompl ete
32. Click Finish.
0 Important:
Next steps
machine.
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Avaya Aura® Media Server OVA deployment

Configuring the Avaya Aura® Media Server virtual machine
after deploying using the vSphere Host Client
About this task

After you power on the Avaya Aura® Media Server virtual machine for the first time, enter the
Avaya Aura® Media Server configuration data.

Procedure

1. Connect to the Avaya Aura® Media Server virtual machine, after you power on the virtual
machine for the first time.

2. When the Do you wish to configure this appliance now? y/n prompt appears, type Y
and press Enter.

3. From the list of time zones, select the time zone for the Contact Center solution.

@ cust@ams77-prmd-215:~ EI@

Bmerica/Danmarkshavn
America,/Dawson
Imerica/Dawson Creek

hmerica/Detroit
America/Dominica
Mmerica,/Edmonton
America/Eirunepe
Emerica/El_Salvador
AEmerica/Ensenada

America/Fort Wayne
Mmerica/Fortaleza
Emerica/Glace Bay

America/Godthab

Bmerica/Goose Bay
America/Grand Turk

To confirm selection and continue, press c.
At the Enter Date prompt, enter the date or press Enter to accept the displayed date.
At the Enter Time prompt, enter the time or press Enter to accept the displayed time.

To confirm selection and continue, press c.

© N o g &

At the Enter server’s hostname prompt, enter the hostname of the Avaya Aura® Media
Server virtual machine or press Enter to accept the displayed hostname.

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 76
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

10.

1.

12.

13.

14.

15.

16.
17.
18.
19.

20.
21.
22.

23.

Configuring the Avaya Aura® Media Server virtual machine resources

. At the Enter server’s IP address prompt, enter the IP address of the virtual machine or

press Enter to accept the displayed IP address.

At the Enter netmask or prefix prompt, enter the netmask IP address of the virtual
machine or press Enter to accept the displayed IP address.

At the Enter gateway IP address prompt, enter the gateway IP address for the virtual
machine or press Enter to accept the displayed IP address.

At the Enter network domain prompt, enter the domain name for the Avaya Aura® Media
Server virtual machine or press Enter to accept the displayed domain. You must enter the
domain name for the Contact Center solution.

At the Enable static route (y/n) prompt, enter n.

At the Enter Primary DNS server IP address prompt, enter the IP address of the primary
DNS server or press Enter to accept the displayed IP address.

At the Enter Secondary DNS server IP address prompt, enter the IP address of the
optional secondary DNS server or press Enter to accept the displayed IP address.

At the Enable NTP Daemon (y/n) prompt, enter y and then enter your NTP server details.
Verify the details entered. If you need to update any of the details, press u.
To confirm selection and continue, press c.

At the Enter Login ID prompt type the name of the customer account to configure. The
default account name is cust.

At the New password prompt, type a password for the customer account.
Confirm the password.

To confirm selection and continue, press c.

The Avaya Aura® Media Server appliance configuration utility updates the details of the
server.

Restart the Avaya Aura® Media Server virtual machine.

Configuring the Avaya Aura® Media Server virtual machine
resources

About this task

Configure the VMware resources of the Avaya Aura® Media Server virtual machine. A virtual
machine cannot have more vCPUs than the maximum number of physical CPUs on the host
virtual server platform.
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Avaya Aura® Media Server OVA deployment

Avaya Aura® Media Server supports only a 4 vCPU or 8 vCPU virtual machine. You must set the
CPU — Resource Allocation of the virtual machine to match the vCPU count. For Contact Center
deployments, Avaya Aura® Media Server must have at least 8GB of memory.

To adjust the virtual machine Resource Allocations, you must power off the virtual machine.

© Note:

This is a generic procedure for configuring the required resources for the virtual machine.
There are interface differences depending on the VMware configuration client you are using.
Refer to VMware documentation for more information about configuring virtual machine
resources.

Before you begin
* Monitor the performance of the virtual machine.

* Review the following documents to determine the required resource values for your
deployment type:

- For AACC solutions, see Avaya Aura® Contact Center Overview and Specification.
- For ACCS solutions, see Avaya Contact Center Select Solution Description.
Procedure
1. Locate the virtual machine in the VMware inventory, and shut down the guest.
2. Right-click on the virtual machine and select Edit Settings.

3. Set the CPU (total number of cores) count to the required number of CPUs for your
deployment type. Set the number of cores per socket to 1.

4. Set the CPU Resource Reservation value to the required MHz value for your deployment.
5. Set the Memory value to the required memory value for your deployment.

6. Set the Memory Reservation value to the required memory reservation value for your
deployment.

7. Save your changes.
8. Power on the virtual machine.

9. Continue to monitor the performance of the Avaya Aura® Media Server virtual machine.

Logging on to Avaya Aura® Media Server Element Manager
About this task

Log in to Avaya Aura® Media Server Element Manager to configure Avaya Aura® Media Server.

Element Manager (EM) is a web-based administration tool that facilitates the Operation,
Administration, and Maintenance (OAM) of Avaya Aura® Media Server.
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Resetting the Avaya Aura® Media Server IP address in Element Manager

© Note:

You must have more than one Avaya Aura® Media Server account managed by separate
users. If one account is disabled or lost, another account can perform critical tasks, backups
or recovery. For more information, see Implementing and Administering Avaya Aura® Media
Server.

Procedure
1. On your client computer, start a Web browser.

2. In the address box, enter https://SERVER_IP_ADDRESS:8443/em. Where
SERVER_IP_ADDRESS is the IP address of the Avaya Aura® Media Server.

3. In the User ID box, type the Avaya Aura® Media Server User ID log in account name. For
example, type Admin.

4. In the Password box, type the account password.
5. Click Sign In.

Resetting the Avaya Aura® Media Server IP address in
Element Manager
About this task

When you change the Avaya Aura® Media Server IP address, the Avaya Aura® Media Server
database still contains the old IP address. You must update the IP address in Element Manager.
Procedure

1. Log on to Avaya Aura® Media Server Element Manager with administrative privileges.

2. In the left pane, select System Configuration > Network Settings > IP Interface
Assignment.

3. Under IPv4 Interfaces, set the Signaling, Media, and Cluster boxes to the IP address of
the Avaya Aura® Media Server server.

4. Click Save.

Configuring Media Server system settings

About this task

Configure the media security settings so Avaya Aura® Media Server can communicate with
Contact Center. Add Contact Center as a trusted node to Avaya Aura® Media Server. This permits
Contact Center to use the Avaya Aura® Media Server services.
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Avaya Aura® Media Server OVA deployment

Procedure
1. Log on to Avaya Aura® Media Server Element Manager.
2. In the navigation pane, click System Configuration > Network Settings > General
Settings > Connection Security.
3. Clear Verify Host Name on HTTPS Client Connections.
4. Click Save.
5. If using SRTP, skip to step 9.
6. In the navigation pane, click System Configuration > Media Processing > Media
Security.
7. From the Security Policy drop-down list, select SECURITY DISABLED.
8. Click Save.
9. In the navigation pane, click System Configuration > Network Settings > General
Settings.
10. Scroll down to the SOAP section.
Clustor Satue General Seftings
_ id:gr;ns This task allows administrators to viewand m odifynetwork general settings.
Event Logs
SecurityLogs General SHNNP Traps SNMP Agent 504AP Conneclion Securty Transm it Prioritization
*+ Monitoring HTTP Digest futhentication User Name I:I S ) (reximum: 84 characters) A
= Applications : ’
Operational State TTP Mineat bentication Password "~ ll 0 P : B 1
Sipgnalinngnslatmns TIE RS AR ETa T Fass ne e I:I S O (meximum 84 characters)
~ Cluster Configuration Enable Trusted SOAP Nodes: S
High Availability
Server Designation Trusted Nodes:
Repl\cationietﬂngs
Load Balancing m
Advanced Settings
= System Configurafion
= Server Profile
General Setlings I:|
il
= MNetwork Settings
General Setings ServerPrivate Key I:I 5 () (meximum 18384 cheracters)
IP Interface Assignment
+ Advanced Settings . - 4
— Signaling Protocols % Connection Security
~ gp | Save | | Cancel | Restore Defaults
11. In the Trusted Nodes box, type the IP address of the Contact Center server.
If the solution uses Contact Center resiliency, in the Trusted Nodes boxes, enter the IP
address of the active Contact Center server, the IP address of the standby Contact Center
server and the Managed IP address of the Contact Center pair.
12. Click Save.
13. In the navigation pane, click System Configuration > Signaling Protocols > SIP.
14. Click Nodes and Routes.
15. Click the Trusted Nodes link.
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16.

17.

Configuring Avaya Aura® Media Server name resolution

If the contact center is not a High Availability system:
a. Click Add.

b. On the Add SIP Trusted Node page, in the Host or Server Address field, type the
IP address of the Contact Center server.

c. Click Save.
If the contact center is a High Availability system:
a. Click Add.

b. On the Add SIP Trusted Node page, in the Host or Server Address field, type the
Managed IP address of the Contact Center High Availability pair.

c. Click Save.
d. Click Add.

e. On the Add SIP Trusted Node page, in the Host or Server Address field, type the
IP address of the active Contact Center server.

f. Click Save.
g. Click Add.

h. On the Add SIP Trusted Node page, in the Host or Server Address field, type the
IP address of the standby Contact Center server.

i. Click Save.

Configuring Avaya Aura® Media Server name resolution
About this task

Configure Avaya Aura® Media Server to resolve the hostname and Fully Qualified Domain Name
(FQDN) of the Contact Center Manager Administration server. The Contact Center Manager
Administration (CCMA) software is installed on the Contact Center server.

Procedure

1.

2 S

August 2026

Log in to Element Manager with administrative privileges.

Navigate to EM > System Configuration > Network Settings > Name Resolution.
Click Add.

In the IP Address box, enter the Contact Center Manager Administration IP address.
In the Hostname box, enter the Contact Center Manager Administration hostname.
Click Save.
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Avaya Aura® Media Server OVA deployment

Installing Avaya Aura® Media Server updates and patches
on a virtual machine

Before you begin

* Download and review the Contact Center Release Notes. The Release Notes contain
the known issues, patches, and workarounds specific to a release and patch line-up of
Contact Center. For more information about the Contact Center Release Notes, see http://
support.avaya.com.

« Download the most recent Avaya Aura® Media Server patches and store them in a local
subdirectory on your client computer.

« Backup the Avaya Aura® Media Server before applying patches.

About this task

Install a new update or patch to apply a change to an Avaya Aura® Media Server virtual machine.
Contact Center cannot process contacts while Avaya Aura® Media Server patches or updates are
installing.

© Note:

o

Follow the instructions in the Contact Center Release Notes and in each Avaya Aura® Media
Server patch Readme file.

Note:

You can update the Avaya Aura® Media Server software appliance RHEL operating system
and other underlying lower-level software. Contact Center cannot process contacts while
these Avaya Aura® Media Server System Layer updates are installing. For more information,
see Deploying and Updating Avaya Aura® Media Server Appliance on the Avaya Support
website at https://support.avaya.com.

Procedure

August 2026

1. Navigate to the Element Manager for the Avaya Aura® Media Server node you want to

patch.

. In the navigation pane, click Tools > Manage Software > Updates > Upload Updates.

3. Click Browse to select the software update to upload.

The selected file must be an official Avaya Aura® Media Server update package in ISO or
ZIP format.

. Click Upload.

Your browser shows a progress spinner until the upload completes.

The web page refreshes when the update completes and displays the details of the update
including the filename of the uploaded file.

. Determine if you need to use the Quick Fix Engineering (QFE) procedure by performing

the following steps:

a. In the navigation pane, click Tools > Manage Software > Manage Updates.
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Installing Avaya Aura® Media Server updates and patches on a virtual machine

b. Expand the Details section of the update by clicking on the down arrow button.

c. Review the list of updates. If only QFEs are listed as Ready for Installation, then
stop using this procedure and perform the QFE installation procedure instead. For
more information on installing QFEs, refer to the QFE Readme and to the upgrading
and patching documentation.

Prevent new sessions from starting on the system. In the Element Manager navigation
pane, click System Status > Element Status and select More Actions > Pending Lock.

7. Click Confirm.

8. Check for active sessions on the server. In the Element Manager navigation pane, click

10.
1.

12.
13.
14.
15.

16.
17.

18.
19.
20.
21.
22.

23.
24.
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System Status > Monitoring > Active Sessions.

Wait for the active sessions to end. If you continue before all active sessions end, then the
system ends the remaining active sessions

Lock Avaya Aura® Media Server and end any remaining sessions. In the Element Manager
navigation pane, click System Status > Element Status and select More Actions >
Lock.

Click Confirm.

After the system ends all the sessions, stop Avaya Aura® Media Server. In the navigation
pane, click System Status > Element Status.

Click Stop and confirm the operation on the following page.

Click Tools > Manage Software > Updates > Upload Updates.

Click Browse, and browse to the local subdirectory where you downloaded the patches.
Select the update to apply to Avaya Aura® Media Server.

If you downloaded a System Layer update, apply this first.

Click Upload.

If you have multiple updates to apply, repeat step 14 on page 83 to step 16 on page 83
until all updates are complete.

When the patch application is complete, click Tools > Manage Software > Inventory.
Verify the patch version listed in the Patch Level column is correct.

Select System Status > Element Status, and click Start.

Click Confirm.

In the Element Manager navigation pane, click System Status > Element Status and
select More Actions > Unlock.

Click Confirm.

Select System Status > Alarms and check for service-impacting alarms.
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Avaya Aura® Media Server OVA deployment

Commissioning Avaya Aura® Media Server
About this task

Commission Avaya Aura® Media Server to provide the conference services required by SIP-
enabled Avaya Aura® Contact Center.

Procedure

For information about commissioning Avaya Aura® Media Server, see Avaya Aura® Contact
Center Commissioning for Avaya Aura® Unified Communications.
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Chapter 8: Voice and Multimedia Contact
Server virtual machine
deployment

Create a VMware virtual machine and then install Avaya Aura® Contact Center application software
on it to build a Voice and Multimedia Contact Server virtual machine.

Voice and Multimedia Contact Server virtual machine

Use the Voice and Multimedia Contact Server virtual machine to provide context-sensitive and
skill-based routing for customer voice and multimedia contacts.

The Voice and Multimedia Contact Server virtual machine contains the following contact center
application software:

» Contact Center Manager Server (CCMS)
» Contact Center Manager Administration (CCMA)
» Communication Control Toolkit (CCT)
» Contact Center Multimedia (CCMM)
» Contact Center License Manager (LM)
» Contact Center Manager Server Utility (SU)
* Orchestration Designer (OD)
+ Firewall policy
To create the Voice and Multimedia Contact Server virtual machine, do the following:

1. Create a VMware virtual machine that meets or exceeds the minimum specifications for
your solution. For information about engineering the VMware resources for your solution,
see Avaya Aura® Contact Center Overview and Specification.

2. Install the Windows Server 2016 or Windows Server 2019 Standard or Datacenter edition
English operating system on the virtual machine.

3. License and activate the Microsoft Windows operating system.
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Voice and Multimedia Contact Server virtual machine deployment

4. Configure the server and format the hard disks and disk partitions to the required
specifications.

Install VMware tools on the server.

Download and read the latest Avaya Aura® Contact Center Release Notes.
Obtain an Avaya Aura® Contact Center DVD or ISO image.

Download the latest Avaya Aura® Contact Center Service Packs and updates.

Obtain an Avaya Aura® Contact Center license file.

© © o N o v

Use the Avaya Aura® Contact Center DVD or ISO image to install the SIP-enabled Voice
and Multimedia Contact Server without Avaya Aura® Media Server.

11. Use the Avaya Aura® Contact Center Configuration Ignition Wizard to install the software.
12. Commission the Voice and Multimedia Contact Server for your solution.
13. Continue to monitor the VMware real-time resources.

Each SIP-enabled Voice and Multimedia Contact Server requires one or more Avaya Aura® Media
Server systems. You must install and configure one or more Linux-based Avaya Aura® Media
Server systems in the contact center solution.

The Voice and Multimedia Contact Server supports the following Avaya Aura® Media Server
options:

» Use the Avaya Aura® Contact Center DVD to install Avaya Aura® Media Server software on a
physical Linux server.

» Use the Avaya Aura® Contact Center DVD to install Avaya Aura® Media Server software on a
Linux virtual machine.

» Deploy the Avaya Aura® Media Server OVA package to create a virtualized Avaya Aura®
Media Server virtual machine.

Each SIP-enabled Voice and Multimedia Contact Server virtual machine also requires an
additional, separate Avaya WebLM licensing server. In a High Availability deployment, you must
provision a second Avaya WebLM server to provide licenses to the standby server or to the
Remote Geographic Node server.

You can use any account with local administrative rights to install Avaya Aura® Contact Center,
or to upgrade and patch Avaya Aura® Contact Center. You do not need to always use the same
account to perform these tasks.

© Important:

Disable the Admin Approval Mode security feature on the Contact Center server. This ensures
that accounts with local administrative rights get full privileges for running applications on the
Contact Center server.
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Downloading the most recent documentation

Downloading the most recent documentation

Before you begin

* Download the most recent version of Acrobat Reader.
» Access the Avaya website at http://support.avaya.com.

About this task

Download the most recent documentation to ensure you have the most recent updates. Updates
in the documentation accurately reflect the most recent changes in the software.

Procedure
1. Log on to the Avaya website.
2. Compare the versions of the documentation on the site with the versions you have.

3. If the version number on http://support.avaya.com is higher than your version, download
the latest version of the document.

4. Review the Avaya website for release notes and readme files.

Creating a VMware virtual machine for Contact Center
software

About this task
Create a VMware virtual machine for the Contact Center application software.

© Note:

When creating virtual machines for deploying Contact Center, ensure that the custom VMware
setting SMBIOS.reflectHost is either absent, or, if present, is set to False. If this setting is set
to True, it can break the installation of the Contact Center software. Installations of the Contact
Center software with SMBIOS.reflectHost=True are not supported.

Procedure

1. Read Performance Best Practices for VMware vSphere for the version of VMware you are
using.
2. Read your server hardware provider's documents covering virtualization support.

3. Obtain server hardware that meets the Contact Center host hardware specification and
supports VMware vSphere.

4. Install the most recent Basic Input/Output System (BIOS) or Unified Extensible Firmware
Interface (UEFI) available for your host server.

5. On the VMware host server, disconnect or disable unused or unnecessary physical
hardware devices such as: COM ports, LPT ports, USB controllers, network interfaces,
storage controllers.
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Voice and Multimedia Contact Server virtual machine deployment

6. On the host server, enable all available Virtualization Technology options in the hardware.
The available virtualization settings vary by hardware provider and BIOS or UEFI version.
Read your hardware provider's documents covering virtualization support to determine
which settings to configure.

7. Configure the server hardware and firmware settings to select system performance over
power savings.

8. Install VMware vSphere software on your host server.

9. Configure a networking infrastructure on the host server. Configure a VM Network and a
Standard Switch (vSwitch).

10. Using the vSphere client, create a new virtual machine for Contact Center. Using vSphere
client, select File > New > Virtual Machine.

11. Give the virtual machine a descriptive Name.

Q Create Mew Virtual Machine E\@

Mame and Location Virtual Machine Version: 8
Spedfy a name and location for this virtual machine

Configuration Mame:
MName and Location

CnntactCenterb'M|

Virtual machine (VM) names may contain up to 80 characters and they must be unique within each
wCenter Server WM folder,

WM folders are not viewable when connected directly to a host. To view VM folders and specify a
location for this VM, connect to the vCenter Server,

Help | < Back | Mext > I Cancel

A
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Creating a VMware virtual machine for Contact Center software

12. On the Guest Operating System tab, select Microsoft Windows Server 2012 (64—Dbit),
Microsoft Windows Server 2016 (64-bit), or Microsoft Windows Server 2019 (64—bit).

@ Create Mew Virtual Machine E\@

Guest Operating System Virtual Machine Version: 8
Spedfy the guest operating system to use with this virtual machine

Configuration

Mame and Location GReSEP S e
Storage * \Windows
Guest Dperating System ~
Metwork L
Create a Disk " Other
Ready to Complete
Version:
-

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Help | < Back | Mext > I Cancel

A
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Voice and Multimedia Contact Server virtual machine deployment

13. Configure and use VMXNET 3 networking.

Q Create Mew Virtual Machine E\@

Network Virtual Machine Version: 8
Which network connections will be used by the virtual machine?

Confiquration Create Metwork Connections

Mame and Location

Storage How many NICs do you want to connect? 1 -

Guest Operating System

Network Connect at
Create a Disk MNetwork: Adapter Power On

Ready to Complete

NIC 1: [VM Network | [wmxneT 3 |

_iﬂ If supported by this virtual machine version, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
theVMware KnowledgeBasefor moreinformation on choosing among the network adapters
supportedfor various guestoperating systemsand hosts.

Help | < Back | Mext > I Cancel |

A

14. Configure the virtual disk space using Thick Provision Lazy Zeroed. Contact Center does
not support thin provisioning.
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Creating a VMware virtual machine for Contact Center software

15. Review your configuration before creating the virtual machine.

August 2026

Q Create Mew Virtual Machine

Ready to Complete

Click Finish to start a task that will create the new virtual machine

=3 Eoll 55

Virtual Machine Version: 8

Virtual Disk Size:

Configuration Settings for the new virtual machine:
Mame and Location
Storage Name:
Guest Operating System Host/Cluster
Metwork Datastore:
Create a Disk Guest05:
Ready to Complete MICs:
NIC 1 Netwark:
MNIC 1 Type:

Disk provisioning:

[ Edit the virtual machine settings before completion

/¥, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.,

ContactCenteivM

localhost.

datastorel

Microsoft Windaows Server 2012 (64-bit)
1

WM Network

VMXMET 3

Thick Provision Lazy Zemed

B37GB

Help |

= Back | Finish I Cancel

A
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16. Configure the virtual machine with the CPU, memory, and disk space required for your

Contact Center configuration.

%) ContactCenterVM - Virtual Machine Properties

Hardware | Options ] Resources ]

" Show Al Devices Add...

Hardware summary

Bl Memory 16384 MB

I cPus 4

|;| Video card Video card

= WMCIdevice Restricted

@ SCSI controller 0 LSILogic SAS

= Hard disk1 Virtual Disk

% CD/DVD drive 1 [datastorel] IS0 Librar...
BB MNetwork adapter1 VM Metwork

(=)o =

Virtual Machine Version: 8

Memory Configuration

Memary Size: ::l | GBj

1011 GB =]
512 GEH
256 GE H

128 GB

64 GE—
32 GEH
16 GEH
SabH

4 56—
2B
1GEEH
212 MB=l
256 MEH
125 ME H
64 MEH
3 MEH
16 MEH

5 ME

4 MB

=]

Maximum recommended for this
guest O5: 1011 GB.

Maximum recommended for best
performance: 12276 MB.

Default recommended for this
guest O5: 4GB,

Minimum recommended for this
guest O5: 512 MB.

Help

oK Cancel

17. On each virtual machine, completely disable time synchronization to the host time.

18.

19.

August 2026

During commissioning, you set the operating system to synchronize time from the Domain

Name Server (DNS).

Add the Microsoft Windows Server 2012 Release 2, Microsoft Windows Server 2016, or
Microsoft Windows Server 2019 DVD image to the vSphere ISO library. Configure the

virtual machine CD/DVD drive 1 to use this Windows Server ISO image.

Using vSphere client, turn on the virtual machine and prepare to install the operating

system software.
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Installing Microsoft Windows Server 2012 R2

Installing Microsoft Windows Server 2012 R2

Before you begin

» To mitigate security vulnerabilities and maintain a secure environment, ensure all Windows
systems are updated with the latest Microsoft security patches and cumulative updates
before installing or using Avaya Aura® Contact Center. Avaya Aura® Contact Center systems
that are not fully updated may remain vulnerable to known security issues and may not be
supported until the required Windows updates are applied.

« Ensure that you have a newly formatted server that meets the specifications in Avaya Aura®
Contact Center Overview and Specification on which to install Microsoft Windows Server

2012 R2.

Do not upgrade your operating system from a previous release. Contact Center is not
supported on an upgraded operating system.

« Configure all servers for RAID as described in Avaya Aura® Contact Center Overview and

Specification.

» Ensure that you have a DVD for Microsoft Windows Server 2012 R2 Standard or Data
Center. Ensure that your DVD is the R2 version of Windows Server 2012 Standard or Data

Center.

» Ensure that you have a Microsoft Windows Server 2012 R2 operating system product key.

* Know the IP addresses for the contact center subnet.

About this task

Install the Microsoft Windows Server 2012 R2 Standard or Data Center operating system and
configure it to support Contact Center server software.

The following table lists the main inputs to consider while installing the operating system.

Name

Description

Computer name

Do not use spaces or underscores or exceed 15 characters. The name must

start with an alphabetic character. Server names must adhere to RFC1123. Avaya
recommends that you configure the server final production name before installing
Contact Center software.

The computer name must match (including case sensitivity) the DNS name.

Disk drives

Format the partitions as required for the server. For more information, see Avaya
Aura® Contact Center Overview and Specification.

Domain name

Configure as required for your site.

You must check to ensure the DNS Domain name (including case) matches the
server name if the server is added to a domain after configuration.

Licensing modes

Select Per server licensing mode.

Accept the default five concurrent connections.

Network components

Configure IP Address, WINS, DNS for one or two network cards as per
configuration. Contact Center does not support IPv6.

Table continues...
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Name Description

Network connections | If the server has more than one NIC/adapter, ensure contact center subnet
appears first in the network adapter binding order.

Hard Disk Partitions Configure C: drive to be a primary drive. Configure the other drives on your server
to meet the requirements according to Avaya Aura® Contact Center Overview and
Specification for the server.

Perform this procedure on each server before you install Contact Center server software on the
server.

Procedure

1. Insert the Microsoft Windows Server 2012 R2 Standard or Data Center DVD into the DVD
drive.

2. Turn on the power to the server.

The server begins to boot up.

On the Windows Setup screen, select a Language to install from the list.
Select a Time and currency format from the list.

Select Keyboard or input method from the list.

Click Next.

Click Install now.

© N o g bk ow

Depending on the DVD image that you use, you might need to select an operating system
from a list. Select a version of Windows Server 2012 R2 Standard or Data Center that
includes a Graphical User Interface (GUI). Install a version that includes “(Server with a
GUI)".

9. Click Next.

10. On the Enter the product key to activate Windows window, enter the operating system
product key.

11. Click Next.

12. On the Windows Setup screen, read the terms of the license agreement and select |
accept the license terms.

13. Click Next.

14. Select Custom: Install Windows only (advanced) to install a clean new installation of the
operating system.

15. Select the disk partition on which you want to install Windows Server 2012 R2.

0 Important:
You can use the partition management options to configure the partitions on your
server.
16. Click Next.
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Installing Microsoft Windows Server 2012 R2

The installation proceeds and automatically restarts the server several times.

17. After completing the installation, log on to the server as Administrator. Enter and confirm
the Administrator password.

18. Select Set time zone and complete the information as required for your system.

19. Select Configure Networking and complete the information for your Network Interface
Card (NIC) with the server IP address.

20. Select Provide computer name and domain and complete the information for your server
name and network settings.

21. Change the DVD drive letter to E: to ensure the correct drive letters are free for the
Contact Center application and database hard disk drives and partitions.

22. Configure the hard disk drives and partitions for this server using the Windows Server
2012 R2 Computer Management - Disk Management utility. For more information
about hard disk drives and partitions, see Avaya Aura® Contact Center Overview and
Specification.

23. Install other required drivers for your hardware configuration.

Voice and Multimedia Contact Server virtual machine hard disks
and partitions

Create individual virtual hard disks for each of the required partitions for your Contact Center
virtual machine. When creating a virtual hard disk for the operating system partition, create a
hard disk size 1GB greater that the required partition size, to accommodate the creation of any
additional Windows partitions that the Windows Server 2016 or Windows Server 2019 installation
might create automatically.

For example, for an operating system partition size requirement of 80GB, create an 81GB virtual
hard drive. For each additional Contact Center required partition, create a virtual hard drive
greater than or equal to the partition size requirement. The virtual hard disk must be of sufficient
size such that when the associated partition is created and formatted it has a size matching the
required partition size for the install.

For improved multimedia offline data retention, Avaya recommends using a 600 GB partition for
multimedia storage. The multimedia 600 GB partition requires SAN Storage.

Table 1: Contact Center virtual machine hard disk minimum partition sizes

Hard disk drive partition Drive | Minimum Recommended Recommended
description letter | partition sizes partition sizes, 300 | partition sizes, 600
GB multimedia GB multimedia
partition partition
Operating system drive C: 80 GB NTFS 80 GB NTFS 80 GB NTFS
partition partition partition

Table continues...
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Hard disk drive partition Drive | Minimum Recommended Recommended
description letter | partition sizes partition sizes, 300 | partition sizes, 600
GB multimedia GB multimedia
partition partition
Application drive D: 100 GB NTFS 120 GB NTFS 120 GB NTFS
partition partition partition
DVD drive E: — — —
Voice database drive F: 180 GB NTFS 200 GB NTFS 200 GB NTFS
partition partition partition
Multimedia database drive G: 200 GB NTFS 300 GB NTFS 600 GB NTFS
partition partition partition
Database journal drive H: 80 GB NTFS 100 GB NTFS 100 GB NTFS
partition partition partition
Total 641 GB of 801 GB of Thick 1101 GB of Thick
Thick Provisioned | Provisioned disk Provisioned disk
disk space space in a VMware | space in a SAN
in a VMware datastore. datastore.
datastore.

If using 900 GB Raid—1 disks, use the above Minimum Partition size option.

Contact Center requires Hardware RAID-1 with duplicate hard disk drives with identical
specifications. Therefore, the VMware host server must implement Hardware RAID-1 or better.

Navigating the Microsoft Windows Server 2012 R2 User

Interface

This section describes how to navigate between the main user interface screens of the Windows
Server 2012 R2 operating system.

The following table describes some of the main Microsoft Windows Server 2012 R2 user interface

screens.
Screen name Description
Start The Start screen contains shortcuts to the main administration interfaces of the
server. If you have an application that you access on a regular basis, you can
add it to the Start screen so that it's more immediately accessible. The Start
screen displays the currently logged on user and provides some basic server log
out and locking functions. This is the operating system default screen.
Apps The Apps screen contains shortcuts to the applications and utilities installed
on the server. The server applications and utilities are grouped into categories.
Third-party vendors and applications can also add custom, vendor or product
specific, categories to the Apps screen.
Table continues. ..
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Screen name Description

Desktop The Desktop screen contains the Windows start button, the Windows Taskbar,
Recycle Bin, and shortcuts to the Windows Explorer utility, among others.

The Taskbar displays the Windows Notification Area and System Tray. The
notification area is located on the right portion of the Taskbar next to the time.

Navigation tips:

« Use the up @ and down &l arrow icons to navigate between the Start and Apps screens.
 To display the Start screen, on the Desktop screen, click the Windows start button.

* To display the Desktop screen, on the Start screen select the Desktop tile.

* To display the Desktop screen, on the Apps screen select the Desktop tile.

 To switch between the Start screen and the Desktop screen press the Windows start button
on your keyboard.

» To access the Control Panel, on the Apps or Start screen click on the Control Panel tile.

» To access the Administration Tools, on the Apps or Start screen click on the Administrative
Tools tile.

These screen navigation methods work when you are using the server’s keyboard and mouse
directly, or when you are using Remote Desktop to access the server.
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Desktop

&

Administrative
Tools

Figure 6: Example of the Start screen, with the down arrow icon highlighted in a red box.
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Navigating the Microsoft Windows Server 2012 R2 User Interface

EI Desktop N ) Services Remote Desktop Help and Support

Connection

e Intemet Explorer - Component System Steps Recorder
Services Configuration

Computer System Information It Windows Server Task Manager
Management Backup

Defragment and Task Scheduler WordPad
Optimize Drives

Event Viewer =®. Windows Firewall . Windows
with Advanced.. w PowerShell

Initiator Windows Memory Magnifier
Diagnostic

Local Security Windows Narrator
Policy PowerShell (x86) K

ODBC Data Windows
Sources (32-bit) : PowerShell ISE

ODBC Data Windows
Sources (64-bit) PowerShell ISE__
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Server Manager File Explorer

Figure 7: Example of the Apps screen, with the up arrow icon highlighted in a red box.
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2@ Windows Server 2012 R2

Windows Server 2012 R2 Standard

] L B
LN =l o

Figure 8: Example of the Desktop screen, with the Windows start button highlighted in a red box.

The following table describes some of the Taskbar sections of the Desktop screen.

Icon Name Description

Windows start button | Use the Windows start button to navigate to the Start screen. Use this
button to switch between the Start screen and the Desktop screen.

Server Manager Use this button to access the Server Manager to configure the roles and
features to the server.

PowerShell Use the PowerShell button to start the Windows PowerShell console.
Windows PowerShell is a command-line shell that provides cmdlets
(pronounced command-lets) for server configuration and management.
PowerShell also provides scripting functions for task automation.

Ml il s

e This PC Use this button to start the This PC Windows Explorer. Use this to
__I—JJ' access and navigate the folders, files, and storage devices on the
- server.
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Installing Microsoft Windows Server 2016 or Windows Server 2019

The contents of your screens can vary depending on the roles, features, and applications installed
on your server.

For more information about the Windows Server 2012 R2 operating system, refer to the Microsoft
support website and Microsoft product documentation.

Installing Microsoft Windows Server 2016 or Windows
Server 2019

Before you begin

To mitigate security vulnerabilities and maintain a secure environment, ensure all Windows
systems are updated with the latest Microsoft security patches and cumulative updates
before installing or using Avaya Aura® Contact Center. Avaya Aura® Contact Center systems
that are not fully updated may remain vulnerable to known security issues and may not be
supported until the required Windows updates are applied.

Ensure that you have a newly-formatted server on which to install Microsoft Windows Server
2016 or Windows Server 2019. The server must meet the specifications in Avaya Aura®
Contact Center Overview and Specification.

Do not upgrade your operating system from a previous release. Contact Center is not
supported on an upgraded operating system.

Configure all servers for RAID as described in Avaya Aura® Contact Center Overview and
Specification.

Ensure that you have a DVD for Microsoft Windows Server 2016 or 2019 Standard or Data
Center edition.

Ensure that you have a Microsoft Windows Server 2016 or 2019 operating system product
key.

Ensure that you know the IP addresses for the contact center subnet.

About this task

Install the Microsoft Windows Server 2016 or Windows Server 2019 Standard or Data Center
operating system and configure it to support Contact Center server software.

The following table lists the main inputs to consider while installing the operating system:

Name Description

Computer name Do not use spaces or underscores or exceed 15 characters. The name must

start with an alphabetic character. Server names must adhere to RFC1123.
Avaya recommends that you configure the server's final production name before
installing Contact Center software.

The computer name must match the DNS name. It is case sensitive.

Disk drives Format the partitions as required for the server. For more information, see Avaya

Aura® Contact Center Overview and Specification.

Table continues...
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Name Description

Domain name Configure as required for your site.
You must check to ensure the DNS domain name (including case) matches the
server name if the server is added to a domain after configuration.

Licensing modes Select Per server licensing mode.

Accept the five default concurrent connections.

Network components | Configure the IP address, WINS, and DNS for one or two network cards as

appropriate. Contact Center does not support IPv6.

Network connections | If the server has more than one NIC/adapter, ensure contact center subnet is

displayed first in the network adapter binding order.

Hard Disk Partitions

Specification for the server.

Configure C: drive as the primary drive. Configure the other drives on your server
to meet the requirements according to Avaya Aura® Contact Center Overview and

Perform this procedure on each server before you install Contact Center server software on the

server.

Procedure

1.

© © ©®© N o g bk~ w

—

12.
13.
14.

15.

August 2026

Insert the Microsoft Windows Server 2016 or Windows Server 2019 Standard or Data
Center DVD into the DVD drive.

Turn on the power to the server.

The server begins to boot up.

On the Windows Setup page, select a language from the Language to install list.
Select a Time and currency format from the list.

Select Keyboard or input method from the list.

Click Next.

Click Install now.

On the Activate Windows window, enter the operating system product key.

Click Next.

Select a version of Windows Server 2016 or Windows Server 2019 Standard or Data
Center that includes the Desktop Experience option.

. Click Next.

Read and accept the terms of the license agreement.
Click Next.

Select Custom: Install Windows only (advanced) to install a clean new installation of the

operating system.

Select the disk partition on which you want to install Windows Server 2016 or Windows
Server 2019.
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Installing Microsoft Windows Server 2016 or Windows Server 2019

You can use the partition management options to configure the partitions on your server.
16. Click Next.
The installation proceeds and automatically restarts the server several times.
17. After completing the installation, log in to the server as Administrator.
You must enter and confirm the Administrator password.
18. After logging in, configure the time zone settings for your server.
19. Specify the server IP address for your Network Interface Card (NIC).
20. Configure your computer name and domain.

21. (Optional) Change the DVD drive letter to E: to ensure the correct drive letters are free for
the Contact Center application and database hard disk drives and partitions.

22. Configure the hard disk drives and partitions for this server using the Windows Server
2016 or Windows Server 2019 Computer Management - Disk Management utility.

23. Install other required drivers for your hardware configuration.

Voice and Multimedia Contact Server virtual machine hard disks
and partitions

Create individual virtual hard disks for each of the required partitions for your Contact Center
virtual machine. When creating a virtual hard disk for the operating system partition, create a
hard disk size 1GB greater that the required partition size, to accommodate the creation of any
additional Windows partitions that the Windows Server 2016 or Windows Server 2019 installation
might create automatically.

For example, for an operating system partition size requirement of 80GB, create an 81GB virtual
hard drive. For each additional Contact Center required partition, create a virtual hard drive
greater than or equal to the partition size requirement. The virtual hard disk must be of sufficient
size such that when the associated partition is created and formatted it has a size matching the
required partition size for the install.

For improved multimedia offline data retention, Avaya recommends using a 600 GB partition for
multimedia storage. The multimedia 600 GB partition requires SAN Storage.

Table 2: Contact Center virtual machine hard disk minimum partition sizes

Hard disk drive partition Drive | Minimum Recommended Recommended
description letter | partition sizes partition sizes, 300 | partition sizes, 600
GB multimedia GB multimedia
partition partition
Operating system drive C: 80 GB NTFS 80 GB NTFS 80 GB NTFS
partition partition partition
Application drive D: 100 GB NTFS 120 GB NTFS 120 GB NTFS
partition partition partition

Table continues...
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Hard disk drive partition Drive | Minimum Recommended Recommended
description letter | partition sizes partition sizes, 300 | partition sizes, 600
GB multimedia GB multimedia
partition partition
DVD drive E: — — —
Voice database drive F: 180 GB NTFS 200 GB NTFS 200 GB NTFS
partition partition partition
Multimedia database drive G: 200 GB NTFS 300 GB NTFS 600 GB NTFS
partition partition partition
Database journal drive H: 80 GB NTFS 100 GB NTFS 100 GB NTFS
partition partition partition
Total 641 GB of 801 GB of Thick 1101 GB of Thick
Thick Provisioned | Provisioned disk Provisioned disk
disk space space in a VMware | space in a SAN
in a VMware datastore. datastore.
datastore.

If using 900 GB Raid—1 disks, use the above Minimum Partition size option.

Contact Center requires Hardware RAID-1 with duplicate hard disk drives with identical
specifications. Therefore, the VMware host server must implement Hardware RAID-1 or better.

August 2026

Navigating the Microsoft Windows Server 2016 or
Windows Server 2019 interface

The following table describes some key Microsoft Windows Server 2016 and Windows Server
2019 user interface items.

User interface item

Description

Start menu

The Start menu button opens a list of shortcuts to the main administration
interfaces of the server, including shortcuts to Contact Center applications. The
Start menu displays the currently logged on user and provides some basic
server logout and locking functions. This menu offers similar functionality as the
Windows Server 2012 R2 Start and App pages. Note that Windows Server 2012
R2 is no longer supported.

Desktop

The Desktop screen contains the Windows Start button, Taskbar, Recycle

Bin, and shortcuts to the Windows Explorer utility, among others. The Taskbar
displays the Windows Notification Area and System Tray. The notification area is
located on the right portion of the Taskbar next to the time.

Navigation tips:

* To display the Start menu, on the desktop, click the Windows Start button.

» To access the control panel, on the Start menu, click the Control Panel tile.
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Installing the most recent supported operating system service packs

» To access administration tools, on the Start menu, click the Windows Administrative Tools
tile.

The contents of your screens can vary depending on the roles, features, and applications installed
on your server.

For more information about the Windows Server 2016 or Windows Server 2019 operating system,
refer to the Microsoft support website and Microsoft product documentation.

© Important:

Instructions in the Contact Center documentation might vary depending on the Windows
Server version you are using.

Installing the most recent supported operating system
service packs

Before you begin
» Access the Avaya hotfixes list on the website https://support.avaya.com.

* Install and configure Microsoft Windows Server 2016 or 2019 on your server.

+ Review the specifications for operating system service updates in Avaya Aura® Contact
Center Overview and Specification.

About this task

Avaya recommends that you install the most recent supported operating system service packs.
You must download the supported operating system service pack from the Avaya hotfixes list
to ensure your Contact Center server software functions correctly with the supported operating
system patches.

Procedure

1. Review the Contact Center Service Packs Compatibility and Security Hotfixes Applicability
List to determine the most recent supported Avaya Aura® Contact Center patches or
service packs.

2. Download the appropriate Windows Server patches for the Avaya Aura® Contact Center
software installed on this server.

3. Install the most recent Windows Server service pack that is validated with Avaya Aura®
Contact Center by following the Microsoft installation instructions.
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Installing VMware Tools
About this task

Install VMware Tools on the Contact Center virtual machine. VMware Tools provides performance
monitoring, networking drivers, and improved mouse performance.

Procedure

1. Using VMware vSphere client, in the left pane, right-click on the Contact Center virtual
machine and select Guest > Install/Upgrade VMware Tools.

2. Follow the on-screen instructions.

3. To complete installing VMware Tools, reboot the virtual machine.

Connecting to the contact center subnet
About this task

Connect the Contact Center server to the contact center subnet. The contact center subnet is the

network on which the server software applications work together to route contacts and generate
reports.

Procedure

1. Locate the slot assigned to the contact center subnet network interface card for the server.
Make a note of the slot.

2. Connect the cable from the contact center subnet to the contact center subnet network
interface card in the server in accordance with customer site networking guidelines.

3. Use the ping command to test the contact center subnet.

Adding a server to a domain

Before you begin

* Ensure that you have domain administrator privileges, or ask the Domain Administrator to
assign you a domain user account for remote access.

» On the server, configure a preferred Domain Name System (DNS) server on the Network
Interface Card (NIC).

About this task

Add the server to an existing domain.
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Downloading the most recent Contact Center patches to the server

© Note:

Add the server to a Windows domain before installing Contact Center software. When joining
the domain, ensure the server time and domain controller time are synchronized to the same
time.

Ask your System Administrator to add a Domain Name System (DNS) static entry for this server.
Each Contact Center server in a domain requires a DNS static entry.

If your solution is going to use High Availability, ask your System Administrator to add one

DNS static entry for each managed name and associated managed IP address. A typical High
Availability campus solution with a pair of servers requires three DNS static entries; one DNS
static entry for the active server, one DNS static entry for the standby server, and one DNS

static entry for the managed name and associated IP address. Avaya Aura® Contact Center High
Availability solutions do not support Windows Server Dynamic DNS.

Procedure
1. Log on to the server.
On the Start screen, select Administrative Tools > Server Manager.

In the left pane, select Local Server.

S

In the right pane, in the Properties section, double-click on the Domain value.
The System Properties dialog box appears.

In the System Properties dialog box, click the Computer Name tab.

Click Change.

In the Member of section, click the Domain option.

© N o o

Type the domain name (you must provide the fully qualified domain name, which includes
the prefix and suffix).

9. Click OK.
10. Type the domain administrator User name and Password.
11. Click OK.

12. Restart the server when you are prompted to do so.

Downloading the most recent Contact Center patches to
the server

Before you begin

» Download and install the most recent and supported updates per Microsoft Windows Server
2016 or 2019.

* Know the location where plan to install each Contact Center server software package.
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» Ensure that you use one administrator account on your server to uninstall and install software
updates.

About this task

To ensure that you have the most current software, download the most recent Contact Center

patches from https://support.avaya.com to the server you plan to install.

Procedure

1.
2.

Log on to the server using the administrator account.

Create a folder <Drive>:\Avaya-ProductUpdates)\ to save the software updates,

where <Drive> is the drive letter on which you want to save the Contact Center software

updates.

3. Download the most recent service pack file.

. Save and unzip the file on the Contact Center server in the Avaya-ProductUpdates

folder.

If new patches are available for the latest service pack, download and save the patches in

the Avaya-ProductUpdates folder.

Read the Contact Center Release Notes for the latest instructions.

Enabling Microsoft Remote Desktop connection
About this task

Enable Microsoft Remote Desktop connection as your remote access tool. Microsoft Remote

Desktop provides remote access for support on the server.

Procedure

1.

August 2026

N o o~ e DN

Log on to the server with administrator privileges.

On the Start screen, select Control Panel > System and Security.
In the System section, select Allow remote access.

Click the Remote tab.

Select Allow remote connections to this computer.

Click Apply.

Click OK.
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Disabling Admin Approval Mode for Windows Server
administrators
About this task

Windows Server implements a security feature known as User Account Control (UAC). By
default, this feature causes applications run by local non built-in administrators to behave as if
the applications had been run by standard users. Perform this procedure to ensure that local
administrators get full privileges for running applications.

© Note:

This procedure describes how to disable Admin Approval Mode on the Contact Center server
using one method only; there are additional methods available. For example, you can also
administer User Account Control settings for the Contact Center server using a group policy.

Procedure
1. On the Start screen, select Administrative Tools > Local Security Policy.

. Under Security Settings, expand Local Policies.

2
3.
4

Select Security Options.

In the policy pane on the right, double-click on User Account Control: Run all
administrators in Admin Approval Mode.

5. Click the Local Security Setting tab, and select Disabled.
6. Click OK.

If prompted, restart the server.

E Local Security Policy

August 2026

File  Action Wiew Help

e« 7nE = HE

_é Security Settings

-

Policy

| User Account Control: Behavior of the elevation prompt for administrators in Admin Approval Mode
User Account Control: Behavior of the elevation prompt for standard users
User Account Control: Detect application installations and prompt for elevation

Security Setting

A Account Policies Network security: Restrict NTLM: NTLM authentication in this domain Mot Defined
v [[4 Local Policies Metwork security: Restrick NTLM: Qutgoing NTLM traffic to remote servers Mot Defined
9 Audit Policy Recovery console: Allow automatic administrative logon Disabled
5 User Rights Assignment | Recovery console: Allow floppy copy and access to all drives and all folders Disabled
. 4 Security Options | Shutdown: Allow system to be shut down without having to log on Disabled
| Windous I?irewall with Ad?ra.ncad Sec! | Shutdown: Clear virtual memory pagefile Disabled
._. Netvx.dork List Manager Policies | System cryptegraphy: Force strong key protection for user keys stored on the computer Mot Defined
: Z:;L:::‘;:;:Z::n Policies | System cryptographyf Use FIP.S cnm.p.li?nt algorithm.s for encryption, hashing, and signing Disabled
“| Application Control Policies | System objects: Require case |nsens|t|\f|ty.fo.r nun-Wlndows subs)rster?ﬂs . Enabled
‘g IP Security Policies on Local Compute | System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links) Enabled
_ Advanced Audit Policy Configuration, | System settings: Optional subsystems
| System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies Disabled
| User Account Control: Admin Approval Made for the Built-in Administrator account Disabled
| User Account Control: Allow UlAccess applications to prompt for elevation without using the secure desktop Disabled

Prompt for consent for ...

Prompt for credentials
Enabled

User Account Control: Only elevate executables that are signed and validated Disabled
User Account Control: Only elevate UlAccess applications that are installed in secure lecations Enabled =
I | User Account Centrol: Run all administrators in Admin Approval Mode Disabled I
| User Account Centrol: Switch to the secure desktop when prompting for elevation Enabled
| User Account Centrol: Virtualize file and registry write failures to per-user locations Enabled ~
< ] > || < m >
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Creating a shared location for security configuration

About this task

If you want to enable security on the Contact Center server, and complete security configuration
when installing Contact Center software, you must ensure that a shared network location exists on
the Contact Center server. You can then export the Certificate Signing Request (CSR) file to this
location using the Contact Center Ignition Wizard.

Procedure

Create a shared network location on the Contact Center server.

Disabling Windows Server Automatic Maintenance

About this task

Disable Windows Server Automatic Maintenance while installing Contact Center software.

Windows Server Automatic Maintenance can occasionally interfere with the real-time
requirements for Contact Center. You must therefore temporarily disable Automatic Maintenance
to install and configure Contact Center software. Re-enable it after deploying Contact Center.

Procedure

1. Log on to the Contact Center server as an administrator.

2. From the Start menu, click Run and type Taskschd.msc.

3. On the Task Scheduler window, in the left pane, click Task Scheduler Library >
Microsoft > Windows > TaskScheduler.

4. In the Name column, right-click Idle Maintenance and then click Disable.

5. In the Name column, right-click Regular Maintenance and then click Disable.

©) Task Scheduler - [a ]
File Action View Help
=5 25 =
. SpacePu¢ “ I Name Status Triggers MNext Run
. Storage Tiers Management % Idle Maintenance Disabled When computer is idle
| Task Manager — ) . . ) e
e 5 Maintenance Configurator  Ready Multiple triggers defined  10/6/2015]
S _e v % Manual Maintenance Ready
| TextServicesFramework  Regular Mai Disabled AL 2:00 AM d 10/6/2015
;TimeS}rnchronization (£ Regular Maintenance 1sable \H every day 1/
| Time Zone
1 TPM v
< m N < 1] >
6. From the File menu, click Exit.
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Communications platform

Installing the Voice and Multimedia Contact Server without
Avaya Aura® Media Server software for Avaya Aura®
Unified Communications platform

Before you begin

« Ensure the Avaya Aura® Unified Communications platform is configured. For more
information see Avaya Aura® Contact Center and Avaya Aura® Unified Communications
Integration.

+ Avoid installation from shared locations, because it might lead to installation failure. To
ensure successful installation, either mount a DVD or download a local copy of a build.

» Download the most recent Contact Center patches to the server.

About this task

Install the Contact Center Voice and Multimedia Contact Server without Avaya Aura® Media
Server software and enable your contact center to route contacts to the agents that can answer
the call with the correct skills.

Procedure

1.
2.
3.

Insert the Contact Center DVD into the DVD drive of your server.
If the installation does not automatically start, double-click Setup.exe.
Click Install to install the Microsoft .NET Framework on the server.

If you are prompted to accept the Microsoft .NET Framework license agreement, click Yes.
If you are prompted to restart the server, click Yes and repeat step 2.

. Contact Center software installer runs Operating System and hardware checks on the

server. If the installer returns a Fail, the software installation cannot proceed until you
correct the problem. Review any failures returned by the System Readiness Check and
consult Avaya Aura® Contact Center Overview and Specification to determine the actions
to resolve the issue.

You can ignore warnings if the potential impact to the operation of the contact center is
understood and not applicable.

5. The Contact Center software installer platform and server selection screen appears.

In the Select Voice Platform section, select Avaya Aura - SIP.

7. In the Select Server Installation Option section, select Voice and Multimedia Contact

Server without Avaya Aura Media Server.

8. Click Next.

9. Under Journal Database Drive, select the drive for the database journal. The default drive

10.

August 2026

partition is H:.

Under Voice Contact Server Database Drive, select the drive for the Contact
Center Manager Server, Communication Control Toolkit, and Contact Center Manager
Administration databases. The default drive partition is F:.
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11. Under Multimedia Contact Server Database Drive, select the drive for the Contact
Center Multimedia database. The default drive partition is G..

12. In the Service Packs section, browse to and select the Service Pack.

AVAyA Avaya Aura® Contact Center 7.1

Select Destination Drives

Joumal Database Drive

Voice Contact Server Database Drive

I

Multimedia Contact Server Database Drive

[

Workspaces Drive
W

Festure/Service Packs

Select the source location for release packs and the release pack manifest file {ReleaseFackManifest xml)

=T

13. Click Install.
14. The AVAYA GLOBAL SOFTWARE LICENSE TERMS window appears.

15. Read the terms of the license.

« If you accept the terms, click | ACCEPT THE LICENSE TERMS. The installation
continues.

« If you do not accept the terms, click | DECLINE THE LICENSE TERMS. The installation
returns to the Select Destination Drive screen. Click Cancel to stop the install.

* To print the license terms, click Print.
16. The MICROSOFT SOFTWARE LICENSE TERMS window appears.

17. Read the terms of the license.

« If you accept the terms, click | ACCEPT THE LICENSE TERMS. The installation
continues.
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* If you do not accept the terms, click | DECLINE THE LICENSE TERMS. The installation
returns to the Select Destination Drive screen. Click Cancel to stop the install.

 To print the license terms, click Print.
18. The Progress window appears and displays the installation progress.
19. When the software is installed, you have the following options.
* To continue configuring the server installation data:
a. Select Launch Avaya Aura Contact Center Ignition Wizard.
b. Click Configure. This starts the Avaya Aura® Contact Center Ignition Wizard.
* To defer configuring the server installation data:
a. Clear Launch Avaya Aura Contact Center Ignition Wizard.
b. On the message box, click Yes.
c. On the main installer screen, click Close.
d. Follow the on-screen instructions and shut down the Contact Center server.

You must use the Ignition Wizard to initialize Avaya Aura® Contact Center, otherwise
Avaya Aura® Contact Center is not operational. For more information about the Ignition
Wizard, see the following procedure.

Configuring the Voice and Multimedia Contact Server
without Avaya Aura® Media Server software for Avaya
Aura® Unified Communications platform

Before you begin

« Ensure the Avaya Aura® Unified Communications platform is configured. For more
information see Avaya Aura® Contact Center and Avaya Aura® Unified Communications
Integration.

* You must configure the required language and locale of the Contact Center server operating
system, if it is not a Latin-1 language, before configuring the Contact Center server using
the Contact Center Ignition Wizard. For more information about configuring language and
locale settings on the Contact Center server, see Avaya Aura® Contact Center Server
Administration.

* Read the Contact Center Release Notes for the most recent instructions.
About this task

Configure the Contact Center Voice and Multimedia Contact Server software and enable your
contact center to route contacts to the agents that can answer the call with the correct skills.
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Procedure

1.
2.

Log on to the Contact Center server using the Administrator account details.

On the Contact Center Ignition Wizard screen, click Next. If the Contact Center Ignition
Wizard is not visible, click the Ignition Wizard shortcut on the desktop.

On the End-User License Agreement screen, read the license agreement. Optionally,
click Print to generate a local soft copy (in OpenXPS Document format) of the license
agreement.

4. Select | Accept the Terms of the End-User License Agreement and click Next.

5. On the Configuration Data window, type the configuration details for each tab.

7. In the Site Name box, type the site name for the Contact Center server. The site name

August 2026

Select the Core tab, and configure the server details.

Avaya Contact Center

Enter the required configuration data.

Core |Licensing | SIP | Multimedia | Security Configuration

Configuration Data AVAyA

Site Name System Account Configuration
Site Name Enter a password for the Contact Center
|chg|p | administration Windows account.

Password

Real-Time Statistics Multicast IP Address | ********* |

IP Address Confirm Password
23456.10 | ::::::::: |
Passwords match

Click Next to Continue

B T N

must not contain spaces or non-alphabetical characters except hyphen (-) and underscore
(). The first character must be a letter. The site name must be unique and can consist of 6

to 15 characters.

In the Real-Time Statistics Multicast IP Address box, type the Real-time Statistics
Multicast IP Address of the server to associate with sending real-time data. The IP
Address must be from 224.0.1.0 to 239.255.255.255. The default is 234.5.6.10.
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9. In the System Account Configuration section, in the Password box, type a password
for the Contact Center administration account. The password is checked against the server
security policy for minimum password requirements. Avaya recommends that you enter a
password that conforms to your corporate password policy.

10. In the Confirm Password box, type the password.

11. Select the Licensing tab, and configure the licensing details.

Avaya Contact Center

Configuration Data AVAyA

Enter the required configuration data.

Core | Licensing |SIP | Multimedia | Security Configuration |

License Type License Manager Package
|L0ca| WeblLM vl Package
|Noda| Enterprise w
License File Features
License File Location [Inetworking

| | [Jinstant Messaging
[Jweb Based Statistics
[Jopen Queue
|:|D|JE|'| Interfaces Open Queue
Systemn HostID (MAC Address) [Jopen Interfaces Universal Networking
|DU:50:56:8D:48:8D | [agent Greeting

[Joffsite Agent

Click Next to Continue

<o | ei> || ool |

12. From the License Type drop-down list, select Remote WebLM to use the Avaya WebLM
server.

13. In the IP Address box, type the IP address for the Avaya WebLM server.

14. In the Port box, type the port number for the Avaya WebLM server. The default port
number is 52233.

15. From the Licensing Package list, select the license type that you have purchased. Select
Nodal Enterprise for single-site contact centers.

16. From the list of Optional Packages, enable the licensed features that you have
purchased.

17. Select the Open Queue check box.
18. Select the SIP tab, and configure the SIP details.
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19.

20.

21.

22.

23.

24.
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Avaya Contact Center

Configuration Data AVAYA

Enter the required configuration data.

| Core | Licensing| SIP |Mu|ﬂmedia | Security Configuration |

Switch Configuration Backup SIP Voice Proxy Server
IF Address Fort Transport

| | |soso | [tcP v

|Avaya Aura vl

SIP Voice Proxy Server
1P Address Port Transport

| [s060 | [tcP v

Aura Presence Services
SIP CTI Proxy Server
IF Address Port Transport

| 4723 | |1s v

Local SIP Subscriber

Domain Name

Click Next to Continue

B T N

In the SIP Voice Proxy Server section, in the IP Address box, type the IP address for the
primary Avaya Aura® Session Manager.

In the SIP Voice Proxy Server section, in the Port box, type the server listening port
number. The default port is 5060.

In the SIP Voice Proxy Server section, from the Transport list, select the SIP Network
Transport communication protocol. The default is TCP.

° Note:

If there are Contact Center agents using SIP deskphones, or if your solution uses
Avaya Aura® Presence Services 7.1 or later, you must ensure that the SIP Network
Transport communication protocol is set to TLS.

In the SIP CTI Proxy Server section, in the IP Address box, type the IP address for the
Avaya Aura® Application Enablement Services server.

In the SIP CTI Proxy Server section, in the Port box, type the SIP CTl Proxy Server port
number. The default SIP CTI Proxy Server port is 4723.

In the SIP CTI Proxy Server section, from the Transport list, select the SIP Network
Transport CTI communication protocol. The default Avaya Aura® Application Enablement
Services communication protocol is TLS.
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25. In the Local SIP Subscriber section, in the Domain Name box, type the SIP domain
name for the SIP-enabled contact center. Typically the Avaya Aura® Contact Center SIP
Domain Name matches your Active Directory domain name. The Avaya Aura® Contact
Center SIP Domain Name matches the Session Manager contact center SIP domain
name. The Local SIP Subscriber Domain Name must be different to the XMPP Domain
name.

26. If your solution is going to support High Availability, in the Backup SIP Voice Proxy
Server section, in the IP Address box, type the IP address for the second Avaya Aura®
Session Manager. You must have a High Availability Standby Server license to support a
Backup SIP Voice Proxy Server. If your solution is not going to support High Availability,
leave the Backup SIP Voice Proxy Server section IP Address box empty.

27. In the Backup SIP Voice Proxy Server section, in the Port box, type the server listening
port number. The default port is 5060.

28. In the Backup SIP Voice Proxy Server section, from the Transport list, select the SIP
Network Transport communication protocol. The default is TCP.

° Note:

If there are Contact Center agents using SIP deskphones, or if your solution uses
Avaya Aura® Presence Services 7.1 or later, you must ensure that the SIP Network
Transport communication protocol is set to TLS.

29. In the SIP IM Proxy Server section, from the IM Provider list, select the Instant
Messaging provider. Select Aura Presence Services or, if you are using Microsoft Skype
for Business or Microsoft Lync, select Microsoft Lync. The IM Provider question is enabled
if you select the Instant Messaging optional license package on the Licensing tab.

30. In the SIP IM Proxy Server section, if using an Avaya Aura® Presence Services server, in
the XMPP Domain box, type the domain name of the Extensible Messaging and Presence
Protocol (XMPP) server. The XMPP Domain nhame must be different to the Local SIP
Subscriber Domain Name.

31. In the SIP IM Proxy Server section, in the IP Address box, type the IP address of the SIP
IM Proxy Server.

32. In the SIP IM Proxy Server section, in the Port box, type the port number for the IM Proxy
Server. The default port number for Avaya Aura® Presence Services is 5222. The default
port number for Microsoft instant messaging servers is 5060.

33. In the SIP IM Proxy Server section, from the Transport list, select the SIP IM Proxy
Server transport protocol.

34. Select the Multimedia tab, and configure the Contact Center Multimedia details.
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Avaya Contact Center

Configuration Data AVAyA

Enter the required configuration data.

| Core | Licensing | SIP | Multimedia |Security Configuration

Incoming Mail Server

Host Name Protocol

| | |popz v

Qutgoing Mail Server
Host Name Protocol

SMTFP

Click Next to Continue

T T N

35. In the Incoming Mail Server box, type the name of the server on which email messages
are received in your network.

36. From the Protocol list, select the communication protocol for the inbound email server.
Select POP3 or IMAP. The default protocol is POP3.

37. In the Outgoing Mail Server box, type the name of the server from on which email
messages are sent. Your inbound and outbound mail servers can have the same name.

38. Select the Security Configuration tab, and configure the security details in the Security
Store Details section.
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39.

40.

41.

42.
43.
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Communications platform

Avaya Contact Center

Configuration Data AVAyA

Enter the required configuration data.

| Core | Licensing | SIP | Mulﬂmedia| Security Configuration |

Security Store Details Subject Alternative Name
Full Computer Name (FQDN) Name of Organizational unit Type
|CC?SIP.aaccdomain.com | | | |DNS v|

Walue

Encryption Algorithm Level Name of Organization
[sHA256 v | |

City or Locality | Add | | Remaove |

Key Size | |
|2048 v]

State or Province

Security Store Password

| Two letter country code

Confirm Store Password

[[] Skip Security Configuration

Click Next to Continue

If you do not want to enable security, select the Skip Security Configuration checkbox
and skip to the next steps on page 122.

0 Important:

A warning message appears. If you proceed without enabling security, you cannot
fully commission your solution. The SIP CTI link is disabled until you configure
Contact Center TLS certificates to communicate securely with Application Enablement
Services.

In the Full Computer Name (FQDN) box, type the full FQDN of the server on which you
are creating the security store.
0 Important:

The FQDN must be the full machine name of the server that the Security Store resides
on. The FQDN name is case-sensitive.

In the Name of Organizational unit box, type the name of the department or division
within the company.

In the Name of Organization box, type the company name.

In the City or Locality box, type the name of the city or district in which the contact center
is located.
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44,

45.

46.

47.

48.

49.

50.
51.
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In the State or Province box, type the state or province in which the contact center is
located.

In the Two Letter Country Code box, type the country code in which the contact center is
located.

In the Security Store password box, type a password for accessing the new security
store.

In the Confirm Store password box, confirm the password for accessing the new security
store.

0 Important:

Ensure you remember this password, because you need it when you log on to Security
Manager after install. If you forget the password, you cannot access Security Manager.

If you are implementing High Availability in the contact center, generate the security store
using Subject Alternative Names (SANs). In the Subject Alternative Name section, for
each SAN you want to add:

a. From the Type drop-down list, select DNS.
b. In the Value field, type the FQDN for the server.
c. Click Add.

For a High Availability system, add the current server FQDN and the Managed name for
the HA pair.

If you want to change the encryption setting, select the required encryption settings from
the Encryption Algorithm Level and Key Size drop-down lists.

The default value for Encryption Algorithm is SHA256 and the default value for Key Size
is 2048.

Contact Center displays a warning message if you select SHA1 or 1024. Contact Center
includes these values for backward-compatibility only, because these settings do not meet
the industry-recommended level of encryption.

Click Create Store.

You can now use the Security Configuration tab to create and save a Certificate Signing
Request (CSR) file.
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53.

54.
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Communications platform

Avaya Contact Center

Configuration Data AVAYA

Enter the required configuration data.

| Core | Licensing | SIP | Multimedial Security Configuration

Store created — Generate Identity Security Certificate by signing the Certificate Signing Request provided.
Certificate Signing Requestfile
Create CSR File
@
Add Status
I rted Trusted Certificate Authority Root Certificate(s) Ensure that a removable or ~
mported Trusted Certificate Authority Root Certificate(s TR o A e
Remaove . o
Create the Certificate Signing | =
Reqguest file and save it to a
removable or network drive.
Alternatively, to defer Security
- - - Configuration and continue
Imported Identity Security Certificate wwiith Fha Tanitinm Wizaed
| | [ Femers

Click Next to Continue

Click Create CSR File.

From the Save In drop-down list, select a shared location in which to save the CSR file
and click Save.

You must now send the Certificate Signing Request file to a Certificate Authority and
receive a signed certificate and root certificate to import to the security store.

Click Add to import certificates. In the Open dialog box, navigate to the location of a
certificate and click Open. To remove the imported certificate, select the required certificate
from the list and click Remove.

You can import either a chained certificate, or separate root and signed certificates. Root
certificates appear in the Imported Trusted Certificate Authority Root Certificate(s)
section. A signed certificate appears in the Imported Identity Security Certificate
section.

If a chained certificate contains both root and signed certificates, you can add root
certificates and signed certificate simultaneously by importing just one chained certificate.

If a chained certificate contains root certificates only, you can use the chained certificate to
add all root certificates at a time. To add a signed certificate, click Add and navigate to the
required signed certificate.
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Voice and Multimedia Contact Server virtual machine deployment

If you have separate root and signed certificates, you must add them one by one by
clicking the Add button. Always add a signed certificate last.

0 Important:

When adding a chained certificate, the system can ask you to enter the password you
created for accessing the security store. See the previous steps on page 120.

55. Click Next.

56. Review and verify the summary information, and click Configure.

57. After the installation is complete, click Finish.

58. If prompted, restart the server.

Enabling Windows Server Automatic Maintenance
About this task

Enable Windows Server Automatic Maintenance after deploying Contact Center software.
Procedure

1. Log on to the Contact Center server as an administrator.

2. From the Start menu, click Run and type Taskschd.msc.

3. On the Task Scheduler window, in the left pane, click Task Scheduler Library >
Microsoft > Windows > TaskScheduler.

4. In the Name column, right-click Idle Maintenance and then click Enable.
5. In the Name column, right-click Regular Maintenance and then click Enable.

@ Task Scheduler = -

File Action View Help

= 25 B

| SpacePort ”~

MNarne Status Triggers Mext Run Time

| Storage Tiers Management (% ldle Maintenance Ready When computer is idle

% Maintenance Con... Ready Multiple triggers defined  10/6/2015 1:00:0
iZ:Manual Maintena... Ready
(% Regular Maintena... Ready At 2:00 AM every day 10/6/2015 5:06:34

| Task Manager
| TaskScheduler
| TextServicesFramework

| Time Synchronization
| Time Zone w

< m > < il >

6. From the File menu, click Exit.
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Configuring the Contact Center virtual machine

Configuring the Contact Center virtual machine
About this task

Configure the VMware resources for the Contact Center virtual machine. A virtual machine
cannot have more vCPUs than the maximum number of physical CPUs on the host virtual server
platform.

To adjust the virtual machine Resource Allocations, you must power off the virtual machine.

Before you begin
» Monitor the performance of the virtual machine.

Procedure

1.
2.

Using the vSphere client, select the Inventory view.

Locate the Contact Center virtual machine in the inventory navigation tree on the left. If not
shown, select View > Show VMs in Inventory.

3. Click on the virtual machine.

B

® N o o

1.
12.
13.
14.
15.
16.
17.
18.
19.
20.

August 2026

Right-click on the virtual machine and select Power > Shut Down Guest.
Wait for the virtual machine to power off.

Right-click on the virtual machine and select Edit Settings.

Click the Hardware tab and select CPUs.

From the Number of virtual sockets list, select a value.

From the Number of cores per sockets list, select a value.

Click the Hardware tab and select Memory.

In the Memory Size box, increase the memory to at least 16 GB.

Click OK.

Right-click on the virtual machine and select Edit Settings.

Click the Resources tab and select CPU.

Select the Reservation slider and move it all the way to the right.

Click OK.

Click the Resources tab and select Memory.

Select the Reservation slider and then click on the orange triangle just below the slider.
Click OK.

Right-click on the virtual machine and select Power > Power On.

Continue to monitor the performance of the Contact Center virtual machine.
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Securing the Windows server

About this task
Apply optional security measures to your operating system to further secure your server.

© Important:

Scanning software can degrade the performance and decrease the reliability of the system.
Install virus scanning software only if the system connects to an exposed network or to the
internet.

To maintain server performance, you must schedule virus scans during maintenance periods
or low usage hours only.

Procedure
1. Harden the operating system using defined site procedures.
2. Install antivirus software if required.

If you install antivirus software, Avaya recommends that you exclude some contact center
files and folders from real-time and scheduled scans. For more information, and for a list of
files and folders to exclude, see Avaya Aura® Contact Center Overview and Specification.

Installing the external Web communication server software

Before you begin
* Install Contact Center Multimedia software.
About this task

If you use Web communications in your contact center, you can use the Sample Customer
Interface (Cl) website implementation to help you develop pages for your corporate website. The
Web services architecture is a platform-independent interface that customers can access from
both Microsoft .NET and Java applications. Customer websites or third-party applications use the
open interface for integration with the Contact Center Multimedia system.

The Customer Interface Web services provide a range of methods to perform the following
functions:

» Register new customers in the Contact Center Multimedia database
* Log on or log off existing customers

» Update customer logon credentials

 Create customer contacts

» Update customer details

* Read customer information

» Review a customer contact history
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* Request immediate or scheduled callback requests
« Read a contact
» Create and maintain a Web communications chat session

To integrate Web Communications with the Contact Center Multimedia system, download the
Avaya Aura® Contact Center Web Communications SDK package and Reference Implementation
from www.avaya.com/devconnect. The Web Communications Reference Implementation contains
information about customizing the Web communication application to your solution.

© Important:

Do not install the Web Communications Reference Implementation on an Avaya Aura®
Contact Center server. Install the Web Communications Reference Implementation on your
own server in the contact center solution.

Procedure

1. Locate and download the Web Communications Reference Implementation software from
www.avaya.com/devconnect.

2. Copy the Web Communications Reference Implementation software to the external Web
server.

3. Follow the Reference Implementation instructions to install and commission the Web
Communications server.

Configuring the virtual machine automatic startup settings

Before you begin

» Confirm that you have the proper level of VMware permissions to configure the automatic
startup settings. If you do not have the proper level of VMware permissions, contact your
system administrator.

About this task

When a vSphere ESXi host restarts or starts after a power failure, the virtual machines that are
deployed on the host do not start automatically. All Contact Center virtual machines must be
configured to start automatically when the vSphere ESXi host starts.

If the following virtual machines are deployed on the same ESXi host server, configure an
automatic startup order for them:

1. Avaya WebLM
2. Avaya Aura® Media Server
3. Contact Center

If these virtual machines are deployed on separate ESXi host servers, configure them to start up
automatically and ensure they are high in the automatic restart order on their respective ESXi host
servers.
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Procedure

1. In the vSphere Client inventory, select the host where the Contact Center virtual machines
are located.

2. Click the Configuration tab.
3. In the Software section, click Virtual Machine Startup/Shutdown.

4. Click Properties in the upper right corner of the screen.

=8 EoR ===

Ol k. Local Users & Groups | Bvents | Permizsions

and Shutdown Properties...

sthimes with the system Enabled
2 minutes
2 minutes

5. In the System Settings section, select Allow virtual machines to start and stop
automatically with the system.

6. In the Manual Startup section, select the WebLM virtual machine and using the Move Up
button, move it to the top of the Startup Order list.

7. In the Manual Startup section, select the Avaya Aura® Media Server virtual machine and
using the Move Up button, move it to the second position on the Startup Order list.
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Configuring the virtual machine automatic startup settings

8. In the Manual Startup section, select the Contact Center virtual machine and using the
Move Up button, move it to the third position on the Startup Order list.

@ Virtual Machine Startup and Shutdown @
System Settings
I ¥ allow virtual machines to start and stop automatically with the system I

Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
120 seconds 120 seconds
[ Continue immediately if the VMware Tools start Shutdown Action: Power Off j
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order.,
Order | Virtual Machine Startup Startup Delay Shutdown | Shutdown Delay -
1 51 WebLMSeveriM Enabled  120seconds Power Q... 120seconds Move Up
2 G AvayaMediaServerlTM Enabled 120 seconds Power 0... 120seconds ‘E‘
3 1 ContactCenteriTd Enabled  120seconds Power 0.. 120seconds |} Move Down
Any Order
Manual Startup
1 AvayaServer Disabled 120 seconds Power Q... 120 seconds

QK | Cancel Help
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9. Click OK.

@ 10.134.35.81 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

@ E £y Home b gf Inventory b [l Inventory

o e

= [ [10.134.35.81

G AvayaServer
s AvayaMediaServer1TM

localhost.localdomain VMware ESXi

.0, 914586

Getting Started = Summary | Virtual Machines ' Resource Allocation | Performance

Configuration

[E=1 BN 53

Local Users & Groups | Events ' Permi: ns

@ ContactCenter1 TM Hardware Virtual Machine Startup and Shutdown Properties...
5 WebLMSeverl TM Health Status Start and Stop Virtual Machines with the system Enabled
b Default Startup Delay 2 minutes
rocessors Default Shutdown Delay 2 minutes
Memory
Storage Startup Order
Networking Order V-\rtua\ Machine Startup Startup Delay | Shutdown | Shutdown Delay
Storage Adapters Automatic Sta
1 G WebLMSeveriTM Enabled  120seconds Power Off 120 seconds
Metwork Adapters
2 &) AvayaMediaServer. Enabled 120seconds Power Off 120 seconds
Advanced Settings
3 G ContactCenterl™  Enabled  120seconds Power Off 120 seconds
Power Management .
I tup
Software G AvayaServer Disabled 120 seconds Power Off 120 seconds
Licensed Features
Time Configuration
DNS and Routing
Authentication Services
»  Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile
Host Cache Configuration
System Resource Allocation
Agent VM Settings
Advanced Settings
4 | I
Recent Tasks Name, Target or Status contains: - Clear X
Name Target Status Details Initiated by Requested Start Ti... — | Start Time Completed Time
@ Power On virtual machine Eh ContactCentertTM @ Completed root 3/5/2014 5:20:31 PM 3/5/2014 5:20:31 PM 3/5/2014 5:20:33 PM
&Y Power Onvirtual machine B AvayaMediaServeriTi @ Completed root 3/5/2014 5:18:31 PM 3/5/2014 5:18:31 PM 3/5/2014 5:18:32 PM
&Y Power Onvirtual machine B WebLMSeveriTi @ Completed root 3/5/2014 5:16:31 PM 3/5/2014 5:16:31 PM 3/5/2014 5:16:32 PM
£Y AutopowerOn ® Compleed root 3/5/2014 5:16:31 PM 3/5/2014 5:16:31 PM 3/5/2014 5:22:31 PM

& Tasks

Commissioning the Contact Center server
About this task

Commission the installed Contact Center software.

To initialize the SMMC service after the reboot, perform either of the following actions:

* On the task bar, click the show hidden icons button and click smmc service > Start
System > OK.
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Commissioning the Contact Center server

Stop System

Launch SCMU
System Information

Disable Next Auto Startup

11:1C
27-08

« Restart the Avaya Aura® Contact Center machine a second time to trigger the automatic
startup sequence.

Procedure
1. Commission the installed Contact Center software.

For information about commissioning the installed server software, see Avaya Aura®
Contact Center Commissioning for Avaya Aura® Unified Communications.

2. Use the procedures in Avaya Aura® Contact Center Server Administration to configure your
licensed features.
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Appendix A: VMware Best Practices for
performance

The following sections describe some of the Best Practices for VMware performance and features.

Virtualization host hardware settings

For details on BIOS settings to improve the environment for latency-sensitive workloads for an
application, see the Best Practices for Performance Tuning of Latency-Sensitive Workloads in
vSphere VMs technical white paper at http://www.vmware.com.

The following are the best performance BIOS settings for a few specific servers from the VMware-
certified server list. In general, turn off power-saving server options for optimal performance.
Consult the manufacturer technical data for your particular server.

Intel Virtualization Technology support

Intel CPUs require EM64T and Virtualization Technology (VT) support in the chip and in the BIOS
to run 64—bit virtual machines.

All Intel Xeon processors feature:
* Intel Virtualization Technology
* Intel Extended Memory 64 Technology
» Execute Disable Bit

Ensure that VT is enabled in the host system BIOS. The feature might be called VT, Vanderpool
Technology, Virtualization Technology, VMX, or Virtual Machine Extensions.

© Note:

The VT setting is locked (either on or off) at boot time. After enabling VT in the system BIOS,
save your changes to the BIOS settings and exit. The host server reboots, and the BIOS
changes takes effect.
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VMware networking best practices

Other virtualization host hardware settings

Servers with Intel Nehalem class and newer Intel Xeon CPUs also offer two power management
options: C-states and Intel Turbo Boost.

+ Disabling C-states lowers latencies to activate the CPUs from halt or idle states to full power
on.

* Intel Turbo Boost steps up the internal frequency of the processor if the workload requires
more power. The default for this option is enabled. Do not change the default.

These settings depend on the OEM make and model of the server. The BIOS parameter
terminology for current Dell and HP servers are described in the following sections. Other server
make and models can have other terminology but equivalent BIOS controls.

Dell PowerEdge Servers — Hardware settings

When the Dell server starts, you select F2 to display the system setup options. The following are
the recommended BIOS settings for the Dell PowerEdge servers:

» Set the Power Management Mode to Maximum Performance.
» Set the CPU Power and Performance Management Mode to Maximum Performance.
» Under Processor Settings, set Turbo Mode to enable.

» Under Processor Settings, set C States to disabled.

HP ProLiant Servers — Hardware settings
The following are the recommended BIOS settings for the HP ProLiant servers:
+ Set the Power Regulator Mode to Static High Mode.
* Disable Processor C-State Support.
* Disable Processor C1E Support.

Disable QPI Power Management.

Enable Intel Turbo Boost.

VMware networking best practices

There are many different ways of configuring networking in a VMware environment. Review
the VMware networking best practices documentation before deploying Avaya applications on
an ESXi host. This section is not a substitute for the VMware documentation. For improved
performance and best practice, Contact Center uses Network Adapter type VMXNET 3.

The following are some suggested networking best practices:

» Separate network services to achieve greater security and performance. Create a vSphere
Standard Switch with dedicated NICs for each service. Separate VMware Management,
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VMware Best Practices for performance

iISCSI (SAN traffic), and VM networks to separate physical NICs. If separate switches are not
possible, consider port groups with different VLAN IDs.

« All physical NICs that are connected to the same vSphere Standard Switch must be
connected to the same physical network.

+ Configure all VMkernal vNICs to the same MTU (IP Maximum Transmission Unit).

» Configure Contact Center to use Network Adapter type VMXNET 3.

For more information about VMware networking best practices, refer to the VMware
documentation.

VMware Tools

VMware Tools are included as part of the application OVA. The tools are a suite of utilities that
enhances the performance of the operating system on the virtual machine and improves the
management of the virtual machine.

The tools provide:
* VMware Network acceleration
* Host to virtual machine time synchronization
* Disk sizing
* Startup/Shutdown

© Note:

Do not upgrade the VMware tools software which is packaged with each OVA unless
instructed to do so by Avaya.

Network Time Protocol and time configuration

For accurate time keeping, use the Network Time Protocol (NTP) as a time source instead of the
ESXi hypervisor.

The NTP servers can be local to the LAN or over the Internet. If the NTP servers are on the
Internet, the corporate firewall must open UDP port 123 so that NTP service can communicate
with the external NTP servers.

Troubleshooting VMware

Virtualization platform performance issues can result with Contact Center performance problems.
The virtualization platform includes the host and the running virtual machines on the host. Contact

August 2026 Deploying Avaya Aura® Contact Center Software Appliance for Avaya Aura® Unified Communications 132
Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=DeployingAvayaAura%C2%AEContactCenterSoftwareApplianceforAvayaAura%C2%AEUnifiedCommunications&p3=13

Troubleshooting VMware

Center performance problems can include but are not limited to high CPU usage, link instability,
defaulted or abandoned calls.

You must logically and systematically investigate any Contact Center performance issues to rule
out virtualization performance problems. All deviations from the published specifications must be
investigated and resolved before the Contact Center software investigation is initiated. For more
information, refer to the VMware vSphere documentation.

To support troubleshooting VMware resourcing issues, collect information about the following
VMware Key Performance Indicators (KPlIs).

VMware vSphere Host KPls:
* Physical CPU
- PCPU - Physical CPU usage.
- CPU load average - Average CPU load average of host.
* Physical Memory
- SWAP/MB - Memory swap usage statistics.

VMware vSphere Virtual Machine (VM) KPls:
« vCPU
- CPU RDY - Time VM was ready to run, but was not provided CPU resource.
- CPU WAIT - Percentage of time spent in the blocked or busy wait state.
- AMIN - Reservation allocated.
- ASHRS - CPU shares allocated.

- CPU CSTP - Amount of time a Symmetric Multi-Processing (SMP) VM was ready to run,
but was delayed due to co-vCPU scheduling contention.

* Disk I/0

- GAVG - Average operating system read latency per read operation.

DAVG/rd - Average device read latency per read operation.

DAVG/wr - Average device write latency per write operation.

RESETS/s - Number of commands reset per second.

ABRTS/s - Number of disk commands abandoned per second.
* Network
- %DRPTX - Percentage of packets dropped when transmitting.
- %DRPRX - Percentage of packets dropped when receiving.
* Memory

- MCTLSZ - Amount of physical memory reclaimed memory balloon statistics.
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Glossary

Application

MAC

OVA

PLDS
Reservation

VM

An application is one or more software programs that run on a computer.
For example, Avaya Aura® Contact Center software is a suite of software
applications.

Media Access Control address. A unique identifier assigned to network
interfaces for communication on the physical network segment.

Open Virtualization Application. An OVA is the virtual machine
description, disk images, and a manifest zipped into a single file.
The OVA follows the Distributed Management Task Force (DMTF)
specification.

Product Licensing and Download System. The Avaya PLDS provides
product licensing and electronic software download distribution.

A reservation is the amount of physical RAM, CPU cycles, or memory that
are reserved for a virtual machine.

Virtual Machine. Replica of a physical server from an operational
perspective. A VM is a software implementation of a machine (for
example, a computer) that runs programs similar to a physical machine.
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