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Notice

While reasonable efforts have been madeto ensure that the
information in this documentis complete and accurate at the
time of printing, Avaya assumes no liability for any errors.
Avaya reserves the right to make changes and corrections to
theinformation in this document without the obligation to
notify any person or organization of such changes.

D ocumentation disdaimer

“Documentation” means information published by Avaya in
varying mediums which may include product information,
operatinginstructions and performance specifications that
Avaya may generally make available to users of its products
and Hosted Services. Documentationdoes notinclude
marketing materials. Avaya shall not be responsible for any
modifications, additions, or deletions tothe original
published version of documentation unless such
modifications, additions, or deletions were performed by
Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, orin
connection with, subsequent modifications, additions or
deletions to this documentation, tothe extent made by End
User.

Link disclaimer

Avaya is not responsible for the contents orreliability of any
linked websites referenced within this site or documentation
provided by Avaya. Avaya is not responsible for the accuracy
of any information, statement or content provided on these
sites and does not necessarily endorse the products, services,
or information described or offered within them. Avaya does
not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

W arranty

Avaya provides a limited warranty on Avaya hardware and
software. Refer to your sales agreement to establish the
terms of the limited warranty. Inaddition, Avaya’s standard
warranty language, as well as information regarding support
for this product while under warranty is available to Avaya
customers and other parties through the Avaya Support
website: http://support.avaya.com or such successor site as
designated by Avaya. Please note that if You acquired the
product(s) from an authorized Avaya Channel Partner outside
of the United States and Canada, the warranty is provided to
You by said Avaya Channel Partner and not by Avaya.
Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO OR
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC,
ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS
OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY
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AS “YOU” AND “END USER”), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE ABINDING CONTRACT BETWEEN
YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA”).

Avaya grants You a license within the scope of the license
types described below, with the exception of Heritage Nortel
Software, for which the scope of the license is detailed
below. Where the order documentation does not expressly
identify a license type, the applicable license will be a
Designated System License. The applicable number of
licenses and units of capacity for whichthe license is granted
will be one (1), unless a different number of licenses or units
of capacity is specified in the documentation or other
materials available to You. “Software” means computer
programs in object code, provided by Avaya oran Avaya
Channel Partner, whether as stand-alone products, pre-
installed on hardware products, and any upgrades, updates,
patches, bug fixes, or modified versions thereto. “Designated
Processor” means a single stand-alone computing device.
“Server” means a Designated Processor that hosts a software
application to be accessed by multiple users. “Instance”
means a single copy of the Software executing at a particular
time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.
License type(s)

Designated System(s) License (DS). End User may install and
use each copy or an Instance of the Software only on a
number of Designated Processors up tothe number
indicated in the order. Avaya may require the Designated
Processor(s) to be identified in the order by type, serial
number, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya through
electronic means established by Avaya specifically for this
purpose.

Concurrent User License (CU). End User may installand use
the Software on multiple Designated Processors or oneor
more Servers, so long as only the licensed number of Units
areaccessing and using the Software at any given time. A
“Unit” means the unit on which Avaya, at its sole discretion,
bases the pricing of its licenses and can be, without
limitation, an agent, port oruser, an e-mail or voice mail
account in thename of a person orcorporate function (e.g.,
webmaster or helpdesk), or adirectory entry in the
administrative database utilized by the Software that permits
one user to interface with the Software. Units may be linked
to a specific, identified Server or an Instance of the Software.
Database License (DL). End User may install and use each
copy or an Instance of the Software on one Server or on
multiple Servers provided that each of the Servers on which
the Software s installed communicates withno more than
onelInstance of the same database.

CPU License (CP). End User may install and use each copy or
Instance of the Software on a number of Servers up to the
number indicated in the order provided that the
performance capacity of the Server(s) does not exceed the
performance capacity specified for the Software. End User
may not re-install or operate the Software on Server(s) with a
larger performance capacity without Avaya’s prior consent
and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use the
Software on asingle Designated Processor or Server per
authorized Named User (defined below); or (ii) installand use
the Software on a Server so long as only authorized Named
Users access and use the Software. “Named User”, means a
user or device that has been expressly authorized by Avaya
to access and use the Software. At Avaya’s sole discretion, a
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“Named User” may be, without limitation, designated by
name, corporate function (e.g., webmaster or helpdesk), an
e-mail or voice mail account in the name of a person or
corporate function, or a directory entry in the administrative
database utilized by the Software that permits one user to
interface with the Software.

Shrinkwrap License (SR). You mayinstalland use the
Software in accordance with the terms and conditions of the
applicable license agreements, such as “shrinkwrap” or
“clickthrough” license accompanying orapplicable to the
Software (“Shrinkwrap License”).

Copyright

Except where expressly stated otherwise, no use should be
made of materials on this site, the Documentation, Software,
Hosted Service, or hardware provided by Avaya. All content
on this site, the documentation, Hosted Service, andthe
product provided by Avaya including the selection,
arrangement and design of the content is owned either by
Avaya or its licensors and is protected by copyrightand other
intellectual property laws including the suigeneris rights
relating to the protection of databases. You may not modify,
copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part,
including any code and software unless expressly authorized
by Avaya. Unauthorized reproduction, transmission,
dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil
offense under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs
or portions thereof included in the Software or Hosted
Service may contain software (including open source
software) distributed under third party agreements (“Third
Party Components”), which contain terms regarding the
rights to use certain portions of the Software (“Third Party
Terms”). As required, information regarding distributed Linux
OS source code (for those products that have distributed
Linux OS source code) and identifying the copyright holders
of the Third Party Components and the Third Party Terms
that apply is available in the products, Documentation oron
Avaya’s website at: http://support.avaya.com/Copyright or
such successor site as designated by Avaya. You agree to the
Third Party Terms for any such Third Party Components.
THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE
WITH THE AVC STANDARD (“AVC VIDEQ”) AND/OR (ii)
DECODEAVC VIDEO THAT WAS ENCODED BY A CONSUMER
ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC VIDEOQ.
NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY
OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED
FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.
NotetoService Provider

The product or Hosted Service may use Third Party
Components subjectto Third Party Terms thatdo not allow
hosting and require a Service Provider to be independently
licensed for such purpose. It is your responsibility to obtain
such licensing.

PreventingToll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf).
Be aware that there can be a risk of Toll Fraud associated
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with your system and that, if Toll Fraud occurs, it can resuft in
substantial additional charges for yourtelecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and
You need technical assistance or support, call Technical
Service Center Toll Fraud Intervention Hotline at +1-800-643-
2353 for the United States and Canada. Foradditional
support telephone numbers, see the Avaya Support website:
http://support.avaya.com or such successor site as
designated by Avaya. Suspected security vulnerabilities with
Avaya products should be reported to Avaya by sending mail
to: securityalerts@avaya.com.

D ownloading Documentation

For the most currentversions of Documentation, see the
Avaya Support website: http://support.avaya.com, or such
successor site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for
product or Hosted Service notices and articles, or to reporta
problem with your Avaya product or Hosted Service. For a list
of support telephone numbers and contact addresses, go to
the Avaya Support website: http://support.avaya.com (or
such successor site as designated by Avaya), scrollto the
bottom of the page, and select Contact Avaya Support.
Trademarks

The trademarks, logos and service marks (“Marks”) displayed
in this site, the Documentation, Hosted Service(s), and
product(s) provided by Avaya are the registered or
unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without
prior written consent from Avaya or such third party which
may own the Mark. Nothing containedin this site, the
Documentation, Hosted Service(s) and product(s) should be
construed as granting, byimplication, estoppel, or otherwise,
any license or right in and to the Marks without the express
written permission of Avaya or the applicable third party.
Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective
owners. Linux®is the registered trademark of Linus Torvalds
inthe U.S. and other countries.
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Overview

Introduction

The Avaya Aura® Application Enablement Services (AES) Web Softphoneis a Telephony Server Application
Programming Interface (TSAPI) based solution that provides a thin-client HTTP Web Softphone. The Web
Softphone uses pure HTML and JavaScript and can be hosted in a variety of browsers and does not
require client installs. The Web Softphone uses a web socketinterface to communicate with the back-
end. The back end is a C++ application that manages the TSAPI link and low-level state machines.

The Web Softphoneis capable of performing URL based screen pops. You can use the web service
interface to makecalls and transfer requests. Inaddition, Web Softphone has a JavaScriptinterface that
can be used for intra-domain communication. To usethe JavaScript interface, the Web Softphoneis
loaded to an iFrame within another web application in the same domain. The web softphoneand web
application can then communicate using the JavaScriptinterface. The JavaScriptinterface sends
notification of incoming call for screen pop and end of call. Inaddition, the JavaScriptinterface accepts
requeststo make a call, transfer a call, conference a call, and disconnect a call.

The primary purpose of the AES SFDC Adapteris to provide customers who have Salesforce as CRM
solution, to get a full integration with Computertelephony integration (CTl) through the AES and Avaya
Aura® Communication Manager (CM).
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Features

Features

The AES Adapter will include all of the functionality present in the existing CTl Toolkit CTI Adapter, with
some additional structural capabilities.

The AES Adapter will providea user interface that will support full telephony control of an existing
station. That control is: Answer, Hold, Reconnect, Release, Make Call, Transfer Call (blind or consultative),
Conference Call (blind or consultative), Drop Last, and Join Call. In addition to those capabilities, the
telephony state engine must be able to handle call pick-up and bridged call appearances. It will also be
able to handle silent monitoring, and suppress any information (parties or events) associated with silent
monitoring.

The AES Adapter will also provide, within the same user interface, full ACD control. This includes Login,
Logout, Auto-In, Manual-In, Auxiliary Mode, and After Call Work. It will supportsingle and double-digit
reason codes for AUX, and reason codes for Logout. If the configuration supports Salesforce

Call/Interaction Logs (see below), then Wrap-up codes are supportin conjunction with After Call Work.

The AES Adapter will fully support skills-based agents (e.g. CC Elite). It will also support split-based agents
(e.g. CC Basic) with single-splitlogins. It will not support agents logginginto more than one split. Finally, it
will fully support configurations that do not use the ACD at all. The AES Adapter does notin any way
require the use of an ACD.

The AES Adapter will presenta pure web-based user interface. This interface will be highly configurable,
and will be able to work in either a “skinny” mode (for use in the Salesforce toolbarin their standard Call
Center interface) orin a “wide” mode (for use in the Saleforce Service Cloud Consoleinterface). The web-
based user interface will be pure thin-client, with no client downloadable components. It will be able to
supporteither “http” or “https” connections.
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Enhancement/Fixed issues for CTl Engine

Enhancement/Fixed Issues for SFDC Softphone

The following enhancements/issues are fixed in this release:

Enhancement / Issue Id Description

SFDCOPENCT-87

Agent's state stays on Logout state even after logout.

SFDCOPENCT-142

Not Ready Reason Code Not Updated Using Hardphone

SFDCOPENCT-155

Send object context on transfer and conference.

SFDCOPENCT-1342

Incorrect error message displayed when using diferent agentid with same extension
number

SFDCOPENCT-1747

"Invalid login credentials" alert is popping up on transfer and conference scenarios

SFDCOPENCT-1858

Screen Pop not happening

SFDCOPENCT-1876

Slow HTTP Denial of Service Vulnerability

SFDCOPENCT-1877

Remove Clickjack vulnerability

SFDCOPENCT-1883

ANI replacement pop up for outbound calls

SFDCOPENCT-1898

Problems changing "Name" or "Related To" values in Call Log Details

SFDCOPENCT-1906

Need Transfer event to update ANIand DNIS

SFDCOPENCT-1907

Directory Number listing is inconsistent.

SFDCOPENCT-2047

Agent can't login in Telecommute after the CTI Engine restarts

SFDCOPENCT-2051

Ability to disable Client Logger service

SFDCOPENCT-2066

Login Failures don't fail gracefully

SFDCOPENCT-2086

Call notlogged when Lead converted to an Opportunity on Direct (hon ACD) calls

SFDCOPENCT-2087

Subject field to be editable and stored in Call log

SFDCOPENCT-2088

Trigger for Wrap up code onan Outbound call

SFDCOPENCT-2090

If Wrapup reason code-"0", No call log is created, If the agent closes the wrapup
dialog box by using cancel button.

SFDCOPENCT-2093

"None" option cannot be chosen from wrapup window for "Name" and "Related To"

AES SFDC Adapter Release Notes
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Enhancement/Fixed issues for CTl Engine

dropdowns

SFDCOPENCT-2099

Handle Transfer Complete and Diverted as terminating events (same as Drop)

SFDCOPENCT-2101

Remove hard coded values for Completed in script.js

SFDCOPENCT-2102

Upgradelibraries toversion 37

SFDCOPENCT-2105

Dynamichandling of UF (Universal Failure) errors

SFDCOPENCT-2114

Security Issues

SFDCOPENCT-2115

Unableto logout from AES Softphone-console mode after clicking on "My Calls Today'

SFDCOPENCT-2137

TLSv1 Security Vulnerability

SFDCOPENCT-2144

Softphonelayout problemson IE and Chrome

SFDCOPENCT-2156

Clickjack issue with StoragePagein APEX Package

SFDCOPENCT-2165

ClickToDial from Case Object not working

SFDCOPENCT-2168

Allow DTMF dialpad to be shown while call is outbound ringing

SFDCOPENCT-2170

Agent state for an outbound call while ringingis notin Wrapup if Mozilla/Chromeis
used

SFDCOPENCT-2173

Apex SQLInjection Defence

SFDCOPENCT-2174

UUI Parsing fixes (Breakage in version 1.7.3)

SFDCOPENCT-2176

"My Calls Today" is not populated until "Last 3 calls " link is accessed

SFDCOPENCT-2177

"Wrap Up" window is not displayed when consult call is performed by an Agent

SFDCOPENCT-2179

Remote Agent Session getting Stuck on login Failure.

SFDCOPENCT-2183

Removethe "S" setting for "Is Call Center?" setting

SFDCOPENCT-2186

Security issues when the contact name is something like" <script>alert("Alice
"Y</script>"

SFDCOPENCT-2187

Blind transferred call does not get the proper ANIand Namefield

SFDCOPENCT-2189

Fix internal ANI for transfer of outbound calls

SFDCOPENCT-2191

Call Log related data not getting automatically related.

AES SFDC Adapter Release Notes
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Enhancement/Fixed issues for CTl Engine

SFDCOPENCT-2193

Click to dial failing.

SFDCOPENCT-2195

Application keeps logging the user out.

SFDCOPENCT-2199

Softphonebuttons remain disabled during a call.

SFDCOPENCT-2224

Disabling "Pop on ANI" setting doesn't work with Transfer

SFDCOPENCT-2231

Consultative calls that are not completed as transfer or conference use inconsistent
UCIDs.

SFDCOPENCT-2247

A second call is not correctly made if the first call is not answered by a client

SFDCOPENCT-2248

A call madeby a telecommute agentis notdisplayedin AES Softphoneuntilthe page
is refreshed

SFDCOPENCT-2258

Incorrect behavior when “Pop on ANI”is set toNo

SFDCOPENCT-2286

A call is not correctly made by a telecommute agent if "click to dial" is used

SFDCOPENCT-2287

Errorin Tomcat prevents softphonelogin ->Too Many open files

SFDCOPENCT-2296

Stop reconnecting to the client logger after connection failure

SFDCOPENCT-2302

Directory Numbers that contains <information> or </ are not displayed correctly

SFDCOPENCT-2303

"Last 3 calls" is not updated correctly when an Agent has an active call and a second
call is received

SFDCOPENCT-2314

Duplicate entries in My Calls Today and Last 3 Calls for an incoming ACD call (Wrapup
Reason Code Enabled)

SFDCOPENCT-2323

Incorrect drop-down list for state after selecting Not Ready with reason code bigger
than9

SFDCOPENCT-2326

Aniis notsent when "ANI Masking On Consult?"isset to N

SFDCOPENCT-2327

Aniis notsent if a Telecommute agent uses "Last Number Redial" button

SFDCOPENCT-2332

Report for ringing outbound calls aborted by caller is not displayed in My Calls Today

SFDCOPENCT-2344

Incorrect Call Details and state of "Drop Last Party button" after Client leaves the
supervised conference

SFDCOPENCT-2373

Check client logger disconnection handling on Softphoneside

SFDCOPENCT-2374

"Subject" field is notkept if a supervised conference is established and "New browser

AES SFDC Adapter Release Notes
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Enhancement/Fixed issues for CTl Engine

tab" optionis used

SFDCOPENCT-2380

A VDN Call is redirected to an Agent when the agent is in wrap up state

SFDCOPENCT-2381

Wrong Dialed Numbershownin Agent 2 Softphonewhen a consultis performed

SFDCOPENCT-2384

[RAS]"Unableto acquire a remote station" error messageis received after
"ctiengineservice" is restarted

SFDCOPENCT-2385

[RAS]A non-Telecommute Agent can be logged in successfully using an unregistered
extension

SFDCOPENCT-2388

Report of the first call is not saved when Customerends the call being on hold and
Agent 1is in a consult call

SFDCOPENCT-2389

[RAS]Softphonestops handling RAS functionality if tab is changed

SFDCOPENCT-2390

AES Softphonedoes not update correctly after Agent drops the client from the
conference (Client seen as T318#2 in the code)

SFDCOPENCT-2391

The user is not set correctly when presence server is installed

SFDCOPENCT-2394

"Call Result" is not populated when a supervised conference is made

SFDCOPENCT-2399

[RAS] A Telecommute Agent is not automatically logged out when ctiengineservice is
stopped

SFDCOPENCT-2400

[RAS]A Telecommute Agent is not able to perform logout, when ctiengineservice is re-
started

SFDCOPENCT-2401

"Call Log on Incomplete Calls" fixes

SFDCOPENCT-2403

Incorrect Call Type in My Calls Today for an outbound call performed by a
Telecommute Agent

SFDCOPENCT-2409

"Call Result" is notsaved if "Ready Type" is set to "A"

SFDCOPENCT-2410

Call duration of both calls is 00:00 in reports when Customer ends the call being on
hold and Agent 1 is in a consult call

AES SFDC Adapter Release Notes
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https://jira.forge.avaya.com/browse/SFDCOPENCT-2403
https://jira.forge.avaya.com/browse/SFDCOPENCT-2409
https://jira.forge.avaya.com/browse/SFDCOPENCT-2410

Enhancement/Fixed issues for CTl Engine

Known Issues for SFDC Softphone

The following are known issues in this release:

Issue Id Description

SFDCOPENCT-2064 Last 3 Calls Issues

SEDCOPENCT-1666 WrapUp Reasgn Code list displayed only'for less tha'n a second when using One-X
Agent and having Ready Type as A and Timed ACW interval:15

Parties are not shown in AES Softphone Call Details of Agent 2 after Agent 1
SFDCOPENCT-1758 . . )
establishes successfully a blind conference with Customerand Agent 2

An active call is not displayed on Salesforce Ul if Mozilla is used and network
SFDCOPENCT-1803 o
connectivity is lost for a few seconds

A call ended by an Agent after a network failure, is not displayed in reports as

SFDCOPENCT-1804 o o
"completed activities" if Mozilla is used

The call details of the customerare not shownin AES Softphoneduringan ongoing

SFDCOPENCT-1810 )
call after both CTI Engine servers are restored

A call ended by an Agent after the systems were stopped and restored, is not
displayedin reports as "completed activities"

SFDCOPENCT-1811
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