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Notice

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at the time of printing, Avaya assumes no liability for any
errors. Avaya reserves the right to make changes and corrections to the information in this document without the obligation to notify any person or organization of such
changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying mediums which may include product information, operating instructions and performance specifications that
Avaya may generally make available to users of its products and Hosted Services. Documentation does not include marketing materials. Avaya shall not be responsible for any
modifications, additions, or deletions to the original published version of documentation unless such modifications, additions, or deletions were performed by Avaya. End User
agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and employees against all claims, lawsuits, demands and judgments arising out of, or in connection
with, subsequent modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or documentation provided by Avaya. Avaya is not responsible for the
accuracy of any information, statement or content provided on these sites and does not necessarily endorse the products, services, or information described or offered within
them. Avaya does not guarantee that these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement to establish the terms of the limited warranty. In addition, Avaya’s standard
warranty language, as well as information regarding support for this product while under warranty is available to Avaya customers and other parties through the Avaya Support
website: https://support.avaya.com/helpcenter/getGenericDetails ?detailld=C20091120112456651010 under the link “Warranty & Product Lifecycle” or such successor site as
designated by Avaya. Please note that if You acquired the product(s) from an authorized Avaya Channel Partner outside of the United States and Canada, the warranty is
provided to You by said Avaya Channel Partner and not by Avaya.

“Hosted Service” means a hosted service subscription that You acquire from either Avaya or an authorized Avaya Channel Partner (as applicable) and which is described
further in Hosted SAS or other service description documentation regarding the applicable hosted service. If You purchase a Hosted Service subscription, the foregoing limited
warranty may not apply but You may be entitled to support services in connection with the Hosted Service as described further in your service description documents for the
applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES IF YOU PURCHASE A HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER THE LINK “Avaya
Terms of Use for Hosted Services” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY
FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF YOU ARE
ACCEPTING THE TERMS OF USE ON BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST NOT
ACCESS OR USE THE HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED SERVICE. YOUR USE OF THE HOSTED SERVICE SHALL BE
LIMITED BY THE NUMBER AND TYPE OF LICENSES PURCHASED UNDER YOUR CONTRACT FOR THE HOSTED SERVICE, PROVIDED, HOWEVER, THAT FOR
CERTAIN HOSTED SERVICES IF APPLICABLE, YOU MAY HAVE THE OPPORTUNITY TO USE FLEX LICENSES, WHICH WILL BE INVOICED ACCORDING TO ACTUAL
USAGE ABOVE THE CONTRACT LICENSE LEVEL. CONTACT AVAYA OR AVAYA'S CHANNEL PARTNER FOR MORE INFORMATION ABOUT THE LICENSES FOR
THE APPLICABLE HOSTED SERVICE, THE AVAILABILITY OF ANY FLEX LICENSES (IF APPLICABLE), PRICING AND BILLING INFORMATION, AND OTHER
IMPORTANT INFORMATION REGARDING THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO, UNDER THE LINK “AVAYA SOFTWARE
LICENSE TERMS (Avaya Products)’ OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE) UNDER A
COMMERCIAL AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES NOT
EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA CHANNEL PARTNER,;
AVAYA RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER"), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types described below, with the exception of Heritage Nortel Software, for which the scope of the license is detailed
below. Where the order documentation does not expressly identify a license type, the applicable license will be a Designated System License. The applicable number of
licenses and units of capacity for which the license is granted will be one (1), unless a different number of licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in object code, provided by Avaya or an Avaya Channel Partner, whether as stand-alone products,
pre-installed on hardware products, and any upgrades, updates, patches, bug fixes, or modified versions thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that hosts a software application to be accessed by multiple users. “Instance” means a single copy of the Software
executing at a particular time: (i) on one physical machine; or (i) on one deployed software virtual machine (“VM") or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use each copy or an Instance of the Software only on a number of Designated Processors up to the number
indicated in the order. Avaya may require the Designated Processor(s) to be identified in the order by type, serial number, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya through electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on multiple Designated Processors or one or more Servers, so long as only the licensed number of
Units are accessing and using the Software at any given time. A “Unit” means the unit on which Avaya, at its sole discretion, bases the pricing of its licenses and can be,
without limitation, an agent, port or user, an e-mail or voice mail account in the name of a person or corporate function (e.g., webmaster or helpdesk), or a directory entry in the
administrative database utilized by the Software that permits one user to interface with the Software. Units may be linked to a specific, identified Server or an Instance of the
Software.
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Database License (DL). End User may install and use each copy or an Instance of the Software on one Server or on multiple Servers provided
that each of the Servers on which the Software is installed communicates with no more than one Instance of the same database.

CPU License (CP). End User may install and use each copy or Instance of the Software on a number of Servers up to the number indicated in
the order provided that the performance capacity of the Server(s) does not exceed the performance capacity specified for the Software. End
User may not re-install or operate the Software on Server(s) with a larger performance capacity without Avaya’s prior consent and payment of
an upgrade fee.

Named User License (NU). You may: (i) install and use each copy or Instance of the Software on a single Designated Processor or Server per
authorized Named User (defined below); or (ii) install and use each copy or Instance of the Software on a Server so long as only authorized
Named Users access and use the Software. “Named User”, means a user or device that has been expressly authorized by Avaya to access and
use the Software. At Avaya’s sole discretion, a “Named User” may be, without limitation, designated by name, corporate function (e.g.,
webmaster or helpdesk), an e-mail or voice mail account in the name of a person or corporate function, or a directory entry in the administrative
database utilized by the Software that permits one user to interface with the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance with the terms and conditions of the applicable license
agreements, such as “shrinkwrap” or “clickthrough” license accompanying or applicable to the Software (“Shrinkwrap License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by Avaya as part of its purchase of the Nortel Enterprise Solutions Business in
December 2009. The Heritage Nortel Software is the software contained within the list of Heritage Nortel Products located at
https://support.avaya.com/Licenselnfo under the link “Heritage Nortel Products” or such successor site as designated by Avaya. For Heritage
Nortel Software, Avaya grants Customer a license to use Heritage Nortel Software provided hereunder solely to the extent of the authorized
activation or authorized usage level, solely for the purpose specified in the Documentation, and solely as embedded in, for execution on, or for
communication with Avaya equipment. Charges for Heritage Nortel Software may be based on extent of activation or use authorized as
specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation, Software, Hosted Service, or
hardware provided by Avaya. All content on this site, the documentation, Hosted Service, and the product provided by Avaya including the
selection, arrangement and design of the content is owned either by Avaya or its licensors and is protected by copyright and other intellectual
property laws including the sui generis rights relating to the protection of databases. You may not modify, copy, reproduce, republish, upload,
post, transmit or distribute in any way any content, in whole or in part, including any code and software unless expressly authorized by Avaya.
Unauthorized reproduction, transmission, dissemination, storage, and or use without the express written consent of Avaya can be a criminal, as
well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering code and license types. Note that each
Instance of a product must be separately licensed and ordered. For example, if the end user customer or Avaya Channel Partner would like to
install two Instances of the same type of products, then two products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or portions thereof included in the Software or Hosted Service may contain software
(including open source software) distributed under third party agreements (“Third Party Components”), which contain terms regarding the rights
to use certain portions of the Software (“Third Party Terms”). As required, information regarding distributed Linux OS source code (for those
products that have distributed Linux OS source code) and identifying the copyright holders of the Third Party Components and the Third Party
Terms that apply is available in the products, Documentation or on Avaya’s website at: https://support.avaya.com/Copyright or such successor
site as designated by Avaya. The open source software license terms provided as Third Party Terms are consistent with the license rights
granted in these Software License Terms, and may contain additional rights benefiting You, such as modification and distribution of the open
source software. The Third Party Terms shall take precedence over these Software License Terms, solely with respect to the applicable Third
Party Components to the extent that these Software License Terms impose greater restrictions on You than the applicable Third Party Terms.

The following applies if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC VIDEO
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT OR
HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE PROVIDER
TO BE INDEPENDENTLY LICENSED DIRECTLY FROM THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S HOSTING OF
AVAYA PRODUCTS MUST BE AUTHORIZED IN WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE OR EMBED CERTAIN
THIRD PARTY SOFTWARE, INCLUDING BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS, THE AVAYA CHANNEL
PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS, AT THE AVAYA CHANNEL
PARTNER’S EXPENSE, DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED THE G.729
CODEC, H.264 CODEC, OR H.265 CODEC, THE AVAYA CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE AVAYA CHANNEL
PARTNER IS RESPONSIBLE FOR ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729 CODEC IS LICENSED BY SIPRO LAB
TELECOM INC. SEE WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (II) DECODE AVC VIDEO
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.
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Compliance with Laws

Customer acknowledges and agrees that it is responsible for complying with any applicable laws and regulations, including, but not limited to
laws and regulations related to call recording, data privacy, intellectual property, trade secret, fraud, and music performance rights, in the
country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial additional charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. For additional support telephone numbers, see the Avaya
Support website: https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in the Security Policies and Support section of
https://support.avaya.com/security. Suspected Avaya product security vulnerabilities are handled per the Avaya Product Security Support Flow
(https://support.avaya.com/css/P8/documents/100161515).

Downloading Documentation
For the most current versions of Documentation, see the Avaya Support website: https://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and articles, or to report a problem with your
Avaya product or Hosted Service. For a list of support telephone numbers and contact addresses, go to the Avaya Support website:
https://support.avaya.com (or such successor site as designated by Avaya), scroll to the bottom of the page, and select Contact Avaya Support.
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Chapter 1.
IP Office SIP Telephones
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IP Office SIP Telephones:

1. IP Office SIP Telephones

IP Office supports a range of SIP telephone devices. These can be SIP phones, SIP software clients or traditional analog
devices attached to the SIP Analog Telephony Adapter (ATA).

This document covers the general installation of SIP telephones with IP Office 10.0 or higher systems, including third-party
SIP telephones. It assumes that you are familiar with IP Office configuration using IP Office Manager, System Status and
System Monitor.

It begins with a generic installation process| 184 which is suitable for most types of SIP telephone. Additional notes| 54 are
then provided for specific phone models where applicable. In some cases, full installation manuals for certain phones on IP
Office may also exist, in which case this manual directs installers to those documents (see Additional Documentation | 15%).

Supported Avaya SIP Telephones
The following Avaya SIP telephones are supported on IP Office Release 10.0 systems.

e 1000 Series: 1010, 1040.

e 1100 Series[54: 1120E, 1140E.
« 1200 Series|54: 1220, 1230.

« B100 Series/54: B179.

o D100 Series/54: These D160 DECT handsets use a base station that connects to the IP Office system using a SIP
trunk and appear on the IP Office as SIP extensions.

o E129[6d%: A simple SIP desk phone.

« E159, E169/62: SIP telephones that supports the docking of mobile devices.

e H175[62: SIP video telephone.

« J129[63: A simple SIP desk phone. Supported from IP Office Release 10.0 SP2.

When used as a branch system in a centralized Avaya Aura network[ 14, a wider range of Avaya SIP telephones is
supported but only during failover operation.

3rd-Party SIP Telephones
The IP Office supports non-Avaya SIP telephones but only guarantees basic telephony functions. Example of installation
for some are covered by the publication of application notes[ 15 issued by the Avaya Solution & Interoperability Test Lab.

1.1 Licensing

The type of license required for SIP telephones depend on whether the telephone is an Avaya SIP device or a 3rd-party
SIP telephone. The former use Avaya IP Endpoint licenses, the later use 3rd Party IP End-points licenses. Successful
registration consumes one license count. There must be sufficient licenses of each type for the number of extensions
required.

On IP Office Server Edition systems, the user must be configured to a licensed user profile with a user license such as the
Basic User license. Unlicensed users cannot login to an extension.
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1.2 Network Assessment

All IP trunks and telephone extensions connect to the system via the customers data network. It is therefore absolutely
imperative that the customer network is assessed and reconfigured if necessary to meet the needs of VoIP traffic.

e ! WARNING: A Network Assessment is Mandatory
When installing IP phones on any IP Office system, it is assumed by Avaya that a network assessment has been
performed. If a support issue is escalated to Avaya, Avaya may request to see the results of a recent network
assessment and may refuse to provide support if a network assessment with satisfactory results has not been
performed.

Current technology allows optimally configured networks to deliver VoIP services with voice quality that matches that of
the public phone network. However, few networks are optimally configured and so care should be taken to assess the VoIP
quality achievable within a customer network.

Not every network is able to carry voice transmissions. Some data networks have insufficient capacity for voice traffic or
have data peaks that will occasionally impact voice traffic. In addition, the usual history of growing and developing a
network by integrating products from many vendors makes it necessary to test all the network components for
compatibility with VoIP traffic.

A network assessment should include a determination of the following:

e A network audit to review existing equipment and evaluate its capabilities, including its ability to meet both current
and planned voice and data needs.

¢ A determination of network objectives, including the dominant traffic type, choice of technologies and setting voice
quality objectives.

e The assessment should leave you confident that the network will have the capacity for the foreseen data and voice
traffic.

Network Assessment Targets
The network assessment targets are:

e Latency: Less than 180ms for good quality. Less than 80ms for toll quality.
This is the measurement of packet transfer time in one direction. The range 80ms to 180ms is generally acceptable.
Note that the different audio codecs used each impose a fixed delay caused by the codec conversion as follows:

e G.711: 20ms.
e G.722: 40ms.
e G.729: 40ms.

o Packet Loss: Less than 3% for good quality. Less than 1% for toll quality.
Excessive packet loss will be audible as clipped words and may also cause call setup delays.

o Jitter: Less than 20ms.
Jitter is a measure of the variance in the time for different packets in the same call to reach their destination.
Excessive jitter will become audible as echo.

e Duration: Monitor statistics once every minute for a full week.
The network assessment must include normal hours of business operation.

SIP Telephone Installation Notes Page 10
IP Office™ Platform 10.0 - Issue 01c (07 December 2016)

Comments on this document? infodev@avaya.com



IP Office SIP Telephones: Network Assessment

1.3 Voice Compression Channels

In order to support VoIP trunks and phones, the IP Office system must be fitted with voice compression channels, also
known as VCM channels.

In summary, an available voice compression channel is required:
e During incoming or outgoing call setup with the system.
e During any call to or from a non-IP trunk or phone.

e During any call to or from an IP trunk or phone that is using a different codec than the telephone.

IP Office Server Edition
For Linux based IP Office systems no additional hardware is required.

IP500 V2 Systems

For IP500 V2 systems, voice compression channels can be added to a system using a combination of the following options.

+« IP500 VCM Base Cards
For IP500 and IP500v2 systems, installation of up to 2 IP500 VCM base cards. There are 2 types of card are
available, the IP500 VCM 32 and the IP500 VCM 64, each providing 32 and 64 VCM channels respectively. Note that
each IP500 VCM card also enables 12 Avaya IP endpoints without requiring licenses

e IP500 Combination Cards
For IP500v2 systems only, installation of up to 2 IP500 Combination cards. These cards provide a mix of digital
extension ports, analog trunk ports and trunk ports. Each card also provides 10 voice compression channels. These
cards do not enable any unlicensed Avaya IP endpoints.

1.4 Telephone Power Supply

The IP Office system does not supply power to the phones.

Each phone requires its own power supply. Depending on the particular phone model, it can use either power over
ethernet (PoE) or a separate power supply unit. The latter requires each phone to have access to a mains power outlet.

1.5 DHCP Server Requirements

Use of DHCP is strongly recommend for ease of both installation and maintenance. In addition to providing the telephone
with an IP address, the DHCP server also provides the telephone with address details of the SIP and file server it should
use.

DHCP support can be done in two ways:

« IP Office DHCP| 22
The IP Office system can act as the DHCP server for telephones. This is the recommended method if the customer
does not already have a separate DHCP server.

o Third-Party DHCP 38
For customers with a separate DHCP server, that server can be used to support DHCP for IP phone if it can be
configured with additional OPTIONS settings.
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1.6 File (Provisioning) Server Requirements

When starting, Avaya IP phones request various files from a file server, normally a configuration file and a firmware file.
By default it does this using the address of an HTTP or HTTPS file server. The 'file server' is also frequently called the
'provisioning server'.

For IP Office operation the IP Office system can act as the file server. This is the recommend method since normally the
appropriate firmware files to be used by phones are already present on the system and are automatically upgraded if
necessary when the system is upgraded.

If using the IP Office system for DHCP, the IP Office system tells the telephone which file server to use using file server
settings within its configuration| 32\, If using a third-party DHCP server, the file server address is set through the addition
DHCP options.

1.7 File Auto-Generation

Avaya IP phones (SIP and H.323) request a number of files from the file server when the phone is restarted (phone
configuration and firmware files).

When using the IP Office system as the file server, in response to a file request from a phone, the system auto-generates
the necessary files if the actual file is not present in the memory. This feature is used for most of the file types except for
actual firmware files.

If the appropriate file is uploaded to the system[34%, then auto-generation of that particular file is overridden.

Testing the File Server

You can use a web browser to perform a basic test of the file server. For example, if using HTTP, entering http://
<server_address>/J100Supgrade.txt should display the file contents.

If using the IP Office system to auto-generate files, the settings file includes text indicating that it was automatically
generated by the system in response to the file request. This is useful to not only check the file server operation but to
also see the settings being supplied by the IP Office system.
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IP Office SIP Telephones: File Auto-Generation

1.8 Config File Editing

Most Avaya IP phones download a settings file when restarted, This file contains a range of settings. This manual does not
detail the set of individual settings.

¢ Note: It is strongly recommended where possible that you use the IP Office as the file server and also that you let
it auto-generate the settings files for phones rather than using uploaded file. This helps as the sit automatically
adjust the settings provided to phones to match changes made in the IP Office system configuration.

To download and edit a settings file:

1.Browse to the system and enter the name of the particular phone settings file required, for example
:1//192.168.42.1/1100settings.txt . The auto-generated file is displayed in the browser.
Edit Wiew History Bookmarks Tools Help

A Avaya IP Office SelectWeb .. X | About IP Office R10.0 X | htip://192.168.1._J100Settings.txt % [RCeeH/CrR

'/é l i) @ | https://192.168.1.75/1100settings. txt l El] ¢

A, Search

5ET PHNDFPLENGTH 7

5ET PHNIC 011

5ET PHNLD 1

5ET PHNLDLENGTH 10

5ET PHNOL "™

5ET QELOGINSTAT 1

5ET VLANTEST 60

5ET HTTFPORT &0

SET SIPDOMAIN 192.168.1.75
SET MWISRVR "1%2.168.1.75"

SET SIP_CONTROLLER LIST 192.168.1.75:5061;ctransport=tls,192.168.1.56:5061;transport=tls
SET AUTH 1

SET ENFORCE_SIPS_URI 0

SET ENCRYPT_SRTCF 0

SET ENABLE_G711A 1

SET ENABLE_G711U 1
SET ENABLE G729 1

e H175: Hixxsettings.txt
e J129: J100settings.txt
2.Save the file as a local text file. The method will depend on your browser.
e Chrome: Right-click on the window and select Save as ... .
o Explorer: Select File | Save as ... .
¢ Firefox: Right-click on the window and select Save Page As ... .

3.The downloaded file can now be edited using a text editor. The supported fields are described in the appropriate
administration manual for the phone series, see Additional Documentation [ 153,

4.When completed, upload the file to the file server being used by the telephones.

5.Restart the phone or phones in order for them to reload their files including downloading the edited settings file.
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1.9 Remote Workers

For configuring the 1129 for remote worker, there is no need for editing the auto generated settings files. First the phones
should be provisioned locally in order to test operation and to obtain the proper root certificates. After this, when the
phone is moved to remote location, the HTTP Server need to be configured with the public address route to the IP Office.

1.10 Resilience

Resilience allows phones registered on one IP Office system in a network to automatically re-register on another system
when their current system is not accessible for some reason. For IP Office Release 10.0 and higher, resilience is supported
for Avaya SIP telephones.

Resilience is configured in the IP Office system configurations. Refer to the "IP Office Resilience Overview" manual, see
Additional Documentation [ 154,

1.11 Phone Operation Notes

The following known differences/limitations apply to the operation of SIP phones on IP Office:

o IP Office Hot Desking (Log In/Log Out)
SIP phone can use the IP Office user hot desking features, for example the *35 and *36 default short codes.
However, when a different user is logged in using those functions, the user information stored on the phone
(personal directory, call log, etc) is not changed. Additionally the phone continues to display the details of the
user account used to register the phone with the system.

e Account Code/Authorization Code Entry
On SIP phones the IP Office cannot drive the display to indicate when the entry of an account or authorization
code is required. Instead a single tone is played after which the appropriate code should be entered followed by
a #.

e SIP Codec Selection
Unlike H323 IP devices which always support at least one G711 codec, SIP devices do not support a single
common audio codec. Therefore, it is important to ensure that any SIP device is configured to match at least
one system codec configured on the system.

e Auto Answer
For Avaya phones that support the ability to auto-answer calls when requested to do so by the system, that
feature is enabled automatically. However, for 3rd-party SIP phones, if supported by the phone the method
used to signal an auto-answer call needs to be configured separately for each extension in the IP Office
configuration.

1.12 Centralized Branch Extensions

Centralized IP Office branch deployments refers to scenarios where IP Office systems act as local branches within a larger
Avaya Aura network. In these scenarios, Avaya SIP telephones registered with the Avaya Aura can failback to registering
with the IP Office when the connection to the Avaya Aura is not available for some reason. These are called centralized
extensions.

This document does not cover the installation and configuration of SIP centralized extensions.
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IP Office SIP Telephones: Centralized Branch Extensions

1.13 Additional Documentation

Installation/Administration Manuals
The following manuals cover the installation of specific Avaya SIP telephones with IP Office.

1100 Series 1120E, 1140E e IP Office 1100/1200 Series Phone Installation
1200 Series 1220, 1230
B100 Series B179 e Installing and Administering the IP Office B179 SIP Conference
Phone
D100 Series D160 e Installing and Administering IP Office D100 SIP Wireless Terminal
E100 Series E129 e Installing and Maintaining Avaya E129 SIP Deskphone
e Administering Avaya E129 SIP Deskphone
E159, E169 e Installing and Maintaining the Avaya E149 and E169 IP Media
Stations
H100 Series H175 e Installing and Maintaining Avaya H100-Series Video Collaboration
Stations
e Administering Avaya H100-Series Video Collaboration Stations
J100 Series J129 e Installing and Administering J100 Series IP Deskphones SIP
General e IP Office SIP Phones with ASBCE
e IP Office Resiliency Overview

To download Avaya manuals:
1.Browse to http://support.avaya.com and log in.

2.Select Support by Product and click Documents.

3.In the Enter Your Product Here box enter the product name and select the matching option from the displayed

list.

4.Use the Choose Release drop-down to select the required IP Office release.

5.Select the content type you want included in the list of documents.

6.Click ENTER.

Application Notes

Through the its Solutions & Interoperability Lab, Avaya issues a range of application notes. These include application notes

for particular models of third-part SIP telephones. Application notes can be downloaded from the Avaya DevConnect web
site (http://www.devconnectprogram.com/site/global/compliance_testing/application notes/index.gsp).

Brand Model Brand Model

Algo 8028 SIP Door Phone Grandstream GXV3240
8036 SIP Multimedia Intercom GXV3275
8128 SIP Strobe Light LiveSentinel SIP Video Door Intercom
8180 SIP Audio Alerter
8188 SIP Ceiling Speaker Polycom SoundStation Duo
8301 SIP Paging Adapter QSC Q-Sys SIP Softphone
3226 Trunk Port FXO Doorphone Revolabs FLX UC 1000
Ascom i62 VoWiFi handset Valcom One-Way IP Speakers
i75 VoWiFi Handset PagePro IP
Myco Wireless Smartphones
Yealink T-18 SIP Phones
Interquartz Endurance 10CS T-20 SIP Phones
Cetis 3300IP Series SIP Telephones T-28 SIP Phones
9600IP Series SIP Telephones T-26 SIP Phones
G-Tek AQ-10x T-22 SIP Phones
ASP-8210-SMK VP530 SIP Video Phone
ASP-6210-S Teledex SIP ND2000 Series
AAX-4100 SIP NDC2000 Series
SIP LD4200 Series
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Chapter 2.
Generic Installation Process
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2. Generic Installation Process

This section details the simplest installation method. This method is suitable for customer sites that do not have a separate
DHCP server. This simple installation processes assumes:

e SIP Registrar/Proxy
The IP Office system is the SIP registrar.

e DHCP Server
The IP Office system acts as the DHCP server. To use a separate DHCP see Alternate DHCP Server Setup/ 38,

o File Server
The IP Office acts as the file server for IP telephones. It auto-generates the necessary settings and upgrade files for
Avaya IP phones. To use a separate file server, see File (Provisioning) Server Settings [32,

e TLS Certificate
If TLS is enabled, the IP Office system's own default identity certificate is used. For additional options see Server
Certification[ 423,

The general process for connecting SIP telephones to an IP Office system can be done in two ways. The steps are
summarized below.

Using manual configuration:

This method requires configuration of the user and extension entries in the system configuration before connecting of the
actual phones.

1. Check that the system has the appropriate licenses| 9™ to support both the SIP telephone extensions (Avaya and
third-party) and the extension users.

Enable SIP extension support/ 19

Adjust the system Codecs[2™ (Optional).

Add SIP Users to the configuration/25",

Add SIP Extensions to the configuration/ 26,

2.
3.
4.Check the system DHCP settings |23\,
5.
6.
7.

Attach the phones/[3d\.

Using auto-create configuration:

This method allows the system to automatically create user and extension entries in its configuration when the phones are
connected.

1. Check that the system has the appropriate licenses| 9™ to support both the SIP telephone extensions (Avaya and
third-party) and the extension users.

2.Enable SIP extension support/ 19,

3.Adjust the system Codecs[2™ (Optional).

4.Check the system DHCP settings/ 22",

5.Enable Auto-Create Extn/User/ 2.

6. Attach the phones/3d.
7.Modify the IP Office user and extension settings/ 25"

8.Disable Auto-Create Extn/User/ 29
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Generic Installation Process:

2.1 Enabling SIP Extension Support

The IP Office system support SIP extensions on its LAN1 and/or LAN2 interfaces. For phone's being supported using auto-
generated files, these values are included in the auto-generated settings file downloaded by the phones when they restart.

¢ Reboot Required
Note that changing the SIP registrar settings of an IP Office system requires the IP Office system to be
rebooted.

To enable SIP extension support:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.
2.Select System or System Settings | System.
3.Select LAN1 or LAN2 as required and then select the VoIP tab.

System LAN Settings VolP Metwork Topology
Voicemail
System Events H.323 Gatekeeper Enable H.323 Signaling Over TLS Auto-create Extension
SMTP YES Preferred w NO
DNS H.323 Remote Extension Enable Remote Call Signaling Port
SMDR YES 1720 o
LAN1
LANZ
VolP SIP Trunks Enable SIP Registrar Enable Auto-create Extension/User
YES YES NO
ValP Security
. . SIP Remote Extension Enable SIP Domain Name SIP Registrar FQDN
Voice Compression
Module (VCM) NO 192.168.0.210
Directory Services Challenge Expiry Time (sec)
Telephony 10 9
Contact Center
UDP UDP Port
YES 5080 o
TCP TCP Port
YES 5060 =
TLS TLS Port
NO 5061 o

o SIP Registrar Enable
Check that SIP Registrar Enable is selected.

¢ Auto-create Extn/User: Default = Off
When this option is selected, the IP Office automatically creates user and SIP extension entries in its
configuration based on SIP extension registration.

- 1 WARNING
Leaving this settings enabled is strongly deprecated. For Release 9.1 and higher, the system automatically
disables the settings 24-hours after it is enabled.

o SIP Remote Extn Enable: Default = Off
Currently remote SIP extension options are only supported for Avaya SIP client applications. Remote
connection is not supported for third-party SIP devices.

e SIP Domain Name: Default = Blank
This value is used by SIP endpoints for registration with the system. If left blank, registration uses the LAN IP
address. The entry should match the domain suffix part of the SIP Registrar FQDN below, for example
acme.com.

e Note: For Avaya SIP telephones supported for resilience, the SIP Domain Name must be common to all
systems in the network.

e This is the local SIP registrar domain name that needed by SIP devices in order to register with the IP
Office. If you are using TLS, this value needs to included in the security certificates[ 42 applied to the IP
Office and, if used, separate HTTP file server.
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e SIP Registrar FQDN: Default = Blank
This is the fully-qualified domain name, for example example.acme.com, to which the SIP endpoint should
send its registration requests. This address must be resolvable by DNS to the IP address of the IP Office
system.

e Layer 4 Protocol: Default = Both TCP & UDP
These fields set the transport protocol for SIP traffic between the IP Office and SIP extension devices.

o ! Important
Do not enable a protocol unless it is intended to be used. Many phones only use the first enabled
protocol that they support in the order TLS, TCP, UDP. They will not fallback to another enabled
protocol if problems are encountered in the first protocol. For example, if TLS is enabled, that is
indicated to phones through the IP Office's auto-generated phone settings files. The phones will then
attempt to use TLS (for example requesting certificates etc) and will not fallback to TCP or UDP if TLS
operation is not fully or correctly configured.

e UDP Port: Default = Enabled/5060
The SIP port if using UDP. The default is 5060.

e TCP Port: Default = Enabled/5060
The SIP port if using TCP. The default is 5060.

e TLS Port: Default = Disabled/5061
The SIP port if using TLS. The default is 5061. This option requires server certification to be applied to the
IP Office system and to the file server. Do not enable TLS and connect phones until the correct server
certification[ 42\ has been complete.

e Challenge Expiry Time (sec): Default = 10
The challenge expiry time is used during SIP extension registration. When a device registers, the system sends
back a challenge and waits for a response. If the response is not received within this timeout the registration
fails.

5.1If you have made any changes, save the configuration back to the IP Office.

SIP Telephone Installation Notes Page 20
IP Office™ Platform 10.0 - Issue 01c (07 December 2016)

Comments on this document? infodev@avaya.com



Generic Installation Process: Enabling SIP Extension Support

2.2 System Default Codecs

By default, all VoIP devices added to the configuration use the system's default codec preferences. This is shown by the
Codec Selection settings on the individual IP trunk or extension being set to System Default.

For most installations these settings do not need to be changed, however it is important to understand how the options
are set and used by the system.

Similarly, whilst the codec preferences used by an individual trunk or extension can be adjusted, the use of the system
default settings is strongly recommend to ensures codec consistency between the trunks and extensions involved in any
call. This helps minimizes the need for the system to use additional system resources such as VCM channels. It also allows
the use of options such as direct media connection during calls.

e SIP Codec Selection
Unlike H323 IP devices which always support at least one G711 codec, SIP devices do not support a single
common audio codec. Therefore, it is important to ensure that any SIP device is configured to match at least
one system codec configured on the system.

To change the system default codec preferences:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.
2.Select System or System Settings | System.
3.Select VoIP.

System
’. ) Ignore DTMF Mismatch For Allow Direct Media Within NAT RFC2833 Default Payload

Voicemail Phones Location 101 ~
System Events NO NO
SMTP
DNS

G.711 ULAW 64K G.711 ALAW 64K G.722 64K
SMDR

MO

LAN1

G.729(a) 8K CS-ACELP G.723.1 K3 MP-MLQ
LANZ YES YES
VolP
VolP Security
Voice Compression - = X
Module (VCM) 1. G711 ULAW 64K o K
Directory Services 2. G711 ALAW 64K Ao x®
Telephony 3. G.729(a) 8K C5-ACELP Ao
Contact Center 4. GT72316K3 MP-MLO o

Select Codec v

4.The Available Codecs list shows the codecs the system supports. Those codecs that are enabled in other
configuration forms including the default codec selection.

o 1 WARNING:
Deselecting a codec automatically removes it from any line, system or extension codec list that was using it.

e SIP Codec Selection
Unlike H323 IP devices which always support at least one G711 codec, SIP devices do not support a single
common audio codec. Therefore, it is important to ensure that any SIP device is configured to match at least
one system codec configured on the system.

3.The Default Codec Selection section is used to set the default codec preference order. This is used by all IP (H323
and SIP) extensions and lines on the system that have their Codec Selection setting set to System Default. This
is the default for all new added IP extension and lines.

4. If these settings need to be changed, do so and then save the configuration back to the system.
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2.3 DHCP Settings

The recommendation for SIP telephone installation is to use DHCP, especially if a large number of phones are being
installed. Using DHCP simplifies both the installation and maintenance.

o If the IP Office system is to be used as a DHCP server for the network, use the following processes to check and
configure the system's DHCP settings.

o If a separate DHCP server is used by the customer's network, that DHCP server needs to be configured to support
DHCP requests from IP phones, see Alternate DHCP Server Setup| 38",

e The IP Office can be configured to only provide DHCP support for Avaya phones. That option can be used to allow it
to be used in conjunction with a separate customer DHCP server. This removes the need to configure the
customer's DHCP server for IP phone support.

« I WARNING

Enabling an additional DHCP server in a network can cause connection issues for all devices on the network. Ensure
that you and the customer's network administrator all agree upon the correct choice of DHCP server options.

Enabling IP Office DHCP Support

The following are the main steps for enabling the IP Office system to support DHCP operation for IP phones.

1.Enable DHCP and Set the Number of Addresses| 23

2.Check the Site Specific Option Numbers/24
The IP Office defaults match the defaults used by Avaya IP phones. However it is important to check these values
and to be aware of their potential usage.

3.Set the File Server Settings[32
If the IP Office system is set to provide DHCP for IP phones, that role includes telling the phones the location of the
file server they should use for phone firmware, even if that file server is not the IP Office system.
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Generic Installation Process: DHCP Settings

2.3.1 System DHCP Support

To change the system's DHCP settings:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.
2.Select System or System Settings | System.
3.Select LAN1 or LAN2 as required and then select the LAN Settings tab.

System LAN Settings VolP Metwork Topology
Voi il
oicemal IP Address IP Subnet Mask Primary Transfer IP Address
System Events 192 . 168 . 0 . 210 255 255 . 255 . 0O 0.0 .0 . 0
SMTP
RIP Mode Enable NAT Number Of DHCP IP Addresses
DNS None “ NO
SMDR
LANA DHCP Mode Advanced
Server R YES
LAN2
ValP Apply to Avaya IP Phones Only
VolP Security
Voice Compression
Module (VCM) —
Directory Services Start IP Address  IP Subnet Mask  Default Router Pool Size
Telephony 192.168.0.31 255.255.255.0 0.0.0.0 4 Fa

e DHCP Mode
If the DHCP Mode is set to Server, the Number of DHCP IP Addresses value set how many IP addresses
the system can issue. Those addresses use the IP Address of the system as the starting point.

e Advanced
The Advanced button displays the options for DHCP Pools if required. These settings allow adjustment of the
DHCP settings including adding multiple ranges of DHCP numbers that the IP Office system can support. Note
that address ranges outside those of the IP Office systems own subnet may also require the creation of
appropriate IP routes to ensure traffic routing between the subnets.

e Note: Changes to the DHCP pools do not require a reboot of the IP Office system. However, they will cause
a reboot of Avaya H323 and SIP telephones connected to the system. Non-Avaya IP phones are not
rebooted but may need to be manually restarted in order to obtain a valid address from the new pools
configuration.

e Apply to Avaya IP Phones Only
If selected, the IP Office will act as a DHCP server for Avaya phones only. This option cannot be used if also
supporting 1100 Series and 1200 Series phones.

4. If the settings have been changed, save the configuration back to the system.
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2.3.2 System Site Specific Option Numbers

When requesting address settings from a DHCP server, each phone also requests additional information that the DHCP
server may have. It does this by sending a Site Specific Option Number (SSON) request. If the DHCP server has
information matching the requested SSON, that information is included in the DHCP response.

By default, most Avaya SIP telephones use the SSON 242 to request additional information (the E129 uses 60).
Depending on the particular phone model, it may be possible to change the SSON number it uses.

To changing the system's SSON settings:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.

2.Select System or System Settings | System.

3.Select LAN1 or LAN2 as required and then select the VoIP tab.

System
Voicemail
System Events
SMTP

DNS

SMDR

LAN1

LANZ

VolP

VolP Security

Voice Compression
Module (VCM)

Directory Services
Telephony

Contact Center

(i E T

NO 5061

<>

Port Number Range (Min-Max) Port Number Range (MAT) (Min-

750 |- 5070 0| Max)

46750 |- 50750 O
Scope
Disabled v

DSCP (Integer - Hex)
46 - - B8

v

SIG DSCP (Integer - Hex)
34 ~o- B8 =

v

Video (Integer - Hex)
46 o |- B8

L

<o
<2

Enable RTCP Meonitoring on Port
5005
YES

DSCP Mask (Integer - Hex)
63 -~ - FC

W

<o

Primary Site Specific Option
Number (4600/5600)

176

Secondary Site Specific Option
Number (1600/9600)

242 o

<o

VLAN
Mot Present R

1100 Voice VLAN Site Specific
Option Number (SSON)

232 o

1100 Voice VLAN IDs

4. Check that the site specific option number settings match those required for the phones being supported. The
default for most Avaya SIP phones is 242.

5.If this setting needs to be changed, save the configuration back to the system.
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Generic Installation Process: DHCP Settings

2.4 SIP User Settings

This section looks at just the key configuration settings that affect SIP extension devices.

To configure a basic SIP user:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.

2.Select User or Call Management | User. Select the user to edit or to create a new user, select £F | User. or

+Add User.
User
) ) Mame Full Name
Voicemail sip250
Short Codes
Password Confirm Password Unigue Identity
Button Programming [ [
Telephony
Fonwarding Extension Account Status Profile
Mobility 250 R Enabled v Basic User ~
Group Membership .
Locale Priority
Voice Recording Select WV 5 »
Do Not Disturb
o ot Histur Login Code Confirm Login Code
Announcements

3.The key settings used for SIP telephone registration are:

¢ Name
If the SIP extension is set to Force Authorization (the default), this field is used as the Authorization Name
that must be set in the SIP device's configuration.

o Extension
This should match the SIP ID of the SIP device and the Base Extension setting of the SIP extension[ 26" in the
IP Office configuration.

¢ Login Code
If the SIP extension is set to Force Authorization (the default), this field is used as the Authorization
Password that must be set in the SIP device's configuration. If using IP Office Manager, this setting is on the
User | Telephony | Supervisor settings tab.

4.If creating a new user, after clicking OK or Create, you are prompted whether to also automatically create a new
extension. If so, select SIP Extension.
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2.5 SIP Extension Settings

This section looks just at the key configuration settings that affect SIP extension devices. For full details of all the fields
shown refer to the IP Office Manager Manual.

To configure a SIP extension:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.

2.Select User or Call Management | Extensions. Select the extension to edit or to create a new user, select =) |
SIP Extension or +Add Extension | SIP Extension.

Common
Basic extension settings Extension ID Base Extension
VOIP 250
Device Type Caller Display Type
T38FAX P pay e
Mo Phone Connected
Reset Volume After Calls Location
NO Automatic e
Fallback As Remote Worker Force Authorization
Auto v YES

e Base Extension
This should match the Extension setting of the SIP user added to the IP Office configuration.

¢ Force Authorization: Default = On
If enabled, SIP devices are required to register with the system using the Name and Login Code configured
for the user within the system configuration.

3.Select VoIP.

Comman
IP Address Reserve License
VOIP 0 . 0 . 0 . 0 MNone ~
Extension specific settings
TDM == IP Gain IP -= TDM Gain
T3BFAX
R R
VolP Silence Suppression Fax Transport
NO Select ~
DTMF Transport Local Hold Music
RFC2833 v NO
Allow Direct Media Path Re-INVITE Supported
YES YES
Codec Lockdown 3rd Party Auto-answer
NO Mone (v
Media Security Codec Selection
Select ~ System Default L

1. G711 ULAW 64K
2. G711 ALAW 64K
3. G.729(a) 8K C5-ACELP

4. G.723.1 6K3 MP-MLQ

¢ IP Address
The IP address of the phone. The default setting accepts connection from any address. If an address is
entered, registration is only accepted from a device with that address.

e Codec Selection
If the Codec Selection is left set to System Default, the extension will use the system codec preferences [21,
In most cases this is preferred and any changes required should be made at the system level to ensure
consistency for all IP trunks and extensions. However, if required, the Codec Selection of each individual
trunk and extension can be adjusted to differ from the system defaults.
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Generic Installation Process: SIP Extension Settings

¢ Reserve License:
Each non-Avaya IP phones requires an 3rd Party IP Endpoint license. Normally the available licenses are
issued in the order that devices register. This option allows an extension to be pre-licensed before the device
has registered by selecting the option Reserve 3rd party IP endpoint licence. On system's using WebLM
licensing, this option is fixed to reserve a license.

e TDM->IP Gain
Allows adjustment of the gain on audio from the system's TDM interface to the IP connection.

e IP->TDM Gain
Allows adjustment of the gain on audio from the IP connection to the system's TDM interface.

o DTMF Support
This can be set to one of the two common methods used by SIP devices; RFC2833 or Inband. The selection
should be set to match the method used by the SIP device. However, if the method is not known or can vary
on a per call basis, de-selecting Allow Direct Media Path allows a VCM channel to be used for DTMF support
when necessary.

e 3rd Party Auto Answer
The ability of an extension to auto answer calls allows the system to page that extension. However, for
3rd-party SIP devices the ability to auto answer and the method used to enable that function may vary.

e None
The extension device does not support auto answer.

e RFC 5373
The extension device support auto answer using an RFC 5373 header added to the call invitation message.

+ answer-after
The extension device support auto answer using a 'answer-after' header message.

¢ device auto answers
The IP Office system relies on the extension device auto answering calls.

¢ Media Security
These settings allow the adjustment of the settings for SRTP security if used. Normally these are adjusted at
the system level for the whole system rather than at the individual extension level.

e VOIP Silence Suppression
When selected, this option detects periods of silence during a call and does not send any data during those
silences.

e Local Hold Music
Select this option if the SIP device supports its own hold music source.

¢ Re-invite Supported
If the SIP device is able to receive REINVITE messages select this option.

¢ Codec Lockdown
In response to a SIP offer with a list of codecs supported, some SIP user agents supply an answer that also
lists multiple codecs. This means that the user agent may switch to any of those codecs during the session
without further negotiation. The system does not support multiple concurrent codecs for a session, so loss of
speech path will occur if the codec is changed during the session. If Codec Lockdown is enabled, when the
system receives an SDP answer with more than one codec from the list of offered codecs, it sends an extra
re-INVITE using just a single codec from the list and resubmits a new SDP offer with just the single chosen
codec.

¢ Allow Direct Media Path
This settings controls whether IP calls must be routed via the system or can be routed alternately if possible
within the network structure. If enabled, IP calls can take routes other than through the system. This removes
the need for a voice compression channel. Both ends of the calls must support Direct Media and be using the
same protocol (H.323 or SIP). Enabling this option may cause some vendors problems with changing the media
path mid call. If disabled or not supported at on one end of the call, the call is routed via the system. RTP relay
support allows calls between devices using the same audio codec to not require a voice compression channel.
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Generic Installation Process: SIP Extension Settings

2.6 Allowing Extension/User Auto Creation

The IP Office system can be set to automatically create extension and user entries in its own configuration as each SIP
device registers with the system. It can speed up installation to enable this setting when installing several devices and
then disable the setting once the installation has been completed.

« 1 WARNING
Leaving this settings enabled is strongly deprecated. For Release 9.1 and higher, the system automatically
disables the settings 24-hours after it is enabled.

¢ Reboot Required
Note that changing the SIP registrar settings of an IP Office system requires the IP Office system to be
rebooted.

To enable SIP extension/user auto creation:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.
2.Select System or System Settings | System.
3.Select LAN1 or LAN2 as required and then select the VoIP tab.

System LAN Settings VolP Metwork Topology

Voicemail

System Events H.323 Gatekeeper Enable H.323 Signaling Over TLS Auto-create Extension
SMTP YES Preferred ~ YES

DNS H.323 Remote Extension Enable Remote Call Signaling Port

SMDR YES 1720 =

LANT

LAN2

4.Change the Auto-create Extn/User settings to the state required.

5.Send the configuration back to the IP Office.
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2.7 Attaching the Phones

The menus shown by phones when first connected to the system depend on the particular model of phone. This section
can only provide a general summary.

For most Avaya SIP phones, the general process is as follows:

1.Using DHCP, the phone requests IP address information from a DHCP server. That includes using its DHCP SSON
setting to request file server address information from the matching DHCP server option.

2.Using the file server address provided, the phone requests an upgrade text file appropriate for its particular model
from the file server.

a. If the IP Office is the file server, it auto-generates an appropriate file unless one has been uploaded to it.

b.Using the upgrade file, it compares the details of the firmware it is already running and that which the firmware
the file says it should be running in order to work with the IP Office system.

c. If necessary the phone requests the new firmware files from the file server.
d.Typically as part of loading any new firmware the phone reboots and restarts the process.

3.The phone now requests the settings text file appropriate for its particular model from the file server. This file
contains a wide range of phone settings including details of the SIP server and protocols it should use and the
certificate name if using TLS.

a. If the IP Office is the file server, it auto-generates an appropriate file and adjust various settings in that auto-
generated file to match settings in the IP Office system configuration.

4.The phone requests any further files indicated in the settings file, for example language files and security
certificates.

5.If the phone has previously been connected, it attempts to re-register with the system using the previous account
settings.

6.If the phone is new or its registration is rejected, it will display menu options for registering with the system:
a. When prompted for a username or similar, enter the IP Office user's Extension number.

b. When prompted for a password or similar, enter the IP Office user's Login Code.
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Chapter 3.

File (Provisioning) Server
Settings
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3. File (Provisioning) Server Settings

As part of their installation process, Avaya IP phones request files from a file server. If being installed using DHCP, they
obtain the address of the file server as part of the DHCP response. If being statically installed, the file server address is
entered into the phone as part of the static addressing process.

The file server options are:
e For IP500 V2 systems, the IP Office system's own memory card can be used as the source for the files.

e For IP Office Server Edition systems, the system's own disk can be used as the source for the files used by the
phones.

e When using either of the above, file auto-generation| 12\ is supported for settings and upgraded text files for
supported Avaya SIP phones.

o If either of the options above are not acceptable, a 3rd party HTTP file server is required. The necessary phone
firmware files then need to be loaded onto that server.
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File (Provisioning) Server Settings:

3.1 System File Server Settings

If the IP Office system is being used for DHCP support[ 22 for the IP phones, various settings in the IP Office system's
configuration are used to set the file server addresses sent to the phones in the DHCP responses.

To change the file server settings:
1.Using either IP Office Manager or IP Office Web Manager in offline mode, load the system configuration.

2.Select System or System Settings | System.

System
) ) MName Location Contact Information

Voicemall SystemA None [V
System Events

Locale Device ID TFTP Server IP Address
smre United States (US English) ~ 192 0 188 . 0 . 210
DNS

HTTP Server IP Address Phone File Server Type HTTP Redirection
SMDR 192 . 168 . 0 . 210 Memory Card v of o
LAN1 .

Manager PC IP Address Avaya HTTP Clients Only Enable Softphone HTTP
LANS 255 . 255 . 255 . 255 NO Provisioning

NO

VolP

3. Check the file server settings. These are used in DHCP responses used by the system and when the system is
asked to provide files.

e Phone File Server Type

e Memory Card (IP500 V2) / Disk (IP Office Server Edition)
Use the system's own memory. The system's IP address is provided as the TFTP and HTTP file server
values in the DHCP response. This is the default setting.

e Manager
Use the IP Office Manager application as the TFTP and HTTP file server. This option is only supported for a
maximum of 5 IP phones. This option uses the separate Manager PC IP Address set in the configuration.
The default of 0.0.0.0 is used by the system to broadcast for any available IP Office Manager application
running on the network. Note that by default the IP Office Manager option for TFTP support is disabled (
File | Preferences | Preferences | Enable BootP and TFTP Servers).

e Custom
This option uses the separate TFTP Server IP Address and HTTP Server IP Address values set in the
configuration as the files server addresses in the DHCP response given to phones.

e HTTP Server IP Address
This field is used if the Phone File Server Type is set to Custom. 1t is also used if HTTP Redirection is set
to Phone Binaries. The 0.0.0.0 default means no HTTP request.

e HTTP Redirection (Default = Off)
Supported for 96x1 H.323 and H175 SIP phones only. Allows for the use of an alternate HTTP file server for the
download of large binary files. This field is available when the Phone File Server Type is set to Memory Card
or Disk. When this field is set to Phone Binaries, requesting their binary files are redirected to the HTTP
server defined in the HTTP Server IP Address field.

e Avaya HTTP Clients Only
This option can be used to restrict the system to responding to file requests from Avaya phones and
applications only. This option should not be used if the system is also supporting 1100 and or 1200 Series
phones.

5.1If any changes have been made, save the configuration back to the system.
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3.2 Loading Files onto the System

For IP Office Server Edition and IP500 V2 systems, normal installation includes installing the supported phone firmware
files onto the server. Therefore, no further action is normally required if using the system as the file server for phone
installation. No other firmware should be used with an IP Office system unless specifically documented.

For IP Office operation, only the phone firmware files need to be present on the memory card. Other files required by the
phones are automatically generated[ 124 by the system in response to requests from the phones.

The firmware is also included as part of IP Office Manager and is copied onto the PC when IP Office Manager is installed.
Only the firmware included in an IP Office release should be used with IP Office systems. Different firmware should only be
loaded on to the system's file server if instructed by Avaya. If so, this can be done by a humber of methods.

IP500 V2 Control Unit

The system's System SD card is used to store the files. This is a mandatory card that is present in all IP500 V2 systems.
The firmware files are loaded onto the card in a number of ways:

« 1 WARNING
A memory card should never be removed from a running system without either the card or the system first
being shutdown. IP Office Manager should be used to shutdown the memory card before it is removed from the
system.

o If the system was upgraded using the Recreate SD Card option in IP Office Manager, the firmware is automatically
copied onto the card as part of that process.

o If the system was upgraded using IP Office Manager's Upgrade Wizard, if the Upload System Files option was
selected, the firmware is copied onto the card as part of that process. The Upload System Files option is enabled
by default.

3.2.1 Manually Copying Files

Files can be copied onto the IP500 V2 memory card by placing it into a PC with a suitable memory card slot.

« 1 WARNING
A memory card should never be removed from a running system without first being shutdown.IP Office
Manager should be used to shutdown the memory card before it is removed from the system.

1. First shutdown the memory card using IP Office Manager or IP Office Web Manager:

« IP Office Web Manager
Click Solution. Click Actions and select Server Commands | Memory Card Stop. Select System and click
OK.

« IP Office Manager
a. Select File | Advanced | Memory Card Command | Shutdown.

b.The Select IP Office menu is displayed. Select the system and enter the administrator details when
requested.

c. When prompted for which card to shutdown, select System and click OK.

2.0n the back of the control unit, check that the LED for the memory card slot is off before removing the memory
card.

3.Place the card into the PC's memory card slot and examine the contents.
4.Add any new files to the System SD\SYSTEM\ PRIMARY folder.

5.When the card is reinserted into the system, card usage is automatically restarted.
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File (Provisioning) Server Settings: Loading Files onto the System

3.2.2 Using Manager to Upload Files

Embedded file manager allows you to remote see the files on the memory card used by the telephone system. It also

allows you to upload new files.

1.In IP Office Manager, select File | Advanced | Embedded File Management.

2.The Select IP Office menu is displayed.

3.Select the telephone system and click OK. Enter the name and password for the system. These are the same as

used for configuring the system.

4.The contents of the memory card are displayed.

ﬁ'i Avaya IP Office RT Manager - Embedded File Management - System C [ 7.0 {11020}] [Administrakt

Fle  Edit Wew Help

[ #=p System C Mame ! Size .!

- Spstem 5D

. NADCP-16.EIN
13 SYSTEM

nadcpat'l. bin

nal CPv2 bin
NAS-15.EIN

@ Mew Text Docurent. txt
Manwegian. lng
Falish.Ing
Portuguese. Ing
Ruszsziar.Ing

) LyMaIL
=15 PRIMARY
L HTML

S961_UKR_W0r20_V0r20.tar
51P1120e04.01.07.00.bin
S1P1140e04.01.07.00.bin
S1P124004.01.07.00.bin
Spanish.Ing

Swedizh.Ing

Turkizh.Ing

#01d0 a2_3 bin

I— #0107 62 9 1 bin
4

S9E05_TTHALBRE_1r20 V4.
SIE21_4THALBRE_1r20 V4.

333421
13223
57233
17177
a2

95773
37376
37862
37303
234491
23
22927
43162
433391
40622
38603
3EEES

5IP1120e04.01.07.00.bin

=0l

Marme: 51P1120204.01.07.00.bin
Date Modifed: 2141242010 08 37:40
Size [bytes): 4,316,258

Altributes

I Fead-anly ™ Hidden

V¥ Archive I Syztem

Received BOOTP request For D002b34chbees, 192,168.0,207:68, unable to process

Total Space Used [bytes] 773,324,800
Space Remaining (bytes):  3,186,685,232
19.53%

Help |

5.For an IP500 V2, use the folder tree to navigate to System SD | SYSTEM | PRIMARY. For a IP Office Server
Edition system, use the folder tree to navigate to system | primary.

6.Individual files can be copied onto the card by using drag and drop or by selecting File | Upload System Files.
The whole set of phone firmware files that IP Office Manager has available can be copied by selecting File | Upload

Phone Files.
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3.2.3 Using Web Manager to Upload Files

Within IP Office Web Manager you can use file manager to view files and if necessary upload new files.

1.Log into the system using IP Office Web Manager. Note: This process is not supported in Chrome.

2.Click Applications and select File Mana

AVAYA

er.

% Solution  Call Management = System Settings  Security Manager =~ Applications

File Manager

System Status : 192.168.0.210

M Used Space (GB) B Free Space (GB)
Total Disk Capacity: 3.6GB

Folders
System Volume Information
a (] 5YSTEM
BACKUP
backup_appl
poc
DY NAMIC
LVMAIL
4 (] PRIMARY
ACCS
certificates
EMAIL
HTML

Name
1400Bo0t25.bin
1400LngR10v11Pack0l.bin
1400R46.BIN
1403Boot03.bin
1403R07.BIN
2410_R6.BIN
2420_R6.BIN
4601dbtel_82.bin
4602dbtel_82.bin
4602sbtel_82.bin
5410_R6.BIN
5420_R6.BIN
5601bte1810.bin
5602dbte1806.bin
5602sbte1806.bin

9500BootR15.bin

File Manager

Date modified

Thu Apr 22 10:28:54 GMT...
Wed Sep 12 13:11:26 GM...
Mon Apr 11 18:46:02 GM...
Tue Apr 27 01:14:50 GMT...
Mon Sep 30 19:47:00 GM...
Fri Mar 06 06:43:40 GMT...
Fri Mar 06 06:43:46 GMT...
Mon Nov 13 03:32:56 GM...
Mon Now 13 03:32:58 GM...
Mon Now 13 03:32:58 GM...
Fri Mar 06 06:49:50 GMT...
Fri Mar 06 06:49:56 GMT...
Mon Mar 13 18:05:44 GM...
Mon Mar 13 18:05:46 GM...
Mon Mar 13 18:05:46 GM...

Tue Mar 22 09:52:00 GMT...

3.0pen the SYSTEM | PRIMARY or DISK | SYSTEM | PRIMARY folder.

4. Click on the + icon to upload a new file.

5.Browse for and select the file to upload. Click Upload File.

6.Repeat the previous step to upload another file, otherwise click Cancel.

3.3 Loading Files onto a 3rd-Party Server

Type
bin
bin
EIN
bin
BIN
BIN
EIN
bin
bin
bin
EIN
EIN
bin
bin
bin
bin

Size (kB)
78 kB
101 kB
124 kB
18 kB
175 kB
65 kB
75 kB
751 kB
747 kB
747 kB
66 kB
76 kB
751 kB
747 kB
748 kB

20kB

The phone firmware files are installed as part of the IP Office Manager application and are found in the application's
installation directory. By default, the directory is found at c:\Program Files (x86)\Avaya\IP Office\Manager.

Note that these sets of files include firmware files that are also used for other devices including the system itself.
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Chapter 4.
Alternate DHCP Server Setup
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4. Alternate DHCP Server Setup

The recommended installation method for IP phones uses a DHCP server. This section outlines by example, the basic steps
for using a Windows server as the DHCP server for IP phone installation. The principles of defining a scope are applicable
to most DHCP servers.

You will need the following information from the customer's network manager:

The IP address range and subnet mask the IP phones should use

The IP Gateway address

The DNS domain name, DNS server address and the WINS server address
The DHCP lease time

The IP address of the IP Office unit

The IP address of the PC running Manager (this PC acts as a file server for the IP phones during installation)

4.1 Checking for DHCP Server Support

To check the DHCP server support:
1.0n the server, select Start | Program | Administrative Tools | Computer Management.

2.Under Services and Applications in the Computer Management Tree, locate DHCP.

3.If DHCP is not present then you need to install the DHCP components. Refer to the Microsoft documentation.

If the DHCP server role is supported, the first stage is to create a scopel 3% of addresses for use by IP phones.
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Alternate DHCP Server Setup: Checking for DHCP Server Support

4.2 Creating a Scope

A DHCP scope defines the IP addresses that the DHCP server can issue in response to DHCP requests. Different scopes
may be defined for different types of devices.

To create a scope:
1.Select Start | Programs | Administrative Tools | DHCP.

2.Right-click on the server and select New | Scope.
3.The scope creation wizard will be started, click Next.
4.Enter a name and comment for the scope and click Next.

5.Enter the address range to use, for example, from 200.200.200.1 to 200.200.200.15 (remember the host part
cannot be 0).

6. Enter the subnet mask as either the number of bits used or the actual mask, for example, 24 is the same as
255.255.255.0 and click Next.

7.You can specify addresses to be excluded. You can do this either by entering a range (e.g. 200.200.200.5 to
200.200.200.7) and clicking Add, or by entering a single address and clicking Add.
Note: You should exclude the IP Office from this range, as the DHCP Options in the IP Office should be disabled.
This is only a recommendation. You can also accomplish this by leaving available addresses outside of the scopes
range.

8.Click Next.

9.You can now set the lease time for addresses. If set too large, addresses used by devices no longer attached will
not expire and be available for reuse in a reasonable time. This reduces the number of addresses available for new
devices. If set too short, it will generate unnecessary traffic for address renewals. The default is 8 days. Click Next.

10.The wizard gives the option to configure the most common DHCP options. Select Yes and then click Next.

11.Enter the address of the gateway and click Add. You can enter several addresses. When all are entered, click Next

12.Enter the DNS domain (eg. example.com) and the DNS server addresses. Click Next.
13.Enter the WINS server addresses and click Add and then click Next.

14.You will then be asked if you wish to activate the scope. Select No and then click Next.
15.Click Finish. The new scope will now be listed and the status is set to Inactive.

Having created the scope that will be used by the IP phones, a set of options[ 43 need to be added matching the Site
Specific Options Number (SSON) that the phones will use. The SSON used by 1600 and 9600 Series phones by default is
242.
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4.3 Adding an Option

In addition to issuing IP address information, DHCP servers can issue other information in response to specific DHCP
option number requests. The settings for each option are attached to the scope.

Most Avaya SIP phones use site specific option number (SSON) 242 to request additional information from a DHCP server
(the E129 uses option 60). The option should include defining the address of the phone's file server.
To add an option:
1. Right-click on the DHCP server.
2.From the pop-up menu, select Predefined options.
3.Select Add.
4. Enter the following information:
¢ Name: FileOptions
 Data type: String
e Code: 242
e Description: IP Phone settings
5.Click OK.

6.1In the string value field, enter the following options as a comma -separated string, for example HTTPSRVR=xxxx,
HTTPPORT=y, HTTPDIR==z:

e HTTPSRVR= the HTTP file server DNS name or IP address.
e HTTPPORT= the destination HTTP port. Only needed is the port differs from the default (80).

e HTTPDIR= the HTTP file directory where the IP phone files are located. This entry is not required if those files
are in the server's root directory.

e TLSSRVR= the HTTPS file server DNS name or IP address.
e TLSPORT= the destination HTTP port. Only needed is the port differs from the default (443).

e TLSDIR= the HTTPS file directory where the IP phone files are located. This entry is not required if those files
are in the server's root directory.

e Additional values can also be used, refer to the appropriate administration manual for the phone type, see
Additional Documentation| 15",

7.Click OK.

8.Expand the server by clicking on the [+] next to it.

9. Click on the scope you just created for the phones.

10.In the right-hand panel, right-click on the scope and select Scope Options.
11.In the general tab, make sure option number, for this example 242, is checked.

12.Verify the String value is correct and click OK.

Having created a 242 option and associated with the scope we want used by the IP phones, we now need to activate the
scope| 40,

4.4 Activating the Scope

The scope can be manually activated by right-clicking on the scope, select All Tasks and select Activate. The activation is
immediate.

You should now be able to start installing IP phones using DHCP. If Manager is being used as the HTTPS/HTTP file server,
ensure that it is running on the specified PC.
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Chapter 5.
Security Certificates
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5. Security Certificates

The phone allow an initial connection to an HTTPS file server without validating the certificate chain as long as the server
certificate name is validated. Then the phone will download TRUSTCERTS from the HTTPS server which should include a
root CA for the HTTPS server certificate. So when the phone is rebooted it will have the proper TRUSTCERTS to fully
validate the HTTPS connection.

¢ Local Extension
If the phone is installed in the local network, the phone initially downloads the system's root certificate using an
unsecured HTTP connection. You need to ensure that the system's root certificates have been installed in the
system's Trusted Secure Certificate store, see Adding a Root CA Certificate to the IP Office TCS [45Y,

¢ Remote Worker Extensions
In case when the phone is installed in the remote network, the IP Office system's root certificate need to be
pre-installed on the phone. This can be done as follows:

e Option 1:
Connect the phone to the local network and make sure that the phone's HTTP server points to the IP Office
system. In the initial installation, the phone will download the IP Office's root certificates.

e Option2:
Using a 3rd-party HTTP server, place the IP Office root certificate WebRootCA.pem that on the file server.
Configure the remote phone to use that HTTP server

5.1 Using the IP Office Certificate

For Avaya SIP phones, the TRUSTCERTS setting in the downloaded settings file indicates the name of the certificate that
the phone should request from the file server. The default name is WebRootCA.pem.

If using the IP Office as the file server and auto-generated phone settings files, no further configuration is required. The
certificate name is automatically set in the settings file and the IP Office automatically provides its own identity certificate
in response to requests for that file.

If using an alternate file server then:

e The setting file for the phones on the file server must have a TRUSTCERTS entry specifying the name of the
certificate file the phones should request.

e The matching certificate file must be placed onto the file server.

If the certificate to use is still the IP Office system's own certificate, it can be downloaded from the system using web
manager as follow:

« Downloading the IP Office certificate from an IP500 V2[4

« Downloading the IP Office certificate from a Linux based IP Office[ 43
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Security Certificates: Using the IP Office Certificate

5.1.1 Downloading the Linux Certificate

Use the following process to download the system's current identity certificate. The certificate file can then be renamed
and uploaded to the file server being used by the IP Phones.

To download the root certificate from a Linux based IP Office system:
1.Browse to the IP Office system IP address, ie. http://<server_address> and select IP Office Web Manager.
2.Login with an administrator account.
3. Click on Solution.
4.Click on the = icon next to the system and select Platform View.
5.Select Settings | General.

6.Scroll down to the Certificates section.

Settings
| System
) UUr FoiL 214 -
Certificates CA Certificate
Create new '® Renew existing Import Export
Generate ‘ Download (FEM-encoded) ‘ Download (DER-encoded)

7.Click Download (PEM-encoded) to download the system's certificate file.

8.Rename the file as WebRootCA.pem. This is the default name set in the settings file using the TRUSTCERTS
parameter.

9. Upload the file to the file server[ 38" being used by the phones. .
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5.1.2 Downloading the IP500 V2 Certificate

Use the following process to download the system's current identity certificate. The certificate file can then be renamed
and uploaded to the file server being used by the IP Phones.

To downloading the root certificate from an IP500 V2:
1.Browse to the IP Office system IP address, ie. http://<server_address>.
[3 About IP Office R10.0 x

<« C A [1192.168.0.210/index.htm

AVAYA
IP Office R10.0.0.2

System Name: SystemA
IP Address: 192.168.0.210

| |P Office Web Manager |
[P Office Self Administration

System Status
Knowledge Base

Avaya Support

2.From the web page select IP Office Web Manager and login to the system.

3.From Security Manager. click Certificates.

AVAYA
% Solution Call Management  System Settings  Secuwrity Manager = Applications

Certificates

Certificates | SystemA

Service Users

Offer Certificate Offer ID Certificate Chain Issued Tor Certificate Expiry Waming Davs
NO ipoffice-00e007053b1d.avaya.com 60
Set View Export Regenerate

+ Add Cerfificate

VeriSign Class 3 Public Prima...  Symantec Class 3 Secure Ser..  2013-10-310:0: 0 2023-10-30 23: 59: 59 i. il ﬁ

Issued By Issued To Valid From Valid Till

4.Click Export to download the system's certificate file.

5.Rename the file as WebRootCA.pem. This is the default name set in the settings file using the TRUSTCERTS
parameter.

6.Upload the file to the file server[ 364 being used by the phones.
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Security Certificates: Using the IP Office Certificate

5.2 IP Office Certification

5.2.1 Adding a Root CA Certificate to the IP Office TC

When deployed, the phone attempts to download the root CA certificate from its file server. It then stores that file in its

Trusted Certificate Store.

To add certificates to the IP Office system's trusted certificate store using IP Office

Web Manager:

1.Obtain the root CA certificate from whichever source you use for certification.

o IP Office Own Certificate

If the IP Office signs its own certificates, no further steps are required. The system has its own root CA
certificate already installed in its Trusted Certificate Store and provides that certificate when requested by

the phone.
e Another IP Office

If you are using another IP Office to generate certificates, download the root CA certificate from that IP Office.

See Using the IP Office Certificate[ 42,

e Other Certification

If you use another source for signing certificates, you will need to add the root CA certificate from that source

to the IP Office's trusted certificate store.

2.If you are using a certificate from another IP Office or other source, you need to add the root CA certificate to the

IP Office systems trusted certificate store.

a. IP Office Manager: Access the system's security settings. Click System and select the Certificates tab.

b.IP Office Web Manager: Click Security Manager and select Certificates.

Offer Certificate Offer ID Certificate Chain

NO
Set View Export Regenerate
Issued By Issued To
VeriSign Class 3 Public Primary Certifica... Symantec Class 3 Secure Server CA - G4

VeriSign Class 3 Public Primary Certifica...

SIP Product Certificate Authority SIP Product Certificate Authority

WeriSign Class 3 International Server CA...

Issued To:
ipoffice-00e007053b1d.avaya com

Valid From

2013-10-310: 0: 0
2010-2-80: 0: 0

2003-7-250: 33: 17

c. Click Add or +Add Certificate and select the root CA certificate.

Certificate Expiry Waming Days
60

+ Add Cerlificate

Valid Till

2023-10-30 23: 59: 59 R i ]
2020-2-7 23: 59: 59 R A i ]
2027-8-17 5: 1%: 39 R A i ]

3. Ensure that you save a copy of the certificate. It also needs to be added to the certificate stores of the file server is

using HTTPS for provisioning.

To add a certificate using file manager:

Certificate files (.PEM and .DER) can be placed directly into the system memory. Those files are loaded into the system's
trusted certificates store the next time the system is restarted or its security settings reset.

1.Using one of the methods for loading files onto the system! 34, add the certificate to the /SYSTEM/PRIMARY/

certificates/TCS/ADD folder.
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5.2.2 Create an Identity Certificate for the IP Office

This example assumes that the IP Office Server Edition server is the certificate authority. In that role it can also be used to
create identity certificates for other servers including other IP Office's. That includes creating an identity certification for

the IP Office service.

To create an identity certificate for the IP Office:
1. Within the server's web management menus, select Platform View.

2.Select Settings and then General.

3. Locate the Certificates section and select Create certificate for a different machine.

#| Create certificate for a difierent machine

Machine IP: 192 168.0.214 Password complexity requirements:

Password:

Confirm Password:

Subject Name:

Subject Alternative Mame(s):

Duration (days):
Fublic Key Algorithm:

Secure Hash Algorithm:

Fegenerate

* Minimum password length: 8

* Minimum number of uppercase characters: 1
* Minimum number of lowercase characters: 1
* Maximum allowed sequence length: 4

primary

DS primary, DNS:primary.example.com, IP:192 168.0.214, URl:sip:182 1

2555

RSA-2048 v

SHA-256 v
Download (PEM-encoded) Download (DER-encoded)

4.1In the fields below that, enter the details for the IP Office's SIP server. The Subject Alternative Name(s) field should
include the following entries, each separated by a comma. Multiple entries are required if using both LAN1 and LAN2:

e DNS entries for the system's LAN1 and/or LAN2 SIP Domain Name, eg. DNS:example.com

e DNS entries for the system's LAN1 and/or LAN2 SIP Registrar FQDN, eg DNS:ipoffice.example.com

o IP entries for the system's LAN1 and/or LAN2 IP addresses, eg. IP:192.168.42.1, IP:192.168.43.1

o If supporting remote workers, add an IP entry with the public IP address of the IP Office.

e SIP URI entry for the LAN1 and/or LAN2 SIP Domain Name, eg. URI:sip:example.com

e SIP URI entry for the LAN1 and/or LAN2 IP address, eg. URI:sip:192.168.42.1

o If using a separate HTTPS file server, add a SIP URI entry for the file server's domain name.

5.Click on the lower Generate button.

6.Click on Download (PEM-encoded) to download the file.
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Security Certificates: IP Office Certification

5.2.3 Add the Identity Certificate to the IP Office

To add the identity certificate to the IP Office:
1.Using IP Office Manager, access the system's security settings.

o IP Office Manager:

a. Access the system's security settings. Click System and select the Certificates tab.

b.Click Set and select Import certificate from file.

" -10] x|
File Edit View Help
Security Settings =
(-9 Secuty || Swich Name | IP Address System Detalls | Unssoured Interfaces Cetficates |
System C 192.168.0.1 Identity Certificate
P Serviees 7 Offer Certficate i
{3 Rights Groups (14) Offer D Certificate ( R mrmp=mm—" x|
gy Service Users (6) lssued To

" Select from Cument User certfiicate store
~ Select from Local Machine certfficate store Set I View | Regenerate |

|
+ Import certificate from file
Certificate Expiry War

" Paste from clipboard

™ Use diferent Iden

Received Cerificate | IS | Cancel |

(Management Interf: d

+ IP Office Web Manager:

a.Click Security Manager and select Certificates.

b.Click Set.
Offer Certificate Offer ID Certificate Chain Issued To: Certificate Expiry Warning Days
NO ipoffice-00e007053b1d. avaya.com 0
Set View Export Regenerate
Add Certificate
Issued By Issued To

Walid Till
Select certificate file from local machine
VeriSign Class 3 Public Primary Certifica... Symantec Class 3 Secu

2023-10-30 23: 59%: 59 R i ]
VeriSign Class 3 Public Primary Certifica VeriSign Class 3 Intern 2020-2-7 23: 59: 59 & 1 o
SIP Product Certificate Authority SIP Product Certificat: 2027-8-17 5: 19: 39 i

reduct Certificate Authority roduct Certificate Upload cancel & T o

2.Select the previously generated IP Office identity file[ 46 and load it.

3.The IP Office now has a trusted root CA certificate and an identity certificate signed by that root certificate. The
identity certificate has the alternate name values required by the phone for proper security.
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5.3 File Server Certification

The same root CA certificate added to the IP Office system[45% should also be added to the file server. If the IP Office is
signing its own certificate, this is the PEM certificate downloaded from the IP Office system.

5.3.1 Add the Certificates Snap-In

To install certificates, you must first enable the Certificates Snap-in for the Microsoft Management Console (mmc).

To enable the Certificates Snap-In:

1.

2
3
4
5.
6
7
8

Click the Start Button.

.Select Run and type mmc.
.Click File and select Add/Remove Snap in.

.Select Certificates from the Available Snap-ins box and click Add.

Select Computer Account and click Next.

.Select Local Computer and click Finish.
.Click OK.

.Return to the MMC. You can now use the

5.3.2 Add the Trusted Root CA Certificate to the Windows Certificate Store

To add the trusted root CA certificate to the Windows certificate store@

1.
2.
3.

4.

5.

6.

Click the Start Button.
Select Run and type mmc.

Expand the Certificates and right-click Trusted Root Certification Authorities. Click All Tasks and select
Import.
E Consalel - [Console Root\Certificates (Local Computer]\Trusted Root Certification Authorities]

& File Action View Favorites Window Help

e 2@ olc=HE

| Console Root Object Type

4 _?‘]J Certificates (Local Computer) | Certificates
| Personal B

4 Trusted Root &5 Certificates..
| Certificat

| Enterprise Tr All Tasks 4 Find Certificates...
| Intermediate
9 Trusted Publ  View 4 Import..
| Untrusted Ce Mew Window from Here
| Third-Party f .
7 Trusted Peoy New Taskpad View...
| Other People Refresh
™" .
| McAfee Trus Export List..
| PC-Doctor, Ii Help

| Remote Deskop 1
This starts the Certificate Import Wizard:
a. Click Next and the file import dialog opens.
b. Locate the trusted root CA certificate file (root-CA.pem) downloaded earlier and click Next.
c. Click Next to confirm the location Trusted Root Certification Authorities.
d. When the wizard is completed, click OK.

If you have any intermediate signing authorities, use the similar process to add them to the Intermediate
Certification Authorities store.

You can exit console now.
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Security Certificates: File Server Certification

5.3.3 Create an Identity Certificate for the File Server

When the phone sends an HTTP request to the IP Office, it receives a 307 redirect message pointing to the HTTP server
and resends the request to that server. But to open an HTTPS connection to the server, it needs to validate the server's
identity by verifying the IIS server's identity certificate against a known signing authority.

We have just given the phone a trusted root CA certificate from our signing authority, so if we give the IIS server an
identity certificate signed by the same signing authority, the same trusted root CA certificate on the phone can be used. To
do this we can give the server the same root CA certificate and its own identity certificate.

To create an IP Office identity certificate for file Server:
In this example, the IP Office Server Edition is being used to sign certificates (it is the certificate authority). Therefore, it

can also be used to create identity certificates for other PCs that it will sign, in this case an identity certificate for the IIS
server.

1. Within the server's web management menus, select Platform View.

2.Select Settings and then General.

3. Locate the Certificates section.

4.Select Create certificate for a different machine.
¥| Create cerfificate for a diffierent machine

Machine P 192 168.0 201 Password complexity requirements:
* Minimum password length: 8
Password: I * Minimum number of uppercase characters: 1
* Minimum number of lowercase characters: 1
CONfirm Password: seesssssss * Maximum allowed sequence length: 4
Subject Name: fileserver

Subject Alternative Name(s). DMNSfileserver, DNEfileserver.example.com, IP:192.168.0.201, IP:203.0.

Duration (days): 2555

Public Key Algorithm: RSA-2048 A

Secure Hash Algorithm: SHA-256 A
Regenerate Download (FEM-encoded) Download (DER-encoded)

5.In the fields below that, enter the details for that PC. In this example, the computer hosting the IIS server has a
single FQDN and numerous IP addresses. This information is all added to the Subject Alternative Names field: DNS:
fileserver.example.com,IP:192.168.0.201, 1IP:203.0.100.30

6.Click on the lower Generate button.
7.Click on Download (PEM-encoded) to download the file.

8.The identity certificate can now be added to the web server[48",
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5.3.4 Add the Identity Certificate to the File Server

The identity certificate generated for the server[49 needs to be added to the HTTP server.

To add an identity certificate to a Microsoft IIS server:

1.0pen the Internet Information Services (IIS) Manager by entering iis in the Start Menu and selecting the
program.

2.Click on the server in the left-hand pane. In the middle pane double-click on the Server Certificates icon.
Q_:-J Internet Informaticn Services (IS) Manager

— .
@ ) [63» Lcanam »

File  View Help

Connections -
Qg! LC111274 Home

4 ﬁ’a LC111274 (GLOBAL\kerryy)

Filter: - G i Show All | G by: - 5~
Application Peols Hhen ° % o R Area
4- @ Sites s
4 iy Default Web Site ; ¥ == i =
" a] " . b i =n_
- - | aspnet_client _“_[,i\,_i Q_J 'ﬂ- <-|:_ﬂ <::z
» || signatures Authentic... Cempression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon...
P o= Fe
OQutput Request Server Worker
Caching Filtering Certificates | Processes

a. On the far right of the window that appears click on Import....

b.Browse to P12 format certificate file and select it.

c. After importing the certificate, you can right click on it and select details. Scroll down to verify that the Subject
Alternative Name contains all of the fields that you set when you created the identity certificate[ 46>,

3.You now need to configure the web server to use the certificate. Within IIS, select the web site to use and on the
right select the Bindings. This brings up a pop-up listing the ports in use.

& Internet Information Services (IIS) Manager [SEn =
& ) @ Lamm s st v Default ek Site s | & @-
File View Help
Connections . Actions
e @ Default Web Site Home
=] B Explore
493 LC111274 (GLOBAL \kerryy) = Edit Permissions...
" B Avplication Pocis Filter: - (G0 - Gy Shaw All | Group by: Area - - E;‘ ;”"' —
a.[a| Stes s it Site
2 g =
| espnet.client o 2’ [“Site Bindings Sl =
>+ | signatures Authentic.. Compression  Def§ 2 pplications
Doci) N View Virtual Directories
e = Type  Host Name Port IP Address Binding Informa.., Add... —_—
;hﬂ E ﬁ hitp 20 - Manage Web Site &
Output Request  S55L5d nettcp 808~ € Restart
Caching Filtering net.pi... " v
Management net.m... localhost B Stop
M., localhost Browse Web Site
D [ nttps - Browse =80 (http)
Configurat... < L | » (
Editor ‘ .
Advanced Settings...
Configure
L Limits...
a. Select the https binding on the default secure port 443, and click on Edit.
b.In the SSL certificate drop-down, select the certificate to use. Click OK.
c. Click Close.
4. Close IIS Manager.
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Chapter 6.
Monitoring SIP Phones
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6. Monitoring SIP Phones

6.1 Viewing SIP Phone Communications

The System Monitor trace can be set to include SIP registration traffic, DHCP requests and HTTP file transfers.

To monitor SIP extension registration process:
1.Click the “ﬁ? Trace Options icon. Alternatively, press Ctri+T or click Filters and select Trace options.
2.0n the Services tab, select HTTP and DHCP.
3.0n the SIP tab, select SIP Reg/Opt Rx and SIP Reg/Opt Tx.
4.If more detail are required, also select SIP and set the level to Verbose.

5.Click OK.

6.2 Viewing Registrations

The status of the SIP extensions in the IP Office configuration can be viewed using the System Monitor application. Select
Status | SIP Phone Status to display the SIP extension list.

o

Taotal Configured: 1 YW aiting 1 secs for update

Taotal Reqgistered: 1 Reqgisterad Status

E st Mum | IF Addresz | T ranzport | |1zer Agent | SIFO... | Statuz

1334 192168 42 203 UDF #eLite releaze 1103d stamp 53117 Fikd 5P Regiztered

< | i

"Displa_l,l Cption

' Show &l " Fegistered UnRegistered P Eenzel

6.3 Registration Blacklisting

The IP Office system logs failed H323/SIP registration requests. Multiple failed attempts can lead to the extension and/or
IP address becoming blocked for a period.

Blocking applies as follows:

+ Extension Blocking
Registration attempts to an existing extension using the wrong password are blocked for 10 minutes after 5 failed
attempts in any 10 minute period.

o IP Address Blocking
Registration attempts to a non-existent extension or using the wrong password of an existing extension are blocked for
10 minutes after 10 failed attempts in any 10 minute period.

When blocking occurs, the system generates an alarm in System Status and adds an entry to its audit log. A system alarm
is also generated and can be output using any of the supported system alarm routes (SMTP, SNMP, Syslog). System
Monitor can display details of blacklisted IP addresses and extensions, select Status | Blacklisted IP Addresses and
Status | Blacklisted Extensions.

SIP Telephone Installation Notes Page 52
IP Office™ Platform 10.0 - Issue 01c (07 December 2016)

Comments on this document? infodev@avaya.com



Chapter 7.

Avaya SIP Phone Installation
Notes
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7. Avaya SIP Phone Installation Notes

This section provides notes for specific Avaya SIP phones where their installation differs from the generic installation
process| 18%. The sections may also detail differences in operation when registered with an IP Office system rather than
other Avaya systems.

Specific installation processes are included for the following phones:
e B179[5M
o E129[55
e J129[6H

7.1 1100/1200 Series

IP Office supports the 1120E, 1140E, 1220 and 1230 telephones.

In most cases these phones are redeployed from previous Nortel BCM or SIP system and need migration from their
existing firmware to Avaya IP Office SIP firmware.

The additional steps for the firmware migration options are detailed in the separate "IP Office 1100/1200 Series Phone
Installation" manual. See additional documentation/[ 15,

7.2 B100 Series (B179)

IP Office supports the B179, a high-quality SIP conference phone.

The additional steps required for configuration of this type of phone to work with IP Office are covered in the separate
"Installing and Administering the IP Office B179 SIP Conference Phone" manual. See additional documentation! 15>,

To set the conference codes:

The B100 Series phones needs to be configured with a number of conference codes. The main conference code required is
one to conference the phone with any held calls it has. This should match a conference short code on the IP Office system.
The default IP Office system short code is *47. The analog B149/B159 also need to be configured with codes to send a
hook flash to the system to hold/unhold calls.

1.Press the # Menu button.

2.Scroll to CONF GUIDE and press OK.

3.Scroll to SETTINGS and press OK.

4. At the ENQUIRY prompt enter F and OK. Enter F by pressing the #w key. Backspace by pressing ® -

5. At the CONFERENCE prompt enter F and the IP Office conference short code, for example F*47. Press OK.
6.At the RETURN prompt enter F and press OK.

7.To exit the menus, press # Menu again, to exit the current menu option press * -

7.3 D100 Series (D160)

These DECT handsets use a base station that connects to the IP Office system using a SIP trunk and appear on the IP
Office as SIP extensions. There installation process requires creation of a SIP DECT line.

The additional steps required for configuration of this type of phone to work with IP Office are covered in the separate
"Installing and Administering IP Office D100 SIP Wireless Terminal" manual. See additional documentation[ 18",
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Avaya SIP Phone Installation Notes: D100 Series (D160)

7.4 E100 Series (E129, E159, E169)

IP Office supports the E129, E159 and E169 telephones.

The additional steps required for configuration of these type of phone to work with IP Office are covered in the separate
"Installing and Maintaining Avaya E129 SIP Deskphone" and "Administering Avaya E129 SIP Deskphone"” manuals. See
additional documentation| 184,

7.4.1 E129

Following configuration of the system to support SIP extension| 19, there are a number of methods that can be used for
individual E129 configuration. The method to use depends on whether the network has a DHCP server and whether that
DHCP server has been configured to provide the file and SIP server information.

Method Description

1. Full DHCP/55Y Use this method to connect an E129 telephone if the network has a DHCP
sever configured to provide the phone with IP address details plus file and
server settings. This is the method to use if using the IP Office system as the
DHCP server.

2. Normal DHCP/ 564 Use this method to connect an E129 telephone if the network has a DHCP
sever to provide the phone with an IP address, but that DHCP server is not
configured to provide the phone with file and SIP server settings.

3. Normal DHCP to Use this method to connect an E129 telephone with a static IP address if the
Static IP[5M network has a DHCP sever. That server provides the phone with an initial IP
address which is then changed to a static IP address during initial
configuration.

4. Static IP Method 1 Use this method if there is no DHCP server on the network but you have
5 browser access to the network.

Ss Static IP Method 2 Use this method if there is no DHCP server on the network and no browser
5 access to the network.

7.4.1.1 Full DHCP

Use this method to connect an E129 telephone if the network has a DHCP sever configured to provide the phone with IP
address details plus file and server settings. This is the method to use if using the IP Office system as the DHCP server.

e To perform this process you need the extension number and login code of the user created on the IP Office system
[28 for the phone.

To connect an E129 telephone using full DHCP:
1.Connect the LAN cable from the network to the LAN port on the telephone.

2.If the cable provides PoE power, the phone will start booting. Otherwise, connect the phone's power supply to the
DC 5V socket and switch on power to the telephone.

3.The phone will display various messages as it starts.

4.The phone may appear to repeat the booting process more than once. This is normal if the phone has downloaded a
new firmware file.

5.When the phone displays Username, enter the extension number of the IP Office user added for the phone and
press OK.

6.When the phone displays Password, enter the Login Code set in the IP Office configuration for that user and press
OK.

7.The phone displays Processing login... .

o If the details are not recognized, the phone displays Login failed and then returns to displaying Username.
Check the details required against those set in the IP Office configuration.

o If the details are correct, the phone displays the normal idle display with NextScr and Headset buttons.
8. Make a test call to another extension.

9. Repeat the process for any other E129 telephone being installed.

SIP Telephone Installation Notes Page 55
IP Office™ Platform 10.0 - Issue 01c (07 December 2016)

Comments on this document? infodev@avaya.com



7.4.1.2 Normal DHCP

Use this method to connect an E129 telephone if the network has a DHCP sever to provide the phone with an IP address,
but that DHCP server is not configured to provide the phone with file and SIP server settings.

e To perform this process you need the extension number and login code of the user created on the IP Office system
[25 for the phone.

e This method requires a web browser on the same network.

To connect an E129 telephone using partial DHCP:
1.Connect the LAN cable from the network to the LAN port on the telephone.

2.If the cable provides PoE power, the phone will start booting. Otherwise, connect the phone's power supply to the
DC 5V socket and switch on power to the telephone.

3.The phone will display various messages as it starts.

4. When the phone displays Username, do not enter anything. Attempting to enter the user details at this stage will
result in a brief Server Unavailable message before returning to the Username request.

5.Press the 1’1 conference button. The phone briefly displays the IP address it is currently using.

6. Enter that IP address in the web browser.

7.When the login menu appears, enter the administration password. The default password is admin.
a. Select Accounts | Account 1 | General Settings.

i. In the SIP Server field enter the IP address of the IP Office system LAN interface on which you want SIP
phones supported.

ii. In the SIP User ID field enter the extension number of the IP Office user added for the phone.
iii.In the Authenticate Password field enter the Login Code set in the IP Office configuration for that user.
iv.Click Save and Apply.
b.Select Maintenance | Upgrade and Provisioning.
i. Set the Firmware Server Path to the IP address of the IP Office system.
ii. Set the Config Server Path to the IP address of the IP Office system.
iii.Click Save and Apply.

8.The phone displays various messages as it restarts. The phone may appear to repeat the booting process more
than once. This is normal as the phone downloads a new firmware file.

9. Make a test call to another extension.

10.Repeat the process for any other E129 telephone being installed.
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Avaya SIP Phone Installation Notes: E100 Series (E129, E159, E169)

7.4.1.3 DHCP to Static IP

Use this method to connect an E129 telephone with a static IP address if the network has a DHCP sever. That server
provides the phone with an initial IP address which is then changed to a static IP address during initial configuration.

e To perform this process you need the extension number and login code of the user created on the IP Office system
[25 for the phone.

e You also need the static IP address settings for the phone (IP address, subnet mask and gateway address), the file
server IP address and the SIP server address (IP Office LAN1 or LAN2).

e This method requires a web browser on the same network.

To connect an E129 telephone using static IP:
1.Connect the LAN cable from the network to the LAN port on the telephone.

2.If the cable provides PoE power, the phone will start booting. Otherwise, connect the phone's power supply to the
DC 5V socket and switch on power to the telephone.

3.The phone will display various messages as it starts.

4. When the phone displays Username, do not enter anything. Attempting to enter the user details at this stage will
result in a brief Server Unavailable message before returning to the Username request.

5.Press the l"l conference button. The phone briefly displays the IP address it is currently using.

6.Enter that IP address in the web browser.

7.When the login menu appears, enter the administration password. The default password is admin.
a. Select Accounts | Account 1 | General Settings.

i. In the SIP Server field enter the IP address of the IP Office system LAN interface on which you want SIP
phones supported.

ii. In the SIP User ID field enter the extension number of the IP Office user added for the phone.
iii.In the Authenticate Password field enter the Login Code set in the IP Office configuration for that user.
iv.Click Save and Apply.
b.Select Maintenance | Upgrade and Provisioning.
i. Set the Firmware Server Path to the IP address of the IP Office system.
ii. Set the Config Server Path to the IP address of the IP Office system.
iii.Click Save and Apply.
a. Select Network | Basic Settings.
i. Click Statically configured as.

ii. In the IPv4 Address, Subnet Mask and Gateway fields enter the IP address details that the phone
should use.

iii.Click Save and Apply.
d. Click Reboot (top-right). When prompted click OK. Close the browser.

8.The phone displays various messages as it restarts. The phone may appear to repeat the booting process more
than once. This is normal as the phone downloads a new firmware file.

9. Make a test call to another extension.

10.Repeat the process for any other E129 telephone being installed.
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7.4.1.4 Static IP Method 1
Use this method if there is no DHCP server on the network but you have browser access to the network.

e To perform this process you need the extension number and login code of the user created on the IP Office system
[28 for the phone.

e You also need the static IP address settings for the phone (IP address, subnet mask and gateway address), the file
server IP address and the SIP server address (IP Office LAN1 or LAN2).

e This method requires a web browser on the same network.

To connect an E129 telephone using no DHCP:
1.Connect the LAN cable from the network to the LAN port on the telephone.

2.If the cable provides PoE power, the phone will start booting. Otherwise, connect the phone's power supply to the
DC 5V socket and switch on power to the telephone.

3.The phone will display various messages as it starts.
a.The phone eventually displays NETWORK DOWN. Press the button.
b. Scroll down to Network Config and press
c. Scroll down to IP Setting and press
d. Scroll down to Static IP and press . The phone is now set to use a static IP address. To set that address:

e. Scroll down to IP and press . Enter the IP address for the phone. Use the * key to enter dots. Press OK.

-

. Scroll down to Netmask and press . Enter the subnet mask for the phone and press OK.

g. Scroll down to Gateway and press . Enter the networks default gateway (router) address and press OK.
h. Scroll down to Back and press

i. The phone prompts you for a reboot. Press Reboot.

4. When the phone displays Username, do not enter anything. Attempting to enter the user details at this stage will
result in a brief Server Unavailable message before returning to the Username request.

5.Press the l"l conference button. The phone briefly displays the IP address it is currently using.

6. Enter that IP address in the web browser.

7.When the login menu appears, enter the administration password. The default password is admin.
a. Select Accounts | Account 1 | General Settings.

i. In the SIP Server field enter the IP address of the IP Office system LAN interface on which you want SIP
phones supported.

ii. In the SIP User ID field enter the extension number of the IP Office user added for the phone.
iii.In the Authenticate Password field enter the Login Code set in the IP Office configuration for that user.
iv.Click Save and Apply.
b.Select Maintenance | Upgrade and Provisioning.
i. Set the Firmware Server Path to the IP address of the IP Office system.
ii. Set the Config Server Path to the IP address of the IP Office system.
iii.Click Save and Apply.

8.The phone displays various messages as it restarts. The phone may appear to repeat the booting process more
than once. This is normal as the phone downloads a new firmware file.

9. Make a test call to another extension.

10.Repeat the process for any other E129 telephone being installed.
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7.4.1.5 Static IP Method 2
Use this method if there is no DHCP server on the network and no browser access to the network.

e To perform this process you need the extension number and login code of the user created on the IP Office system
[28 for the phone.

e You also need the static IP address settings for the phone (IP address, subnet mask and gateway address), the file
server IP address and the SIP server address (IP Office LAN1 or LAN2).

To connect an E129 telephone using no DHCP:
1.Connect the LAN cable from the network to the LAN port on the telephone.

2.If the cable provides PoE power, the phone will start booting. Otherwise, connect the phone's power supply to the
DC 5V socket and switch on power to the telephone.

3.The phone will display various messages as it starts.

4.The phone eventually displays NETWORK DOWN. Press the button.

5.Scroll to Network Config and press
a. Scroll to IP Setting and press
b. Scroll to Static IP and press . The phone is now set to use a static IP address. To set that address:
c. Scroll to IP and press . Enter the IP address for the phone. Use the * key to enter dots. Press OK.
d.Scroll to Netmask and press . Enter the subnet mask for the phone and press OK.
e. Scroll to Gateway and press . Enter the networks default gateway (router) address and press OK.
f. Scroll to Back and press

g.The phone prompts you for a reboot. Press No. If you do select Reboot, continue as from Step 7 of the DHCP
to Static IP connection[ 57 process.

6.Scroll to Config and press

a. Scroll to SIP Proxy and press . Enter the IP address of the IP Office system LAN interface on which you want
SIP phones supported and press OK.

b.Scroll to SIP User ID and press . Enter the extension number of the IP Office user added for the phone and
press OK.

c. Scroll to SIP Password and press . Enter the Login Code set in the IP Office configuration for that user and
press OK.

d. Scroll to Save and press
7.Scroll to Upgrade and press
a. Scroll to Firmware Server and press . Enter the IP address of the IP Office system and press OK.

b.The phone prompts you for a reboot. Press No. If you do select Reboot, continue as from Step 7 of the DHCP
to Static IP connection[ 57 process.

c. Scroll to Config Server and press . Enter the IP address of the IP Office system and press OK.
d.The phone prompts you for a reboot. Press Reboot.

8.The phone displays various messages as it restarts. The phone may appear to repeat the booting process more
than once. This is normal as the phone downloads a new firmware file.

9. Make a test call to another extension.

10.Repeat the process for any other E129 telephone being installed.
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7.4.1.6 Troubleshooting Telephone Connection

Username Keeps Reappearing
If the Username option keeps appearing after entering the user details, that indicates that the either the telephone is not
configured with the correct address of the SIP server or that the IP Office does not support the SIP extension registration.

During this state, you can press the l"l conference button to display the phone's current IP address if set.

1.Check that the IP Office system is configured to support SIP extensions. If not, correct the system configuration[ 19
and then restart the telephone connection process.

2.Check that the IP Office system has available Avaya IP Endpoint licenses. This can be done using the IP Office
System Status Application. If no licenses are available, correct the license availability[ 9™ and then restart the
telephone connection process.

3.If using a third-party DHCP server configure with the additional options for providing file and SIP server details,
check that the SIP server address is correctly set to the IP Office address (LAN1 or LAN2) on which SIP extensions
are being supported. If the DHCP server needs reconfiguring, do so and then restart the telephone connection
process.

4.1If using a DHCP server that is not configured to provide file and SIP server addresses, use the DHCP to Static IP[57
connection process.

5.1If not using DHCP, user Static IP Method 1584 process from step 4.

Server Unavailable
This message appears briefly if the SIP server setting is not correctly set. See Username above.

Network Down

The Network Down message appears briefly during startup of the telephone. This is normal and does not indicate a
problem. If the message remains displayed after the phone starts, it indicates that either there is no physical network
connection or that the phone does not have any IP address.

Having checked the network cable connection, the latter problem will occur if there is has been no response from a DHCP
server to provide the telephone with an IP address. If using DHCP, check the DHCP server connection and then restart the
phone. If not using DHCP, see Static IP Method 1[58 to set the phone to a static IP address.

Login Failed

The Login Failed message indicates that the user name and password details were not recognized by the SIP server (IP
Office). Check that the values being entered match the user and extension configured in the IP Office system
configuration.

Phone reboots more than once when restarting
This is normal behaviour if the phone has downloaded new firmware. The default setting is for the phone to always check
for and download the firmware whenever it is restarted.
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7.4.1.7 Obtaining the Phone's IP Address

Regardless of whether installed using DHCP or with a static address, the phone can display its current IP address. This
address can then be used for browser access to the phone.

To obtain the phone's IP address:
1. With the phone idle, press NextScr. The telephone displays its current IP address.

2.Press NextScr again. The telephone displays its account name. This matches the user's IP Office user name.

3. Press NextScr again to return the telephone back to idle.

7.4.1.8 Changing the Web Access Passwords
There are two levels of browser access to the telephone, user access and full administrator access.

To change the phone's browser access passwords:
1. Access the telephone's web configuration menus:

a.In a web browser, enter the phone's IP address. The default address uses http://, however https:// access can
be configured if required.

b. When the SIP Deskphone login menu is displayed, enter the phone's current password for full administration
access. The default password for this is admin for full administration access.

2.Click Maintenance and select Web Access.
3.In the menu enter and confirm the new passwords that the phone should use.

4.Click Save and Apply.

7.4.1.9 Hiding the Phone Configuration Menus
The menus on the phone display that relate to phone configuration can be hidden.

To restrict reconfiguration via the phone's menus:
1. Access the telephone's web configuration menus:

a.In a web browser, enter the phone's IP address. The default address uses http://, however https:// access can
be configured if required.

b. When the SIP Deskphone login menu is displayed, enter the phone's current password for full administration
access. The default password for this is admin for full administration access.

2.Click Maintenance and select Security.
3. Select the level of configuration access that should be allowed from the phone:

e Unrestricted
If this mode is selected, all the phone menus are accessible.

e Basic settings only
If this mode is selected, the CONFIG menu on the phone is not accessible.

e Constraint Mode
If this mode is selected, the CONFIG and FACTORY FUNCTIONS menus on the phone are not accessible.

4.Click Save and Apply.

7.4.1.10 Reset an E129

To reset an E129:
1.Press the button.

2.Scroll to Config and press
3.Scroll to Factory Rest and press

4.Press OK twice.
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7.4.2 E159, E169

The E159 and E169 media stations are supported for IP Office Release 9.03 and 9.1 onwards.

Restrictions/Limitations
Consider the following limitations when administering the media station on IP Office:

e With IP Office Version 9.0.3, the firmware files for these phone are not part of the IP Office software.
e These phones do not support TLS or SRTP.

e These phones do not support the system directory.

e These phone are not supported in centralized branch deployments.

e These phones are not supported for IP Office resilience.

7.5 H100 Series (H715)

IP Office supports the H175 video collaboration telephone from IP Office Release 10.0 onwards.

The additional steps required for configuration of this type of phone to work with IP Office are covered in the separate
"Installing and Maintaining Avaya H100-Series Video Collaboration Stations" and "Administering Avaya H100-Series Video
Collaboration Stations” manuals. See additional documentation! 15",
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Avaya SIP Phone Installation Notes: H100 Series (H715)

7.6 J100 Series (J129)

The J129 is a basic desk phone that supports 2 call appearances with a single line call display. The phone does not have
any user programmable buttons for local or IP Office features.

This section provides additional notes on installation and operation of these phones with IP Office systems. For additional
information refer to the "Installing and Administering J100 Series IP Deskphones SIP" manual. See Additional
Documentation| 154,

The IP Office supports the J129 telephone from IP Office Release 10.0 SP2 onwards.

e J129 File Availability for SP2
Support for 1129 phones is included in IP Office Release 10.0 SP2. However, the necessary files will not be
included as part of the system software, apart from auto-generation of the settings file, until SP3. For SP2, the
appropriate J129 firmware set needs to be obtained from the IP Office downloads section of the Avaya support
(support.avaya.com) website and then be manually uploaded to the system! 34", If using the IP Office as the
file server, only the J100Supgrade.txt file, .BIN file and .XML language files need to be uploaded. Note that
the J100Supgrade.txt files needs to be edited to refer to the J100settings.txt file rather than
46xxsettings.txt.

7.6.1 Restrictions/Limitations

Emergency Calls
The Emerg soft key feature is not supported. Emergency calls are not available when the phone is not registered.

Conferencing
When used with IP Office, the phone's conference button creates a 3-way conference hosted locally on the phone
rather than the IP Office.

e Conferencing using other IP Office methods such as short codes is supported.
e IP Office based ad-hoc conferences are not supported.

e For the phone hosted conference, the other parties cannot hear each other when the 1100 Series phone puts
the conference on hold.

Distinctive Ringing
There is no support for distinctive ringing on this phone (no different ringing for trunk calls compared to local
calls).

# Key Usage

J100 telephones do not use # to indicate dialing complete, instead the # key is treated as part of the dialed
number. Dialing is completed by time out of the inter digit dialing timer set in the phone configuration file (default 5
seconds, minimum 1 second, maximum 10 seconds).

Media Security/SRTP
SRTP with AES-256 crypto suite is not supported.

Certificates
e SCEP certificate handling is not supported.

e The phone only requests a certificate during its first connection if TLS is enabled and it has no certificate with
the same name already present.

Unsupported Phone Features:
The following options are

e Call Frwd menu.
¢ Contacts menu.
e Transfer on Hangup.

¢« Automatic Callback.
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7.6.2 Known Problems

¢ Persistent "Acquiring Service" State
This message can be seen if the phone is attempting to register using TLS on a system where TLS is not enabled or
the certificates were not properly configured for TLS phone support before connecting the phones. The resolution is
to disable TLS or upload a suitably configured certificate and then perform a factory reset/ 66" on the phone.

+ Changing IP Office Systems
To switch a phone between different IP Office systems requires a factory reset[66% of the phone. This is due to root
certificate name for the TRUSTCERTS settings on each system being the same (WebRootCA.pem). The phones
cannot distinguish between different certificates with the same name.

e Changing HTTPS Servers
To switch between different HTTPS servers may require a factory reset[68%. This is needed to ensure clearing any
previously installed HTTPS file server root certificate. This is not necessary if both HTTPS servers have identity
certificates signed by the same root certificate authority.

e Changing from HTTPS server to HTTP server:
To switch the phone from a HTTPS file server to a HTTP file server when TLS is configured on the IP Office, requires
a factory reset[66% on the phone. This is needed since IP Office initially configures the phone to use HTTPS when
TLS is configured.

7.6.3 Files

During a restart, J100 Series telephones requests a series of files, using HTTPS or HTTP, from the configured file server
3

e J129 File Availability for SP2
Support for 1129 phones is included in IP Office Release 10.0 SP2. However, the necessary files will not be
included as part of the system software, apart from auto-generation of the settings file, until SP3. For SP2, the
appropriate J129 firmware set needs to be obtained from the IP Office downloads section of the Avaya support
(support.avaya.com) website and then be manually uploaded to the system! 34", If using the IP Office as the
file server, only the J100Supgrade.txt file, .BIN file and .XML language files need to be uploaded. Note that
the J100Supgrade.txt files needs to be edited to refer to the J100settings.txt file rather than
46xxsettings.txt.

The various files, in the order that the phone requests them, are:

e J100Supgrade.txt
Details the firmware supported by the IP Office system. Used by the phone to request those firmware files if
necessary. If using the IP Office system as the file server, the file is auto-generated[ 12" if not physically present.

e * Note: The upgrade file provided for SP2 finishes with a line instructing the phone to request a
46xxsettings.txt file. If using this file, edit this line to be a request for the J100settings.txt file.

e J100settings.txt
Details the phone settings including the SIP server settings. If using the IP Office system as the file server, the file
is auto-generated[ 12 from the system settings if no file is physically present.

e FW_S_J129_R1_0_0_0_35.bin (example)
This type of file is the phone firmware file. The file name indicates the particular model of phone the file is for and
the release number of the firmware. If the phone downloads new firmware, the firmware upgrade takes up to 10
minutes. From IP Office Release 10.0 SP3 onwards, the supported firmware is part of the IP Office Manager for

each release and is installed on the system as part of the upgrade process.

e WebRootCA.pem
If using TLS, the phone requires an appropriate certificate downloaded from the file server.

e Language .XML Files
The settings file will indicate if the phone should request any language files. If using the IP Office system as the file
server, for IP Office Release 10.0 SP3 onwards, the file is auto-generated[ 12 from the system settings if no file is
physically present.
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Avaya SIP Phone Installation Notes: J100 Series (J129)

7.6.4 Simple Installation

The following is an outline for simple J129 installation. It assumes that the IP Office is being used as both the DHCP and
file server and is using its own security certificate.

Process Summary:
1.For IP Office R10 SP2:

a.Download the 3129 firmware file set from the IP Office download pages on support.avaya.com.

b. Unpack the files to a temporary folder.
c. Edit the J100Supgrade.txt file to change the 46XXsettings.txt setting to J100settings.txt.

d.Upload the files to the system's primary folder/[ 34,

2.Enable SIP extension support on the system/ 19",

3. Create the SIP users| 2534 and SIP extensions| 26",
4, Attach and register the phones! 3.

7.6.5 Static IP Address Configuration

The following process is used for static address administration on J100 Series phones.

To statically set the telephone IP address:
1.1If already shown on the display, select Admin, otherwise press the = Menu button and select Admin.

2.1In the Access code field, enter the admin password and press Enter.
3.Scroll down to IP Configuration and press Select.
4.Scroll to IPv4 and press Select.
a. For the Use DHCP option, press Change to set the mode to No.
b.Press Save.
5.Scroll to IPv4 again and press Select.
a.Set Phone to the IP address required for the phone. Use the * key to enter a '.' character in IP addresses.
b. Scroll down and set Gateway to the IP Office LAN address.
c. Scroll down and set Netmask to the network subnet mask.
d. Press Save.
4.Scroll down to Servers and press Select.

a.Set the HTTP Server and/or HTTPS Server address to the file server IP address. When both are set, HTTPS is
tried before HTTP. If the IP Office is used as the file server, enter the IP Office LAN1 or LAN2 address.

b.Set the DNS Server address. This must be configured when using static addressing.
c. Select Save.
5.Press Back to exit from the IP Configuration and then the Admin menus The phone restarts automatically.

6. When prompted to enter the user credentials, at the Username prompt enter the user extension number and then
the user password.
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7.6.6 SIP Settings Configuration

The J100 settings file downloaded by the phone includes the settings for the SIP servers and protocols it should use. If the
settings file is auto-generated| 123, then those settings are based on the SIP values set in the IP Office system
configuration. Otherwise, if using a manual settings file uploaded to the file server, the file should be edited[ 13 to specify
the SIP server settings.

7.6.7 Changing the Phone SSON

The default SSON used by most Avaya SIP phones is 242. When using DHCP for installation, this SSON value needs to be
matched by a DHCP option defining the file (provisioning) server addresses.

If necessary, the SSON used by the telephone can be changed.

To change the SSON of a J100 Series phone:

1.1If already shown on the display, select Admin, otherwise press the = Menu button and select Admin.
2.In the Access code field, enter the admin password and press Enter.

3.Scroll down to SSON and press Select.

4. Enter the new setting between 128 to 254.

5.Press Save.

7.6.8 Viewing the Phone Settings

The current key settings being used by a J100 Series phone can be inspected.

To view the phone's settings:
1.1If already shown on the display, select Admin, otherwise press the = Menu button and select Admin.

2.1In the Access code field, enter the admin password and press Enter.
3.Scroll down to View and press Select.
4. Use the cursor keys to scroll through the settings and their current values.

5.Press Back to return to the normal menu.

7.6.9 Factory Reset

To factory reset a 1100 Series telephone:
1.If already shown on the display, select Admin, otherwise press the = Menu button and select Admin.

2.1In the Access code field, enter the admin password and press Enter.
3.Scroll down to Reset to defaults and press Select.

4.Press Reset.
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Chapter 8.

3rd-Party Installation
Examples
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8. 3rd-Party Installation Examples

This section gives examples of the installation settings used with a variety of SIP devices tested with IP Office. These are
only the basic details for registration with an IP Office system. Full installation and configuration, for example assigning
device IP addresses, is covered in the device or software manufacturer's own documentation.

The devices covered here are:

e Astra 9133i[7Y

e Avaya A10 ATA[ 7™

e CounterPath Eyebeam/X-Lite Softphones| 76"

o Grandstream GXP 2000, GXP 2020/ 7

o Innovaphone IP22, IP24, IP28/8™

e Nokia S60 v3 SIP Client/s®

o Patton Micro ATA[85)

e Polycom Soundpoint/ 863

Additional Documentation
Through the its Solutions & Interoperability Lab, Avaya issues a range of application notes. These include application notes
for particular models of third-part SIP telephones. Application notes can be downloaded from the Avaya DevConnect web

site (http://www.devconnectprogram.com/site/global/compliance_testing/application_notes/index.gsp).

Brand Model Brand Model

Algo

8028 SIP Door Phone

8036 SIP Multimedia Intercom
8128 SIP Strobe Light

8180 SIP Audio Alerter

8188 SIP Ceiling Speaker

8301 SIP Paging Adapter

3226 Trunk Port FXO Doorphone

Grandstream

GXV3240
GXV3275

LiveSentinel

SIP Video Door Intercom

Polycom

SoundStation Duo

Qsc

Q-Sys SIP Softphone

Ascom

i62 VoWiFi handset
i75 VoWiFi Handset
Myco Wireless Smartphones

Revolabs

FLX UC 1000

Valcom

One-Way IP Speakers

PagePro IP

Interquartz

Endurance 10CS

Cetis

3300IP Series SIP Telephones
9600IP Series SIP Telephones

G-Tek

AQ-10x
ASP-8210-SMK
ASP-6210-S
AAX-4100

Yealink

T-18 SIP Phones
T-20 SIP Phones
T-28 SIP Phones
T-26 SIP Phones
T-22 SIP Phones

VP530 SIP Video Phone

Teledex

SIP ND2000 Series

SIP NDC2000 Series

SIP LD4200 Series
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3rd-Party Installation Examples:

8.1 General Notes

e Multiple Line SIP Devices
Some SIP devices can support multiple lines or user accounts, each configured separately. If used with an IP
Office each SIP line requires a separate IP Office SIP extension, user and license. Note this refers to a SIP
device that can handle multiple simultaneous calls itself and not one that is handling multiple calls by holding
them on the IP Office/receiving call waiting indication for waiting calls on the IP Office.

e The IP Office is the SIP Registrar and SIP Proxy
In most cases, a SIP extension device is configured with settings for a SIP registrar and a SIP proxy. For SIP
devices connecting to an IP Office, the LAN1 or LAN2 IP address on which the SIP registrar is enabled is used
for both roles.

e SIP Codec Selection
Unlike H323 IP devices which always support at least one G711 codec, SIP devices do not support a single
common audio codec. Therefore, it is important to ensure that any SIP device is configured to match at least
one system codec configured on the system.

3rd-Party SIP Telephone Features

e Beyond basic call handling via the IP Office (see the features listed below), the features available will vary between SIP
devices and Avaya cannot make any commitments as to which features will or will not work or how features are
configured.

¢ Answer calls. « Hold. ¢ Voicemail Collect. ¢ Hear Page Calls

« Make calls. ¢ Unsupervised Transfer. e Set Forwarding/DND.

¢ Hang Up. e Supervised Transfer. ¢« Park/Unpark.
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8.2 AAstra 9133i SIP

AAstra produce a range of SIP phone devices. The example used here is a 9133i phone.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office

configuration.

1.Browse to the IP address of the phone.

2.Login. The default user name and password are Admin and 22222,

3.Click on Line 1 or the line that will be used for IP Office calls.

Status
System Infarmation
Operation
User Password
Programmable Keys
Directory
Reset
Basic Settings
Preferences
Call Forward
Advanced Setfings
Metwork
Global SIP
Line 1
Line 2
Line 3
Line 4
Line 5
Line &
Line 7
Line 8
Line 9
Action URI
Configuration Server
Firmware Update
Troubleshooting

Configuration Line 1
Basic SIP Authentication Settings
Screen Name

Fhone Mumber
Caller 1D
Authentication Mame
Passwaord

BLA Mumber

Line Mode

Basic SIP Network Settings
Froxy Server

Proxy Port

Backup Proxy Server
Backup Proxy Port
Quthound Proxy Server
Quthound Proxy Port
Registrar Server
Registrar Fort

Backup Registrar Server
Backup Registrar Port

Reagistration Period

SIP334

| 334

|Extn334

| Generic

[192.168.42.1
5080
0.0.00

0

(0,000

o

192.168.42.1

12060
0.0.00
|0

|0

Jser | User | Extension
Extn | Base Extension

User | User| Mame

——User| Telephany | Call Settings | Login Cade

Systern | LAM | LAN Settings | IP Address

Systern | LAM | LAM Settings | IP Address

4.Enter the values to match the IP Office configuration settings as indicated above.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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3rd-Party Installation Examples: AAstra 9133i SIP

Key Programming
The AAstra phones have a range of programmable keys that can be used to activate phone functions or to speed dial
numbers. To use these to activate IP Office functions, the key must be configured to speed dial an IP Office short code.

1.Login to the phone and select Programmable Keys.

Status Programmable Keys Configuration
System Information Key Type Value Line
Opetsion Hard Key 1: speeddial  v| [*17 1 v
User Password _ !
Programmable Keys Hard Key 2: dao not disturh V.
Directory Hard Key 2 |speeddial v | |TaTee 1 v
Reset i L e .
Basic Settings Hard Key 4; _speeddial ¥l AE1# _1 A
Preferences Hard Key 5: speeddial | [*30 [ |1 w
Call Forward B 3 :
Advanced Settings Hard Key &: | none v
Netwark Hard Key T | none w
Global SIP . d
Line 1 BLF List URL:
L?ne . Save Settings ]
Line 3

2.In the example above:

e The first button on the side of the phone has been made a voicemail button by setting it to speed dial the
default IP Office short code for voicemail access.

e The second button is the phones own Do Not Disturb function. Therefore when used it will not be reflected in
the users DND status on the IP Office system.

e The third and fourth buttons are set to use the IP Office default short codes for parking and unparking a call
from park slot 1 on the IP Office system. The phones own Park function does not work with IP Office systems.

e The fifth button is set to the IP Office default short code for Call Pickup Any.

Notes
e Appearances L1-L3 do function and auto hold will work when switching lines

e Speaker button works but release is done thru the hang up button, you cannot end a speaker call by hitting
speaker button again.

e To transfer use the xfer key. Press xfer, enter the transfer destination and press xfer again.

e To park a call, use the xfer key to transfer the call to the short code for parking a call. For example in this case
transfer to *38*1#. To unpark, dial the short code created for that function.

e The Conf button can be used to conference calls. With the first party connected, press Conf, dial the second party
and when answered press Conf again.
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8.3 Avaya A10 ATA

The Avaya A10 Analog Telephone Adapter provides 4 Phone/FXS ports on its rear plus a LAN port. It can be used to
connect analog phone devices to the IP Office via the LAN, with the extensions appearing in the IP Office configuration as

SIP extensions.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the A10.

2.Enter the administrator name and password. The defaults are nimdbg and 54321.

3.Select Telephony and then SIP.
192.168.1.1 | Telephony ! SIP

Home
ImportExport Interfaces | Profiles

Hame Domain Default-Server Registration Authentication Binding State
Hetwork ! To / (none} ethi Enabled ¥
IP/DN S
NAT/NAPT =)

4. Select the Gateways tab and click on sip.
192.168.1.1 / Telephony / 5IP | Gateway sip

Home
Import/Export Configuration &AL
IP Interface [ Iethg vl o
Hletwork SP Gateway [Enabled 7]

IP/DNS
HATINAPT Local Call Signaling Port ISUEU
ACL
oS Call Signaling Traffic Class [ local-default x|
DynDNS - A
INV/ITE Tranzaction Timeout I seconds
DHCP Server 32
VAN Non-INWITE Tranzaction Timeout |3 zeconds
Telephony W TP
Call-Router Transport Protocolz
H.323 [ uop
SIP Ti whi i inati
ime for which a non-rezpoensive destination =hould
| enalty II" BE 2 ) .
VolIP Profiles FEEE B I 600 seconds atay in the penalty box, i.e. =hould not be contacted anymore
Tone Profiles o
PSTH Profiles Apply
Ports Services
Ethernet default 'X
FXS I j
c
Various

5.Click on default in the Services section. Select the Configuration tab.
T 192,168.1.1 / Telephony / 5IP | Gateway sip ! Service default
ome

ImportExport Lo T ol Registration and Authentication |
Doemain | I
Network
IPIONS " Set manual Host Port
i Defautt-Server (Outbound Proxy) ™ Server Type IIoose-router Yl
NATINAPT {* Set always the actual Registrar as Default Server
ACL
QoS Force Keep-Alives v |3600 seconds
DynOHS _ —
DHCP Sarver Call Tran=sfer “erzion: |2 ™
WAN Session Timer Version: IB 'l
UEELIE Create new seszion after redirsct [~
Call-Router
H.323 " Detect NAT Address
Alternate Contact Address -
£l " Uszer Defined IP Address I
VolP Profiles
TR SIP Profile default x| @
PSTH Profiles
Ports VolP Profile [default =] ©
Ethernet ADDE"/
FX5
e Ensure that the Domain field is empty and the check box not selected.
e Enable the check box for Default-Server (Outbound Proxy) and select Set always the actual
Registrar as Default Server.
e Click Apply~.
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3rd-Party Installation Examples: Avaya A10 ATA

6.Select the Registration and Authentication tab.
i 192.168.1.1 | Telephony | 5IP | Gateway sip / Service default
ome

ImportExport I—System | LAM | LAM Settings | IP Address

¥ Ignore redirection of Registrar |1E|2 168.42 1 Host ISUGU Port [~ Register via Default-Server
Network Registrar I~
IP/ONS {~ Register to redirectsd Registrar I Host I Port
NATNAPT o
ACL Registration Lifetime 300 seconds
QoS Aol
DynONS Apply
DHCP Server
VAN Users To Register
Telephony User Hame Register Display Name Phone Context Authenticate Authentication Name  Password Default
Call-Router 333 register  SIP 238 s authenticate  Extn23 defautt
H.323 :
SIP = I = I Ioooooooo Il CF
VolP Profiles .
e — Lser | User | Extension Lser| User | Mame
Extn | Base Extension Lser | Telephony | Call Settings | Login Code

e Enable the Registrar checkbox. Select Ignore redirection of Registrar and enter the IP address and SIP
port of the IP Office LAN on which the SIP registrar is enabled. Click Apply«f.

7.1In the Users To Register section, create a user matching the IP Office SIP extension and user. Enter the
settings and click on CF,

8.Select Call-Router. Select Interfaces and then FXS.
1982.165.1.1 | Telephony / Call-Router

Home
ImportExport m Routing Tables | Functions | Services | Configuration | Active Calls | Status
H.323 | SIP

Network Hame Bound Port Routing Destination
IP/DNS — N
R fxs-0 fxs 00 to-sip (Table) b4
ACL fus-1 fxs 01 to-sip (Table) b4
QoS fus-2 fus 02 to-sip (Tahle) *x
DynDH 3 fus-3 fxs 03 to-sip (Table) *
DHCP Server .
VAN | (g

9.Click on fxs-0.
192.168.1.1 [ Telephony ! Call-Router | FXS Interface fis-0
Home

ImportExport Configuration JE3<1IE]
' Interface I[nDI'le_: 'l
Network

IP/IONS Cal-Routing Destination W % Taple mo

NATNAPT " service I[none_: vl

ACL

QoS Precall Service [~ |inone) =

DynDNS CID Presentation [~ |inone) =

DHCP Server : :

VAN Subscriber Number v |338
TEELEN Call Hald i

Call-Router

H323 Call Waiting Ird

sIp Call Transfer I

VolP Profiles

Tone Profiles Additional Call Offering [

PSTH Profiles PETHN Profile Idefau It 'I

Ports Tone Profile s -
Ethernet

FX5 Aoy

e Enable the Call-Routing Destination checkbox. Select Table and in the adjacent drop down list select
to-sip.

e Enable the Subscriber Number checkbox and enter the IP Office extension number for the SIP extension
and user.

e Click Apply+.
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10.Click on the @ arrow icon after to-sip.
- 1982.165.1.1 / Telephony / Call-Router | Routing Table fo-sip
ome

ImportExport Configuration

Looks Up For

called-a16d Of Destination Execute Function (Optional)
Network
IPIONS T sip (SIP Interface) x
HATMHAPT called-2164 value or defawit | Interface I[HDHE_: vI
SUEL e ; ) Qptional function to execute
QoS Table \none} ¥ I:f
DynDHS " Service |(none) =l Jinone) =]
DHCP Server (Te change an entry,
VAN enter the value of an exizting entry} " none

e Ensure that the table contains T with the destination sip (SIP Interface).

11.Select Call-Router again and then select the Routing Tables tab.
. 1982.165.1.1 | Telephony / Call-Router
ome

ImportExport Interfaces [@rNRE 0 Functions | Services | Configuration | Active Calls | Status

Routing Tables

Hetwoaork Name Looks up for
Ik from-sip called-s164 >
HATINAPT . —— Y4
ACL to-sip called-e164 .
Qos | called-e164 = cF
Mennis

12.Select from-sip.
192.168.1.1 { Telephony / Call-Router / Routing Table from-zip
Home
ImportExport Configuration
Looks Up For . . .
Destination Execute Function (Optional)

Network called-e{64 OF
IP/ONS called-e164 value or default & Interface I ,I
HATINAPT ~ Iﬁ Optional function to execute
ACL 338 Table {none) o
QoS " Service |(none) =] none) =]
DynDNS (To change an entry,
DHCP Server enter the valus of an existing entry) " none

e Enter the IP Office SIP extension number.
e For the Destination select Interface and select the matching fxs port for that extension number.
o Click CF.

13.Repeat for any other SIP extensions on the unit.
192.168.1.1 / Telephony / Call-Router ! Routing Table from-sip
Home

ImportExport Configuration

Looks Up For

Destination Execute Function (Optional)

Network called-ai64 Of

IP/DNS 338 fxs-0 (FX5 Interface) *

HATHAPT called-e164 value or default " Interface I[I'lDI‘le_: ,I

ACL ~ Iﬁ Optional function to execute

Qos Table (none) = ij

DynDHS " service |(none) =l Jinone) =]

DHCF Server (To change an entry,

VAN enter the value of an existing entry) " none

14.Click Save to save the settings so that they will still apply after the unit is restarted.
192,168.1.1/ Save

Home
Import/Export Save Configuration
“‘ou are going to zave the modified configuration persiztenthy.
Thiz iz needed to retain the current configuration beyond the next reload.
Network - L

e Are you sure you want to write the current running-cenfig
IF/DNS to the startup-config?

MATI/NAPT
ACL Save | Cancel |

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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3rd-Party Installation Examples: Avaya A10 ATA

Notes

e When calling from an phone attached to an FXS port, there is a delay of approximately 5 seconds while the unit
wait for dialing to be completed before it routes the dialed digits to the IP Office. To avoid this delay dial # after
dialing the digits.

e The G723 Codec should not be used with the Avaya A10 ATA. However that codec is not enabled by default.

192.168.1.1 / Telephony / VoIP Profiles | Profile default
Home

ImportExport m Fax | Lodem | Diejitter Buffer | Status |

Voice Codecs

Hetwork Position Codec Rx Length [m=s] Tx Length [ms] Silence Suppression
IPIDHE g 1 g7 1lulawsdk |2|:| |2|:| o default T yes i no 'If{ )(_
NAT/HAPT
ACL g 2 gTlalawssk IQ'::I |2':| % gefaut © yez O oo v K
Qo5
B .
DynDNS @ 2 9728 |2l:| |2':| % gefaut © yez O oo v K
E';Crr gERE I Itransparent | I I @ defaut © yes ¢ no cF
L)
Telephony
Call-Router Additional Voice Parameters
H.323 Default Silence Suppression [~ If not =pecified by the codec
SIP
VolP Profiles Highpaz= Fitter [¥ ‘oice input fiter for A/D conversion
Tone Profiles Po=st Filter [¥ ‘oice ouput fiter for YA conversion
PSTH Profiles
DTHMF Relay [
Ports L ol
Ethernet RTP Payload Type For Tane Events (NTE) |1U1
FX5
RTF Payload Type For Signaling Events (NSE) |1UU
Various
System RTP Traffic Class IIDCEI-\;‘DiCE jl
AAA
Time Appty"/
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8.4 CounterPath eyeBeam/X-Lite

CounterPath produce a range of VoIP products. X-Lite is a simple SIP client application that can be used as a PC softphone
test SIP operation. X-Lite can be downloaded from http://www.counterpath.com/.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Either enable the IP Office to allow automatic creation /2% based on SIP phone registration or manually add the
SIP extension and user details to the IP Office configuration.

2.Start the X-Lite SIP client application.
3.Click on the down arrow icon and select SIP Account Settings....

4. Click on Add....

Properties of Account 1 ﬂ

Account |Uoicemaill Tu:npnlog_l,ll F'resencel Advancedl

~User Details
Display Mame I SIPMe]
Lser narme |334 rUYser | User| Exension
LExtn | Base Extension
R I sane User | Telephony | Call Settings | Login Code
Authorization user name I Extnaad User | User | Mame
Damain I 192.1658.42.1 Systern | LAN | LAM Settings | IP Address

Daomain Proxy
I Register with domain and receive incoming calls
Send outhound via:

% domain

 prowy Address I

Dialing plan |

0k I Cancel Apply

5.Set the fields to match the IP Office configuration settings are indicated above.

6.In the Domain Proxy section enable Register with domain and receive incoming calls and select domain

7.When completed click on OK.

Enabled  Acct # Damain Isername Display Mame

2.1 (default)

Remove
Properties. ..

[Make Defaulk

Close

L]

8.Ensure the the account is Enabled.

9.Click Close. The X-Lite client will now attempt to register with the IP Office. The success or failure of that
process will be displayed by the client.

10.If left with its default configuration, then on calls from an IP Office DS extension to the X-Lite client, the
speech from the client will not be heard. The solution is to either configure the client with a single audio codec
[ 784 or to perform the following process.
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http://www.counterpath.com/

3rd-Party Installation Examples: CounterPath eyeBeam/X-Lite

a.Dial ***7469 and select call. The Advanced Options menu is displayed.

Advanced Dptions k|

Filbet: I apply Filker | Clear Filker |

Cpkion Mame alue ﬂ
audin:aec:manual_offset 0

audin:agc:desired_level 1500

audio;concealment ;enabled 1

audin:headset: _section_desc 0

audin:headset:aec_enabled 1

audio:headset: audio_in_agc_enabled 1

audio:headset; audio_in_device (default wave ind
audin:paniciincrease_amount_if_below_in_milliseconds 10 -
< |+ 4

b. Enter honor in the filter field and click Apply Filter.

Advanced Dptions k|

Filker: I honor apply Filker | lear Filker |

Option Mame Yalue
1

syskem:inetworkihonor Firsk codec

c. Set the value for system:network:honor_first_codec to 1.

d.Click on the X icon to close the menu.

Advanced Options x|

Save changes?

Mo | Cancel |

e. Click on Yes to save the change.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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Codec Selection

If the X-Lite client is left configured to support multiple audio codecs, then on calls to the extension there will be no return
speech from the client. This can be resolved by configuring the client to only support a single audio codec, matching one of
the codecs configured for the IP Office SIP extension.

1.Click on the down arrow icon and select Options.

2.Click on Advanced and then on Audio Codecs.

options x|

General Disabled codecs: Enabled codecs:
Broadyoice-32 G711 ulaw
Advanced BroadYaice-32 FEC - |
e CwI4
OWI4 wWideband
; 711 alaw
Audio Codecs G55
iLBC
i L1a PCM wideband
M Speex
. Speex FEC
Videa Lodecs Speex Wideband

Speex Wideband FEC

[
"Fl% —Codec Prooerties

Mebwark Description: I G711 alaw

%

[uality of Service

B

Diaghostics Apply | Revert | Ok, | Canicel |

Bitrate range (bps): IBDDDD = IBIJEII:IIII

Fidelity: I Marrowband (50007

e=s sty ;s |HHHNENEEEENRERERENR
0.0 4.5

3.Ensure that the Enabled codecs column contains just a single codec. That codec must be one supported by the IP
Office extension configuration for the SIP extension.

4. Click OK.
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3rd-Party Installation Examples: CounterPath eyeBeam/X-Lite

8.5 Grandstream

Grandstream devices can support multiple user accounts for the same or different SIP provider accounts. The configured
accounts are displayed on the phone display and the user can select which account is used when making a call. For IP
Office operation, each account can represent a different IP Office SIP extension and user.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the phone. By default the phone uses DHCP and displays its IP address on the
display. Enter the password (the default is admin).

2.Click Login. Select Account 1 or the account that you want to use for IP Office connection.

Grandstream Device Configuration

[ Account Active: ¢ No * Yes ]
Account Name: |Brad4'|42

SIP Server: |192.‘|EE.42.‘| ijstem | LAM | LAM Settings | IP Address
Quthound Proxy: |192.‘|EE.42.‘|

T . (414 Uzser | User | Extension
SIP User ID: |-I'|42 Euxtn | Base Extension

Authenticate ID: |Extn4'|42 User | User | Mame

Authenticate Password: |

User| Telephony | Call Settings | Login Code

Name: IBrad SiPhane

[ localstPpore: [B00 | (defat 5060)
SIF Registration Failure Retry Wair Time: IED— (in seconds. Between 1-3600, default is 20
SIP TI Timeout: [1sec =]
SIP I2 Interval: [4sec 7]

SIP Transpore: & UDP  © TCP

Uze RFC338] Symmetric Routing: & No 0 Yes
NAT Traversal (STUN): & No  © No, but send keep-alive ' Yes
SUBSCRIBE for MWI: & No  Yes
PUBLISH for Presence: 7 No & Yes
Proxy-Reguire: I
Voice Mail UserID: I*'l? (UserID for voice mail system)
choice 1: |G.723A/B x| choice 5. |G726-32 =
Preferred Vocoder: choice 2: |PCMA =l choice 6: |iLBC =]
fin listed order) choice 3- |G.7231 j choice 7- | G.722 (wide band) j
choice 4: |PCMU =l choice & |GSM =

SRTP Mode: & Disabled " Enabled but not forced " Enabled and forced
eventlist BLF URI: |

Special Fearure: IStandard 'I

Update I Cancel | Reboot |
. nlIRghtsReserved Grandsfresm Networks Inc. 2042008

3.Set the fields indicated above to match those required for the IP Office system.
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4. Click on Update.

Grandstream Device Configuration
STATUS BASIC SETTINGS ADVANCED SETTINGS ACCOUNT 1 ACCOUNT 2 ACCOUNT 3ACCOUNT 4ACCOUNT 5ACCOUNT 6

Your configuration changes have been saved.
Thev will take effect on next reboot.

Reboot |
. miRohbResnedGrandteamNevworksInc.200208

5.Click on Reboot. The phone may take up to 1 minute to reboot.

Grandstream Device Configuration

The device is rebooting now._ .
Y ou may relogin by clicking on the link below in 30 seconds.
Click to relogin

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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3rd-Party Installation Examples: Grandstream

8.6 Innovaphone IP22, IP24, IP28

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office

configuration.

1.Browse to the IP address of the unit.

Info  Admin License Update NTP Sync HTTP-Server HTTP-Client

General

P Version 7.00 hotfix3 IP28[09-70300.11], Bootcode[09-7030011], Hardware[402]
SerialNo 00-90-33-21-01-7d (9e)

B DRAM 16 MB

LDAP FLASH g MB

TEL1 Coder 8 Channels of G.711,G.726,G.729

TEL2 Syne

TEL3 S.NTP Server 135.64.181.220
Time 05.06.2009 07:13

TEL4 Uptime 17d 11h 37m 29s

TEIR

2.In the left hand column select GATEWAY.

Logging SNMP Telnet Certificates

3.You will be prompted to login. The default user name is admin. The default password is ip22, ip24 or ip28

depending on the unit type.

Configuration General Interfaces SIP  GK Routes CDRO CDR1 Calls
General
P Call Logging [}
ETHO Route Logging [
— Billing COR= only []
TEL1 Logglng Filter(GWy:Mr)
TEL2 Licenses

Name Count Usage
TEL3
TEL4 QK I Cancel I
TFIR

4. Select Interfaces.

Configuration General = Interfaces SIP GK Routes CDRO CDR1 Calls
General
P Interface CGPHN-In CDOPN-In CGPN-Out CDPN-Qut State Alias  Registration
ETHO : EE
LDAP N Up
TEL1 N Up
TEL2 N Up
TEL3 N Up
TEL4 o Up
TELS + Up
TEL6 +
TELY +
TELS +
e
Gateway

5.Select TEL1 in the Interfaces page.

Marne

Disahle F]

Tones EUROPE-PBX A
Interface Maps | Manual il

Internal Registration
Pratocol Mone +

Feature Codes Support [ {with Feature Codes)
Dynamic Group

Direct Dial

Locked White List

Ok Cancel Delete Help

Apply

admin  Help

admin Help
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6.1In the Protocol drop down list select SIP. Enter the details as indicated below to match your IP Office SIP

extension and user.

Mame SIP4420

Disable ]

Tones LIk W
Interface Maps | Manual b

Internal Registration

Protocol SIP w
| Systern | LAMN | LAN Settings | 1P Address
Semver Address 136.64.181.220 (primary)
ser| User | Extension
Server Address (secondary) IZEMMEIase Extension
I
ID@Domain 4420 @ 135.64.181.220
sername SIP4420 UgerlLJSerl mMarne
Password TTITITT] Retype (seeesese

Feature Codes Support [] (with Feature Codes)
Dynamic Group

Direct Dial

Locked White List

Media Properties

General Coder Preference | GV29A % | Framesize [ms] |30

Local Metwork Coder GT1MA  » | Framesize [ms] |30

Lser | Telephary | Call Settings | Login Code

Silence Compression [] Exclusive []

Silence Compression []

Enable T.38 Enable SRTP [] Mo DTMF Detection [] MOH Mode []

OK | Cancel | Apply Delete Help
7.Click OK.

General | Interfaces  SIP GK Routes CDRO CDR1 Calls admin_ Help
:;eneral Interface CGPHN-In CDPN-In CGPN-Out CDPN-Out State Alias  Registration
ETHo TEL1 SIP4420 + Up 4420 — 135.64.181.220

TEL2 SIP4421 + Up
LDAP TEL3 SIP4422 + Up
TEL TEL4 SIP4423 + Up
TEL2 TELS SIP4424 + Up
) TEL6 SIP4425 + Up
el TELT SIP4426 + Up
TEL5 TELG SIP4427 + Up
TELG TEST +
TELT TONE -
TELS HTTP +
Gateway

8.Select Routes.

General Interfaces SIP GK | Routes CDRO CDR1 Calls admin__ Help

General
IP
ETHO

to the SIP account registered with the TEL port.

., From To Counter CGPN Maps

9.Two new routes are needed, one for dialing from the phone attached to the TEL port and one for incoming calls
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3rd-Party Installation Examples: Innovaphone IP22, IP24, 1P28

10.Click on the top-left — icon. For the source select the checkbox for the TEL port just configured. For the
destination use the drop down list to select the matching RAB entry. Ensure that Force enblock is selected.
This applies a 4 second timeout for dialing before the number dialed is sent to the destination.

Description Disable (]
TEL1 SIP4420 = RAB1 SIP4420
[0 RAB1 SIP4420 Cause{DISC)
[ TEL2
O RaB? Add UUI
O] TEL3 Final Route Fl
[] RAB3 Final Map F]
[] TEL4 Mo Reroute on wrong Mo []
[] RAB4 Verify CGPN L
O] TELS Interworking(QSIG,SIF) []
[] RABS 0 ewi Rerouting as Deflection []
O] TELs O Gwz Routing on Diverting No []
[] RABG O Gwa Force enblock
[ TELY [0 cW4 Add # O
O] RAB7 O cws Disable Echo Canceler [
[] TELS ] GW6 Call Counter max
[] RABS
Fl 1EST
[] TONE
[] HTTP
[0 ECHO
[ siIPd
] siPz2
] sIP3
] siP4
oK | Cancel Apply Help

11.Click OK. Click on the "— next to the newly added route. This time selecting the check box for the same RAB
entry and in the drop-down list selecting the TEL entry. Click OK.

12.The Routes form should show the routes just added. The b indicates the Force enblock setting of the outgoing

dialing from the phone attached to the TEL1 port.

General Interfaces SIP  GK | Routes CDRO CDR1 Calls admin...Help
General
P ., From To Counter CGPN Maps
ETHO = _:__h_"i" e - _I“:_ I g B
LDAP o, RADTSIFA420 o, — [ELTolP44:l —
13.To edit an existing route click on the — arrow just before the To column.
B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.
C.Make test calls from and to the SIP device.
D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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8.7 Nokia S60 v3 SIP Client

The Nokia S60 SIP Client is a SIP client application that can be installed and used on a range of Nokia phones. The process
below was performed on a Nokia e64 but

For Nokia S60 SIP Clients, the IP Office SIP Extension setting Force Authorization should be disabled.

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office

configuration.

1.Select Menu | Tools | Settings | Connection | Sip settings | New SIP profile.

2. Enter the following settings:

Profile name: Give the profile a name that indicates its function.

Service profile: Select IETP.

Default access point: Enter your access point.

Public user name: Enter an address of the form <IP Office extension number>@<IP Office SIP
Enabled LAN IP address>, for example 338@192.168.42.1.

Use compression: Select no.

Registration: Select always on.

Use security: Select no.

Proxy server: Leave blank.

Registrar server:

Registrar server adress: Enter the IP Office SIP Enabled LAN IP address.

Realm: Enter an address of the form <IP Office user name>@<IP Office SIP Enabled LAN IP
address>, for example Extn338@192.168.42.1.

User name: Enter the IP Office extension number.
Password: Enter the IP Office user's login code.
Transport type: Select auto.

Port: Match the port set on the IP Office LAN SIP Registrar tab, by default this is 5060.

3.Select Menu | Tools | Settings | Connection | Internet telephone | New profile.

e Select the SIP profile just created above.

4.Select Menu | Communication | Internet tel. | Options | Settings.

e Change the Default call type to Internet call.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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3rd-Party Installation Examples: Nokia S60 v3 SIP Client

8.8 Patton Micro ATA

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the Micro ATA.

2.Login and select SIP.

Home

SIP Configuration

SIP Server Settings (Current Server: 192.168.42.1:5060; Domain: ;Base RTF Port: 8002)

* 5IP Registration Server Address: |1 92168.421 |—System | LAM | LAM Settings | IP Address
SIP Port:

SIP Domain: | |

“foice Port:

= L=aving = setting blank will foros the unit to use the informstic ined via DHCP and/or DNS

FPhone 1

Send Registration Request with Expire Time:
Speed Dial

Send Unregistration at boot
Documentation [ send SUBSCRIBE.

Logout SUBSCRIBE Server IP or FQDM(defaults to registration server): | |

3. Enter the values to match the settings of the IP Office LAN on which the SIP Registrar is enabled. Click Save.
4.Select CODECS.

Home

Audio/CODEC Configuration
CODECS
Selected Zilence Suppression Freferred-Codec
G711U
GT11A
G723
G726
G729

® 0000

Phone 1

5.Set the codecs to match those set for the IP Office SIP extension. Click Save CODEC Configuration.
6.Select Phone 1.

Home lser | User | Extensian
Network - LAN

User Information I—E}{m | Base Extansion
Fhaone Number 343 CallerlD Mame |SIP343

User Mame E):Tn343 Password seeseese ——llsar| Telephony | Call Settings | Login Code

User|User| Mame
Port a0g0 SIP Registration status Registered

Voice Mail Setting

Voice Mail Mumber 7

7.Enter the values to match the IP Office SIP extension and user settings. Click Save.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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8.9 Polycom SoundPoint Phones

A.Either enable Auto-Create Extn/User or otherwise manually add SIP extensions and users to the IP Office
configuration.

1.Browse to the IP address of the phone. By default the phone uses DHCP and displays its IP address on the
display.

2.Select SIP. You will be requested to enter the administrator name and password. The default values are
Polycom and 456.

3.in the Outbound Proxy and Server 1 sections, set the Address, Port and Transport details to match the IP
Office LAN on which the SIP registrar is enabled.

POLYCOM SoundPoint IP Configuration

General Network sip Lines

SIP Configuration Parameters:

Servers Local Settings
Servers
Qutbhound Proxy
Address |1E|2 168.421 —————————Systern | LAN | LAN Settings | IP Address
Port|[5060
Transport IUDF'DnIy j
Server 1

Address [[192.165.42.1

Port |5t]l3li] —————Svstern | LAN | LAN Settings | IP Address
Transport |UDF'0|1I§,' j

4.Click Submit. The phone will reset and load the new settings. That can take up to 2 minutes.

5.When you can return to the administration menu, select Lines. In the Line 1 section, enter the details to match
the IP Office SIP extension and user.
- SoundPoint IP Configuration
PO LY(“O M General Network sip Lines

Line Parameters:
Line1 Line 2

Identification

Display Mame |SIF'-163?

Address [4637 | User|User| Extension
I'133 Extn | Base Extension
Auth User 1D ISIF'-1I33? — —Yser|User| Mame
Auth Password Ioooo ——— —lser | Telephony | Call Settings | Login Code

Label [|SIP4637

Type | (5 envate | Shared

Third Party Name ||

Mum Line Keys I

Calls Per Line Key I

Server1

Address I'IE|2 168421 ——————Systerm | LAN | LAMN Settings | IP Address

Part||5060
Transpartf{ LUDPonly i

6.Click Submit. The phone will reset and load the new settings. That will take up to 2 minutes.

7.Select Network and then Audio Processing. Check that the codecs match those configured for the SIP
extension on the IP Office. If you make any changes click Submit and wait for the phone to reset.

B.If installed using extension and user auto-creation, check the settings of the IP Office SIP extension and user
created by the SIP devices registration.

C.Make test calls from and to the SIP device.

D.If not installing any further SIP devices, Disable Auto-Create Extn/User if it is enabled.
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Chapter 9.
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9. Document History

Date ‘ Issue |Changes

23rd November 2016 Ola e Generic IP Office SIP phone installation manual.
1st December 2016 01b e First issue to support forthcoming release of IP Office R10 SP2.
7th December 2016 O1ic e Minor typo corrections.

e Statement regarding SIP phone hot desking.
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