
Avaya One-x mobile Remote 
Worker for IP Office with SBCE 
7.1 

Prepared by: Ruel Alagao and Guangyu Hao 



Avaya - Proprietary.  Use pursuant to your signed agreement or Avaya policy. 2 

Topic Overview 

 Simulation Deployment Diagram 
 

 IP Office Related Configuration 
 

 One-x Portal Related Configuration 
 

 SBCE Related Configuration 
 

 Expected Flow of Messages 
 

 Important Notes 
  



Avaya - Proprietary.  Use pursuant to your signed agreement or Avaya policy. 3 

Simulation Deployment Diagram 
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Network switch 

IP Office Server Edition 
with One-x Portal 
Application 

IP Phone 
10.10.10.x /24 

Simulation Deployment Diagram 

Wireless Router 

One-x mobile client 
172.22.33.x /24 

SBCE 

B1 External 
192.168.64.96 /21 

Note: This document simulates the actual setup the customer may have. We 

simulated the “External” network by using a Wireless Router device - The WAN 

port of the Wireless Router is interfaced to the SBCE B1 interface and the 

wireless side simulates the external/public network interfaced the One-x mobile 

clients. The WAN port has the same IP subnet as the SBCE and the wireless has 

different subnet which assigns IP address to the One-x mobile client device. 

WAN port 
192.168.67.61 /21 

DNS: 192.168.64.250 

DNS server configured with 
two IP addresses to provide 
service to two subnets 
10.10.10.250 /24 Internal 
192.168.64.250 /21 External 

10.10.10.13/24 

Internal Network 

External Network 

DNS 

A1 External 
10.10.10.7 /24 
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 IP Office Server Edition and One-x Portal Server on the same machine 
Release: 9.1.7 
IP Address: 10.10.10.13 /24 
Gateway: 10.10.10.1 
FQDN: ipo1xp.ipolab.com 
 
 Session Border Controller for Enterprise 7.1 
EMS: 192.168.64.90 /21 
B1 Interface: 192.168.64.96 /21 External Interface 
A1 Interface: 10.10.10.7 /24 Internal Interface 
 
 DNS servers on internal and external network 
IP Address: 10.10.10.250 /24 for internal network 
IP Address: 192.168.64.250 /21 for external network 
 
 Wireless Router – is utilized to simulate external network 
WAN port: 192.168.67.61 /21 (Same subnet as the SBCE B1 interface) 
Wireless network: 172.22.33.x /24. Utilized to assign IP subnet to the One-x 
mobile client. It simulates the 3G/4G/Public Wifi network. 
 
 
 
 
 

Simulation Components 
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IP Office Related Configuration 
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IP Office Related Configuration 

It is assumed that the IP Office Server Edition has already been installed and configured basic information. The points 
shown here are the details we needed to setup the One-x mobile client user and be able to register to the One-x Portal 
and IP Office. 
 
 

- Verify LAN1 IP Address 
- SIP Registrar Enable for One-x mobile client 
registration 
- Domain Name 
- Layer 4 Protocols 
- RTP ports 
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User settings: 
- User name and password 
- Assigned extension 
- Power User Profile 
- Enable one-X Portal Services 
- Enable Mobile VoIP Client 
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IP Office Security settings: When you add IP 
Office in the One-x Portal, the credentials here 
are the ones to be used for connection.  
 
If you changed the default password, it has to be 
set in the One-x Portal CSTA Telephony Provider 
as well. 
 
Default password is EnhTcpaPwd1 
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One-x Portal Related Configuration 
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One-x Portal Providers 
- CSTA Provider: IP Office Telephony connection 
- DSML-IPO Provider: IP Office user synchronization 
- DSML-LDAP Provider: Corporate LDAP integration 
- VMPro Provider: One-x portal voicemail connection 
 

One-x Portal Related Configuration 

This page provides status 
about IP Office connection, 
VMPro, LDAP integration and 
XMPP. 
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Configuration > Providers allow you to 
modify each Providers.  
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IP Office Provider setting 
 

IP Office DSML Provider setting 
 

Voicemail Provider setting 
 



Avaya - Proprietary.  Use pursuant to your signed agreement or Avaya policy. 14 

One-x Portal XMPP Domain Name setting 
-This should be the  FQDN or IP address of 
the One-x Portal server. In this example, the  
FQDN is the same with IP Office Server 
Edition since they are installed on the same 
machine. 
-This setting is for IM/Presence registration 
of the One-x mobile client.  
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SBCE related configuration 

Note: It is assumed that SBCE has already been installed and certificate generation has been done and exported/uploaded 
accordingly. 
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SBCE Related Configuration 
 Device Specific Settings > Network Management > Interfaces 
Enable A1 and B1 Interfaces 

 Device Specific Settings > Network Management > Networks 
Add Network entries for A1 (Internal) and B1 (External) interfaces 
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 Device Specific Settings > Media Interface 
Add Media Interface entries for A1 and B1 interfaces 

 Device Specific Settings > Signaling Interface 
Add Signaling Interface entries for A1 and B1 interfaces 
Specify the ports you planned to use. 
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 Device Specific Settings > DMZ Services > Relay Services 
Add entry for One-x mobile HTTP request pointing to One-x Portal/IPO IP or FQDN on TCP port 8444. Specify the 
external interface for Listen IP and Listen port 8444. Connect IP should be the internal interface and Listen transport 
as TCP. 
  

This entry is for One-x mobile client request on 
HTTP port 8444. This is to retrieve information 
about XMPP and SIP information for registration. 
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 Device Specific Settings > DMZ Services > Relay Services 
Add entry for One-x mobile XMPP request pointing to One-x Portal/IPO IP or FQDN on TCP port 5222. Specify the 
external interface for Listen IP and Listen port 5222. Connect IP should be the internal interface and Listen transport 
as TCP. 
  

This entry is for One-x mobile client request on 
XMPP port 5222. This is for IM/Presence 
registration. 
 
The SIP registration follows right after the XMPP 
has been registered.  
 
One-x mobile client will not continue with SIP 
registration until XMPP registered first. 
 
On the side note, if you want Avaya 
Communicator with Presence service, you need to 
create similar entry. You just change the port to 
9443. 



Avaya - Proprietary.  Use pursuant to your signed agreement or Avaya policy. 20 

 Global Policies > Server Configuration 
Fill in Profile Name.  

 Set Server Type to Call Server. Select the TLS Client 
Profile you have created. Add in the IP Address/FQDN of 
the IPO server, Port and Transport protocol. It should 
match with the IPO setting. You can also add TCP and 
UDP as shown. The transport to be used depends on what 
is set in the Routing Profile. 

 Enable Grooming should not be enabled. IP Office 
utilizes different TCP connections to each 
endpoint. 
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 Global Policies > Routing Profile 
Fill in Profile Name.  

 Add an entry. Set Priority/Weight as 1 
(This will actually vary when you have 
multiple entries here). Select the 
Server Configuration added in the 
previous step. Then select Next Hop 
Address accordingly - TLS if TLS is 
required.  

The Next Hop Address selected here will 
determine at which port (TLS, TCP, UDP) 
SBCE and IPO would exchange signaling. 
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 Device Specific Settings > End Point Flows > Subscriber Flows 
Fill in the Flow Name and set the B1 Signaling Interface. 

 Select Subscriber as the Source. Set B1 interface in 
the Media Interface. Select the End Point Policy Group 
and Routing Profile that you have configured. 

 Subscriber Flow relates to the remote worker side. 
SBCE listens on the external interface for messages 
coming from the remote worker. External interface 
should be selected in Signaling as well as Media 
Interface. SBCE uses the Policy Group and Routing 
Profile to determine how to proceed. 
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 Device Specific Settings > End Point Flows > Server Flows 
Fill in the Flow Name and set the B1 Signaling Interface in the Received Interface. A1 in the Signaling and Media 
Interface. Select the End Point Policy Group and Routing Profile default. 
  

 Server Flow relates to the communication between SBCE and IP Office. SBCE uses these details to 
determine a match to proceed with routing the registrations and calls. 
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Expected Flow of Messages 
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Expected Flow of Messages 

 One-x Mobile Registration  
 
 One-x mobile client initiates the connection. SBCE receives the messages. 

 
 SBCE then utilizes the Application Relay settings. It will first utilize the entry for HTTP type with 

port 8444. This is for the One-x mobile client to retrieve the XMPP credentials. 
 

 When XMPP credentials have been received, One-x mobile client then registers to XMPP and 
will utilize the Application Relay entry XMPP port 5222. 
 

 When XMPP registration is successful, One-x mobile client then initiates the request retrieving 
the SIP registration info in Application Relay HTTP port 8444 entry. 
 

 Once the SIP registration info have been received, it will then registers to SIP registrar. SBCE 
will utilize the setting in the Subscriber Flows to route the packet to IP Office. 
 

 When IP Office respond, SBCE will utilize Server Flows to route the packets back to One-x 
mobile client. 
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Expected Flow of Messages 
 One-x Mobile Registration  

 One-x mobile and IP Office/One-x Portal exchanges  TCP messages on port 8444 to retrieve XMPP 
(IM/Presence) and SIP credentials. 

 Once the credentials have been retrieved, IM/Presence registration on port 5222 will follow and then VoIP 
registration comes next on TCP or UDP or TLS port.  
 

TCP port 8444 messages flow TCP port 5222 messages flow 
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 One-x Mobile Registration  

One-x mobile client attempts to retrieve XMPP credentials. 

Where does One-x Mobile client got the information in retrieving the XMPP credentials? - It is from what we 
set in the One-x mobile client settings. 

2017/02/27 11:15:11:963 - [1027l] - IN SETTINGS -  Server: ipo1xp.ipolab.com --- Port: 8444 --- Username: Ruel 

Following are the logs from One-x mobile client. 



Avaya - Proprietary.  Use pursuant to your signed agreement or Avaya policy. 28 

 One-x Mobile Registration  

Once the XMPP credentials have been retrieved, One-x Mobile attempts to connect to XMPP. 

2017/02/27 11:15:26:811 - [1027l] - Attempting to connect to XMPP at ipo1xp.ipolab.com:5222 with username ruel@ipo1xp.ipolab.com/pauc-1.2-

FE2B8713A0764FEA-#-18535 

2017/02/27 11:15:27:711 - [1027l] - ********* My Buddy connected ********* 

There will be a lot of XMPP related messages during the connection establishment but at the end of it, 
you should see the My Buddy is connected. This is an indication that the XMPP is now connected.. 

One-x mobile client received XMPP credentials. 
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 One-x Mobile Registration  

SIP credentials have been fetched. 

One-x mobile client fetching SIP credentials. 
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 One-x Mobile Registration  

One-x mobile client initiating voip registration. 

One-x mobile client voip registration in progress. 

One-x mobile client is now registered.  
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 One-x Mobile Registration 
• One-x Mobile <> wireless LAN (Router) WAN port <> B1 (SBCE)  A1 <> IP Office 
(Wireless LAN assigns ip address 172.33.22.x; WAN port is 192.168.67.61 – same subnet as 
 SBCE B1 interface; SBCE B1 interface is 192.168.64.96; A1 interface is 10.10.10.7 – same 
 subnet as IP Office; IP Office is 10.10.10.13 

 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  

 One-x Mobile VOIP Registration  
 One-x Mobile <> wireless LAN (Router) WAN port <> B1 (SBCE)  A1 <> IP Office 

               (Wireless LAN assigns ip address 172.22.33.x; WAN port is 192.168.67.61 – same subnet as SBCE B1 
                interface; SBCE B1 interface is 192.168.64.96; A1 interface is 10.10.10.7 – same subnet as IP Office; IP Office 
                is 10.10.10.13 
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 One-x Mobile VOIP Registration 

SIP Register from One-x mobile forwarded by Wireless Router to the B1 Interface of the SBCE (Frame #3136 in the previous slide) 

SIP Register forwarded by SBCE A1 interface to IP Office  (Frame #3153 in the previous slide) 

This packet trace was captured from SBCE. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile VOIP Registration 

IP Office responded with 401 Unauthorized and provided Authenticate header with nonce value. 

SBCE then forwarded the SIP 401 Unauthorized message to One-x mobile client via Wireless Router. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile VOIP Registration 

One-x mobile client sent another Register message with Authorization header with calculated “response”. 

SBCE forwarded the new Register message to IP Office via A1 interface. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile VOIP Registration 

IP Office accepted the registration and responded with 200OK. 

SBCE then forwarded the 200OK to the One-x mobile client via the Wireless Router. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile VOIP Registration 

IP Office received the Register request but needs to be authenticated, hence it sent back 401 Unauthorized  
with Authenticate header. 

Here is the corresponding IPO System Monitor trace. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile VOIP Registration 

Then IP Office received another Register request with Authorization header with calculated response value.  
Then IP Office accepted the request and responded with 200OK. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

Scenario: One-x Mobile user Ruel on extension 3001 calls H323 user Dora on extension 3003 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

One-x mobile sent INVITE message which was forwarded by Wireless Router to SBCE B1 interface.  

This packet trace was captured from SBCE.  

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

SBCE forwarded the INVITE to IP Office via A1 interface.  

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

IP Office responded with 100 Trying and 180 Ringing. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

SBCE relayed the 180 Ringing to One-x Mobile client via the Wireless Router. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

Extension 3003 answers the call. IP Office then sent 200OK to SBCE on A1 interface. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

SBCE forwarded the 200OK to One-x Mobile client via the Wireless Router. The call is now connected. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

SIP INVITE request coming from SBCE A1 interface. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  

Here is the corresponding system monitor trace from IPO. 
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 One-x Mobile client call to internal extension 

SIP 100 Trying and 180 Ringing from IPO to SBCE A1 interface. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

Called party has now answered. Codec negotiated is G711 alaw. RTP port used by IPO is 40752. 

Acknowledgement is sent from SBCE A1 interface. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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 One-x Mobile client call to internal extension 

Called party dropped the call, IPO sent BYE message to SBCE. SBCE then responded with 200OK. 

Note: In these traces, One-x mobile client was set for Unsecure connection – 5060. In the SBCE Routing Profile, Next Hop Address selected was TCP.  
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Important Notes 
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Ensure the following ports  can gain access through the SBCE and Router 

 Ports 5222 and 8444 must be open for Avaya one-X® Mobile to communicate with 

the Avaya one-X® Portal server. Port 5222 is for XMPP traffic and Port 8444 is for bootstrap 

REST API call traffic. 

 Port 5269 must be open for the Avaya one-X® Portal server to be able to link with another 

XMPP server outside the company firewall. 

 Ports 5060 and 5061 for VoIP and the RTP ports. 

 External/Public DNS as well Internal/Private DNS are required to map FQDN to IP address 

both in external and internal networks. 
 

Important Notes 

As of release 9.1.x, the following are the supported mobile devices 
 
 


