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Notice

While reasonable efforts have been made to ensure that the information in this document is complete and accurate at the time
of printing, Avaya assumes no liability for any errors. Avaya reserves the right to make changes and corrections to the
information in this document without the obligation to notify any person or organization of such changes.

Documentation disclaimer

* Documentation” means information published by Avaya in varying mediums which may include product information, operating
instructions and performance specifications that Avaya may generally make available to users of its products and Hosted
Services. Documentation does not include marketing materials. Avaya shall not be responsible for any maodifications,
additions, or deletions to the original published version of documentation unless such modifications, additions, or
deletions were performed by Avaya. End User agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and
employees against all claims, lawsuits, demands and judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or documentation
provided by Avaya. Avaya is not responsible for the accuracy of any information, statement or content provided on these
sites and does not necessarily endorse the products, services, or information described or offered within them. Avaya does
not guarantee that these links will work all the time and has no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’ s standard warranty language, as well as information regarding support for this
product while under warranty is available to Avaya customers and other parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDetails?detailld=C20091120112456651010 under the link * Warranty & Product
Lifecycle” or such successor site as designated by Avaya. Please note that if You acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and Canada, the warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

“ Hosted Service” means a hosted service subscription that You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS or other service description documentation regarding
the applicable hosted service. If You purchase a Hosted Service subscription, the foregoing limited warranty may not apply
but You may be entitled to support services in connection with the Hosted Service as described further in your service
description documents for the applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more
information.

Hosted Service

THEFOLLOWINGAPPLIESIFYOUPURCHASEAHOSTEDSERVICE SUBSCRIPTIONFROMAVAYAORANAVAYACHANNEL PARTNER (ASAPPLICABLE),
THETERMSOFUSEFORHOSTEDSERVICESAREAVAILABLEONTHEAVAYAWEBSITE,HTTPS//SUPPORT. AVAYA.COM/LICENSEINFOUNDERTHE
LINK “ Avaya Terms of Use for Hosted Services” ORSUCHSUCCESSORSITEASDESIGNATEDBYAVAYA,ANDAREAPPLICABLETOANYONE
WHOACCESSESORUSESTHEHOSTEDSERVICE.BY ACCESSINGORUSING THEHOSTED SERVICE,ORAUTHORIZINGOTHERSTODOSO, YOU,ON
BEHALFOFYOURSELFANDTHEENTITYFORWHOMYOUAREDOING SO(HEREINAFTERREFERRED TOINTERCHANGEABLYAS “ YOU AND “ B\D
UER' ), AGREETOTHETERMSOFUSE.IFYOUAREACCEPTING THETERMSOFUSE ONBEHALFACOMPANY OROTHERLEGALENTITY,YOU
REPRESENTTHAT YOUHAVETHEAUTHORITY TOBINDSUCHENTITY TOTHESE TERMSOFUSE. IF YOUDONOTHAVESUCHAUTHORITY,ORIF
YOUDONOTWISHTOACCEPT THESETERMSOFUSE, YOUMUSTNOTACCESSORUSE THEHOSTEDSERVICEORAUTHORIZEANYONETOACCESSOR
USETHEHOSTEDSERVICE. YOURUSEOFTHEHOSTEDSERVICESHALL BELIMITEDBY THENUMBERAND TYPEOFLICENSESPURCHASEDUNDER
YOURCONTRACTFORTHEHOSTEDSERVICE,PROVIDED,HOWEVER, THATFORCERTAINHOSTEDSERVICESIFAPPLICABLE, YOUMAYHAVETHE
OPPORTUNITY TOUSEFLEXLICENSES,WHICHWILLBEINVOICEDACCORDING TOACTUALUSAGEABOVETHECONTRACTLICENSELEVEL.CONTACT
AVAYAORAVAYA' SCHANNELPARTNERFORMOREINFORMATIONABOUT THELICENSESFORTHEAPPLICABLEHOSTEDSERVICE, THE
AVAILABILITY OFANY FLEXLICENSES (IFAPPLICABLE), PRICING AND BILLING INFORMATION, AND OTHER IMPORTANT INFORMATION
REGARDINGTHEHOSTEDSERVICE.

Licenses

THESOFTWARELICENSETERMSAVAILABLEONTHEAVAYAWEBSITE,HTTPS.//SUPPORT.AVAYA.COM/LICENSEINFO,UNDERTHELINK ~ “ AVAYA
SOFTWARELICENSETERMS (AvayaProducts)” ORSUCHSUCCESSORSITEASDESIGNATEDBYAVAYA AREAPPLICABLETOANYONEWHO
DOWNLOADS, USESAND/ORINSTALLSAVAYASOFTWARE,PURCHASEDFROMAVAYAINC.,ANYAVAYAAFFILIATE,ORANAVAYACHANNEL PARTNER
(ASAPPLICABLE)UNDERACOMMERCIALAGREEMENTWITHAVAYAORANAVAYACHANNELPARTNER.UNLESSOTHERWISEAGREEDTOBYAVAYAIN
WRITING,AVAYADOESNOTEXTEND THISLICENSEIFTHESOFTWAREWASOBTAINEDFROMANYONEOTHERTHANAVAYA, ANAVAYAAFFILIATEOR
ANAVAYACHANNELPARTNER;AVAYARESERVESTHERIGHT TOTAKELEGALACTIONAGAINSTYOUANDANYONEELSEUSINGORSELLINGTHE
SOFTWAREWITHOUTALICENSE.BYINSTALLING, DOWNLOADINGORUSING THESOFTWARE,ORAUTHORIZINGOTHERSTODOSO, YOU,ONBEHALF
OFYOURSELFANDTHEENTITYFORWHOMYOUAREINSTALLING, DOWNLOADINGORUSING THESOFTWARE(HEREINAFTERREFERREDTO
INTERCHANGEABLYAS “ YOU AND “ ENDUSER" ), AGREETOTHESETERMSANDCONDITIONSANDCREATEABINDINGCONTRACTBETWEENYOU
ANDAVAYAINC.ORTHEAPPLICABLEAVAYAAFFILIATE(“ AVAYA" ) .

Avaya grants You a license within the scope of the license types described below, with the exception of Heritage Nortel
Software, for which the scope of the license is detailed below. Where the order documentation does not expressly identify a
license type, the applicable license will be a Designated System License. The applicable number of licenses and units of
capacity for which the license is granted will be one (1), unless a different number of licenses or units of capacity is
specified in the documentation or other materials available to You. “ Software” means computer programs in object code,
provided by Avaya or an Avaya Channel Partner, whether as stand-alone products, pre-installed on hardware products, and any
upgrades, updates, patches, bug fixes, or modified versions thereto. * Designated Processor’ means a single stand-alone
computing device. “* Server” means a Designated Processor that hosts a software application to be accessed by multiple
users. “ Instance” means a single copy of the Software executing at a particular time: (i) on one physical machine; or (ii)
on one deployed software virtual machine (* MM ) or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use each copy or an Instance of the Software only on a number of
Designated Processors up to the number indicated in the order. Avaya may require the Designated Processor(s) to be

identified in the order by type, serial number, feature key, Instance, location or other specific designation, or to be
provided by End User to Avaya through electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on multiple Designated Processors or one or more
Servers, so long as only the licensed number of Units are accessing and using the Software at any given time. A “ Unit’
means the unit on which Avaya, at its sole discretion, bases the pricing of its licenses and can be, without limitation, an
agent, port or user, an e-mail or voice mail account in the name of a person or corporate function (e.g., webmaster or
helpdesk), or a directory entry in the administrative database utilized by the Software that permits one user to interface
with the Software. Units may be linked to a specific, identified Server or an Instance of the Software.
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Database License (DL). End User may install and use each copy or an Instance of the Software on one Server or on multiple
Servers provided that each of the Servers on which the Software is installed communicates with no more than one Instance of
the same database.

CPU License (CP). End User may install and use each copy or Instance of the Software on a number of Servers up to the number
indicated in the order provided that the performance capacity of the Server(s) does not exceed the performance capacity
specified for the Software. End User may not re-install or operate the Software on Server(s) with a larger performance
capacity without Avaya' s prior consent and payment of an upgrade fee.

Named User License (NU). You may: (i) install and use each copy or Instance of the Software on a single Designated Processor
or Server per authorized Named User (defined below); or (ii) install and use each copy or Instance of the Software on a
Server so long as only authorized Named Users access and use the Software. * NamedUser" , means a user or device that has
been expressly authorized by Avaya to access and use the Software. At Avaya' s sole discretion, a “ NamedUser" may be,
without limitation, designated by name, corporate function (e.g., webmaster or helpdesk), an e-mail or voice mail account in
the name of a person or corporate function, or a directory entry in the administrative database utilized by the Software
that permits one user to interface with the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance with the terms and conditions of the applicable
license agreements, such as “ shrinkwrap” or “ clickthrough” license accompanying or applicable to the Software
(* Shrinkwrap License” ) .

Heritage Nortel Software

“ Heritage Nortel Software” means the software that was acquired by Avaya as part of its purchase of the Nortel Enterprise
Solutions Business in December 2009. The Heritage Nortel Software is the software contained within the list of Heritage
Nortel Products located at https://support.avaya.com/Licenselnfo under the link “ Heritage Nortel Products” or such
successor site as designated by Avaya. For Heritage Nortel Software, Avaya grants Customer a license to use Heritage Nortel
Software provided hereunder solely to the extent of the authorized activation or authorized usage level, solely for the
purpose specified in the Documentation, and solely as embedded in, for execution on, or for communication with Avaya
equipment. Charges for Heritage Nortel Software may be based on extent of activation or use authorized as specified in an
order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation, Software,
Hosted Service, or hardware provided by Avaya. All content on this site, the documentation, Hosted Service, and the product
provided by Avaya including the selection, arrangement and design of the content is owned either by Avaya or its licensors
and is protected by copyright and other intellectual property laws including the sui generis rights relating to the
protection of databases. You may not modify, copy, reproduce, republish, upload, post, transmit or distribute in any way any
content, in whole or in part, including any code and software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without the express written consent of Avaya can be a
criminal, as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering code and license
types. Note that each Instance of a product must be separately licensed and ordered. For example, if the end user customer
or Avaya Channel Partner would like to install two Instances of the same type of products, then two products of that type
must be ordered.

Third Party Components

“ Third Party Components” mean certain software programs or portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under third party agreements (“ Third Party Components” ) ,
which contain terms regarding the rights to use certain portions of the Software (* Third Party Terms” ). As required,
information regarding distributed Linux OS source code (for those products that have distributed Linux OS source code) and
identifying the copyright holders of the Third Party Components and the Third Party Terms that apply is available in the
products, Documentation or on Avaya' s website at: https://support.avaya.com/Copyright or such successor site as designated
by Avaya. The open source software license terms provided as Third Party Terms are consistent with the license rights
granted in these Software License Terms, and may contain additional rights benefiting You, such as modification and
distribution of the open source software. The Third Party Terms shall take precedence over these Software License Terms,
solely with respect to the applicable Third Party Components to the extent that these Software License Terms impose greater
restrictions on You than the applicable Third Party Terms.

The following applies if the H.264 (AVC) codec is distributed with the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENTPORTFOLIOLICENSEFORTHEPERSONALUSE OFACONSUMEROROTHERUSESINWHICHITDOESNOTRECEIVEREMUNERATIONTO(i)
ENCODEVIDEOINCOMPLIANCEWITHTHEAVCSTANDARD( “ AVCVIDEO" )AND/OR (i) DECODEAVCVIDEO THATWASENCODEDBY ACONSUMER
ENGAGEDINAPERSONALACTIVITY AND/ORWASOBTAINED FROMAVIDEO PROVIDERLICENSED TOPROVIDEAVCVIDEO.NOLICENSEIS
GRANTEDORSHALLBEIMPLIEDFORANY OTHERUSE. ADDITIONAL INFORMATIONMAY BEOBTAINEDFROMMPEGLA, L.L.C.SEE
HTTP/MWW.MPEGLACOM.

Service Provider

THEFOLLOWINGAPPLIESTOAVAYACHANNELPARTNER ' SHOSTINGOFAVAYAPRODUCTSORSERVICES. THEPRODUCTORHOSTEDSERVICEMAY
USETHIRDPARTY COMPONENTSSUBJECTTOTHIRDPARTY TERMSANDREQUIREASERVICEPROVIDERTOBEINDEPENDENTLY LICENSEDDIRECTLY
FROMTHETHIRDPARTY SUPPLIER.ANAVAYACHANNELPARTNER ' SHOSTINGOFAVAYAPRODUCTSMUSTBEAUTHORIZEDINWRITINGBY AVAYA
ANDIFTHOSEHOSTEDPRODUCTSUSEOREMBEDCERTAINTHIRDPARTY SOFTWARE,INCLUDINGBUTNOTLIMITEDTOMICROSOFTSOFTWAREOR
CODECS, THEAVAYACHANNELPARTNERISREQUIREDTOINDEPENDENTLY OBTAINANY APPLICABLELICENSEAGREEMENTS,ATTHEAVAYA
CHANNELPARTNER' SEXPENSE,DIRECTLY FROMTHEAPPLICABLETHIRDPARTY SUPPLIER.

WITHRESPECTTOCODECS, IFTHEAVAYACHANNEL PARTNERISHOSTINGANY PRODUCTSTHATUSEOREMBED THEG.729CODEC,H.264CODEC,
ORH.265CODEC, THEAVAYACHANNEL PARTNERACKNOWLEDGESANDAGREES THEAVAYACHANNEL PARTNERISRESPONSIBLEFORANYANDALL
RELATEDFEESAND/ORROYALTIES. THEG.729CODECISLICENSEDBY SIPROLABTELECOMINC. SEEWWW.SIPRO.COM/CONTACT.HTML.THE
H.264(AVC) CODECISLICENSEDUNDERTHEAVCPATENT PORTFOLIOLICENSE FORTHEPERSONAL USEOFACONSUMEROROTHERUSESIN
WHICHITDOESNOTRECEIVEREMUNERATIONTO: () ENCODE VIDEO INCOMPLIANCEWITHTHEAVCSTANDARD( “ AVCVIDEO" ) AND/OR (Il)
DECODEAVCVIDEOTHATWASENCODEDBY ACONSUMERENGAGEDINAPERSONALACTIVITY AND/ORWASOBTAINEDFROMAVIDEOPROVIDER
LICENSED TOPROVIDEAVCVIDEO.NOLICENSEISGRANTED ORSHALL BEIMPLIEDFORANY OTHERUSE. ADDITIONALINFORMATIONFORH.264
(AVC)ANDH.265(HEVC) CODECSMAY BEOBTAINEDFROMMPEGLA, L.L.C. SEEHTTP:/\WW.MPEGLA.COM.
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Compliance with Laws

Customer acknowledges and agrees that it is responsible for complying with any applicable laws and regulations, including,
but not limited to laws and regulations related to call recording, data privacy, intellectual property, trade secret, fraud,
and music performance rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud

“ Toll Fraud" is the unauthorized use of your telecommunications system by an unauthorized party (for example, a person who
is not a corporate employee, agent, subcontractor, or is not working on your company's behalf). Be aware that there can be a
risk of Toll Fraud associated with your system and that, if Toll Fraud occurs, it can result in substantial additional
charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need technical assistance or support, call Technical
Service Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. For additional support
telephone numbers, see the Avaya Support website: https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya' s security support policies can be found in the Security Policies and Support section of
https://support.avaya.com/security. Suspected Avaya product security vulnerabilities are handled per the Avaya Product
Security Support Flow (https://support.avaya.com/css/P8/documents/100161515).

Downloading Documentation
For the most current versions of Documentation, see the Avaya Support website: https://support.avaya.com, or such successor
site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or Hosted Service notices and articles, or to report a
problem with your Avaya product or Hosted Service. For a list of support telephone numbers and contact addresses, go to the
Avaya Support website: https://support.avaya.com (or such successor site as designated by Avaya), scroll to the bottom of
the page, and select Contact Avaya Support.
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G.729(a) 8K CS-ACELP G.723.1 6K3 MP-MLQ
LANZ = =
VolP
VolP Security
Voice Compression - W
Module (VCM) 1. G711 ULAW 64K ol
Directory Services 2. G711 ALAW 64K Ao M
Telephony 3. G.729(a) 8K C5-ACELP 4ok K
Contact Center 4. GT723.16K3 MP-MLQ ol
Select Codec LY
4.
SIP
G711 H323 IP SIP
SIP
3. IP
H323 SIP IP
4.
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2.3DHCP

DHCP
IP DHCP

IP Office DHCP

DHCP SIP
IP Office DHCP
DHCP
DHCP [ 4y
IP Office Avaya DHCP
DHCP
DHCP
DHCP
IP Office DHCP
IP Office IP
1. DHCP [ 254
2. 263
IP Office Avaya IP
3. B
IP Office P DHCP
IP Office
SIP
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:DHCP

DHCP
IP Office Manager IP Office Web Manager
| LAN1  LANZ2 LAN
DHCP DHCP IP IP
System LAN Settings VolP Network Topology
Voicema IP Address IP Subnet Mask Primary Transfer IP Address
System Events 192 0 168 . 0 . 210 255 . 255 . 255 . O 0.0 .0 .0
SMTP RIP Mode Enable NAT Number Of DHCP IP Addresses
DNS None v NO
SMDR
LANT DHCP Mode Advanced
Server v YES
LANZ
VolP Apply to Avaya IP Phones Only
VolP Security
Voice Compression
Module (VCM) Add
Directory Services Start IP Address  IP Subnet Mask Default Router Pool Size
Telephony 192.168.0.31 255.255.255.0 0.0.0.0 4 Vs
IP
DHCP DHCP IP Office
DHCP IP Office IP
DHCP IP Office Avaya H323
SIP Avaya IP
Avaya IP
IP Office Avaya DHCP 1100 1200
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2.3.2

DHCP DHCP
(SSON) DHCP SSON
Avaya SIP SSON 242
SSON
SSON
1. IP Office Manager
2. |
3. LAN1 VolP
System NO
Voicemail
System Events
SMTP Port Number Range (Min-Max)
46750 - 50750 -
DNS
SMDR
LAN1
LAND Scope
Disabled v
VolP
VolP Security
Voice Compression DSCP (Integer - Hex)
Module (VCM) 46 ~ | _ B8 o~
Directory Services .
SIG DSCP (Integer - Hex)
Telephony 34 ~ _ a8 ~
Contact Center
Primary Site Specific Option
Number (4600/5600)
176 -
1100 Voice VLAN Site Specific
Option Number (SSON)
232 -
4.
5.

DHCP
E129 60

IP Office Web Manager

T T

5061

{7

Port Number Range (NAT) (Min-
Max)

45750 O - B07R0 -

L

Video (Integer - Hex)
46 - - B8

L

<>

Secondary Site Specific Option
Mumber (1600/9600)

242 o

1100 Voice VLAN IDs

Avaya SIP

Enable RTCP Monitoring on Port
5005

YES

DSCP Mask (Integer - Hex)

63 C - FC C

VLAN

Not Present v
242

SIP
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:DHCP

SIP
SIP
1. IP Office Manager
2. |
User
) . Name
Voicemail sip250
Short Codes
Password
Button Programming [
Telephony
Forwarding Extension
Mobility 250
Group Membership
Locale
Voice Recording Select
Do Not Disturb
o ot DSt Login Code
Announcements
3.8IP
SIP
SIP SIP ID
SIP

IP Office Manager

IP Office Web Manager

Full Name

Confirm Password

Account Status
Enabled

Priority
5

Unique Identity

Profile
R Basic User R

Confirm Login Code

IP Office

sSip__ [2d

SIP

SIP
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2.5 SIP

SIP IP Office Manager
SIP
1. IP Office Manager IP Office Web Manager
2. £ | sip + | SIP
Common
Basic extension seftings Extension ID Base Extension
VQIP 250
Extension specific setfings
Device Ty Caller Display Ty
R ype aller Display Type
Extension specific seftings Mo Phone Connected
Reset Volume After Calls Location
NO Automatic “
Fallback As Remote Worker Force Authorization
Auto [ YES
IP Office SIP
SIP
3. VolP
Common
Basic extension settir IP Address Reserve License
VOIP [ [ [ 0 None v
Extension specific settings
TDOM -= IP Gain IP -> TDM Gain
T3IBFAX
Extension specific settings hd hd
VolP Silence Suppression Fax Transport
NO Select ~
DTMF Transport Local Hold Music
RFC2833 L NO
Allow Direct Media Path Re-INVITE Supported
YES YES
Codec Lockdown 3rd Party Auto-answer
NO None s
Media Security Codec Selection
Select R System Default R
1. G711 ULAW 64K
2. G711 ALAW 64K
3. G.729(a) 8K CS-ACELP
4. G723.16K3 MP-MLQ
IP
IP
23
IP
SIP Page 28

IP Office™ Platform 10.1

Comments on this document? infodev@avaya.com

- Issue 02a (25 May 2017)



: SIP

Avaya IP IP
P
WebLM
- TDM->IP
TDM IP
IP->TDM
P TDM
DTMF
SIP RFC2833 SIP
VCM
DTMF
SIP
RFC 5373
RFC 5373
SRTP
- VoIP
SIP
SIP REINVITE
SIP SIP
SDP
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P IP P
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: SIP

2.6 /
IP Office SIP
9.1 24
IP Office SIP IP Office
SIP /
1. IP Office Manager IP Office Web Manager
2. |
3. LAN1  LAN2 VolP
System LAN Settings VolP Metwork Topology
Voicemail
System Events H.323 Gatekeeper Enable H.323 Signaling Over TLS Auto-create Extension
SMTP YES Preferred ~ YES
DNS H.323 Remote Extension Enable Remote Call Signaling Port
SMDR = 1720 =
LANT
LAN2
4, /
5. IP Office
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2.7

Avaya SIP
1. DHCP  DHCP IP DHCP SSON DHCP
2.
a. IP Office
b.
IP Office
c.
d.
3. SIP
TLS
a. IP Office IP Office
4.
5.
6.
a. - IP Office -
b. - IP Office
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3.1

IP Office IP DHCP 24 IP Office DHCP
1. IP Office Manager IP Office Web Manager
2. |
System
) ) Mame Location Contact Information
Voicemail SystemA Naone ~
System Events
Locale Device ID TFTP Server IP Address
SMTP United States (US English) 192 188 0 210
DNS
HTTP Server IP Address Phone File Server Type HTTFP Redirection
SMDR 192 . 188 . 0 . 210 Memory Card «  of o
LANT Manager PC IP Address Avaya HTTP Clients Only Enable Softphone HTTP
LAN2 255 255 . 255 . 255 NO Provisioning
VolP No
3. DHCP
(IP500 V2)/ (IP Office Server Edition)
DHCP IP TFTP  HTTP
Manager
IP Office Manager TFTP  HTTP 5 IP
Manager PC IP 0.0.0.0 IP Office
Manager TFTP IP Office Manager
| | BootP  TFTP
TFTP IP HTTP IP DHCP
HTTP IP
HTTP
0.0.0.0 HTTP
HTTP =
96x1 H.323  H175 SIP HTTP
HTTP IP HTTP
Avaya HTTP
Avaya 1100 / 1200
5.
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3.2

IP Office Server Edition IP500 V2

IP Office
IP Office [1A
IP Office Manager IP Office Manager PC IP Office
IP Office Avaya
IP500 V2
SD IP500 V2
P
Office Manager
IP Office Manager SD
IP Office Manager
3.2.1
IP500 V2 PC
IP Office
Manager
1. IP Office Manager IP Office Web Manager
IP Office Web Manager
I
IP Office Manager
a. I I I
b. IP Office ‘ ”
C.
2. LED
3. PC
4. System SD\SYSTEM\PRIMARY
5.
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3.2.2

Manager

1. IP Office Manager | |

2. IP Office

3.

4.

ﬁ'i Awvaya IP Office RT Manager - Embedded File Management - System C [7.0 (11020}] [Administrator - |E||5|
File  Edit Wiew Help
Folders % SIP1120604.01.07.00.bin
B % System C Name Size_ ~|| Mame: SIP1120e04.01.07.00.bin
=l System 5D NADCF-16 EIM 292421 . -
E‘tﬁ SYSTEM nadepa bin 1373 D.ate Modifed: 2112/2010 08:37:40
i) BACKUP maD CP? bin 5779, Size [bytes): 4,316,258
MaS0-16.8IM 17170 Attributes
%New Tewt Document.txt 2 ¥ Readonl [ Hidden
E=l| Manweqian. lhg 95773 .
= W v
Polish.lng 9777 M archive ¥ Sustem
Portuguese lng 97362
Russian.Ing 37909
= Total 5 Used [bytes] 773,324,800
S9608_1THALBRE_ 1120 4. 234491 Flelepae T (bytes}
S9621_41HALBRE 1020 V4. 23787 Space Remaining (bytes): 3,186 655,232
S96x1_UKR_WOr20_VOr20.tar 22927
SIP17:20e04.01.07.00.bin 43162
SIP1140e04.00.07.00.bin 439391
5IP124004.01.07. 00 bin 40522 1a53%
Spanish.Ing 98603
B Swedish.Ing
|ic Swedish. | 36665
Turkish.ng 97526
«01d01 aZ_3.bin 20052
«01dM o2 9 1,bin 23215 %
LI » Help |
Received BOOTP request for 0002b34chbees, 192,168.0,207:68, unable to process
5. IP500 V2 System SD | SYSTEM | PRIMARY IP Office Server Edition
SYSTEM | PRIMARY
6. | |

IP Office Manager

SIP
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3.2.3 WebManager
IP Office Web Manager

1. IP Office Web Manager Chrome
2.
AVAYA . . . .
% Solution =~ Call Management = System Settings  Security Manager  Applications 3 ?
. File Manager
File Manager
System Status : 192.168.0.210 = I
Hame Date modified Type Size (kB)
1400Boot25.bin Thu Apr 22 10:28:54 GMT...  bin 78 kB
) ) 1400LngR10vI1PackdLbin  Wed Sep 12 13:11:26 GM...  bin 101 kB
M Used Space (GB) I Free Space (GB)
1400R46.EIN Mon Apr 11 18:46:02 GM...  BIN 124 kB
Total Disk Capacity: 3.6GB 1403Boot03.bin Tue Apr 27 01:14:50 GMT...  bin 18 kB
1403R07.BIN Mon Sep 30 19:47:00 GM...  BIN 175 kB
Folders
System Velume Information 2410_R6.BIN Fri Mar 06 06:49:40 GMT...  BIN 65 kB
a ] SYSTEM 2420_R6.BIN Fri Mar 06 06:49:46 GMT...  BIN 75 kB
BACKUP 4601dbte1_82.bin Mon Nov 13 03:32:56 GM...  bin 751 kB
backup_appl 4602dbtel_82.bin Mon Nov 13 03:32:58 GM...  bin 747 kB
DOC
4602sbte1_82.bin Mon Mov 13 03:32:58 GM...  bin 747 kB
DYNAMIC
T 5410_R6.BIN Fri Mar 06 06:49:50 GMT...  BIN 66 kB
4 ] PRIMARY 5420_R6.BIN Fri Mar 06 06:49:56 GMT...  BIN 76 kB
ACCS 5601bte1810.bin Mon Mar 13 18:05:44 GM...  bin 751 kB
certificates 5602dbte1806.bin Mon Mar 13 18:05:46 GM...  bin 747 kB
EMAIL ) ) -
5602sbte1806.bin Mon Mar 13 18:05:46 GM...  bin 748 kB
HTML
9500B00tR15.bin Tue Mar 22 09:52:00 GMT... bin 20 kB
3 SYSTEM | PRIMARY DISK | SYSTEM | PRIMARY
4. +
5
6
IP Office Manager (o
\Program Files (x86)\Avaya\lP Office\Manager
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4. DHCP

DHCP IP IP Windows DHCP
DHCP

IP IP

IP

DNS DNS WINS
DHCP

IP Office P

Manager PC [P PC IP

4.1 DHCP

DHCP

2. DHCP
3. DHCP DHCP Microsoft
DHCP [aDy IP
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DHCP

DHCP

4.2

DHCP DHCP

N oo o M w0 D

IP Office

10.

11.

12. DNS
13. WINS
14.

15.

IP
1600 9600

DHCP IP

| DHCP

200.200.200.1  200.200.200.15
24 255.255.255.0

200.200.200.5

IP Office DHCP

DHCP

example.com DNS

SSON 242

200.200.200.7

(SSON)
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4.3

DHCP DHCP IP
Avaya SIP (SSON) 242 DHCP E129 60
1. DHCP
2.
3.
4.
242
IP
5. HTTPSRVR=xxxx, HTTPPORT=y, HTTPDIR=2z
HTTPSRVR=HTTP DNS IP
HTTPPORT= HTTP (80)
HTTPDIR=IP HTTP
- TLSSRVR=HTTPS DNS IP
- TLSPORT= HTTPS (443)
- TLSDIR=IP HTTP
ECy
6.
7. [+]
8.
9.
10. 242
11.
242 IP [ 4
4.4
DHCP IP Manager HTTPS/HTTP PC
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HTTPS
HTTPS TRUSTCERTS HTTPS CA
TRUSTCERTS HTTPS
HTTP
CA IP_ Office TCS[ 4™
IP Office
1
HTTP IP Office IP Office
2
HTTP IP Office WebRootCA.pem
HTTP
5.1 IP Office
Avaya SIP TRUSTCERTS
WebRootCA.pem
IP Office
IP Office
TRUSTCERTS
IP Office Web Manager
IP500 V2 IP Office 467
Linux __IP Office IP Office 457
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IP Office

51.1 Linux
IP
Linux [P Office

1. IP Office IP http://<server_address> IP Office Web Manager

2.

3.

4, =

5. " | ”

6. P "

System Logs Updates Settings AppCenter VNC
[ ees RO
I UUF FOIL D0 -
Certificates CA Certificate
O Create new ® Renew existing Q Import Q@ Export
| Generate | Download (PEM-encoded) | Download (DER-encoded)

7. “ PEM "

8. WebRootCA.pem TRUSTCERTS

9 (38
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5.1.2 IP500 V2

IP500 V2
1. IP Office IP http://<server_address>

D About I[P Office R10.0 b4
&~ C A [ 192.168.0.210/index.htm

AVAYA
IP Office R10.0.0.2

System Name: SystemA

IP Address: 192.168.0.210
[ 1P Office Web Manager |
|P Office Self Administration

System Status

Knowledge Base

Avaya Support
2. IP Office Web Manager

AVAYA
% Solution Call Management  System Seitings  Secwity Manager = Applications

Certificates

Certificates | SystemA

Service Users

Offer Certificate Offer ID Certificate Chain Issued To: Certificate Expiry Warmning Davs
NO ipoffice-00e007053b1d.avaya.com &0
Set View Export Regenerate

+ Add Cerfificate

Issued By Issued To Valid From Valid Till
WeriSign Class 3 Public Prima...  Symantec Class 3 Secure Ser...  2013-10-310:0: 0 2023-10-30 23: 59: 59 i. il ﬁ
4.
5. WebRootCA.pem TRUSTCERTS
6 £
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IP Office

5.2 IP Office
5.2.1 CA IP Office TC

CA
IP Office Web Manager IP Office
1. CA
IP Office
IP Office CA
IP Office
IP Office IP Office CA IP Office [+
CA IP Office
2. IP Office CA IP Office
a. IP Office Manager
b. IP Office Web Manager
Offer Certificate Offer ID Certificate Chain Issued To Certificate Expiry Waming Days
NO ipoffice-00e007053b1d. avaya.com 60
Set View Export Regenerate
Issued By Issued To Valid From Valid Till
WeriSign Class 3 Public Primary Certifica Symantec Class 3 Secure Server CA - G4 2013-10-310: 0: 0 2023-10-30 23: 59: 59 ] 0
werigign Class 3 Public Primary Certifica... VeriSign Class 3 International Server CA... 2010-2-80:0: 0 2020-2-7 23: 59: 59 + o 0
SIP Product Certificate Authority SIP Product Certificate Authority 2003-7-250: 33: 17 2027-8-17 5: 19: 39 + o e
C. + CA
3. HTTPS
.PEM  .DER
1. 367 ISYSTEM/PRIMARY/certificates/TCS/ADD
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5.2.2 IP Office

IP Office Server Edition

IP Office
IP Office
IP Office
1. Web
2.
3.
¥ Create certificate for a diffierent machine
Machine IF: 192 168.0.214 Password complexity requirements:
* Minimum passweord length: 8
FPassword: — eesssssses * Minimum number of uppercase characters: 1
= Minimum number of lowercase characters: 1
Confirm Password: sessessess * Maximum allowed sequence length: 4
Subject Name: primary
Subject Alternative Name(s): DNS:primary, DNS:primary.example.com, IP:192.168.0.214, URI5ip:192.1
Duration (days): 2555
Fublic Key Algorithm: RSA-2048 v
Secure Hash Algorithm: SHA-256 v
Regenerate Download (PEM-encoded) Download (DER-encoded)
4. IP Office  SIP
LAN1 LAN2
LAN1 / LAN2SIP DNS DNS:example.com
LAN1 / LAN2SIP FODN DNS DNS:ipoffice.example.com
LAN1 / LAN2IP IP IP:192.168.42.1, 1P:192.168.43.1
IP Office IP IP
LAN1 / LAN2SIP SIP URI URI:sip:example.com
LAN1 / LAN2IP SIP URI URI:sip:192.168.42.1
HTTPS SIP URI
5.
6. PEM
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IP Office

5.2.3 IP Office

IP Office
1. IP Office Manager

IP Office Manager

System: System C :

192.168.01

IP Office Web Manager:

Add Certificate

Select certificate file from local machine

ge | X v ] <] > ]

2. IP Office [ 48

3. IP Office CA

SIP
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5.3

IP_Office (47 CA IP Office
IP Office PEM
5.3.1
Microsoft (mmc)
1. “ !
2. mmc
3. /
4.
5.
6.
7.
8. MMC
5.3.2 CA Windows
CA Windows
1. “ !
2. mmc
3.

E Consalel - [Conscle Root\Certificates (Local Computer/\Trusted Root Certification Autharities]

File Action View Favorites Window Help
&= 7@ 8¢z H
| Console Root Object Type
F] _q}J Certificates (Local Computer) | Certificates
| Personal -
4 Trusted Root g5 Certificates...
| Certificat]
» || Enterprise Tr All Tasks 3 Find Certificates...
| Intermediate i
> | Trusted Publ View k Import...
> [ Untrusted C¢ Mew Window frem Here
| Third-Party f 3
, [ Trusted Peof Mew Taskpad View...
| Other Peoply Refiosh
» [ M )
| McAfee Trus| Export List...
» 1 PC-Doctor, i Help
. | Remote Deskrop m
4.
a. « "
b. CA (root-CA.pem)
C.
d.
5.
6.

SIP
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5.3.3

HTTP IP Office HTTP 307
HTTPS s
CA s
CA CA
IP Office
IP Office Server Edition PC
1IN
1. Web
2.
3.
4.
¥| Create cerfificate for a diffierent machine
Machine P 192 168.0.201 Password complexity requirements:
’ : o * Minimum password length: 8
Password: — * Minimum number of uppercase characters: 1
' * Minimum number of lowercase characters: 1
CONfirm Password: seesssssss * Maximum allowed sequence length: 4
Subject Name: fileserver
Subject Alternative Nameis). DMNSfileserver, DMNS fileserver.example.com, IP:192.168.0.201, IP:203.0.
Duration (days): 2555
FPublic Key Algorithm: REA-2048 v
Secure Hash Algorithm: SHA-256 v
Regenerate Download (FEM-encoded) Download (DER-encoded)
5. PC s FQDN IP
“ ! DNS:fileserver.example.com,IP:192.168.0.201, IP:203.0.100.30
6.
7. PEM
8. Web ['50")
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5.3.4

[51%

1. ¢ " iis

2

HTTP

MicrosoftllS

Internet Information Services (IIS) Manager

q'i Internet Information Services ﬂ].S_) Manager

@_@ (63 Lanam »

File View Help

Connections

4183 10111274 (GLOBAL\kerryy) |

@ Application Peols

46 Sites

4 &% Default Web Site
[->--:| aspnet_client
5[] signatures

b. P12

Web

qi Internet Information Services (IS) Manager

Filter:

ﬂ;j LC111274 Home

- B Go - (& Show All

Group by: Area

s

2

ﬁ-&’- |
Qutput
Caching

Authentic...

Compression

=
- =

Request
Filtering

s

Default
Document

Server
Certificates

Directory
Browsing

&

Worker
Processes

Error Pages

1|
4=
Handler
Mappings

HTTP
Respon..

[48)

o | [B]] 83
% [@ » LCILZl4 » Stes » Defoult WebSite + EEEICE
File View Help
Connections B Actions
q Default Web Site Home
[l B Explore
[t =
« % \:(;1112?4.1 (GLOBAL keryy) Filter: - % Go - %ShcywA” Group by: Area & - Edit Permissions...
L= Application Pools Edit Site
4.8 Sites s
4 0 Default Web Site
1»-[_| aspnet_client Basic Settings...
&[] signatures Authentic.. Compression

Type
http

Host Name

IP Address

Binding Informa..,

Manage Web Site (~

View Applications

View Virtual Directories

Output Request net.tcp a08:* & Restart
Caching Filtering net.pi.. * P Start
Management net.m... localhost B Siop
localhast Browse Web Site
[®] Browse 80 (http)
Configurat... [8] Browse %443 (https)
Editor
Advanced Settings...
Configure
Limits...
a. 443 https
b. “SSL !
C.
IIS Manager
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6. SIP

6.1 SIP
System Monitor SIP
SIP
1. ‘i}" Ctrl+T
2. HTTP  DHCP
3. SIP SIP Reg/Opt Rx
4. SIP
5.
6.2
System Monitor IP Office

SIP

£3 5IPPhoneStatus

YWaiting 1 secs for update

Total Configured: 1

Total Registered: 1

DHCP

HTTP

SIP Reg/Opt Tx

SIP

Fegistered Status

Status | SIP Phone Status | SIP

=10l %]

E sty Mum | P Address | Transpart | |1zer Aagent | SIPO... | Statuz

i334 19216842203 UDP #-Lite releaze 1103d stamp 53117 R SIF: Registered

1| | i

Digplay Option )

’75' Show Al ™ Registered  © UnFegistered Py Ll
6.3
IP Office H323/SIP /[ IP

10 5 10
IP
10 10 10
System Status
SMTP SNMP Syslog System Monitor IP
Status | Blacklisted IP Addresses | IP Status | Blacklisted Extensions

SIP Page 54

IP Office™ Platform 10.1

- Issue 02a (25 May 2017)

Comments on this document? infodev@avaya.com



Chapter 7.
Avaya SIP

SIP Page 55
IP Office™ Platform 10.1 - Issue 02a (25 May 2017)

Comments on this document? infodev@avaya.com



7. Avaya SIP

[ 20" Avaya SIP IP Office
Avaya

. B179[ 563
. E129[5A
. J129[ 63

7.1 1100/1200

IP Office 1120E 1140E 1220 1230

Nortel BCM  SIP Avaya IP
Office SIP
“IP Office 1100/1200 Series Phone Installation” IP Office
1100/1200 I FCh
7.2 B100 (B179)
IP Office SIP B179
IP Office “Installing and Administering

the IP Office B179 SIP Conference Phone” IP Office B179 SIP [167

B100
IP Office IP Office *47 B149/B159

/

1. W

2. CONF

3.

4. F —~ F * -

5. F IP Office F*47

6. F

7. L * e
7.3 D100 (D160)

DECT SIP IP Office IP Office SIP
SIP DECT

IP Office “Installing and Administering

IP Office D100 SIP Wireless Terminal’ IP Office D100 SIP [16)
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Avaya SIP : D100 (D160)

7.4 E100 E129 EI159 EI169
IP Office E129 E159 E169
IP Office “Installing and
Maintaining Avaya E129 SIP Deskphone” Avaya E129 SIP “Administering Avaya E129 SIP
Deskphone” Avaya E129 SIP [16)
7.4.1 E129
sip [2 E129 DHCP
DHCP SIP
1. DHCP/[ 57 IP DHCP
E129 IP Office DHCP
2. DHCP| 58 IP DHCP DHCP
SIP E129
3. DHCP IP DHCP IP E129
5 P
IP
4. IP 1[ed DHCP
5. P 2[ 6 DHCP
7.4.1.1 DHCP
IP DHCP E129
IP Office DHCP
IP Office (27

DHCP E129

1. LAN LAN

2. PoE DC 5V

3.

4.

5. IP Office

6. IP Office

7.

IP Office
NextScr

8.

9. E129
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7.4.1.2 DHCP
IP DHCP DHCP
E129
IP Office (27
Web
DHCP E129
1. LAN LAN
2. PoE DC 5V
3.
4.
5. l"l IP
6. Web IP
7. admin
a. | 1]
i. SIP IP Office LAN SIP
i. SIP ID IP Office
iii. IP Office
iv.
b.
i. IP Office IP
ii. IP Office IP
iii.
8.
9.
10. E129
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7.4.1.3 DHCP IP
DHCP IP E129 IP
IP
IP Office (27
IP IP IP SIP IP
Office LAN1  LANZ2
Web
IP E129
1. LAN LAN
2. PoE DC 5V
3.
4.
5. l’l IP
6. Web IP
7. admin
a. | 1]
i. SIP IP Office LAN SIP IP
i. SIP ID IP Office
iii. IP Office
iv.
b.
i. IP Office
ii. IP Office
iii.
a.
i.
ii. IPv4 IP
iii.
d.
8.
9.
10. E129
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7.4.1.4 IP 1

DHCP
IP Office (27
. IP IP IP SIP IP
Office LAN1  LANZ2
Web
DHCP E129
1. LAN LAN
2. PoE DC 5V
3.
a. i
b. i
c IP i
d IP o [
e IP ¢ IP *
£ °
g. *
h °
i.
4.
5. l"l IP
6. Web IP
7. admin
a | 1]
i. SIP IP Office LAN SIP IP
i. SIP ID IP Office
iii. IP Office
iv.
b.
i. IP Office IP
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7.4.1.5 IP 2
DHCP
IP_Office [27
IP IP IP SIP IP
Office LAN1 ~ LAN2
DHCP E129
1. LAN LAN
2. PoE DC 5V
3.
4. i
5. i
a IP i
b IP i IP
c IP d IP *
d. d
e. b
f [ ]
g. DHCP IP N 7
6. i
a. SIP d IP Office LAN sIp IP
b. SIP ID d IP Office
c. SIP d IP Office
d. o
7. i
a. i IP Office IP
b. DHCP IP (59" 7
c. i IP Office IP
d.
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7.4.1.6

SIP IP Office SIP
o P
1. IP Office SIP [213
2. IP Office Avaya IP IP Office System Status Application
[ oY
3. DHCP SIP SIP
SIP IP Office LAN1 LAN2 DHCP
4. SIP DHCP DHCP P [59
5. DHCP IP /60 4
SIp ) ]
IP
DHCP P
DHCP DHCP DHCP P 1[0
IP
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7.4.1.7 IP

1. NextScr
2. NextScr

3. NextScr

7.4.1.8 Web

1. Web
a. Web IP

b. SIP
admin

2. Web

7.4.1.9

1. Web
a. Web IP

b. SIP
admin

7.4.1.10 E129
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[ ]
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7.4.2 E159 EI69

IP Office  9.03 9.1 E159 E169
/
IP Office
IP Office 9.0.3 IP Office
TLS SRTP
IP Office
7.5 H100 (H715)
IP Office 10.0 IP Office H175
IP Office “Installing and
Maintaining Avaya H100-Series Video Collaboration Stations” Avaya H100
“Administering Avaya H100-Series Video Collaboration Stations” Avaya H100
[16)
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7.6 J100 (J129)
J129 2 IP Office
IP Office “Installing and Administering
J100 Series IP Deskphones SIP” J100 P sIp [16)
IP Office 10.0 SP2 IP Office J129
SP2 J129
IP Office 10.0 SP2 J129 SP3
SP2 Avaya (support.avaya.com) IP Office
J129 [36) IP Office
J100Supgrade.txt .BIN XML J100Supgrade.txt
J100settings.txt 46xxsettings.txt
7.6.1 /
Emerg
IP Office IP Office
IP Office
IP Office
J100
- #
J100 # #
5 1 10
/ISRTP
AES-256 SRTP
SCEP
TLS
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TLS TLS
TLS TLS 68
IP Office
IP Office 68 TRUSTCERTS
(WebRootCA.pem)
HTTPS
HTTPS 63 HTTPS
HTTPS
HTTPS HTTP
IP Office TLS HTTPS HTTP
68 TLS  IP Office HTTPS
7.6.3
J100 HTTPS HTTP B
SP2 J129
IP Office 10.0 SP2 J129 SP3
SP2 Avaya (support.avaya.com) |P Office
J129 [36) IP Office
J100Supgrade.txt .BIN XML J100Supgrade.txt
J100settings.txt 46xxsettings.txt
- J100Supgrade.txt
IP Office IP Office
(12
-* SP2 46xxsettings.txt
J100settings.txt
- J100settings.txt
SIP IP Office
(12
FW_S J129 R1 0 _0_0_35.bin
10 IP Office 10.0 SP3
IP Office Manager
- WebRootCA.pem
TLS
Language. XML
IP Office 10.0 SP3 IP Office
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7.6.4
J129 IP Office DHCP
1. IP Office R10 SP2
a. |IP Office support.avaya.com J129
b.
C. J100Supgrade.txt 46XXsettings.txt J100settings.txt
d. [ 367
2. sip [21y
3. slP__[ah sp__ [
4. [
7.6.5 P
J100
P
1 =
2. Enter
3. IP
4. IPv4
a. DHCP
b.
5. IPv4
a. IP * IP
b. IP Office LAN
c.
d.
4.
a. HTTP | HTTPS P HTTPS HTTP
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J100 SIP [1

IP Office SIp (13 SIP

7.6.7 SSON
Avaya SIP SSON 242 DHCP
DHCP SSON
SSON
J100 SSON

1 =

2. Enter
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4. 128 254
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|P Office SIP
IP
. Astra9133i[ 724
- Avaya A10 ATA[ 7
CounterPath Eyebeam/X-Lite [ 7

Grandstream GXP 2000 GXP 2020/ 82}
IP28[ e

InnovaphonelP22 P24

Nokia S60 v3 SIP [e7

Patton Micro ATA[ e

Polycom Soundpoint/ 8

IP Office

Avaya Solutions & Interoperability Lab SIP
Avaya DevConnect (http://www.devconnectprogram.com/site/global/compliance testing/application notes/index.
gsp)
Algo 8028 SIP Grandstream GXV3240
8036 SIP GXV3275
8128 SIP LiveSentinel SIP
8180 SIP Pol S dStation D
8188 SIP olycom oundStation Duo
8301 SIP QSC Q-Sys SIP
3226 FXO Revolabs FLX UC 1000
Ascom i62 VoWiFi Valcom P
i75 VoWiFi PagePro IP
Myco Yealink T-18 SIP
Interquartz Endurance 10CS T-20 SIP
Cetis 3300IP sip T-28 SIP
9600IP sip T-26 SIP
T-22 SIP
G-Tek AQ-10x VP530 SIP
ASP-8210-SMK
ASP-6210-S Teledex SIP ND2000
AAX-4100 SIP NDC2000
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SIP
SIP IP Office
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8.2 AAstra 9133i SIP

AAstra SIP 9133i
A. / SIP IP Office
1 IP
2. Admin 22222
3. 1 IP Office
Status c-:mfiguration Line 1
System Information Basic SIP Authentication Settings
Operation Screen Name |5IP334
User Passwaord . - ;
| User| User | Exension
FProgrammable Keys Phosie paymber .334 —I Extn | Base Extension
Directory Caller 1D _
Reset Authentication Mame |Extn334 ————User| User | Mame
Basic Settings = =
Preferences Passwaord |enee ——User| Telephany | Call Settings | Login Code
Call Forward BLA Mumber
AelvEnE e he Hgs Line Mode -Generic v
MNetwork
E_'”bj' =t Basic SIP Network Settings
ine ’ :
Line 2 Proxy Server [192.168.42.1 ——System | LAM | LAN Settings | IP Address
Line 3 Proxy Port 15060 il
L?ne 5 Backup Proxy Server 'h.D.D.D |
Line 5 a .
Line B Backup Proxy Port 0
Line 7 Qutbound Proxy Server |0.0.0.0
o Outbound Proxy Port lo
Cifis 9 utbound Proxy Fo |
Action URI Registrar Server 192.168.42.1 ——Systern | LAM | LAN Settings | IP Address
Configuration Server Registrar Port [5060 1l
Firmware Update 5 -
Troubleshooting Backup Registrar Server 0000
Backup Registrar Port |0
Registration Period U .
4. IP Office
B. SIP IP Office SIP
C. SIP
D. SIP /
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AAstra IP Office
IP Office
1.
Status Programmable Keys Configuration
System Information Key Type Value Line
Operation Hard Key 1: speeddial v [+17 1 v
Llzer Fassword
Programmable Keys | Hard Key 2 do not disturb %
Directory Hard Key 2 speeddial | |*37T# 1 v
Reset 84 5 i
Basic Settings Hard Key 4: speeddial ¥l _*38*1# 1 |
Preferences Hard Key 5: speeddial v |*30 1 w
Call Forward fies 3
Advanced Settings Hard Key &: | none e |
Metwork Hard Key 7: ' none v
Global SIP ) '
Line 1 BLF List URL:
L?ne = Save Settings ]
Line 3
2.
IP Office
IP Office
IP Office IP Office 1
IP Office
IP Office
L1-L3
xfer xfer xfer
xfer *38*1#
- Conf Conf Conf
SIP
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8.3 Avaya A10 ATA

Avaya A10 Analog Telephone Adapter 4 IFXS LAN LAN
IP Office SIP IP Office
A. / SIP IP Office
1. Al10 IP
2. nimdbg 54321
3. Telephony SIP
192.168.1.1 | Telephony ! SIP
Home
ImportExport Interfaces | Profiles |
Hame Domain Default-Server Registration Authentication Binding State
Network ! To/ (none} ethi Enabled ¥
IP/DNS L
HAT/NAPT I Ci:
4. Gateways sip
192.168.1.1 / Telephony | 5IP | Gateway sip
Home
ImportExport Configuration EESEIES
IP Interface I |ethl ~| ©
LRl SIP Gateway IEHaI’JIed "I
IP/DNS
NAT/MAPT Local Call Signaling Port ISUEU
ACL
QoS Call Signaling Traffic Clazs IIDcal-dEfaLllt jl
DynONS INWITE Transaction Timeout |32 seconds
DHCP Server
VAN Hon-INVITE Tranzaction Timeout |32 zECconds
Telephon
phony [¥ TCP
Call-Router Transport Protocole
H.323 [ uop
SIP — J—— 2 S
ime for which a non-rezponzive destination 2hould
. enalty Ir e
VolP Profiles FETE BT I 600 TEEITIZ stay in the penatty box, i.e. =hould not be contacted anymore
Tone Profiles g
PSTH Prafiles Sippty
Paorts Services
Ethernet default b4
FXS
CF
Various
5. Services Configuration
192.168.1.1 | Telephony | SIP | Gateway sip | Service default
Home
Import/Export Registration and Authentication |
Domain - I
Hetwork
IPIDNS " Set manual Host I Port
X Default-Server (Outbound Proxy) W Server Type Iloose-router vl
NATINAPT i+ Setalways the actual Registrar as Default Server
ACL
Qos Force Keep-Alives v |3600 seconds
DynDNS —
DHCP Server Call Transfer Veraion:IU "l
AN Seszion Timer Wersion: IS vl
CEEE Crzate new zeszion after redirsct [
Call-Router
H.323 - {" Detect NAT Address
Alternate Contact Address
el ) . - " User Defined IP Address I
VolP Profiles
Tone Profiles SIP Profile |c|efault 'I [+
PSTHN Profiles
Ports ValP Prafile default ~| ©
Ethernet r’\DD')"/
FX5
Domain
Default-Server (Outbound Proxy) Set always the
actual Registrar as Default Server
o
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6.
192.168.1.1 | Telephony / 5IP | Gateway sip / Service default
Horme
TR ETR Systern | LAN | LAN Settings | IP Address
= Ignore redirection of Registrar |1E|2 16542 1 Host IEUGU
Hetwork Regiztrar I~
IP/DNS " Register to redirected Registrar I Host I Port
HAT/NAPT o
ACL Registration Lifetime 300 seconds
QoS
DynONS
DHCP Server
WAN Users To Register
Telephony User Name Register Display Name Phone Context Authenticate Authentication Hame  Password
ﬁ*’;”z'fc’“‘er 338 register  SIP 228 sp authenticate  Extn22s
SiP I i I v I Ioooooooo
};ELZ':?;:IB:S EUSBFI lser| Extension User| User | Mame
Extn | Base Extension User | Telephony | Call Settings | Login Code
“‘Registrar” Ignoreredirection of Registrar
SIP IP Office LAN  IP SIP Apply 4
7. UsersToRegister IP Office SIP
8. Call-Router Interfaces FXS
192.168.1.1 / Telephony / Call-Router
Home
ImportExport m Routing Tables | Functions | Services | Configuration | Active Calls | Status
H.323 5P
Network Name Bound Port Routing Destination
IP/DNS
e fxs-0 fxs 00 to-sip (Table) x
ACL frs-1 fus 01 to-sip (Table) x
Qos fxs-2 fxs 02 to-sip (Table) >
DynDHN S fxs-3 fxs 03 to-sip (Table} *
DHCP Server ;
VEAN | [
9. fxs-0

192.168.1.1 ! Telephony ! Call-Router | FXS Interface fis-0

Home
Import/Export

Hetwork
IR/IDNS
HAT/NAPT
ACL
QoS
DynDMNS
DHCP Server
VAN

Telephony
Call-Router
H.323
SIp
VolP Profiles
Tone Profiles
PSTH Profiles

Ports
Ethernet
FX5

Cal-Reuting Destination

Precall Service

CID Pre=zentation

Sub=scriber Number

Call Hold
Call VWaiting

Call Transfer

Additional Call Offering

PSTN Profile

Tone Profile

Configuration REIERIE]

" Interface I[none] vl

IV & Table |tosip | ©
" service I[none] 'l

[ |inone) =

W |33
3
W
=
c3

Idefault 'l

Us =

Call-Routing Destination

to-sip

Subscriber Number

o

SIP

Table

IP Office

Port [~ Register via Default-Server

oo™

Default

def

r

*

ault

SIP
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10. to-sip (]
- 192.168.1.1 / Telephony / Call-Router { Routing Table to-sip
ome
ImportExport Configuration
iy Destination Execute Function (Optional)
called-e{64 Of
Hetwork
IP/DNS T sip (SIP Interface) *
HAT/NAPT callsd-=164 value or default " interace I [nm'le:: -
FEE r p B Optianal function to execute
Qos Table \nongj ¥ ij
DynDNS " Service I[nune} j |[nu:|ne} j
DHCP Server {To change an entry,
VAN enter the value of an existing entry) " none
T sip SIP
11. Call-Router Routing Tables
192.168.1.1 / Telephony / Call-Router
Home
ImportExport Interfaces Qi TiLGRE S0 Functions | Services | Configuration | Active Calls | Status
Routing Tables
Hetwork Hame Looks up for
IP/DNS ;
from-sip called-2164 b4
HATNAPT . p—— *
ACL to-sip called-g .
Qos | called-e164 = CF
Munnis
12. from-sip
192.168.1.1 | Telephony / Call-Router ! Routing Table from-sip
Home
Import/Export Configuration
LEzs .3 w0 Destination Execute Function (Optional)
Network called-e 164 OF
IPiDNS called-2164 value or default & Interface I vI
NAT/NAPT -~ - " Optional function to execute
ACL 338 Table (none) = |j
Qos " Service |(none) =] Jnone) =]
DynDNS (To change an entry,
DHCP Server enter the value of an exizting entry) " none
IP Office SIP
Destination Interface fxs
13. SIP
192.168.1.1 / Teleghony / Call-Router / Routing Table from-sip
Home
Import/Export Configuration
Looks Up For L . .
Hetwork called-aT64 Of Destination Execute Function (Optional)
IP/DNS 338 fus-0 (FXS Interface) x
NAT/NAPT cailled-2164 value or defawit " Interface I[I‘lDI'le] ,I
ACL e ; . Cptional function to execute
Qos Table honep = ij
DynDHS " Service |(none) =" Jinone) =]
DHCP Server (To change an entry,
VAN enter the value of an existing entry) " none
14. “‘Save’
192.168.1.1 / Save
Home
Import/Export Save Configuration
“ou are going to zave the modified configuration persistenthy.
Network Thiz iz needed to retain the current configuration beyond the next reload.
€ = or Are you sure you want to write the current running-cenfig
IP/DN S to the startup-config?
NAT/MAPT
ACL Save | Cancel |
B. SIP IP Office SIP
C. SIP

SIP
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FXS

G723

Home
Import/Export

Hetwork
IP/IDNS
NAT/MAPT
ACL
QoS
DynDNS
DHCP Server
VAN

Telephony
Call-Router
H.323
SIp
VolP Profiles
Tone Profiles

5 IP Office
#
Avaya A10 ATA
182.168.1.1 / Telephony |/ VolP Profiles [ Profile default
m Fax | Modem | Dejitter Buffer | Status |
Voice Codecs
Position Codec Rx Length [ms] Tx Length [ms] Silence Suppression
2|
ER 1 o7tluawss |20 f20 @ defaut  yes C no v K
1|
ER 2 o7llalawsek 20 f20 O gefaut  yes O no v K
1|
g 3 g72e IEG IEU % defautt © yes T no A 4
| | transparent = | & defautt © yes T no ¥

Additional Voice Parameters
Default Silence Suppression

Highpazs Fitter

[T If not =pecified by the codec

¥ “oice input filter for A/D conversion

Post Fitter [¥ “oice cuput fiter for DéA conversien
PSTH Profiles
DTMF Rela v
Ports Y o
Ethernet RTP Payload Type For Tone Events (NTE) |1|:|1
FXS
RTP Payload Type For Signaling Events (NSE) |1I:Il:]
Various
System RTP Traffic Class |local-voice =||
AAA g
Time Apply
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8.4 CounterPath eyeBeam/X-Lite

CounterPath VolP X-Lite SIP PC SIP
http://www.counterpath.com/ X-Lite
A. / SIP IP Office
1. IP Office SIP S SIP IP Office
2. X-Lite SIP
3. SIP
4.
Properties of Account 1 ﬂ
Aceount |"Jnicemail Tu:npu:nlog_l,ll F'resencel Advanced
User Details
Display Mame I
ser narme I 334 —ser | User | Extension
LExtn | Base Extension
Password I oo User | Telephony | Call Settings | Login Code
Authorization user name I Extn3ad User | User | Mame
Domain |192-168-42-1 System | LAM | LAM Settings | IP Address
r— Darmnain Proxy
v Rengister with domain and receive incoming calls
Send outbound wvia:
& domain
 prowy Address I
Dialing plan I
0k I Cancel Apply
5. IP Office
6.
7.
SIP Accounts ﬂ
Emabled  Acck # Cromain |sername Display Marme &dd...
E 2.1 {default)
Remove |
Propetties... |
MMake Default |
8.
9. X-Lite IP Office
10. IP Office DS X-Lite

[e1

SIP
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a. **7469

Advanced Dptions k|
Filker: I Apply Filker | Clear Filker |
CQption Mame Walue ﬂ
audin:aec:manual_offset ]
audin:agc:desired_level 1500
audio: concealment:enabled 1
audin:headset: _section_desc ]
audin:headset:aec_enabled 1
audin:headset: audio_in_agc_enabled 1
audio:headset; audio_in_device (default wave im
audin:panic:increase_amount_if_below_in_milliseconds 10 -
‘| > 4
b. honor
Advanced Dptions |
Filter: I honor apply Filter | Clear Filker |
Cption Mame

Yalue
1

syskem:network:honor First codec

c. system:network:honor_first_codec 1

d. X

Advanced Dptions X|

Save changes?

ko | Cancel |

e.

B. SIP IP Office SIP

C. SIP

D. SIP /
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X-Lite

IP Office SIP

options x|
General Disabled codecs: Enabled codecs:
A d Broadioice-32 G711 ulaw
vanse Eroadvoice-32 FEC = |
DWI4
w14 Wideband
- G711 alaw
Andio Codecs G5
iLBC
ol L1& PCM wWideband
g Speey
. Speex FEC
Yideo Codecs Spee Wideband
Speex Wideband FEC
[
e ~Codec Properties
M bk Description: IG?ll alaw
- \,E Bitrate range (bpsh: I 80000 - I 20000
Fidelity: I Marrowband (S000)
Cuality of Service
Best Quality (PESQ): lllllllllllllllllll
[j] 0.0 4.5
Diagrostics Apply | Rewert | ] 4 | Cancel |
SIP IP Office

SIP
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8.5 Grandstream

Grandstream
A.
1.
2.

SIP
IP Office
/ SIP
IP DHCP
1 IP Office

IP Office SIP
IP Office
IP

admin

Grandstream Device Configuration

ijstem | LAM | LAM Settings | IP Address

User | User | Extension
Extin | Base Extension

[ Account Active:  No & Yes ]
Account Name: |Brad4142
SIP Server: [192.168.42.1
Outhound Proxy: |192.1EB.42.‘|
SIP User ID: [4142
Authenticate ID: |E):tn4'|42

Authenticate Password:

Name:

Lzer|User| Mame

|Brad SiPhane

[ local SIP port:

050 (defmit S060) |

SIP Registration Failure Retry Wair Time:
SIP 71 Timeour:
SIP T2 Interval:

Use RFC3581 Symmetric Routing:

IED (in seconds. Between 1-3600, default is 20)

I‘Isec 'I
|4 sec 'I

User | Telephany | Call Settings | Login Code

SIP Transport: & UDP ¢ TCP
& No O Yes
NAT Traversal (STUN): & No € No, but send keep-alive ' Yes
SUBSCRIBE for MWI: & No  © Yes
PUBLISH for Presenice:  © No & Yes
Proxy-Reguire: I
Voice Mail UserID:  |*17 (UserID for voice mail svstem)
choice 1: |G.723A/B x| choice 5: |G726-32 =
Preferred Vocoder: choice 2: |PCMA =l  choice 6 |iLBC =l
(in listed order) choice 3: |G.723.1 =l  choice 7: |G.722 {wide band) x|
choice 4: |PCMU =l choice & |GSM =

SRTP Mode:
eventlist BLF URI:

Special Feature:

' Disabled

" Enabled but not forced

" Enabled and forced

|
IStandard 'I

Update I

Cancel |

Reboot |

IP Office
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: Grandstream

Grandstream Device Configuration
STATUS BASIC SETTINGS ADVANCED SETTINGS ACCOUNT 1 ACCOUNT 2 ACCOUNT 3ACCOUNT 4 ACCOUNT SACCOUNT 6

Your configuration changes have been saved.
They will take effect on next reboot.

Reboot |
. wiRotsRemnedGndsrmmNewerksino M2
1

Grandstream Device Configuration

The device is rebooting now._
You may relogin by clicking on the link below in 30 seconds.
Click to relogin

SIP IP Office SIP

C. SIP
SIP /
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8.6 Innovaphone IP22 P24 P28

A. / SIP IP Office
1. IP
Info  Admin License Update NTP Sync HTTP-Server HTTP-Client
General
P Version 7.00 hotfix3 IP28[09-70300.11], Bootcode[09-7030011], Hardware[402]
SerialNo 00-90-33-21-01-7d (9e)
£ DRAM 16 MB
LDAP FLASH a8 mMB
TEL1 Coder 8 Channels of G.711,G.726,G.729
TEL2 Syne
TEL3 S.NTP Server 135.64.181.220
Time 05.06.2008 07:13
TEL4 Uptime 17d 11h 37m 29s
TEIR
2.
3. admin ip22 ip24 ip28
General  Interfaces SIP  GK Routes CDRO CDR1 Calls
General
P Call Logging [}
ETHO Route Logging [
— Billing CORs= only []
TEL1 Logglng Filter(GWy:hir)
TEL2 Licenses
Name Count Usage
TEL3
TEL4 Ok | Cancel |
TFIR
4.
General | Interfaces  SIP GK Routes CDRO CDR1 Calls
General
P Interface CGPHN-In COPN-In CGPN-Out CDPN-Qut State Alias  Registration
1 + u
ETHO - UE
LDAP N Up
TEL1 N Up
TEL2 N Up
TEL3 + Up
TEL4 o Up
TEL5 + Up
TELG +
TEL7 TONE +
TEL8 HTTP +
e
Gateway
5. TEL1
MName
Disable Fl
Tones EUROPE-PEX b
Interface Maps | Manual b

Internal Registration

Protocol MNone +

Feature Codes Support [] (with Feature Codes)
Dynamic Group

Direct Dial

Locked Wwhite List

QK Cancel Apply Delete Help

Logging SNMP Telnet Certificates

admin  Help

admin  Help

SIP
IP Office™ Platform 10.1

Comments on this document? infodev@avaya.com

Page 84
- Issue 02a (25 May 2017)



> Innovaphone 1P22 P24 P28

6. SIP IP Office SIP
Name 'SIP4420 |
Disable F]
Tones |UK V|
Interface Maps | Manual V|

Internal Registration

Protocaol SIP

Senver Address |135_s4_1a1=_220 |
Server Address | |
|
|
|

Systern | LAN [ LAN Settings | IP Address

primary)

Uzer| User | Extension
secondary) I:Extn | Base Extension

(
(

ID@Domain 14420 @ 135.64.181.220 :
UEErnEmE |S|P4420 U58r|USEr|NamE
Password |I-III-IIIII- | Retype |IIII-IIII-I

Feature Codes Support [] (with Feature Codes) Idser | Telephony | Call Settings | Login Code

Dynamic Group | |

Direct Dial | |

Locked White List | |
Media Properties

General Coder Preference | GT29A % | Framesize [ms] Silence Compression [] Exclusive []
Local Metwork Coder GT11A  + | Framesize [ms] Silence Compression []

Enable T.38 Enable SRTP [] Mo DTMF Detection [] MOH Mode []

Ok | Cancel | Apply | Delete | Help |
7.
General | Interfaces | SIP GK Routes CDRO CDR1 Calls admin.Help
General
P Interface CGPHN-In CDOPN-In CGPN-Out CDPN-Qut State Alias  Registration
ETHD TEL1 SIP4420 + Up 4420 — 135.64.181.220
Loap TELZ SIP4421 + Up
TELY TEL3 SIP4422 + Up
TEL4 SIP4423 + Up
s TELS SIP4424 + Up
LB TEL6 SIP4425 + Up
Wrar) TELT SIP4426 + Up
TELS TELS SIP4427 + Up
TELG TEST .
TEL7 TONE +
TELS HTTP "
Gateway
8.
General Interfaces SIP GK | Routes CDRO CDR1 Calls admin__ Help
General
P ., From To Counter CGPN Maps
ETHO
9. TEL TEL SIP
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10. — TEL

RAB 4
Description Disable (]
TEL1 SIP4420 = RAB1 SIP4420 +
[ RAB1 SIP4420 Cause(DISC)
] TELZ
] RAB2 Add UUI
O TEL3 Final Route Fl
[] RAB3 Final Map L
[ TEL4 No Reroute on wrong Mo []
[ RAB4 Verify CGPN F
O] TELS Interworking(QSIG,SIF) [
[] RABS 0 ewi Rerouting as Deflection []
O] TELS O Gwz Routing on Diverting No []
[] RABG O owa Force enblock
] TEL7 [ Gw4 Add # O
O] RAB7 O Gws Disable Echo Canceler [
[] TELS ] GWs Call Counter max
[] RABS
[0 TEST
] TOMNE
[] HTTP
] ECHO
[ sk
[ sip2
] siP3
[ siP4
oK | Cancel Apply Help
11. — RAB TEL
12. b TEL1 “ ?
General Interfaces SIP GK | Routes CDRO CDR1 Calls admin _ Help
General
P ., From To Counter CGPN Maps
ETHO ¢, TEL1:5IP4420| &5° “2, — RAB1:SIP4420|b -
— £, RAB1:SIP4420| 5° 2, — TEL1:SIP4420 | —
13, “ .
B. SIP IP Office SIP
C. SIP
D. SIP /
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> Innovaphone 1P22 P24 P28

8.7 Nokia S60 v3 SIP

Nokia S60 SIP SIP Nokia Nokia e64
Nokia S60 SIP IP Office SIP
A. / SIP IP Office
1. | | | | Sip | SIP
2.
IETP
<|P Office >@<IP Office SIP LAN IP >

338@192.168.42.1

IP Office SIP LAN IP
<IP Office >@<IP Office SIP LAN IP >
Extn338@192.168.42.1
IP Office
IP Office
IP Office LAN SIP 5060
3. | | | | Internet |
SIP
4. | | Internet | |
Internet
B. SIP IP Office SIP
C. SIP
D. SIP /
SIP Page 87
IP Office™ Platform 10.1 - Issue 02a (25 May 2017)

Comments on this document? infodev@avaya.com



8.8 Patton Micro ATA

A. / SIP IP Office
1. Micro ATA IP
2. SIP

Home

SIP Configuration

SIP Server Settings (Current Server: 192.168.42.1:5060; Domain: ;Base RTP Port: 8002)

* 5IP Registration Server Address: |1 42168.421 |—System | LAM | LAN Settings | IP Address
SIP Port 5060
SIF Domain: | |

“foice Port:

= Leaving a8 setting blank will force the unit to use the informaticn obtained via DHCP and/or DNS

Phone 1
eed Dial Send Registration Request with Expire Time:
Send Unregistration at boot
Documentation [ send SUBSCRIBE.
Logout SUBSCRIBE Server IP or FQDMN(defaults to registration server): |
3. SIP IP Office LAN
4.

Home

Audio/CODEC Configuration

CODECS
Selected Silence Suppression Preferred-Codec

G711A on v
VolP Status G723 o
SIP G726 ou

LrEL G729 Ol |w

Phone 1

II

®@ 0000

5. IP Office SIP

. Lizer| User | Extension
User Information I_E}d" | Baze Extension

Phone Number 343 CallerlD Name |s1P343 |

User Name E)Iftn343 Password ssssssss ——|Jser| Telephony | Call Settings | Login Code

User| User | Narme
Port a060 SIP Registration status Registered

Voice Mail Setting

Voice Mail Mumber =7

7. IP Office SIP
SIP IP Office SIP
C. SIP
SIP /

SIP Page 88
IP Office™ Platform 10.1 - Issue 02a (25 May 2017)

Comments on this document? infodev@avaya.com



: Patton Micro ATA

8.9 Polycom SoundPoint

A.

SIP

/ SIP
IP DHCP

Polycom

POLYCOM

Network sIp

IP Office
IP

456

SIP IP Office LAN

SoundPoint IP Configuration

Lines

SIP Configuration Parameters:

Servers Local Settings

IP
SoundPoint IP Configuration

POLYCOM

Outbound Proxy |
Address [{192.168.42 1 s =

System | LAM | LAN Settings | IP Address

System | LAM | LAMN Settings | IP Address

Office SIP

General Network sip

Lines

Line Parameters:

Line 1 Line 2

C. SIP

Identification

SIP4637

Cisplay Mame

Address

Auth User ID

Auth Password

Label l|SIP4637

Type | fs L]

Third Party Mame

Mum Line Keys

Calls PerLine Key

Address [§192.168 .42 .1

Port

Transport || UDPonly

IP Office

SIP

SIP /

User|User| Extension
Extn | Bage Extension

User| User | Mame

User | Telephony | Call Settings | Login Code

Systern | LAN | LAN Settings | IP Address

SIP

IP Office SIP

SIP
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