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Notice

While reasonable efforts have been made to
ensure that the information in this document is
complete and accurate at the time of printing,
Avaya assumes no liability for any errors. Avaya
reserves the right to make changes and
corrections to the information in this document
without the obligation to notify any person or
organization of such changes.

Documentation disclaimer

“Documentation” means information published in
varying mediums which may include product
information, operating instructions and
performance specifications that are generally
made available to users of products.
Documentation does not include marketing
materials. Avaya shall not be responsible for any
modifications, additions, or deletions to the
original published version of Documentation
unless such modifications, additions, or
deletions were performed by or on the express
behalf of Avaya. End User agrees to indemnify
and hold harmless Avaya, Avaya's agents,
servants and employees against all claims,
lawsuits, demands and judgments arising out of,
or in connection with, subsequent modifications,
additions or deletions to this documentation, to
the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or
reliability of any linked websites referenced
within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy
of any information, statement or content
provided on these sites and does not
necessarily endorse the products, services, or
information described or offered within them.
Avaya does not guarantee that these links will
work all the time and has no control over the
availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya
hardware and software. Refer to your sales
agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty
language, as well as information regarding
support for this product while under warranty is
available to Avaya customers and other parties
through the Avaya  Support  website:
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http://support.avaya.com/helpcenter/getGeneric
Details?detailld=C20091120112456651010
under the link “Warranty & Product Lifecycle” or
such successor site as designated by Avaya.
Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner
outside of the United States and Canada, the
warranty is provided to You by said Avaya
Channel Partner and not by Avaya.

“Hosted Service” means an Avaya hosted
service subscription that You acquire from either
Avaya or an authorized Avaya Channel Partner
(as applicable) and which is described further in
Hosted SAS or other service description
documentation regarding the applicable hosted
service. If You purchase a Hosted Service
subscription, the foregoing limited warranty may
not apply but You may be entitled to support
services in connection with the Hosted Service
as described further in your service description
documents for the applicable Hosted Service.
Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU
PURCHASE AN AVAYA HOSTED SERVICE
SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE
TERMS OF USE FOR HOSTED SERVICES
ARE AVAILABLE ON THE AVAYA WEBSITE,
HTTP://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for
Hosted Services” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES
OR USES THE HOSTED SERVICE. BY
ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO
SO, YOU, ON BEHALF OF YOURSELF AND
THE ENTITY FOR WHOM YOU ARE DOING
SO (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE
ON BEHALF A COMPANY OR OTHER LEGAL
ENTITY, YOU REPRESENT THAT YOU HAVE
THE AUTHORITY TO BIND SUCH ENTITY TO
THESE TERMS OF USE. IF YOU DO NOT
HAVE SUCH AUTHORITY, OR IF YOU DO
NOT WISH TO ACCEPT THESE TERMS OF
USE, YOU MUST NOT ACCESS OR USE THE
HOSTED SERVICE OR AUTHORIZE ANYONE
TO ACCESS OR USE THE HOSTED SERVICE.
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Licenses THE SOFTWARE LICENSE TERMS
AVAILABLE ON THE AVAYA WEBSITE,
HTTP://SUPPORT.AVAYA.COM/LICENSEINFO
, UNDER THE LINK “AVAYA SOFTWARE
LICENSE TERMS (Avaya Products)” OR SUCH
SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO
DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM
AVAYA INC., ANY AVAYA AFFILIATE, OR AN
AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA
CHANNEL PARTNER. UNLESS OTHERWISE
AGREED TO BY AVAYA IN WRITING, AVAYA
DOES NOT EXTEND THIS LICENSE IF THE
SOFTWARE WAS OBTAINED FROM ANYONE
OTHER THAN AVAYA, AN AVAYA AFFILIATE
OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL
ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY |INSTALLING,
DOWNLOADING OR USING THE SOFTWARE,
OR AUTHORIZING OTHERS TO DO SO, YOU,
ON BEHALF OF YOURSELF AND THE ENTITY
FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC.
OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA”).

Avaya grants You a license within the scope of
the license types described below, with the
exception of Heritage Nortel Software, for which
the scope of the license is detailed below.
Where the order documentation does not
expressly identify a license type, the applicable
license will be a Designated System License as
set forth below in Section M())1 or 2 as
applicable. The applicable number of licenses
and units of capacity for which the license is
granted will be one (1), unless a different
number of licenses or units of capacity is
specified in the documentation or other materials
available to You. “Software” means computer
programs in object code, provided by Avaya or
an Avaya Channel Partner, whether as stand-
alone products, pre-installed on hardware
products, and any upgrades, updates, patches,
bug fixes, or modified versions thereto.
“Designated Processor” means a single stand-
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alone computing device. “Server” means a set
of Designated Processors that hosts (physically
or virtually) a software application to be
accessed by multiple users. “Instance” means a
single copy of the Software executing at a
particular time: (i) on one physical machine; or
(i) on one deployed software virtual machine
(“VM”) or similar deployment. License types:

Designated System(s) License (DS). End
User may install and use each copy or an
Instance of the Software only: 1) on a
number of Designated Processors up to the
number indicated in the order; or 2) up to the
number of Instances of the Software as
indicated in the order, Documentation, or as
authorized by Avaya in writing. Avaya may
require the Designated Processor(s) to be
identified in the order by type, serial number,
feature key, Instance, location or other
specific designation, or to be provided by
End User to Avaya through electronic
means established by Avaya specifically for
this purpose.

Concurrent User License (CU). End User
may install and use the Software on multiple
Designated Processors or one or more
Servers, so long as only the licensed
number of Units are accessing and using the
Software at any given time. A “Unit” means
the unit on which Avaya, at its sole
discretion, bases the pricing of its licenses
and can be, without limitation, an agent, port
or user, an e-mail or voice mail account in
the name of a person or corporate function
(e.g., webmaster or helpdesk), or a directory
entry in the administrative database utilized
by the Software that permits one user to
interface with the Software. Units may be
linked to a specific, identified Server or an
Instance of the Software.

Cluster License (CL). End User may install
and use each copy or an Instance of the
Software only up to the number of Clusters
as indicated on the order with a default of
one (1) Cluster if not stated. “Cluster”
means a group of Servers and other
resources that act as a single system.
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Enterprise License (EN). End User may
install and use each copy or an Instance of
the Software only for enterprise-wide use of
an unlimited number of Instances of the
Software as indicated on the order or as
authorized by Avaya in writing.

Named User License (NU). You may: (i)
install and use each copy or Instance of the
Software on a single Designated Processor
or Server per authorized Named User
(defined below); or (ii) install and use each
copy or Instance of the Software on a Server
so long as only authorized Named Users
access and use the Software. “Named
User,” means a user or device that has been
expressly authorized by Avaya to access
and use the Software. At Avaya’s sole
discretion, a “Named User” may be, without
limitation, designated by name, corporate
function (e.g., webmaster or helpdesk), an
e-mail or voice mail account in the name of
a person or corporate function, or a directory
entry in the administrative database utilized
by the Software that permits one user to
interface with the Software.

Shrinkwrap License (SR). You may install
and use the Software in accordance with the
terms and conditions of the applicable
license agreements, such as “shrinkwrap” or
“clickthrough” license accompanying or
applicable to the Software (“Shrinkwrap
License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software
that was acquired by Avaya as part of its
purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage
Nortel Software is the software contained within
the list of Heritage Nortel Products located at
http://support.avaya.com/Licenselnfo/ under the
link “Heritage Nortel Products,” or such
successor site as designated by Avaya. For
Heritage Nortel Software, Avaya grants
Customer a license to use Heritage Nortel
Software provided hereunder solely to the extent
of the authorized activation or authorized usage
level, solely for the purpose specified in the
Documentation, and solely as embedded in, for
execution on, or for communication with Avaya
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equipment. Charges for Heritage Nortel
Software may be based on extent of activation
or use authorized as specified in an order or
invoice.

Copyright

Except where expressly stated otherwise, no
use should be made of materials on this site, the
Documentation, Software, Hosted Service, or
hardware provided by Avaya. All content on this
site, the documentation, Hosted Service, and the
product provided by Avaya including the
selection, arrangement and design of the
content is owned either by Avaya or its licensors
and is protected by copyright and other
intellectual property laws including the sui
generis rights relating to the protection of
databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in
part, including any code and software unless
expressly authorized by Avaya. Unauthorized
reproduction,  transmission,  dissemination,
storage, and or use without the express written
consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Virtualization

The following applies if the product is deployed
on a virtual machine. Each product has its own
ordering code and license types. Unless
otherwise stated, each Instance of a product
must be separately licensed and ordered. For
example, if the end user customer or Avaya
Channel Partner would like to install two
Instances of the same type of products, then two
products of that type must be ordered.

Third Party Components

“Third Party Components” mean certain
software programs or portions thereof included
in the Software or Hosted Service may contain
software (including open source software)
distributed under third party agreements (“Third
Party Components”), which contain terms
regarding the rights to use certain portions of the
Software (“Third Party Terms”). As required,
information regarding distributed Linux OS
source code (for those products that have
distributed Linux OS source code) and
identifying the copyright holders of the Third
Party Components and the Third Party Terms
that apply is available in the products,
Documentation or on Avaya's website at:
http://support.avaya.com/Copyright or  such



successor site as designated by Avaya. The
open source software license terms provided as
Third Party Terms are consistent with the
license rights granted in these Software License
Terms, and may contain additional rights
benefiting You, such as maodification and
distribution of the open source software. The
Third Party Terms shall take precedence over
these Software License Terms, solely with
respect to the applicable Third Party
Components, to the extent that these Software
License Terms impose greater restrictions on
You than the applicable Third Party Terms.

The following applies only if the H.264 (AVC)
codec is distributed with the product. THIS
PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE
PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO (i) ENCODE
VIDEO IN COMPLIANCE WITH THE AVC
STANDARD ("AVC VIDEO") AND/OR (i)
DECODE AVC VIDEO THAT WAS ENCODED
BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS
OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO
LICENSE IS GRANTED OR SHALL BE
IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM
MPEG LA, L.L.C. SEE
HTTP:/WWW.MPEGLA.COM

Service Provider

THE FOLLOWING APPLIES TO AVAYA
CHANNEL PARTNER’S HOSTING OF AVAYA
PRODUCTS OR SERVICES. THE PRODUCT
OR HOSTED SERVICE MAY USE THIRD
PARTY COMPONENTS SUBJECT TO THIRD
PARTY TERMS AND REQUIRE A SERVICE
PROVIDER  TO BE INDEPENDENTLY
LICENSED DIRECTLY FROM THE THIRD
PARTY SUPPLIER. AN AVAYA CHANNEL
PARTNER'’S HOSTING OF AVAYA
PRODUCTS MUST BE AUTHORIZED IN
WRITING BY AVAYA AND IF THOSE HOSTED
PRODUCTS USE OR EMBED CERTAIN THIRD
PARTY SOFTWARE, INCLUDING BUT NOT
LIMITED TO MICROSOFT SOFTWARE OR
CODECS, THE AVAYA CHANNEL PARTNER
IS REQUIRED TO INDEPENDENTLY OBTAIN
ANY APPLICABLE LICENSE AGREEMENTS,
AT THE AVAYA CHANNEL PARTNER’'S
EXPENSE, DIRECTLY FROM THE
APPLICABLE THIRD PARTY SUPPLIER.
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WITH RESPECT TO CODECS, IF THE AVAYA
CHANNEL PARTNER IS HOSTING ANY
PRODUCTS THAT USE OR EMBED THE
H.264 CODEC OR H.265 CODEC, THE AVAYA
CHANNEL PARTNER ACKNOWLEDGES AND
AGREES THE AVAYA CHANNEL PARTNER IS
RESPONSIBLE FOR ANY AND ALL RELATED
FEES AND/OR ROYALTIES. THE H.264
(AVC) CODEC IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE
PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO: () ENCODE
VIDEO IN COMPLIANCE WITH THE AVC
STANDARD ("AVC VIDEO") AND/OR (Il)
DECODE AVC VIDEO THAT WAS ENCODED
BY A CONSUMER ENGAGED IN A
PERSONAL  ACTIVITY AND/OR  WAS
OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO
LICENSE IS GRANTED OR SHALL BE
IMPLIED FOR ANY OTHER  USE.
ADDITIONAL INFORMATION FOR H.264
(AVC) AND H.265 (HEVC) CODECS MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE
HTTP://WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your
responsibility for complying with any applicable
laws and regulations, including, but not limited to
laws and regulations related to call recording,
data privacy, intellectual property, trade secret,
fraud, and music performance rights, in the
country or territory where the Avaya product is
used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized
party (for example, a person who is not a
corporate employee, agent, subcontractor, or is
not working on your company's behalf). Be
aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll
Fraud occurs, it can result in substantial
additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by
Toll Fraud and You need technical assistance or
support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353
for the United States and Canada. For additional
support telephone numbers, see the Avaya
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Support website: http://support.avaya.com, or
such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support
policies can be found in the Security Policies
and Support section of
https://support.avaya.com/security

Suspected Avaya product security vulnerabilities
are handled per the Avaya Product Security
Support Flow
(https://support.avaya.com/css/P8/documents/1
00161515).

Downloading Documentation

For the most current versions of Documentation,
see the Avaya Support website:
http://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support

See the Avaya Support website:
http://support.avaya.com for product or Hosted
Service notices and articles, or to report a
problem with your Avaya product or Hosted
Service. For a list of support telephone numbers
and contact addresses, go to the Avaya Support
website:  http://support.avaya.com (or such
successor site as designated by Avaya), scroll to
the bottom of the page, and select Contact
Avaya Support.

Trademarks

The trademarks, logos and service marks
(“Marks”)  displayed in this site, the
Documentation, Hosted  Service(s), and
product(s) provided by Avaya are the registered
or unregistered Marks of Avaya, its affiliates, its
licensors, its suppliers, or other third parties.
Users are not permitted to use such Marks
without prior written consent from Avaya or such
third party which may own the Mark. Nothing
contained in this site, the Documentation,
Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the
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Marks without the express written permission of
Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of
their respective owners.

Linux® is the registered trademark of Linus
Torvalds in the U.S. and other countries.
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Chapter 1. Introduction

Purpose

The purpose of this document is to provide an overview of the Call Management System (CMS)
connectors. This document contains general information on CMS connectors.

This document’s intended audience:

e Avaya & Partner sales resources
e Avaya, Partner, and Customer technical resources
e Users familiar with Avaya Call Management System (CMS)

Support

Visit https://support.avaya.com for the most up-to-date documentation, product notices, and
knowledge articles. You can also search for release notes, downloads, and resolutions to
issues. Use the online service request system to create a service request. Chat with live agents
to get answers to questions or ask to be connected to a support team if an issue requires
additional expertise.

Overview

Real-time and historical CMS data are readily available to end users via native CMS reporting
tools. When other systems or applications need that same data, Avaya offers access to the data
by way of CMS connectors and interfaces.

By providing CMS data, CMS connectors & interfaces become essential to contact center
operations. The CMS data is consumed by Avaya solutions, customer-created applications, and
third-party systems for a wide variety of purposes, including workforce management, agent
adherence, scheduling, forecasting, reporting, analytics, payroll, digital signage (e.g.
wallboards), desktop displays or dashboards, and pre-routing.
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Chapter 2. Real-time Connectors

Real-time connectors provide near real-time or “snapshots” of CMS data by utilizing CMS’s
native terminal emulator-only reporting tool, called Screen Painter. Resulting data is sent to the
receiving system or application via a network socket, encrypted or un-encrypted.

The real-time connector will attempt to connect to the listener every few seconds for an
indefinite period, as frequently as every 3 seconds. Once a connection is established the real-
time interface leaves the connection up indefinitely. If the connection is broken the real-time
interface has auto-recovery functionality that will attempt to re-establish the connection.

A CMS Main Menu Addition is provided with each interface for manually starting/stopping the
connector. The connectors start up automatically at system startup. If the CMS application is
turned off (with the OS still running) the interface must be manually restarted (via the connector
menu), after the CMS application has been turned on.

CMS caveats and limitations apply to real-time connectors, i.e. these interfaces cannot exceed
or circumvent CMS limitations. For example, CMS real-time reports (custom or standard) cannot
support a refresh rate faster than 3 seconds; therefore, real-time connectors cannot support a
faster refresh rate. Another example is that CMS terminal emulator (Screen Painter) reports
have a column/width limit of 132 characters or spaces across the report; therefore, real-time
reports used for CMS real-time connectors cannot exceed 132 characters across, including
spaces and delimiters. A workaround for this is to have data on multiple lines, with a unique roq
identifier, if needed.

Real-time adherence (RTA) connectors

Real-time adherence (RTA) connectors are a subset of real-time connectors designed to send
agent state data to receiving applications that are primarily used for agent scheduling,
adherence, or pre-routing. This subset includes connectors created solely and exclusively for
specific Avaya and third-party applications, with specifications defined & agreed upon by both
Avaya and those receiving parties.

Examples of RTA connectors include, but are not limited to, WFO RTA (for sending real-time
data to Avaya WFO), IEX RTA (for sending real-time data to NICE IEX WFM), TCS RTA (for
sending real-time data to Aspect TCS/eWFM), and Geotel RTA (for sending real-time data to
Cisco ICM).

Generic RTA, despite its name, is also designed to send real-time data to several other

applications like Avaya Agent Map, Teleopti, and Monet. For a complete list of CMS connectors
and their uses, see CMS Connectors Matrix (Appendix A).
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Inherent in its design for use by so many third-party vendors, Generic RTA is more configurable
than other RTA connectors and allows for options like additional information in startup markers,
timestamps data stream headers, or delimiter choices.

At startup, RTA connectors send one record for each monitored & logged in agent. After startup,
a record is sent only if the agent has a change of state. This design drastically reduces the
bandwidth demands on the customer’s network and processing requirements for the receiving
server/application.

Extensive state change detection logic processing is done to the data on CMS. Only raw data
items are transmitted in the data stream (no calculations are performed).

Each RTA connector refresh of data is terminated with the string, “==EOD==" (end of data). The
EOD marker is sent at every RTA refresh regardless of whether there are any updates to the
agent records. Thus, the EOD marker serves to provide a de facto heartbeat function to keep
the connection from dropping due to a lack of data.

RT_Socket Connector

Another subset of real-time connectors is a single connector called RT Socket. RT Socket is a
tool kit or API-style interface that enables the customer or third party to develop a real-time data
feed from their CMS (client) to another computer (server).

As with RTA connectors, a TCP listener must be provided by the customer or third-party vendor.
Source code for sample socket listeners is freely available on the Internet.

RT Socket is highly configurable. It allows for options like appending or prepending a string to
each row of data, appending a string of choice to mark the end of data or refresh, or replacing
nulls with zeros.

Although RT Socket can utilize a variety of CMS real-time Screen Painter reports to send
shapshots of CMS data to third-party vendor applications, it is more commonly used to send
skill, VDN, and trunk group data.

It comes with many sample reports designed specifically for various third-party vendors. RT
Socket can also use Screen Painter reports designed by customers or third-party vendors
(within CMS reporting limitations). Customers also have the option of opening an engagement
with Avaya Professional Services for the creation of custom reports.

Specific options, guidelines & recommendations for RT Socket can be found in the installation
instructions that are included in the PLDS download bundle.

RT Socket vs. Generic RTA
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Below is an abbreviated comparison RT Socket and Generic RTA functionality. Note that some
third-party vendors require both connectors (e.g. Aceyus). For a complete list of connectors and
their uses, see CMS Connectors Matrix (Appendix A).

Functionality Highlights RT Socket Generic RTA
Data fields are customizable Y N
Multiple records per staffed agent are sent at every refresh Y N
After startup, an agent record is sent only if the agent state N Y

has changed

Agent logout records (UNSTAFF) are sent N Y

Lower processing load required of CMS Y N
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Chapter 3: Historical Connectors

CMS historical connectors retrieve historical agent, skill, VDN, admin, login/logout, and other
data from the CMS historical database and transport that data to a receiving system, often a
third-party vendor’s application. The data sent is typically in the form of an ASCII text delimited
file.

The historical connectors are scheduled to run after each CMS interval (typically every 30
minutes), or once a day / month, depending on the specific connector and receiving application.

User menus, added to the CMS main menu, are provided for the purposes of resending older
data and checking logs.

CMS caveats and limitations apply to historical connectors. For example, historical connectors
cannot retrieve data that does not exist on CMS.

WFM Connectors

One major category of historical connectors is workforce management. The data sent is typically
agent, skill, VDN, and login-logout data. This subset of historical connectors includes interfaces
created solely and exclusively for specific Avaya and third-party applications with specifications
defined & agreed upon by both Avaya and those receiving parties.

In other words, these historical connectors are designed specifically for WFM applications (e.qg.
Avaya WFO, NICE IEX WFM, Aspect TCS/eWFM, Verint WFM, Calabrio WFM, Centerbridge,
and Inova). For a complete list of connectors and their uses, see CMS Connectors Matrix
(Appendix A).

Unload Interface

Another subset of historical connectors, the Unload interface provides a means to unload CMS
table data once a day, once a month, or once an interval into delimited ASCII text files and
transmit that data from the CMS to a receiving server.

All table data items are unloaded. In effect, the interface is doing the equivalent of an SQL
“select *” for each configured table. The interface is commonly used to replace ODBC access
for systems where performance is a concern or to provide a rudimentary replication of CMS
tables on an external server.

The interface uses the concept of configurations by session. Each session can be configured
uniquely from other sessions. For example, session 1 can be configured to send daily tables
once a day and session 2 can be configured to send interval data at the end of each interval.
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Multiple tables can be configured per session and each session can send data for one ACD or
all ACD'’s.

Instead of unloading all rows of data from specified tables, Unload allows the option to filter or
send data based on certain criteria, e.g. location ID, tenant ID, or skill group. For a list of all
tables available for unload, as well as filter settings, see the installation instructions included
with the PLDS download bundle.

Payroll

The Payroll connector provides a means to transmit agent login/logout punches from the Avaya
CMS to a receiving payroll application. The connector is scheduled to run once a day and each
ACD-session combination requires a separate data feed.

In addition to login/logout punches, dictionary agent names are optional. If installed/configured,
dictionary agent descriptions can be an additional field.

AUXlogging data (not part of the CMS historical database) is another optional field. By taking
advantage of a co-installed AUXlogging interface, the Payroll connector offers the ability to
create one file that has both login/logout and auxin/auxout information merged.
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Chapter 4: Other Connectors

In addition to real-time and historical connectors, other connectors are also available. These
provide specific functionality that enhances CMS’s native capabilities.

Admin-Sync (HA CMS)

HA CMS is not truly a CMS feature. HA CMS is an ACD feature. Purchasing HA CMS means
that the multiple CMS data feeds feature will be authorized and activated within the ACD. The
activation of the multiple CMS feature within the ACD enables the ACD to transmit the same
data stream simultaneously to two CMS’s. Thus, HA CMS is simply two redundant CMS
servers connected to the same ACD.

The two simultaneous data streams being sent from the ACD to the two HA CMS’s
provide the synchronization of ACD call data between the two HA CMS’s.

If the Admin-Sync package is not purchased, there are no special changes done on the CMS for
HA. Each of the two CMS’s is an independent, stand-alone system that is unaware of the
existence of the other CMS.

The Admin-Sync add-on package automatically keeps select CMS administrative data in
synchronization between the two HA CMS’s via a nightly push (copy and replace) from the
Primary to the Secondary via the customer’s LAN/WAN.

Thus, all administration changes that are copied by Admin-Sync’s nightly push must be
performed on the Primary. Any administrative functions performed on the Secondary CMS will
be overwritten when the nightly push runs.

Installing the Admin-Sync package does NOT turn the two CMS’s into a clustered system. In a
nutshell, the Admin-Sync package merely automates tasks that the customer would otherwise
have to perform manually with backups/restores.

The physical requirements for the CMS systems are that the two CMS’s be closely matched,
(similar hardware) and they must have the same CMS base load release. Examples of the same
CMS base load release are either both R18 or both R18.1, but not an R18 paired with an R19.
The two CMS do not have to be the same maintenance release. Thus, an R19ab.a can be
paired with an R19ab.d. This is so that historic call data can be transferred back and forth and
administrative data can be copied (pushed) from the Primary to the Secondary.
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ECH Handler

External Call History (ECH) is the external version of CMS’s Call Records (aka Internal Call
History) feature. Additional information on the CMS Call History feature is available on

support.avaya.com.

ECH and internal CMS Call Records (ICH) are mutually exclusive. When the ECH feature
is “installed” (activated) on the CMS the storage of internal Call Records (ICH) is

deactivated.

The ECH Handler package converts the binary ECH data files into ASCII data files suitable for
loading into a customer provided database. The ASCII ECH data files are then SFTP’ed to the

receiving server.

ECH Handler supports up to 8 data feeds for sending data to:

Destination Type of feed
Avaya Contact Analyzer (CA) ASCII
Avaya Operational Analyst (OA) Binary
Nice Analyzer (Explorer 2) ASCII
Aspect Data Mart Binary
Third-Party ASCII
Customer’s Internal System ASCII

Upon request, Avaya Professional Services (APS) will provide a sample database schema file.
The customer may use the sample schema file as a guide for creating their receiving dB table. It
is the customer’s responsibility to create the receiving tables in their database system.

Purchasing additional consulting time from APS is recommended if the customer needs

additional assistance in this area.

The ECH data format was unchanged from CMS R11 through R15 CMS when using the
Standard data record format. The Extended call record format introduced in R12 CMS contains
additional fields over the R3V11 call record format.

CMS Release Call Record Format Fields
R18.1 ECD and R19 93
R18 89
R17 88
R16.3 85
R16 — R16.2 83
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R12 — R15 Extended 77
R11 — R16 Standard 65

Each ASCII data record is terminated with a field delimiter and end-of-line marker. For some
database import tools, this can cause an issue where it thinks there is an additional field at the
end.

AUXlogging

CMS does not have native support for timestamps of when an agent enters and exits an AUX
state. The AUXlogging interface closely approximates (within about 3 seconds) the time an
agent enters and exits AUX states.

AUXlogging data is created by extrapolating data from a CMS custom real-time report. Thus,
AUXlogging data will not and cannot be as precisely accurate as native CMS data. Therefore,
AUXlogging data is provided on a “Best Effort” basis and will not be as accurate as native CMS
data such as login/logout data.

The heart of the AUXlogging package is a daemon (pronounced ‘demon’) process that monitors
agent state change events. When an agent’s state changes to AUX an auxstart record is written
to an in-memory table. When the agent’s state changes from AUX to some other state a table
lookup is done to find the corresponding auxstart record within the in-memory table. The data
from the start record is then combined with the auxstop event data. The completed record is
then written to a buffer file. A change in the associated auxreason code is considered a change
to the AUX state and will trigger the writing of an aux event record to the buffer file.

The completed data records (in the buffer file) are written to a custom CMS (Informix) database
table (c_auxlog) just after the end of each CMS Interval (default: 1 and 31 minutes past the
hour). The completed AUX event data records will then be available to ODBC and SQL queries
as well as to custom CMS reports. In other words, during normal operation only completed AUX
event records (for example, those records with both a start and stop time) are written to the
database. Incomplete records (for example, those with no stop time) are only written to the
database in the event of an abnormal or error condition (for example, if the ACD data link is
lost).

The ACD does not send an AUX event counterpart to an agent logout message. Therefore,
there is no such thing as an ‘auxstop’ message from the ACD or switch. Therefore, the
AUXlogging daemon utilizes a proprietary algorithm for establishing the auxstop event.

At 03:10 AM each day (configurable) all AUX event records over 31 days old (configurable) are
purged from the c¢_auxlog table by the AUXlogging archiver. If the AUXlogging archiver cannot
run (for example, the system is down for maintenance) then the older than 31 days records will
simply be purged the following day at 03:10 AM.

When installed with a compatible historical WFM connector, AUXlogging allows the creation of a
daily agent report that combines login/logout punches with AUX punches. This option, available
for some historical WFM connectors, is called AUX Merge. This combined report can better
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approximate an agent’s actual productive time and can be used to replace the standard daily
agent report that is sent to third-party WFM applications.

Combo (Integrated)

The combo package provides a combined (integrated) real time and historic data
interface (data feed). This package gathers near real time (snapshot) ACD information
and merges it with historic CMS data.

This data is the current CMS interval data combined with accumulated interval summary
data for the day to form running totals for the day. To utilize this connector the
customer or third party vendor must have a corresponding TCP “listener” process
running on their receiving computer(s).

Each session of the combo interface uses approximately the same amount of system
resources as two CMS login users. Additionally, at start up and the end of every CMS
interval a custom historical report is run. The performance of the combo software
package is subject to the same capabilities and restrictions as those of CMS Screen
Painter reports. Specifically, as the CMS system load increases the minimum obtainable
refresh rate will also increase.

There may be a slight delay in the recalculating and updating of running totals at the
start of each CMS interval. This is because CMS utilizes a periodically summarized data
model. The combo interface must wait for the CMS interval archiver (summarization) to
complete, detect the completion of that archiving, and then recalculate the running
totals. The running totals may therefore appear to be “old” (stale data) in the first 1-2
refresh cycles following the end of each CMS interval and then jump to the correctly
calculated metrics once it catches up.

If an agent skill change occurs, CM logs that agent out and immediately logs them back
in to the system. This causes CMS to archive the existing real-time agent record and
create a new one. The result is that the combined data feed (real-time + historical) may
look like the times decrement or “go backwards” by a small amount until the end of the
defined interval (15 or 30 minutes). Once the interval archiver runs, all the times will
“catch back up” and look correct. This only happens during change agent skill
scenarios.

Due to the nature of the combo interface and the many different possible combinations
of real-time and historical data items, it is highly recommended to open an Avaya
Professional Services engagement to assist with determining the requirements for the
Combo connector and assist with any customization that may be necessary.
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Chapter 5: Paging and Emailing

The term “page” in this document refers to a text message that is emailed via the public
Internet to a wireless device (e.qg. cell phone) or an e-mail account.

Reports Emailing

This package enables the CMS users to send CMS Screen Painter historic reports to public
Internet email addresses. This does not allow for sending CMS Supervisor reports as those are
generated on each supervisor’s client PC.

The package installation creates pseudo CMS printers. The pseudo CMS printers are
configured with Internet email addresses. A user menu is included that enables the CMS
administrator to make changes to the email lists associated with the respective pseudo CMS
printers.

Admin Paging

This package is intended for CMS administrators. This package enables CMS administrators to
receive a text message/page for a CMS system level outage, e.g. PBX data link down. This
package includes limited threshold paging for critical or unmanned splits/skills such as
VRU/IVR/Conversant, holiday and emergency splits/skills. A user menu is included for
administration.

Lost RTA data feed scenarios covered by CMS Administrator Paging are: 1) PBX to CMS data
link down, 2) CMS Data Collection turned off, 3) CMS turned off, and 4) CMS reboot.

Supervisor Paging
This package is intended for the split/skill supervisors. With this package installed on the CMS

server, the CMS supervisor users may configure threshold paging for their splits/skills.
Configuration is done via a user menu system.
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Chapter 6: Performance Impact

Typically, the addition of real-time and historical connectors to CMS is not noticeable by the end
users. The impact is minimal. When it runs, the impact of each real-time or historical session is
comparable to one CMS user running a real-time report or a query against the database.

Actual CPU usage is dependent upon the customer’s environment and configuration. As
historical connectors run only once an interval or less frequently, the impact is even less
noticeable.

On CMS systems that may be overloaded or being used to capacity, Avaya Professional
Services can provide a billable remote investigation and analysis of system usage. A
recommendation will be provided that could include items like lowering refresh rates, increasing
hardware allocation, or even running interfaces on an additional CMS server.
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Chapter 7: Connectivity to 3rd Parties

CMS is always the client and the receiving application acts as the server.

For real-time connectors, the receiving application runs a TCP listener process to accept the
data connection. Each ACD requires a separate socket connection (or session). The receiving
port number is configurable by Avaya and may be unique or shared, depending on the
requirements of the receiving application.

For historical connectors, the receiving system runs an SFTP server or process to accept the
historical data files from the CMS. Public Key Authentication must be administered on both the
CMS and the receiving server for authentication and encryption.

The data can be sent to the same server using different directories/filenames or it can be sent to
multiple servers, depending on the specific requirements of the other application.

Some applications can accept pushes of historical data via TCP socket connections, like a real-
time connection.

Network connections

LAN/WAN traffic produced by these connectors is relatively small and historical connector file
sizes range from a few Kilobytes to a few Megabytes.

Historical connectors have a timer built in to stop the transport attempt from the CMS if file
transfer process does not complete within 10 minutes. This reduces the chances of the
historical connectors having a negative impact on the CMS due to external circumstances.

CMS connectors support the following network protocols for data transfer.

Data Transfer Type Type Default Port Dependencies

or Protocol Number(s)

SFTP (recommended) | Historical 22 SFTP configured on the
receiving server

FTP (deprecated) Historical 20/21 FTP configured on the
receiving server

Local Copy Historical NA NA

TCP Socket Real-Time Assignment agreed Listener on the receiving

Connection upon by Avaya, server

Customer & third party
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TLS 1.2 Socket Real-Time Assignment agreed Listener configured for
Connection upon by Avaya, TLS 1.2 on the receiving
Customer & third party | server

Firewalls

The customer is responsible for making all network hardware and software transparent to the
connection between CMS and the receiving server. Network hardware and software include, but
is not limited to, routers, Ethernet switches, firewalls, proxy servers, and load balancers. When a
network firewall is located between the CMS and the receiving server, the customer must
configure their firewall to allow network traffic to pass through.

Avaya makes no express or implied guarantee that these software connectors will work when a
firewall is located between the CMS and the receiving server. Ensuring that the firewall is
transparent to these connectors is the customer’s responsibility.
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Chapter 8: Interoperability

The connectors make every attempt to keep the CM and CMS versions transparent to the
receiving application.

New features and functions are added to the connectors from time to time. To utilize the added
features or functionality, the customer must have the appropriate connector and CMS versions
on which the feature or function was added.

As an example, support for 7-digit dial plans was added to the connectors when R3V11 CMS
was released, support for 15-digit dial plans was added when R16 CMS was released, and
SSH/SFTP support was added to the connectors when R12 CMS was released.

When upgrading CMS to a new version (e.g. R18 to R19), Avaya requires these connectors
also be upgraded to obtain the latest bug fixes, performance enhancements, compatibility
support and added features.

Applicable CMS caveats and limitations apply to all real-time and historical connectors, i.e. CMS
connectors cannot exceed or bypass CMS and CMS release limitations.
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Chapter 9: Licensing

See the “Avaya CMS Connectors and WebLM Licensing Overview and Planning Guide” on
support.avaya.com for additional details on licensing.

WebLM is the default method for installing and managing licenses for Avaya products, including
CMS Connectors.

The CMS Connectors need a license for each instance and session running on the CMS server.
These licenses must be installed on a WebLM server that is accessible via the LAN/WAN from
the CMS server.

A WebLM interface tool is installed on the CMS server to manage local cached licenses directly
on the CMS. The interface tool caches licenses locally to helps avoid interruptions in the
communication between the CMS and the WebLM server from causing abrupt stopping of the
CMS Connectors due to transient licensing issues.

Once the local WebLM licenses are installed on the CMS server, the WebLM interface runs a
validation every 11 minutes to validate/renew the local cached license.

Call Management System WebLM Server

CMS Connector CMS Connector

l £ WebLM Licenses
WebLM Interface
(local licenses)

Figure 1. CMS Connectors and WebLM Licenses

Each CMS Connector verifies that the local license cache has the appropriate licensing for the
main feature and for each session.

CMS Connectors do support legacy licenses (binary license files) for older CMS installations
and situations where customers may not be able to use WebLM licenses. These binary license
files can only be generated by Avaya Professional Services and are additional cost to create
and install.

June 2020 24



Chapter 10: Customizations

Customizations can be done by Avaya Professional Services on a statement of work basis.
Contact Avaya APS through your authorized business partner or directly via the Avaya website.
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Appendix A: Connectors Matrix

Application Avaya Real-time Avaya Historical
Connector Connector

Avaya WFO WFO-RTA WFO Historical

Nice / IEX TotalView IEX-RTA IEX Historical

Aspect / TCS eWFM TCS-RTA TCS Historical

Verint WFO BP-RTA Blue Pumpkin Historical

Pipkins WFM PIP-RTA Pipkins Historical

Calabrio WFO CALA-RTA Calabrio Historical

Verint / GMT Planet GMT-RTA GMT Historical

Avaya Desktop Wallboard (ADW) RT-DSI Historical ADW connector

Spectrum XorceView RT Socket

Aceyus RealDash Generic-RTA NA (customers typically

use ODBC)

Cobox Generic-RTA

Intradiem (formerly Knowlagent) Generic-RTA

InVision Injixo Generic-RTA

Netlert N-Focus Generic-RTA

Symmetrics nVision Generic-RTA

Witness Voice Recording Generic-RTA

Avaya Agent Map Generic-RTA

Monet Generic-RTA

Noble Systems Shift Track Generic-RTA
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(formerly Open Wave)

Centerforce RightForce Generic-RTA

Teleopti Generic-RTA

Nice Uptivity (formerly CallCopy) Generic-RTA NA (customers typically
use ODBC)

Vision-X VisionWFM Generic-RTA

Voran Tephra Generic-RTA

Avaya Admin-Sync Admin-Sync

Avaya Admin Paging Admin Paging

Avaya AUXlogging AUXlogging

Avaya ECH Handler ECH Handler

Kronos Payroll NA Payroll

Avaya Supervisor Paging

Supervisor Paging

Avaya Unload Unload
DayLight Logepal PS Combo
Geomant RT Socket

Inova LightLink

RT Socket; Generic
RTA (optional)

Inova Historical

Omnivex RT Socket
Logisys RT Socket
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