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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published in varying mediums
which may include product information, operating instructions and
performance specifications that are generally made available to users
of products. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of Documentation unless
such modifications, additions, or deletions were performed by or on
the express behalf of Avaya. End User agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if You acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel
Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription, the
foregoing limited warranty may not apply but You may be entitled to
support services in connection with the Hosted Service as described
further in your service description documents for the applicable
Hosted Service. Contact Avaya or Avaya Channel Partner (as
applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA
HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER
THE LINK “Avaya Terms of Use for Hosted Services” OR SUCH
SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF

YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO,
UNDER THE LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS,
USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER.
UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING,
AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License as set forth
below in the Designated System(s) License (DS) section as
applicable. The applicable number of licenses and units of capacity
for which the license is granted will be one (1), unless a different
number of licenses or units of capacity is specified in the
documentation or other materials available to You. “Software” means
computer programs in object code, provided by Avaya or an Avaya
Channel Partner, whether as stand-alone products, pre-installed on
hardware products, and any upgrades, updates, patches, bug fixes,
or modified versions thereto. “Designated Processor” means a single
stand-alone computing device. “Server” means a set of Designated
Processors that hosts (physically or virtually) a software application
to be accessed by multiple users. “Instance” means a single copy of
the Software executing at a particular time: (i) on one physical
machine; or (ii) on one deployed software virtual machine (“VM”) or
similar deployment.

License type(s)

Concurrent User License (CU). End User may install and use the
Software on multiple Designated Processors or one or more Servers,
so long as only the licensed number of Units are accessing and using
the Software at any given time as indicated in the order,
Documentation, or as authorized by Avaya in writing. A “Unit” means
the unit on which Avaya, at its sole discretion, bases the pricing of its
licenses and can be, without limitation, an agent, port or user, an e-
mail or voice mail account in the name of a person or corporate
function (e.g., webmaster or helpdesk), or a directory entry in the
administrative database utilized by the Software that permits one
user to interface with the Software. Units may be linked to a specific,
identified Server or an Instance of the Software.

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software is the
software contained within the list of Heritage Nortel Products located
at https://support.avaya.com/Licenselnfo under the link “Heritage
Nortel Products” or such successor site as designated by Avaya. For
Heritage Nortel Software, Avaya grants Customer a license to use
Heritage Nortel Software provided hereunder solely to the extent of
the authorized activation or authorized usage level, solely for the
purpose specified in the Documentation, and solely as embedded in,
for execution on, or for communication with Avaya equipment.
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Charges for Heritage Nortel Software may be based on extent of
activation or use authorized as specified in an order or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Unless
otherwise stated, each Instance of a product must be separately
licensed and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two Instances of the
same type of products, then two products of that type must be
ordered.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: https://
support.avaya.com/Copyright or such successor site as designated
by Avaya. The open source software license terms provided as Third
Party Terms are consistent with the license rights granted in these
Software License Terms, and may contain additional rights benefiting
You, such as modification and distribution of the open source
software. The Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the applicable Third
Party Components to the extent that these Software License Terms
impose greater restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is distributed with
the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT
OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS
SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM
THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE AUTHORIZED IN
WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE
OR EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING
BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS,
THE AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE
AGREEMENTS, AT THE AVAYA CHANNEL PARTNER’S EXPENSE,
DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED
THE H.264 CODEC OR H.265 CODEC, THE AVAYA CHANNEL
PARTNER ACKNOWLEDGES AND AGREES THE AVAYA
CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND ALL
RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC) CODEC
IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE
FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES
IN WHICH IT DOES NOT RECEIVE REMUNERATION TO: (1)
ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD
(“AVC VIDEO”) AND/OR (Il) DECODE AVC VIDEO THAT WAS
ENCODED BY A CONSUMER ENGAGED IN A PERSONAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS GRANTED
OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS
MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP:/
WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility for
complying with any applicable laws and regulations, including, but not
limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: https://support.avaya.com or such
successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in
the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per the
Avaya Product Security Support Flow (https:/
support.avaya.com/css/P8/documents/100161515).

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for
product or Hosted Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list of support
telephone numbers and contact addresses, go to the Avaya Support
website: https://support.avaya.com (or such successor site as
designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are
not permitted to use such Marks without prior written consent from
Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
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Avaya, the Avaya logo, Avaya one-X® Portal, Avaya Aura®
Communication Manager, Avaya Experience Portal, Avaya
Orchestration Designer, Avaya Aura® Session Manager, Avaya Aura®
System Manager, and Application Enablement Services are either
registered trademarks or trademarks of Avaya Inc. in the United
States of America and/or other jurisdictions.

All non-Avaya trademarks are the property of their respective owners.
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Chapter 1: Introduction

This document provides conceptual and procedural information to configure the Avaya Aura® Unified
Communications platform for use with Avaya Aura® Contact Center.

Contact Center uses industry-standard SIP and CSTA (TR/87 over SIP) interfaces to communicate
with SIP-enabled systems such as the Unified Communications platform. This integration gives
Contact Center access to and control of the Avaya Aura® Unified Communications phones. The
Avaya Aura® Unified Communications platform benefits from Contact Center skill-based routing, call
treatments, reporting, and the graphical Orchestration Designer. Avaya Agent Desktop supports
Avaya Aura® Unified Communications phones and continues to support voice, email, and Web chat
contact types.

An Avaya Aura® Unified Communications (UC) platform supports up to three Avaya Aura® Contact
Center (AACC) servers. The overall capacity of the combined AACC servers connected to a single
UC platform must not exceed the maximum specified capacity of a single AACC instance connected
to that UC platform. Where multiple AACC servers share a UC platform, AACC High Availability and
or UC High Availability are not supported. Where multiple AACC instances share a single UC
platform, the AACC instances use a single common SIP domain name.

Avaya Aura® Contact Center supports the following Avaya Aura® components:

Avaya Aura® component Release

Avaya Aura® System Platform 7.0.x, 7.1.x, 8.0.x,
8.1.x

Avaya Aura® Communication Manager 7.0.x, 7.1.x, 8.0.x,
8.1.x

Avaya Aura® Application Enablement Services 7.0.x, 7.1.x, 8.0.x,
8.1.x

Avaya Aura® System Manager 7.0.x, 7.1.x, 8.0.x,
8.1.x

Avaya Aura® Session Manager 7.0.x, 7.1.%, 8.0.x,
8.1.x

Avaya Aura® Presence Services 7.0.0.1 or later,
8.0.x, 8.1.x
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Introduction

© Important:

For more information about the supported Avaya Aura® Unified Communications Service Packs
(SPs), Feature Packs (FPs), patches, and deployment types, refer to the Avaya Aura® Contact
Center Release Notes.

You must configure the following Avaya Aura® Unified Communications components to work with
Contact Center:

« Avaya Aura® Communication Manager
« Avaya Aura® Session Manager
+ Avaya Aura® Application Enablement Services

You use Avaya Aura® System Manager to configure Avaya Aura® Session Manager.

© Note:

Avaya Aura® Contact Center does not support Avaya Aura® Communication Manager - Feature
Server.

Prerequisites

+ Read Avaya Aura® Session Manager Overview.

 Read Administering Avaya Aura® Session Manager.

Related resources

Avaya Aura® Contact Center Documentation

The following table lists the documents related to Avaya Aura® Contact Center. Download the
documents from the Avaya Support website at https://support.avaya.com.

Title | Use this document to: Audience

Overview

Table continues...
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Related resources

Title Use this document to: Audience
Avaya Aura® Contact Center This document contains technical Customers and sales,
Overview and Specification details you need to set up your services, and support

Contact Center suite. The document personnel
contains the background information
you need to plan and engineer your
system (server preparation
information, routing options, licensing
configurations, and hardware
configuration). The document also
contains background information you
require to install all software
components that are part of and work
with Contact Center. General
information about considerations for
upgrading your existing suite of
Contact Center is also included. This
document contains strategies and
requirements to plan your network
configuration and prepare your servers
for Contact Center software

installations.
Avaya Aura® Contact Center and This document describes the solution Customers and sales,
Avaya Aura® Unified architecture, suggested topologies, services, and support
Communications Solution and capacities for the Avaya Aura® personnel
Description Unified Communications platform. This

document also describes the features
and functional limitations of certain

configurations.
Avaya Aura® Contact Center and This document describes the solution | Customers and sales,
Avaya Communication Server 1000 | architecture, suggested topologies, services, and support
Solution Description and capacities for the Avaya personnel

Communication Server 1000 platform.
This document also describes the
features and functional limitations of
certain configurations.

Avaya Aura® Contact Center This document describes available Customers and sales,
Documentation Catalog Avaya Aura® Contact Center services, and support
documentation resources and personnel

indicates the type of information in
each document.

Avaya Aura® Contact Center This document contains definitions for | Customers and sales,
Terminology the technical terms specific to Contact | services, and support
Center. personnel

Table continues...
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Introduction

Title

Use this document to:

Audience

Contact Center Performance
Management Data Dictionary

This document contains reference
tables that describe the statistics and
data in the historical and real-time
reports generated in Contact Center.

System administrators
and contact center
supervisors

Implementing

Avaya Aura® Contact Center and
Avaya Aura® Unified
Communications Integration

This document contains information
and procedures to integrate the Avaya
Aura® Unified Communications
platform with Contact Center.

Implementation personnel

Avaya Aura® Contact Center and

Integration

Avaya Communication Server 1000

This document contains information
and procedures to integrate the Avaya
Communication Server 1000 platform
with Contact Center.

Implementation personnel

Deploying Avaya Aura® Contact

Communications

Center DVD for Avaya Aura® Unified

This document contains information
about Contact Center DVD installation,
initial configuration, and verification for
the Avaya Aura® Unified
Communications platform.

Implementation personnel

Deploying Avaya Aura® Contact
Center DVD for Avaya
Communication Server 1000

This document contains information
about Contact Center DVD installation,
initial configuration, and verification for
the Avaya Communication Server
1000 platform.

Implementation personnel

Deploying Avaya Aura® Contact
Center Software Appliance for
Avaya Aura® Unified
Communications

This document describes how to
deploy the Avaya Aura® Contact
Center Software Appliance for the
Avaya Aura® Unified Communications
platform.

Implementation personnel

Avaya Aura® Contact Center
Commissioning for Avaya Aura®
Unified Communications

This document contains information for
Contact Center preparation, process,
initial configuration, and verification of
the installation on the Avaya Aura®
Unified Communications platform.

Implementation personnel

Avaya Aura® Contact Center
Commissioning for Avaya
Communication Server 1000

This document contains information for
Contact Center preparation, process,
initial configuration, and verification of
the installation on the Avaya
Communication Server 1000 platform.

Implementation personnel

Avaya Aura® Contact Center and
Proactive Outreach Manager
Integration

This document provides conceptual
and procedural information on the
integration between Avaya Aura®
Contact Center (AACC) and Avaya
Proactive Outreach Manager (POM); it
describes the tasks required for AACC
and POM integration.

Implementation personnel
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Related resources

Title

Use this document to:

Audience

Upgrading and patching Avaya
Aura® Contact Center

This document contains information
and procedures to upgrade from
previous releases to Contact Center,
migrating the databases, and
information and procedures to
download and install service packs.

Implementation personnel
and system administrators

Administering

Avaya Aura® Contact Center Server
Administration

This document contains information
and procedures for day-today
maintenance of all servers in the
Contact Center suite, including server
maintenance tasks, administrative
tasks, managing data, configuring data
routing, performing archives, and
backing up data. It also describes the
optional configuration procedures for
server configuration.

System administrators

Avaya Aura® Contact Center Client
Administration

This document contains information
and procedures to configure the users
and user access, skillsets, server
management, and configuration data
in the Contact Center database.

System administrators
and contact center
supervisors

Using Contact Center Orchestration
Designer

This document contains information
and procedures to configure script and
flow applications in Contact Center
Orchestration Designer.

System administrators

Maintaining

Maintaining Avaya Aura® Contact
Center

This document contains routine
maintenance procedures such as
installing service packs, and
maintaining the databases for the
Contact Center system.

System administrators
and support personnel

Troubleshooting Avaya Aura®
Contact Center

This document contains system-wide
troubleshooting information and
procedures for Contact Center
hardware, software, and network.

System administrators
and support personnel

Contact Center Event Codes

This document contains a list of errors
in the Contact Center suite and
recommendations to resolve them.

This document is a Microsoft Excel
spreadsheet.

System administrators
and support personnel

Using
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Introduction

Title

Use this document to: Audience

Using Avaya Aura® Contact Center | This document contains procedures to | System administrators
Reports and Displays generate performance reports, and to | and contact center

monitor and analyze performance data | supervisors
and performance measurements.

Using Agent Desktop for Avaya This document provides information Contact center agents
Aura® Contact Center and procedures for agents who use and supervisors

the Agent Desktop application to
accept, manage, and close contacts of
all media types in Contact Center.

Using the Contact Center Agent This document provides information Contact center agents
Browser application and procedures for agents who use

the Agent Browser application to log
on to Contact Center and perform

basic tasks.
Using Avaya Workspaces for AACC | This document describes the tasks Contact center agents
and ACCS that Contact Center agents can and supervisors

perform using Avaya Workspaces.

Finding documents on the Avaya Support website

Procedure

1. Go to https://support.avaya.com.

2. At the top of the screen, type your username and password and click Login.

3. Click Support by Product > Documents.

4. In Enter your Product Here, type the product name and then select the product from the
list.

5. In Choose Release, select the appropriate release number.
The Choose Release field is not available if there is only one release for the product.

6. In the Content Type filter, click a document type, or click Select All to see a list of all
available documents.
For example, for user guides, click User Guides in the Content Type filter. The list only
displays the documents for the selected category.

7. Click Enter.

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot
Avaya products.
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Support

About this task

Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

+ To find videos on the Avaya Support website, go to https://support.avaya.com/ and do one of
the following:
- In Search, type Avaya Mentor Videos, click Clear All and select Video in the Content
Type.
- In Search, type the product name. On the Search Results page, click Clear All and select
Video in the Content Type.

The Video content type is displayed only when videos are available for that product.

In the right pane, the page displays a list of available videos.
* To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and do
one of the following:
- Enter a key word or key words in the Search Channel to search for a specific product or
topic.
- Scroll down Playlists, and click a topic name to see the list of videos available for the topic.
For example, Contact Centers.

° Note:

Videos are not available for all products.

Support

Go to the Avaya Support website at https://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.
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Chapter 2: Changes in this release

The following sections describe the changes in Avaya Aura® Contact Center and Avaya Aura®
Unified Communications Integration.

Features

New features in Release 7.1 base build
See the following sections for information about new features in the Release 7.1 base build:

Avaya Aura Contact Center interoperates with Avaya H175 Video Collaboration Station on
page 17

Interoperability with the Avaya Workplace Client softphone on page 17

Support of Video contacts on page 17

New features in Release 7.1 Service Pack 1
There are no new features in Release 7.1 Service Pack 1.
New features in Release 7.1 Service Pack 2
There are no new features in Release 7.1 Service Pack 2.

New features in Release 7.1 Service Pack 3
There are no new features in Release 7.1 Service Pack 3.

New features in Release 7.1 Feature Pack 1
See the following sections for information about new features in the Release 7.1 Feature Pack 1:
Interoperability with Avaya Aura on page 17

Interoperability with the Avaya Workplace Client softphone on page 17

New features in Release 7.1 Feature Pack 2
See the following sections for information about new features in the Release 7.1 Feature Pack 2:
Interoperability with Avaya Aura on page 17

Interoperability with Avaya Workplace Client on page 18
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Features

Avaya Aura® Contact Center interoperates with Avaya H175 Video
Collaboration Station

From Release 7.1 Contact Center supports Avaya H175 Video Collaboration Station. This phone
is designed to work with SIP platforms only.

Interoperability with the Avaya Workplace Client softphone

From Release 7.1 Contact Center interoperates with Avaya Workplace Client version 3.5.x and 3.6
for Windows. You can now use the Avaya Workplace Client softphone as agent stations. Avaya
Workplace Client version 3.6 supports video contacts.

Support of Video contacts

From Release 7.1 Avaya Aura® Contact Center supports routed video contacts. Video contacts
are reported on in both real-time and historical reports. You can view video calls using Avaya
Workplace Clientor Avaya Vantage™, however you must use Avaya Agent Desktop for call control
actions.

To support video contacts, your solution must include Avaya Aura® Web Gateway.

You can enable Video for your Contact Center in Avaya Aura® Media Server and then configure
Video using Avaya Aura® Communication Manager.

Interoperability with Avaya Aura®

From Release 7.1 Feature Pack 1, Avaya Aura® Contact Center supports interoperability with
Avaya Aura® 8.1.2 and 8.1.3.

Interoperability with Avaya Aura®

From Release 7.1 Feature Pack 2, Avaya Aura® Contact Center supports interoperability with
Avaya Aura® 7.1.3 and 8.1.3.2.

Interoperability with the Avaya Workplace Client softphone

From Release 7.1 Feature Pack 1, Contact Center interoperates with Avaya Workplace Client
version 3.9 and 3.11 for Windows and Android.
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Changes in this release

Interoperability with Avaya Workplace Client

From Release 7.1 Feature Pack 2, Contact Center interoperates with Avaya Workplace Client 3.20
for Windows and Android. Agents and supervisors can use the latest Avaya Workplace Client with
Agent Desktop and Avaya Workspaces.

Other changes

Other changes in the Release 7.1 base build
There are no other changes in the Release 7.1 base build.

Other changes in Release 7.1 Service Pack 1
There are no other changes in Release 7.1 Service Pack 1.

Other changes in Release 7.1 Service Pack 2
There are no other changes in Release 7.1 Service Pack 2.

Other changes in Release 7.1 Service Pack 3
There are no other changes in Release 7.1 Service Pack 3.

Other changes in Release 7.1 Feature Pack 1
There are no other changes in Release 7.1 Feature Pack 1.

Other changes in Release 7.1 Feature Pack 2
There are no other changes in Release 7.1 Feature Pack 2.
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Chapter 3: Configuration Fundamentals

This section provides the conceptual information that you need to configure the Avaya Aura® Unified
Communications platform to work with Avaya Aura® Contact Center.

Prerequisites

Read the Avaya Aura® Unified Communications platform Release Notes.

Third call appearance button functionality

In a SIP-enabled contact center with an Avaya Aura® Communication Manager, Avaya Aura®
Contact Center supports a maximum of three call appearance buttons configured per agent station
with Restrict Last Appearance (RLA) enabled. When Restrict Last Appearance is enabled, the last
call appearance button of each agent station is always reserved for outbound calls or consults
initiated by the agent. The first two call appearance buttons (lines) are for receiving incoming calls.
If an agent is busy on one line, another line is free to accept another incoming call. The third line
continues to be reserved for calls initiated by the agent. Only one call can be active at a time, the
other calls must be on hold. If an agent is busy on a direct call or is handling a skillset call, no
other skillset call is routed to them.

Third call appearance button matrix of call scenarios:

Agent Action | Receive Receive Make Make Personal | Initiate
Lines Skillset Call Personal Call | Personal Call | Call (from Consult
(from desk Agent
phone) Desktop)
3 lines Yes ' Yes Yes ' Yes ' —
available
1 line busy No Yes 2 Yes ! Yes ! Yes '
2 lines busy No No Yes 2 Yes 2 Yes 2
3 lines busy No No No No No

Table continues...
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Configuration Fundamentals

Agent Action Receive Receive Make Make Personal | Initiate
Lines Skillset Call Personal Call | Personal Call | Call (from Consult
(from desk Agent
phone) Desktop)
1busyand1 |No No Yes 2 Yes 2 No
consult
2 busy and 1 No No No No No
consult
» Note 1: Supported with two call appearance lines per agent station.
» Note 2: Supported with three call appearance lines per agent station.

Third call appearance button considerations:

* If an agent is on a DN call, the agent is not presented with a Contact Center (Route Point)
call. When the agent is on a DN call, the agent is set busy and cannot take a Contact Center
call.

* This feature is not multiplicity for voice. If an agent is busy on a Contact Center call, the agent
is not presented with another Contact Center call.

* No more than three line appearances can be configured on an agent station. Contact Center
does not support four or more lines.

» Avaya Agent Desktop does not list the parties in the joined/conference call. Therefore it does
not provide the capability to drop other parties.

» Contact Center does not support configuring different coverage paths depending on whether
the call is personal call or a Contact Center call.

Blocking multiple and nested consults when initiated using Agent Desktop

If an attempt is made to initiate a second consult using Agent Desktop, Contact Center checks if
the call on which the consult is being initiated is already a part of a consult. If it is, then the consult
request is rejected with a feature error. The checking for the consult is on the call hence it can
block the following multi-consult scenario: Agent1 is presented with a call (DN / CDN). Agent1
initiates a consult (DN/CDN - transfer/conference). Agent2 answers the call. Agent2 initiates a
consult (DN/CDN — transfer/conference).

Blocking multiple and nested consults when initiated using the desk phone

Communication Manager blocks multiple and nested consults when a second consult is initiated
from the phone sets. If an agent initiating the consult, already has another consult call then the
consult request is rejected. The checking for the consult is for the agent hence the following multi-
consult scenario continues to work: Agent1 is presented with a call (DN/CDN). Agent1 initiates a
consult (DN/CDN — transfer/conference). Agent2 answers the call. Agent2 initiates a consult
(DN/CDN - transfer/conference).

Real time reporting

The real time reporting of the agent status for agents with two Call Appearance lines or three Call
Appearance lines is the same. On the standard Agent Display, if an agent is on a skillset call their
“In Contacts Status” is “Active”, if on a personal call it is “Busy”. If an agent is on an outgoing
personal call the status in real time reporting of DN Out is “Active”. If the agent is on more than
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Redirection considerations

one outgoing call the status remains “Active”. The DN Out Num” field stores the last dialed
outgoing number.

If an agent is on an incoming personal call the status in real time reporting of “DN In” is “Active”. If
the agent is on more than one incoming call the status remains “Active”. “Time in State” is not
reset on the occurrence of a subsequent incoming or outgoing call. The timer is started on arrival
of the first call and continues until all calls are ended.

High Availability

Contact Center supports High Availability when agents are using two Call Appearance lines or
three Call Appearance lines. The agent experience during and after a switchover is the same for
agent stations with two or three Call Appearance lines.

Enabling the third call appearance button

To use the third call appearance button functionality with Agent Desktop, you must perform the
following:

» Using the Contact Center Server Configuration utility, enable “Third Line Enabled”. You must
enable Third Line Appearance functionality in Contact Center, before configuring it on the
Communication Manager.

» Configure Communication Manager to support Third Line Appearance functionality.

+ Configure the Communication Manager stations used by Contact Center and Avaya Agent
Desktop. After Contact Center and Communication Manager are configured to support three
call appearance buttons, you can then configure the Communication Manager stations to
support three call appearance buttons.

» Contact Center and Agent Desktop provide restricted support for solutions where some agent
stations have two call appearance buttons and some agent stations have three call
appearance buttons. This allows you to migrate your contact center solution from two call
appearance buttons to three call appearance buttons. The following restrictions apply to
Agent Desktop agents with two lines in mixed two line and three line solutions:

- When an agent is on two calls, the agent cannot originate a new call because they do not
have a third line.

- When an agent is busy on two calls (for example, one inbound and one unrelated
outbound call), the agent cannot initiate a transfer or a conference because they do not
have a third line.

If you are migrating from a two line solution to a three line solution, Avaya recommends that
you expedite the migration to achieve a more consistent agent experience.

For more information about configuring the third call appearance button, see Communication
Manager configuration on page 29.

Redirection considerations

How your contact center handles redirected calls depends on your solution and the available
routing options. For more information about call redirection, see Call Redirection with AACC
Application Note, available at http://support.avaya.com.
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Configuration Fundamentals

Avaya Aura® Unified Communications platform
configuration

The basic procedure to configure the Avaya Aura® Unified Communications platform to work with
Avaya Aura® Contact Center is as follows:

« ldentify which calls to the Avaya Aura® Unified Communications platform are contact center
calls to be handled by Contact Center. The Contact Center suite of applications then provides
call treatments, skill-based routing, and reporting for these calls.

+ ldentify which Avaya Aura® Unified Communications phones are to become agent phones
(controlled by Contact Center) and associated with Agent Desktop clients.

« Configure Avaya Aura® System Manager to enable Avaya Aura® Session Manager to forward
calls, based on a dial pattern, to Contact Center.

- Add Contact Center as a SIP Entity on the Avaya Aura® Session Manager. Add Contact
Center as a SIP Entity on System Manager for Session Manager.

- Add a dial pattern which resolves to Contact Center.

« Configure the Avaya Aura® Application Enablement Services (AES) to support CSTA (TR/87
over SIP) call control by the Contact Center using a certified Transport Layer Security (TLS)
communication channel.

- Enable the TR87 port.
- Apply TLS certification
- Add Contact Center as a trusted host.

Contact Center must then be configured to accept, control, and treat calls originating from the
Avaya Aura® Unified Communications platform.

* Detail the voice and CTI proxy addresses and ports.
* Apply TLS certification
» Add the route point.

For more information about configuring Contact Center to accept incoming contacts from the
Avaya Aura® Unified Communications platform, and to control phones, see Avaya Aura® Contact
Center Commissioning for Avaya Aura® Unified Communications.

Choosing a fallback option

Before implementing a fallback strategy you must first consider how voice contacts enter your
Avaya Aura® Unified Communications solution and how these calls are routed to Avaya Aura®
Contact Center. Individual enterprise solutions often use a combination of methods. Depending on
the methods used, you can choose a fallback strategy suitable for your solution.
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Choosing a fallback option

Customer calls typically enter an enterprise solution using the following methods:
* PSTN and traditional ISDN channels.
* PSTN and SIP networks through Session Border Controllers (SBCs).

If a customer dials a Vector Directory Number, the customer voice call can first be routed to Avaya
Aura® Communication Manager and then through Avaya Aura® Session Manager to Avaya Aura®
Contact Center. If the customer dials a Controlled Directory Number (CDN), the customer voice
call can be routed directly through Avaya Aura® Session Manager to Avaya Aura® Contact Center.

For each inbound option the following routing options are supported:
Incoming voice contacts using PSTN and ISDN Gateways:

« Using the Avaya Aura® Communication Manager telephony dial plan, contacts are routed
through Session Manager using SIP trunks to Avaya Aura® Contact Center.

« Using an Avaya Aura® Communication Manager dial plan, contacts are routed to a
Communication Manager Vector Directory Number (VDN) and Vector “route-to” steps which
perform the following:

- The first option is to route to Avaya Aura® Session Manager using a SIP trunk to Avaya
Aura® Contact Center.

- If the first option fails, then fallback to either a hunt group, split, or skill (optional).
Incoming Voice contacts using SBC and SIP Gateways:

» Using Avaya Aura® Session Manager routing, contacts are routed to Avaya Aura® Contact
Center using SIP trunks.

« Using Avaya Aura® Session Manager routing, contacts are routed to Avaya Aura®
Communication Manager VDNs and Vector “route to” steps which performs the following:

- The first option is to route back to Avaya Aura® Session Manager using SIP trunks and
onwards to Avaya Aura® Contact Center.

- If the first option fails, then vector fallback to either hunt group, split, or skill (optional).

© Note:

Avaya Aura® Contact Center does not support using Avaya Communication Server 1000 as a
SIP gateway.

If you are not implementing a High Availability solution, for both call entrance methods, Avaya
recommends that you consider the possible failure points in your solution and how to protect
against them. For an Avaya Aura® Contact Center solution all inbound voice contacts are routed
through an Avaya Aura® Session Manager. In all non High Availability solutions, the single points
of failure are therefore Avaya Aura® Session Manager and Avaya Aura® Contact Center. You must
consider these possible failure points when choosing a fallback solution on Avaya Aura®
Communication Manager.
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For each possible failure point, the following methods can be deployed:
» In a solution with a single Avaya Aura® Session Manager deployment:

- Use the vector fallback to a skill method. This method requires Avaya Aura® Call Center
Elite licensing. After a fallback, Avaya Aura® Contact Center agents log on to an Avaya
Aura® Call Center Elite fallback skill to handle routed voice contacts during the outage. For
more information about this fallback option, see Fallback to Avaya Aura Call Center Elite
skill configuration on page 163.

+ In a solution with a single Avaya Aura® Contact Center deployment:

- Use the Avaya Aura® Session Manager fallback to hunt group method. This method does
not use Vector Variables or Elite. Avaya Aura® Contact Center agent stations are
configured in a Communication Manager hunt group and voice contacts are handled by
this hunt group in fallback mode. For more information about this fallback option, see
Fallback to Avaya Aura Communication Manager Hunt Group configuration on page 128.

- Use the vector fallback to a skill method. This requires Avaya Aura® Call Center Elite
licensing. After a fallback, Avaya Aura® Contact Center agents log on to an Avaya Aura®
Call Center Elite fallback skill to handle routed voice contacts during the outage. For more
information about this fallback option, see Fallback to Avaya Aura Call Center Elite skill

configuration on page 163.

These fallback methods are very similar and can be used in a variety of failure scenarios to
provide a more resilient solution. Avaya recommends these methods in an Avaya Aura® Contact
Center solution where High Availability is not deployed. If you are implementing a High Availability
solution, these fallback methods are optional.

Contact Center agent desk phone supported features

This section specifies which desk phone feature buttons are supported on an Avaya Aura®
Contact Center agent’s desk phone. Avaya Aura® Communication Manager desk phones have
programmable buttons. You can create feature buttons by assigning features or functionality to
these programmable buttons.

© Important:

If there are Contact Center agents using SIP desk phones, you must ensure that the SIP
Network Transport communication protocol being used between Avaya Aura® Contact Center
and Avaya Aura® Session Manager is TLS.

In solutions that support Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite,
agents use their desk phones to log on to either Contact Center or Elite.

Example: During normal operation support agents log on to Avaya Aura® Contact Center and
handle customer calls routed to a Contact Center skillset. If Avaya Aura® Contact Center is offline
or stopped for maintenance, the support agents can log on to an Elite support skill. During the
Contact Center outage, customer calls intended for the Contact Center support skillset are
rerouted to the Elite support skill, where the calls are answered by agents with support
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experience. When Contact Center starts back up, the support agents must log out from Elite and
log back on to Contact Center.

© Note:

In solutions that support Contact Center fallback to Elite, agents log in to either Avaya Aura®
Call Center Elite or Avaya Aura® Contact Center. During normal operation, Agents log in to
Contact Center. During fallback operation, agents log in to an Elite skill. Agents are not
permitted to log in to both Avaya Aura® Call Center Elite and Avaya Aura® Contact Center at
the same time. Avaya recommends using remote/force logout to ensure agents are logged out
from Elite before returning to Contact Center.

The feature buttons on the agent desk phones must be supported by Avaya Aura® Call Center
Elite. Avaya Aura® Contact Center and Avaya Agent Desktop do not support these feature
buttons, but the existence of these feature buttons on agent phones does not adversely impact
call control or agent functionality during normal Contact Center operation.

When agents log on to an Elite skill, they can use the Communication Manager and Elite feature
buttons as intended. When the agents log on to Contact Center, the following feature buttons have
no adverse impact on contact center agent functionality or call control.

Avaya Aura® Call Center Elite feature buttons

Feature Button Name or Label |Impact on Comment
Contact
Center
Login / Logout Feature Access Code Logging on to Permitted to configure login /
and Agent ID and Contact Center | logout on the phone-set to support
operation mode. and Elite at the | fallback scenarios only.
same time is Supported, but only in fallback to

not supported. | Elite scenarios.

Select Operation Modes | manual-in / Manual In None No impact on Contact Center
functionality, therefore supported
on agent phones.

auto-in / Auto in None No impact on Contact Center
functionality, therefore supported
on agent phones.

Change Agent State aux-work / AuxWork None No impact on Contact Center
functionality, therefore supported
on agent phones.

after-call / AfterCall None No impact on Contact Center
functionality, therefore supported
on agent phones.

Ability to render on uui-info / UUI-Info None No impact on Contact Center
phone-set display ASAI functionality, therefore supported
UUI associated with call on agent phones.

Table continues...
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Feature

Button Name or Label

Impact on
Contact
Center

Comment

Call Work Codes

work-code / Work Code

None

No impact on Contact Center
functionality, therefore supported
on agent phones.

VuStats

vu-display / VU Display

None

No impact on Contact Center
functionality, therefore supported
on agent phones.

Stroke Counts

stroke-cnt / Stroke Count

None

No impact on Contact Center
functionality, therefore supported
on agent phones.

Change Agent Skills
(from phone-set)

alrt-agchg / Alert Agent

None

Button is configured on the agent
set to notify the agent of the skill
change. Supervisor uses FAC’s to
update the agents skillsets. No
impact on Contact Center
functionality, therefore supported
on agent phones.

Forced Agent Logout

Configured using
Feature Access Code.

None

Logout based on time in After Call
Work (ACW) mode. No Impact on
Contact Center functionality,
therefore supported on agent
phones.

Forced Agent Logout by
Clock Time

Configured using
Feature Access Code.

None

Logout based on specified time on
Communication Manager. No
impact on Contact Center
functionality, therefore supported
on agent phones.

Remote Logout of
Agents

Feature Access Code
and Agent ID.

None

Allows a Supervisor to logout an
agent from any desk phone. No
impact on Contact Center
functionality, therefore supported
on agent phones.

Avaya Aura® Communication Manager feature

buttons

Feature

Button Name or Label

Impact on
Contact
Center

Comment

Autodial

SD

None

Must have an available line
before using this button. Need to
place any active calls on hold.

Table continues...
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High Availability Avaya Aura® Media Server

ID

Manager feature setting
— No extra keys
configured.

Feature Button Name or Label | Impact on Comment

Contact

Center
Direct Agent Calling Communication None Ability to call an agent directly by
(DAC) Manager feature — no Agent ID. No impact on Contact

extra keys configured. Center functionality, therefore
supported on agent phones.

MWI tracking for agent Communication None No impact on Contact Center

functionality, therefore supported
on agent phones.

The supported feature buttons are supported only on the Avaya Aura® Contact Center agent desk
phones used for Elite fallback support.

A Caution:

Avaya Aura® Contact Center does not support any other feature buttons on agent desk

phones.

Avaya Aura® Contact Center does not support buttons that can take CTI control.

The following feature buttons impact Avaya Aura® Contact Center and are therefore not supported
on Contact Center agent desk phones.

Communication Manager feature buttons not compatible with Avaya Aura® Contact Center

Feature Button Name or Label Impact on Contact Center
Supervisor Assist assist / Assist Not supported
Supervisor Observe serv-obsrv / Service Obsrv Not supported
Supervisor Barge In N/A Not supported
Supervisor Whisper whisp-act / WhisperAct Not supported
whisp-anbk / WhisperAnbk Not supported
whisp-off / WhisperOff Not supported
Call Pickup call-pkup / Call Pickup Not supported
EC500 EC500 Not supported
Send All Calls send-calls Not supported
Call Forwarding call-fwd Not supported

High Availability Avaya Aura® Media Server

High Availability Avaya Aura® Media Server and G430/G450 configuration

If your G430 or G450 Media Gateway is installed on the same network subnet as your High
Availability Linux-based Avaya Aura® Media Server cluster, then you must disable ARP Inspection
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on the G430/G450. If an Avaya Aura® Media Server fails, the G430/G450 can then communicate
with the other Avaya Aura® Media Server in that cluster.

On the G430 or G450, disable ARP spoofing protection by entering the CLI command: “no ip arp
inspection”.

High Availability Avaya Aura® Media Server and G6xx configuration

In Avaya Aura® Contact Center High Availability solutions that contain High Availability Linux-
based Avaya Aura® Media Servers and a G6xx Media Gateway, the Avaya Aura® Media Servers
must be installed in a different network subnet to the G6xx Media Gateway.
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Chapter 4: Communication Manager
configuration

This section describes how to configure Avaya Aura® Communication Manager for integration with
Avaya Aura® Contact Center. Avaya Aura® Communication Manager delivers centralized call control
for resilient and distributed networks. Communication Manager supports a wide range of servers,
gateways, analog, digital, and IP-based communication devices.

The Avaya Aura® Contact Center Mission Critical High Availability feature requires two Avaya Aura®
Session Managers in your solution.

The following diagram shows a typical Communication Manager deployment and configuration.

Figure 1: Example Communication Manager configuration
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Dial Plan
-UDpP
Signaling Group 2 \_ __/J
Dial Plan
T 000
-ext
Session
\ _/" Manager 2
I I SIPTrunlk Group 2 ASME-SMILO0
" - Asecond SM is
\ \ supported only in
FOO00 TFoool \_AACC HA mlutinns_jl
September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 29

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Communication Manager configuration

In addition to station configuration, the Communication Manager must be configured to route calls to
and from Avaya Aura® Contact Center through SIP using one or more Avaya Aura® Session
Managers.

Avaya Aura® Contact Center uses Avaya Aura® Application Enablement Services to monitor and
control Communication Manager agent stations (phones).

Avaya Aura® Application Enablement Services (AES) provide a set of enhanced telephony APIs,
protocols, and Web services. The Avaya Device, Media, and Call Control (DMCC) APIs provided by
Application Enablement Services enable Avaya Aura® Contact Center to monitor and control
Communication Manager phones.

Figure 2: Example Communication Manager call control

AvayaAura AvayaAura AvayaAura
Contact Center Application Enablement Services Communication Manager

TLS OrCC TRAT T54AP! Link cti-link n — ADJ-IP
ETI Call Cantral Switch CTI Link n AESVCE

]
BB

Agent 1 Agent 2

On the Communication Manager, configure IP services for Application Enablement Services
(AESVCS) and then configure a cti-link of type ADJ-IP. The ADJ-IP link type is for Adjunct Switch
Application Interface (ASAI) links administered by Avaya CTI applications, such as Application
Enablement Services.

On the Application Enablement Services server, configure a secure TLS link with Avaya Aura®
Contact Center. Enable DMCC TR/87 CTI call control, and add a TSAPI CTI link to the
Communication Manager. The Application Enablement Services - TSAPI Switch CTI Link number
must match the Communication Manager cti-link number.

Communication Manager System Access Terminal (SAT) navigation:

You configure Avaya Aura® Communication Manager using the System Access Terminal (SAT)
interface.
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Use the keyboard arrow keys to move around screen (when using a w2ktt Terminal Emulator).
+ To save information, press Esc followed by e.
» To cancel, press Esc followed by x.
» To move onto next page, press Esc followed by n.
» To go to previous page, press Esc followed by p.
 To erase information, use the spacebar.

» To get help, press Esc followed by h, or type ‘help’.

Communication Manager configuration procedures
About this task

This task flow shows you the sequence of procedures you perform to configure Communication
Manager.
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Communication Manager configuration
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Figure 3: Communication Manager configuration procedures
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Figure 4: Communication Manager configuration procedures continued
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Logging on to Communication Manager
About this task

Log on to Avaya Aura® Communication Manager to configure parameters and resources for
integration with Avaya Aura® Contact Center.

Procedure

1. Using an SSH client such as PuTTY, begin an SSH session using the Communication
Manager IP address.

2. Click Open.
3. When prompted enter the user name and password for the Communication Manager.

4. Press return to ignore terminal selection and when prompted for high priority session, enter
n.

5. To access the System Access Terminal (SAT), type sat and enter the same password
used above.

6. When prompted, enter a preferred terminal type. For example, select the w2ktt Terminal
Emulator.

Verifying system parameters
About this task

On the Communication Manager System Parameters Features form, verify that Universal Call
Identifier (UCID) is enabled. Universal Call Identifier is an Avaya proprietary call identifier used to
help correlate call records between different sgstems. Universal Call Identifier must also be
configured on the Trunk Group to Avaya Aura™ Session Manager. For more information, see
Configuring a SIP Trunk Group for the first Session Manager on page 43.

You must also ensure that SIP Endpoint Managed Transfer is disabled, as it is not supported.
Procedure

1. Verify that Universal Call Identifier is enabled and that the Network Node is a unique node
identity. Use the display system-parameters features command.
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Verifying system parameters

display = eln—paratneters features
FELATURE-RELALATED S¥S3TEM PLEAMETERS

STSTEM PRINTER PARAMETERSZ
Endpoint: Lines Per Page: 60

SYSTEM-WIDE PARAMETERS
Switch Name:
Exergency Extensicn Forwarding (min) : 10
Enable Inter-Gateway Llternate Routing? n
Enable Dial Plan Transparency in 3urviwvalble Mode? n
COR to Use for DPFT: station

MALICIOUZ CALL TRACE PARAMETERZ
Apply MCT Warning Tone? n MCT Woice Recorder Trunk Group:
Delay Jending RELease ([(seconds): 0O
SEND ALL CALLZ OPTICHS
Send L11 Calls Applie=s to: station Auto Inspect on Send 4ll Calls? n
Preserwve prewvious AUX Work button states after deactivation? n
TNIVERSALL CALL ID
Create Uniwversal Call ID (UCID) 2 ¥ UZID Network Node ID: 21

2. Verify that the Universal Call Identifier is forwarded to the Adjunct Switch Applications
Interface (ASAI). Use the display system-parameters features command.

m—parastmeters features
FEATURE-RELATED 3¥STEM FPARAMETERS
CALL CENTER MIZCELLAWNEOQUS
Callr-info Display Timer (=ec): 10
Clear Callr-info: next-call
Allow Ringer-off with Auto-Answer? n

Feporting for PC Non-Predictive Calls? n
hgent/Caller Disconnect Tonez? n

Zip Tone Burst for Callmaster Endpoints: doukble

A3AT
Copy AZAI UUI During Conference/Transfer? n
Call Classification After Answer Superwvision? n
| Zend UCID to ASAI? v
For A3AT Zend DTHF Tone to Call OQOriginator? v

3. Verify that SIP Endpoint Managed Transfer is disabled. Use the display system-
parameters features command.
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r=z features
FEATURE-RELATED S5YSTEM PARARMETERS
IFP PARAMETERS
Direct IP-IF Audio Connections? n
IP Audio Hairpinning? n
Synchronization over IP? n

|SIF Endpoint Managed Transfer? nf

CALL PICEUP
Maximum Humber of Digits for Directed Group Call Pickup: 2
Call Pickup on Intercom Calls? vy Call Pickup Alerting? n
Temporary Bridged Appearance on Call Pickup? w Directed Call Pickup? n
Extended Group Call Pickup: none
Enhanced Call Pickup Alerting? n

Display Information With Bridged Call? n
Eeep Bridged Information on Multiline Displays During Calls? n
PIN Checking for Priwvate Calls? n

4. Verify that Direct IP-IP Audio Connections is disabled. Use the display system-
parameters features command.
display system—parameters features

FEATURE-RELATED SYSTEM PARARMETERS

IF PLERAMETERS

IDirect IP-IP Rudio Connections? nf
IP Audico Hairpinning? n
Synchronization over IP? n

S5IP Endpoint Managed Transfer? n

CALL PICEUF
Maximum Number of Digits for Directed Group Call Pickup: 2
Call Pickup on Intercom Calls? y Call Pickup Alerting? n
Temporary Bridged Appearance on Call Pickup? vy Directed Call Pickup? n
Extended Group Call Pickup: none
Enhanced Call Pickup Alerting? n

Dizplay Information With Bridged Call? n
EKeep Bridged Informationm onm Multiline Displays During Calls? n
PIN Checking for Private Calls? n
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Administering IP node names

Administering IP nhode names

About this task

The nodes defined in the Avaya Aura® Communication Manager IP Node Names form are used in
other configuration screens to define the SIP signaling groups between Communication Manager
and the Avaya Aura® Session Managers.

The Avaya Aura® Contact Center Mission Critical High Availability feature requires two Avaya
Aura® Session Managers. Use the IP Node Names form to assign a node name and IP address
for the two Avaya Aura® Session Managers.

Procedure

1. Use the System Access Terminal (SAT) interface to enter the node name and IP address
for the first Avaya Aura® Session Manager. Use the change node-names ip command.

2. If your solution uses the Avaya Aura® Contact Center Mission Critical High Availability
feature, enter the node name and IP address for the second Avaya Aura® Session
Manager. Use the change node-names ip command.

Example

The following example of a Communication Manager IP Node Names display shows two Session
Managers: ASM1-SM100 and ASM2-SM100.

dizplay node-names ip

IF MNODE WAMES

HName IF Addre=ss=
AEM1-3M100 172.15.71.17
LM -2M100 172.15.71.18
LTFAESZ 172.15.70.243
LTFAESS 172.15.70.246
ALTFAES 4 172.15.70.249
LTFaes 172.15.70.2385
HCAFPGALES 172.18.71.23
HCAPDICZAES 172.15.358.10
HCAPDCZCHMSE 172.158.38.3
HCAPDCZSM100 172.15.38.7
default o.0.0.0
procr 172.15.71.15
procro HE
[ 13 of 13 adiministered node-names were displaved )

Uze 'list node-names' command Lo See all the admwinistered node-nagnes
Uze 'change node-namnes ip xxx' to change & node-name 'XXx' or add a node-name

Note the procr name, as this is the Avaya Aura® Communication Manager processor interface.
The Communication Manager processor (procr) IP address is 172.18.71.15.
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In other Avaya configurations such as an Avaya G650 Media Gateway, the C-LAN interface
address must be used as the SIP signaling interface to Session Manager, rather than the
processor address (node name procr).

Note the Avaya Aura® Application Enablement Services node name and IP address from the
image above is 172.18.71.23.

Verifying the IP network region

About this task

On the Communication Manager IP Network Region form, verify that the Authoritative Domain
name matches the contact center SIP domain name.

Procedure

1. Use the System Access Terminal (SAT) interface to verify that the authoritative domain
names matches the contact center SIP domain name. Use the display ip-network-
region command.

2. If you require Quality of Service (QoS) support for Avaya Agent Desktop, ensure the
DIFFSERV/TOS parameters are configured.

Example

The following example of a Communication Manager IP Network Region form, shows authoritative
domain configured as siptraffic.com.

© Note:

Ensure the DIFFSERV/TOS parameters are configured, if you require Quality of Service
(QoS) support for Agent Desktop.
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Configuring the IP network map for QoS support

dizsplay ip-network-region 1

IF METWORE EEGICH

Fegion: 1
Location: luthoritative Dowain: siptraffic.com
Mame :
MEDTL PARAMETERS Intra-region IP-IP Direct Audio: wyes
Codes Set: 1 Inter-region IP-IP Direct Audio: ves
UDP Port Min: 2048 IP Audio Hairpinning? n

UDF Port Max: 3329
O IFFSERV/TOS PARLMETERS
Call Control FPHE Values: 46
bydio PHE Walus: 46
Wideo PHE Walus: Z6
S0Z.1FP/0 PARALMETEERS
Call Control S80Z.1p Priority: 6
hudio 802.1p Priority: 6
Wideo 202.1p Prioritwy: & AUDIO RESOURCE REESERVATICON PARALMETERS
H.3Z3 IP ENDPOINTS BEVP Enabled? n
H.323 Link EBounce EBEecovery? v
Idle Traffic Interwval [(sec): 20
Eeep—-ilive Interval (sec): &
Keep-4iliwve Count: 5

Configuring the IP network map for QoS support
About this task

Avaya Agent Desktop supports Quality of Service (QoS). This allows for the prioritization of voice
traffic over data traffic by tagging voice packets with priority tags. You must configure the ip-
network-map for your endpoints to support QoS.

Procedure

Use the System Access Terminal (SAT) interface to configure the ip-network-map for your
endpoints. Use the change ip-network-map command.

Example

The following example of a Communication Manager IP Network Map form, shows an IP address
range from 172.18.71.1 to 172.18.71.254. This is the IP address range for the Agent Desktop
client computers. This IP address range maps to Network Region 1 and has been assigned to a
VLAN ID.
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Communication Manager configuration

change ip-network-map

IF ADDERE3S MAFPFPING

Subnet Network Emergency

IF iddress Bits Fegion VLAWN Location Ext
FROM: 172.15.71.1 £ 1 ]

TO: 172.15.71.254
FEOM: s n

T
FROM: / n

T
FROM: / n

T
FRCOM: / n

T
FROM: s n

T
FROM: / n

T
FROM: £ n

T

Configuring a SIP Signaling Group for the first Session
Manager

About this task

On the Avaya Aura® Communication Manager, configure a Signaling Group for communication
between Communication Manager and the first Avaya Aura® Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP Trunk
Group to route calls to an Avaya Aura® Session Manager.

© Important:

If you use SIPS on Communication Manager signaling groups, you must configure SIPS as
the default option on the SIP clients, which you use for media on the extension controlled by
Avaya Aura® Contact Center. Ensure that the whole call flow is SIPS-enabled.

Procedure

1. Use the System Access Terminal (SAT) interface to add a signaling group for the first
Session Manager. Use the add signaling-group <sl1>command, where s7is an un-
allocated signaling group.

2. You must disable the IP Multimedia Subsystem (IMS) on the Communication Manager
Signaling Group. Ensure that your signaling group has the IMS Enabled? value set to n.
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Configuring a SIP Signaling Group for the first Session Manager

Example

The Communication Manager SIP Signaling Group for the first Avaya Aura® Session Manager,
SIP Signaling Group number 1.

display signaling-group 1

SIGHALTING GROTFR

scroup Mumber: 1 sroup Type: =ip
INS Enabled? n Transport Method: tl=
2-3IF? n SIP Enabled L3F? n

IF Wideo? n Enforce 3IP3 URI for 3IRTP? v
Peer Detection Enabled? y Peer Server: SHM

Near-end MNode MName: procr Far-end Node Name: ASM1I-3M100
MNear-end Listen Port: 5061 Far-end Listen PFort: 5061
Far—-end Metwork Region: 2
Far-end Zecondary Node Name:
Far-end Domain: siptraffic.com

Bypass If IP Threshold Exceeded? n

Incoming Dialog Loophacks: eliminate EFC 3389 Comfort Noi=ze? n
DTHF over IP: rtp-pavload Direct IP-IP Audio Connections? v

Sezsion Establishmwent Timer (min) @ 3 TP Audio Hairpinning? n
Enable Layer 3 Test? ¥ Initial IP-IP Direct Media? n

H.323 S3tation Outgoing Direct Media? n ALlternate Route Timer (sec): 2

Variable definitions

Variable Value

Group Number The number of the signaling group.

Group Type The type of protocol used for this signaling group.
For example, enter "sip".

Transport Method Transport can be accomplished using either TCP or
TLS. TLS is set by default.

Near-end Node Name The node name of the near-end CLAN [P interface

used for trunks that use this signaling group which
must be already administered.

Far-end Node Name The node name of the far-end CLAN IP interface
used for trunks that use this signaling group which
must be already administered. Use the Session
Manager node name.

Far-end Domain The name of the IP domain that is assigned to the
far-end of the signaling group.
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Communication Manager configuration

Configuring a SIP Signaling Group for the second Session

Manager

About this task

On the Avaya Aura® Communication Manager, configure a Signaling Group for communication
between Communication Manager and the second Avaya Aura® Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP Trunk
Group to route calls to an Avaya Aura® Session Manager.

© Note:

A second Session Manager is supported only in an Avaya Aura® Contact Center Mission
Critical High Availability solution.

Procedure

1. Use the System Access Terminal (SAT) interface to add a signaling group for the second
Session Manager. Use the add signaling-group <s2>command, where s2 is an un-
allocated signaling group.

2. You must disable the IP Multimedia Subsystem (IMS) on the Communication Manager
Signaling Group. Ensure that your signaling group has the IMS Enabled? value set to n.

Example

The Communication Manager SIP Signaling Group for the second Avaya Aura® Session Manager,
SIP Signaling Group number 2.

display sighnaling-group 2

SIGHALING GROUTPR
Group MNumber: 2 Group Type: 3ip
IMZ Enabled? n Transport HMethod: tls
n

Q-3IF7
IF Video? n
Feer Detection Enabled? v Peer Server: IH

3IF Enabled L3FP? n
Enforece 23IF3 TURI for 3IRETR? ¥

Far-end MNode Name: AL3MZ-3M100
Far-end Listen Port: 5061
Far-end Network Region: 2
Far—-end Zecondary Node Name:

HNear-end Node Mame:
Hear-end Listen Port:

procr
S0el

Far—-end Domain: siptraffic.com
Eypass If IP Threshold Exceeded?
FFC 3389 Comfort Noise?

Direct IP-IP Audio Connections?

Incoming Dialogy Loophacks: eliminate

DTHUF ower IFP: rtp-payload

SGession Establishment Timer (min) : 3
Enabhle Layer 3 Test? ¥
H.323 S3tation Outgoing Direct Media®? n

IF Audio Hairpinning?
Initial IP-IF Direct Media?
Llternate RBoute Timer [sec) :

[ = = = =
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Configuring a SIP Trunk Group for the first Session Manager

Variable definitions

Variable Value

Group Number The number of the signaling group.

Group Type The type of protocol used for this signaling group.
For example, enter "sip".

Transport Method Transport can be accomplished using either TCP or
TLS. TLS is set by default.

Near-end Node Name The node name of the near-end CLAN IP interface

used for trunks that use this signaling group which
must be already administered.

Far-end Node Name The node name of the far-end CLAN IP interface
used for trunks that use this signaling group which
must be already administered. Use the Session
Manager node name.

Far-end Domain The name of the IP domain that is assigned to the
far-end of the signaling group.

Configuring a SIP Trunk Group for the first Session
Manager
About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the first Avaya Aura® Session Manager. Configure one SIP
Trunk Group for each SIP Signaling Group associated with a Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP Trunk
Group to route calls to an Avaya Aura® Session Manager.

You must disable Network Call Redirection (NCR) on the SIP Trunk Group. If you disabled NCR at
the system level, that setting applies to new trunk groups: you do not see the Network Call
Redirection prompt on the Trunk Group form. There is one limitation to disabling NCR; for the
following CDN conference scenarios, if one party goes on hold then Communication Manager
streams music-on-hold into the 3-party conference (where Communication Manager has music-
on-hold configured):

* CDN to CDN conference/join
» CDN call with supervisor Barge-In
+ CDN call with agent Emergency
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Communication Manager configuration

Procedure

1. Use the System Access Terminal (SAT) interface to add a SIP Trunk Group for the first
Session Manager. Use the add trunk-group <tl>command, where {7 is an un-

allocated trunk group.

display trunk-group 1

TRUNE GEROUER

Group Mumber: 1 Group Type: =ip CDE Reports: v
Group MName: to LI3M1 COoR: 1 TM: 1 TAC: #0O1
Direction: Lwo-way Dutgoing Displav? n

Dial Access? n Night 3Service:

oueue Length: 0O

Jervice Type: tie Ayth Code? n

Member Assignmwent Method: auto
Signaling Group: 1
Mutnbher of Members: Z55

2. To support Universal Call Identifier (UCID), set UUI Treatment to shared, and then enable
Send UCID.
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Configuring a SIP Trunk Group for the first Session Manager

ay Lrunk-group 1

X

L=
TRUINE FEATURES

AL Assignment? n Measured: none
Maintenance Tests? v

Nurbering Format: private

TTI Treatment: sharedl

Maximaw 3ize of UUI Contents: 128
Feplace Restricted Nuwbers? n
Feplace Tnavailable Nuwbers? n

Modify Tandem Calling Nuwber: no

Send UCID? v

Show ANSWERED EY on Display? v

DS Term? n

3. On the Trunk Group form of the Communication Manager to Session Manager SIP trunk,
disable Network Call Redirection.

display trunk-group 1

PROTOCOL VARTATICNS

Mark Users as FPhone? n
Prepend '4+' to Calling Number? n
Jend Transferring Party Information? n
| Hetwork Call Redirection? n |
Zend Diversion Header? n
Support Request Historvy? v
Telephone Ewvent Pavload Type:

Conwvert 150 to 153 for Early Media? n
Llways Use re-INVITE for Display Updates? n

Identity for Calling Party Display: P-Lsserted-Identity
Enabhle Q-3IFP? n
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Communication Manager configuration

Variable definitions

Variable

Value

Group Number

The number of the trunk group.

Group Type

The type of protocol used for this trunk group. For
example, enter sip.

Group Name

A unigue name that provides information about this
trunk group. The name contains a maximum of 27
characters.

TAC

The TAC (Trunk Access Code) is the number that
must be dialed to access the trunk group. A
different TAC must be assigned to each trunk group.
The characters asterisk (*) and number (#) can be
used as the first character in a TAC and it accepts a
one- to four-digit number.

Direction

The direction of traffic on this trunk group. Traffic on
this trunk group is incoming and outgoing (two-
way).

Service Type

The service for which the trunk group is dedicated.

Signaling Group

The signaling group to be used in accordance with
this trunk group for communication between
Communication Manager and the first Session
Manager.

Configuring a SIP Trunk Group for the second Session

Manager
About this task

On the Avaya Aura® Communication Manager, configure a SIP Trunk Group for communication
between Communication Manager and the second Avaya Aura® Session Manager. Configure one
SIP Trunk Group for each SIP Signaling Group associated with a Session Manager.

Avaya Aura® Communication Manager uses a SIP Signaling Group and an associated SIP Trunk
Group to route calls to an Avaya Aura® Session Manager.

© Note:

A second Session Manager is supported only in an Avaya Aura® Contact Center Mission

Critical High Availability solution.

You must disable Network Call Redirection (NCR) on the SIP Trunk Group. If you disabled NCR at
the system level, that setting applies to new trunk groups : you do not see the Network Call
Redirection prompt on the Trunk Group form. There is one limitation to disabling NCR; for the
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Configuring a SIP Trunk Group for the second Session Manager

following CDN conference scenarios, if one party goes on hold then Communication Manager
streams music-on-hold into the 3-party conference (where Communication Manager has music-
on-hold configured):

» CDN to CDN conference/join
* CDN call with supervisor Barge-In
» CDN call with agent Emergency

Procedure

1. Use the System Access Terminal (SAT) interface to add a SIP Trunk Group for the second
Session Manager. Use the add trunk-group <t2> command, where {2 is an un-
allocated trunk group.

display trunk-group 2

TRUNE GROUP
Group Number: = Group Type: sip CDE Reports: ¥
Group MName: to LIMZ CoR: 1 TH: 1 TAC: HOZ
Direction: two-way outgoing Displav? n
Dial Access? n Night Service:
ouenue Length: 0O
Serwvice Type: tie huth Code? n

Member Assigrrent Method: auto
Jignaling Group: 2
MNumber of Members: 255

2. To support Universal Call Identifier (UCID), set UUI Treatment to shared, and then enable
Send UCID.
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Communication Manager configuration

ay trunk-group 2

X

L=
TRUINE FEATURES

AL Assignment? n Measured: none
Maintenance Tests? v

Nurbering Format: private

TTI Treatment: sharedl

Maximaw 3ize of UUI Contents: 128
Feplace Restricted Nuwbers? n
Feplace Tnavailable Nuwbers? n

Modify Tandem Calling Nuwber: no

Send UCID? v

Show ANSWERED EY on Display? v

DS Term? n

3. On the Trunk Group form of Communication Manager to the Session Manager SIP trunk,
disable Network Call Redirection.

display trunk—-group 2

PROTOCOL VARTATICNS

Mark Users as FPhone? n
Prepend '4+' to Calling Number? n
Jend Transferring Party Information? n
| Hetwork Call Redirection? n|
Zend Diversion Header? n
Support Request Historvy? v
Telephone Ewvent Pavload Type:

Conwvert 150 to 153 for Early Media? n
Llways Use re-INVITE for Display Updates? n

Identity for Calling Party Display: P-Lsserted-Identity
Enabhle Q-3IFP? n
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Configuring a route pattern

Variable definitions

Variable Value

Group Number The number of the trunk group.

Group Type The type of protocol used for this trunk group. For
example, enter sip.

Group Name A unigue name that provides information about this
trunk group. The name contains a maximum of 27
characters.

TAC The TAC (Trunk Access Code) is the number that

must be dialed to access the trunk group. A
different TAC must be assigned to each trunk group.
The characters asterisk (*) and number (#) can be
used as the first character in a TAC and it accepts a
one- to four-digit number.

Direction The direction of traffic on this trunk group. Traffic on
this trunk group is incoming and outgoing (two-
way).

Service Type The service for which the trunk group is dedicated.

Signaling Group The signaling group to be used in accordance with

this trunk group for communication between
Communication Manager and the second Session
Manager.

Configuring a route pattern
About this task

On the Avaya Aura® Communication Manager, configure a route pattern for the Avaya Aura®
Session Manager SIP trunk groups.

Each Communication Manager route pattern contains a list of trunk groups that can be used to
route calls. The maximum number of route patterns and trunk groups allowed depends on the
configuration and memory available in your system.

Procedure

Use the System Access Terminal (SAT) interface to add a route pattern, where n is an available
route pattern. Use the change route-pattern n command.

Example

This Communication Manager route pattern (number 1) shows the SIP Trunk Groups for the
Session Managers, number 1 and number 2. Number 2 is required only for High Availability
solutions.
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Communication Manager configuration

display route-pattern 1
Pattern MNuber: 1 Pattern MName: ASH

SCCAN? n ZJecure 3IP? n
srp FREL NPAL Pfx Hop Toll HNo. Inserted DCcas IXEC
Mo Mrk Lwt List Del Digits QaTG
Dgts= Intw
1: o n user
2 o n user
3: 7 ] n user
4q: n user
5: n user
[T n user
BCC WALUE T3C CA-T2C ITC BCIE Zervice/Feature PARM No. Numbering LAR
012 M4Tw Fequest Dgt=s Format
Zubaddress
1: v v v v vyn n rest next
2 ¥y Y Y ¥V VY DLOn rest next
3T Yy ¥y Y ¥ ¥YnLon rest next
4: ¥y ¥y ¥ ¥ ¥y L n rest none
S vy ¥y ¥y ¥y ¥y non rest none
B ¥ ¥ ¥ ¥ ¥y nL On rest none

Administering the dial plan for routing and extensions

About this task

On the Avaya Aura® Communication Manager, edit the dial plan to add your routing and the agent
extensions (workstations).

The dial plan analysis table defines the dialing plan for your system. Communication Manager
uses dial plans to define how dialed digits are interpreted, and how many digits to expect for each
call.

Procedure

On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT) interface to
create a dial plan for routing and the agent extensions. Use the change dialplan analysis
command.

Example

This Communication Manager dial plan analysis table shows 5-digit extensions in the 7xxxx range
(call type extension) and 5-digit routing in the 6xxxx range (call type uniform dial plan (UDP)).

The Call Type column in the dial plan analysis table indicates what the system does when a user
dials the digit or digits indicated in the Dialed String column. The Total Length column indicates
how long the dialed string is for each type of call.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 50
Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Administering the uniform dial plan for routing

For example, this dial plan shows that when users dial a 5-digit number that starts with the digit 7,
they are dialing an extension or station.

dizplay dialplan analvsis

DIAL PLAN AMNALYZSIZ TAELE

Location: &1l FPercent Full: 2
Dialed Total Call Dialed Total Call Dialed Total <Call
String Length Twvpe String Length Tvpe String Length Tvpe
o 1 attd
1 5 ext
2 5 ext
3 = udp
4 = uddp
5 4 udp _/— Gueooc LIDP to Sh to ARCC
=] = udp
7 5 Xt
= 15  udp _\\_ Doood BExt for Agent Stations
=] 5 Xt
* 3 dac
# 3 dac

Administering the uniform dial plan for routing

About this task
On the Avaya Aura® Communication Manager, create a uniform dial plan for routing.

Uniform dial plans (UDPs) are used to share a common dial plan among a group of
Communication Manager servers. The UDP provides a common dial plan length, or a combination
of extension lengths, that can be shared among a group of media servers or switches.
Additionally, UDP can be used singly to provide uniform dialing between two or more private
switching systems.

Procedure

Use the System Access Terminal (SAT) interface to update the uniform dial plan for routing. Use
the change uniform-dialplan n command.

Example

The Communication Manager Uniform Dial Plan display shows the 5-digit 6xxxx route to
Automatic Alternate Routing (AAR).
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Communication Manager configuration

display uniform-dialplan 1
UNIFORM DIALL PLAMN TAELE

Percent Full: O

Matching Insert MNode
FPattern Len Del Digits Net Comwv Mum
3 5 o asr n
4 5 o aar n
5 4 o aar n
=] 5 o asr n
b=t 15 0O asr n
n
1
1
n
n
n
n
1
1
n
n

Administering automatic alternate routing
About this task

On the Avaya Aura® Communication Manager, use automatic alternate routing (AAR) for routing
configured calls to Avaya Aura® Contact Center.

© Note:

You can use other routing methods.

For example, use AAR to route calls with dialed digits 6xxxx to Contact Center. Use the change
dial plan analysis command, and add an entry to specify use of AAR for routing of digits 6xxxx.

AAR allows enterprise network calls to originate and terminate at one or many locations without
accessing the public network. It routes calls over the private enterprise network.

Procedure

Use the System Access Terminal (SAT) interface to add an entry to specify the use of AAR for
routing of digits 6xxxx. Use the change aar analysis n command.

Example

This Communication Manager AAR digit analysis table shows the use of AAR for the routing of
digits matching 6xxxx to route pattern 1.
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Configuring IP services for Application Enablement Services

display aar an

BAR DIGIT AWNALYZIS TAELE
Location: all Percent Full: 1

Dialed Total Foute call Node ANI
Itring in Max Pattern Type Iurm Fegd
unku
asr
aar
asr

aar |

Lo RS | eyl R QS S o8

Sar
aar

= jnfd 0o

o
M G

P EEPRPBEBERERFEEBEERBERE

Configuring IP services for Application Enablement
Services
About this task

Configure IP Services for the Avaya Aura® Application Enablement Services (AES) transport link.

Procedure

1.

N o oA W N

Use the Communication Manager System Access Terminal (SAT) interface to configure IP
services for the AES transport link. Use the change ip-services command.

On page 1, under Type, type AESVCS.

Under Enabled, type y.

For Local Node, type procr.

For Local Port, select the default port number 8765.

On page 3, under AE Services Server, type the name of the AES server.

For Password, type the AES administration password.
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Communication Manager configuration

° Note:

The name and password entered for the AE Services Server and Password fields are
case sensitive, and must match the name and password on the AES server.

8. Set Enabled to v.

Example

The Communication Manager IP services page 1 displays the AESVCS (Application Enablement
Services) IP Service type.

change ip-services

IF SEREVICES

Service Enabled Looal Local Remote Femote
Type MNode FPortc HNode Fort
LESVCE ¥ procr 2765

The Communication Manager IP services page 3 displays the Application Enablement Services
(AES) server name. The name for the AES server is from the AES installation. You can determine
the administered name from the AES server by typing uname -n at the Linux command prompt.
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Configuring a CTI Link for Application Enablement Services

ALE Zervices Adwinistration

Server ID AE Serwvices Pazzword Enabled Status
Jerver
HCAPGAESD

leed feed feed feed feed | I

M -1 m b M

Configuring a CTI Link for Application Enablement
Services

About this task

Add a CTI link from the Communication Manager to the Avaya Aura® Application Enablement
Services (AES) server. The other end of this CTl link is configured on the Avaya Aura® AES
server. For more information, see Adding a CTl link to the Communication Manager on page 105.

Procedure

1. Use the Communication Manager System Access Terminal (SAT) interface to add a CTI
link for the Avaya Aura® AES server. Use the add cti-1link command.

Type add cti-link n, where nis an available CTI link number.
In the Extension field, type an available extension number.

For Type, type ADJ-IP.

o &~ 0N

For Name, type a descriptive name for this CTI link to the Avaya Aura® AES server. For
example, type CTI to AES.
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Communication Manager configuration

Example

The Communication Manager CTI link page displays an ADJ-IP link type. The ADJ-IP link type is
for Adjunct Switch Application Interface (ASAI) links administered by Avaya CTI applications, such
as Avaya Aura® Application Enablement Services.

display cti-link 1

CTI LINE
CTI Link: 1
Extension: 19999
Type: ADJ-IF

Mams: CTI to LESD

Enabling the Auto Hold system parameter

About this task

On the Communication Manager System Parameters Features form, enable the Auto Hold system
parameter. This ensures that the first call is not dropped if a second call is selected. You must
enable this feature to support third call appearance button functionality with Avaya Aura® Contact
Center and Avaya Agent Desktop.

Procedure

Use the System Access Terminal (SAT) interface to enable the Auto Hold feature. Use the
change system-parameters command.
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Configuring a Class of Restriction to block multiple and nested consults

di=zplay system—parameters features

FEATURE-RELATED SYITEM PARAMETERS

Public Network Trunks on Conference Call: 5 buto Start? n
Conference Parties with Public Network Trunks: 6 |Autu Hold? yl
Conference Parties without Public Network Trunks: & Attendant Tone? ¥y
Night Serwvice Disconnect Timer (seconds): 120 Bridging Tone? n
Short Interdigit Timwer (seconds): 3 Conference Tone? n
Tnanswered DID Call Tiner (seconds): Intrusion Tone? n
Line Intercept Tone Timwer (seconds): 30 Mode Code Interface? ¥
Long Hold Recall Timer (seconds): 0
Feget 3hift Tiwer (seconds): 0
Station Call Transfer RBecall Timer [(seconds): 0 Fecall from VIN? n
Trunk ALlerting Tone Interval (seconds): 15

DID Busy Treatment: Lone

Allow AARSARS hccess from DIDSDICD? n

Allow AMMI Restriction on AARSARS? n
Tze Trunk COR for Outgoing Trunk Disconnect/Alert? n
n

T4O5ND Mumeric Terminal Displavy? T434ND? n

DTHF Tone Feedback 3ignal to VEDT - Connection: Disconnection:

Configuring a Class of Restriction to block multiple and
nested consults

About this task

Configure a Class of Restriction (COR) that enables the Restrict Second Call Consult option. A
Class of Restriction (COR) feature defines different levels of call origination and termination
privileges, applies administration settings to all objects that share the same COR number,
identifies the CORs that can be service observed, and the CORs that can be a service observer.
CORs can be assigned to a variety of objects, including agent stations.

When the Restrict Second Call Consult option is enabled, Communication Manager blocks
multiple and nested consults when a second consult is initiated from a station using this Class of
Restriction (COR). Ensure that all Communication Manager agent stations controlled by Avaya
Aura® Contact Center are using a COR with the Restrict Second Call Consult option enabled.
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Communication Manager configuration

Procedure

Use the System Access Terminal (SAT) interface to enable the Restrict Second Call Consult
option on a Class of Restriction. Use the change cor command.

change cor 1 4 - -
CLASS OF RESTRICTION

HF Incoming Call Trace? n

Brazil Collect Call Blocking? n

Block Transfer Display? n

lock Enhanced Conference/Transfer Displays? v

m

Remote Logout of Agent? n

Stacion Lock COR: 1 TODSL Release Interval (hours):

ASAI Uses Scation Lock? n
Line Load Control: 1
Haximum Precedence Level: ro Preemptable? vy

L
MLPP Service Domain:

Station-Button Display of UUI IE Data? n
Service Observing by Recording Device? n
Can Force A Work Scate Change? n

Vork Stace Change Can Be Forced? n
|FES'EI.'.‘.CE Second Call Consulc? ’I

Creating the agent extensions
About this task

On the Avaya Aura® Communication Manager, create the agent extensions. To ensure proper
integration and Avaya Aura® Contact Center call control, Communication Manager stations
(phones) must be configured as follows:

* A maximum of three call appearance buttons per agent station
» Restrict Last Appearance enabled
* Priority call feature disabled, as it is not supported

* |P Softphone enabled (IP Softphone is required to be enabled only when using a softphone.
When enabled, agents can use a softphone or a desk phone. When disabled, agents can use
only a desk phone.)

» Bridged Appearance is not supported.

» Per Station CPN - Send Calling Number enabled. If you want agents to see the calling party
details, ensure this is enabled. If you want to hide the calling party details from agents,
ensure this is disabled.
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Creating the agent extensions

A limited configuration of Call Forwarding is supported, for more information see Coverage Path
configuration on page 181.

With Communication Manager, Contact Center supports the following H.323 phones:

H.323 phones Two call appearance buttons Three call appearance buttons
Avaya 1600 Series IP Yes No

deskphones

Avaya 4600 Series IP Yes Yes

deskphones

Avaya 96x0 Series IP Yes Yes

deskphones

Avaya 96x1 Series IP Yes Yes

deskphones

Avaya J129 IP deskphone Yes Yes

Avaya J139 IP deskphone
Avaya J169 IP deskphone

Avaya J179 IP deskphone

Avaya Agent Desktop embedded | Yes Yes
softphone. Provision an IP_Agent
license on the Communication
Manager for each softphone

used by Contact Center.

Avaya one-X® Communicator Yes Yes
softphone. You must disable the
Agent Desktop embedded
softphone to use Avaya one-X®
Communicator.

Contact Center supports the following digital phones:

Digital phones Two call appearance buttons | Three call appearance buttons
Avaya 24xx Series deskphones Yes No
Avaya 64xx Series deskphones Yes No

Contact Center supports the following SIP phones:

SIP phones Two call appearance buttons | Three call appearance buttons
Avaya 96x0 Series IP deskphones | Yes Yes
Avaya 96x1 Series IP deskphones | Yes Yes
Avaya 9608 IP deskphone Yes Yes
Avaya 9611G IP deskphone Yes Yes
Avaya 9621G IP deskphone Yes Yes
Avaya 9641G IP deskphone Yes Yes

Table continues...
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SIP phones Two call appearance buttons | Three call appearance buttons
Avaya J129 IP deskphone Yes Yes

Avaya J139 IP deskphone
Avaya J169 IP deskphone

Avaya J179 IP deskphone

Avaya one-X® Communicator Yes Yes
softphone. You must disable the
Agent Desktop embedded
softphone to use Avaya one-X®
Communicator.

Avaya Workplace Client for Yes Yes
Windows softphone. You must
disable the Agent Desktop
embedded softphone to use
Avaya Workplace Client for
Windows.

Contact Center supports SIP phones for DTMF functionality. Contact Center supports SIP phones
for High Availability functionality.

Avaya Agent Desktop supports three voice modes; Desk Phone, My Computer (softphone), Other
Phone (Telecommuter mode).

* For each Agent Desktop agent, supervisor, or agent supervisor using My Computer
(softphone) or Other Phone (Telecommuter mode), provision one IP_Agent license on the
Communication Manager.

* For each Agent Desktop agent, supervisor, or agent supervisor using Desk Phone mode, the
corresponding Communication Manager station consumes one IP_Phone license.

» Agent Desktop agents or agent supervisors that handle only multimedia contacts do not
require Communication Manager licenses.

Shuffling (Direct IP to IP Audio Connections):

If you are using an Avaya Aura® Unified Communications platform PABX, Avaya recommends that
you enable the shuffling feature to avoid unnecessary DSP usage. Avaya Aura® Shuffling (Direct
IP-IP Audio Connections) attempts to renegotiate the media on an established SIP call, to update
the anchor point of the media processor, thereby reducing the total number of Digital Signal
Processor (DSP) channels required. On your Communication Manager, configure “Direct IP-IP
Audio Connections? y” on every agent station, and on the SIP Signaling group configuration
screens.

© Note:

Communication Manager consumes DSPs if shuffling is turned off on either the SIP Signaling
groups, or any of the agent IP stations. Avaya recommends that you enable shuffling on all
agent stations (phones) and on the SIP signaling group.

Configure Communication Manager stations (phones) with a maximum of three call appearance
buttons per agent station controlled by Contact Center.
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Creating the agent extensions

Procedure

1. On the Communication Manager, use the System Access Terminal (SAT) interface to
create an agent extension (workstation). Use the add station n command.

For example, enter add station 70000.

2. If this station is to support three call appearance buttons, ensure that the station COR
setting matches a Class of Restriction (COR) that enables the Restrict Second Call
Consult option.

3. Enable Restrict Last Appearance on each station.

4. Repeat the SAT add station n command for each additional agent phone (extension)
required.

Procedure job aid

The following Communication Manager station displays show one of the extensions (agent
phones) configured to support Avaya Aura® Contact Center. The example extension number is
70000 and the phone type is an Avaya IP Deskphone 9640.

di=zplay station 7OOOO

STATION
Extension: 7OOOO Lock Mezsagez? n ECC: 0O
Type: 9640 Security Code: 123456878 TM: 1
Fort: 32309339 Coverage FPath 1: COR: 1
MName: ALgent one Coverage FPath 2: coz: 1

Hunt-to 2tation:
STATION COPTICNS
Time of Day Lock Table:

Lozz Group: 19 FPerzonalized Ringing Pattern: 1
Mezzage Lamp Ext: 70000
Speakerphone: Z-way Mute Button Enabled? v
Display Language: english Button Modules: 0O
SJurvivakhle GE Node Name:
SJurvivable COE: internal Media Complex ExXt:
SJurvivable Trunk Dest? v IF FoftPhone? v

IF Video Zoftphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? v

Figure 5: Communication Manager station 70000
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display station 70000

FEATURE OPTIONS
LWC Reception:
LWC Actiwvation?
LWC Loy External Calls?
CDE Privacy?
Fedirect Notification?
Fer Button Ring Control?
EBridged Call Alerting?
hAetive Station Ringing:

H.320 Conversion?
Zervice Link HMode:
Multimedia Mode:

HWI Zerwved User Type:
ATUDIXE MNatne:

STATICON

Spe buto 3Zelect Any Idle Appearance?
Coverage M=zg Retriewval?

huto Answer:

Iata Restriction?

Bridged Idle Line Preference?

none
I

|Restrict Last Appearance?

n
il
¥

¥
n
n
v Idle Appearance Preference?
n
n
=

ingle
EMU Login Allowed?

Il

n |Per Jration CPN - Send Calling Number?

i

as-needed ECE00 3tate: enabled

enhanced hudible HMezzage Waiting?
Dizplay Client Redirection?

Zelect Last Used Appearance?

Coverage After Forwarding?

Multimwedia Early Answer?

mgE BB

n

Femote Zoftphone Emergency Calls: as—nn—lucal|Direct IP-TP hudio Connections? ﬂ

Emergency Location Ext:

Toooa Llwayzs U=ze? n IP Audio Hairpinning?

Precedence Call Waiting? ¥

Figure 6: Communication Manager station 70000 continued

display station 7OOOO

I

SITE DATA
Room:
Jack:
Cakhle:
Floor:
Euilding:

LEEREVIATED DIALIMG
Li=tl:

BUTTON AIZICGHNMEMNTS

1: eall-appr  Configure 2 or 3
call-appr  ca| appearance buttons

2
3: call-appr
_q .

wvoice-mail

STATION

Headset?
Speaker?
Mounting:
Cord Length:
et Color:

[ v R = =

Li=stsa: Li=st3:

m -1 oo

Figure 7: Communication Manager station 70000 continued
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Adding agent workstations to the numbering tables

Adding agent workstations to the numbering tables
About this task

Avaya Aura® Contact Center (AACC) agents use Communication Manager workstations to handle
customer calls. Add the Avaya Aura™ Contact Center controlled workstations to the numbering
tables to create caller identifications and calling numbers for locally originated Contact Center
agent calls.

Adding agent workstations to the numbering tables ensures that the incoming SIP requests
contain “From” headers that contain the agent's Uniform Resource Identifier (URI).

© Note:

If a table entry applies to a SIP connection to Avaya Aura® Session Manager, the resulting
number must be a complete E.164 number.

Procedure

1. Using the Communication Manager System Access Terminal, enter change public-
unknown-numbering.

In the Ext Len field, type your extension length.

In the Ext Code field, type the starting digit(s) of the extension, such as the country code.
Leave the Trk Grp(s) field blank to apply to all trunks in the system.

In the CPN Len field, type the number of digits in your calling number.

Press Enter to save your changes.

Enter change private-numbering.

In the Ext Len field, type your extension length.

In the Ext Code field, type the starting digit(s) of the extension, such as the country code.

Leave the Trk Grp(s) field blank to apply to all trunks in the system.

=0 © ® N o g kWD

—_—

In the CPN Len field, type the number of digits in your calling number.

° Note:

The CPN Len parameter must have the same number of digits as the AACC agent
station numbers. Otherwise, AACC does not recognize the incoming call as an AACC
extension.

12. Press Enter to save your changes.
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Enabling Gratuitous Address Resolution Protocol on
agent extensions
About this task

If your Avaya Aura® Media Servers are installed on the Linux operating system, and if they are
installed on the same network subnet as the H.323 phones, then you must configure your Avaya
Aura® Communication Manager Utility Server to allow the phones and Avaya Aura® Media Server
to support the High Availability feature. You must enable Gratuitous Address Resolution Protocol
(GRATARRP) for your agent extensions (stations/phones).

The Utility Admin IP Phone Settings Editor from Utility Server provides a Web-based tool for
configuring the IP phone settings file. This significantly simplifies the process of making changes
to the IP phone settings file and provides enhanced validation to help avoid misconfigurations. The
Utility Admin IP Phone Settings Editor also provides IP Phone firmware management, enabling
you to upload new phone firmware to the file server.

Procedure
1. Start Internet Explorer.
2. In the Internet Explorer address box, type http://<Utility Server IP address>.
For example, type http://172.18.38.4
On the Utility Server Web console, click Utilities.
Click Utility Admin.
Enter your Utility Server user name.
Click Logon.

Enter your Utility Server password.

© N o g b~ ®

Click Logon.
The system displays the Utility Server Utility Admin menu.

9. From the left navigation menu, select IP Phone Settings Editor.
10. Click Proceed with selected values.

11. For your Contact Center phone types, set GRATARP to Yes. This configures the phones to
process Gratuitous Address Resolution Protocol (ARP) requests and provides duplicate IP
address detection. This enables the phones to work with Linux-based Avaya Aura® Media
Server in a High Availability resilient solution.

Example

Enabling Gratuitous Address Resolution Protocol (ARP) on agent extensions with 9640 phones.
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Enabling Gratuitous Address Resolution Protocol on agent extensions

fle Edt Yew Hgory Beokmaks Dok e
| L Routing Policy Detais « | A\ 1P Phone Settings Editor = |

\(_'/ P || A 17218384 | bt
AVAYA

Utilities / Utility Admin

Legal Hotice SIP relesse R2.5 for 96:xx phones,

Ping Host

e R T FP SETTIMGS #OASAUANIRERUANINE
Upload Filas GRATUITOUS Al s INGS

ings Editor
1P Phone Backup and Restore
1P Phone Custom File Upload

(Thiz paramater spacifies the phones bahavior for handling Gratuitous ARP

In the PE Dup Environmant, if tha PE DUP sarver and the phone reside
Display Stations
Display Sarvar Firmuara in the sama subnat, the user should set this to 1.
Manage Phone Firmware
Schedule Phene File Download
Configurs M Lagin

0 - (Default) ignora all raceived gratuitous ARP massages.

DHCP Server Status
Activate/Deactivate DHCP
DHCP [P Address Pools
Show DHCP Leases

DHCP Server Lo

1 - Phones will update an existing ARP cache entry with the MAC address recaived in a gratuitous ARP message

1Pu6 DHCP Sarver Status for that entry@s destination 1P addrass.

Activate/Deactivate IPvé DHCP

1Pug DHCP 1P Address Pools

Show IPvE DHCP Leases >

1PuG DHCP Server Log ¥ |eRATARP EERCE
Firmn

Upload Gateway Firmware

o MOTE: This feature is available on H.323 release 2.05P1 for 96xx phones
Display Push

Test Push Server
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Chapter 5: System Manager configuration

Avaya Aura® System Manager delivers a set of shared, secure management services and a
common console across multiple products. System Manager includes the following central
management services:

» User Management: Allows for the administration of users and user groups.

* Communication System Management: Allows for the administration of individual and group
stations and mailboxes.

Routing: Allows for the administration of routing policies for all Session Manager instances
within an enterprise.

» Alarm Management Service: Supports alarm monitoring, acknowledgement, configuration,
clearing, and retiring.

» Logging Service: Receives log events formatted in the common log format.
* Enterprise Licensing Management Service.
You use Avaya Aura® System Manager to manage and configure Avaya Aura® Session Manager.

A central database that resides on the System Manager server stores all the System Manager
central data, the Session Manager administration data, and the Central Data Distribution Service
information. The Central Data Distribution Service detects changes to the System Manager central
database and distributes these changes to the Session Manager instances. All communication
between System Manager and Session Manager instances is done over secure links.

Prerequisites

Ensure that your Avaya Aura® platform meets the minimum template requirements for integration
with Contact Center.

Logging on to the System Manager Web interface

Before you begin

« A user account to log on to the Avaya Aura® System Manager Web interface. If you do not
have a user account, contact your system administrator to create your account.
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Logging on to the System Manager Web interface

About this task

The System Manager Web interface is the main interface of Avaya Aura® System Manager. You
must log on to the System Manager Web console before you can perform any tasks.

Procedure

1. On the browser, type the Avaya Aura® System Manager URL (https://
<SERVER NAME>/SMGR) and press the Enter key.

Where SERVER_NAME is the name or IP address of your System Manager server.
2. In the User ID box, type the user name.
3. In the Password box, type the password.
4. Click Log On.

Procedure job aid

The System Manager home page displays the main navigation menu. The tasks you can perform
using System Manager depends on your user role.

File Edit View Favorites Tools Help

Aura” System Manager 7.0

O N TR

Administrators Communication Manager Backup and Restore
Directory Synchronization Communication Server 1000 Bulk Import and Export
Groups & Roles Conferencing Configurations
User Management Engagement Development Events
L Platform )
User Provisioning Rule Geographic Redundancy
IP Office
Inventory
Media Server .
Licenses
Meeting Exchange .
i Replication
Messaging
Reports
Presence
Scheduler
Routing )
) Security
Session Manager
Shutdown

Work Assignment .
Solution Deployment Manager

Templates
< >
Figure 8: Example of the System Manager Web page
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Chapter 6: Session Manager configuration

This section describes how to configure Avaya Aura® Session Manager for use with Avaya Aura®
Contact Center.

Avaya Aura® Session Manager is a SIP routing and integration tool. It integrates all the SIP entities
across the entire enterprise network within a company. Session Manager provides a core
communication service that builds on existing equipment but adds a SIP-based architecture.
Session Manager connects to and acts as a system-wide dial plan for call processing applications
such as Avaya Aura® Communication Manager using direct SIP connections.

In an enterprise solution, the various SIP network components are represented as SIP Entities and
the connections/trunks between Session Manager and those components are represented as Entity
Links. Each SIP Entity connects to Session Manager and relies on Session Manager to route calls
to the correct destination. This approach reduces the dial plan and trunking administration needed
on each SIP Entity, and consolidates administration in a central place, namely Avaya Aura® System
Manager.

© Important:

If there are Contact Center agents using SIP desk phones, you must ensure that you configure
Session Manager and the associated SIP entities to use TLS as the SIP Network Transport
communication protocol. The default port number for TLS is 5061.

When calls arrive at Session Manager from a SIP Entity, Session Manager applies SIP protocol and
numbering modifications to the calls. These modifications, referred to as Adaptations, are
sometimes necessary to resolve SIP protocol differences between different SIP Entities, and also
serve the purpose of normalizing the calls to a uniform numbering format. Session Manager then
matches the calls against Dial Patterns, and determines the destination SIP Entities based on
Routing Policies specified in the matching Dial Patterns. Lastly, before the calls are routed to the
respective SIP Entity destinations, Session Manager again applies Adaptations in order to bring the
calls into conformance with the SIP protocol interpretation and numbering formats expected by the
destination SIP Entities.

© Note:

A second Session Manager is supported only in an Avaya Aura® Contact Center Mission Critical
SIP High Availability solution. All other SIP-enabled Contact Center configurations using a
Unified Communications PABX support only a single active Session Manager.

The following diagram shows a typical Session Manager deployment and configuration. The
procedures and SIP Entity names in this section are based on this example routing configuration.
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Prerequisites

Session \
Managerl
VESM43
Communication Contact Center
Manager Manager Server
— HA Pair
SIP Entity: Dial Pattern Dial Pattern
vAACC135
VECM41 To00x 3000
Session
Manager 2
\ - VESM44 \ /
SIP Route Point:
| Agent Phones sip:30000@siptraffic.com
W R . /
Ko S A second SM is supported o
70000 20001 only in AACC HA solutions SIP Domain: siptraffic.com

Figure 9: Example of a typical Session Manager routing solution

Session Manager offers a core communication service that builds on existing equipment but adds a
SIP-based architecture. Session Manager connects to and acts as a system-wide dial plan for call
processing applications such as Avaya Aura® Communication Manager using direct SIP
connections.

You use Avaya Aura® System Manager to configure Avaya Aura® Session Manager.

Prerequisites

Log on to the System Manager Web interface. For more information, see Logging on to the
System Manager Web interface on page 66.

Session Manager configuration procedures

About this task

This task flow shows you the sequence of procedures you perform to configure the Session
Manager.
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Session Manager configuration
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Figure 10: Session Manager configuration procedures
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Figure 11: Session Manager configuration procedures continued
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Session Manager configuration

Creating a routing domain
About this task

Routing domains determine whether the Session Manager dial plan routes a particular call.
Typically, in a contact center, the routing domain name matches the Windows Active Directory
domain name.

Routing domains determine whether the Session Manager dial plan routes a particular call. SIP
Domains are the domains for which Session Manager routes SIP calls. Session Manager applies
Network Routing Policies to route calls in this domain to SIP Entities. For calls to other domains,
Session Manager routes those calls to another SIP proxy (either a pre-defined default SIP proxy
or one discovered through DNS).

The Session Manager SIP Routing Domain name configured for contact center solution must
match the Avaya Aura® Contact Center "Local SIP Subscriber Domain Name".

Typically, in a contact center, the routing domain name also matches the Windows Active Directory
domain name.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Domains.
2. Click New.

3. On the Domain Management page, in the Name box, type the new contact center solution
domain name.

Avaya recommends that you type a descriptive name for your domain.
4. From the Type list, select sip.
5. In the Notes box, type your notes about this domain.
6. Click Commit.

Example

Example of a Session Manager domain.

Aura” System Manager 7.0

Home | Routing X
< Home / Elements / Routing / Domains [+]
| oomains | e

: Domain Management

o rars
1 Item & Filter: Enable
D Name Type Notes

.

5 — L1 siptraffic.com sip
Select : Al None
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Creating a routing location

Creating a routing location
About this task

Configure the location of your Session Manager. Session Manager uses the origination location to
determine which dial pattern to use when routing calls. Locations are also used to limit the number
of calls coming out of or going to a physical location.

Procedure

1.
2.

© N o g A

9.
10.

On the System Manager console, select Routing > Domains

Click New.

In the Name box, type the location name.

Avaya recommends that you type a descriptive name for your location.

In the Notes box, type your notes about this location.

From the Managed Bandwidth Units list, select kbit/sec.

In the Total Bandwidth box, type your required bandwidth.

To add a location pattern, click Add under Location Pattern.

In the IP Address Pattern box, type the pattern string to match your system.
Under Location Pattern, in the Notes box, type your notes about this pattern.

Click Commit.

Example

Example of a Session Manager routing location. If your Communication Manager has an IP
address of 172.18.71.41 and if your Session Manager has an IP address of 172.18.71.47, then a
suitable IP Address Pattern is 172.18.*. This pattern must cover the addresses that you deem part
of this routing location.
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Session Manager configuration

Per-Call Bandwidth Parameters

Maximum Multimedia Bandwidth (Intra-

Location): 2000 Kbit/Sec

Maximum Multimedia Bandwidth (Inter- 2000| Kbit/Sec

Location):
* Minimum Multimedia Bandwidth: 64| Kbit/Sec
* Default Audio Bandwidth: 80| |Kbit/sec |
Alarm Threshold
Overall Alarm Threshold: |80 v o
Multimedia Alarm Threshold: |80 v| %
* Latency before Overall Alarm Trigger: 5| Minutes
* Latency before Multimedia Alarm Trigger: 5| Minutes
Location Pattern
Add Remove
1 Item &2 Filter: Enable
[] |1P Address Pattern Notes

[ #172.18.%

Select : All, None

Creating a SIP Entity for Communication Manager
About this task

A SIP Entity represents a SIP network element. Create a SIP Entity for Communication Manager.
To administer minimal routing using Session Manager, you need to configure a SIP Entity of type
Communication Manager and Session Manager.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.
2. Click New.
3. In the Name box, type the name of the Communication Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Communication Manager
SIP Entity.

4. In the FQDN or IP address box, type the IP address of the Communication Manager.
5. From the Type list, select CM.

6. If you need to specify an Adaptation Module for the Communication Manager SIP entity,
from the Adaptation list, select an adaptation value.
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Creating a SIP Entity for Communication Manager

7. In the Location box, select the location for this Communication Manager.
8. In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this string in
the SIP entity identity certificate.

9. From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session Manager—
Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.
* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.
10. If you need to specify the port parameters, under Port click Add.

When Session Manager receives a request where the host-part of the request-URI is the
IP address of the Session Manager, it associates one of the administered domains with the
port on which the request was received.

11. Enter the necessary Port and Protocol parameters.
12. Click Commit.

Example

Example of a Communication Manager SIP Entity.
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Session Manager configuration

Aura System Manager 7.0

Home Routing *

~ Routing

Locations
Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

4« Home / Elements / Routing / SIP Entities

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable:

Call Detail Recording:

Loop Detection

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring:

Log off :

Help ?
VECM41
172.18.71.41
cM [v]
[v]
Galwayﬂ
Europe/Dublin ﬂ
4
O
nore | V|
off [v]

Use Session Manager Configurationﬂ

Variable definitions

Variable

Value

Name

SIP entity name. This name must be unique and
can have between 3 and 64 characters.

FQDN or IP Address

Fully qualified domain name or IP address of the
Communication Manager.

Type SIP entity type, such as a Communication Manager.
Notes Additional notes about the SIP entity.
Adaptation Adaptation to be used for the SIP entity. Select from
already defined adaptations.
Location Communication Manager SIP entity location. Select
from previously defined locations.
Time Zone Time zone for the SIP entity.
Table continues...
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Creating a SIP Entity for the first Session Manager

Variable

Value

Override Port & Transport with DNS SRV

Specify if you wish to use DNS routing. SIP uses
DNS procedures to allow a client to resolve a SIP
URI into the IP address, port, and transport protocol
of the next hop to contact. It also uses DNS routing
to allow a server to send a response to a backup
client if the primary client fails.

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits for a
response from the SIP entity.

Credential name

Enter a regular expression string in the Credential
name. Credential name is used for TLS connection
validation by searching this string in the SIP entity
identity certificate.

Call Detail Recording

Select or clear the check box to turn SIP monitoring
on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000 seconds. The
default is 900. This specifies how often the entity is
monitored when the link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds. The
default is 120. This specifies how often the entity is
monitored when a link to the entity is down or
inactive.

Number of retries

Enter a value between 0 and 15. The default is 1.
This specifies the number of times Session
Manager tries to ping or reach the SIP entity before
marking it as down or unavailable.

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

September 2021

About this task

Creating a SIP Entity for the first Session Manager

A SIP Entity represents a SIP network element. Create a SIP Entity for the Session Manager. To
administer minimal routing using Session Manager, you need to configure two SIP Entities, a SIP
Entity of type Communication Manager and a SIP Entity of type Session Manager.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entries.

2. Click New.
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. In the Name box, type the name of the Session Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Session Manager SIP entity.

In the FQDN or IP address box, type the IP address of the Session Manager.

5. From the Type list, select Session Manager.

If you need to specify an Adaptation Module for the Session Manager SIP entity, from the
Adaptation list, select an adaptation value.

7. In the Location box, select the location for this Session Manager.

8. If the SIP entity type is Session Manager and you need to specify an Outbound Proxy for

10.

1.

12.
13.

the SIP entity, click the drop-down selector for the Outbound Proxy box.
In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this string in
the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session Manager—
Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.
* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.
If you need to specify the port parameters, under Port click Add.

When Session Manager receives a request where the host-part of the request-URl is the
IP address of the Session Manager, it associates one of the administered domains with the
port on which the request was received.

Enter the necessary Port and Protocol parameters.

Click Commit.

Example

Example of a Session Manager SIP Entity.
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®

Home Routing

Creating a SIP Entity for the first Session Manager

‘ Home / Elements / Routing / SIP Entities
SIP Entity Details
* FQDN or IP Address: [172.18.71.47
Type: |Session Manager ﬂ
Location: Galwayﬂ
Time Zone: Europe/Dublin ﬂ
Credential name:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Conﬂguratienﬂ
Variable definitions
Variable Value
Name SIP entity name. This name must be unique and
can have between 3 and 64 characters.
FQDN or IP Address Fully qualified domain name or IP address of the
Session Manager SIP Entity.
Type SIP entity type, such as a Session Manager.
Notes Additional notes about the SIP entity.
Adaptation Adaptation to be used for the SIP entity. Select from
already defined adaptations.
Location SIP entity location. Select from previously defined
locations.
Outbound Proxy Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.
Time Zone Time zone for the SIP entity.
Override Port & Transport with DNS SRV Specify if you wish to use DNS routing. SIP uses

DNS procedures to allow a client to resolve a SIP
URI into the IP address, port, and transport protocol
of the next hop to contact. It also uses DNS routing
to allow a server to send a response to a backup
client if the primary client fails.

SIP Timer B/F (in seconds) Amount of time the Session Manager waits for a
response from the SIP entity.

Table continues...
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Variable

Value

Credential name

Enter a regular expression string in the Credential
name. Credential name is used for TLS connection
validation by searching this string in the SIP entity
identity certificate.

Call Detail Recording

Select or clear the check box to turn SIP monitoring
on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000 seconds. The
default is 900. This specifies how often the entity is
monitored when the link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds. The
default is 120. This specifies how often the entity is
monitored when a link to the entity is down or
inactive.

Number of retries

Enter a value between 0 and 15. The default is 1.
This specifies the number of times Session
Manager tries to ping or reach the SIP entity before
marking it as down or unavailable.

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

Creating a SIP Entity for the second Session Manager

About this task

Create a SIP Entity for the second Session Manager. To administer minimal routing using Session
Manager, you must configure two SIP Entities, a SIP Entity of type Communication Manager and a

SIP Entity of type Session Manager.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Click New.

3. In the Name box, type the name of the Session Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Session Manager SIP entity.

4. In the FQDN or IP address box, type the IP address of the Session Manager.

5. From the Type list, select Session Manager.

6. If you need to specify an Adaptation Module for the Session Manager SIP entity, from the
Adaptation list, select an adaptation value.
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12.
13.

Creating a SIP Entity for the second Session Manager

In the Location box, select the location for this Session Manager.

If the SIP entity type is Session Manager and you need to specify an Outbound Proxy for
the SIP entity, click the drop-down selector for the Outbound Proxy box.

In the Credential name box, enter a regular expression string.

The Credential name is used for TLS connection validation by searching for this string in
the SIP entity identity certificate.

. From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session Manager —
Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.

* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

. If you need to specify the port parameters, under Port, click Add.

When Session Manager receives a request where the host-part of the request-URI is the
IP address of the Session Manager, it associates one of the administered domains with the
port on which the request was received.

Enter the necessary Port and Protocol parameters.
Click Commit.

Example

Example of the SIP Entity for the second Session Manager.

Home Routing *
‘ Home / Elements / Routing / SIP Entities
| Oomains . :
SIP Entity Details
* Name: VESM44
* FQDN or IP Address: |172.18.71.48
Type: |Session Manager ﬂ
Location: Galwayﬂ
m Outbound Proxy: [v]
Time Zone: Europe/Dublin ﬂ

Credential name:

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Conﬂguratienﬂ
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Variable definitions

Variable

Value

Name

SIP entity name. This name must be unique and
can have between 3 and 64 characters.

FQDN or IP Address

Fully qualified domain name or IP address of the
Session Manager SIP Entity.

Type SIP entity type, such as a Session Manager.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity. Select from
already defined adaptations.

Location SIP entity location. Select from previously defined

locations.

Outbound Proxy

Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.

Time Zone

Time zone for the SIP entity.

Override Port & Transport with DNS SRV

Specify if you wish to use DNS routing. SIP uses
DNS procedures to allow a client to resolve a SIP
URI into the IP address, port, and transport protocol
of the next hop to contact. It also uses DNS routing
to allow a server to send a response to a backup
client if the primary client fails.

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits for a
response from the SIP entity.

Credential name

Enter a regular expression string in the Credential
name. Credential name is used for TLS connection
validation by searching this string in the SIP entity
identity certificate.

Call Detail Recording

Select or clear the check box to turn SIP monitoring
on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000 seconds. The
default is 900. This specifies how often the entity is
monitored when the link to the entity is up or active.

Reactive cycle time (Seconds)

Enter a value between 30 and 900 seconds. The
default is 120. This specifies how often the entity is
monitored when a link to the entity is down or
inactive.

Number of retries

Enter a value between 0 and 15. The default is 1.
This specifies the number of times Session
Manager tries to ping or reach the SIP entity before
marking it as down or unavailable.

Table continues. ..
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Variable Value

Port Add a listening port for the SIP entity.
Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port

parameters.

Creating a SIP Entity Link from the first Session Manager
to the Communication Manager
About this task

Create a SIP entity link to the Communication Manager. Session Manager enables you to create
an entity link between the Session Manager and any other administered SIP entity. You must
configure an entity link between a Session Manager and any entity that you have administered if
you want Session Manager to be able to send or receive messages from that entity directly. To be
able to communicate with other SIP entities, each Session Manager instance must know the port
and the transport protocol of its entity link to these SIP entities in the network.

Procedure

1.
2.
3.

On the Avaya Aura® System Manager console, select Routing > Entity Links.
Click New.

In the Name box, type the name for this SIP Entity Link.

Avaya recommends that you type a descriptive name for your SIP Entity Link.

Under SIP Entity 1, select the required Session Manager SIP entity from the drop-down
list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP and UDP is 5060. The default port for TLS is 5061.

Under SIP Entity 2, select the required Communication Manager SIP entity from the drop-
down list and provide the required port number.

The port number is the port on which you have configured the remote entity to receive
requests for the specified transport protocol.

From the Connection Policy list, select the Trusted.

Session Manager does not accept SIP connection requests or SIP packets from untrusted
SIP entities.

. Click Commit.
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Example

The Communication Manager SIP Entity details show one link to the first Session Manager SIP

Entity.

SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Motes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable:

Call Detail Recording:

Loop Detection

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring:

Supports Call Admission Control:
Shared Bandwidth Manager:

Primary Session Manager Bandwidth Association:

Backup

Entity Links

dwidth Association:

VECM41

172.18.71.41

cM™ v

L]
Galway| V|
Europe/Dublin V]

4

0
none [v]

off [~

Use Session Manager Configuration ﬂ

Override Port & Transport with DNS SRV: [

Add| | Remove

1Items &2
[0 |Mame SIP Entity 1 Protocol  Port SIP Entity 2 Port Connection Policy
[0 * wesMmaz_vECM41_SC VESMA3| v | TLs [v] *|sos1 VECM41 Lw|  *|s0s1 trusted |

Select : All, None

Filter: Enable

Deny New Service

Creating a SIP Entity Link from the second Session
Manager to the Communication Manager

About this task

Create a SIP entity link from the second Session Manager to the Communication Manager. You
must configure an entity link to allow Session Manager to be able to send messages to, or receive
messages from, that entity directly. To be able to communicate with other SIP entities, each
Session Manager instance must know the port and the transport protocol of its entity link to these

SIP entities in the network.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Entity Links.
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2. Click New.
3. In the Name box, type the name for this SIP Entity Link.
Avaya recommends that you type a descriptive name for your SIP Entity Link.

4. Under SIP Entity 1, select the required Session Manager SIP entity from the drop-down
list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP and UDP is 5060. The default port for TLS is 5061.

5. Under SIP Entity 2, select the required Communication Manager SIP entity from the drop-
down list and provide the required port number.

6. From the Connection Policy list, select Trusted.

Session Manager does not accept SIP connection requests or SIP packets from untrusted
SIP entities.

7. Click Commit.
Example

The Communication Manager SIP Entity details showing two SIP Entity links.
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SIP Entity Details

General

* Name:
* FQDN or IP Address:
Type:

Motes:

Adaptation:

Location:

Time Zone:

* SIP Timer B/F (in seconds):
Credential name:

Securable:

Call Detail Recording:

Loop Detection

Loop Detection Mode:

SIP Link Monitoring

SIP Link Monitoring:

Supports Call Admission Control:
Shared Bandwidth Manager:

Primary Session Manager Bandwidth Association:

Backup

Entity Links

dwidth Association:

Cancel
VECM41
172.18.71.41
] v]
[+]
Galway[v]
Europe/Dublin V]
4
0
none ﬂ
off [~

Use Session Manager Configuration ﬂ

Override Port & Transport with DNS SRV: [

Add| | Remove

2 Items 2
[0 |Mame SIP Entity 1 Protocel | Port SIP Entity 2 Port Connection Policy
[0  *VESM43_VECM41_50 VESMa3[ | TS [v] *[s081 VECM41 [v] *[sos1 trusted [~
[0 +[vesmaa veEcmal_so VESM44] ]| ms[v] +[sos1 VECMa1 [v] *[s061 trusted |~ |

Select : All, None

Filter: Enable
Deny New Service
O

Creating a routing policy from the Session Manager to
Communication Manager

About this task

Create a routing policy from Session Manager to Communication Manager. Routing Policies
define how Session Manager routes calls between SIP network elements.

Session Manager uses the data configured in the Routing Policy to find the best match against the
number (or address) of the called party.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Routing Policies.

2. Click New.

The Routing Policy Details screen is displayed.
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3. In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

4. In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, select the SIP Entity for your Communication Manager, click
Select.

7. If you need to associate the Time of Day routing parameters with this Routing Policy, click
Add from the Time of Day section.

8. Select the Time of Day patterns that you want to associate with this routing pattern and
click Select.

9. Click Commit.
Example
The routing policy from the Session Managers to Communication Manager.
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Home / Elements / Routing / Routing Policies [+]
Help 2

Routing Policy Details

General

* Name: |vAACCI135S
Disabled: []
* Retries: 0

Notes:

SIP Entity as Destination
Select

Name FQDN or IP Address Type Notes
vAACCI3S 172.18.68.135 Other

Time of Day

Add Remove View Gaps/Overlaps

1 Item Filter: Enable

[ |ranking Name Mon Tue Wed Thu Fri Sat Sun Start Time End Time Notes
O o 24/7 v 4 v < v v v 00:00 23:58 Time Range 24/7

Select : All, None

Dial Patterns

Add Remove

1 Item & Filter: Enable

[ |rattern Min Max Emergency Call SIP Domain Originating Location Notes
[0 3oxx 5 5 -ALL- Galway
Select : All, None

Regular Expressions

Add Remove

0 Items & Filter: Enable

Pattern Rank Order Deny Notes

Creating a dial pattern to route calls to Communication
Manager

About this task

Create a dial pattern using the Session Manager to Communication Manager Routing Policy.
Session Manager uses this dial pattern to route calls to Communication Manager.

A dial pattern specifies which routing policy or routing policies are used to route a call based on
the digits dialed by a user which match that pattern. The originating location of the call and the
domain in the request-URI also determine how the call gets routed.
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A Dial Pattern specifies a set of criteria and a set of Routing Policies for routing calls that match
the criteria. The criteria include the called party number and SIP domain in the Request-URI, and
the Location from which the call originated. For example, if a call arrives at Session Manager and
matches a certain Dial Pattern, then Session Manager selects one of the Routing Policies
specified in the Dial Pattern. The selected Routing Policy in turn specifies the SIP Entity to which
the call is to be routed.

Dial Patterns are matched after ingress Adaptations have already been applied.

Procedure

1.

.

2L T

On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
Click New.

In the Pattern box, type the dial pattern for voice calls to Communication Manager.
In the Min box, type the minimum number of digits from the dial pattern to match.
In the Max box, type the maximum number of digits from the dial pattern to match.

From SIP Domain, select the SIP domain for this dial pattern. You can select a specific
domain, or all domains.

Under the Originating Locations and Routing Policies section, click Add.

8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Communication Manager

10.
1.
12.

Routing Policy.
From the Routing Policy Destination, select the Communication Manager SIP Entity.
Click Select to indicate that you have completed your selections.

Click Commit.

Example

Example of a dial pattern to route calls to Communication Manager.
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Home / Elements / Routing / Dial Patterns [ +]
Help ?

Dial Pattern Details

General

* pattern: |30xxx
* Min: |5
* Max: |5
Emergency Call: [ ]
Emergency Priority: 1
Emergency Type:
SIP Domain: |-ALL- v

Notes:

Originating Locations and Routing Policies

Add Remove

1 Item Filter: Enable
D Originating Location Name 4 |Originating Location Notes |Routing Policy Name |Rank RDIE:ii:agb:z:iCV Routing Policy Destination|Routing Policy Notes
[0 calway VAACC135 0 VAACC135

Select : All, None

Denied Originating Locations
Add Remove

0 Items & Filter: Enable

Originating Location Notes
Variable definitions
Variable Value
Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.
Min Minimum number of digits to be matched.
Max Maximum number of digits to be matched.
Emergency Call Indicate if it is an emergency call.

° Note:

Some of the important constraints on the use
of this feature are as follows:

— Each location must be assigned to only one
emergency dial number.

— This emergency dial number must match
the emergency dial number in the 96xx
Deskphone settings file for all SIP phones in
the identified location.

Table continues...
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Variable Value

SIP Domain Domain for which you want to restrict the dial
pattern.

Notes Other details that you wish to add.

Select check box Use this check box to select and use the digit
conversion for the incoming calls.

Location Name Name of the location to be associated to the dial
pattern.

Location Notes Notes about the selected location.

Routing Policy Name Name of the routing policy to be associated to the
dial pattern.

Routing Policy Disabled Name of the disabled routing policy.

Routing Policy Destination Destination of the routing policy.

Routing Policy Notes Any other notes about the routing policy that you
wish to add.

Creating a SIP Entity for the Contact Center Manager

Server

About this task

Create a SIP Entity for the Contact Center Manager Server. A SIP Entity represents a SIP network
element.

Procedure

1.
2.
3.

On the Avaya Aura® System Manager console, select Routing > SIP Entities.
Click New.
In the Name box, type the name of the Contact Center Manager Server SIP Entity.

Avaya recommends that you type a descriptive name for your Contact Center Manager
Server SIP entity.

In the FQDN or IP address box, type the IP address of the Contact Center Manager
Server.

5. From the Type list, select Other.

If you need to specify an Adaptation Module for the Contact Center Manager Server SIP
entity, from the Adaptation list, select an adaptation value.

7. In the Location box, select the location for this Session Manager.

8. In the Credential name box, enter a regular expression string.
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11.

The Credential name is used for TLS connection validation by searching for this string in
the SIP entity identity certificate.

From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session Manager —
Session Manager Administration.

* Link Monitoring Enabled - Enables link monitoring on this SIP entity.

* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.

. If you need to specify the port parameters, under Port, click Add.

When Session Manager receives a request where the host-part of the request-URl is the
IP address of the Session Manager, it associates one of the administered domains with the
port on which the request was received.

Enter the necessary Port and Protocol parameters.

. Click Commit.

Example

Example of a SIP Entity for a Contact Center Manager Server.

®

Home Routing
‘ Home / Elements / Routing / SIP Entities
| Domains | . .
SIP Entity Details
* Name: [VAACC135
* FQDN or IP Address: [172.18.68.135
m Location: |Galway| V|

Time Zone: |Europe/Dublin ﬂ
* SIP Timer B/F (in seconds): |4
Credential name:
Securable: []
Call Detail Recording: none ﬂ

CommProfile Type Preference: ﬂ

Loop Detection
Loop Detection Mode: |Off ﬂ

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Conﬂgurationﬂ
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Variable definitions

Variable

Value

Name

SIP entity name. This name must be unique and
can have between 3 and 64 characters.

FQDN or IP Address

Fully qualified domain name or IP address of the
Avaya Aura® Contact Center SIP entity.

If your Avaya Aura® Contact Center supports High
Availability (HA) then the IP address for the Avaya
Aura® Contact Center SIP Entity is the Contact
Center Manager Server HA cluster |IP address.

If your Avaya Aura® Contact Center does not
support High Availability (HA) then the IP address
for the Avaya Aura® Contact Center SIP Entity is the
Contact Center Manager Server IP Address.

Type SIP entity type, such as a Other.

Notes Additional notes about the SIP entity.

Adaptation Adaptation to be used for the SIP entity. Select from
already defined adaptations.

Location SIP entity location. Select from previously defined

locations.

Outbound Proxy

Outbound proxy if the entity type is Session
Manager, and you wish to specify a proxy.

Time Zone

Time zone for the SIP entity.

Override Port & Transport with DNS SRV

Specify if you wish to use DNS routing. SIP uses
DNS procedures to allow a client to resolve a SIP
URI into the IP address, port, and transport protocol
of the next hop to contact. It also uses DNS routing
to allow a server to send a response to a backup
client if the primary client fails.

SIP Timer B/F (in seconds)

Amount of time the Session Manager waits for a
response from the SIP entity.

Credential name

Enter a regular expression string in the Credential
name. Credential name is used for TLS connection
validation by searching this string in the SIP entity
identity certificate.

Call Detail Recording

Select or clear the check box to turn SIP monitoring
on or off.

Proactive cycle time (Seconds)

Enter a value between 120 and 9000 seconds. The
default is 900. This specifies how often the entity is
monitored when the link to the entity is up or active.
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Variable Value

Reactive cycle time (Seconds) Enter a value between 30 and 900 seconds. The
default is 120. This specifies how often the entity is
monitored when a link to the entity is down or
inactive.

Number of retries Enter a value between 0 and 15. The default is 1.
This specifies the number of times Session
Manager tries to ping or reach the SIP entity before
marking it as down or unavailable.

Port Add a listening port for the SIP entity.

Protocol Protocol that the SIP entity uses.

SIP Domain The domain of the SIP entity.

Notes Additional notes about the port and port
parameters.

Creating a SIP Entity Link from the first Session Manager
to the Avaya Aura® Contact Center

About this task

Entity Links define the SIP trunk parameters and trust relationship between Session Manager
instances and other SIP Entities in the solution.

Create a SIP entity link from the first Session Manager to the Avaya Aura® Contact Center.
Session Manager enables you to create an entity link between the Session Manager and any
other administered SIP entity. You must configure an entity link between a Session Manager and
any entity that you have administered if you want Session Manager to be able to send or receive
messages from that entity directly. To be able to communicate with other SIP entities, each
Session Manager instance must know the port and the transport protocol of its entity link to these
SIP entities in the network.

Procedure
1. On the System Manager console, select Routing > Entity Links.
2. Click New.
3. In the Name box, type the name for this SIP Entity Link.
4

. Under SIP Entity 1, select the required Session Manager SIP entity from the drop-down
list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP is 5060.

5. Under SIP Entity 2, select the required Contact Center Manager Server SIP entity from the
drop-down list and provide the required port number.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 94
Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Creating a SIP Entity Link from the second Session Manager to the Avaya Aura® Contact Center

The port number is the port on which you have configured Contact Center Manager Server
to receive requests for the specified transport protocol. By default this is port 5060.

6. From the Connection Policy list, select Trusted HA.

Session Manager does not accept SIP connection requests or SIP packets from untrusted

SIP entities.
7. Click Commit.
Example
® . . . . . ®
Avaya Aura” Session Manager SIP entity showing SIP Entity links to Avaya Aura™ Contact Center
® . .
and Avaya Aura® Communication Manager.
< Home [ Elements / Routing / SIP Entities [}
| oomams | o
i i Commit||cancel
SIP Entity Details -
* FQDN or IP Address: |172.18.71.47
Notes:
Time Zone: |Europe/Dublin ﬂ
Credential name:
SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Conﬁguratinnﬂ
Entity Links
Add| | Remove
7 Items 2 Filter: Enable
I:‘ Name SIP Entity 1 Protocol |Port SIP Entity 2 Port Connection Policy Deny New Service
[ +#|vEsMa3_AMSGENDOY VESM43 v | Tcp[v| +[s060 AMSGENODS_110[v| *[5060 trusted | v O
[0 *|vESM4a3_aMSGENOO] vESMa3[v| TLs [v] *[so61 AMSGENODS_111[v]  *[5061 trusted [ v| O
| O =*|vesma3_vecM41_s0 vESM43[v] s [v] *#[s061 VECM41 [v] =[s061 trusted | v| | O
[ *#|vEsMa3_AMSGENDO] WESM43 v | TS [v| *[50861 AMSGENOO7_113[v| *[5061 trusted |~ O
II] *|vESMa3_vaacc13s_| VESM43 v | Tis [v]  *|sos1 VAACC135 [v] *s081 trusted ﬂl O
Select : All, None I4 4 Page| 1 |of2 b B

Creating a SIP Entity Link from the second Session
Manager to the Avaya Aura® Contact Center
About this task

Create a SIP entity link from the second Session Manager to the Avaya Aura® Contact Center.
Session Manager enables you to create an entity link between the Session Manager and any
other administered SIP entity. You must configure an entity link between a Session Manager and
any entity that you have administered if you want Session Manager to be able to send or receive
messages from that entity directly. To be able to communicate with other SIP entities, each
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Session Manager instance must know the port and the transport protocol of its entity link to these
SIP entities in the network.

Procedure
1. On the System Manager console, select Routing > Entity Links.
2. Click New.
3. In the Name box, type the name for this SIP Entity Link.
4

. Under SIP Entity 1, select the required Session Manager SIP entity from the drop-down
list and provide the required port number.

SIP entity 1 must always be a Session Manager instance.
The default port for TCP is 5060.

5. Under SIP Entity 2, select the required Contact Center Manager Server SIP entity from the
drop-down list and provide the required port number.

The port number is the port on which you have configured Contact Center Manager Server
to receive requests for the specified transport protocol. By default this is port 5060.

6. From the Connection Policy list, select Trusted HA.

Session Manager does not accept SIP connection requests or SIP packets from untrusted
SIP entities.

7. Click Commit.

Creating a routing policy from the Session Manager to
Avaya Aura® Contact Center
About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Routing policies
can include the “Origination of the caller”, the “dialed digits” of the called party, the “domain” of the
called party, and the actual time the call occurs. Optionally, instead of “dialed digits” of the called
party and the “domain” of the called party a “regular expression” can be defined.

Depending on one or multiple of the inputs mentioned above a destination is where the call is
routed to. Optionally, the destination can be qualified by “deny” which means that the call is not
routed.

Session Manager uses the data configured in the Routing Policy to find the best match against the
number (or address) of the called party.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Routing Policies.
2. Click New.
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3. In the General section, in the Name box, type the name for the Routing Policy.

Avaya recommends that you type a descriptive name for your Routing Policy.

4. In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Contact Center Manager

Server,

click Select.

7. If you need to associate the Time of Day routing parameters with this Routing Policy, click
Add from the Time of Day section.

8. Select the Time of Day patterns that you want to associate with this routing pattern and
click Select.

9. Click Commit.

Example

Example of creating a routing policy from Session Manager to Contact Center Manager Server.

¥ Routing
Domains
Locations
Adaptations

; SIP Entities
Entity Links

Time Ranges

Routing Policies
Dial Patterns

Regular Expressions

September 2021

4 Home [ Elements [ Routing [ Routing Policies [+]
Help 7
Routing Policy Details
General
TN [FAREC1T5
Disabled: [
* Retries: U
Notes: |
SIP Entity as Destination
!-Selec.t
gﬂamc iFODN or IP Address Type Notes
| vanccizs 172.18.68.135 Other
Time of Day
-Addi Remove | View Gaps/Overlaps
1Item &2 Filter: Enable
[0 |Ranking . [Name  |Mon i'rue wed Thu Fri sat |sun |start Time |End Time Notes.
|0 k] 24/7 ~ o o & o W o 00:00 23:59 Time Range 24/7
|Select : All, None
Dial Patterns
[add| |Remove
1ltem & Filter: Enable
[ |Pattern + |Min Max Emergency Call |s1P Domain Originating Location |Notes
| O 200 5 5 -ALL- Galway
|Selact : All, Nane
Regular Expressions
I add| | Remove
0 ttems 22 Filter: Enable
| Pattern iRank Order iDen\r Motes
Commit || Cancel
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Creating a dial pattern to route calls to the Contact Center
About this task

Create a dial pattern using the Session Manager to Avaya Aura® Contact Center Routing Policy.

Session Manager uses this dial pattern to route calls to the contact center for processing.

A dial pattern specifies which routing policy or routing policies are used to route a call based on

the digits dialed by a user which match that pattern. The originating location of the call and the
domain in the request-URI also determine how the call gets routed.

Procedure

1.

™

2B

On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
Click New.

In the Pattern box, type the dial pattern for voice calls to the contact center.

In the Min box, type the minimum number of digits from the dial pattern to match.
In the Max box, type the maximum number of digits from the dial pattern to match.

From SIP Domain, select the SIP domain for this dial pattern. You can select a specific
domain, or all domains.

Under the Originating Locations and Routing Policies section, click Add.

8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Contact Center Manager

10.

1.
12.

Server Routing Policy.

From the Routing Policy Destination, select the Contact Center Manager Server SIP
Entity.

Click Select to indicate that you have completed your selections.
Click Commit.

Example

Example of creating a dial pattern using the Session Manager to Contact Center Manager Server
routing policy.
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Domains

Locations

Adaptations

SIP Entities
Entity Links
Time Ranges
Routing Policies
Dial Patterns

Regular Expressions

Creating a dial pattern to route calls to the Contact Center

~ Routing 4 Home [ Elements / Routing / Dial Patterns [+]
Help 2
Dial Pattern Details
General
* Pattern: 7look
* Min: 5
*Max: 5
Emergency Call: []
Emergency Priority: 1
Emergency Type:
SIP Domain: -ALL- >~
Notes:
Originating Locations and Routing Policies
!-Addi Remove
!1 Item & Filter: Enable
[ |originating Location NameAIDngmaUng Location NotﬁIRonlmg Policy Name Rank ngii::b:::icv Routing Policy Destination Routing Policy m:mes:
0 . Galway VAACC135 ] VARCC135 .
iSeIecl : All, None
Denied Originating Locations
!H@ Remove
tems Filter: Enable
Originating Location MNotes

Goncal

Variable definitions

Variable Value

Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.

Min Minimum number of digits to be matched.

Max Maximum number of digits to be matched.

Emergency Call

Indicate if it is an emergency call.

° Note:

Some of the important constraints on the use
of this feature are as follows:

— Each location must be assigned to only one
emergency dial number.

— This emergency dial number must match
the emergency dial number in the 96xx
Deskphone settings file for all SIP phones in
the identified location.

SIP Domain Domain for which you want to restrict the dial
pattern.
Table continues...
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Variable Value

Notes Other details that you wish to add.

Select check box Use this check box to select and use the digit
conversion for the incoming calls.

Location Name Name of the location to be associated to the dial
pattern.

Location Notes Notes about the selected location.

Routing Policy Name Name of the routing policy to be associated to the
dial pattern.

Routing Policy Disabled Name of the disabled routing policy.

Routing Policy Destination Destination of the routing policy.

Routing Policy Notes Any other notes about the routing policy that you
wish to add.
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Chapter 7: Application Enablement
Services configuration

Avaya Aura® Application Enablement Services (AES) is a set of enhanced telephony APIs,
protocols, and Web services. These applications support access to the call processing, media, and
administrative features available in Communication Manager. AES enables off-the-shelf and custom
integration with communications applications such as Avaya Aura® Contact Center.

The Avaya Device, Media, and Call Control (DMCC) APIs provided by Application Enablement
Services enable applications such as Contact Center to access the physical device, media, and
basic third-party call control capabilities of Communication Manager.

The AES server uses Transport Layer Security (TLS) communication channels for the SIP CTI
connection with Avaya Aura® Contact Center. TLS is a public key encryption protocol that helps
secure a communications channel from danger or loss, and thus helps provide privacy and safety.
TLS uses certificates to manage the public and private encryption keys.

You must use server and root certificates for the secure TLS link between Contact Center and the
Application Enablement Services server. To use certificates signed by a CA, create a new Security
Store on Contact Center.

This section describes how to configure Avaya Aura® Application Enablement Services for use with
Contact Center.

Prerequisites

+ Read the Avaya Aura® Unified Communications platform Release Notes.

» Ensure that your Avaya Aura® Unified Communications platform meets the minimum
template requirements for integration with Contact Center.

» Ensure Avaya Aura® Application Enablement Services and Contact Center servers can
communicate with each other by name. Ensure that they can ping each other.
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Accessing the AES server management console

About this task
You can log on to AES directly or you can log on using the System Platform.

Procedure

1.
2.

Start a Web browser.

In the Address box, type the following URL: https://<AES IPaddress>, where
<AES IPaddress> is the IP address for the Application Enablement Services server. Skip
to step 3.

OR

On the System Platform Virtual Machine Management, in the virtual machine list, click the
wrench or spanner icon to the left of the AES server.

A welcome page appears.

. Click Continue To Login.

A Logon dialog box appears.

In the Username box, type your user name.
The default user name is craft.

In the Password box, type your password.

The default password is craft01. Avaya recommends that you change the default password
after your first login. Passwords must be at least six characters. Avaya recommends using
only alphanumeric characters.

. Click Login.

An Application Enablement Services Management Console appears.

Procedure job aid

The Avaya Application Services Management Console is a set of applications designed to simplify
system administration, provisioning, and network management, including fault and performance
management.
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Adding Communication Manager switch connection

File Edit View Favorites Tools Help x @ -

Welcome: User cust
Last login: Thu Aug 27 07:34:44 2015 from 172.18.3.30

- - - Mumber of prior failed login attempts: 0
AVAyA Application Enablement Services stName/IP: VEAES42/172.18.71.42
r e: VIRTUAL_APPLIANCE_ON_VMWARE

Management Console

Server Date and Time: Thu Aug 27 07:35:55 IST 2015
HA Status: Running

Networking Home | Help | Logout

» AE Services

Communication Manager Networking
Interface

High Availability

Metworking provides you with the followings to configure all network access on the server:

PR ) * AE Service IP (Local IP) -- Provides the ability to specify the NIC used for Client, Switch or Media Connectivity.
} Maintenance » Network Configure -- Provides the ability to configure networking interface related attributes.

* Ports -- Provides the ability to specify the port values for the AE Server services.
- + TCP Settings -- Provides the ability to tune TCP parameters.

AE Service IP (Local IF)
Network Configure
Ports
TCP Settings

} Security

» Status

} User Management

b Utilities

» Help

Copyright A@ 2009-2015 Avaya Inc. All Rights Reserved.

Figure 12: Example of the Application Enablement Services Management console

Adding Communication Manager switch connection
About this task

Add the Communication Manager switch connection to the Application Enablement Services
(AES) to enable communication between them.

Procedure

1. In the left pane of the AES management console, click Communication Manager
Interface.

2. Select Switch Connections.

3. Under Switch Connections, type the host name of your Communication Manager.
The Communication Manager host name is case-sensitive.

4. Click Add Connection.

In the Switch Password box, type the Communication Manager switch password.
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The default password is AESPASSWORD1. This password must match the password
entered when configuring IP Services. For more information, see Configuring IP services
for Application Enablement Services on page 53.

In the Confirm Switch Password box, type the Communication Manager switch password
again.

7. In the Msg Period box, accept the default (30 minutes).

8. Select Processor Ethernet.

Select Processor Ethernet if the AE Services connects to the Processor Ethernet of the
Communication Manager.

. Click Apply.

The new Communication Manager switch connection is added to the list of switch
connections.

Adding Communication Manager switch connection CLAN

IP

Before you begin

+ Add the Communication Manager switch connection, see Adding Communication Manager
switch connection on page 103.

About this task

Add the switch connection CLAN IP so Application Enablement Services (AES) can communicate
with the Communication Manager. After you add a switch connection, you must associate the
switch connection name with a CLAN host name or IP address. Use this procedure when you are
setting up a switch connection with a Communication Manager media server that uses a CLAN
connection to AES.

Procedure

1.

In the left pane of the AES management console, click Communication Manager
Interface.

. Select Switch Connections.

3. From the list of Switch Connections, identify the switch connection to your

Communication Manager.
Under your switch connection, click Edit PE/CLAN IPs.

5. In the Edit CLAN IPs box, type the IP address of your Communication Manager server.
6. Click Add Name or IP.
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Adding a CTI link to the Communication Manager

Adding a CTI link to the Communication Manager

Before you begin

+ Add the Communication Manager switch connection, see Adding Communication Manager
switch connection on page 103.

 Associate the Communication Manager switch connection with a host IP address, see Adding
Communication Manager switch connection CLAN IP on page 104.

About this task

Add a CTI (TSAPI) link between Application Enablement Services (AES) and the Communication
Manager.

Procedure

1.

o o b w N

In the left pane of the AES management console, click AE Services.
Select TSAPI > TSAPI Links.

Under TSAPI Links, click Add Link.

From the Link list, select the link number.

From the Switch Connection list, select the Communication Manager.
From the Switch CTI Link Number list, select the link number.

The switch CTI link number must match that of the IP Services Server ID for AES as
configured in Communication Manager.

From the ASAI Link Version list, select 5 or later.

When using ASAI link version 7 or higher, enable the following Special Application on the
Communication Manager: SA9124 - AACC Connected Information Enhancement. Before
enabling the application, read Avaya Aura™ Communication Manager Special Application
Features available at http://support.avaya.com.

From the Security list, select the default.

9. Click Apply Changes.

Procedure job aid

When adding a CTI (TSAPI) link between Application Enablement Services (AES) and the
Communication Manager, the switch CTI link number on the AES must match that of the IP
Services Server ID for AES as configured in Communication Manager.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 105

Comments on this document? infodev@avaya.com



http://support.avaya.com
mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Application Enablement Services configuration

Restarting the AES to Communication Manager
connection

Before you begin

+ Add the Communication Manager switch connection, see Adding Communication Manager
switch connection on page 103.

 Associate the Communication Manager switch connection with a host IP address, see Adding
Communication Manager switch connection CLAN [P on page 104.

About this task

Restart the TSAPI connection between Application Enablement Services (AES) and the
Communication Manager. You must restart the TSAPI Service for changes to the CTI link between
the AES and the Communication Manager to take effect.

Procedure

1. In the left pane of the AES management console, click Maintenance.

2. Select Service Controller.

3. Under the Service Controller list of services, select TSAPI Service.
4. Ensure none of the other services are selected.
5

. Click Restart Services.

Enabling TR87 on the AES

About this task

Enable TR87 SIP CTI call control on the Avaya Aura® Application Enablement Services (AES)
server. TR87 can be used over a SIP session to control and observe SIP user agents.

The TR87 interface on the AES is used by Avaya Aura® Contact Center to control and monitor
agent stations on Avaya Aura® Communication Manager.

Procedure

1. In the left pane of the AES management console, click Networking.

2. Click Ports.
3. Scroll down to the DMCC Server section.
4. In the DMCC section, select the Enabled check box to the right of TR/87 Port.
5. Confirm that the TR/87 Port number is 4723.
6. Click Apply Changes.
7. Click Apply.
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Configuring security on the AES

Procedure job aid
The AES Server uses port 4723 for TR/87. By default this port is disabled.

You must enable this port if you use the AES implementation for Contact Center. You can change
the default port number of the TR/87 Port, if necessary.

For Avaya Aura® Contact Center to successfully use AES for TR/87 call control, the AES TR/87
port number must match the Contact Center Manager Server SIP CTI Proxy Server port number.

DMCC Server Ports Enabled Disabled
Unencrypted Port @
Encrypted Port 4722 @
TR/87 Port 4723 @

Figure 13: Example of AES TR/87 configuration

Configuring security on the AES
About this task

Configure AES security to require authorized host connections with the required client certification.
Procedure

1. In the left pane of the AES management console, click Security.

2. Click Service Settings.

3. Select the TR/87 > Require Trusted Host Entry check box.

4. Click Apply Changes.

Importing a Certificate Authority root certificate into AES

Before you begin

» Export the CA root certificate from the Contact Center security store, and copy it to the
Application Enablement Services (AES) server.
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About this task

To communicate securely with the Contact Center, the AES sever must import the CA root
certificate from the Contact Center security store. AES uses the root certificate to validate the
Contact Center server certificate to initiate secure communications.

Procedure

1.
2.
3.

In the left pane of the AES management console, click Security.
Click Certificate Management > CA Trusted Certificates.
Click Import.

A Trusted Certificate Import page appears.

4. In the Certificate Alias box, type the certificate alias.

5. Click Browse, and select the root certificate you copied from the Contact Center server.

. Click Apply.

Contact Center displays a Certificate imported successfully message when the certificate
is imported.

. Click Close.

The CA root certificate is added to the list of CA trusted certificates.

On the list of CA Trusted Certificates, locate your root certificate and confirm that the
Status for it is valid.

Procedure job aid

The following screen shows an example of importing a Certificate Authority root certificate into
AES as a Trusted Certificate.

AES must have the CA root certificate from the Contact Center security store to communicate
securely with it using TLS. For more information about configuring Contact Center certificates, see
Avaya Aura® Contact Center Commissioning for Avaya Aura® Unified Communications.
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Generating an AES Certificate Signing Request

Security | Certificate Management | CA Trusted Certificates Home | Help | Logout

AE Services

Communication Manager Trusted Certificate Import
Interface

Licensing
» Maintenance Certificate Alias [RootCA_Cert
Certificate PEM:
File Path [ea\CARooBES cea Browse_ |

Appl Close

r MNetworking

¥ Security
Account Management
Audit
Certificate Management

= CA Trusted Certificates
@ Server Certificates

Figure 14: Example of importing a CA root certificate into AES

Generating an AES Certificate Signing Request
Before you begin
* Import the Contact Center root certificate into AES.
About this task

Create an AES Certificate Signing Request (CSR) to request a signed server certificate from your
Certificate Authority.

Procedure
1. In the left pane of the AES management console, click Security.
2. Click Certificate Management > Server Certificates.
3. Click Add.
AES displays the Add Server Certificate page.
From the Certificate Alias list, select aesservices.
In the Password box, type a certificate key password.
In the Re-enter Password box, re-type the certificate key password.
In the Distinguished Name (DN) box, type the FQDN of the AES server.

You must enter the Distinguished Name using X.509 attribute format.

© N o o A
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° Note:

The Common Name (CN) attribute must be the name of the AES server. Common
Name is case-sensitive. For example, if the FQDN of your AES server is
AESserver.DevLab3.com, then type “CN=AESserver,DN=DevLab3,DN=com”.

9. In the Challenge Password box, type a certificate request password.
10. In the Re-enter Challenge Password box, type the certificate request password again.
11. Click Apply.
A Server Certificate Manual Enrollment Request page appears.
12. Copy all the text in the Certificate Request PEM box into a text file.
This text is the Certificate Signing Request (CSR) text.

Next steps

After you perform this procedure, use the certificate signing request to get a certificate signed by a
Certificate Authority. Contact your System Administrator for the preferred method of processing
the certificate signing request file to obtain a signed certificate. Send the Certificate Signing
Request file to a Certificate Authority and receive a signed server certificate and root certificate to

import to the security store.

Procedure job aid

Copy the Certificate Signing Request (CSR) text and save it to a text file to request a certificate
from your Certificate Authority. The CSR request is generated on the AES server using the
Common Name (CN) of the AES server, so the signed server certificate that the CA provides is
valid only on the AES server.
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» AE Services

Communication Manager
Interface

} Licensing
} Maintenance

» Networking

¥ Security

Account Management
Audit
Certificate Management

= CATrusted Certificates
= Server Certificates

= Default Settings

= Pending Reguests
Enterprise Directory

Hrmct AA

Importing a signed certificate into AES

Server Certificate Manual Enrollment Request

Certificate Alias: aeservices
Certificate Request PEM:

————— BEGIN CERTIFICATE REQUEST-----
MIIBaiCR1AIRBADASMRAWDGYDVOQDEwdzaxBhZ KMy MIGTMADGCSqGSIh3DQERACL
A4GHNADCRIQKROQDDShexscwxavQkhpek,/dSZozozGIT2f41d7Mztp 7 CRSpTSW Th
hy3d8+RZzMUELIBEU1AOMASBFMrpREMteSglILEEOBHLDW 21g]SixLFMg/TID1UPZ
dSWwHmMAITEXXgISOTIPQRnaumSwiTS Y IxguavfMRy Qnvae+ 7inC7BALfQIDAQAR
oBkwFwylKoZ IhvcNaAQkHMQoTCHMy cFMzMHM 2 MADGCSgGESIb2DQERBQUAAAGRAR
ITGG1G20KNdozEUTy0qEe3D6512K6CmMd7Sd0iIlRbDnB0KIMPy&Sz6ik T YUY
w AR gEL S TEROVDS0BRLEIngMU3nMamB WItoBralOsOCzjQOYSGi4fieE1LRHT
£5GOpUSWFTrpQ45xUEGDGMN

4| |

Import | Close |

Figure 15: Example of Certificate Signing Request (CSR) text

Importing a signed certificate into AES

Before you begin

» Use the CSR file to obtain a Certificate Authority signed server certificate and root certificate.

» Copy the certificates to the Application Enablement Services server.

About this task

Import the signed server certificate into AES, so that AES can communicate securely with Contact
Center using TLS for the SIP CTI connection.

Procedure

1. Log on to the AES Management Console.

2. Select Security > Certificate Management > Server Certificates > Pending Requests.

3. From the Pending Server Certificate Requests page, select the signed certificate you want
to import and click Manual Enroll.

4. On the Server Certificate Manual Enroliment Request page, click Import.

AES displays the Server Certificate Import page.

5. From the Certificate Alias list, select aesservices.
6. Select Establish Chain of Trust.

7. Click Browse, and select the signed certificate you downloaded from your Certificate

Authority.
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8. Click Apply.

AES displays a Server Certificate Import - Certificate imported successfully message.
9. Click Close.

The certificate is added to the Server certificates list.

10. On the list of Server Certificates, locate your server certificate and confirm that the Status
for it is valid.

Procedure job aid

Import a signed certificate so AES can communicate securely.

Security | Certificate Management | Server Certificate Home | Help | Logout

b AE Services

Communication Manager
Interface

¢ Licensing

Server Certificate Import

Certificate imported successfully.
Maintenan
k aintenance Certificate Ahas | 3asarvicas 'VI

¢ Metworking
¥ Establish Chain of Trust

* Security
Fils Path | oW
Arcount Managemant e Pat Browse. |
Audit Apply I Close
Certificate Management

= CA Trusted Certificates
2@ Server Certificates

= Default Settings

= Pending Requests

Enterprise Directory

Figure 16: Example of importing a signed certificate into AES

After you import the signed server certificate, the AES can communicate securely using TLS for
the SIP CTI connection.

Adding the Contact Center server as a trusted host on
AES
About this task

Add the Avaya Aura® Contact Center (AACC) server as a trusted host on the Application
Enablement Services (AES) server.
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© Note:

If you are using the Contact Center High Availability feature, you must add both the active
AACC and the standby AACC servers as trusted hosts on AES.

Procedure
1. In the left pane of the AES management console, click Security.
2. Click Host AA.
3. Click Trusted Hosts.
4. Click Add.
An Add Trusted host page appears.

5. In the Certificate CN or SubAltName box, type the FQDN name of the Contact Center
server.

° Note:

Certificate CN and SubAltName are case sensitive.
From the Service Type list, select TR/87.
From the Authentication Policy list, select Not Required.

From the Authorization Policy list, select Unrestricted Host.

© ©® N o

Click Apply Changes.
A confirmation page appears.
10. Click Apply.

11. If you are using the Contact Center High Availability feature, repeat this procedure to add
the standby AACC server as a trusted host on AES.

Procedure job aid

When adding Contact Center Manager Server (CCMS) as a trusted host on the AES, the trusted
Host DN setting on AES must match the CCMS full computer FQDN, as set in the CCMS Security
Manager.
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Security | Host AR | Trusted Hosts

» AE Services

Communication Manager
Interface

# Licensing

¢ Maintenance

» Metworking

* Security
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Audit
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Enterpnse Dirgctory
Host AR

s Trusted Hosts

= S@rvicé Sethngs

Home | Help | Logout

Add Trusted Host
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Service Type*® TRSBT "'I
User Authentication Pohcy® Mot Regquired ""'I
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Requred” it selected with a Service Type of "AIN that will only enable uter mdhenbcalion on the DMCC serace

Figure 17: Example of adding the Contact Center Manager Server as a trusted host

Restarting the AES Linux server

About this task

Restart the Application Enablement Services (AES) Linux server. AES services are not available
while the AES server is restarting.

Procedure

1. In the left pane of the AES management console, click Maintenance.

2. Click Service Controller.
3. Click Restart Linux, to restart the AES Linux server.

4. Click Restart.

Procedure job aid

Some configuration changes to the AES server take effect only when the AES server starts;

therefore, you must restart the AES to apply configuration changes.
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v Application Enablement 911:4 110 ¢
ﬂh Ahyﬂh Services pans2/47T 166,108,180
Sy pe: VIRTUAL_APPLIANCE
Management Console =W Version: FS-2-1-103-0

Maintenance | Service Controller

Home | Help | Lagout

¢ AE Services

Communication Manager Sanvica Contraller

Interface
¢ Licensing Controller Status
* Maintenance T 54l Link Manager Runnifg
i R
Date Time/NTP Server I omec service unmng
. T cvian s Running
Security Database Brvice
I DLG servies Runmning

Service Controller

I Transport Layer Service Running
Server Data

I TSAPI Service Runmning
b Metworking
» S'Ef.l.l nt'ﬂ' For stalus on actusl Services pba:e [Fiq.) n |
» Status start | Stop | Restart Service | Restart AE Server | Restart Linux | Restart web Server |

¢ User Management
¢ Litilities

¢ Help

Figure 18: Example of restarting the AES Linux server

Verifying the AES services are running
About this task

Some configuration changes made to the AES server only take effect when the AES server starts,
so it is sometimes necessary to restart the AES to apply configuration changes. If you make
configuration changes that require the AES server to be restarted, then check that those changes
are applied when the AES server starts up after the restart.

Procedure
1. In the left pane of the AES management console, click AE Services.
2. Ensure the DMCC Service has an ONLINE status and a Running State.
3. Ensure the TSAPI Service has an ONLINE status and a Running State.

Procedure job aid

To ensure that you have made valid configuration changes and that they are applied, verify that
the core Application Enablement Services started after you restart the system.
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Figure 19: Example of verifying the AES services after a restart

Verifying the AES connection to Communication Manager
switch
About this task

After starting the Application Enablement Services (AES) server, confirm that it is still
communicating with the Communication Manager.

Procedure
1. In the left pane of the AES management console, click Status.
2. Click Status and Control.
3. Click Switch Conn Summary.

4. Ensure the Switch Connections Summary has a Conn State of Talking.

Procedure job aid

To ensure that you made valid configuration changes and that they are applied, verify that the
Application Enablement Services are still communicating with the Communication Manager after a
restart.
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Figure 20: Example of verifying the AES connectivity with the Communication Manager after a
restart

Verifying the AES TSAPI connection

About this task

After starting the AES server, confirm that it is still communicating with the Telephony Service API
(TSAPI).

Procedure
1. In the left pane of the AES management console, click Status.
2. Click Status and Control.
3. Click Switch Conn Summary.
4. Ensure the TSAPI Service Summary has a Conn State of Talking.

Procedure job aid

To ensure that you made valid configuration changes and that they are applied, verify that the
Application Enablement Services are still communicating with the Communication Manager after a
restart.
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Figure 21: Example of verifying the AES connectivity with the Communication Manager after a

restart

Debugging the AES server

About this task

After starting the AES server confirm that it is still communicating with the Telephony Service API

(TSAPI).
Procedure
1. In the left pane of the AES management console, click Status.
2. Click Logs > Error Logs.
The list of error logs appears on the right pane.
3. Select the file to view, scroll down, and click view.

Copy all text and paste it into a text editor to view.

Procedure job aid
Use the AES error logs to debug AES issues.
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Figure 22: Example of AES Error Logs list

Confirming the AES and CCMS are communicating

Before you begin

* Enable TR87 SIP CTI, see Enabling TR87 on the AES on page 106.
» Configure security, see Configuring security on the AES on page 107.
* Import server and root certificates.

« Add CCMS as a trusted host, see Adding Contact Center Manager Server as a trusted host
on AES on page 112.

* The Contact Center Manager Server (CCMS) is commissioned. For more information about
commissioning CCMS for SIP, see Avaya Aura® Contact Center Commissioning for Avaya
Aura® Unified Communications.

About this task

Log on to the Application Enablement Services (AES) server using Secure Shell (SSH) and
confirm that AES is communicating with the Contact Center Manager Server (CCMS) on port
4723. Also confirm that there is an established connection between the AES and CCMS. The AES
server uses port 4723 to listen to the TR87 SIP CTI link between it and the CCMS.

Procedure

1. On the AES SSH console, enter netstat -an | grep 4723.
The AES server console displays the network status of the AES.
2. Confirm that the link to your Contact Center Manager Server is established.

3. Confirm that the Application Enablement Services server is listening on port 4723.

Procedure job aid
The following is an example of using the Application Enablement Services Secure Shell to check
the connection to the Contact Center Manager Server.

[craft@aes521svr0l ~]$ netstat -an | grep 4723
tcp 0 O ::f£f£f£:127.0.0.1:4723 :::* LISTEN
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tcp 0 O ::£f£f£f£f:47.165.84.45: 4723 :::* LISTEN
tcp 0 0 ::ffff:47.165.84.45:4723 :f£f£f£:47.165.84.163:65235 ESTABLISHED

In this example the AES IP address is 47.165.84.45 and the CCMS IP address 47.165.84.163.
The AES server (47.165.84.45) is listening on port 4723. There is an ESTABLISHED link between
the AES server (47.165.84.45) and CCMS (47.165.84.163).
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Chapter 8: DNIS support using Session
Manager configuration

Avaya Aura® Contact Center uses Dialed Number Identification Service (DNIS) to identify the phone
number dialed by the incoming caller. Contact Center agents can receive calls from customers
calling in on different DNISs and customize their response according to the DNIS number. Based on
the DNIS, the contact center solution can direct contacts to a Route Point (CDN) and supply
different treatments.

DNIS information is transported between SIP entities using the TO header information within each
SIP INVITE message. Each SIP INVITE message is routed using the REQUEST URI header
information. Initially, when a customer initiates a call, the REQUEST URI and the TO header are
normally the same. If the incoming SIP INVITE message to Contact Center contains a REQUEST
URI that differs to the TO header information, Contact Center deems the TO header address to
contain the DNIS information for that call.

Avaya Aura® Session Manager serves as a central point for supporting SIP-based communication
services in an enterprise. Session Manager applies any configured SIP header adaptations and digit
conversions, and based on configured network Routing Policies, determines to where a call is
routed next. Session Manager Adaptations are used to modify SIP headers and apply configured
digit conversions for the purpose of inter-working with specific SIP Entities. You can use Digit
Conversion Adaptations to change the digit strings in the destination REQUEST URI header of SIP
messages sent to and received from SIP Entities.

To support DNIS in a solution with Avaya Aura® Contact Center, Avaya Aura® Communication
Manager (CM), and Avaya Aura® Session Manager (SM):

* Route all DNIS numbers to the Session Manager.

* Typically, a call enters Session Manager with the REQUEST URI and TO header both
containing the DNIS number.

* In the Session Manager Dial Plan, configure the DNIS numbers to route to one or more Avaya
Aura® Contact Center Route Point.

» Before the call is routed to a Contact Center Route Point, use a Session Manager adaptation to
change the destination REQUEST URI to the Route Point number.

« The call arrives at the Avaya Aura® Contact Center Route Point with REQUEST URI = Route
Point, and the TO header = DNIS.

« Using Avaya Aura® Contact Center Orchestration Designer applications, treat the call using the
DNIS number.
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Example of DNIS support using Session Manager configuration

A customer dials phone number 2320740 to access a contact center solution. A second customer
dials phone number 2320741 to access the same contact center solution.

A Session Manager Dial Pattern and Routing Policy combination routes all calls matching this
(DNIS) number range “232074x” to Contact Center. As these calls leave Session Manager, a digit
conversion Adaptation converts the 232074x number range into a Contact Center Route Point
number, for example 2450740. Both customer phone calls are routed to the same Contact Center
Route Point, even though the customers dialed different phone numbers.

Each customer call arrives at Avaya Aura® Contact Center with SIP REQUEST URI configured with
the Route Point number, and the SIP TO header still containing the original customer DNIS number.
A Contact Center Orchestration Designer application, associated with the 2450740 Route Point, can
access the DNIS number used by each customer and distinguish between the numbers dialed. A
single Contact Center Orchestration Designer application can process or treat each customer phone
call based on the phone number the customer dialed.

The procedures, Route Point, and Dial Pattern in this section are based on this example DNIS
configuration. You must complete all the procedures in this section in sequential order.

Creating a DNIS to Route Point Adaptation
About this task

Create a Digit Conversion Adapter adaptation to convert a Dialed Number Identification Service
(DNIS) number to an Avaya Aura® Contact Center Route Point number.

Procedure

1. On the System Manager console, select Routing > Adaptation.
In the Adaptation Name box, enter a descriptive name for the Adaptation.
In the Module name list, select or type DigitConversionAdapter.

Under Digit Conversion for Outgoing Calls from SM, click Add.

o & DN

In the Matching Pattern box, type a DNIS number, or a number pattern for a range of
DNIS numbers.

In the Min box, type the minimum number of digits.

In the Max box, type the maximum number of digits.

In the Delete Digits box, type the number of digits to replace.

In the Insert Digits box, type the Avaya Aura® Contact Center Route Point number.
In the Notes box, type a descriptive note about this adaptation.

Click Commit.

-0 © o N

—
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Example

Example of an adaptation to convert a Dialed Number Identification Service (DNIS) number to an
Avaya Aura® Contact Center Route Point number. This sips74_DNIS_LIST example adaptation
converts the DNIS number range 2320740 to 2320749 into the Avaya Aura® Contact Center Route
Point number 2450740.

Routing % Home

'l Home fElements f Routing / Adaptations- Adaptation Details

Help 7
Adaptation Details Cancel
General
* Adaptation mame; sips?4_DNIS_LIST
Module name: jDigitCnn-.nersion.ﬁ.dapter |
Module parameter:
Egress URT Parameters: |
Motes: DMIS List

Digit Conversion for Incoming Calls to SM
(add | [ Remove

0 Items  Refresh Filter: Enable

Matching Pattern Mim Max Phone Context Delete Digits Insert Digits Address to modify MNotes

Digit Conversion for Outgoing Calls from SM
— Contact Center Route Point

)

1 Item Refresh Filter: Enabl=

[ Phone Delete Address to

D Matching Pattern - HMin Max o Digits Insart Digits modify Notes

Salect : All, Mone
* Input Required Cancel

Configuring the Contact Center SIP Entity Adaptation
About this task

Configure the Contact Center Manager Server SIP Entity to use the Dialed Number Identification
Service (DNIS) to Route Point adaptation.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Select the Contact Center Manager Server SIP Entity.
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3. For the Contact Center Manager Server SIP entity, from the Adaptation list, select the
DNIS to Route Point adaptation.

4. Click Commit.

Example

Example of a Contact Center Manager Server SIP Entity using an Dialed Number Identification

Service (DNIS) to Route Point ada

ptation.

Home /Elements / Routing / SIP Entities- SIP Entity Detalls

SIF Entity Details
General
* Name: |
* FQDM or 1P Address:
Type:

Notes: |

sipsarver?ay

47,166.110.74

Adaptation:

| sips7a_pmis_vist v

Location:

Time Zone:

Owverride Port & Transport with DNS SRV:
* SIP Timer B/F (in seconds):

Credential name: |

Call Detail Recording:

SIP Link Monitoring
SIP Link Monitoring:

Entity Links

1 Ikem Rafresh

] | sipentityl  Protocol  Port

:BeautifulKingdom b

: Europe/Dublin b
0

4

: none W

:USG Session Manager Configuration "":

SIF Entity 2

Help 7

Cancel

Filtar: Enable

Fort Connection Policy

O [emtioi7e [« [Tce =]  =[5080

Select @ all, Mone

* Input Required
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Creating a routing policy from Session Manager to
Contact Center
About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Routing policies
can include the “Origination of the caller”, the “dialed digits” of the called party, the “domain” of the
called party, and the actual time the call occurs. Optionally, instead of “dialed digits” of the called
party and the “domain” of the called party a “regular expression” can be defined.

Depending on one or multiple of the inputs mentioned above a destination is where the call is
routed to. Optionally, the destination can be qualified by “deny” which means that the call is not
routed.

Session Manager uses the data configured in the Routing Policy to find the best match against the
number (or address) of the called party.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Routing Policies.
2. Click New.
3. In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.
4. In the Notes box, type your notes about this Routing Policy.
5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Contact Center Manager
Server, click Select.

7. If you need to associate the Time of Day routing parameters with this Routing Policy, click
Add from the Time of Day section.

8. Select the Time of Day patterns that you want to associate with this routing pattern and
click Select.

9. Click Commiit.
Example

Example of creating a routing policy from Session Manager to Contact Center Manager Server.
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[l Home fElements / Routing / Routing Policies- Routing Policy Details

Routing Policy Details

General
* Mame: sip?4vRPRankd
Disabled: []
MHotes:
SIP Entity as Destination
Name FQDN or IP Address Type
sipserverTdy 47.166.110.74 Other

Time of Day

[add| [Remove | |

View Gaps/Overlaps

1 lkem Refresh

1 mRanking 1.  MHama 2. Han Tue Wwed Thu Fri Sat Sun Start Time

| o 2417 00:00

Select @ all, None

Help 2

(o ) (Caneel)

Notes

Filter: Enable
End Time Hotes

23159 Tirme Range 24/7

September 2021

Creating a dial pattern to the Contact Center

About this task

Create a dial pattern to route matching calls to Avaya Aura® Contact Center. Session Manager

uses this dial pattern to route calls to the contact center for processing.

A dial pattern specifies which routing policy or routing policies are used to route a call based on
the digits dialed by a user which match that pattern. The originating location of the call and the

domain in the request-URI also determine how the call gets routed.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Dial Patterns.

Click New.

o a0k~ w DN

domain, or all domains.

In the Pattern box, type the dial pattern for voice calls to the contact center.
In the Min box, type the minimum number of digits from the dial pattern to match.
In the Max box, type the maximum number of digits from the dial pattern to match.

From SIP Domain, select the SIP domain for this dial pattern. You can select a specific

7. Under the Originating Locations and Routing Policies section, click Add.

Comments on this document? infodev@avaya.com

Avaya Aura® Contact Center and Unified Communications Platform Integration 126


mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Creating a dial pattern to the Contact Center

8. Select the check box for the location.

9. From Routing Policy Name, select the Session Manager to Contact Center Manager
Server Routing Policy.

10. From the Routing Policy Destination, select the Contact Center Manager Server SIP
Entity.

11. Click Select to indicate that you have completed your selections.
12. Click Commit.
Example

Example of creating a dial pattern using the Session Manager to Contact Center Manager Server
routing policy. This example dial pattern and routing policy combination routes all phones calls in
the number range 2320740 to 2320749 to Contact Center Manager Server.

Home /Elements / Routing / Dial Patterns- Dial Pattern Details

Help ?
Dial Pattern Details Cancel

General
* Pattern: |232074x
¥ Min: |7
= Max: |7
Emergency Call: []
S1P Domain: |-ALL- |

Motes:

Originating Locations and Routing Policies

()

1 Item Refresh Filter: Enahle

. Routi .
[] | oOriginating Location Name @ E;?;{:?‘H“ﬂu m“ Policy Rank 7 . nl;;‘ﬂhc:;; :‘::::up::.h :"‘;'t':'“ Policy
|__! -ALL- Any Locatons I sap7AvR PRank0 I o sipserverfdv
Salact ; All, Mone
Denied Originating Locations
0 Items Refresh Filter: Enabl=
Driginating Location Hotes.
* Input Required Cancel
September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 127

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Chapter 9: Fallback to Avaya Aura®
Communication Manager Hunt
Group configuration

If Avaya Aura® Contact Center is unable to process voice contacts, Avaya Aura® Session Manager
can reroute customer voice contacts intended for Contact Center to an Avaya Aura® Communication
Manager Hunt Group.

This section describes how to use Avaya Aura® Session Manager to reroute customer voice
contacts intended for Contact Center to a Communication Manager Hunt Group if Avaya Aura®
Contact Center is unable to process voice contacts. You must complete all the procedures in this
section in sequential order.

A Communication Manager Hunt Group is a group of agent stations that can handle multiple calls to
a single phone number. For each call to the Hunt Group number, Communication Manager hunts for
an available agent station in the Hunt Group, and it then connects the customer call to that station.
There are many types of Hunt Group, each using a different method to select an available agent
station. Use the Communication Manager Hunt Group screen to create a Hunt Group, identified by a
Hunt Group number, and to assign Hunt Group member agents by their station extension numbers.

Session Manager routing policies indicate the rank order of a particular SIP entity. Multiple routing
policies can be associated with a dial pattern to specify alternate routing. The lowest ranking policy
has priority. Configure a low routing policy to route calls to Avaya Aura® Contact Center.

In normal operation Session Manager routes customer calls to Avaya Aura® Contact Center (AACC)
for treatment and routing to Contact Center agents.

On the Communication Manager, add the contact center agent phone numbers to a Hunt Group. On
the Session Manager, configure the first (lowest) routing policy to route calls to Avaya Aura® Contact
Center, as normal. Configure a second (higher) routing policy to route calls to the Communication
Manager.

In fallback operation, Session Manager routes customer calls intended for Contact Center to a
Communication Manager Hunt Group for treatment. The Contact Center agent phones are members
of the Communication Manager fallback Hunt Group, therefore the Contact Center agents can use
their desk phones to continue answering customer calls during the Contact Center outage.
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Figure 23: Example of a Communication Manager Hunt Group configuration
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If Session Manager detects an Avaya Aura® Contact Center failure, Session Manager chooses the
second routing policy to route calls to the Communication Manager. Before routing the call to
Communication Manager, a Digit Conversion Adaptation on Session Manager reforms the call
number so it resolves onto the Hunt Group. For efficiency and an improved customer experience,
un-staffed agent stations must be set to the Hunt Group busy status.

Session Manager alternative routing is applied on a call-by-call basis. When Avaya Aura® Contact
Center recovers, Session Manager reverts to the first routing policy and Contact Center call
treatments continue as normal.

Session Manager can detect the following Avaya Aura® Contact Center issues:

» Contact Center Manager Server SIP Gateway Manager (SGM) application is offline

» Contact Center Manager Server SGM response indicating routing failure

- No contact center Route Point acquired

- No Media Server available to anchor calls

» Contact Center Manager Server power outage

» Contact Center Manager Server network failure
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

Adding a Hunt Group

About this task

Add a Communication Manager Hunt Group. Use the Hunt Group screen to create a Hunt Group,
identified by a hunt group number, and to assign hunt group member agents by their station

extension numbers.

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface add hunt-
group command to add a new Hunt Group. Choose an Group Type appropriate to your
requirements.

display hunt-group ZZ6 Face
HUNT GROUP
Group Number: 226
Group Name: aips226HG
Group Extension: B88Z-=0260

Group Type: Coverage Path:

TH: 1 Night 3Service Destination:
COR: 1 MM Early Answer? n

Security Code:
ISDN/SIP Caller Diaplay:

Local Agent Prefersnce? n

2. Add the Avaya Aura® Contact Center agent extensions to the Hunt Group.
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Creating an Adaptation

display hunt-group 226
HUNT GROUP
Group Number: 226 Group Extension: 882-0260 Group Type: circ
Menber Range Lllowed: 1 - 1500 bdministered Members (minfmax): 1 £33

Total Adminiscered Members: 3
GROUF MEHBER ASSIGNMENTS
Ext Nawe (19 characters) Ext Nawe (19 characters)

1 882-22a0 bgentiZe 14:
B82-2261 bgentZ2al 15:
geZ-ZZ 62 BCBBZZZ 62 1z

17:

18:

15:

Z0:

21:
o: 22:
10: 23:
11: 24:
12: Z5:
13: 261

O = o LA o L DO e

At End of Member List

Creating an Adaptation

About this task

Create a Digit Conversion Adapter adaptation to convert an Avaya Aura® Contact Center Route
Point number into a Communication Manager Hunt Group number.

Procedure

1.

DN

© © ® N o O

On the System Manager console, select Routing > Adaptation.

In the Adaptation Name box, enter a descriptive name for the Adaptation.

In the Module name list, select or type DigitConversionAdapter.

Under Digit Conversion for Outgoing Calls from SM, click Add.

Do not edit Digit Conversion for Incoming Calls to SM.

In the Matching Pattern box, type the Avaya Aura® Contact Center Route Point number.
In the Min box, type the minimum number of digits.

In the Max box, type the maximum number of digits.

In the Delete Digits box, type the number of digits to replace.

In the Insert Digits box, type the Communication Manager Hunt Group number.

In the Notes box, type a descriptive note about this adaptation.
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

11. Click Commit.

Example

Example of an adaptation to convert an Avaya Aura® Contact Center (AACC) Route Point number
into a Communication Manager (CM) Hunt Group number:

Home [ Elements / Routing [ Adaptations

Adaptation Details

General
* Adaptation name: |fromSips226TOHuNE
Module name: DigitConversionfdaptar ¥
Maodule parameter:
Egress URI Parameters:
HNaotes:
Digit Conversion for Incoming Calls to SM

0 Items Refresh

Hatching Pattern Min Max Phone Context Delete Digits Insert Digits Address bo modify

Digit Conwersion for Outgoing Calls from SM

Remove

1 Item Refrash

[[] Hatching Pattern . | Min Max Phone Context Delete Digits Inserk Digits Address to modify | Adaptation Data
| |2szzza 7 =7 7] 220260 | dastination ¥ [

Salact @ All, None

— AACC Route Point to CM Hunt Group- e

Adding an additional Signaling Group
About this task

Add an additional Signaling Group to support fallback. If Avaya Aura® Contact Center is unable to
process voice contacts, Session Manager can reroute customer voice contacts intended for
Contact Center to this Communication Manager Signaling Group.

The additional Signaling Group, SIP Trunk Group, and the associated Session Manager SIP Entity
Link are required so that adaptations are not applied to normal calls from SIP stations to
Communication Manager.
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Adding an additional Signaling Group

On the Communication Manager, configure a Signaling Group for communication between
Communication Manager and the Avaya Aura® Session Manager.

Communication Manager uses a SIP Signaling Group and an associated SIP Trunk Group to route
calls to an Avaya Aura™ Session Manager.

Procedure

1. Use the System Access Terminal (SAT) interface to add a signaling group for the Session
Manager. Use the add signaling-group <sl1>command, where s7 is an un-allocated
signaling group.

2. You must disable the IP Multimedia Subsystem (IMS) on the Communication Manager
Signaling Group. Ensure that your signaling group has the IMS Enabled? value set to n.

3. In the Near-end Listen Port field, type the port number. This port number must avoid a
port conflict with the standard Session Manager to Communication Manager Signaling
Group. For more information about the standard Signaling Group, see Configuring a SIP
Signaling Group for the first on page 40.

4. In the Far-end Listen Port field, type the port number. This port number must match the
port number used by the additional SIP Entity Link from Session Manager. For more
information about the additional SIP Entity Link required to support fallback, see Creating
an additional SIP Entity Link for Communication Manager on page 137.

5. Create an additional Communication Manager SIP Trunk Group and associate it with this
SIP Signaling Group.

Example

If Avaya Aura® Contact Center is unable to process voice contacts, Session Manager can reroute
customer voice contacts intended for Contact Center to this Communication Manager Signaling
Group and the associated SIP Trunk Group.
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

display signaling-group 4

AIGMNALING GROTR

Group Mumber: 4 sZroup Type: =sip
INS Enabled? n Transport Method: top
2-3TIF? n
IPF Video? n Enforce SIPZ URI for SRTP? v

FPeer Detection Enakbled? v Peer Zerver: 3H

Near—-end Node MName: procr Far-end Node Nagme: M
MNear-end Listen Fort: |5070 Far-end Listen Port:|5070

Far-end Network REegion: 1
Far-end Secondary Node Name:
Far-end Domain: sipococs.com

Evpass If IP Threshold Exceesded? n

Incoming Dialoy Loophacks: allow BFC 3389 Comfort Noise? n
DTHMF ower IP: rtp-pavload Direct IP-IP Audio Connections? v

Sezszion Establishment Timwer (min) : 3 IF Ahudio Hairpinning? n
Enshle Layer 3 Test? vy Initial IP-IF Direct HMedia? n

H.323 Station Outgoing Direct HMedia? n Llternate Route Timer (sec): &

Creating an additional SIP Entity for Communication
Manager

Before you begin

* Create the standard SIP Entity for Communication Manager. For more information, see
Creating a SIP Entity for the Communication Manager on page 74.

About this task

Create an additional SIP Entity for Communication Manager. This additional SIP Entity is used to
provide Avaya Aura® Contact Center fallback to a Communication Manager Hunt Group.

Assign an adaptation to the Communication Manager SIP Entity. The Digit Conversion Adaptation
converts an Avaya Aura® Contact Center Route Point number into a Communication Manager
Hunt Group number. If Avaya Aura® Contact Center is not available to process a call, the dialed
Route Point number is replaced by a Hunt Group number, before the call is re-directed to
Communication Manager.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.
2. Click New.
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Creating an additional SIP Entity for Communication Manager

3. In the Name box, type the name of the Communication Manager SIP Entity.

Avaya recommends that you type a descriptive name for your Communication Manager
SIP Entity.

4. In the FQDN or IP address box, type the IP address of the Communication Manager.
5. From the Type list, select CM.

6. If you need to specify an Adaptation Module for the Communication Manager SIP entity,
from the Adaptation list, select an adaptation value. For example, select the
fromSips226 TOHunt Adaptation.

7. In the Location box, select the location for this Communication Manager.
8. In the Credential name box, enter a regular expression string.
9. From the SIP Link Monitoring list, select one of the following:

» Use Session Manager Configuration - Use the settings under Session Manager—
Session Manager Administration.

+ Link Monitoring Enabled - Enables link monitoring on this SIP entity.
* Link Monitoring Disabled - Link monitoring is turned off for this SIP entity.
10. Click Commit.
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

SIP Entity Daetails

General

¥ Name:
" FQDN or IP Address:
Type:

Notes:

Adaptation:

Location:

Tima Zona:

Override Port & Transport with DNS SRV

* SIP Timer BfF (in seconds):

Help %

mesCM182_5070

47.166.108.182

[fromSips226TOHURE ¥

Credential name:

Call Detail Recording:

SIP Link Monitoring

SIP Link Monitoring:

Supports Call Admission Control:
Shared Bandwidth Manager:

Primary Session Manager Bandwidth Association:

Backup Session Manager Bandwidth Association:

Example

vl
| Eurgpe/Dublin W
4
none ¥

Use Session Mansger Configuration |%

O
O

=
|

The following is an example of the standard Communication Manager SIP Entity. Note that this
standard SIP Entity and the associated SIP Entity Link use TCP port 5060. The fallback to
Communication Manager SIP Entity Link must therefore use a different port number.
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Creating an additional SIP Entity Link for Communication Manager

Home [ Elements / Routing / SIP Entities

Help 7
SIP Entity Details
General
* Name: mescml82
* FQDN or IP Address: 47,166.108,182
Type:
Notes:
Adaptation: v
Location: |Locationl %
Time Zone: Eurape/Dublin w
Override Port & Transport with DNS sRv: [
# SIP Timer B/F (in seconds): 4_
Credential name:
Call Detail Recording: eg?\'.:
SIP Link Monitoring
SIP Link Monitoring:  Use Session Manager Configuration |¥
Supports Call Admission Coantral: D
Shared Bandwidth Mansger: ||
Primary Session Manager Bandwidth Association: | |
Backup Session Manager Bandwidth Assoclation:
Entity Links
Filter: Enable

1 Item Refresh

| Protacol

TCP |

] | SIP Entity 1

O

[messmigs ~ *|soe0

Salact : All, None

SIP Entity 2 Connaction Policy

mescml8z bt " 5080 Trusted b

Creating an additional SIP Entity Link for Communication

Manager

Before you begin

» Configure an additional SIP Entity for Communication Manager. For more information see,
Creating an additional SIP Entity for Communication Manager on page 134.
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

About this task

Create a SIP Entity Link to the additional Communication Manager SIP Entity. If Avaya Aura®
Contact Center is unable to process voice contacts, Session Manager uses this SIP Entity Link to
reroute customer voice contacts intended for Contact Center to Communication Manager. This
additional SIP Entity Link is required so that adaptations are not applied to normal calls from SIP
stations to Communication Manager.

Procedure

1.
2.
3.

On the Avaya Aura® System Manager console, select Routing > Entity Links.
Click New.

In the Name box, type the name for this SIP Entity Link.

Avaya recommends that you type a descriptive name for your SIP Entity Link.

Under SIP Entity 1, select the required Session Manager SIP entity from the drop-down
list.

SIP entity 1 must always be a Session Manager instance.

5. In the Port box, type the SIP entity 1 port number.

Under SIP Entity 2, select the required Communication Manager SIP entity from the drop-
down list. For example, select the additional Communication Manager SIP Entity
mesCM182_5070.

7. In the Port box, type the SIP entity 2 port number.

From the Connection Policy list, select the Trusted.

Session Manager does not accept SIP connection requests or SIP packets from untrusted
SIP entities.

. Click Commit.

Help 7

1 Iterm Refresh Filker: Enable
Name SIP Entity 1 Protocol | Port SIP Entity 2 Pork Connection Policy  Motes
*[cm182 50702l | * messm183 % |Tce w| *[so70 | * mescmi82_So70 w  *[S070 | [Trusted % | |

Example

The following is an example of the SIP Entity Link to the standard Communication Manager SIP
Entity. Note that this SIP Entity Link uses port 5060.
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Creating a routing policy to Avaya Aura® Contact Center

Help 7

1 Iterm Refresh Filker: Enable
Name SIP Entity 1 Protocol Port SIP Entity 2 Port Connection Pﬂ|it’ Notes
*[cm1gzel * messm185 ¥ TCP % *[5060 | * mescmiBz %  *[5080 | |Trusted

Creating a routing policy to Avaya Aura® Contact Center
About this task

Create a routing policy from Session Manager to Avaya Aura® Contact Center. Session Manager
uses the data configured in the Routing Policy to find the best match against the number (or
address) of the called party.

Procedure

1. On the Avaya Aura® System Manager console, select Routing > Routing Policies.

2. Click New.
The Routing Policy Details screen is displayed.

3. In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

4. In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Avaya Aura® Contact Center,
click Select.

7. If you need to associate the Time of Day routing parameters with this Routing Policy, click
Add from the Time of Day section.

8. Select the Time of Day patterns that you want to associate with this routing pattern.
9. Click Select.

10. In the Ranking box, type 0. This ranking number must be lower than the ranking number
assigned to the Communication Manager routing policy.

11. Click Commit.
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

Example

The following diagram shows an example of the routing policy from Session Manager to Avaya
Aura® Contact Center. Note that Ranking is set to 0, and the associated Dial Pattern covers the
Avaya Aura® Contact Center Route Point (CDN) range:

Home §/ Elements / Routing / Routing Policies

Routing Policy Details

General

* Name: |sip9226rp

Disabled: [ ]

Retess 0]

Hotes: |

SIP Entity as Destination

Hame

| FQDN or IP Address Type

2ipa226 47.1656,110.226 Other

Time of Day

[Remr.we] [vlewGapsr’Uve:laps]

1 Itemn Refrash
[] | manking l‘|lh-¢ 1‘_|m|m|wd|m|ﬁi|m Sun Stark Time

1]l 24/7 00:00

Salect | all, Hone

Dial Patterns

1 Item Rafrash
D | Pattern ~  Min Max Emergency Call SIP Domain Originating Location

[ =zezzzex 7 7 -ALL- -ALL-

Select : 2ll, Hona
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Creating a routing policy to Avaya Aura® Communication Manager

Creating a routing policy to Avaya Aura® Communication
Manager
About this task

Create a routing policy from Session Manager to Avaya Aura® Communication Manager. Session
Manager uses the data configured in the Routing Policy to find the best match against the number
(or address) of the called party.

Procedure

1.
2.

On the Avaya Aura® System Manager console, select Routing > Routing Policies.
Click New.

The Routing Policy Details screen is displayed.

In the General section, in the Name box, type the name for the Routing Policy.
Avaya recommends that you type a descriptive name for your Routing Policy.

In the Notes box, type your notes about this Routing Policy.

5. In the SIP Entities as Destination section, click Select.

6. From the list of SIP Entities, choose the SIP Entity for your Communication Manager, click

1.

Select.

If you need to associate the Time of Day routing parameters with this Routing Policy, click
Add from the Time of Day section.

. Select the Time of Day patterns that you want to associate with this routing pattern.
. Click Select.
10.

In the Ranking box, type 1. This ranking number must be higher than the ranking number
assigned to the Avaya Aura® Contact Center routing policy.

Click Commit.

Example

Example of a routing policy from Session Manager to Avaya Aura® Communication Manager:
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Fallback to Avaya Aura® Communication Manager Hunt Group configuration

Home / Elements / Routing / Routing Policies

Routing Policy Details

General
¥ Name: mescmld2_5070
Disabled: |:|
* Retries: 0

Notes:

SIP Entity as Destination

Namea FQDN or IP Address Type

mesCM182_S070 47.166.108.182 CM

Time of Day

[Rernave] I'-p’iuera;ls.fO\-reﬂaDsJ

1 Item Refrash

[] | Ranking 1| Mame 2. Mon Tue Wed Thu Fri Sat Sun Start Time End Time

O |k 247 00:00 23:5%

Select : All, None

Creating a dial pattern
About this task

Create a dial pattern using the Avaya Aura® Contact Center and Communication Manager Routing
Policies. Session Manager uses these dial patterns to route calls. A dial pattern specifies which
routing policy or routing policies are used to route a call based on a number of parameters
including ranking. Routing Policies with a higher ranking (lower rank number) are selected first. If
the first Routing Policy is not available, the second Routing Policy is used instead.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > Dial Patterns.
2. Click New.
The Dial Pattern Details screen is displayed.

3. In the General section, type the Dial Pattern General information.
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Creating a dial pattern

° Note:

A Domain can be provided to restrict the Dial Pattern to the specified Domain.

Under the Originating Locations and Routing Policies section, click Add.

5. Select all the required Locations and Routing Policies that you want associated with the

Dial Pattern by selecting the check box in front of each item.

From Routing Policy Name, select the Session Manager to Avaya Aura® Contact Center
Routing Policy.

7. From the Routing Policy Destination, select the Avaya Aura® Contact Center SIP Entity.

8. Click Select to indicate that you have completed your selections.

9. Under the Originating Locations and Routing Policies section, click Add.

. Select all the required Locations and Routing Policies that you want associated with the

Dial Pattern by selecting the check box in front of each item.

11. From Routing Policy Name, select the new Session Manager to Communication Manager
Routing Policy with Ranking set to 1.

12. From the Routing Policy Destination, select the Communication Manager SIP Entity.

13. Click Select to indicate that you have completed your selections.

14. If you need to specify that calls from the specified locations are denied, under the Denied
Originating Locations section, click Add.

15. Select all the Locations that are to be denied and click Select to indicate that you have
completed your selections.

16. Click Commit.

Example

Example of dial pattern using the Avaya Aura® Contact Center and Communication Manager
Routing Policies. Routing Policies with a higher ranking (lower rank number) are selected first. If
the first Routing Policy is not available, the second Routing Policy is used instead. In this example,
the Avaya Aura® Contact Center Routing Policy has a ranking of zero. Under normal operation,
this dial pattern resolves to Avaya Aura® Contact Center. If Avaya Aura® Contact Center is not
available, this dial pattern resolves to the Communication Manager Routing Policy. Calls intended
for Avaya Aura® Contact Center fallback to the Communication Manager Hunt Group until Avaya
Aura® Contact Center regains call control.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 143

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Fallback to Avaya Aura® Communication Manager Hunt Group configuration

Home / Elements [ Routing / Dial Patterns

Dial Pattern Details

General

* Pattern:

* Min:

* Max:

Emargency Call:
Emergency Priority

Emergency Type:

SIP Domain:

Hotas:

Originating Locations and Routing Policies

2 Items Refresh

2B2226x

ES—

7

O

-ALL- hd

[[] oviginating Location Hama | Oviginating Location Notes Routing Policy Name Rank 2, | FeutimaPolicy | ooy policy Dastination
D “ALL- Any Locations zips226rp 1] sips226
D -ALL- &ny Locations mascml82_S070 1 mesCMLE2 S070
Salaect : All, None
Variable definitions
Variable Value
Pattern Dial pattern to match. The pattern can have
between 1 and 36 characters.
Min Minimum number of digits to be matched.
Max Maximum number of digits to be matched.
Table continues...
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Creating a dial pattern

Variable

Value

Emergency Call

Indicate if it is an emergency call.

© Note:

Some of the important constraints on the use
of this feature are as follows:

— Each location must be assigned to only one
emergency dial number.

— This emergency dial number must match
the emergency dial number in the 96xx
Deskphone settings file for all SIP phones in
the identified location.

SIP Domain Domain for which you want to restrict the dial
pattern.
Notes Other details that you wish to add.

Select check box

Use this check box to select and use the digit
conversion for the incoming calls.

Location Name

Name of the location to be associated to the dial
pattern.

Location Notes

Notes about the selected location.

Routing Policy Name

Name of the routing policy to be associated to the
dial pattern.

Routing Policy Disabled

Name of the disabled routing policy.

Routing Policy Destination

Destination of the routing policy.

Routing Policy Notes

Any other notes about the routing policy that you
wish to add.
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Chapter 10: Avaya Aura® Call Center Elite
and Avaya Aura® Contact
Center configuration

This section describes how to add an Avaya Aura® Contact Center voice and multimedia contact
center to an existing Avaya Aura® Communication Manager and Avaya Aura® Call Center Elite
solution. You must complete all the procedures in this section in sequential order.

Avaya Aura® Communication Manager supports concurrent interoperability with Avaya Aura® Call
Center Elite and Avaya Aura® Contact Center. Customers with an existing Avaya Aura® Call Center
Elite deployment can add Avaya Aura® Contact Center voice contact support to the same
Communication Manager. The existing Avaya Aura® Call Center Elite system remains unchanged
from the agent point of view. You must configure the Communication Manager platform to add
support for the Avaya Aura® Contact Center voice agents.

To support Avaya Aura® Contact Center voice agents and Avaya Aura® Call Center Elite voice
agents on the same Communication Manager, there must be no interaction between the two sets of
agents. Elite agent extension ranges must be unique and not overlap with Avaya Aura® Contact
Center agent extension ranges. Both applications must use separate inbound and outbound PSTN
numbers — the numbers for each application must not overlap. Avaya Aura® Call Center Elite
supervisors, agents, and customers must not interact with Avaya Aura® Contact Center supervisors,
agents, and customers.

Avaya Aura® Call Center Elite contacts must be handled by Elite agents and supervisors. Avaya
Aura® Contact Center contacts must be handled by the Contact Center agents and supervisors.
Contacts cannot be transferred, conferenced, or forwarded from Avaya Aura® Call Center Elite to
Avaya Aura® Contact Center and vice versa. Avaya Aura® Call Center Elite and Avaya Aura®
Contact Center must be logically separated on the Communication Manager.

The following Communication Manager features support the logical separation of Avaya Aura® Call
Center Elite and Avaya Aura® Contact Center:

* Class of Restriction (COR)
* Facility Restriction Levels (FRL)
* Class of Service (COS) optional

The Class of Restriction (COR) feature defines different levels of call origination and termination
privileges, applies administration settings to all objects that share the same COR number, identifies
the CORs that can be service observed, and the CORs that can be a service observer. CORs can
be assigned to a variety of objects, such as: telephones, trunks, and agent login IDs. CORs also
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apply to Elite agent telephones, Elite agent IDs, Trunk Groups and Hunt Groups. Communication
Manager supports many levels of COR.

The Facility Restriction Levels (FRL) feature determines the calling privileges of a user. The
Facility Restriction Levels control the privileges of the call originator. For example, you can use FRL
to allow some users to place international calls, and restrict other users to place only local calls.
Facility Restriction Levels are ranked from 0 to 7, where 7 has the highest level of privileges.

The Class of Service (COS) feature allows or denies user access to some system features. Use
the COS feature to allow or deny user access to some system features, such as Automatic
Callback, Call Forwarding, Data Privacy, Contact Closure Activation, and Console Permission. Use
the Class of Restriction (COR) feature, instead of COS, to define the restrictions that apply when a
user places or receives a call.

You can use the COR and FRL features to support Avaya Aura® Contact Center and Avaya Aura®
Call Center Elite on the same Avaya Aura® Communication Manager. Use the COR and FRL
features to restrict the following actions:

* Elite agents restricted from calling, forwarding, conferencing, or transferring Elite calls to/from
Avaya Aura® Contact Center agents and Controlled Directory Numbers (CDNs).

« Avaya Aura® Contact Center agents are restricted from calling, forwarding, conferencing, or
transferring calls to/from Elite agents, Elite Vector Directory Number (VDN) and optional Hunt
Groups.

There are many methods to achieve this logical separation but the example method used here is
one of the simplest and easiest to implement.

The example solution used in this section has two separate contact centers operating independently
of each other but using the same Communication Manager infrastructure. Agents either work
exclusively as Elite based agents or as Avaya Aura® Contact Center based agents. Agents must not
swap on a daily basis between each contact center. The Avaya Aura® Contact Center components
add voice and optional multimedia contact support for Avaya Aura® Contact Center agents. Elite
agents continue to be serviced by the Avaya Aura® Call Center Elite application.

© Note:

To support an Avaya Aura® Call Center Elite voice contact center and a separate Avaya Aura®
Contact Center contact center on the same Communication Manager, Communication Manager
must be Release 6.0.1 or later.
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Figure 24: Example of a typical solution with Avaya Aura® Contact Center and Avaya Aura® Call Center
Elite supported on the same Avaya Aura® Communication Manager

In this typical example there are three groups of users:
« Avaya Aura® Call Center Elite agents and associated desk phones
« Avaya Aura® Contact Center agents and associated desk phones
» Other users within the enterprise and their associated desk phones
The example solution uses the following configuration settings:

» Users with COR 1 are unrestricted, they have full dialing access to all other users and trunks
with any COR. In the example, all “other” users in the enterprise are unrestricted.

« Avaya Aura® Contact Center agents and resources are configured with COR 7 and a FRL of 1.

« Avaya Aura® Call Center Elite agents and resources are configured with COR 6 and a FRL of
0.

« Avaya Aura® Contact Center agents and Avaya Aura® Call Center Elite agents cannot interact
with each other.

« A dedicated outgoing trunk group from Communication Manager to Avaya Aura® Session
Manager. This trunk is used to access Contact Center CDNs. This must be an outgoing trunk
group to prevent Session Manager from using these trunks for inbound voice contacts to the
restricted users.

» The Contact Center CDN trunk in the example is configured with COR 5. This means you do
not have to modify all the other trunks (Session Manager to Avaya Aura® Experience Portal
trunks) already configured on the Communication Manager platform.
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« Communication Manager SIP signaling trunks used for Avaya Aura® Contact Center have a
FRL level of 1 defined in COR 5 for these trunks. This means that users with COR settings
must have a FRL level equal to or higher than 1 to access any resources through these
signaling trunks.

« Elite users with COR 6 and FRL 0 therefore cannot access Avaya Aura® Contact Center
resources in COR 7.

« Elite users also cannot access the SIP signaling trunks to Avaya Aura® Contact Center CDNSs.

* Elite resources with COR 6 are restricted from the Contact Center trunk group unless they
access it using the PSTN. All other COR'’s can internally access this trunk group.

The choice of COR numbers is arbitrary, you can use any COR numbers compatible with your
existing enterprise dial plan. Avaya Aura® Contact Center agents and all the other enterprise users
can access Avaya Aura® Contact Center (CDNs) using multiple methods; direct dial, transfer,
conference, or PSTN dialing. Elite agents cannot access Avaya Aura® Contact Center CDNs either
using internal direct dial, conference, transfer, forward capabilities due to their COR settings. Users
with either COR value can access resources on Elite or Avaya Aura® Contact Center by dialing the
external PSTN. The worked example does not prevent this as external dialing is required in most
enterprises.

Agent Desktop solutions

In solutions where Avaya Aura® Contact Center shares the same Avaya Aura® Communication
Manager as an Avaya Aura® Call Center Elite deployment, you must logically separate the Elite
agents from the Contact Center agents. The transferring, conferencing, or forwarding of contacts
between the two groups of agents is not supported.

Avaya Aura® Call Center Elite agents use one of the following:
* Physical desk phone
* One X- Agent

After deploying Avaya Aura® Contact Center on the same Communication Manager, Elite agents
continue to use any of these options. Avaya Aura® Contact Center agents use the voice capabilities
of the Communication Manager platform with the added benefit of full multimedia contact support.
Avaya Aura® Contact Center agents use Avaya Agent Desktop in one of the supported modes:

» CTI control of a physical Communication Manager phone
» Softphone mode with embedded H.323
» Telecommuter mode

In solutions that support Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite,
Avaya Agent Desktop does not support Avaya Aura® Call Center Elite agents. Elite agents must use
One-X Agent or a physical phone. In fallback mode, Contact Center agents use their desk phones to
access the fallback Elite skill and handle customer voice contacts.

Avaya Aura® Call Center Elite agents and Avaya Aura® Contact Center agents both support
presence capabilities. Peer to Peer Instant Message (IM) interactions are supported between Avaya
Aura® Call Center Elite agents and Avaya Aura® Contact Center agents. This solution also supports
interactions between all other presence-enabled enterprise users and Avaya Aura® Call Center Elite
or Avaya Aura® Contact Center users. These Instant Message interactions are “client to client” or
“peer to peer” messages, they are not routed IM contacts.
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Prerequisites

Configure Avaya Aura® Communication Manager for integration with Avaya Aura® Contact Center as
normal. For more information see, Communication Manager configuration on page 29.

Changing the Class of Restriction value for Contact Center
agent stations

Before you begin

« Create the Avaya Aura® Contact Center agent stations as normal. For more information

about creating Avaya Aura® Contact Center agent stations, see Creating the agent
extensions on page 58.

About this task

Change the Avaya Aura® Contact Center agent station Class of Restriction (COR) value to
separate the Contact Center agents from the Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Avaya Aura® Contact Center agent station COR value. Use the
change station n command.

For example, enter change station 3171503.

2. Change the COR value to separate the Contact Center agents from the Avaya Aura® Call
Center Elite agents.

3. Repeat the SAT change station n command for each additional Contact Center agent
station you need to separate from Avaya Aura® Call Center Elite.

Example

The following Communication Manager station display shows one of the Contact Center agent
phones configured with a Class of Restriction value of 7.
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display =
STATICN
Extension: 317-1503 Lock HMessagez=? n ECC: O
Type: 29620 Security Code: 12345678 TH: 1
Fort: 300224 Cowverage Path 1:
MName: agentl aaocd Cowverage Path 2@ coz: 1

Hunt-to Station:
STATION CPTICHS
Time of Day Lock Table:

Lozs Group: 19 Personalized Ringing Pattern: 1
Mezzage Lamp Ext: 317-1503
Speakerphone: Z-way Mute Button Enasbled? v

Display Language: english
Survivakble GE Node Name:
SJurvivakhle COR: internal Hedia Complex Ext:
Survivakble Trunk Dest? vy IF ZoftPhone? v

IP Wideo Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labhels? v

Changing the Contact Center agent station Class of
Restriction details

Before you begin

« Create the Avaya Aura® Contact Center agents stations as normal. For more information
about creating Avaya Aura® Contact Center agent stations, see Creating the agent
extensions on page 58.

About this task

Edit the Class of Restriction (COR) value used by the Contact Center agent stations to separate
them from Avaya Aura® Call Center Elite agents. Change the Facility Restriction Levels (FRL) of
this COR and edit the Calling Permission details to block Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Contact Center agent COR permission details. Use the change
cor n command.

For example, enter change cor 7.
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2. Change the COR permission details to separate the Contact Center agents from Avaya
Aura® Call Center Elite agents.

Example

The following Communication Manager Class of Restriction display shows COR 7 (page 1). This
COR has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels are ranked from
0 to 7, where 7 has the highest level of privileges. Only Communication Manager users (agents)
with a FRL of 1 or higher can access resources controlled by this COR value. This separates
Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL value of 0 from Contact
Center agents.

':1151:' 1 a%y Ccor i

CLASS OF REZTRICTICH

COR Murber: 7
COE Description: Bestricted ARCC COR for LACC Agents

FEL: 1 ALPLT? ¥
Can Be Zervice Chserved? n Calling Party BFestriction: outward

Can Be A Jerwvice Chserwver? n Called Party Bestriction: none
Tirme of Day Chart: 1 Forced Entry of Locount Codes? n
Priority Queuing? n Direct Agent Calling? n
Feztriction Cwerride: none Facility Accessz Trunk Test? n
Feztricted Call List? n Can Chanhge Coverage? h
Locess to MCT? v Fully Restricted ZJerwvice? n
Group II Category For MFC: 7 Hear VDN of Origin Annc.? n
Send ANI for MFE? n Add/ Femowve Agent 3kills? n
HMF ANT Prefix: Aautomatic Charge Display? n
Hear Svstem Muszsic on Hold? v FPAITE (Di=zplay PEBX Data on Phone)l? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Bestriction: inactive

The following Communication Manager Class of Restriction display shows COR 7 (page 4). This
display shows that Contact Center agent stations with COR 7 are restricted from accessing
system resources with a COR value of 6. Contact Center agents do not have permission to access
Avaya Aura® Call Center Elite agents with a COR value of 6.
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digplay cor 7

CLAZS OF RESTRICTICH

CALLING PERMIZZION (Enter "v" to grant permission to call specified COR)

azr v 157 ¥ 307 7 447 7 E87 ¥ 727 v BE7 ¥
17 vy 167 ¥ 317 ¥ 457 ¥ 527 ¥ 73T ¥y 877 ¥
27y 177 ¥ 327 oy 467 7 607 ¥ 747 ¥ 87 v
37y 187 v 337 7 477 7 617 7 757 ¥ 897 v
47 ¥ 197 ¥ 347 ¥ 457 ¥ G627 ¥ 767 ¥ 207 ¥
5T vy z07 ¥ 357 ¥ 427 7 637 ¥ 77Ty 917 ¥
217 v 36T ¥ 507 ¥ L7 TE7 v 927 v
77y 227 ¥ 377 ¥ 517 ¥ 657 ¥ 727 ¥ 937 ¥
87 v 237 v 387 527w GE? ¥ g07 ¥ 947 ¥
97 ¥ 247 ¥ 397 7 37 7 677 ¥ 817 ¥ 957 ¥
107 v 257 ¥ 407 ¥ 547 ¥ 637 ¥ 27 ¥ 967 ¥
117 v ZE7 ¥ 417 ¥ EE7 7 637 1 37 v 977 ¥
127 v 277 v 427 7 567 7 707 v 47 ¥ 987 ¥
137 v 287 ¥ 437 ¥ 577 ¥ 717 ¥ 857 ¥ 997 ¥
147 v 297 ¥

The following Communication Manager Class of Restriction display shows COR 1. In this
example, COR 1 is used by other users in the solution. These users are not Avaya Aura® Call
Center Elite agents or Avaya Aura® Contact Center agents. These users have permission to
access all Class of Restriction controlled resources. These users can communicate with Avaya
Aura® Call Center Elite agents and Avaya Aura® Contact Center agents. Typically these users are
experts or back-office support staff.
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'jiE:I:'lEl‘j-" cor 1

CLAZS OF REZTRICTICHN

CALLING PERMIZSICH [(Enter "7 to grant permission to call specified COR)

oz
17
27
37
47
57
67
T
g7
a7
1az
11z
1z 72
1372
1472

v 152 v 07 v 447 Eg? v T2? v g867 v
Y 1a? v 3l? oy 457 v 597 v Ti? v =R
v 172 v 32?2 v 467w 607 T4 v g8 v
Y 152 v 337 v 477 v 612 ¥ 757y g597 v
v 192 v 347 v 487 v 627 v TET v Qo oy
v 207 v 357 v 497 v 637 ¥ T v Q17 v
v 21?7 v 36T v EO? v 647 e v Qz? v
v 227w 3T? v 517 v 657 ¥ 79T v Q937 v
v 23?7 v g v 52?2 vy BED a0 v Q49 y
v 247 v 397 v 537 v 672 v G177 v Q57 v
v 257 v 407 v B4 627 v g2 v Q67 v
v 267 v 417 v 557 v 697 v 837 v Q7 v
v 27? v 427 v Ee? v 707 v a47 v Qg? v
v 287 v 437 v 577 v 717 v 857 v Q997 v
v 29?2 ¥

Changing the Class of Restriction value for Elite agent
profiles

Before you begin
» Create the Avaya Aura® Call Center Elite agent profiles as normal.
About this task

Change the Avaya Aura® Call Center Elite agent profile Class of Restriction (COR) value to
separate the Elite agents from the Avaya Aura® Contact Center agents.

When an Elite agent logs on to a telephone, the Elite agent profile COR setting overrides the COR
setting for the physical desk phone. Do not set a COR setting on desk phones used by Elite
agents, instead configure the COR setting on the Elite agent profile. This simplifies the work
required to support the solution described here.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)

interface to change the Avaya Aura® Call Center Elite agent profile COR value. Use the
change agent-loginID n command.

For example, enter change agent-loginID 3171600.
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2. Change the COR value to separate the Elite agents from the Avaya Aura® Contact Center
agents.

3. Repeat the SAT change agent-loginID n command for each additional Avaya Aura®
Call Center Elite agent profile that you need to separate from Avaya Aura® Contact Center.

Example

The following Communication Manager display shows one of the Elite agent profiles configured
with a Class of Restriction value of 6.

dizplay agent-loginID 3171600

AGEMNT LOGINID

Login ID: 317-1600 LAZ? n
Name: Agentil71600Elite LUDIXEY n
TH: 1 LWC Reception: sSpe
LWZ Log External Calls? n
Cowverage Path: AUIDIXE MName for Messaging:

ZJecurity Code:
LoginIDh for ISDN/SIP Displav? n

Password:

Pazzword [(enter again) :
buto Answer: station
MIi Acrozs 2Kills: system
ACW Agent Considered Idle: system
hux Work Beaszon Code Type: =system
Logout Eeason Code Type: systen
Maximun time agent in ACW khefore logout [(Zec): sys3tem

Forced Agent Logout Time: :

WARNING: Agent must logy in again before changes take effect

Changing the Elite agent profile Class of Restriction
details
Before you begin

« Create the Avaya Aura® Call Center Elite agent profile as normal.

About this task

Edit the Class of Restriction (COR) value of the Avaya Aura® Call Center Elite agent profiles to
separate them from Avaya Aura® Contact Center (agent and trunk) resources.
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Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Avaya Aura® Call Center Elite agent profile COR permissions. Use
the change cor n command.

For example, enter change cor 6.

2. Change the COR permissions to separate the Avaya Aura® Call Center Elite agents from
Contact Center resources.

Example

The following Communication Manager Class of Restriction display shows COR 6 (page 1). This
COR has a Facility Restriction Levels (FRL) value of 0. Facility Restriction Levels are ranked from
0 to 7, where 7 has the highest level of privileges. FRL 0 is the default lowest level for resources
that use FRLs. This separates Avaya Aura® Call Center Elite agents with a COR value of 6 and a
FRL value of 0 from Contact Center resources with a FRL value of 1. Avaya Aura® Call Center
Elite agents cannot communicate with Contact Center agents or use Contact Center trunks.

display cor 6

CLAZS OF REITRICTICN

| cor Mumber: & |
COR Description: Restricted COR Elite Agents

FEL: 0O APLT? ¥
Can Be Serwvice Chserwved? n Calling Party Restriction: outward

Can Be L Service Chserver? n Called Partvy Restriction: none
Tirme of Day Chart: 1 Forced Entrvy of Account Codez? n
Priority Queuing? n Direct Agent Calling? n
Festriction Owerride: none Facility Access Trunk Test? n
Festricted Call Li=st? n Can Change Coverage? n
Logess to MCT? v Fully Bestricted Zervice? n
Group II Category For MFC: 7 Hear VDM of Origin Annc.? n
Jend ANTI for MFE? n Add/Remowe Agent Skills? n
HF ANI Prefix: Aautomatic Charge Display? n
Hear System Music on Hold? y PLITE (Display PEBX Data on Phone)? n
Can Be Picked Up By Directed Call Pickup? n
Can Tse Directed Call Pickup? n

Group Controlled Bestriction: inactive

The following Communication Manager Class of Restriction display shows COR 6 (page 4). This
display shows that Elite agent profiles with a COR value of 6 are restricted from accessing system
resources with a COR value of 5 or 7. Avaya Aura® Contact Center agent station have a COR
value of 7. The Session Manager to Communication Manager trunk used for Avaya Aura® Contact
Center CDN calls has a COR value of 5. Therefore Elite agents cannot access or communicate
with these Avaya Aura® Contact Center resources.
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display cor 6

CLA3E OF RESTRICTICN

CALLING PERMIZZION (Enter "' Lo grant permission to call specified COR)

o7 v 157 ¥ 307 v 447 v 557 v 72T v 567 v

17 v 167 7 317 v 457 v 599 v 73 v 577 v
27y 177 ¥ 327 v 467 ¥ 607 ¥ 747 v 557 v
37 ¥ 1587 ¥ 337 v 477 ¥ 617 ¥ 757 ¥ 597 v
47 g 197 ¥ 347 v 457 v 627 ¥ 767 v 907 v
207 ¥ 357 w 497 ¥ 637 w 77 v 917 ¥
67 v 217 ¥ 367 v 507 v 647 ¥ 75T v 927 v
227 7 377 ¥ 517 ¥ 657 7 797 ¥ 937 ¥
57 v 237 ¥ 387 v 527 v 667 ¥ 507 v 047 v
97 ¥ 247 ¥ 397 v 537 v 677 ¥ 517 v 957 v
107 ¥ 257 ¥ 407 ¥ 547 v 657 ¥ 527 v 967 ¥
117 v 267 ¥ 417 v 557 v 697 ¥ 37 v 977 v
127 ¥ 277 v 427 v 567 v 07 v 547 v 957 v
137 v 287 ¥ 437 v 577 v 717 v 857 v 997 v
147 ¥ 297 ¥

Changing the Contact Center trunk group Class of
Restriction details

Before you begin

» Create the Communication Manager to Session Manager trunk group used for Avaya Aura
Contact Center calls.

About this task

Edit the Class of Restriction (COR) value used by the Contact Center trunk to separate the trunk
from Avaya Aura® Call Center Elite agents.

®

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Contact Center trunk COR permissions. Use the change cor n
command.

For example, enter change cor 5.

2. Change the COR permissions to separate the Contact Center trunk group from Avaya
Aura® Call Center Elite agents.
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Example

The following Communication Manager Class of Restriction display shows COR 5 (page 1). This
COR has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels are ranked from
0 to 7, where 7 has the highest level of privileges. Only Communication Manager users (agents)
with a FRL of 1 or higher can access resources controlled by this COR value. This separates
Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL value of 0 from the
Contact Center trunk group.

display cor S

CLAZS OF RESTRICTICHN

COR Mumber: 5
COR Degcription: Festricted trunk Elite to ALAACC ret

FEL: 1 APLT? ¥
Can Be Zervice Chserved? n Calling Party Bestriction: outward

Can Be A Jervice Chserver? n Called Party Restriction: none
Time of Day Chart: 1 Foreced Entry of Leocount Codes? n
Priority Queuing? n Direct Agent Calling? n
Festriction CTrwerride: none Facility Access Trunk Test? n
Festricted Call List? n Can Chahge Coverage? n
Locezz to MCT? v Fully Bestricted 3Zervice? n
Group II Category For MFC: 7 Hear VDI of Origin Annc.? n
Zend ANI for MFE? n bdd/ Femove Agent 3kills? n
MF AMNI Prefix: Lutomatic Charge Displavy? n
Hear Svatem Music on Hold? v PAZTE (Display PEX Data on Phonel? n
Can Be Picked Up By Directed Call Pickup? n
Can Use Directed Call Pickup? n

Group Controlled Bestriction: inactive

Changing the Class of Restriction value of the Contact
Center trunk group

Before you begin

+ Create the Communication Manager to Session Manager trunk group used for Avaya Aura®
Contact Center calls.

About this task

Change the Avaya Aura® Contact Center trunk group Class of Restriction (COR) value to separate
the Contact Center trunk from the Avaya Aura® Call Center Elite agents.

This example trunk group 5 directs all voice traffic intended for the Avaya Aura® Contact Center
CDNSs. Avaya recommends that you give Avaya Aura® Contact Center trunk groups their own
COR settings so that there is minimal disruption on all other trunk groups on the existing
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Communication Manager. The trunk group used by Avaya Aura® Contact Center must be
“outgoing” from Communication Manager.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Avaya Aura® Contact Center trunk group COR value. Use the
change trunk-group n command.

For example, enter change trunk-group 5.

2. Change the COR value to separate the Contact Center trunk group from Avaya Aura® Call
Center Elite agents.

Example

The following Communication Manager trunk group display shows the Contact Center trunk group
configured with a Class of Restriction value of 5. This COR value separates this Contact Center
trunk group from Avaya Aura® Call Center Elite agents with a COR value of 6. This trunk group is
configured with an “outgoing” direction.

display trunk-group 5

TRUNE GROTF

Group MNumber: 5 Group Type: =sip CDE Reports: v
Group Mamwe: TG to SM for CDMN Bestricted |COR: & TH: 1 TAZ: *05
Direction: outgoing Displavy? n

Iiml Access? n
Dusue Length: O
Service Type: tie
Hember Assigmment Method: auto
Signaling Group: 5
Nurber of Members: Z55
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Changing the Contact Center route pattern Facility
Restriction Levels

Before you begin

« Create the Avaya Aura® Contact Center route pattern as normal. For more information about
configuring route patterns, see Configuring a route pattern on page 49.

About this task

Change the Avaya Aura® Contact Center route pattern to use a Facility Restriction Levels (FRL)
value that separates Contact Center from Avaya Aura® Call Center Elite agents.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Contact Center route pattern Facility Restriction Levels (FRL)
value. Use the change route-pattern n command.

For example, enter change route-pattern 5.

2. Change the Facility Restriction Levels (FRL) value to separate the Contact Center route
pattern from Avaya Aura® Call Center Elite agents.

Example

The following Communication Manager route pattern display shows route pattern 5 (page 1). This
route pattern has a Facility Restriction Levels (FRL) value of 1. Facility Restriction Levels are
ranked from 0 to 7, where 7 has the highest level of privileges. Only Communication Manager
users (agents) with a FRL of 1 or higher can access resources controlled by this FRL value. This
separates Avaya Aura® Call Center Elite agents with a COR value of 6 and a FRL value of 0 from
the Contact Center trunk.
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Changing the Contact Center route pattern Facility Restriction Levels

Pattern MNunher: & Pattern MName: Restricted CDN

SCCAN? n Jecure 3IF? n
Grp |[FEL|NPL Pfx Hop Toll Mo, Inserted DC3s IEC
Lo Mrk Lwt List Del Digits eI
Dgts= Intw
|1: 5 1 n user
2 n user
3 n user
4: n user
5: n user
G n user
ECC WALUE TaC CA-T3C ITC EBCIE Serwvice/Feature PAEM HNo. Numbering LAR
o122 M4 Fegquest Dgt=s Format
Subaddress
1: v ¥y ¥ ¥ ¥y n n rest none
2 Y Y Y Y Y NLOn rest nohe
It YV Y Y VY nDoOn rest none
4 v ¥y ¥ Y ¥ NN rest nohe
S vy vy vy non rest none
B ¥V ¥V Y Y Y NLOn rest nohe

To use the FRL features you must ensure that the Automatic Alternate Routing (AAR) settings are
correct. In our example the Avaya Aura® Contact Center CDNs are defined as 3174XXX and when

they are dialed on the Avaya Aura® Communication Manager, it uses route pattern 5. Route
pattern 5 is covered by FRL level 1, so calls to the Avaya Aura® Contact Center CDNs are

separated from Avaya Aura® Call Center Elite agents with a FRL level of 0.
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Avaya Aura® Call Center Elite and Avaya Aura® Contact Center configuration

dizplay aar analysizs 0

AP DIGIT AMNALY3IS TAELE

Location: all Fercent Full: 1

Dialed Total Foute Call Iode  ANI

String Min Max Pattern Type I Regad
3172 7 7 1 [=I=hn n
3173 7 7 1 aar n

[2174 7 7 5 aar no |
3175 7 7 1 aar n
5 7 7 299 =I=hn n
= 7 7 999 aar n
7 7 7 299 =I=hn n
a8 7 7 999 aar n
9 7 7 299 =I=hn n
n
n
n
n
n
n
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Chapter 11: Fallback to Avaya Aura® Call
Center Elite skill configuration

In solutions where Avaya Aura® Contact Center shares the same Avaya Aura® Communication
Manager as an Avaya Aura® Call Center Elite deployment, you can configure the solution to
manually reroute customer voice contacts to Elite if Avaya Aura® Contact Center is offline or
stopped for maintenance.

The Avaya Aura® Contact Center fallback to Avaya Aura® Call Center Elite method described in this
example solution uses Communication Manager vectors, Vector Directory Numbers, and a vector
variable. You must complete all the procedures in this section in sequential order.

Vectors: A Communication Manager vector is a series of commands that program the system to
handle incoming calls. A vector contains a number of steps and allows customized call routing and
treatments. For example, you can use a vector to play multiple announcements, route calls to
internal and external destinations, and collect and respond to dialed information. The vector follows
the commands in each vector step in order. The vector interprets each step and follows the
commands in that step if the conditions are correct. If the command cannot be followed, the vector
skips the step and reads the next step. Communication Manager handles calls based on a number
of conditions, including the number of calls in a queue, how long a call has been waiting, the time of
day, the day of the week, and changes in call traffic or staffing conditions.

Vector Directory Numbers: A Vector Directory Number (VDN) is an extension that directs an
incoming call to a specific vector. This number is a logical or virtual extension number not assigned
to a physical location. VDNs must follow your dial plan. For example, you can create a VDN 2233 for
your sales department. A call into 2233 routes to vector 11. This vector plays an announcement and
queues calls to the sales department.

Vectors variables: Vectors can use vector variables to provide increased manager and application
control over call treatments. The vector variables are defined in a central variable administration
table. Values assigned to some types of variables can also be quickly changed by means of special
vectors, Vector Directory Numbers (VDNs), or Feature Access Codes (FACs) that you administer
specifically for that purpose. Depending on the variable type, variables can use either call-specific
data or fixed values that are identical for all calls. In either case, an administered variable can be
reused in many vectors.

You can configure your solution to manually reroute customer calls to Avaya Aura® Call Center Elite
if Avaya Aura® Contact Center is offline or stopped for maintenance. This vector variable fallback
technique is manually controlled by a contact center supervisor or administrator with the correct
level of access to the solution components. The supervisor can manually reroute Contact Center
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Fallback to Avaya Aura® Call Center Elite skill configuration

calls to a fallback VDN. This VDN then routes calls to a hunt group, split extensions or Elite skill
extensions. Avaya recommends using a single fallback VDN.

To implement Contact Center fallback to Elite you must configure the following Communication
Manager resources:

* VDN and associated vector which allows a supervisor to dial in and set value of a fallback
vector variable. This vector is used to configure whether Communication Manager reroutes
calls intended for Contact Center to Elite or not.

« VDN and associated vector which routes calls either to Avaya Aura® Contact Center or Avaya
Aura® Call Center Elite depending on the value of the fallback vector variable. This vector is
used to control whether Communication Manager reroutes voice contacts intended for Contact
Center to Elite or not.

If Avaya Aura® Contact Center is operational and processing voice contacts as normal, the value of
the vector variable is set to one (1). If Avaya Aura® Contact Center is offline or stopped for
maintenance. the value of the vector variable is set to zero (0). The vector variable is manually set
by the supervisor or administrator according to the operational state of the Avaya Aura® Contact
Center.

To redirect Avaya Aura® Contact Center calls to Avaya Aura® Call Center Elite, a supervisor dials a
Vector Directory Number (VDN). The vector associated with this VDN is programmed with a number
of vector commands. In this worked example the configuration vector uses a series of
announcements to allow the supervisor to change the value of a global vector variable. To reroute
Contact Center calls to Elite, the supervisor changes the value of the vector variable to zero.

All incoming voice contacts destined for Avaya Aura® Contact Center flow through another
dedicated Communication Manager VDN and associated vector. This control vector checks the state
of the global vector variable. If the value of the variable is one, then the vector routes the call onto
Avaya Aura® Contact Center as normal. If the value of the variable is zero, then the call is routed to
either a hunt group, a split extension or an Elite skill. Split extensions and Elite skills require Avaya
Aura® Communication Manager and Avaya Aura® Call Center Elite licenses.

The following diagram illustrates how a supervisor manually reroutes Avaya Aura® Contact Center
voice contacts to an Avaya Aura® Call Center Elite skill.
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Figure 25: Example of a how a supervisor manually reroutes Avaya Aura® Contact Center voice

contacts to an Avaya Aura® Call Center Elite skill

In the event of an Avaya Aura® Contact Center outage, the supervisor can choose to reroute Avaya
Aura® Contact Center voice contacts to an Avaya Aura® Call Center Elite skill.

Adding support for Elite functionality on Avaya Aura® Contact Center stations

To support this fallback to an Avaya Aura® Call Center Elite skill method you must configure Contact
Center agent stations with the ability to log on to a fallback Avaya Aura® Call Center Elite skill. You
must therefore program Avaya Aura® Contact Center agent stations with the Avaya Aura® Call

Center Elite login, logout, and aux feature buttons.
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Fallback to Avaya Aura® Contact Center agent stations

You can use the same agent phones for both Avaya Aura® Contact Center and Avaya Aura® Call
Center Elite, but not at the same time. Agents can log on to a phone to handle either Avaya Aura®
Contact Center voice contacts or Elite voice contacts. Typically, Avaya Aura® Contact Center agents
log on to Avaya Agent Desktop and their desk phone while Avaya Aura® Call Center Elite agents log
on to One-X Agent and their desk phone.

If the supervisor changes the solution to route Avaya Aura® Contact Center voice contacts to a
fallback Elite skill, Avaya Aura® Contact Center agents must log off from Avaya Agent Desktop, and
then log on to the fallback Elite skill. The Avaya Aura® Contact Center voice contacts are then
routed to a fallback Elite skill, the Avaya Aura® Contact Center agents are now logged on to their
phones in an Elite skill and they can continue to use their domain knowledge to handle customers
calls intended for Avaya Aura® Contact Center.

You must program the telephone stations that are used for normal Avaya Aura® Contact Center
operation with the feature buttons required to log on to the Avaya Aura® Call Center Elite fallback
skill. The additional Avaya Aura® Call Center Elite station buttons are supported only during fallback
mode. They are not supported during normal Avaya Aura® Contact Center operation.

In order to handle fallback calls, Contact Center agents must login to an Elite fallback skill. Avaya
Aura® Contact Center agents stations must therefore be programmed with the following feature
buttons:

* auto-in

* manual-in

» aux-work

* release

« after-call

These feature buttons are supported only when the agent stations are used to handle Elite voice
contacts. Agents who normally handle voice contacts from Avaya Aura® Call Center Elite already
have these programmed as standard. Agents who normally handle voice contacts from Avaya Aura
Contact Center must have these programmed to support fallback to Elite. A standard station
template suitable for fallback operation can be rolled out across the contact center for pre and post
fallback modes.

®

For more information about the supported feature buttons, see Contact Center agent desk phone
supported features on page 24.

In the event of failure of the Avaya Aura® Contact Center application, supervisors must direct all
Avaya Aura® Contact Center agents to first log out of Avaya Aura® Contact Center and then log on
to the Avaya Aura® Call Center Elite fallback skill using the additional buttons on their physical
station.

Three important steps that must be followed for support of the vector variable fallback solution:

« Avaya Aura® Contact Center agents that wish to handle fallback voice contacts from the Avaya
Aura® Call Center Elite application must first logout of Avaya Agent Desktop as logging on to
both applications simultaneously is not supported.

« Only Avaya Aura® Contact Center agents that use a physical station can handle voice contacts
in a fallback mode. Agents that use the embedded H.323 Softphone might not have full
functionality depending on the nature of the failure in the contact center.
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« The above two requirements do not apply to Avaya Aura® Call Center Elite agents that handle
fallback voice contacts.

Prerequisites

Separate Avaya Aura® Contact Center and Avaya Aura® Call Center Elite on the same Avaya Aura®
Communication Manager. For more information about separating Avaya Aura® Contact Center and
Avaya Aura® Call Center Elite, see Avaya Aura Call Center Elite and Avaya Aura Contact Center

configuration on page 146.

Configuring the announcements
About this task

Record and configure announcements to inform the contact center supervisor about the current
Avaya Aura® Contact Center routing state (fallback or normal). Record and configure the following
announcements types:

+ An announcement to inform the supervisor that Avaya Aura® Contact Center calls are routing
as normal.

« An announcement to inform the supervisor that Avaya Aura® Contact Center calls are being
rerouted to Avaya Aura® Call Center Elite.

* An announcement to ask the supervisor if they wish to change the fallback state.

A minimum of three announcements are required, but you can add additional announcements to
improve the supervisor’s experience. You must record announcements before you use them in a
vector. For more information about recording announcements, see Avaya Aura® Communication
Manager Feature Description and Implementation.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to configure a gateway for announcements. Use the change media-gateway
n command.

2. Use the add announcement x command to configure announcements.
Example

The following Communication Manager display shows an example of configuring a gateway for
announcements.
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dizsplay media-gateway 1

MEDTLA GATEWAY 1
Type: gid50

Slot Hodule Type Iame D3P Type FUW/HW wersion

Vil MFE0 44 f
Vaa

Vo
e
V5
Ve
N

e Max 2urviwvable IF Ext: &
Van gateway—anhouncements  AMNN VMM

The following Communication Manager display shows an example of configuring three
announcements.

lizt anhnouncement

ANIMOUNCEMENTS/ AUDIC SOURCES
Lynnouncemsnt

Source Muam of
Extension Type Mame Pr/EBdS/Grp File=
217-19200 integrated Failbackl ooiva 1
317-1901 integrated ZSecond oolve 1
a17-1902 integrated Variablechangetol ooiva 1

Command successfully completed

Commatd
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Configuring a fallback global vector variable

Configuring a fallback global vector variable
About this task

This example solution uses two vectors to configure and control the fallback state of Avaya Aura®
Contact Center. The first vector allows a supervisor to dial a Communication Manager phone
number and change the value of a global vector variable. This first vector is used to configure the
value of a global vector variable. The second vector uses the value of this global vector variable to
control the fallback state of Avaya Aura® Contact Center.

If the value of this global vector variable is one, voice contacts intended for Avaya Aura® Contact
Center are routed to Avaya Aura® Contact Center. If the value of this vector variable is zero, voice
contacts intended for Avaya Aura® Contact Center are routed to Avaya Aura® Call Center Elite.

Assign any unused vector variable for use by the two fallback (configure and control) vectors. This
example uses vector variable A. This vector variable is initialized with a value of 1 indicating that
voice contacts intended for Avaya Aura® Contact Center are routed to Avaya Aura® Contact
Center.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to configure a global vector variable. Use the change wvariables command.

2. Change the Scope value of variable A to be global and assign it an initial value of 1.
Example

The following Communication Manager display shows vector variable A configured with a global
scope and an initial value of 1.
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VWARTABLE3 FOR VECTORS

Var Description Type Jocope Length 3tart Assignment WAC
U=zed for ALACC failowver collect & 1 1 1

W "o 3 ErEaHd@Da=Ee 0=

Configuring the fallback configuration vector

Before you begin

» Configure and assign a global vector variable. For more information about configuring a
global vector variable, see Configuring a fallback global vector variable on page 169.

» Configure three announcements. For more information about configuring announcements,
see Configuring the announcements on page 167.

About this task

This example solution uses two vectors to configure and control the fallback state of Avaya Aura®
Contact Center. This first vector is used to configure the value of the global vector variable. The
first vector allows a supervisor to dial a Communication Manager phone number and change the
value of a global vector variable.

If the value of this global vector variable is one, voice contacts intended for Avaya Aura® Contact
Center are routed to Avaya Aura® Contact Center. If the value of this vector variable is zero, voice
contacts intended for Avaya Aura® Contact Center are routed to Avaya Aura® Call Center Elite.

The following table illustrates the vector commands used by the fallback configuration vector. The
comment column is not part of the vector code, it is shown here to explain each vector step.
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Configuring the fallback configuration vector

Step

Command

Comment

01

wait-time

secs hearing ringback

Give ringback.

02

goto step

if A=1

If the global vector variable A is initially set to
one, use an announcement to inform the
supervisor that vector variable A has a value of
one and Avaya Aura® Contact Center CDN
calls are routing normally.

03

goto step

16

ifA=0

If the global vector variable A is initially set to
zero, use an announcement to inform the
supervisor that vector variable A has a value of
zero and Avaya Aura® Contact Center CDN
calls are routing to Elite.

04

collect

digits after announcement
3171902 for none

Use an announcement to ask the supervisor to
enter a digit value to change the vector
variable. The collected digit is stored in “digits”.

05

goto step

if A=1

If the global vector variable A changes value to
one, use an announcement to inform the
supervisor that vector variable A has a value of
one and Avaya Aura® Contact Center CDN
calls are routing normally.

06

goto step

1

ifA=0

If the global vector variable A changes value to
zero, use an announcement to inform the
supervisor that vector variable A has a value of
zero and Avaya Aura® Contact Center CDN
calls are routing to Elite.

07

goto step

if unconditionally

Main loop, wait for supervisor to enter digit.

08

stop

09

set

A = digits CATL 1

Concatenate on the left, set A equal the value
of the above collected digit + 1.

10

disconnect

after announcement
3171901

Use an announcement to inform the supervisor
that vector variable A has a value of one and
Avaya Aura® Contact Center CDN calls are
routing normally.

1

set

A = digits CATL 0

Concatenate on the left, set A equal the value
of the above collected digit + 0.

12

disconnect

after announcement
3171900

Use an announcement to inform the supervisor
that vector variable A has a value of zero and
Avaya Aura® Contact Center CDN calls are
routing to Elite.

13

announcem
ent

3171901

Tell the supervisor that A is set to one, normal
operation.

14

goto step

if unconditionally

Return to ask if the supervisor wants to change
this.

15

stop
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Step Command Comment
16 announcem 3171900 Tell the supervisor that A is set to zero, fallback
ent operation.
17 goto step 4 | if unconditionally Return to ask if the supervisor wants to change
this.
18 stop
Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 1 to be a fallback configuration vector. Use the change
vector n command.

For example, enter change vector 1.

2. Modify the vector steps and commands to use announcements and a supervisor digit input
to configure the value of a global vector variable A. This global vector variable A is used to
control the fallback state of Avaya Aura® Contact Center.

Example

The following Communication Manager display shows some of the commands for the example
fallback configuration vector, vector 1.

dizplay wector 1

CALL WVECTOR

Nuwkber: 1 ame: flv dialin
Multimedia? n Attendant Vectoring? n Heet-mwe Conf? n Lock? n
EBazic? v Enz? v 3V4 Enhanced? v ANI/II-Digits? v AZAT Bouting? v
Frompting? v LAT? v G3W4d Adv Route? vy CINFO? v BE3R? v Holiday=? v
Variahlez2? v 3.0 Enhanced? v
01 wait-time 2 zecs hearing ringback
02 goto step 13 if A = 1
03 gota s=tep 1a if &4 = o
04 collect 1 digits after announcement 3171202 for none
05 gotao s=tep =] if digits = 1
Ot goto step 11 if digits = o
07 goto step 4 if unconditionally
02 =top
o2 set & = digits CALTL 1
10 disconnect after announcemwsnt 3171901
11 set & = digits CALTL O
12 disconnect after announcemwsnt 3171200

Press 'Ezc £ o' for Vector Editing

The following Communication Manager display shows the remaining commands for the example
fallback configuration vector, vector 1.
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Configuring the fallback configuration Vector Directory Number

display wector 1

CALL VECTOR
13 announcement 3171901
14 goto step 4 if unconditionally
15 =top
16 announcemsent 3171200
17 goto step 4 if unconditionaslly
15 stop
ia
20
21
22
23
24
25
26
27
=25
29
30
31
32

Configuring the fallback configuration Vector Directory
Number

Before you begin

» Configure the fallback configuration vector. For more information, see Configuring the
fallback configuration vector on page 170.

About this task

Configure a Vector Directory Number (VDN) to access the fallback configuration vector. The
contact center supervisor dials this VDN to access the fallback configuration vector and change
the Avaya Aura® Contact Center fallback state.

This example solution uses a vector to configure the value of a global vector variable. This fallback
configuration vector allows a supervisor to dial a Communication Manager phone number and
change the value of a global vector variable. The value of this global vector variable is later used
to control the Avaya Aura® Contact Center fallback state, and reroute CDN calls if necessary.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 1 to be a fallback configuration vector. Use the change vdn n
command.
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For example, enter change vector 3171556.
2. Modify the Destination to be Vector Number 1.
Example

The following Communication Manager display shows Vector Directory Number 3171556. Calls to
this VDN 3171556 are routed to vector 1 for treatment and/or processing. In this example vector 1
is used to configure the Avaya Aura® Contact Center fallback state.

display wdn 3171556

VECTOR DIRECTORY NUMEER

Extension: 317-1556
Name*: VWWariasblelzsigrunent
Destination: Vector Number 1
Lttendant Vectoring? n
Meet-me Conferencing? n
Lllow VDN Cwerride? n
CoR: 1
TH*: 1
Measured: none

VDN of COrigin Anne. Extension®:
1=t 3kill¥*:
dnd 3kill*:
Jrd Skill*:

* Follows VDN Cwerride Bules

Configuring Feature Access Codes for Auto Alternate
Routing
About this task

Configure Feature Access Codes (FACs) to enable the Auto Alternate Routing (AAR) access code
“00” which is used by the fallback control vector. This FAC code is used with Auto Alternate
Routing to route customer calls to Avaya Aura® Contact Center. This example uses “00” , but you
can use any unused access code that meets your dial plan.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change the Feature Access Codes for AAR access. Use the change
feature-access-codes command.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 174
Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

Configuring the fallback control vector

2. Modify the Auto Alternate Routing (AAR) Access Code to be 00.
Example

The following Communication Manager display shows the Feature Access Codes with Auto
Alternate Routing (AAR) Access Code configured.

display

FEATURE ALCCE3IS CODE (FAac)
bhbhreviated Dialing Listl Access Code: %3589
Ihbreviated Dialing ListZ Accessz Code: 88
bhbhreviated Dialing List3 Access Code: #3537
Ibbhreviated Dial - Prom Group List Acceszs Code: %36
Announcement Aocess Code: ¥19
inswer Back ALocess Code:

| buto Alternate Routing (AAR) Access Code: *00 |

Luto Route 3Z3election [(AR3) - Aocess Code 1: 9 Looeszs Code 2
butomatic Callback Activation: Degactivation:

Call Forwarding Aotivation Busy/DA: All: Deactivation:
Call Forwarding Enhanced Itatus: Aot Deactivation:

Call Park ALccess Code:
Call Pickup Acceszsz Code:
CAZ Remote Hold/Ansver Hold-Tnhold Accesz Code:
CDR Account Code Leocess Code:
Change COR Access Code:
Change Coverage Aocesz Code:
Conditional Call Extend Actiwvation: Deactivation:
Contact Closure Open Code: Cloze Code:

Configuring the fallback control vector

Before you begin
» Configure and assign a global vector variable.
About this task

This example solution uses two vectors to configure and control the fallback state of Avaya Aura®
Contact Center. This second vector is used to control the Avaya Aura® Contact Center fallback
state.

If the value of the global vector variable A is one, this fallback control vector routes voice contacts
intended for Avaya Aura® Contact Center to an Avaya Aura® Contact Center CDN.

If the value of the global vector variable A is zero, this fallback control vector routes voice contacts
intended for Avaya Aura® Contact Center to an Avaya Aura® Call Center Elite VDN.

The following table illustrates the vector commands used by the fallback control vector. The
comment column is not part of the vector code, it is shown here to explain each vector step.
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Step Command Comment
01 wait-time secs hearing ringback Give ringback.
02 goto step ifA=0
03 route-to number *003174352 with If the value of the global vector variable A is
cov y if unconditionally one, route calls intended for Avaya Aura®
Contact Center to this Avaya Aura® Contact
Center CDN. The Avaya Aura® Contact Center
CDN 3174352 is accessed using FAC 00.
04 goto step if unconditionally
05 stop
06 route-to number 3171552 with cov | If the value of the global vector variable A is
y if unconditionally zero, route calls intended for Avaya Aura®
Contact Center to this Avaya Aura® Call Center
Elite VDN.
07 wait-time secs hearing silence
08 goto step if unconditionally
Procedure
1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 2 to be a fallback control vector. Use the change vector n
command.
For example, enter change vector 2.
2. Modify the vector steps and commands to use the value of the global vector variable A to
control the routing of Avaya Aura® Contact Center voice contacts.
Example

The following Communication Manager display shows the commands for the example fallback
control vector.
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Configuring the fallback control Vector Directory Number

display wector Z

CALLL VECTCR

MNurber: 2 Hame: Flwvr Z Elite 3k
Multiwedia? n Attendant Vectoring? n Meet-me Conf? n Lock™? n
Eazsic? v EAZ? v Z3V4 Enhanced? ¥ ANI/II-Digits? v LZAT Fouting? v
Frompting? v LAT? » G3V4 Acdv Boute? v CINFO? v E2R? v Holidays? v
Variablezs? v 3.0 Enhanced? v
01 wait-time 2 zecs hearing ringhack
02 goto s=tep & if & = il
03 route-to nutiber *O003174352 with cov ¥ 1if unconditionally
04 goto step 2 if unconditionslly
05 stop
08 route-to nunkber 3171552 with cov v if unconditionally
07 wait-time z2 zess hearing silence
0% goto step & if unconditionslly
uj=]
10
11
1=

FPresz 'Ezc £ &' for Vector Editing

Configuring the fallback control Vector Directory Number

Before you begin

 Configure the fallback control vector. For more information, see Configuring the fallback
control vector on page 175.

About this task

Configure a Vector Directory Number (VDN) to access the fallback control vector. All calls
intended for Avaya Aura® Contact Center are routed through this VDN and onto the associated
control vector, Vector 2.

This second vector is used to control the Avaya Aura® Contact Center fallback state. If the value of
the global vector variable A is one, this fallback control vector routes voice contacts intended for
Avaya Aura® Contact Center to an Avaya Aura® Contact Center CDN. If the value of the global
vector variable A is zero, this fallback control vector routes voice contacts intended for Avaya
Aura® Contact Center to an Avaya Aura® Call Center Elite VDN.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 2 to be a fallback control vector. Use the change vdn n
command.
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For example, enter change vdn 3171554.
2. Modify the Destination to be Vector Number 2.
Example

The following Communication Manager display shows Vector Directory Number 3171554. Calls to
this VDN 3171554 are routed to Vector 2 for treatment and/or processing.

dizsplay wdn 3171554

VECTOR DIRECTORY NUMEEE

Extension: 317-1554
Namwme*: Failowver
Destination: Vector Number z
Attendant Vectoring? n
Heet-me Conferencing? n
bllow VDN Crrerride? n
COR: 1
TH*: 1
Mea=zured: none

VDN of Origin Annc. Extension®:
1=t Skill*:
Z2nd Skill*:
drd Skill*:

* Follows VDI Crrerride Bules

Configuring an Elite fallback vector
About this task

Configure a vector to route calls to an Elite skill. The vector in this example routes all incoming
calls to skill 1.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 3 to be a fallback configuration vector. Use the change
vector n command.

For example, enter change vector 3.

2. Modify the vector steps and commands to route all incoming calls to skill 1.
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Configuring an Elite fallback Vector Directory Number

Example

The following Communication Manager display shows the commands for the example Elite
fallback vector.

display wector 3

CALL WVEZTOR

Hurber: 3 Hame: cecwectorl
Multimedia™? n Attendant Vectoring? n Heet-me Conf? n Lock? n
Eazic? vy Eaz? v 3V4 Enhanced? v ANI/II-Digit=s? v AZAT Fouting? v
Frompting? v LaT? w G3WV4Ed Adv Route? v CINFO? BE2R? v Holidays? v
Variahle=s? v 3.0 Enhanced? ¥
01 wait-time = zecz hearing ringbhack
02 gueus—-to =kill 1 pri m
03 goto step 2 if unconditionally
04
o5
o0&
o7
os
uj=]
10
11
1=z

Frezzs 'Ezc £ &' for Vector Editing

Configuring an Elite fallback Vector Directory Number

Before you begin

» Configure the Elite fallback vector. For more information, see Configuring an Elite fallback
vector on page 178.

About this task

Configure a Vector Directory Number (VDN) to access the Elite fallback vector. If the value of the
global vector variable A is zero, Vector 2 routes voice contacts intended for Avaya Aura® Contact
Center to this Avaya Aura® Call Center Elite VDN. This VDN then routes the calls to Vector 3.

Procedure

1. On the Avaya Aura® Communication Manager, use the System Access Terminal (SAT)
interface to change Vector 3 to be a fallback control vector. Use the change vdn n
command.

For example, enter change vdn 3171552.
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Fallback to Avaya Aura® Call Center Elite skill configuration

2. Modify the Destination to be Vector Number 3.
Example

The following Communication Manager display shows Vector Directory Number 3171552. Calls to
this VDN 3171552 are routed to Vector 3 for treatment and/or processing.

display wdn 3171552

VECTOR DIERECTORY INUMEEE

Exten=sion: 317-155Z2
Hame*: cecil?1552wdn
Destination: Vector Number 3
Attendant Vectoring? n
Meet-me Conferencing? n
Allow WDN Cwerride? n
COR: 6
TH*: 1
Measured: none

DM of Origin Anne. Extension™:
1=t 3kill™*:
Znd Skill*:
Jrd Skill®:

* Follows VDN Crverride Bules
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Chapter 12: Coverage Path configuration

Avaya Aura® Contact Center supports a limited configuration of Coverage Path to allow agent
stations to have voice message boxes on a Communication Manager PABX. This configuration
applies only to Avaya voice messaging systems connected to Communication Manager using the
SIP protocol. Avaya Aura® Contact Center does not support Avaya voice messaging systems using
other protocols, such as QSIG, or third-party voice mail systems.

Functionality Supported

This solution supports the following voice messaging platforms and configurations (only with SIP
integration to Communication Manager using Session Manager):

* Modular Messaging 5.2
« Avaya Aura® Messaging
+ Communication Manager Messaging
* Avaya IX Messaging
This solution supports only:
* a single coverage path configured on the agent’s station

+ a Coverage Path Group configured with a single coverage point to a voice mail Hunt Group
(i.e., the Hunt Group has only one entry, the entry for the voice messaging system)

+ coverage for Busy & Don’t Answer for calls directly to the agent's DN
Functionality Not Supported
This solution does not support:
» third party voice mail messaging platforms
* QSIG integrations between Communication Manager and the voice messaging system

» Coverage Path for calls routed with the “QUEUE TO SKILLSET” and “QUEUE TO AGENT”
commands — Avaya Aura® Contact Center must always maintain control of these calls and
reroute to the next available agent

+ the following Coverage Path functionality:
- DND / SAC (Send All Calls)/Go to Cover keys
- multiple coverage points

- coverage points other than voice messaging Hunt Group
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Coverage Path configuration

° Note:

Agent stations must not cover back to Avaya Aura® Contact Center. This configuration is
not supported and if configured, it adversely impacts the operation of the contact center.
This scenario is handled by Avaya Aura® Contact Center without the need for
Communication Manager configuration.

Avaya Aura® Contact Center Call Presentation Class configuration

When you configure the Coverage Path Group on the Communication Manager, the Number of
Rings setting for Don’t Answer? must be greater than the agent’s Avaya Aura® Contact Center Call
Presentation Class Return to Queue or Call Force Delay timer. This ensures that Avaya Aura®
Contact Center maintains control of a customer call which it has queued to an agent who does not
answer the call for any reason. If there are other agents available in the skillset who can handle the
customer call, it is better for Avaya Aura® Contact Center to re-queue the call to a different agent
than for that call to go to the first agent’s voice mail. This also ensures that the customer call does
not go to an agent's voice mail before the call has been force answered.

The following table illustrates each Number of Rings setting for Don’t Answer?, and the

corresponding value you must configure for your Call Presentation Class Return to Queue or Call
Force Delay timer.

Number of Rings setting for Don’t AACC Call Presentation Class Return to Queue/Call Force
answer? Delay timer (in seconds)

1 RTQ or CFD timer equal to or less than 5

2 RTQ or CFD timer equal to or less than 10

3 RTQ or CFD timer equal to or less than 15

4 RTQ or CFD timer equal to or less than 20

5 RTQ or CFD timer equal to or less than 25

© Note:

The Number of Rings setting is country specific and can vary depending on your location. The
example values included in the table above were calculated using the default Communication
Manager values.

Configuring the Hunt Group

Before you begin

Add a Communication Manager Hunt Group. For more information, see Adding a Hunt Group on
page 130.

About this task

Configure a Hunt Group to use the voice mail number.
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Configuring the Coverage Path Group

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface change
hunt-group command to configure the Hunt Group.

display hunt-group 4

HUNT GROUFP

Group Number: 4 LCD? n
Group Name: msgserver Jueue? n
Group Extension: 19998 Vector? n

Group Type: ucd-mia Coverage FPath:

TH: 1 Night Service Destination:
COR: 1 MM Early Answer? n
Security Code: Local Agent Preference? n

ISDN/SIP Caller Displavy:

2. Configure the Hunt Group to use the voice mail number, for example 32000.

display hunt-group 4

HUNT GROUP

Message Center: sip-adijunct

Woice Mail Nuwmber Volce Mail Handle Fouting Digits
(e.d., AARSARS Access Code)
32000 T 1411

In this example of Hunt Group 4, 32000 is a number that the Communication Manager dial
plan routes to Session Manager, which routes it to Communication Manager Messaging
(CMM).

Configuring the Coverage Path Group

Before you begin

Configure the Hunt Group. See Configuring the Hunt Group on page 182.
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About this task
Configure a Coverage Path Group with a single coverage point.
Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface add
coverage path command to add a new Coverage Path Group.

2. Set the value of Point1 to h4, the Hunt Group that routes calls to the voice mail system.
See Configuring the Hunt Group on page 182.

3. Set the value of the Number of Rings setting for Don’t Answer?.

0 Important:

The Number of Rings setting for Don’t Answer? must be greater than the agent’s
Avaya Aura® Contact Center Call Presentation Class Return to Queue or Call Force
Delay timer.

Example

Example of configuring the Coverage Path Group.

display coverage path 1

COVERLGE PATH
Coverage Path Number: 1
Cvg Enabled for VDN Route-To Party? n Hunt after Coverage? n

HNext Path Number: Linkage

COVERAGE CRITERIA

Station/Group Status Inside Call outside Call
Aotive? n I
Bu=y? v ¥
Ibon't Answer? y K Number of Rings: 2|
8117 n I
DND/SAC/ Goto Cover? v i
Holiday Coverage? n I

COVERAGE FPOINTS
Terminate to Coverage Pts. with Bridged Appearances? n

Fointl: h4 Eng: Fointz:
Point3: Fointd:
Pointh: Foint6:
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Configuring the agent station

Configuring the agent station

Before you begin
» Create an agent extension. See Creating the agent extensions on page 58.

» Configure the Coverage Path Group. See Configuring the Coverage Path Group on
page 183.

About this task
Configure the agent station with a single coverage path.

Procedure

1. Use the Communication Manager — System Access Terminal (SAT) interface change
station command to configure the agent station.

2. Set the coverage path to the Coverage Path group configured previously.
3. Ensure the Message Lamp ext setting equals the agent’s station number.
Example

Example of configuring the agent station.

di=splay station 15050

STATION
Extension: 15050 Lock Messages? n BECC: 0O
Type: 9640 SJecurity Code: 12345678 TH: 1
Fort: 301095 Coverage Path 1: 1 | COR: 1
Name: SM_Super Coverage Path 2: co3: 1

Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:

Lo=zs Group: 19 Perszonalized Ringing Pattern: 1
|Hessage Lamp Ext: 15050
Speakerphone: Z-way Mute Button Enshled? vy
Display Language: english Button Modules: 0O
Survivable GE Node Neams:
Jurwvivabhle COR: internal Medis Complex Ext:
Survivable Trunk Dest? v IP SoftPhone? vy

IP Video Softphone? n
Short/Prefixed Registration Allowed: default

Customizable Labels? vy
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Configuring the agent mailbox
About this task

Configure the agent's mailbox for voice messaging.

Procedure
Configure the agent’s mailbox in the normal way, referencing the relevant voice messaging system
documentation.
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Chapter 13: SIP Endpoints configuration

This section describes how to configure SIP users and how to automatically generate the
corresponding SIP stations on the Avaya Aura® Communication Manager.

Session Manager is managed using Avaya Aura® System Manager. Communication Manager is
administered using System Access Terminal (SAT).

Avaya Aura® Contact Center supports Communication Manager stations (phones) with a maximum
of three Call Appearance lines per agent station.

Creating a new SIP User
About this task

Create a new SIP User, register it with one or more Session Manager, and automatically generate
the corresponding SIP station on the primary Communication Manager.

Procedure

1.

N o o~ DN

10.

On the System Manager console, under Users, click User Management.
Click Manage Users in the left navigation pane.

On the User Management page, click New.

On the Identity tab, in the Last Name box, type the last name of the user.
In the First Name box, type the first name of the user.

In the Description box, type a short description of the user.

In the Login Name box, type a unique system login name for user.

For SIP sets type a unique name@domain.com using the appropriate SIP domain in
Session Manager. This name is used to create the user's primary handle.

From the Authentication Type list, select Basic.
In the Password box, type the password.

The password must start with a letter character. Type the password to be used to log into
the System Manager application.

In the Confirm Password box, retype the password.
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11. In the Localized Display Name box, type the localized display name of the user.

12. In the Endpoint Display Name box, type the full text name of the user represented in
ASCII.
This supports displays that cannot handle localized text.

13. On the Communication Profile tab, in the Communication Profile Password box, type
the Communication profile password.
The password must be all numeric characters. This user uses this password to log on to
the phone. Remember this password, it is used later for the Endpoint Profile Security code.

14. In the Confirm Password box, retype the password.

15. On the Communication Profile tab, in the Communication Address section, click New.

16. From the Type list, select Avaya SIP.

17. In the Fully Qualified Address box, type the full extension number of the SIP phone.

18. From the list following the @ sign, select the appropriate domain.

19. Click Add.

20. Select the check box to the left of the entry you just added.

21. Click New.

22. From the Type list, select Avaya E.164.

23. In the Fully Qualified Address box, type the private handle.

24. From the list following the @ sign, select the appropriate domain.

25. Click Add.

26. Select the check the box to the left of Session Manager Profile.
The Session Manager Profile section is displayed.

27. From the Primary Session Manager list, Select the Session Manager instance to be used
as the home server for the currently displayed Communication Profile.
As a home server, the selected primary Session Manager instance is used as the default
access point for connecting devices associated with the Communication Profile to the
Aura® network.

28. From the Secondary Session Manager list, select the appropriate Session Manager
instance to be used as the backup server.
If a secondary Session Manager instance is selected, this Session Manager provides
continued service to SIP devices associated with this Communication Profile in the event
that the primary Session Manager is not available.

29. From the Origination Application Sequence list, select the appropriate application
sequence name that is used when calls are routed from this user. A selection is optional.
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30.

31.

32.

33.

34.

35.
36.
37.
38.

39.
40.

41.

Creating a new SIP User

° Note:

If both an origination and a termination application sequence are specified and each
contains a Communication Manager application, the Communication Manager must be
the same in both sequences.

From the Termination Application Sequence list, select the appropriate application
sequence name used when calls are routed to this user from the drop-down menu.

From the Survivability Server list, select the entity to be used for survivability.

For a Survivable Remote Session Manager, select the Survivable Remote Session
Manager SIP Entity.

From the Home Location list, select the Communication Manager server SIP Entity to be
used as the home location for call routing for this user.

Select the check the box to the left of Endpoint Profile.
The Endpoint Profile section is displayed.

From the System list, select the Communication Manager server on which you need to
add the endpoint.

From the Profile Type list, select Endpoint.
Clear the Use Existing Endpoints check box.
In the Extension box, type the extension for the endpoint on the Communication Manager.

From the Template list, select the template (system defined or user defined) you want to
associate with the endpoint.

Select the template based on the set type you want to add. For a Session Manager server,
use the SIP version of the template (for example, DEFAULT_9640SIP_CM_6_0).

In the Port box, type the relevant port number for the set type you select.

Select the Delete Endpoint on Unassign of Endpoint from User or Delete User check
box.

Click Commit.

Procedure job aid

Use Avaya Aura® System Manager to create a new user. System Manager registers this user with
one or more Session Managers and automatically generates the User's station on the Avaya
Aura® Communication Manager.
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SIP Endpoints configuration

User Management 1
Manage Users Help?
Public Contacts -
New User Profile

Shared Addresses

System Presence ACLs % *
Identity Communication Profile Membership Contacts

Identity =
* Last Name: John
* First Name: [oe
Middle Name:

Description: fgent

* Login Mame: doegjchn
= Authentication Type: Basic W
# Password: esssss
* Confirm Password: ssssss
Localized Display Name: [ohn

Endpoint Display Mame: [Jchn

Figure 26: Example of adding a new User in System Manager

Verifying a SIP User using System Manager
About this task

Verify a SIP User is registered with one or more Session Managers using Avaya Aura® System
Manager.

Procedure

1. On the System Manager console, under Elements, select Session Manager > System
Status > User Registrations.

2. In the table, click on Show in the row containing the Address or Login Name of the user.

3. Verify that the information in the Registration Detail record is correct.
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Verifying a SIP User station on Communication Manager
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i Figgaaf il b
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Procedure job aid
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Figure 27: Example of verifying the user is registered with a Session Manager
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Verifying a SIP User station on Communication Manager

About this task

Verify a SIP User station is configured on the Communication Manager using the System Access
Terminal (SAT). Use the SAT utility to verify the station information entered using System Manager
was correctly added to the Communication Manager. Use the SAT utility to verify the third-party
call control (3PCC) and off-pbx-telephone station mapping details.

Procedure

1.

Using SAT, enter display station xxxxx, where xxxxx is the phone extension of the user.

2. Verify that the station Type is set to SIP, for example 9640SIP.
3. Go to page 6 of the station form.

4,
5

. Enter display off-pbx-telephone stationmapping xxxxx, where xxxxx is the phone

Verify that SIP Trunk is set to aar.

extension of the user.

6. Verify that Type of 3PCC Enabled is set to Avaya.

7. Verify that Trunk Selection for the phone extension is aar.

September 2021

. Verify that the station has a maximum of three Call Appearance lines.
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Procedure job aid

display stcation

Extension: 22000
Type: 964031IP
Port: 500026
Name: Labi Sip setl
STATION OPTIONS

Loas Group:

Display Language:

Survivable COR:

139

english

internal

Survivable Trunk Dest? vy

Facps 1 of

STATION

Lock Hessages? n

Security Code: 12345678
Coverage Path 1:
Coverage Path 2:
Hunt-to Station:

Time of Day Lock Table:
HNessage Lamp Ext: 22000

Button MHodules: 0O

IP SoftFPhone? n

IF Video? n

BCC:

COR:
cos:

=

Figure 28: Example of verifying the user station on Communication Manager
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Chapter 14: Video feature configuration

AACC can handle video contact types. If you want video contacts routed to Contact Center agents,
you must create a video route point, add video skillsets, and assign the video contact type and video
skillsets to agents. Contact Center treats and routes video contacts using the same methods as it
uses to route voice contacts. Video contacts are reported on in both real-time and historical reports.

The Avaya Aura® Web Gateway WebRTC client is used to route video contacts, through the SM, in
the Avaya Aura® Contact Center solution. Contact Center routes the contacts to a video agent using
a supported SIP video endpoint. See SIP Endpoints configuration on page 187.

© Note:

To support video feature, it is required that you use Avaya Aura® Web Gateway version 3.3 or
later.

Contact Center supports using Avaya Workplace Client or Avaya Van:tn?gem as a video endpoint. You
can view video calls using Avaya Workplace Client or Avaya Vantage *, however you must use
Avaya Agent Desktop for call control actions.

You can record the audio part of video call using DMCC call recording.

Use the CM portal to check if the video feature licensing is enabled.

Configuring Video Media Processor in AAMS
About this task

Use this procedure to configure Video Media Processor in Avaya Aura® Media Server Element
Manager and enable video contacts for your Contact Center.

Procedure

1. In Avaya Aura® Media Server Element Manager, on the left panel, click System
Configuration.

Click Server Profile.

Click General Settings.

Under Server Functions, select the Video Media Processor checkbox.
Click Save.

a & DN

Restart the server for changes to take effect.
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Configuring codec settings for Video
About this task

Use the Communication Manager System Access Terminal (SAT) interface to configure the ip-
codec-set for video.

Procedure

1. Log on to Communication Manager to gain access to the Communication Manager
administration interface. See Logging on to Communication Manager on page 34.

2. In SAT, use the change ip-codec-set command.

3. On the IP Media Parameters screen, page 1, add the G.722.1-32K codec.

display ip—codec-set 1

IP MEDIA PARMBMETERS
Codec Set: 1

Budio Silence Frames Packet
Codec Suppression Per Pkt Size (ms)
G.711MO n & il
G.72940 n & il
G.722.1-32K 1 20

=1 oo L R

4. Move to the page 2 of the IP Media Parameters screen.
5. In the Maximum Call Rate for Direct-IP Multimedia field, set the value to 1920 Kbits.
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Changing IP network region for Video

6. In the Maximum Call Rate for Priority Direct IP-Multimedia, set the value to 1920 Kbits.

display ip-codec—set 1

IF MEDIZA PARARMETERS

L4l1low Direct-IP Multimedia? v
Maximum Call Rate for Direct-IF Multimedia: 1920:Ebics
Maximum Call Rate for Priority Direct-IP Multimedia: 1920:Ebits

Redun- Packet
Mode dancy S5ize (ms)
Fox relay 1]
Modem off 1]
TDD/TTY us 3
H.323 Clear-channel n 1]
S5IP 64K Data n 4] 20

Media Connection IP Address Type Preferences
1: IFv4

P

Changing IP network region for Video
About this task

Use the Communication Manager System Access Terminal (SAT) interface to configure the ip-
network-region for video.

Procedure

1. Log on to Communication Manager to gain access to the Communication Manager
administration interface. See Logging on to Communication Manager on page 34.

2. In SAT, use the change ip-network-region command.
3. In the Location field, type 1.

4. In the Authoritative Domain field, type your SIP domain name.
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5. In the Name To field, type Customer.

display ip-network-region 1

IF HETWORE REGICH

Region: 1 HR Group: 1
Location: 1 Authoritative Domain: sipccgal.com
Hame: To Customer Stub Network Region: n
MEDIA PARARMETERS Intra-region IP-IP Direct Audio: yes
Codec Set: 1 Inter-region IP-IP Direct Audio: yes
UDP Port Mim: 2048 IP Audio Hairpinning? n

UDF Port Max: 3329
DIFFSERV/TOS PARRMETERS
Call Control PHB Value: 46
Audio PHB Value: 46
Video PHB Value: 26
802.1P/Q PARAMETERS
Call Control 802.1p Priority: &
Audio 802.1p Priority: &
Video 802.1p Priority: & LUDIO RESOURCE RESERVATION PARLRMETERS
H.323 IP ENDPOINTS ESVE Enabled? n
H.323 Link Bounce Recovery? vy
Idle Traffic Interval (=sec): 2
Feep—-Alive Interval (=sec): 3
Feep-Alive Count: 5

Q

6. In the Intra-region IP-IP Direct Audio field, type yes.
7. In the Inter-region IP-IP Direct Audio field, type yes.
8. On the page 3, set the value of H.323 SECURITY PROFILES to any-auth.

di=splay ip-network-region 1

IF HETWOEREE REGIOH

IHNTER-GATEWAY ALTERWNATE ROUTING / DIAL PLAN TRANSPARENCY
Incoming LDN Extension:

Conversion To Full Public Humber - Delete: In=sert:
Maximum Humber of Trunks to Use for IGAR:

Dial Plan Transparency in Surviwvable Mode? n

BACEUP SERVERS (IN PRICRITY CRDER) H.323 SECURITY PROCFILES

1 1 any—-auth

2 2

3 3

4 4

5

& Allow S5IP URI Conversion? y

ITCE SIGHRLING LINE ESTAELISHMENT FCER AVAYR H.323 ENDPOINIS
Hear End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
HNear End TCP Port Max: 61444
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Updating signaling group for Video

Updating signaling group for Video
About this task

Use the Communication Manager System Access Terminal (SAT) interface to configure the
signaling-group for video. The signaling group is already preset for the SM67.

Procedure

1. Log on to Communication Manager to gain access to the Communication Manager
administration interface. See Logging on to Communication Manager on page 34.

In SAT, use the change signaling—-group command.

On the Signaling group screen, page 1, in the Priority Video field, type y.
In the IP Video field, type y.

In the Initial IP-IP Direct Media? field, type y.

o &~ W DN

display signaling-group &7

SIGHALING GROUP
Group Humber: &7 Group Tvpe: =ip
IMS Enabled? n Transport Method: tls
Q-5IP? n
IP Video? ¥ Priority Video? y Enforce 5IPS URI for SRIF? n
Peer Detection Enabled? y Peer Server: SM Clustered? n
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Humbers? y
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? n
IBlert Incoming SIP Crisis Calls? n
Hear-end Hode Name: procr Far-end Hode Name: smé&7
Hear-end Listen Port: 5061 Far-end Listen Port: 5061
Far-end Network Region: 1
Far-end Domain: sipccgal.com
BEvpass If IP Threshold Exceeded? n
Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort HNoise? n
DTMF owver IP: rtp-payload Direct IP-IP Audic Connections? vy
Session Establishment Timer (min): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? vy
H.323 S5tation Outgoing Direct Media? n Llternate Route Timer(sec): &
Updating station configuration for Video
About this task
Use the Communication Manager System Access Terminal (SAT) interface to update the station
configuration for video.
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Video feature configuration

Procedure

1. Log on to Communication Manager to gain access to the Communication Manager
administration interface. See Logging on to Communication Manager on page 34.

2. In SAT, use the change station command.

3. On the Station screen, page 1, in the IP Video field, type y.

display station 8142280 Page 1 of
STATION
Extension: 8514-2280 Lock Messages? n BCC: M
Type: 96505IF Security Code: 12345678 TH: 1
Port: 500266 Coverage Path 1: COR: 1
Hame: 85142280, 8142280 Coverage Path 2: Cos5: 1
Unicode Name? y Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19
Message Lamp Ext: 814-2280
Display Language: english Button Modules: 0O
Survivable CCR: internal
Survivable Trunk Dest? y IP SoftPhone? n
IF Video? vy
Verifying the video feature licensing
About this task
Use this procedure to verify licensing of the video feature.
Procedure
1. Log on to Communication Manager to gain access to the Communication Manager
administration interface. See Logging on to Communication Manager on page 34.
2. Click Licensing.
3. Click Feature Administration.
4. Check if the following features are enabled:
* ARS/AAR Dialing without FAC
* Multimedia IP SIP Trunking
» Media Encryption Over IP
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Configuring AE Services

When enabled, the value is set to Y.

Configuring AE Services
About this task

Use this procedure to configure AE Services.
Procedure
1. Log on to the AES management console.
2. In the left pane, click AE Services.
3. Select TSAPI > TSAPI Links.
4. Perform one of the following actions:
* Click Add Link to add the ASAI Link version 10.
* Click Edit Link to updated the existing ASAI Link to the version 10,
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Chapter 15: SRTP configuration

Avaya Aura® Contact Center (AACC) supports implementing Secure Real-Time Transport Protocol
(SRTP) for voice contacts within the contact center.

Secure Real-Time Transport Protocol (SRTP) is an extension to the Real-time Transport Protocl
(RTP) to support secure real-time communications. The primary use of SRTP is to encrypt and
authenticate voice over IP (VOIP) on the network.

Before implementing SRTP in Contact Center, you must have TLS on the following links:

+ Communication Manager to Session Manager

» Agent telephones to Communication Manager

» Session Manager to Contact Center

» Contact Center to Application Enablement Services
« Contact Center to Avaya Aura® Media Server

To provide SRTP for routed Contact Center voice calls, you must configure SRTP on the following
links:

» Agent telephones to Communication Manager
+ Agent telephones to Avaya Aura® Media Server
* DMCC interface from Communication Manager to Avaya Contact Recorder (if used)

This chapter describes how to configure SRTP on the necessary Unified Communications platform
and Contact Center components. You must also configure SRTP on Avaya Aura® Media Server. For
more information on how to configure SRTP on Avaya Aura® Media Server, see Avaya Aura®
Contact Center Commissioning for Avaya Aura® Unified Communications.

If your Contact Center agents use the Agent Desktop embedded softphone, you must configure the
Media Encryption settings on the Group Policy administrative template. For more information, see
Deploying Avaya Aura® Contact Center DVD for Avaya Aura® Unified Communications.

Prerequisites
« Ensure your Avaya Aura® Contact Center is licensed for TLS SRTP Signaling and Media
Encryption.

* TLS is a licensed feature on Communication Manager. Check that you have a
Communication Manager license for TLS.
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Enabling TLS between agent stations and Communication Manager

Enabling TLS between agent stations and Communication
Manager

Before you begin

« If you are not using AACC default certificates to set up SRTP, apply the signed certificates to
Communication Manager. For more information on generating and applying signed
certificates, see the Communication Manager documentation at http://support.avaya.com.

About this task

Follow this procedure to enable TLS on the Communication Manager agent stations.

Procedure
1. Start Internet Explorer.
In the Internet Explorer address box, type http://<Utility Server IP address>.
On the Utility Server Web console, click Utilities.
Click Utility Admin.
Enter your Utility Server user name.
Click Logon.

Enter your Utility Server password.

© N o g ke DN

Click Logon.
The system displays the Utility Server Utility Admin menu.
9. From the left navigation menu, select IP Phone Settings Editor.
10. Click Proceed with selected values.
11. For your Contact Center phone types, set SIPSIGNAL to 2 — TLS over TCP.

Example

Enabling Transport Layer Security (TLS) on agent extensions with 9640 phones.

AVAYA S e

Help Log Off Administration  Utilibes

Ureilicias / Uility Sdmin This Server: HCAPDCZCHMSPUR

Commen I -

Lagal Netice — Hota: This paramater iz supperted on 36 SIP Relesses —
Miscallansous |

Ping Host 0. 2.0, 2.2 and 16CC kalaphonas anly. Far SIP

:F-'E-:ln'":-st -

o releases 2.4.1 and later. this paramater i5 ignered and

Wplead Files
1P Phans Tosls sguivalant functionality is supported wusing S1P_CONTROLLER_LIST.

IP Fhane Backup and Rastors Haase see S[IE CONTROLLER LIST paramataer for datails.

1P Phana Custaem Fils Uplaad i

[+ SIPSIGNAL 2 - TLS cver TCP W

Cisplay Stations —

Displiy Sarvar Firmmiie

Managa Phona Firmwars ~ .

Schedule Phane File Dovwnload Secure SIF port

Conhiguré CM Lagia - - - —
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SRTP configuration

Next steps

These changes do not take effect until the telephones reboot. During a scheduled maintenance or
out of hours window, use the force reboot command to ensure the phones reboot.

Enabling SRTP on SIP endpoints

About this task

Follow this procedure to enable SIP deskphones for SRTP. You can select up to two of the
following supported media encryption settings:

* 1 aescm128-hmac80
« 2 aescm128-hmac32
* 9 none

If you want to allow for best-effort connections, ensure you select 9 (none). If you select 9 (none),
then agent sets can communicate with other components that do not support SRTP, by
implementing RTP for the session.

If you want to enforce security, do not select 9 (none). In this case agent sets can communicate
only with other components that support SRTP.

Procedure
1. Start Internet Explorer.
In the Internet Explorer address box, type http://<Utility Server IP address>.
On the Utility Server Web console, click Utilities.
Click Utility Admin.
Enter your Utility Server user name.
Click Logon.

Enter your Utility Server password.

© N o g bk~ w Db

Click Logon.
The system displays the Utility Server Utility Admin menu.
9. From the left navigation menu, select IP Phone Settings Editor.
10. Click Proceed with selected values.
11. For your Contact Center phone types, select MEDIAENCRYPTION.
12. Set up to two of the following:
* 1 aescm128-hmac80
+ 2 aescm128-hmac32

* 9 none
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Enabling SRTP on Communication Manager

Communication Manager supports only the values 1, 2, and 9.
Next steps

These changes do not take effect until the telephones reboot. During a scheduled maintenance or
out of hours window, use the force reboot command to ensure the phones reboot.

Enabling SRTP on Communication Manager

About this task

Follow this procedure to configure Communication Manager to support SRTP requests. You must
configure encryption on each of the codecs on the Communication Manager to match the
configuration you applied for the SIP endpoints in Utility Server. The encryption settings in SAT
use the descriptions, rather than the equivalent Utility Server IP Phone Settings Editor numerical
values, for the SRTP settings, as follows:

* “1-srtp-aescm128-hmac80” in SAT equates to “1” in the IP Phone Settings Editor.
» “2-srtp-aescm128-hmac32” in SAT equates to “2” in the IP Phone Settings Editor.
* “none” in SAT equates to “9” in the IP Phone Settings Editor.

Communication Manager supports a maximum of two settings, and must match the settings for
SIP endpoints in the Server Utility IP Phone Settings Editor.

You must also configure system parameters settings on the Communication Manager.
Procedure

1. Open a SAT terminal to Communication Manager.

2. In SAT, change the ip-codec-set.

3. For each IP Codec, under Media Encryption, set the same encryption values you
configured for the SIP endpoints:

* 1-srtp-aescm128-hmac80 (1)
* 2-srtp-aescm128-hmac32 (2)
* none (9)

4. Use the change system-parameters features command to ensure the following
parameter is set to y.

« Initial INVITE with SDP for secure calls?
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SRTP configuration

Example

display ip-cod

IF Codec Set

Codec Set: 1

hudio Silence Frames Packet
Codec Suppreasion Per Pkt Size(m3)
G.711HU I 2 20
G.T7114 n 2 20
x.729 4] 2 20

=) & LN Wb G B

Media Encryption
1: l=-srcp-aescml&-hmacs0
none

3]

FEATURE-RELATED SYSTEM PARAMETERS

IPF PARAMETERS
Direct IP-IP Audio Connections? y

IP Audio Hairvinnino? n

Synchronization over IP?

IInitial INVITE with SDP for secure calls?

SIP Endpoint Managed Tranafer?

=] Ly oS
R

Expand ISODN Humbhers to Internacional for 1NCES? n
CALL PICKUP
Maximum Number of Digits for Directed Group Call Pickup: 2
Call Pickup on Intercom Calls? y Call Pickup Alerting? n
Temporary Bridged Appearance on Call Pickup? ¥ Directed Call Pickup? n
Extended Group Call Pickup: none
Enhanced Call Pickup Alerting? n

Diaplay Information With Bridged Call? n
Eeep Bridged Information on Multiline Display=s During Calls? n
PIN Checking for Private Calls? n
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Enabling TLS on Communication Manager

Enabling TLS on Communication Manager

Before you begin

* TLS is a licensed feature on Communication Manager. Check that you have a
Communication Manager license for TLS.

About this task
Follow this procedure to enable TLS on Communication Manager.
Procedure

1. Start Internet Explorer.

2. In the Internet Explorer address box, type http://[<Communication Manager Server IP
address>.

Enter your Communication Manager user name.
Click Logon.

Enter your Communication Manager password.

2B .

Click Logon.

The System Management Interface appears.

™

Click Administration > Licensing.

8. Click Feature Administration.

9. Select Current Settings and click Display.
10. Set Media Encryption over IP? to On.
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SRTP configuration

AVAVA Avaya Aura™ Communication Manager (CM)
System Hanagement Interface (SMI)
This Sarear: vl
- 30 | om0 orF [Extended Cvg/Frd Adenin? FEAT_NCOW_ADMIN Motes =]
Licafis Stitui
I 31 | oy (T e |[External Davies Alarm Adman? FEAT_EXTALM Yetes
32 | 7 an * ppp |Five Port Metwerks b Par MOZ?H FEAT_Phibidx Yereg
33 | a7 ppw |Maxible Billing? FEAT_Fil tigiey
34 | ¥ a7 sgw |Rorced ntry of Amount Codes? FlAT_Fila Ngien
35 | g ger [Globel Call Classfication? FRAT_GCC =il ]
36 | .;mln ofE Hospitality (Basic)? FEAT_HM Holey
37 | on e oE Hospitality (GIVE Enhancemants) ™ FEAT_WIH_ENM Holes
38 | on 7 cep [150N Feature Plus? FEAT_FP_ISDN Notes
39| & ol e oFF |ISDRTSIP Network Call RedirectionT FEAT_WCR_[SOM Heasd
40| & oK e« oo | Malicious Calll Teaza? FEAT_MCT Yeteg
41 | & oy O oy |Media Encryplion Over [B7 FEAT_ME fiwiaa
42 [ oy * opp |Mode Code for Cantralized Voice Mail? | FEAT_Cwb_MC tigiea
43 | ¥ my T ppy |Multiffequency Signaling? FEAT_MFS igien
4 | 7 mpy g |Multimaedia Appl. Server [nterfece [MAS])Y FEAT_MASE Ngien
43 [ op © e (Multimedia Call Handling (Basi)? FEAT_MMCH lgiey =|
£ 2000-2010 Awiya Ine. All Rights Raiarved
Bane il el |3 [\ Insernet | Protected Mode: OFF far [Roo% -
11. Click Submit.
12. Open a SAT terminal on Communication Manager.
13. In SAT, on the system-parameters customer options screen, verify that Media
Encryption over IP? is Y.
Do not set the value here, only verify that it is correctly set.
14. For each signaling group:
a. Busy out the signaling group.
b. Set the Transport Method to tis.
c. Set Enforce SIP URI for SRTP to Y.
d. Set Near-end Listen Port to 5061.
e. Set Far-end Listen Port to 5061.
15. Save your changes.
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Enabling TLS between Communication Manager and Session Manager

Example

display signaling-group 2

SIGNALING GROUP

o

Grouwn Tepe: ={ip

Group Number:
ITranspDrt Hethod: cle

INS Enabled? n
Q=3IF? n SIF Enabled L3F? n
IP Video? y Priority Video? n IE'r.-I'-Jru:E SIPS URI for SRTP? ','l

n Enabled? y Peer Server: SH

FPeer Detectio

Near-end Node Name: procr Far-end Node Namwe: sipsml
|Mear-end Listen Port: S061| I:"n.r—cncl Listen Porc: 5061 I
Far-end Nectwork Region: 1
Far-end Secondary Node Nams:

Far-end Domain: sipccocs.com

Bypa=ss If IP Threshold Exceeded? n

Incoming Dialog Loopbacks: eliminate RFC 3389 Comfort Noise? n
DTHF over IP: ctp-payvload Direct IP-IP Audio Connections? v

Session Esceblishment Timer (fnin): 3 IP Audio Hairpinning? n
Enable Layer 3 Test? y Initial IP-IP Direct Media? y

H.323 3cation Outgoling Direct Hedia? n Alternate Route Timer(sec): &

Enabling TLS between Communication Manager and
Session Manager

Before you begin

* If you are not using AACC default certificates to set up TLS, the Session Manager must have
the signed certificates uploaded. For more information, see the Session Manager
documentation at http://support.avaya.com.

About this task

Follow this procedure to enable TLS on the link between Communication Manager and Session
Manager.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Ensure that the Entity Link for all Communication Manager SIP Entities has Protocol set to
TLS and Port set to 5061.

3. Click Commit.
4. On the Avaya Aura® System Manager console, under Services, click Replication.

5. For your Session Manager, ensure the Synchronization Status is showing as
Synchronized.
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SRTP configuration

Enabling TLS between Session Manager and AACC

Before you begin

* If you are not using AACC default certificates to configure SRTP, apply the signed certificates
to AACC. For more information on applying signed certificates to AACC, see Deploying
Avaya Aura® Contact Center DVD for Avaya Aura® Unified Communications.

! Important:

This procedure requires you to reboot the Contact Center server. If your contact center
implements High Availability, you must disable HA before performing this procedure.

About this task
Follow this procedure to enable TLS on the link between the Session Manager and AACC.

In a SIP-enabled Contact Center, incoming calls use a SIP URI scheme. For secure transmission,
calls must use the SIPS URI scheme. You must enforce SIPS on your AACC server. When
enabled, all SIP-initiated legs of Contact Center calls use SIPS. This includes call legs between
AACC and Session Manager, Avaya Aura® Media Server or agent stations. For example, if
Session Manager routes a call to AACC and the URI scheme is SIP (unsecured SIP), all
subsequent SIP-initiated legs of that Contact Center call is SIPS.

If SIPS is not enabled, the URI scheme matches the incoming call. For example, if SIP arrives on
an inbound call, then unsecured SIP is used on all subsequent call legs.

Procedure
1. On the Avaya Aura® System Manager console, select Routing > SIP Entities.

2. Ensure that the Entity Link for all AACC SIP Entities has Protocol set to TLS and Port set
to 5061.

3. Click Commit.
4. On the Avaya Aura® System Manager console, under Services, click Replication.

5. For your Session Manager, ensure the Synchronization Status is showing as
Synchronized.

Log on to the Contact Center server using an account with administrative privileges.

On the Apps screen, in the Avaya section, select Server Configuration.

® N o

In the left pane, expand SIP > Network Settings.
9. Under Voice Proxy Server, check that the port is 5061.
10. From Transport list select TLS.
11. Select Enforce SIPS.
12. Click Save.
13. Click Exit.

14. Reboot the Contact Center server.
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Verifying the existing TLS link between AES and Contact Center

15. If your contact center implements High Availability:

a. Repeat 6 on page 208 to 14 on page 208 on the standby server.
b. Re-enable High Availability.

Verifying the existing TLS link between AES and Contact
Center

About this task

The basic operation of Contact Center requires Avaya Aura® Application Enablement Services
(AES) TLS certification. If you are adding SRTP to an existing Contact Center, check that the AES
certificates already in use match those you use for SRTP. For example, if the AES currently uses
the default AACC certificates, you can change these to a signed server and root certificate from a
Certificate Authority.

For more information on AES certificates, see Application Enablement Services configuration on
page 101.

Procedure

If you are not using the default AACC signed certificates for your overall SRTP implementation,
check that the AES and Contact Center have the correct signed server and root certificates from
the Certificate Authority you are using.
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Chapter 16: Avaya Aura® Hotdesking
configuration

This section outlines hotdesking in an Avaya Aura® Communication Manager platform based contact
center.

The Avaya Aura® Communication Manager allows any agent to use their own credentials (extension
number and password) to log on to any designated station. The Avaya Aura® Communication

Manager then registers that station using the agent’s extension number and the agent can receive
their calls on that station’s phone.

Logging on to a Communication Manager station
Before you begin

» Using the Avaya Aura® Communication Manager System Parameters Customer-Options
screen, configure Personal Station Access (PSA).

About this task

Log on to an Avaya Aura® Communication Manager station using your extension number to
receive your phone calls.

Procedure
1. On the Avaya Aura® Communication Manager desk phone, press the Menu button.
2. Scroll down to the Login option.

3. Enter your extension number and password credentials.
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Chapter 17: UUI data display configuration

SIP-enabled contact centers using a Communication Manager PABX can pass User-to-User
Information (UUI) data to agents’ station displays. For example, an agent’s station can display the
Contact Center skillset of a voice contact routed to them by Contact Center. The size of the UUI
data forwarded by Contact Center is limited to 96 characters. However, stations truncate the data to
the number of characters that their display supports. UUI data is hexadecimal-encoded, and as a
result of this it supports only the ASCII character set for agent names.

If the agent uses Agent Desktop, they can access UUI data on a voice contact by clicking the Work
Item Details button. Agent Desktop displays the data in the User to User Info field. The User to
User Info field displays up to 41 characters, and provides a tooltip showing all 96 characters.

In advanced solutions, for example contact centers that use Integrated Voice Response (IVR), it is
possible to program the UUI data attached to the call. Where the solution does not program the UUI
data (that is, the UUI field is not already in use), the station can display default data. For example,
when an agent uses the Call Supervisor feature, the UUI data for the supervisor contains “CALL
SUPER?” followed by the agent’s first name and last name. This occurs only if the station is
configured to display UUI data.

Configuring the Communication Manager for UUI data display

On the Communication Manager (CM), you make three configuration changes. You enable UUI
sharing on the trunk group between the Communication Manager and the Session Manager to
which Contact Center connects. On the Class of Restriction (COR) for the agent stations, you verify
or change the property for the Station Button display of UUI data. Finally you configure a button on
each agent’s station to display the data.

Depending on the station the agent uses, and the button that you set to display UUI data, the agent
might need to page their station display to see the data. For example, if you configure Button
Assignment 3 for UUI data, and the agent station has a two-button display, the agent needs to page
the display to see the data. If the agent station has a three-button display, then the agent sees the
UUI data without paging.

Modifying the SIP Trunk Group for UUI Data
About this task

On the Avaya Aura® Communication Manager, modify the SIP Trunk Group for communication
between Communication Manager and the Avaya Aura® Session Manager.

September 2021 Avaya Aura® Contact Center and Unified Communications Platform Integration 21
Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com?subject=Avaya Aura®‎‎ Contact Center and Unified Communications Platform Integration

UUI data display configuration

Procedure

1. Use the System Access Terminal (SAT) interface to modify the SIP Trunk Group for the
Session Manager.

2. Change the UUI Treatment setting to Shared.

change trunk-group 29
TEUMNE FELTURES
LCR Assigrniment? n Heasured: none

Maintenance Tests? ¥

MNurbering Format: private
UUI Treatmwent: shared
Maximum Size of UUL contents: 148
Feplace Restricted MNumbers? n
Feplace Unavailshle HNaubers? n

Modify Tandem Calling Nuwber: no

Send TCID? n

Show ANIWERED BY on Display? y

D3N Term? n

Changing Class Of Restriction Properties for UUI Data
Display
About this task

On the Avaya Aura® Communication Manager, change the Class of Restriction (COR) that the
agent stations use, so that it supports the display of UUI data.

Procedure

1. Use the System Access Terminal (SAT) interface to change the Class of Restriction
properties for the agents’ stations.

2. In the Class of Restriction, change the Station-Button Display of UUI IE Data setting to
Y.
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change cor 1

CLA3ZS OF RESTRICTICH

MF Incoming Call Trace? n
Brazil Collect Call Blocking? n
Elock Transfer Display? n
Block Enhanced Conference/Transfer Displays? n
Femote Logout of Agent? n
Ztation Lock COR: 1 ToODEL Release Interwval [(hours):

LZAT Uses Ztation Lock? n
Line Losd Control: 1

Maximan Precedence Lewvel: ro Preemptakle? ¥
MLPFP 3Zerwvice Domsin:

Station-Button Display of UUOI IE Data?
SELviCcE LDSELwing Dy HecOrding Device s
Can Force L Work 3tate Change?

WMork 2tate Change Can Be Forced?

=== 15

Creating a Button Assignment for UUl Data

About this task

On the Avaya Aura® Communication Manager, create a button assignment on each agent station
on which you want Contact Center to display UUI data.

Procedure
1. Use the System Access Terminal (SAT) interface to modify each agent’s station record.

2. Create a button assignment with the value uui-info. This can be on any button except
button 1 or button 2.
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STATICH
SITE DATA
Room: Headset? n
Jack: Gpeaker? n
Cable: Mounting: d
Floor: Cord Length: 0O
Euilding: Zet Color:
ABEREVIATED DIALING
List1l: Listz: Listi3:
BUTTCN ASZIGHNMENTS
1: eall-appr 4:
2: call-appr H

|3: uni-info | [

volce-mail
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Chapter 18: Toll Free Queuing
Configuration

Regulations introduced in Germany in 2012 require that callers to special service numbers for
contact centers must not be charged for their call while their reason for calling is not being attended
to. A transitional arrangement allowed for a two-minute free period during queuing, but as of June
2013 call queues must either be a fixed price or free of charge. The Avaya Aura® Contact Center
Toll Free Queuing feature supports free queuing of calls within certain technical constraints.

The legislation requires that all queues must also be free of charge, including secondary queues,
such as when an agent puts the caller on hold or transfers the caller. Currently there is no technical
solution in the industry to support secondary queues: once call charging commences it cannot be
suspended or resumed.

© Important:

Contact Center supports this feature only in integrations with Avaya Aura® Communication
Manager (CM) where the customer call arrives on the CM through an ISDN trunk. In a mixed
environment, calls to the contact center CM from other PABXs or other types of trunk do not
support Toll Free Queuing.

Operation

When you enable Toll Free Queuing, Contact Center does not send a SIP 200 OK final response to
the caller SIP INVITE when it queues the call. Instead, Contact Center sends a 183 Session
Progress message. The 183 Session Progress message is a reliable provisional response, that
Contact Center resends periodically. This delays the PABX from sending the carrier an ISDN
CONNECT thus delaying the carrier from establishing the call. The Contact Center Orchestration
Designer application flows can give ringback, recorded announcements (RAN), silence, IVR Play
Prompt, and music without affecting call completion. During this time, the carrier cannot start
charging the caller. During this period the carrier bears the cost of the call. Some carriers place a
time limit on this period, after which they drop the call if Contact Center has not answered it.

Contact Center sends the SIP 200 OK response to the CM when the application flow gives an IVR
Play and Collect Treatment to the caller, when an agent answers the call, after a fixed period of time
configured by the contact center administrator, or when the Orchestration Designer application flow
implements a Free Form IVR block with the Toll_Free_Queuing_Connect parameter. The CM then
sends an ISDN CONNECT message to the carrier, which starts charging the caller.

The best solution results where the external carrier, connected to the CM by ISDN trunks, supports
Annex K (Procedure for establishment of bearer connection prior to call acceptance) of the ISDN
specification. In this case you set PROGRESS with Progress Indicator 8 indicating in band
information. The caller can hear ringback, RAN, IVR Play Prompt, and music that Contact Center
provides, without incurring a charge from the carrier.
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If a carrier does not support Annex K of the IDSN specification, you must set the ALERTING
interworking message on Communication Manager. The caller can hear only ringback provided by
the network and cannot hear Contact Center treatments.

In Contact Center, you enable this feature using a checkbox on the Contact Center Manager
Administration Global Settings page. You also set the time after which the Contact Center enables
billing to start.

Calls disconnected by the carrier before Contact Center answers them appear as standard
abandoned calls in Real Time Displays and Historical Reports. Contact Center does not provide
additional reporting for this feature.

Toll Free Queueing is not a licensed feature.
Limitations

While the German regulations relate to all queues, Toll Free Queuing affects only the caller’s first
queue; that is, the queue in which the caller waits for their initial contact with the contact center. Toll
Free Queuing does not support secondary queues. For example, if an agent answers a caller, and
then transfers the caller to another agent, places the call on hold, or transfers the caller to a Route
Point where they queue for another agent, the second queue is not toll free.

When Contact Center enables both Toll Free Queuing and High Availability, there is no call
protection for calls that Contact Center has not answered with a 200 OK SIP message. If a
switchover occurs, Contact Center loses every call that is not being charged; that is, every call for
which it has not sent a 200 OK message.

If a Contact Center flow application redirects a call out of Contact Center by using the ROUTE CALL
command, the Maximum time to delay call establish setting has no effect. In this case the carrier
drops the call if the endpoint to which Contact Center redirected it does not answer within the
carrier’s charge-free time limit.

You must not implement Contact Center Toll Free Queueing if the Session Manager implements the
Session Manager Sequence Application. Avaya recommends that you decommission the Sequence
Application and implement the Toll Free Queuing feature. For more information about the Session
Manager Sequence Application, see the Session Manager documentation at http://
support.avaya.com.

When you implement Toll Free Queuing, any call that does not come directly from the
Communication Manager (CM) or a Session Border Controller (SBC) to AACC is not supported, and
AACC rejects the call. For example, consider the following call flow:

1. A call for a non-agent extension number comes in to the CM through an ISDN trunk.
2. The CM re-routes the call with Cover No answer to Avaya Aura® Messaging voicemail.

3. The caller presses 0 to use the zero out feature of Avaya Aura® Messaging, routing the call
to an AACC CDN.

AACC rejects the call, because the call to the CDN comes from Avaya Aura® Messaging, not from
the CM or SBC.
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Configuring Communication Manager for Toll Free Queuing

Configuring Communication Manager for Toll Free
Queuing

Before you begin
Understand whether the external carrier ISDN trunk supports Annex K of the ISDN specification.
About this task

The Toll Free Queuing feature requires specific settings on the Communication Manager external
ISDN Trunks. Follow this procedure to enable the correct messaging for each incoming ISDN
trunk.

If the carrier supports Annex K, set the CALL PROGRESS interworking message on
Communication Manager. This means that the caller hears ringback, RAN, IVR Play Only, or
music provided by Contact Center flow applications. If the carrier does not support Annex K, set
the ALERTING interworking message. This means that the caller hears ringback provided by the
carrier network; the caller does not hear Contact Center treatments.

Procedure

1. Use the System Access Terminal (SAT) interface to change the circuit pack settings for
each external carrier ISDN trunk.

2. If the carrier supports Annex K for this trunk, in the circuit pack page, change the
Interworking Message setting to PROGress.

3. If the carrier does not support Annex K for this trunk, in the circuit pack page, change the
Interworking Message setting to ALERTing.

Example

Following is a screenshot of the SAT interface displaying an ISDN trunk circuit pack with the
Interworking Message set to PROGress.

hange dsi 1a85% Page 1 of 1
DE1 CIRCUIT PACK

Location: B@1AB85 Mame: Abacus
Bit Rate: 2.848 Line Coding: hdh3

Signaling Mode: isdn—pri
Connect: phx Interface: network
i rd Country Protocol: etsi

nterworking Message: PROGress

nterface Companding: alaw CRC? vy
Idle Code: 81818188
DCP-Analog Bearer Capability: 3.1kH=
Progress Indicator Ualue for SAB15%: 1
1383 Timerd(sec>: 4
Dizable Restarts? n
Slip Detection? n Hear—-end CSU Type: other

Echo Cancellation? n
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Next steps

Configure Contact Center for Toll Free Queuing. For information about configuring Toll Free
Queuing in Contact Center, see Avaya Aura® Contact Center Client Administration.
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Chapter 19: Beep tone configuration for
non-skillset call monitoring

Avaya Aura® Contact Center allows administrators to configure a beep tone to play when a
supervisor/agent observes or barges-in to a non-skillset call. Playing a beep tone for supervisor
observe and barge-in is a regulatory requirement in some jurisdictions.

Avaya Aura® Communication Manager plays the observe beep tone repeatedly while the supervisor/
agent observes the call. Communication Manager plays the barge-in beep tone once when the
supervisor/agent barges-in to the call.

To support this feature, create and upload beep tone files. Then configure a station, an
announcement for the observe beep tone, and an announcement for the barge-in beep tone.

Complete the procedures in this chapter in sequential order.

Beep tone overrides Music on Hold configured on the Communication Manager; if a supervisor/
agent is monitoring a call, and the agent puts the call on hold, the caller and the supervisor/agent
hear only beep tone.

Media files for beep tone

Beep tone media files must be 8kHz sampling rate, 8 bit Mono, CCITT mu-law or CCITT a-law wav
files. For the observe beep tone, create a wav file with a single tone followed by silence for the
amount of time you want between tones. This ensures a repeating tone separated by the pause. For
the barge-in beep tone, create a wav file with a single tone and no silence; use a different tone to
the observe tone.

Avaya provides both mu-law and a-law sample beep tone files in the correct format, which are on
the CCMS server in the folder D: \Avaya\Contact Center\Common Components\wavs.

Uploading beep tone files to the media gateway

Before you begin
* Create the media files for the observe and barge-in beep tones.
About this task

Upload the beep tone files to the media gateway so that you can use the media files in
announcements. The files must be 8kHz sampling rate, 8 bit Mono, CCITT mu-law or CCITT a-law
wav files. Avaya provides both mu-law and a-law sample beep tone files in the correct format,
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which are on the CCMS server in the folder D: \Avaya\Contact Center\Common
Components\wavs.

If your solution includes multiple media gateways, you must upload the files to all the media
gateways.

Procedure

1. From the computer where you prepared the media files, open an FTP session to the media
gateway.

2. Transfer the beep tone files to the annc directory on the media gateway.
Next steps

If you have multiple media gateways, repeat this procedure to upload the files to all the media
gateways. Then configure an audio group listing all the boards of the Media Gateways, and use
this audio group when creating the announcement stations.

Configure an announcement on Communication Manager to use the beep tone file.

Adding a station for beep tone

Before you begin
» Ensure you have an additional agent station license.

* If you are using Application Enablement Services Release 6.3.3, apply the most recent
superpatch.

About this task

Configure a CTI station so that Communication Manager can play the beep tone when a
supervisor/agent observes or barges-in to the call.

To ensure non-skillset call monitoring functionality, set both the station level and the trunk level
Data Restriction settings to "n".

Procedure

1. On the Communication Manager, use the System Access Terminal (SAT) interface to
create an agent extension (workstation). Use the add station n command.

For example, enter add station 8123456.

2. Ensure the station Type is CTTI and the Port is X.

3. In the Name field, enter a meaningful description that reflects the purpose of this station.
For example, call the station Observe barge-in beep tone.

4. In the Feature Options section, set the station Data Restriction value to n.

5. At the Communication Manager trunk configuration level, in the Trunk Feature section, set
the trunk Data Restriction value to n.
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Creating an announcement for observe

Next steps
Create the announcements for the observe and barge-in beep tones.

Procedure job aid

The following image shows a Communication Manager CTI station configured to support AACC
non-skillset call monitoring beep tones.

STATION
Extension: 814-2337 Lock Messages? n BCC: 0O
Type:|CTI Security Code: TH: 1
Portc:i| X Coverage Path 1: CCR: 1
Hame :| Beep Tone Proxy Coverage Path 2: Cos5: 1

Hunt-to Station:

STATICOH OPFTICHS
Time of Day Lock Table: _
Loss Group: 1 Personalized Ringing Pattern: 1
Data Module? n Me=ssage Lamp Ext: 8
Display Module? n
Display Language: english

Surviwvable COR: internal Media Complex ExtC:
Survivable Trunk Dest? y

Figure 29: Adding a Communication Manager CTI station

Creating an announcement for observe

Before you begin

» Create a beep tone file for observe, and upload it to a media gateway connected to the
Communication Manager.

About this task

Configure an announcement for the observe beep tone.
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Procedure

1. On the Communication Manager, use the System Access Terminal (SAT) interface to
create an announcement. Use the add announcement n command.

For example, enter add announcement 8123457,

2. Inthe Annc Name field, enter the name of the announcement file that you loaded on the
media gateway.

For example, if the file on the media gateway is observe.wav, enter observe in the
Annc Name field.

3. Ensure the Annc Type value is integ-mus to continually play the observe tone while the
supervisor observes the call.

Next steps

» Test that the announcement plays correctly by dialing the number directly from a station on
the Communication Manager.

* Enable and configure beep tone on the Non-Skillset call monitoring window in Contact
Center Manager Administration (CCMA). For more information about configuring Non-Skillset
call monitoring, see Avaya Aura™ Contact Center Client Administration.

Procedure Job Aid

The following image shows a Communication Manager announcement configured to support
AACC non-skillset call observe beep tones.
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add announcement 2140627

LNNOUNCEMENTS/RUDIC SCURCES

Extension: 814-0627 CCR: 1

Anne Name: |observe TH: 1

Anne Type:|integ-mus Queue? b
Group/Board: G1

Protected? n Rate: 64

Figure 30: Adding a Communication Manager announcement

Creating an announcement for barge-in

Before you begin

» Create a beep tone file for barge-in, and upload it to a media gateway connected to the
Communication Manager.

About this task
Configure an announcement for the barge-in beep tone.
Procedure

1. On the Communication Manager, use the System Access Terminal (SAT) interface to
create an announcement. Use the add announcement n command.

For example, enter add announcement 8123458.

2. Inthe Annc Name field, enter the name of the announcement file that you loaded on the
media gateway.

For example, if the file on the media gateway is barge-in.wav, enter barge-in in the
Annc Name field.
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3. Ensure the Annc Type value is integrated to play the barge-in tone only once when
the supervisor barges-in to the call.

Next steps

+ Test that the announcement plays correctly by dialing the number directly from a station on
the Communication Manager.

» Enable and configure beep tone on the Non-Skillset call monitoring window in CCMA. For
more information about configuring Non-Skillset call monitoring, see Avaya Aura® Contact
Center Client Administration.

Procedure Job Aid

The following image shows a Communication Manager announcement configured to support
AACC non-skillset call barge-in beep tones.

add announcement 8140246

ANNOUNCEMENTS/RUDIC SCOURCES

Extension: 8§14-0246 COR: 1

innc Hame: |bargein TH: 1

annc Type: |integrated Queue? b
Group/Board: G1

Protected? n REate: 64

Figure 31: Adding a Communication Manager announcement file
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Chapter 20: Troubleshooting

This section describes the procedures you perform when handling Avaya Aura® Contact Center and
Avaya Aura® Unified Communications platform integration issues.

Prerequisites

» Ensure that your servers, client computers, and network meet the minimum system
requirements. For more information about hardware and network requirements, see Avaya
Aura® Contact Center Overview and Specification.

» Ensure that you have installed Contact Center correctly.

Troubleshooting phone calls from Communication
Manager to Avaya Aura® Contact Center

Before you begin

* On the Communication Manager, configure the numbering tables. For more information, see
Adding agent workstations to the numbering tables on page 63.

* In Contact Center, ensure at least one agent is logged on to the skillset associated with the
test CDN (Route Point).

* Ensure the agent’s Agent Desktop client is Ready to handle voice calls.
About this task

This section introduces some of the Contact Center, Communication Manager, and Session
Manager troubleshooting utilities. For more detailed information about troubleshooting with the
Session Manager traceSM utility, see the Session Manager documentation. For more detailed
information about troubleshooting with the Communication Manager list trace command, see the
Communication Manager documentation.

This section introduces the Communication Manager and Session Manager tools that you can use
the troubleshoot calls that go from the Communication Manager, through Session Manager, to
Contact Center.
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In the following worked example, a Communication Manager extension (43001) dials a Contact
Center CDN (Route Point) 53000. Contact Center then routes the call to an agent. The contact
center agent is using Communication Manager extension (43000).

The following table shows the details of the components used in this worked example:

Component Value
Communication Manager phone extension (Substituting for a Customer’s | 43001

phone)

Communication Manager phone 43001 IP address 172.18.120.187
Media Gateway 172.18.112.101
Avaya Aura® Contact Center Route Point (CDN) 53000

Avaya Aura® Contact Center (HA managed) IP address 172.18.71.217
Avaya Aura® Contact Center SIP Entity name AACCMANTESTBG
Session Manager SIP Entity name Vedupsm1
Communication Manager SIP Entity name CommunicationManagerOne
Avaya Aura® Media Server 172.18.71.219
Procedure

1. Log on to the Contact Center server.

2. On the Apps screen, in the Avaya section, select SIP Gateway Management Client.
3. Click Connect.
4

. Confirm that Contact Center can communicate with the Application Enablement Services
(CTI Proxy), and the Session Manager (Voice Outbound Proxy). The example High
Availability solution has two Session Managers.
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Fa) SGM Management Client I;li-

Connection
| Transport Status Console |

BACC Server: 172.18.71.216
Yoice Outhound Proxy

P Port | Transport | State |
172186678 S0ED TGP _
172.18.66.80 5060 TCF _

CTI Prosy

P | Port | Transport | State |

1721811240 4723 TLS ‘_

In this example, the Contact Center server 172.18.71.216 (the active server of the
AACCMANTESTBG High Availability pair) is communicating with two Session Managers
and Avaya Aura® Application Enablement Services.

If your Contact Center server does not connect to the Session Manager(s) or Application
Enablement Services, verify the Contact Center configuration details using the Contact
Center Manager Server Server Configuration utility.

5. Log on to the Communication Manager System Access Terminal (SAT) interface.

6. On the Communication Manager SAT interface, to define a trace filter for the station 43001,
enter the following command:

list trace station 43001
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STATICH
Extension: 43001 Lock Meszsages? n BCC: O
Type: 9640 Security Code: 12345678 TH: 1
Port: 5039017 Coverage Path 1: COR: 1
Name : Coverage Path 2: Cos: 1

Hunt-to Station:
STATICH OPTICHS
Time of Day Lock Table:

Losz=s Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 43001
Speakerphone: Z2-way Mute Button Enabled? y
Display Language: english Button Modules: 0
Surviwvable GE Node Name:
Survivable COR: intermal Media Complex Ext:
Surviwvable Trunk Dest? y IP SoftPhone? vy

IP Video Softphone? n
Short/Prefixed BRegistration Allowed: default

Customizable Labels? v

Cnnnand:ilist trace stat &BGOll

The Communication Manager trace is now configured and ready to record activity on
extension 43001.

LIST TEACE

time data

08:11:17 TRACE STARTED 02/15/2013 CM Release String cold-02.0.823.0-20199

7. Log on to the Session Manager management console.

8. On the Session Manager management console, enter traceSM -x -m
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login as: cust

This system is restricted solely to authorized users for legitimate business pur

poses only. The actual or attempted unauthorized access, use, or modification of
this system is strictly prohibited.

TUnauthorized users are subject to company disciplinary procedures and or crimina
1l and civil penalties under state, federal, or other applicable domestic and for
eign laws.

The use of this system may be monitored and recorded for administrative and secu
rity reasons. Anyone accessing this system expressly consents to such monitorin
g and recording, and is advised that if it reveals possible evidence of criminal
activity, the evidence of such activity may be provided to law enforcement offi
cials.

A1l users must comply with all corporate instructions regarding the protection o
f information assets.

U=zing keyboard-interactive authentication.

Password:

La=st login: Mon Feb 11 17:13:29 GMT 2013 from wvistaclientOl.siptraffic.com on pt
=/1

[cust@vedup=ml ~]$|traceSH -x —ml

9. After the traceSM utility starts, press f, to define a trace filter.

10. To define a traceSM filter for the Communication Manager extension 43001, enter, -u
43001

|Filter U=sage:
| -u <URI|NUOMEER> Filter calls that contain <URI |NUMBER> in
the 'From' or 'To' field.

|

| -i <IP> Filter S5IP messages from/to «<IP> address.

| -o <CALL-ID> Filter based on the 5IP 'Call-ID' header field.
| —-g <HEA>—<VALUE> Filter SIP header field <HEA> for wvalue <VALUE>.
| -or Uze a logical OR operator instead of the implicit
| AND when using multiple filter options.

| -nr Do not display REGISTER messages.

| -n= Do mot display SUBSCRIBE/NOTIFY messages.

| -no Do not display OPTIONS messages.

| -na Do not display SM related messages.

|

Filter examples:

| To display & call to/from 3035556666 and not EEGISTEERE messages:
| -u 3035556666 -nr

| To display 5IP messages fromfto 1.1.1.1 and 2.2.2.2:

| -i "1.1.1.1)|2.2.2.2"

|

|Current Filter: <NO FILTEE>

|Hew Filter:|-u 43001

A T T e /

11. On the traceSM utility, press s, to start a trace filter.
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The Session Manager trace is now configured and ready to record activity for the
Communication Manager extension 43001.

12. Using the Communication Manager desk phone (extension 43001), dial the Contact Center
Route Point (53000).

On the Communication Manager desk phone (extension 43001), listen for the dial-tone and
then ring back tones as the call is sent to Contact Center.

13. If the call is offered on the agent Agent Desktop client, accept or answer the call.

If the call from the Communication Manager extension to the Contact Center agent was
successful, continue to commission your solution.

If the call was not successful, examine the Communication Manager and Session Manager
trace logs for additional troubleshooting information.

14. If the call from the Communication Manager extension does get to Contact Center, but is
not offered to an agent, your Contact Center Orchestration Designer flow needs
troubleshooting. Consider temporarily replacing your Orchestration Designer flow with a
simple script, similar to the script shown below. If the calls are then successful, you can
start to debug your Orchestration Designer flow.

@I]rchestral:iun Designer !EE
File Edit “iew Contack Center “Window Help
=R | R E @R | &a & a| L
Contact Center :s] = O | #£ guickTest 3’5] =08
= -{E azcchahostl = 1/% QuickTest */ ]
—-E ARCCHAMANHDST 2give ringbhack
== Application Manager Data Iwait 2
i = Agerks [Read Onky] Jeueus to skillset TestVoiceSkillSet
= COMs [Full Conbrod] -.I
(& DMISs [Full Coritral]
== skilsets [Full Control]
= Local
i [ Mebwark
i [= #pplications [Full Control] e r
= dpplication Yariables [Full Control] ﬂ ;I ¥
: Lacal ﬁ. = B || Symchronization 23 | ﬁ_ Prnb\lsm;[ _=J A E.
i (= Matwark _:_| Mo Synchronization Exists
E = applications Mame I Skake I User
P Ty EM_Email_Primary
i "’i Fi_Fax_Primary
"_ IM_InstankMsg_Primary
r {5 Master_Script
; -"’_—. TMukimediaFlow
[Ty Network_Seript
L‘_' OB_Outbound_Primary
- -"’_—. PR_Predictive_Primary
- e QuickTest =l 4l | -
‘ Writable ‘ Tnsert 5:1 | Rreading CCMA Data: (50%) | ey
Example

The following is a matching set of Communication Manager and Session Manager logs for the
above troubleshooting example. In this example, the call from the Communication Manager
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Troubleshooting phone calls from Communication Manager to Avaya Aura® Contact Center

extension through Session Manager to Contact Center is successful. It is easier to troubleshoot
solutions when the components are all set to the same time and date.

Example of Communication Manager list trace:

This trace log for Communication Manager extension 43001 shows the test call progressing
through the route pattern, dial plan, Uniform Dial Plan (UDP), Automatic Alternate Routing (AAR),
and trunks group to the Session Manager, and onto the Avaya Aura® Media Server
(172.18.71.219) associated with Contact Center.

list trace station 43001

06:18:37 TRACE STARTED 02/18/2013 CM Release String co0ld-02.0.823.0-20199
06:19:17 active station 43001 cid 0x25b
06:19:17 G711MU ss:o0ff ps:20
rgn:1 [172.18.120.187]:3132
rgn:1 [172.18.112.101]:2074
[Comment: CM ext 43001 goes off-hook and gets dial-tone from the Media Gateway]

06:19:20 dial 53000 route:UDP|AAR

[Comment: Ext 43100 dials AACC Route Point (CDN) 53000]

06:19:20 term trunk-group 1 cid 0x25b

06:19:20 dial 53000 route:UDP|AAR

[Comment: The CM dial Plan uses Uniform Dial Plan and Automatic Alternate Routing]
06:19:20 route-pattern 1 preference 1 location 1/ALL cid 0x25b

06:19:20 seize trunk-group 1 member 3 cid 0x25b

[Comment: CM uses route-pattern 1 to send the call (to AACC CDN) out on trunk group 1
to SM1]

06:19:20 Calling Number & Name NO-CPNumber NO-CPName

06:19:20 SIP>INVITE sip:53000@siptraffic.com SIP/2.0

06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00

06:19:20 Setup digits 53000

06:19:20 Calling Number & Name *43001 EXT 43001

06:19:20 SIP<SIP/2.0 100 Trying06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00
06:19:20 Proceed trunk-group 1 member 3 cid 0x25b

06:19:20 SIP<SIP/2.0 180 Ringing

06:19:20 Call-ID: 06484a0ece7be2lee24512e233a00

06:19:20 Alert trunk-group 1 member 3 cid 0x25b

06:19:20 SIP<SIP/2.0 200 OK

06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00

06:19:20 SIP>ACK sip:53000@172.18.71.217:5060; transport=tcp SIP/2.0

06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00

06:19:20 active trunk-group 1 member 3 cid 0x25b

06:19:20 G711MU ss:off ps:20

rgn:1 [172.18.71.219]:14002
Rgn:1 [172.18.112.101]:2068

06:19:20 xoip options: fax:Relay modem:off tty:US uid:0x50003
xoip ip: [172.18.112.101]:2068

06:19:20 SIP>INVITE sip:53000@172.18.71.217:5060; transport=tcp SIP/206:19:20 SIP>.0

06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00

06:19:20 SIP<SIP/2.0 100 Trying06:19:20 Call-ID: 06484a0ee7be2lee24512e233a00
06:19:21 SIP<SIP/2.0 200 OK06:19:21 Call-ID: 06484a0ee7be2lee24512e233a00
06:19:21 G711MU ss:off ps:20

rgn:1 [172.18.120.187]:3132
rgn:1 [172.18.71.219]:14002
06:19:21 SIP>ACK sip:53000@172.18.71.217:5060;transport=tcp SIP/2.0
06:19:21 Call-ID: 06484a0ee7be2lee24512e233a00
06:19:21 G711MU ss:0ff ps:20
[Comment: The call to the AACC CDN is anchored on the Avaya Aura® Media Server
(172.18.71.219) conference port]
rgn:1 [172.18.71.219]:14002
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rgn:1 [172.18.120.187]:3132

Example of Session Manager trace log:

This Session Manager trace log for Communication Manager extension 43001 shows the test call
routed to the Contact Center HA managed IP address 172.18.71.217. The trace shows the
messaging between the Communication Manager SIP Entity (CommunicationManagerOne), the
Session Manager SIP Entity (Vedupsm1), and the Contact Center (AACC) SIP Enitiy

(AACCMANTESTBG).
Capturing... | s=Stop g=Quit ENTER=Details f=Filters w=Write a=SM c=Clear i=IP >

CommunicationManagerOne AACCMANTESTBG

SM100

10:15:12,765 | Routing SIP request | SipEntity: AACCMANTESTBG
EntityLink: Vedupsml->TCP:5060
10:15:12,770 | No hostname resolution required | Routing to:
sip:172.18.71.217; transport=tcp; lr;phase=terminating
10:15:12,770 | Location found | Location: Galway
10:15:12,773 | | -—INVITE-->| | (1) T:53000 F:+43001 U:53000
P:terminating
10:15:12,822 | |<--Trying--| | (1) 100 Trying
10:15:12,822 | |<--Ringing-| | (1) 180 Ringing
10:15:12,860 |<--Ringing-| | | (1) 180 Ringing
10:15:12,901 | |<=-200 OK--| | (1) 200 OK (INVITE)
10:15:12,916 |<--200 OK--| | | (1) 200 OK (INVITE)
10:15:12,920 |----ACK-—-->| | | (1) sip:53000@172.18.71.217
10:15:12,932 | | ———=ACK--->| | (1) sip:53000Q@172.18.71.217
10:15:12, 959 |--reINVIT->| | [ (1) T:53000 F:+43001 U:53000
10:15:12,964 |<--Trying--| | | (1) 100 Trying
10:15:12,974 | | ——reINVIT->| | (1) T:53000 F:+43001 U:53000
10:15:13,140 | |<--Trying--| | (1) 100 Trying
10:15:13,180 | |<=-200 OK--| | (1) 200 OK (INVITE)
10:15:13,199 |<--200 OK--| | | (1) 200 OK (INVITE)
10:15:13,208 |--—--ACK-—->| | | (1) sip:53000@172.18.71.217
10:15:13,215 | | ———=ACK---—>| | (1) sip:530000@172.18.71.217
Capturing... | s=Stop g=Quit ENTER=Details f=Filters w=Write a=SM c=Clear

i=IP r=RTP d=Calls

Troubleshooting anonymous or invalid SIP headers

About this task

Troubleshoot when SIP From headers are populated with anonymous@anonymous.invalid
mailto:anonymous@anonymous.invalid.

Procedure

Ensure the agent workstations are added to the private/public numbering tables. Adding agent
workstations to the numbering tables ensures that the incoming SIP requests contain “From”
headers that contain the agent's Uniform Resource Identifier (URI). For more information, see
Adding agent workstations to the numbering tables on page 63.
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Verifying Communication Manager station phones
About this task

To ensure proper integration and Contact Center control, Avaya Aura® Communication Manager
stations (telephones) must match these configuration requirements:

» Contact Center supports a maximum of three Call Appearance lines per agent station.
 Restrict Last Appearance must be enabled on all agent stations.

 Call Forwarding is not supported on agent stations, apart from the coverage path settings.
For more information about coverage path setting, see Coverage Path configuration on
page 181.

* Priority call feature is not supported on agent stations.
» Bridged Appearance is not supported on agent stations.

Perform the following checks on each Communication Manager station to be controlled by Contact
Center and used as an agent telephone.

Procedure

1. Verify that each Communication Manager station has button number one configured for
Call Appearance, for example; BUTTON ASSIGNMENTS 1: call-appr.

2. Verify that each Communication Manager station has button number two configured for
Call Appearance, for example; BUTTON ASSIGNMENTS 2: call-appr.

3. Verify that Call Appearance is not set on the remaining buttons.

Three Call Appearance buttons are supported. Disable Call Appearance on the other
buttons.

4. Verify Restrict Last Appearance is enabled on all agent stations, for example; Restrict
Last Appearance?y.

5. Verify IP Softphone is enabled on all agent stations using a softphone, for example; IP
SoftPhone? y.

Troubleshooting when agents cannot log on to Agent
Desktop
About this task
If agents cannot log on to Avaya Agent Desktop, perform the following checks.
Procedure

1. Verify that TR87 is enabled on the Avaya Aura® Application Enablement Services (AES)
server.

For more information, see Enabling TR87 on the AES on page 106.
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2. Verify that you imported certificates into the AES server.

For more information see Importing a Certificate Authority root trusted certificate into
AES on page 107.

3. Verify that you imported certificates into the AES server.

For more information see Importing a signed certificate into AES on page 111.

4. Ensure that the Contact Center Manager Server is a trusted host on the AES server.

For more information, see Adding Contact Center Manager Server as a trusted host on
AES on page 112.

5. Ensure network connectivity is configured between the Avaya Aura® Unified
Communications platform, CCMS, and Agent Desktop computers in the network and that
all computers can ping each other.

6. Ensure that all Avaya Aura® Unified Communications platform and Contact Center servers
can communicate with each other by host name, Fully Qualified Domain Name (FQDN),
and IP address. Ensure that they can ping each other.

Troubleshooting AES certificate errors
About this task

Troubleshoot when, on the AE Services page of the AES Management Console, the following
error appears: “The installed AE Server Certificate is invalid. Use Certificate Management ->
Server Certificate page to to resolve this issue.”

Perform the following procedure to resolve this issue.

Procedure

—

. Log on to the AES management console.

Click Security > Certificate Management > CA Trusted Certificates.

Select the avayaprca certificate, and click Export.

Copy the CA certificate text contents into a text editor, such as Notepad.

Save the file, for example save the file as OAMCert.txt.

On the CA Trusted Certificates page, click Import.

Under Trusted Certificate Import, click Browse.

Navigate to the OAMCert.txt file and click Open.

In the Certificate Alias box, type an alias for the certificate, for example OAMCert.
Click Apply.

On the AE Services page of the AES Management Console, verify the error is now
cleared.

© © ©®© N o g bk~ N
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