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APPLICABLE), THE TERMS OF USE FOR HOSTED

SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER

THE LI NK fiAvaya Terms ofORUse for
SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA,
AND ARE APPLICABLE TO ANYONE WHO ACCESSES
OR USES THE HOSTED SERVICE. BY ACCESSING OR
USING THE HOSTED SERVICE, OR AUTHORIZING
OTHERS TO DO SO, YOU, ON BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGEABLY
AS AYOUO AND AEND USERO),
OF USE. IF YOU ARE ACCEPTING THE TERMS OF
USE ON BEHALF A COMPANY OR OTHER LEGAL
ENTITY YU REBAESENT THAT YU HAVE THE
AUTHORITY TO BIND SUCH ENTITY TO' THES

TERMS OF USE. IF YOU DO NOT HAVE SUCH
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Notice

While reasonable efforts have been made to ensure that
the information in this document is complete and
accurate at the time of printing, Avaya assumes no
liability for any errors. Avaya reserves the right to make
changes and corrections to the information in this
document without the obligation to notify any person or

organization of such changes. AGREE TO

Documentation disclaimer

ADocumentati ono means informati
mediums which may include product information, operating
instructions and performance specifications that are

generally made available to users of products.
Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
Documentation unless such modifications, additions, or
deletions were performed by or on the express behalf of
Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against
all claims, lawsuits, demands and judgments arising out of,
or in connection with, subsequent modifications, additions
or deletions to this documentation, to the extent made by
End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of
any linked websites referenced within this site or
Documentation provided by Avaya. Avaya is not
responsible for the accuracy of any information, statement
or content provided on these sites and does not
necessarily endorse the products, services, or information
described or offered within them. Avaya does not
guarantee that these links will work all the time and has no
control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and
software. Refer to your sales agreement to establish the
terms of the limited warranty. Inaddi t i on,
warranty language, as well as information regarding
support for this product while under warranty is available to
Avaya customers and other parties through the Avaya
Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailld=C20091120112456651010
undertheli nk AWarranty
successor site as designated by Avaya. Please note that if
You acquired the product(s) from an authorized Avaya
Channel Partner outside of the United States and Canada,
the warranty is provided to You by said Avaya Channel
Partner and not by Avaya.

iHosted Serviced means an
subscription that You acquire from either Avaya or an

authorized Avaya Channel Partner (as applicable) and NTERCHANGEABLY AS fAiYOUo AND AEN
which is described further in Hosted SAS or other service USERO), AGREE TO THESE TERMS AND
description documentation regarding the applicable CONDITIONS AND CREATE A BINDING
hosted service. If You purchase a Hosted Service CONTRACT BETWEEN YOU AND AVAYA
subscription, the foregoing limited warranty may not apply LLC. OR THE NAPPUCABLE‘ AVAYA
but You may be entitled to support services in connection AFFILIATE ( AAVAYAOQ) .
with the Hosted Service as described further in your Avaya grants You a license within the scope
service description documents for the applicable Hosted of the license types described below, with
Service. Contact Avaya or Avaya Channel Partner (as the exception of Heritage Nortel Software,
applicable) for more information. for which the scope of the license is detailed
Hosted Service below. Where the order documentation does
not expressly identify a license type, the
THE FOLLOWING APPLIES ONLY IF YOU PURCHASE applicable license will be a Designated
AN AVAYA HOSTED SERVICE SUBSCRIPTION FROM System License as set forth below in the
AVAYA OR AN AVAYA CHANNEL PARTNER (AS
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AUTHORITY, OR IF

YOU DO NOT WISH TO ACCEPT THESE
TERMS OF USE, YOU MUST NOT
ACCESS OR USE THE HOSTED
SERVICE OR AUTHORIZE ANYONE TO
ACCESS OR USE THE HOSTED
SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS
AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEIN
FO, UNDER THE LINK i AV A SGFTWARE
LI CENSE TERMS (Avaya
SUCH SUCCESSOR SITE AS
DESIGNATED BY AVAYA, ARE
APPLICABLE TO ANYONE WHO
DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM
AVAYALLC., ANY AVAYAAFFILIATE, OR AN
AVAYA CHANNEL PARTNER (AS
APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA
CHANNEL PARTNER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN
WRITING, AVAYA DOES NOT EXTEND
THIS LICENSE IF THE SOFTWARE WAS
OBTAMEDRRFROM ANYONE OTHER THAN
AVAYA, AN AVAYA AFFILIATE OR AN AVAYA
CHANNEL PARTNER; AVAYA RESERVES
THE RIGHT TO TAKE LEGAL ACTION
AGAINST YOU AND ANYONE ELSE USING
OR SELLING THE SOFTWARE WITHOUT A

Li f1@CGENSE| BY INSTPALLINGU C h

DOWNLOADING OR USING THE
SOFTWARE, OR AUTHORIZING OTHERS
TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING

(EBEINAEFER REFEAAES fo
|
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Designated System(s) License (DS) section

as applicable. The applicable number of

licenses and units of capacity for which the

license is granted will be one (1), unless a

different number of licenses or units of

capacity is specified in the documentation or

ot her materials available to
means computer programs in object code,

provided by Avaya or an Avaya Channel

Partner, whether as stand-alone products,

pre-installed on hardware products, and any

upgrades, updates, patches, bug fixes, or

modi fied versions thereto.
Processoro meanalone sing
computing device. fAServ
Designated Processors that hosts (physically
or virtually) a software application to be
accessed by multiple
means a single copy of the Software
executing at a particular time: (i) on one
physical machine; or (ii) on one deployed
software virtual machine
deployment.

License types

I
e

user s.

Designated System(s) License (DS). End
User may install and use each copy or an
Instance of the Software only: 1) on a
number of Designated Processors up to the
number indicated in the order; or 2) up to the
number of Instances of the Software as
indicated in the order, Documentation, or as
authorized by Avaya in writing. Avaya may
require the Designated Processor(s) to be
identified in the order by type, serial number,
feature key, Instance, location or other
specific designation, or to be provided by
End User to Avaya through electronic means
established by Avaya specifically for this
purpose.

Heritage Nortel Software

AHeritage Nortel Softwarebo
software that was acquired by Avaya as part
of its purchase of the Nortel Enterprise
Solutions Business in December 2009. The
Heritage Nortel Software is the software
contained within the list of Heritage Nortel
Products located at
https://support.avaya.com/Licenselnfo under
the Ilink AHeritage Nortel
successor site as designated by Avaya. For
Heritage Nortel Software, Avaya grants
Customer a license to use Heritage Nortel
Software provided hereunder solely to the
extent of the authorized activation or
authorized usage level, solely for the
purpose specified in the Documentation, and
solely as embedded in, for execution on, or
for communication with Avaya equipment.
Charges for Heritage Nortel Software may
be based on extent of activation or use
authorized as specified in an order or
invoice.

Copyright

Except where expressly stated otherwise, no use should
be made of materials on this site, the Documentation,
Software, Hosted Service, or hardware provided by
Avaya. All content on this site, the documentation, Hosted
Service, and the product provided by Avaya including the
selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by

fiDesi
e stand
ro means

o

(fAVMO)

me ans

copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases.
You may not modify, copy, reproduce, republish, upload,
post, transmit or distribute in any way any content, in
whole or in part, including any code and software unless
expressly authorized by Avaya. Unauthorized

Yo ure.proqijhgiggn%trlarwgi%signc}dissemination, storage, and or
ithou

use w the express written consent of Avaya can be
a criminal, as well as a civil offense under the applicable
law.

Virtualization

‘gﬂ}? OIJO\éIiI'EP applies if the product is deployed on a
irtual machine. Each product has its own ordering code
and Jice SQ té/pes0 I}Jote, unless otherwise stated, that
each Instance of a product must be separately licensed
and ordered. For example, if the end user customer or
Vaé(e}]cé‘ el Partner would like to install two Instances
of the same type of products, then two products of that
type must be ordered.
Third Party Components
A% h Pglrtlyig“o #ns 0 n enean seitain software
programs or portions thereof included in the Software or
Hosted Service may contain software (including open
source software) distributed under third party agreements
( AT Harty @o mp o n e whick apntain terms
regarding the rights to use certain portions of the Software
(AThird Party Termso). As
distributed Linux OS source code (for those products that
have distributed Linux OS source code) and identifying the
copyright holders of the Third Party Components and the
Third Party Terms that apply is available in the products,
Documentation or orttp&¥N ayabds
support.avaya.com/Copyright or such successor site as
designated by Avaya. The open source software license
terms provided as Third Party Terms are consistent with
the license rights granted in these Software License
Terms, and may contain additional rights benefiting You,
such as modification and distribution of the open source
software. The Third Party Terms shall take precedence
over these Software License Terms, solely with respect to
the applicable Third Party Components to the extent that

these Software License Terms impose greater restrictions
on You than the applicable Third Party Terms.

The following applies only if the H.264 (AVC) codec is
distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CONSUMER
OR OTHER USES IN WHICH IT DOES NOT RECEIVE

Pr odu cREMUNERATION TOC(inENCODE VIDEO IN
COMPLI ANCE WITH THE AVC STANDARD
DECODE AVC VI

VI DEOO0) AND/ OR (ii)
ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM
A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE
IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP:/WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL
PARTNERGS HOSTI| NRBROODBCTAOR Y A
SERVICES. THE PRODUCT OR HOSTED SERVICE

MAY USE THIRD PARTY COMPONENTS SUBJECT TO
THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED
DIRECTLY FROM THE THIRD PARTY SUPPLIER. AN
AVAYACHANNELPARTNER®S HOSTI NG OF
PRODUCTS MUST BE AUTHORIZED IN WRITING BY
AVAYA AND IF THOSE HOSTED PRODUCTS USE OR
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EMBED CERTAIN THIRD PARTY SOFTWARE, Security Vulnerabilities

INCLUDING BUT NOT LIMITED TO MICROSOFT I nformation about Avayads security
SOFTWARE OR CODECS, THE AVAYA CHANNEL policies can be found in the Security Policies
PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN and Support section of https://
ANY APPLICABLE LICENSE AGREEMENTS, AT THE support.avaya.com/security.
AVAYACHANNELPARTNERGO6S EXPENSE, DI RECTLY .
FROM THE APPLICABLE THIRD PARTY SUPPLIER. Suspected Avaya product security
vulnerabilities are handled per the Avaya
WITH RESPECT TO CODECS, IF THE AVAYA Product Security Support Flow (https./
CHANNEL PARTNER IS HOSTING ANY PRODUCTS support.avaya.com/css/P8/documents/10016
THAT USE OR EMBED THE G.729 CODEC, H.264 1515).

CODEC, OR H.265 CODEC, THE

Downloading Documentation
AVAYA CHANNEL PARTNER

ACKNOWLEDGES AND AGREES THE For the most current versions of

AVAYA CHANNEL PARTNER IS Documentation, see the Avaya Support
RESPONSIBLE FOR ANY AND ALL website: https://suppo_rt.avava.com, or such
RELATED FEES AND/OR ROYALTIES. THE successor site as designated by Avaya.
G.729 CODEC IS LICENSED BY SIPRO Contact Avaya Support

LAB TELECOM INC. SEE )
WWW.SIPRO.COM/CONTACT.HTML. THE See the Avaya Support website:

H.264 (AVC) CODEC IS LICENSED UNDER https://support.avaya.com for product or
THE AVC PATENT PORTFOLIO LICENSE Hosted Service notices and articles, or to
EOR THE PERSONAL USE OF A report a problem with your Avaya product or
CONSUMER OR OTHER USES IN WHICH Hosted Service. For a list of support

IT DOES NOT RECEIVE REMUNERATION telephone numbers and contact addresses,
TO: (I) ENCODE VIDEO IN COMPLIANCE go to the Avaya Support website:

WITH THE AVC STANDARD ( A AVC VI DEOO) h_ttps://support.avava.com (or such successor
AND/OR (Il) DECODE AVC VIDEO THAT site as designated by Avaya), scroll to the
WAS ENCODED BY A CONSUMER bottom of the page, and select Contact
ENGAGED IN A PERSONAL ACTIVITY Avaya Support.

AND/OR WAS OBTAINED FROM A VIDEO Trademarks

PROVIDER LICENSED TO PROVIDE AVC )

VIDEO. NO LICENSE IS GRANTED OR The trademarks, logos and service marks
SHALL BE IMPLIED FOR ANY OTHER USE. (fiMar ks o) ntiissteptheay e d i
ADDITIONAL INFORMATION FOR H.264 Documentation, Hosted Service(s), and
(AVC) AND H.265 (HEVC) CODECS MAY BE product(s) provided by Avaya are the
OBTAINED FROM MPEG LA, L.L.C. SEE registered or unregistered Marks of Avaya,
HTTP:// WWW.MPEGLA.COM. its affiliates, its licensors, its suppliers, or

other third parties. Users are not permitted

Compliance with Laws to use such Marks without prior written

You acknowledge and agree that it is Your consent from Avaya or such third party

responsibility for complying with any which may own the Mark. Nothing contained

applicable laws and regulations, including, but in this site, the Documentation, Hosted

not limited to laws and regulations related to Service(s) and product(s) should be

call recording, data privacy, intellectual construed as granting, by implication,

property, trade secret, fraud, and music estoppel, or otherwise, any license or right in

performance rights, in the country or territory and to the Marks without the express written

where the Avaya product is used. permission of Avaya or the applicable third

Preventing Toll Fraud party.

. . . Avaya is a registered trademark of Avaya LLC.

AToll Fraudo is the unauthori zeg ndhafyatddemaRshfe the property of their respective
telecommunications system by an owners. Linux® is the registered trademark of Linus Torvalds

unauthorized party (for example, a person
who is not a corporate employee, agent,
subcontractor, or is not working on your
company's behalf). Be aware that there can
be a risk of Toll Fraud associated with your
system and that, if Toll Fraud occurs, it can
result in substantial additional charges for
your telecommunications services.

in the U.S. and other countries

Avaya Toll Fraud intervention

If You suspect that You are being
victimized by Toll Fraud and You need
technical assistance or support, call
Technical Service Center Toll Fraud
Intervention Hotline at +1-800-643-2353 for
the United States and Canada. For
additional support telephone numbers, see
the Avaya Support website:
https://support.avaya.com or such
successor site as designated by Avaya.
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Chapter 1: Introduction to Avaya
OrchestratortE

Overview

This document provides administration guidelines for configuring and supporting Avaya
OrchestratorE, for Avaya Solutions Platform (ASP)
deployment.

Avaya OrchestratorE (AO) is a network management
previous orchestration suite known as Pod Orchestration Suite (POS). Pod Orchestration Suite
isend-of-sal e with Pod Fx 3.1. The process of migratin

be supported by Avaya Professional Services, Business Partners, solution integrators, or other
professional technical staff representatives. Prior to the migration, existing POS systems can be
backed up (Optional) and removed. For more information about backing up all POS data and
removing the applications and their supporting infrastructure, see the Installing and Maintaining
the Avaya Solutions Platform 4200 guide at https://support.avaya.com.0

AO allows for the administration and monitoring of up to 300 nodes. A node is defined as a
device or object with an IP address assigned. For example, an Avaya G450 media gateway
requires one administered node/IP address to be administered in AO for alarm monitoring, and
an HPE host server requires two nodes to be administered in AO, one for ESXi IP address and
another one for HPE iLO IP address. Information about node assignments for each device is
covered later in this document.

Avaya Or c h e s t (A@)tis@ vidbalization and management application used to monitor your
ASP 4200 infrastructure.

The following are the functionalities of AvayaOr chestr at or E:

Works in conjunction with the SAL Gateway to monitor alarms and natifications across all
Legacy/New ACP/ASP 4200 infrastructure hardware.

Provides a single dashboard view for monitoring state of health of all ACP/ASP 4200 racks,
components, and services.

Presents robust data access in a simple, uncluttered manner.

Allows SMS and email notifications for product hardware alarm escalations.

Brings a means of customizing point-specific alarm escalation groups and schedules.
Provides consistent proactive monitoring, as well as passive trap reception for all
administered hardware components.

Configures monitored environments via an intuitive gui wizard support SNMP v1, v2 and v3.
Forward supported SNMP traps coming from 4200 racks to an alternate SNMP trap
receiver.

V  Supports NFS, FTP, and SFTP file backup.

V  Provides drill-down capability for a rich variety of system reports.

<< <<<<K < <

For AvayaOr c h e s t Rededse T.5-Software applications continue to support alarms
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through the SAL gateway. Software alarm support will be available in a later release.

Each new release of AO will target improvements and innovations to meet the requirements and
needsof Av ay aonmunties.e r

Avaya Or c h ecorifiguaatianrarnd
considerations

The following sections describe the Avaya Orchest
technical guidelines and considerations for maintaining optimal application performance and

behaviors.

Software

AvayaOr c h e s t s@Red HaELiniix 7.7 (Maipo) virtual appliance intended for use by
customers and Avaya support services teams.

AvayaOr c h e s t hasa stand&rdized virtual footprint.

Storage (disk) 120 GB
CPU 16 vCPUs
RAM 24 GB
Network 1 VNIC

It is meant to support a one-size-fits-all approach, allowing several simultaneous user requests
and monitoring activities, without inhibiting product responsiveness to proactive maintenance
investigations and alerting.

Virtual network

In VMware infrastructures, for applications, such as AO, that depend on communication with

their server hostodés i LO port, ensure that you kee
network VLAN than that of the iLO port. The Avaya services deployment teams adheres to this

rule during the initial application installation. AO is deployed on the Management VLAN and the

iLO IP is deployed on the Application VLAN. It is important for the user community to continue

abiding by this rule so that AO continues to perform optimally.

Recommended practices
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Historical reports

The Avaya Orchestrat or E -faceteddool that regewsvasy amouwnts ofs a mu |
information prior to consolidating the requested information into an historical report. Therefore,

Avaya recommends that users consider this fact when requesting data and not consistently click

on the report request buttons if more detailed reports are not displayed immediately. Consistent

clicks or requests cause the report generation process to restart and can slow the report

requests of other users.

If your report request is scheduled, it is recommended you wait a few minutes for AO to process
the output. You may now request an email when your report is available to be viewed.

Configuration administration

The ACP Configuration Wizard consumes most AO threads and cycles as each rack is taken
through the Finish sequence. During this timeframe, an extensive discovery process is
underway and blocks all other AO application requests until the process is finished. All alarm
monitoring and processing continues in the background and is not impacted, but no Ul
responses are provided until the Finish (discovery) process is concluded. Therefore, Avaya
recommends that you perform all Wizard Configuration activities during maintenance windows
or low use timeframes.

~

Connectingto AvayaOr chestratorE

About this task A

You can access AvayaOr ¢ h e st r a tthewifial agplEnce server is deployed and
running.

You may use the following browsers Chrome, Firefox, IE or Safari when connecting to Avaya
OrchestratorE.

© Note:
Chrome and Safari do not come standard with the Management Server Console VM.

Procedure
1. On aweb browser, go to: https://<AO IP Address>/orchestrator.
2. Type the appropriate credentials to log in.

© Note:
All deployed IP addresses and credentials are documented in the Customer Lifecycle
Workbook.
The following are the default credentials for Avaya Or ¢ h e s t Uladcess. E
Login: aoadmin
Password: Avayal23$

July 2023 Configuring and Administering AvayaOr ¢ h e s t 11

Comments on this document? infodev@avaya.com



mailto:infodev@avaya.com

Avaya highly recommends changing all solution default passwords immediately after the
application/device deployment. When doing so ensure the Customer Lifecycle Workbook gets
updated accordingly.
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Chapter 2: Deploying Avaya
OrchestratortE

Overview

This chapter provides information about how to deploy an AvayaOr ¢ h e s t ©WAL

or E

Deploying AO

Procedure

1. From Avaya PLDS site, download the OVA (.vmx file) to the Management Server

Console (MSC). Relocate the file to the E: drive and into the folder created
SW files.

for storing

2. AO now can also be deployed from vCenter 7.0. From the vCenter web client, select the Host

and Clusters tab.

v

acp4200cpod6.acp.avaya.com
FR ASP4200-CPOD6-Datacenter

> [

Ml ([) ASP4200-CPOD6-Cluster

©

i)

Total Processors
Total vMotion Migrations:

C R

Related Objects

Datacenter

12

1224

FH ASP4200-CPODG-

Datacenter

[ vSphere - ASP4200-CPODE-Clu X =+ = [m] x
<« (] O a = https:// vCenter IP ;i app/cluster:nav=h/urn:vmomi:C usterComputeResource:domai bk @ & =
= vsphereclient O, C 2~ | & @ v
~
< [ ASP4200-CPOD6-Cluster : ACTIONS
[D] @ @ summary Monitor Configure Permissions Hosts VMs Datastores
— cPU Free: 254 82 GHz

Used: 3585 GHz

Memary

Used: 316.17 GB

Storage

Used: 546 TB

vSphere DRS

uster DRS Score @

0-20%

Capacity: 290.67 GHz

Free: 26912 GB

Capacity: 575.26 GB

Free: 9.6 TB

Capacity: 15.06 TB

~

VM DRS Score (@D

i)

- Parant Tagkg

20-40%

an-Ans

Alarms

July 2023

3. Right click the Cluster where the application will be deployed and select Deploy OVF
Template.
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& C

0 & =

() vSphere - ASP4200-CPODG-Clu- X +

https://vCenter IP

— vSphere Client (]

m B 8 8

v %) acp4200cpod6.acp.ava

[1] Actions - ASP4200-CPOD6-Clus...
[F Add Hosts...

&% New Virtual Machine...

% New Resource Pool...

(&)

~ [ ASP4200-CPOD6-D

& Deploy OVF Template...

> [} AAMS-Cluster

Pl ()] ASP4200-CPODH

oF New vApp...
@& Import VMs
Storage
Host Profiles
Edit Default VM Compatibi...
Licensing
Settings

Move To...

lifapp/cluster;nav=h/urn:vmomi:ClusterComputeResource:domai

[ ASP4200-CPODS6-

Datacenter

CPODG6-Cluster | : acrions
r Configure Permissions Hosts VMs Datastores
| Processors: 12 CPU Free: 254 82 GHz
geticticplticiation= 28 Used: 35.86 GHz Capacity: 290.67 GHz
QE ﬂ:{ﬁ Memory Free: 259.12 GB
Used: 316.17 GB Capacity: 57528 GB
Storage Free: 9.6 TB
Used: 546 TB Capacity: 15.06 TB
~ vSphere DRS ~

i @ & =

Uster DRS Score (D) VM DRS Score (D

0-20% (

20-40% (™)

4. Click Browse to locate and select the OVA file, then click Next:

= 1. Select an OVF template

Select an OVF template from remote URL or local file system

X

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such as a local

hard drive, a network share, or a CD/DVD drive.

O URL

@ Local file

AvayaOrchestrator_15.0.0.22042847_vmx.ova

July 2023

CANCEL

NEXT

5. Administer the AO name from the IP template, or some easily identifiable name, then
select the cluster level deployment location. If specific folders have been allocated for
VM groupings, this is an acceptable option. Then click Next.

Configuring and Administering AvayaOr ¢ h e s t
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Deploy OVF Template Select a name and folder X

Specify a unique name and target location

| 1 Select an OVF template Virtual machine name: AvayaCrchestrator_1.5.0.0.22042847_vmx
2 Select a name and folder .
Select a location for the virtual machine

v acp4200cpod6.acp.avaya.com
> ASP4200-CPOD6-Datacenter

CANCEL BACK NEXT

6. Select a specific host resource for a targeted deployment, if preferred, or select the
cluster name to allow VMware to select the appropriate host based on load balancing
algorithms. When complete, click Next:

Deploy OVF Template Select a compute resource X
Select the destination compute resource for this operation
1 Select an OVF template v [f] ASP4200-CPOD6-Datacenter
>0

2 Select a name and folder b3 ([]) ASP4200-CPODB6-Cluster
3 Select a compute resource

Compatibility

./ Compatibility checks succeeded.

CANCEL BACK | NEXT

7. VMware will calculate the capacity available in a specific host selection, as well as
identify where best to deploy the OVA, if the Cluster level option was previously
selected. Wait for the process to complete before clicking other options.
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Deploy OVF Template Select a compute resource X

Select the destination compute resource for this operation

1 Select an OVF template v [{] ASP4200-CPOD6-Datacenter
> [
by ([1) ASP4200-CPOD6-Cluster

3 Select a compute resource

Compatibility

Compatibility checks succeeded.

CANCEL BACK

8. Review the OVA details and click Next.

Deploy OVF Template Review details X

Verify the template details.

1 Select an OVF template

Publisher No certificate present
2 Select a name and folder
Download size 2.4 GB
3 Select a compute resource size on disk 5.5 GB (thin provisioned)

200.0 GB (thick provisioned)

4 Review details

CANCEL BACK NEXT

9. This is the Avaya EULA that must be accepted before being allowed to proceed. Click
Accept and then Next.
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Deploy OVF Template License agreements X

Read and accept the terms for the license agreement.
1 Select an OVF template A
AVAYA GLOBAL SOFTWARE LICENSE TERMS
2 Select a name and folder REVISED: June 1st, 2020
3 Select a compute resource THESE GLOBAL SOFTWARE LICENSE TERMS (“SOFTWARE LICENSE TERMS™) GOVERN THE USE OF PROPRIETARY
SOFTWARE AND THIRD- PARTY PROPRIETARY SOFTWARE LICENSED THROUGH AVAYA. READ THESE SOFTWARE
4 Review details LICENSE TERMS CAREFULLY, IN THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE

(AS DEFINED IN SECTION A BELOW). BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING
OTHERS TO DO SO, THE END USER, ON BEHALF OF THEMSELF AND THE ENTITY FOR WHOM THEY ARE DOING SO
(HEREINAFTER REFERRED TO AS “END USER™), AGREE TO THESE SOFTWARE LICENSE TERMS AND CONDITIONS
AND CREATE A BINDING CONTRACT BETWEEN END USER AND AVAYA INC. OR THE APPLICABLE AVAYA AFFILIATE
(“AVAYA™). IF THE END USER IS ACCEPTING THESE SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR
OTHER LEGAL ENTITY, THE END USER REPRESENTS THAT THEY HAVE THE AUTHORITY TO BIND SUCH ENTITY TO
THESE SOFTWARE LICENSE TERMS. IF THE END USER DOES NOT HAVE SUCH AUTHORITY OR DOES NOT WISH TO

v

| accept all license agreements.

CANCEL BACK NEXT

10. Click Select virtual disk format drop down list and select Thin provision, select the
desired Nimble or EMC datastore, then click Next.

Deploy OVF Template Select storage %
Encrypt this virtual macl (Requires Key Management )
Select virtual disk format I Thin Provision v I
1 Select an OVF template .
VM Storage Policy I Datastore Default ~

() Disable Storage DRS for this virtual machine
2 Select a name and folder

Y  Storage Y i A 4 A T
3 Select a compute resource Name Compatibility Capacity Provisioned Free Type

ASP4200-NimbleCluster-Ded.

4 Review details @)
5 L t ©
icense agreements
O
6 Select storage O
O
< >
m 6 items
Compatibility

‘ .~ Camnatihility charke cirraadan

CANCEL

11. Click the Standard Network drop down list to select the Management network
assignment and then click Next.
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Deploy OVF Template Select networks X

Select a destination network for each source network.

1 Select an OVF template

Source Network Destination Network
2 Select a name and folder
Management DP-Apps1
3 Select a compute resource m 1item

4 Review details ) )
IP Allocation Settings

3]

License agreements IP allocation: Static - Manual

IP protocol: IPva

6 Select storage

7 Select networks

CANCEL BACK NEXT

12. Now administer the AO VM network elements. In AO 1.5, customers are encouraged
to create their own aodmin and root credential passwords. You can use entrie in the IP
Template. If none are present, enter a password of Avayal23$ for both acadmin and
root logins, and confirm the customer knows the default credentials are administered.
When finished, click Next.

Deploy OVF Template Customize template X
:

1 Select an OVF template

Hostname The hostname or the fully qualified domain name for this VM (only

2 Select a name and folder digits, a-z, A-Z letters, '_' (underscore), '-' (hyphen) and " (dot)
symbols are allowed). Leave blank if DHCP is desired.

3 Select a compute resource

IP Address The IP address for this interface. Leave blank if DHCP is desired.
4 Review details
5 License agreements Network mask Network mask (a.b.c.d) for this interface. Leave blank if DHCP is
desired

6 Select storage
255.255.255.0

7 Select networks Default gateway The default gateway address for this VM. Leave blank if DHCP is

8 Customize template

desired.

CANCEL BACK NEXT
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Deploy OVF Template Customize template X

DNS 1 First domain name server
1 Select an OVF template
2 Select a name and folder DNS 2 Second domain name server
3 Select a compute resource
NTP server 1 NTP server 1. Can be blank if NTP server is not used.
4 Review details
NTP server 2 NTP server 2. Can be blank if NTP server is not used
5 License agreements
6 Select storage Password for root user Specify password for root user. Minimum length is 8 symbols.
Password @ @

7 Select networks - N .
Enter a password to enable authentication

. Confirm Password @
8 Customize template
CANCEL | BACK ‘

© Note: After VM deployment, change the passwords using the following process.

1 Login to the AO CLI using credentials root and Avayal23$.
. Type
# passwd aoadmin
1 At the next prompt, New password: type the new preferred password for
aoadmin.
1 You will be prompted to confirm it: Retype new password.
1 The password will then be changed.
1 Repeat the same steps to change the root password.

13. Review and confirm the administration. To fix incorrect entries, click Back. When
confirmed to be accurate, click Finish.
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Deploy OVF Template Ready to complete X

Review your selections before finishing the wizard

Select an OVF template > Select a name and folder

2 Select a name and folder > Select a compute resource

3 Select a compute resource ?> Review details

> Select storage
4 Review details

> Select networks
5 License agreements
v Customize template

6 Select storage Properties Hostname =
IP Address =
Network mask = 255.255.255.0
7 Select networks Default gateway =
DNS 1=
DNS2 =
NTP server 1=
NTP server 2 =
Timezone setting = America/New_York

8 Customize template

9 Ready to complete

CANCEL BACK FINISH

14. The OVA import could take several minutes to upload the OVA files and complete the
deployment. If the OVA is imported across a WAN connection, the process could take
much longer than a local network deployment, depending on network bandwidth and

[£] Recent Tasks X X
B~ Q
Task Name Target Status ritator Queved For Start Time 1 v Completion Time Server

Deploy OVF template & AO_Primary_DC1 6% VSPHERE LOCALY Sms | 9/23/2019 6:57:52 PM acp4200vet.podfx avaya.com

Import OVF package g AcP 4200 6% vsphere local\Admi 158ms | 912312019 6:55:56 PM acp4200vct podfi.avaya.com

[£] Recent Tasks X
i a -
Deploy OVF template & AO_Primary_DC1 |+ Completed VSPHERE LOCAL\ 5ms 9/23/2019 6:59:14 PM 1.podfx avaya.com

Import OVF package § AcP 4200 v Completed vsphere local\Admi 158 ms | 9/23/20196:55:56 PM  9/23/2019 6:59:14 PM  acp4200vc1.podix avaya.com

15. Once the OVA deployment is successfully completed, you may power up the VM. Find
and highlight the new VM within the selected cluster, then click the green Power-On
arrow in the tool bar to the right.
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%! vSphere - Avaya Orchestrator 1. X + - O x
<« C O LDA 2 https:// fui/app/vm;nav=h/urn:vmomi:VirtualMachine:vm-428:e96dad07-96 s & i’. =
vSphere Client O 7] Actions - Avaya Orchestrator 1.5-Buil...
A
Power
I > Power on I ctrl + alt+ B A

Guest OS s

& Snapshiots S Networks
[z Open Remote Console

o>
@
oy S Mi Hard sto
e @ Migrate... £3 P U UEAEE
i) Clone 0 Hz
e i MEMORY USAGE

Fault Tolerance = OB
o>
[

STORAGE USAGE
& VM Policies 3
MORE INFO 10.64 GB

& DNS Name: asp4200-cpodé6-

Template aol5.acp.avaya.com
il Compatibility IP Addresses:

I Avaya Orche Host: 10.129.209.12
& Export System Logs... G
i =
< Edit Settings... . v
~ Recent Tasks Alarms v

16. Once the VM has powered up, open the VM console by selecting the monitor icon on
the tool bar to the right.

5] vSphere - AvayaOrchestrator_1. X |+ = [m} X

<« C O G = https:// 1pp/vm;nav=h/urn:vmomi:VirtualMachine:vm-614:e96dad07-988a-4768-837a-943bf72fd3 b © L =

Launch Console

‘eb Console

(©) VMware Remote Console (VMRC)  INSTALL VMRC

\:l Remember my choice

LAUNCH
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Confirming deployment

1. Log in as user aoadmin. There is no longer a default password. You will use the
password administered previously during OVA deployment. This will confirm the
aoadmin credential is functional.

AO_Primary_DC1

Red Hat Enterprise Linux Server 7.7 (Maipo)
Kernel 3.18.8-1862.1.1.e17.x86_64 on an xB86_64

aoprimdcl login: aocadmin
Password:
[acadminRaoprimdcl ~15

2. From the Linux prompt, type su i root. Enter the password types during the OVA
deployment. This will confirm the functionality of the root password.

AO_Primary_DC1

LS

Red Hat Enterprise Linux Server 7.7 (Maipo)
Kernel 3.18.8-1862.1.1.e17.x86_64 on an xB86_64

aoprimdcl login: aocadmin

Password :

[apadminPaoprimdcl 715 su root
Password:

Last login: Wed Dec 31 19:88:18 EST 1969
[root@aoprimdcl " 14

&

If either the aoadmin or root password credentials fail, the OVA will need to be
redeployed.
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Chapter 3: Hardware configuration

This chapter contains information about how to administer each hardware device with the
appropriate SNMP, REST API, and CLI API settings.

Overview

Prior to administering new devices in the ACP Configuration Wizard, each hardware device

must be administered for SNMP. When the SNMP administration is finished, the device

detection activity in Avaya OrchestratorE succeed
of the deployment process. This section explains how to configure each hardware element with

the appropriate level of SNMP.

Where supported by the device, SNMPv3 is administered in new deployments and upgrades as
the default SNMP variety in the ASP 4200 4.1 solution. For users who may still wish to continue
using SNMPV2, the administration for that variable is also documented.

SNMP protocol assignments

For more information about SNMP assignment for all hardware components supported in an
ASP 4200 solutions, see

Configuring DNS/FQDN information.

For all AO releases:

Without the administration of FQDN host information, by default, all reports display only the
source IP address for each trap that is received or proactively collected. Therefore, to produce
an easily distinguishable reference name for each trap/alarm, you must configure an FQDN or
host name and DNS authentication for each element that is monitored.

O Important:
For AO 1.5:
For certificates and licensing to work correctly, FQDN resolution via DNS is required.

If you want device names to appear, instead of IP address information, in all AO reporting
output, you must create all DNS or /etc/hosts file entries before administering devices in the
ACP Configuration Wizard.

If devices have already been administered into the Configuration Wizard, the subsequent
administration of FQDN information in a DNS server or /etc/hosts file in AO will not provide the
required device naming presentation. To display the FQDN information instead of the IP
addresses, remove the devices from the Wizard and re-administer them, so that next time AO
populates all related device tags, that is, an FQDN instead of an IP address.
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Procedure
Option 1: Administer the FQDN information in a DNS server.
Based on the FQDN information provided in the Life Cycle Workbook (LCW), administer the IP
address and FQDN information for each ACP/ASP 4200 device node into a DNS server that
supports the production environment. This infor ma
trap reporting output for each device.
Option 2: Build an FQDN or host table inside AvayaOr chestr at or E.
Warning
This option is only for AO configurations that will not be using certificates.
If a DNS server is not available for the environment, you can administer a table within the Avaya
OrchestratorE application to provide the same FQD

naming information for each node from the Life Cycle Workbook. Do the following:

1. SSHinto AvayaOr c h e s t byasing thefaoadmin login credentials from the
Customer IP Template Workbook.

2. Atthe Linux prompt, type: sudo vi /etc/hosts
The hosts file is opened for editing.

3. Use the arrow keys on your keyboard to move the cursor down to the bottom row of
entries. Press the Esc key and then o.

E® acadmin@ao5:~ - O >

The cursor repositions on a new line for you to insert the entries.

! @ aocadmin@ao5:~ - O >

4. Use the following Linux vi procedure to update the hosts table:

a. Type the IP address for the first device, and then press the Tab key.
b. Type the host name and press the Tab key.
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© Note: This host name is presented with each trap from the device.

c. Type the associated FQDN/host entry. For example: netldcl.avaya.com.
d. Press Return and type the information of the next host.

e. After you type the final IP address, press Esc to stop the vi editing process.
f. To write and save the file information, type :wq!

g. To close the window, type Exit.

Configuring SNMP on VSP Devices

Configuring SNMP v2c on VSP 7254/7400 network devices

Procedure
1. SSH into VSP 7254/7400 device.

2. Atthe command prompt, run the following commands in succession:
enable
configure terminal

3. Run the following commands to configure VSP:

no snmp-server community public

no snmp-server community private

snmp-server community <community string> group readgrp index < WORD<1-32> sechame
readview

4. If SAL Gateway is also being deployed in the solution, run the following command to
configure SAL Gateway:

snmp-server host < AO IP or NMS Tool IP > v2c readview

5. Run the following commands to save the changes and exit the configuration:
exit
save config

6. At the command prompt, run the following command to verify SNMP administration.
show running-config

Press the space bar to scroll through the configuration to find the SNMP settings and
values.
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Configuring SNMP v3 on VSP 7254/7400 Network Switches

Procedure
1. SSHinto VSP 7254/7400 device.

2. At the command prompt, run the following commands in succession:
enable
configure terminal

3. Add the SNMP v3 username, authentication and privacy admin and access to read or write
data. The information inside the brackets represents the default credentials values to be
deployed.
no snmp-server community public
no snmp-server community private
snmp-server user <avaya> group <initial> md5 < avayal23> aes <avayal23>

4. Enter the trap receiver information.
snmp-server host <AO IP or NMS Tool IP>v3 authPriv <avaya>

5. Run the following commands to save the changes and exit the configuration.
exit
save config

6. Atthe command prompt, run the following command to verify SNMP administration.
show running config

7. Collect the Engine ID information that will be used to administer the AO SNMPv3
handshakewith the device.
show snmp-server user

In the screen capture below, collect the numerical sequence after the Ox and remove the :
(colon) in between each group of digits, such that you would have
800008E003A4251B574800 as the Engine ID to enter into AO. For more information, see
Chapter 4: Solution configuration.
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Optional Configuration Settings

Information provides insights for administrators and services personnel. The following settings
are optional for the VSP network devices. The do not come as part of the standard
configuration, but may be configured per desire/need.

T

Login-success traps
By default, the VSP devices will notify trap receivers, like AO, if there is a failed login
attempt to any device. Some users may wish to also know about successful login
attempts, to have any network access captured in an SNMP log.

snmp-sever login-success-trap enable
Location
Create a specific location to be displayed in AO for the device(s). There are 255
characters allowed and they must be contiguous, i.e., joined together by an underscore
character ().

snmp-server location <enter location>

Contact
Add in contact information that may help with identifying a group responsible for the
device to help during escalation issue work. Like the location, 255 contiguous characters
are available for entry.

snmp-server contact <enter contact info>

He r arbexample, from the cabinet drill down, into the VSP drill down page, where this
information can be easily referenced.
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Device information

Entity name % Entity value

Device host name/FQDN cpoddvsp7254sw2.cpod.com
Device IP 10.129.94.61

Serial No 15JP402CFOOL
entPhysicalModelMame 7254X%50)

sysDescr VSP-7254X5Q (8.0.6.0)
sysQObjectlD i50.3.60.1.4.1.2272.208
sysName CPODASWB
sysUpTime 73 days 2hi41m:31s
sysContact Engineering
sysLocation 12121GrantStreet
sysServices 6

Device information

Entity name Entity value

Device IP F

Serial No 2217Q-40322
entPhysicalModelName 7400-48Y-8C

sysDescr VSP-7400-48Y-8C (8.9.0.0)
sysObjectlD i50.3.6.1.4.1.1916.2.325
sysName asp-vsp/74K1

sysUpTime 154 days 17h:32m:37s
sysContact Ricardo Arriagada
sysLocation 3rd Floor Lab, Thornton, CO
sysServices 6

Configuring SNMP v2c on G450 Media Gateways

Procedure
1. SSHinto the G450 media gateway by using root credentials.

2. At the command prompt, run the following commands in succession:
set port trap enable
snmp-server enable notifications
snmp-server host <AO_IP_Address> traps v2c avayal23

3. If SAL Gateway is also being deployed, run the following command:
snmp-server host <AO_IP_Address>,<SAL_GW_IP> traps v2c avayal23
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4. Run the following commands to write and save changes and add the configuration to the
boot parameters:
copy running-config startup-config

reset
5. Atthe command prompt, type the following command to verify SNMP administration:
show snmp
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Configure SNMP v3 on the G450 Media Gateways.

© Note: SNMP configuration settings have been added to the Gateway template config for
ASP 4.1 at the factory. Following procedure should be use a reference or in case
snmpv3 requires to be configured on existing environment.
Configuration reference:

1. Using SSH, access the G450 host IP address.

2. Login using the root credentials.

3. Configure the SNMPv3 user+ privacy and authentication credentials and view by
executing the following command:

snmp-server user avaya v3AdminViewG v3 auth SHA avayal23 priv aes128
avayal23

4. Collect the Engine ID information to be used during AO administration of each G450 device
(supporting SNMP v3).

show snmp user

5. Configure the Engine ID to be associated with the user (avaya) previously created.

snmp-server remote-user avaya <EnginelD> (hexadecimal numbers separated by colons
(5-32 numbers) v3AdminViewG auth SHA avayal23 priv aes128 avayal23

Example:

snmp-server remote-user avaya 80:00:1a:€9:03:80:1d:aa:40:5¢:88 v3AdminViewG auth
SHA avayal23 priv aes128 avayal23

6. Configurethetrapr e c e i IR aldresges to receive traps from the G450.

snmp-server host <AO_IP> traps v3 priv avaya all
snmp-server host <SAL_GW_IP> traps v3 priv avaya all

7. Setthe alarm informs function.
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snmp-server host <AO_IP> informs v3 priv avaya all

8. Enable SNMP on the G450.

set snmp trap enable

9. Enable traps from the primary NIC interface.

set port trap 10/5 enable

10. Enable traps from the secondary NIC interface.

set port trap 10/6 enable

11. Save your changes.

copy running-config startup-config

Configuring SNMP on HPE servers

© Note: Servers require two elements to be administered: ESXi and iLO.

Configuring SNMP v2c on ESXi

Procedure
1. Using SSH, access the ESXi host IP address.

2. Run the following command to enable SNMP on the ESXi host:
esxcli system snmp set --enable true

3. Run the following command to set the community string to be exchanged between the ESXi
host and the trap receivers:
esxcli system snmp set --communities <community string>

4. Run the following command to configure the trap receiver target for the ESXi SNMP output:
esxcli system snmp set -t <target IP Address>@162/CommunityString,
SAL_GW_IP@162/CommunityString

Port 162 is the standard and default SNMP port for receiving, but any port number can be
assigned.
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Up to three trap destinations can be administered and must be separated by commas with
no subsequent space.

Run the following command to enable the traps to be send to the target receivers:
esxcli system snmp set -e yes

Run the following command to review and confirm the SNMP settings:
esxcli system snmp get

Run the following command to send a test trap and confirm that the administered destination
receives notifications:
esxcli system snmp test

Configuring SNMP v3 on ESXi

Procedure

1. Using SSH, access the ESXi host IP address.

2. Run the following command to enable SNMP on the ESXi host:
esxcli system snmp set --enable true

3. Set the authorization and privacy types in ESXi.
esxcli system snmp set -a SHA1 -x AES128

4. To help create a unigue Engine ID, which is preferable to using the locally generated option,
find a Mac address used on the ESXi host. Any Mac address from the list presented will
serve the purpose.
vim-cmd hostsvc/net/info | grep i ma=< 0

5. Ifthere are several MAC addresses present, select one. Using the Mac Address info, set the

engine ID. The digits after the --engineid option below are part of an example Mac Address.
The colons present in the MAC address format have obviously been removed for the
engineid entry.

esxcli system snmp se --engineid 98f2b324c0al

0 Note: Ensure you make a note of the engine ID. You need to administer this ID in Avaya
OrchestratorE.

6. Generate hash values for the privacy and authentication settings based on the SNMP
engine ID.
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esxcli system snmp hash -r -A avayal23 -X avayal23

The following output will be presented.

7. Using the hash output values, as seen in the screen capture above, create a user that will
guery the SNMP service. The following command will be typed as a 1 line (continuous)
command.

esxcli system snmp set 1 u avaya/c25a9983f6e4e6ec0988186047f7f615/
€25a9983f6e4e6ec0988186047f7f615/priv

oNote:The user name (avaya) wil!/l be administere
you make note of it.

8. Setthe AO and SAL GW targets to receive traps.

esxcli system snmp set --v3targets <AO IP
Address>@162/avayal/privitrap,<SAL GW IP Address>@162/avaya/priv/trap

9. Enable the SNMP service.

esxcli system snmp set -e yes

10. Review the configuration you just administered for SNMP v3.

esxci system snmp get
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Configuring SNMP on iLO

Configuring SNMP v2c on HPE Gen8/Gen9 servers for iLO 4

Procedure
1. On the web UlI, type the IP address of the iLO.

2. Inthe left navigation pane, click Administration > Management.

[ iL0:acp420099-2 - esxi-08-0sak X+

< C A Notsecure | httpsy/,

e | iLO4 Local User: admin
Hewlett Packard e iLO Hostname: esxi-08 osaka ilo.
Enterprise -

Expand All

- Information

Information Status
Server Name acpd200g9-2 System Heafth @ OK
System Information B ;
Product Name ProlLiant DL360 Gen9 iLO Health @ 0K
iLO Event Log uuiD 32353537-3835-564D-5137-353030365332 Server Power @ ON
Integrated Management Log Server Serial Number MXQ7500652 UID Indicator 7 UID OFF
Product ID 755258-B21 TPMStatus  Not Present
(R AR T System ROM P89 v2.64 (10/17/2018) SD-Card Status Not Prasent
Diagnostics System ROM Date 101712018 iLO Date/Time  Sun Dec 2 14:05:52 2018
Backup System ROM 05/21/2018

Location Discovery Services

Integrated Remote Console .NET Java Web Start Java Applet Connection to HPE

=il e License Type iLO Advanced
. ILO Federation ILO Firmware Version 2.61.Jul 27 2018 Not registered
IP Address. 10.129.103.89
+ Remote Console N -
iLO Hostname esxi-08-osaka-ilo.

Virtual Media

0

T

Power Management
Active Sessions

T

Network

. Remote Support User “ IP Address Source

/ Local User- admin HTTPS
Administration

0
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e |
Hewlett Packard
Enterprise

Expand All

Insight Agent
+ ILO Federation
+ Remote Console
+ Virtual Media
+ Power Management

+ Network

+

Remote Support

- Administration

Firmware

Licensing

User Administration
Access Settings

Security /
Management

Key Manager

iLO Federation

3. Inthe SNMP Settings area, do the following:
a. Click Agentless Management.

b. Inthe Read Community and Trap community fields, type the community string
avayal2?3.

c. Inthe SNMP Alert Destination(s)f i el d, type the | P addresses of
and SAL Gateway.

d. Click Apply.

iLO 4

ProLiant DL360 Gen9

Management - SNMP Settings
SNMP Settings  AleriMail  Remote Syslog

Enable *  Agentless Management SNIMP Pass-thru

System Location:
System Contact
System Role:

System Role Detail

Read Community:

avayal23
Trap Community: avayat23
SNMP Alert Destination(s)

I
SNMP Port: 161

I Apply
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Configuring SNMP v2c on HPE Gen10 servers foriLO 5

Procedure

1. Onthe web UlI, type the IP address of the iLO from the LCW.

2. In the left navigation pane, click Management.

iLOS5

1.37 Oct 25 2018
Information
System Information
Firmware & OS Software
iLO Federation
Remote Console & Media
Power & Thermal
Intelligent System Tuning
iLO Dedicated Network Port

¢ iLO Shared Network Port

Remote Support

Administration

Security

Management

Intelligent Provisioning

3. On the top portion of the administrative screen, in Read Community, type avayal23, and

then click Apply.

4. At the bottom portion of the administrative screen, in the SNMP Alert Destinations
area, click New to add a new SNMP trap receiver.

SNMP Alert Destinations

SNMP Trap
Alert Community
Destination

| M

SNMP
Protocol

SNMPy1
Trap

SNMPv1
Trap

m| Edit || Delete |

SNMPv3
User

5. Inthe SNMP Alert Destination field, type the IP address of AO.
6. Inthe Trap Community field, type avayal23.
7. Click Add.
8. Repeat the new entry process and include the SAL Gateway IP address as a trap receiver.
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Add Alert Destination X

SNMP Alert Destination

Trap Community
avaya123

SNMP Protocol

Configuring SNMP v3 on HPE Gen8/Gen9 servers foriLO 4

Procedure

1. From the left side menu, select Administration - Management.

2. Under SNMP settings, select a radio button for SNMPv3 Users and click Edit.

SNMPv3 Users

Authentication
Security Name: Protocol Privacy Protocol

O unset

unset
unset

3. Under the SNMPV3 user details:
- create a user name of avaya
- select SHA authentication protocol with a password of avayal23
- select AES privacy protocol with a password of avayal23
- Click Apply to save changes.

SNMPv3 Users

Security Name: avaya
Authentication Protocol: SHA
Authentication Passphrase: avayal23
Privacy Protocol: AES
Privacy Passphrase: avayal23
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4. To set the SNMPv3 engine ID, from the left side menu, select Network -> Shared
Network Port.

5. Copy the MAC address from the summary page.

6. From the left side menu, select Administration -> Management -> SNMP Settings.

7. Inthe text box next to SNMPv3 engine ID, type in Ox followed by the MAC address of
the shared network port.

8. Click Apply to save changes.
9. Under SNMP Settings, enter the Alert Destination of AO and the Sal GW.

10. Click Apply to save changes.

Management - SNMP Settings

SNMP Seftings  AlertMail Remote Syslog

SNMP Settings

Enable : & Agentless Management SNMP Pass-thru

System Location
System Contact:
System Role

Systerl Role Detail:

Read Community: avayai23

Trap Community avaya123

SNMP Alert Destination(s): 1040101

SNMP Part: 161

Configuring SNMP v3 on HPE Gen10 servers for iLO 5

Procedure

1. Log into the G10 server iLO using its iLO IP address and iLO login credentials.
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From the left side menu, select iLO Shared Management Port and copy the MAC
address if the Shared Network Port from the summary page.

From the left side menu, select Management.

Scroll down on the SNMP settings page and select New under SNMPv3 users.

Fill in the details to add a new SNMPV3 user.

O O OO

Click

Create a security name of avaya
Select SHA authentication protocol and set a Passphrase of avayal23
Select AES privacy protocol and set a Passphrase of avayal23
In the text box below User engine ID, type in 0x followed by the MAC address of
the shared network port copied on previous step. Please ensure that there are no
colons in the MAC address when setting up the engine ID.

Add User to save changes.

Edit SNMPv3 User X

Security Name

avaya

Authentication Protocol

SHA

Authentication Passphrase

avayal23

Privacy Protocol

AES

Privacy Passphrase

avayal23

User Engine ID
0x9440C93590B3

Update User

7. Under SNMP Alert Destinations, click New.
8. Under the Add Alert Destinations details:

July 2023

(0]

(0]
0
0

Enter the AO IP address under SNMP Alert Destination.

Leave the Trap community field blank.

Select SNMPv3 Trap from SNMP Protocol drop-down menu.

Select user avaya created from a previous step from SNMPv3 User drop down
menu.

Click Add to save new changes.
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Repeat the steps to add the SAL GWas an SNMP alert destination. .

SNMP Alert Destination

SNMP Alert Destinations

Trap Community SNMP Protocol

SNMPvV3 Trap

SNMPvV3 Trap

SNMPv3 User

avaya

avaya

e |

Configuring SNMP v2c on Sentry 4 PDUs

Procedure

1. Open a web browser tab and access the PDU IP address by using the credentials provided

in the IP template.

2. In the left navigation pane, click Configuration > Network.

u Server Technology

Overview
Monitoring
Control
Configuration
System
About
Bluetooth
Branches
Cords
Features
Files
Groups
Lines
Outlets
Over-Current Protectors
Phases
Ports
Sensors
Shutdown
Trending
Units 0
UPS
etwor>

Access

3. Click SNMP.

July 2023

Configuring and Administering AvayaOr ¢ h e s t
Comments on this document? infodev@avaya.com

40


mailto:infodev@avaya.com

' g Server Technology

Qverview
Monitoring
Control
Configuration
System
Network
DHCP/IP
Email/SMTP
FTP
HTTP/HTTPS
LDAP
RADIUS
SNTP
Syslog
TACACS+
Telnet/SSH
ZTP

Access

Tools

In SNMP Trap, in the Format field, click v2c.

S A

Leave remaining default values and click Apply.

Select the Enable check box corresponding to the SNMPv2c Agent field.
In Get Community (RO) field, type the community string: avayal23

(#PRO8) Sentry Switched PDU

Restart required to apply changes

SNMP
Configure SNMP agent options

SNMPv2 Agent:
GET Community (RO):
SET Community (RW):

SNMPv3 Agent:
Engine ID:

SNMP Trap:
Format:

w2 Community:
w3 Username:
Destination 1:
Destination 2:

Error Repeat Time:

IP Restrictions:

System Name:

Locatio
IP Address : 10.125.103.10

Enable

|avaya 123 /

—

[Enable *

800006B60200000000000000000000FFFFOAS16704A

|v2c ~|*

trap

|root

IED seconds
I None ~

|sentry_s09d33

* Value changed - restart required

8. In the left navigation pane, click Tools > Restart.
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g Server Technology

Overview
System
Manitoring
Control
Configufation

Tools

9 Server Technology
. Overview
Monitoring
Control
Configuration
Tools
Change Password
Ping r/
Resta

View Log

9. Inthe Action field, click Restart, and then click Apply.

(PRO&8; Sentry Switched PDU (=50

Restart required to apply changes

Restart
Initiate a tem restart \
Action: @

Apply I Cancel I

Configuring SNMP v2c on a Nimble Core

Procedure

1. Using the credentials in the IP template, access the Nimble Core IP address through a web
Ul and https.
2. Click Administration > Alerts and Monitoring.
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HPE Nimble Storage

PERFORMANCE

T e —

B default

SPACE

ALERTS AND MONITORING

NETWORK

SECURITY

DATE AND TIMEZONE

SOFTWARE

SPACE

VMWARE INTEGRATION

CUSTOMIZATION

SHUTDOWN

3. Onthe Alerts and Monitoring menu, click SNMP.
4. Onthe SNMP page, do the following:

a. Select the Enable SNMP Get and Enable SNMP Trap check boxes.

b. Inthe Community String field, type avayal23.

c. Inthe Trap Destination field, type the IP address of the SAL Gateway that is provided in

the IP template, and then click Save.

['y
HPE Nimble Storage MANAGE HARDWARE MONITOR EVENTS ADMINISTRATION  HELP

ALERTS AND MONITORING ~ NETWORK “URITY  DATE AND TIMEZONE .‘ SPACE  VMWARE INTEGRATION

Administra.. | acp4200-grp1 |

DIAGNOSTICS SNMP

EMAIL
- SNMP GET
’ F Enable SNMP Get

SIEEeE COMMUNITY STRING * avaya123
SNMP PORT * 161
SYSTEM CONTACT

SYSTEM LOCATION Thornton, CO

SNIMP TRAP
Enable SNWMP Trap

TRAP DESTINATION *

TRAP DESTINATION PORT * 162

The HPE Nimble Storage array uses Simple Network Management Protocol, version 2c (SNMPv2c) to communicate with network management systems.

Used to poll the HPE Nimble Storage MIB

SAVE

Configuring SNMP on an EMC VNXe3200

Procedure
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1. Open a web browser and access the 3200 device by using the IP and administrator login

credentials provided in the IP template.
2. Click Dashboard.

3. Select Settings icon on the right corner of the task pane. Select Alerts and choose SNMP.

S Uemptrr " v = O X
i o  » 0@ ¢
o B . 3 4
= DELLEMC Unisphere @K &+ L0
SYSTEM CAPACITY POOLS v 8 i
SYSTEM PERFORMAMNCE
[ | [T}
I - L .' -"‘-"-'-'-"‘-'-'-‘- — .*"-"-"-"" = b
4. Click Add to administer Avaya Or ¢ h e s t asart SINMEtrap destination.
> A .,...~-;“. . ’ * »00
Ko =
E——
L -
. D . -
2 R T T e e
PO
e—c3 °
The SNMP Target dialog box appears.
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SNMP Target (%]

Specify the details for this SNMP trap:

Network Name / IP Address: *

User Name: *

Authentication Protocol: | None -

Close ‘ ‘

5. Inthe Network Name / IP Address field, type the IP address of AvayaOr chestr at or E.
6. Inthe User Name field, type avaya.

7. Inthe Authentication Protocol field, click SHA.

8. Inthe Password field, type avayal23.

9. Inthe Confirm field, retype the password.

10. In the Privacy Protocol field, click AES.

The Privacy Protocol field appears after you select the authentication protocol in the
Authentication Protocol field.

SNMP Target (%]

Specify the details for this SNIMP trap:

Network Name / IP Address: *

User Name: * | admin

Authentication Protocol: | SHA -

Password: * | ssssssns

Ganl[m: * SERREER

Privacy Protocol:  None -
Cancel ‘ ‘
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11. In the Privacy password field, type avayal23.

12. In the Confirm field, retype the privacy password.

SNMP Target D

Specify the details for this SNMP trap:

Network Name / IP Address: * ‘ ‘

User Name:* | admin

Authentication Protocq: | SHA A

Password:* | sssssses

Confirm:* | esesssns

Privacy Protocol: I AES v I

Password:* | sssssses

Confirm:* | esesssss

Cancel ‘ ‘

13. Click OK.
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Chapter 4: Solution configuration

Overview

This chapter provides information about using the Configuration Wizard to administer ASP
4200 racks for alarm monitoring. After the ASP 4200 racks are administered, all devices are
supported in Avaya Or c h e st rfoa tnaomifg traps and proactive state-of-health
monitoring.

ACP rack configuration highlights

©® Important:

The ACP rack creation and configuration procedures are completed after you click Finish.
If you leave the page either by pressing a back space or a web Ul time-out occurs, all new
un-submitted administration changes are lost. You must re-enter and re-submit the
administration information.

Only one administrator at a time can administer the ACP Configuration Wizard. When
another administrator attempts to access the Wizard while the original administrator is still
active in the program, the following error is displayed:

@ Configuration Wizard: Avaya Converged Platform configuration -
Step 1

Rack configuration is open in other window, multiple configuration is prohibited
If the previously open session was interrupted by an unexpected closure of the browser, please reclaim the access.
Note that it does not restore your changes made in the previous session.

Reclaim access

It you leave the Wizard menu item open and unattended, other users cannot access the
Wizard and make the necessary changes.

Configuring the ACP solution

Before you begin
You must have administrative user rights or have the Can configure hosts and services

permission to access the ACP Configuration Wizard.
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For more information, see
Managing permissions.

In the ACP Configuration Wizard, you must specify the IP addresses of the devices that
you configure in the ACP solution; for example, PDUs and VSP devices.

When you enter the IP address of a device in the ACP Configuration Wizard, Avaya
OrchestratorE automatically tries toSapd&g the
Detect hardware. If the IP address is incorrect or does not respond, AvayaOr c hest r at or E
displays the following message:

Host <IP address> does not reply to ping.

Create the foundations

1. LogontoAvayaOr c h e s t byasing adfinistrative credentials.
2. Onthe menu bar, click ACP Configuration Wizard to start the wizard.

AVAVA Orchestrator Home Dashboards Reports ACP Configuration Wizard Help Admin

V

v Quick View
Home Dashboard

All Service Problems
All Host Problems

v Details
Service Status
Host Status
w Graphs
[IGraph Explorer
v Incident Management

Latest Alerts
Acknowledgements
Scheduled Downtime
Mass Acknowledge
Recurring Downtime
Notifications

Step 1 of the Configuration Wizard appears.

3. Do the following to add a new ACP:
a. Inthe ACP name field, type the name intended for the new ACP/ASP solution as
mentioned in the IP template.
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0 Note: Only digits, a-z, A-Z letters, underscore (_), hyphen (-), and dot (.) symbols
are allowed for the ACP name. Limit for symbols in the ACP name is 25. Spaces
between characters are not permitted.

b. Inthe ACP description field, type a description for the new ACP/ASP solution.
ACP description is optional.

c. Click Add new ACP to add the new ACP/ASP solution.

This will be the name applied to the view represented on the Home Dashboard. All devices
administered in the Wizard will be represented on this dashboard. Therefore, if you intend

to add racks from multiple data centers, choose the name that will best reflect the composite
view.

4. Do the following to add a new rack:
a. Inthe New rack name field, type a name for the first rack.

° Note: Only digits, a-z, A-Z letters, underscore (), hyphen (-), and dot (.)
symbols are allowed for rack name. Limit for symbols in rack name is 25.

b. Inthe New rack description field, type a description for the new rack.
The rack description is optional.

c. Click Add new rack to add the new rack.

@ Configuration Wizard: Avaya Converged Platform configuration - Step 1

Name Description

Main_POD Main POD

5. Repeat Step 4 to add all racks in the solution.

>
@ Configuration Wizard: Avaya Converged Platform configuration - Step
1
SiL_ACP4200 {]
& Add new rx
@
7
Ext (7]
Pa
E F {\
s>
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Editing the name and description of a rack

© Note:

Only digits, a-z, A-Z letters, underscore (_), hyphen (-), and dot (.) symbols are allowed for a
rack name. Limit of symbols for rack name is 25.

Procedure

1. Logontothe AvayaOr c h e s t weh interfade by using administrative credentials.

2. Onthe menu bar, click ACP Configuration Wizard to start the wizard.

3. On the Configuration Wizard: Avaya Converged Platform configuration - Step 1 page,

click Edit rack name/description 4 corresponding to rack that you want to edit.
4. Modify the rack name and description in the fields.
5. Click Apply new rack name/description +.

Deleting an ACP solution or rack

About this task
Administrators can delete 4200 racks any time after adding and administering the ACP/ASP

solution.

Procedure

1. Logontothe AvayaOr c h e s t web interfade by using administrative credentials.
2. Onthe menu bar, click ACP Configuration Wizard.
3. On the Configuration Wizard: Avaya Converged Platform configuration - Step 1 page,

click Delete E corresponding to the ACP solution or rack that you want to delete.

Name

SIL_Thornton_ACP4200

_k,i

Description

SIL Thornton ACP4200 DC1 & DC2

@ Configuration Wizard: Avaya Converged Platform configuration - Step 1

\ Actions
(@)

=+ Add new rack

Name

SIL_Thornton_ACP4200

Description
SIL Thornton AGP4200 0| |](%]

Actions

(&
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0 Note:

At this point, administers can continue to build the AO solution by clicking Next to
proceed to the next section, or can opt to save the solution and rack information by

clicking Next, and then Finish on the subsequent page. The current administered
information is saved when you click Finish.

4
Avaya Converged Platform configuration Monitoring Wizard

Your configuration changes have deen successfully applied and the monitonng engine was restarted l

Administering Rack Elements

You may click Run this monitoring wizard again, as shown in the screen shot above,
which will revert to the entry page of the ACP Wizard, or you may start directly from the

entry page, where you will select the button corresponding to the rack that you want to
deploy. Then click Next.

Step 2 of configuration wizard appears.

@ Configuration Wizard: Avaya Converged Platform configuration - Step 1
ASP_Solution_Main I} Monitoring DC1 and DC2 E‘
< Add new rack

DC_1_Rack1 Primary Rack DC1 ‘E‘
DC_1_Rack2 Extension Rack 1 ‘E‘
DC_2_R: Primary Rack DC2 ‘E‘
DC_2_Rack2 Exts Rack ‘E‘

Next

The administration wizard for the selected rack is presented.
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[~

DC1_Main

Save L Detect mardware

@ Configuration Wizard: Avaya Converged Platform configuration - Step 2

DC1_Extt

Total 48 slots are displayed.

The first six slots (V1-V6) represent vertical equipment placement on the rear side of
the rack, that is, PDU devices. The following charts indicate the placement of the devices

based on the rack size being deployed.

48" RackView of Vertical PDUAssignments
V1 V2 V3 V4 V5 V6
Primary3 | Secondanl Primaryl | Primary2 | Secondarp Secondary
42" RackView of Vertical PDUAssignments
V1 V2 V3 V4 V5 V6
Secondarnl Primaryl Unused | Unused | Primary2 Secondary

July 2023

Slots 1-42 represent the horizontal MTUs that can be viewed from the front side of the
rack and can support the following devices: servers, network switches and routers,
storage arrays, media servers, and some horizontal PDUs.

There is no limit to the number of devices that you can add at any one time. However,
the greater the quantity of devices and elements being simultaneously entered, the
longer the Finish process takes to complete.

° Note:

There are filler components that you can select for each slot. You can hover over the
Slot and Device Description fields to view these filler components. One example of
such a filler is the Horizontal filler that is used to represent empty slots, whether empty

Configuring and Administering AvayaOr ¢ h e s t
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for air flow considerations or for representing the availability of a slot for future hardware
deployments.

36

35

Horizontal filler v

+

Horizontal filler v

+

DL360 G9
DL360 G9
DL360 G9

7254XSQ
7254XS0Q

Adding a PDU

The Sentry 4 PDU supports only SNMP v2.

w

July 2023

In the IP address field corresponding to slot V3, type the IP address of the first
master PDU.

In the corresponding SNMP Community string field, type avayal23.

Add any additional PDUs in slots V2 and V1.

Click Save & Detect hardware.

The expansion units associated with each master PDU do not have an IP address
to administer. The AO tool reminds administrators to place a filler field where the

partner expansion unit is to be located after the administrators click Save & Detect
hardware.

Device with the IP address in the slot V3

has one extenszion. Please place it manually.
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Comments on this document? infodev@avaya.com

53


mailto:infodev@avaya.com

5. Based on the PDU administration in slots V1-V3, click Sentry Smart PDU Link unit
as filler information in the lists corresponding to slots V4-V6.

@ Configuration Wizard: Avaya Converged Platform configuration - Step 2

DC_1_Rack1 DC_1_Rack2 DC_2_Rack1 DC_2_Rack2

Slot Device Description Serial No IP Address

Orientation: Vertical

AJTD0000002, 10.129.103.10

V: try4 Switche U Maste it v
v3 Sentry4 Switched PDU Master uni AJQH0000011 [10.129.103.10

entry3 Switched CDU Link tower ¥

SNMPv2 v

SNMPv2 v

SNMPv2 v

SNMPv2 v

SNMPv2 v

(=)

(S]]

(=]}

(S]]

0 Note:

At this point, administrators can do one of the following:

1 Continue to the next device to be administered.

9 Click Save & Detect hardware, click Next, and then click Finish to save the
current administered values.

Administering VSP Network Devices

The VSP devices supported in the ACP/ASP 4200 solution include the 7024, 4850, 7254 and
7400. Each network device in the solution can support SNMP v2c¢ or SNMP v3. The following
sectionsdescribe the administration for SNMP v2¢ and SNMP v3.

SNMP v2¢ Administration

1. At the slot location for the first VSP device, type the IP address that is provided in the IP
template.
2. Inthe Community string field corresponding to SNMP v2c, type avayal23.
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v

@ Configuration Wizard: Avaya Converged Platform configuration - Step 2
E 3035
: = : G
v + -3 s+
v + 2 v e S
v + 2V s+
v - s v 2+
v + 2+
Orentation: Mori2ontsl \ \
Q2 v + NP2 Y 2 4
Q Note:

At this point, administrators can do one of the following:

1 Continue to the next device to be administered.

M Click Save & Detect hardware, click Next, and then click Finish to save the
current administered values.

SNMP v3 Administration
Configure the Wizard

a. Atthe RMU slot location for the first VSP device, enter the IP address from
the IP Template.

b. Click the dropdown menu for SNMP type and select SNMPv3 and enter the
user name avaya.

c. Enter the Authentication password (default = avayal23) and click the
dropdown menu and select SHA.

d. Enter the Privacy password (default = avayal23) and click the dropdown
menu and select AES.
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@ Configuration Wizard: Avaya Converged Platform configuration - Step 2

DC1_Main DC2_Main

Next »

DC1_Ext1

DC1_Ext2

DC2_Ext1

I I I D

Slot  Device Description

Orientation: Vertical

Vi

V2

v3

V4

V5

V6

Orientation: Horizontal

42

[~ ]

© Note:

Serial
No

IP Address

10.10.101

10.10.10.2

LDH_Ext1

Network_Rack

Protocols

SNMP vZ v

SNMP V2 v

SNMP vZ v

SNMP V2 w

SNMP vZ v

SNMP V2 v

SNMP V3 v avaya

SNMP V3 v avaya

nnnnnnnn

nnnnnnnn

At this point, administrators may continue to the next device to be administered, or
select Detect Hardware again, then the Next button, followed by the Finish button to
save the current administered values.

Configure SNMPv3 Encryption

1 Redirect to Admin > SNMP Traps Configuration.
1 Click on the Configured Device dropdown menu and locate the IP address
and/or FQDN of the first VSP device and select it.
1 For the Engine ID, locate the information collected during the SNMP
administration of the device. If not available, SSH into the network device. From
the CLI command, type enable. Then type show snmp-server user to display the
Engine ID. Find the long alpha numeric sequence, like the one presented below.
The Engine ID will be the letters and numbers located after the 0x, and without
the : (colon: interjected between letters and integers). In this example, the
Engine ID is
800008E0031B574800. This is the number to be entered into the Engine ID field.

avaya

initial

0x80:00:08:E0:03:A4:25:1B:57:48:00 HMAC_SHA, AES PRIVACY,
0x80:00:08:E0:03:A4:25:1B:57:48:00 NO AUTH, NO PRIVACY

1 Enter the user name avaya.
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For Authentication protocol, select SHA.

The Authentication protocol password default value is avayal23.
For Privacy protocol, select AES.

The Privacy protocol password default is avayal23.

Select Add credentials.

Repeat the process for additional VSP devices.

= =4 4 -8 —a -9

AVAYA Orchestrator Home Dashboards Reports  ACP Configuration Wizard Help  Admin

+ System Information

V
System Status Create SNMPv3 credentials

Monitoring Engine Status
v Users Configured Device : acp4200-sw1.podfx.avaya.com (10.129.103.2 v

& Manage Users

ine ID : Ox | DDOBEDOICDBABOO
ELDAP/AD Integration Engine " .
+ System Config Usemame : avaya

ﬁs.ystem Settings . Authentication protocol : SHA v

MLicense Configuration

Orchestrator Backup Authentication password :  sessesss
SNMP Traps
Configuration Privacy protocol : AES v

SNMP Traps Forwarding

System Profile Privacy password : esnsenee

Manage Email Settings
Manage Mobile Carriers

Automatic Login Add credentials el

+ Escalations

f&FContact Groups
[™Host Escalations
[mService Escalations

Configure VRRP Gateway Mapping
Note:
Mapping for 7400 switches is not a requirement

Administering Servers

Both ESXi and iLO IP ports will be administered for each server. Since both the ESXi and iLO

elements support SNMP v2¢ and SNMP v3, administration options for both will be covered here.

SNMP v2 Administration

1. Locate the slot for the first server and type the IP address for the ESXi element.

Eb
+

v 23 v 10.10.10.1 ll SNMP v2 v

2. After you enter the ESXi IP address, click the | icon to add a second IP address field
for the iLO IP address.
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SNMP v2 v

Eb

10.10.10.1

SNMP v2 v

Eb

10.20.10.1
3

Eb
ot

Eb
g

3. After you enter the ESXi and iLO IP addresses, administer the SNMP protocols for each
element. The ESXi and iLO elements each require two APIs: SNMP v2 and REST.
Configure the SNMP v2 settings for both first.

SNMP v2

Bh

L\) 10.10.10.1

Sh

10.20.10.1 SNMP v2

=]
+

b
+

4. After SNMP administration is finished, click the | ¥ icon located at the right of each
SNMP row to add a REST API entry for each element. AO knows the element types and
will automatically select REST API as the administrable option.

10.10.10.1 ﬁ' SNMP w2 v |70t sssesans i
o ) SNMPv2 ¥ —
L 10.20.10.1 & S 1] ~
REST API v G
— SNMP V2 v [[Fort seesenns @
10.10.101 ] -
REST APl ¥ root |sssseses T ||
¢ 33 t\\)
— SNMP V2 v [[Fort seesenns @
10.20.10.1 1
REST APl ~ admin | seeeeesd] | @l +
5. Type the user name and password for each REST API entry. These entries are the login

credentials for the ESXi and iLO elements for each server, root crdential being
associated to the ESXi host and admin being associated to the iLO port.

© Note: Use the delete _ icon to remove unwanted protocols and IP credential entries.

SNMP v3 Administration

1. Locate the slot for the first server and type the IP address for the ESXi element.

¥ 33 v 10.10.710.1 @ SNMP v2 v

Eb
+

2. After you enter the ESXi IP address, click the L icon to add a second IP address field
for the iLO IP address.
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Eb

10.10.10.1 [i1] SNMP v2 v

Eb

10.20.10.1 [i1] SNMP v2 v

3. From the SNMP protocol drop down menu, select SNMP v3 for both ESXi and iLO
elements. For the user name, enter the value that was administered during the ESXi and
iLO element configurations previously.

Avaya recommends using avaorch, however, you can administer any user name for both the
element and the AO as long as they match.

10.10.10.1 'ﬁ'\SNMP v3 v avaorch None ¥ None v || T

10.20.10.1 i1} SNMPv3 ¥ avaorch None ¥ None v || T

From the Authentication and Privacy type drop down menus, select SHA and AES
respectively. In the Authentication and Privacy key fields, highlighted below, enter
avayal23. A different secure key phrase may be used, as long as it is administered the
same in ESXi, iLO and AO.

10.10.10.1 m SNMP v3 v avaorch essssses ssssssse
33 v
10.20.10.1 m SNMP v3 w avaorch seseenee SHA v .oooooool

Go to the menu path Admin > SNMP Traps Configuration and click Add SNMPv3
Credentials.

AVAYA Orchestrator Home  Dashboards  Reports  ACPConfigurationWizard  Help  Admin &30admin & Logout

v System Information

System Status
Monitoring Engine Status

v Users

&Manage Users
SLDAP/AD Integration

v System Config

#System Settings
MLicense Configuration
Orchestrator Backup
SNMP Traps
Configuration
SNMP Traps Forwarding
System Profile
Manage Email Settings
Manage Mobile Carriers
Automatic Login
Security Credentials

‘v Escalations

icontact Groups
ImHost Escalations
mService Escalations

4
SNMP Traps Configuration

This ool allows to setup receiving of SNMP traps

It can be useful when a configured device sends SNMP traps from IP different from configured (for Storage you should configure two mappings, for each controller) or for configuration of receiving SNMPv3 traps.
Note: Engine ID is an identifier of the device sending the SNMP trap (enyineiD)

Every device will have a unique enginelD which is a hexadecimal number, for example 0x0102030405. You will need to refer to your device SNMP settings to determine what the enginelD is

Add Mapping | Add SNMPv3 Credentials /

Configured mappings:
Configured Sender IP
Device address Actions
SNMPV3 Configuration:
it Priv
Device Engine ID Username Athencation wacy, Actions
protocol protocol

© Note: Use the trashcan

button to remove unwanted protocols and IP

address entries.
6. Goto Admin > SNMP Traps Configuration and click Add SNMPv3 Credentials.
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~ System Information - . .
System status SNMP Traps Configuration
Monitoring Engine Status

This tool allows to setup receiving of SNMP traps.

Vv Users It can be useful when a configured device sends SNMP traps from IP different from configured (for Storage you should configure two mappings, for each controller) or for configuration of receiving SNMPv3 traps.
&Manage Users Note: Engine ID is an identifier of the device sending the SNMP trap (engineID).
[ELDAP/AD Integration Every device will have a unique enginelD which is a hexadecimal number, for example 0x0102030405. You will need to refer to your device SNMP settings to determine what the enginelD is.

+ System Config

L*system Settings

ALicense Configuration
Orchestrator Backup AddMapping | Add SNMPY3 Credentials

SNMP Traps

Configuration Configured mappings:

SNMP Traps Forwarding

System Profile Sender IP ~
Manage Email Settings Configured Device e Actions

Manage Mobile Carriers
Automatic Login acp4200-

JE
nimble podfxavayacom 10 12% 1038 L E

w Escalations

@Contact Groups acpa200- e e

ImHost Escalations nimble.podfx.avaya.com
mService Escalations
SNMPv3 Configuration:
Device Engine ID Username o cton Privacy
protocol protocol

10.129.103.16 0xe0071bf1c068 avaya SHA AES
10.129.209.11 0x00505660221¢c avaya SHA AES
10.129.209.132 0x800000e8044d585135333930353059 avaya SHA AES

7. Enter the ESXi element IP address. Enter the Engine ID previously administered in this
ESXi host earlier in the deployment process (can be found via ESXi cli, with the
command: show snmp-server user). Add the user name of avaya. Administer the
Authentication and Privacy protocols SHA and AES respectively, giving both protocols
a password of avayal23.

8. Repeat the same administration process for the iLO element IP.

9. Click Add Credentials to save changes.

Create SNMPv3 credentials

Configured Device : 10.129.209.11 v
Engine ID : Ox | 00505660221¢c

Username : avaya

Authentication protocol : SHA W

Authentication password : sssssses

Privacy protocol : AES W

Privacy password : sesssene

Add credentials Cancel

Administering the Nimble Storage Array

1. Locate the upper most slot location for the Nimble core (RMU 4). This is where the
IP address will be administered.
2. The Nimble device will require 2 APl interfaces: SNMP and REST API.

i.  Administer the SNMP v2c interface first. For A Co mmu et t yuseg 0
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avayal23.

i. Click the | ¥ next to the SNMP v2c entry to create a second entry interface.

SNMPvZ v

[+

SNMPvZ v

[+

(0]

o

Slot

SNMPvZ v

[+

[+

SNMPvZ v

Click on the new API drop down menu and select REST API.

SHMPvZ ¥
L J
SHMP w2
SHMP v1
SHMP w3
REST AP

CLI AP
IPM

+

+

+

r + SNMP vz v

Enter port 5392 and the login credentials for the Nimble array noted
in the IP Template. Then click on Detect Hardware to confirm
acceptance and communication between AO and Nimble.

SMMP v2 ¥ |[Port  [lessesess

+

REST APl WJ[[5392 admin

SNMPvZ ¥

+

SNMPvZ ¥

+

SNMPvZ ¥

+

Serial No P Address Protocols

Coveeroore | e [ | et

3. An info message will be presented if there is an extension module present on the
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Nimble array.

Device with the IP address 10.1 th 4
has one extension. Please place -
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4.

If an expansion unit is also being deployed in the same rack, locate the RMU of the
upper most row supporting the expansion location and click on the drop down menu.
Select the appropriate EMC 3200 expansion device.

8 v | A= + SNMP V2 ¥ T+
Manual selection —
7 Harizontal filler + SHMP vZ ¥ m || +
EMC VNXe 3200 DAE 25 drives
EMC VNXe 3200 DAE 12 drives =
: [+] [snwevz v L1EY
EMC VX 5300 DAE 25 drives
Nimble ES2 Expansion Shelf for Hybrid (21 drives + 6 SSD) -~ =
5 Nimble ES2 All Flash Expansion Shelf for Hybrid (48 SSD) + SMMF vz ¥ mj +
Sentry3 Switched CDU Link tower
Automatic selection - SNMP v2 ¥ o
4 v
REST AP ¥ ||5392 admin m|+
3 v + SNMP v2 ¥ |+
2 v + SHMP v2 ¥ |+
1 v + SHMP vZ ¥ m | +
5. Continue with admin, or press Next and then Finish to save admin.
V Slot  Device Description Serial No IP Address Protocols
3 v + SHMP 2 ¥ o+
8 Mimble ES2 Expansion Shelf for Hy ¥ + SNMPv2 ¥ o+
7 - occupied - v + SNMP vZ ¥ o+
3 - aocupied - v + SNMPv2 ¥ o+
5 - occupied - v I+ SNMPv2 ¥ o+
2 AF- mimbl  cpod. SNMPv2 ¥ o
4 HPE Mimble CS1000 v ’?g;;?d'q‘ HF CImRET et iy = =
\* | [restapi w39z [agmin o+
3 - accupied - v + SNMP V2 ¥ o+
) - occupied - v + SNMPv2 ¥ o+
1 - occupied - v + SNMPvZ ¥ |+
Slot  Device Description Serial No IP Address Protocals

Detect hardware Undo

6. Log in to the Nimble array management IP port.
7. Click on Administration form the top menu bar and select Network from the
submenu.
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HPE Nimble Storage Manage Ha : onitor Administration

NETWORK U IR s =N olall  ALERTS AND MONITORING
NETWORK
ADMIN NETWORK CONFIGURATION ACTIVE DIAGNOSTICS
SECURITY

AVAILABILITY

DATE AND TIMEZONE

SOFTWARE
Group Subnets Interfaces Diagnostics

SPACE

Diagnostic IP addresses are required for troubleshooting and HPE Nimble Storage Support purpo: hi
VMWARE INTEGRATION

P Address Network CUSTOMIZATION

10.129.94.23 10.129.94.0 i
SHUTDOWN

AvavaPON-Nimhle

8. From the Network page, select Configure Active Settings.

HPE Nimble Storage

VARE INTEGRATI

GENERAL Summary
DNS \cﬁv’gure Active Settings

Last modified: 2018-05-16 17:06
PROXY Active since: 2017-07-06 18:08

Configure Draft Settings
Last modified: 2018-06-07 15:40

View Backup Settings
Last modified: 2017-09-29 16:56

9. From the Active Settings menu, select the Diagnostics tab. Note the Controller A
and B IP addresses.

L 8
HPE Nimble Storage lanage Hardware Monitor Event Administration

3

ALERTS AND NETWORK  SECURITY AVAILABILITY  DATE AND TIMEZON SOFTWARE SPACE V E INTE ON CU: ZATION  SHUTDOWN

ADMIN NETWORK CONFIGURATION ACTIVE DIAGNOSTICS

Group Subnets Interfaces Diagnostics

Diagnostic IP addresses are required for troubleshooting and HPE Nimble Storage Support purposes in the event that a controller is not reachable through the management IP address. These IP addresses n

IP Address Network Netmask
10.129.94.23 10.129.94.0 255.255.255.192
AvayaPOD-Nimble

CONTROLLER A * 10.129.9424

CONTROLLERB * 10.129.94.25

10. From AQ, go to Admin > SNMP Traps Configuration and select Add Mapping.
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AVAYA Orchestrator Home Dashboards Reports ACP Configuration Wizard Help Admin

v System Information 4
System Status SNMP Traps Configuration
Monitoring Engine Status

This tool allows to setup receiving of SNMP traps.

U
it It can be useful when a configured device sends SNMP traps from IP different from configured (for Stq
& Manage Users Note: Engine ID is an identifier of the device sending the SNMP trap (enginelD).
=LDAP/AD Integration Every device will Bave a unique enginelD which is a hexadecimal number, for exam;ie 0x0102030405.
v System Config

f¥System Settings

MLicense Configuration - -
Orchestrator Backup Add Mapping

SNMP Traps
Configuration : Configured mappings:

SNMP Traps Forwarding

System Profile Sender IP

Manage Email Settings Conﬂgured Device address Actions
Manage Mobile Carriers

Automatic Login cpoddvsp7254swl cpod.com 172250252 /@

Security Credentials

v2.cpod. 129.97. ]
 Escalations cpod4vsp7254sw2.cpod.com  10.129.97.126 .~ @

11. From the drop down for the Configured Device, select the Nimble array. For the
Sender IP address, enter the Controller A IP address and click Add Mapping to
commit the admin. Repeat this step, and add the mapping to the Nimble array for
the Controller B IP address.

AVAYA Orchestrator Home Dashboards Reports ACP Configuration Wizard Help Admin

v System Information 4

System Status Create mapping

Monitoring Engine Status
wv Users Configured Device:  nimblegpmat.cpod.com (10.129.94.23) v

&Manage Users
=LDAP/AD Integration

v cel
fsystem Settings

MLicense Configuration

Sender IP address: 101200424

Administering EMC VNXe3200

Note :
Proactive monitoring is not working in AO due to the OS change from flash to HTMLS5, this might be fixed in the
next release. Alarming worksthrough SAL Gateway.

1. Locate the upper-most slot location for the EMC 3200 core. This is where the IP
address is administered.
The EMC device requires two API interfaces: SNMP and CLI.

2. Administer the SNMP v3 interface first:
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ok w

o oo

In the User name field, type avaya.
In the Authentication key and Privacy key fields, type avayal23.
In the Authentication type field, click SHA.

Click on the Privacy type, and then click AES.

Click the | ¥/ icon at the far-right end of the row to create a second entry
interface.

| SNMPv3 ~ H Havaya "oc.oooo. H SHA v Hoooooooo

16 |

|aEs v|[@]

v [10.10.106 +]

[cuap ~ |admin [eeneasese || +]

In the second API drop-down list, click CLI API.

In the User name and Password fields, type the login credentials for EMC 3200.
Click Discover hardware to confirm device acceptance and communication
between AO and the EMC 3200 device.

If an expansion unit is present in the rack, an information message appears to alert
the administrator to add it manually. There is no IP address associated with an
expansion storage device.

Device with the IP address inthe zlot 2
has one extension. Please place it manually.

7. Locate the upper-most slot location where the expansion unit is located, and then in
slot filler drop-down list, click the EMC expansion device to be deployed.

Slot

Manual selection
Harizontal filler
EMC VNXe 3200 DAE 25 drives

EMC VNXe 3200 DAE 12 drives

EMC VMNX 5300 DAE 15 drives ; +
EMC VMNX 5300 DAE 25 drives

Nimble ES2 Expansion Shelf for Hybrid (21 drives + 6 55D)

Nimble ES2 All Flash Expansion Shelf for Hybrid (48 550) +

Sentry3 Switched COU Link tower
Automatic selection

TOEVICE DTSLITIONT ST TV P Address

8. After you select the EMC expansion device, click Next, and then click Finish to
complete and save the current administration.
AO populates the subseugent slots to represent the physical location of the device.
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4 EMC VNXe 3200 DAE 25 drives v ok SNMPv2 ¥ || +

3 - ocoupied - A + SNMP w2 ¥ o+
A EMIC VIxe 3200 APMD0144219662, 10.120.1021 SNMPv3 ¥ initial SHA L B DES
EMC VNXe 3200 v " 11190 107 1 = N
APMOO144305857 [10.129.102. + CUAPI ¥ admin [eeeeerens i || +
1 - ocoupled - v + SHNMPv2 ¥ T+

Add EMC 3200 SNMP Credentials and Mapping

1. Goto Admin > SNMP Traps Configuration. Click Add SNMPv3 Credentials.
SNMP Traps Configuration

This tool allows to setup receiving of SNMP traps.
It can be useful when a configured device sends SNMP traps from IP different from configured (for Sterage you should configure two mappings, for each controller) or for configuration of receiving SNMPv3 traps.

Note: Engine ID is an identifier of the device sending the SNMP trap (enginelD).
Every device will have a unique enginelD which is a hexadecimal number, for example 0x0102030405. You will need to refer to your device SNMP settings to determine what the enginelD is.

Add Mapping | Add SNMPV3 Credentials

Configured mappings:

Configured Sender IP
. Actions
Device address
SNMPv3 Configuration:
Device Engine ID Usemname auiepcaten Privacy Actions
protocol protocol
10.129.103.16 0xe0071bf1c068 avaya SHA AES Fa}

2. From the Configured Device drop down menu, locate the EMC 3200 IP address or
FQDN. Then enter the Engine ID that may be identified via the EMC Unisphere login
(see screen capture below). Continue entering the same user name and
authentication protocols and passwords entered previously into the Configuration
Wizard. Press Add Credentials.

Create SNMPv3 credentials

Configured Device : 10.129.103.16 w
Engine ID : Ox  e0071bf1c068

Username : avaya

Authentication protocol : SHA w

Authentication password : sessssss

Privacy protocol : AES v

Privacy password : sesnsses

Add credentials Cancel

July 2023 Configuring and Administering Avaya Or c h e s t

Comments on this document? infodev@avaya.com

66


mailto:infodev@avaya.com

Settings

Q Software and Licenses Manage SNMF Alerts

SMNMP Version:  v3.0 Engine Id: 0x200004730503001EFF4454
‘L Users and Groups

Send aleris through SNMP traps to these destinations:

I8 Management - C Send Test SNMP Trap

Network Name / IP Address 1 | Authentication Protocol | Privacy Protocol

gﬁ Storage Configuration

SNMP Traps Configuration

This tool allows to setup receiving of SNMP traps.

It can be useful when a configured device sends SNMP traps from IP different from configured (for Storage you should configure two mappings, for each controller) or for configuration of receiving SNMPV3 traps.
Note: Engine ID is an identifier of the device sending the SNMP trap (enginelD).

Every device will have a unique enginelD which is a hexadecimal number, for example 0x0102030405. You will need to refer to your device SNMP settings to determine what the enginelD is.

Add Mapping Add SNMPv3 Credentials

Configured mappings:

Configured Sender IP

Device address Actions
SNMPv3 Configuration:
Device Engine ID Usermame AT IRTET AT Actions
protocol protocol
10.129.103.16 0xe0071bf1c068 avaya SHA AES L1

Administering G450 Media Gateways

SNMP v2c Configuration

1. Locate the rack and slot where you want to place the G450s.
2. Type the IP address for each device in the appropriate slot.
3. Inthe Community string field, type avayal23.
4. After all the G450 components are administered, click Save & Detect hardware to
confirm communication between AO and G450 devices.
© Note:

After the devices are administered or if you want to temporarily stop the administration process,

do not leave the AO administration process without saving the administered information. Do the
following to enter and save the administered information in Avaya Orchestr at or E Save& i ¢ k
Detect hardware.

The hardware types and serial numbers are automatically detected and displayed
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in their corresponding slots.

10.129.209.14

|W”ﬁ‘ | SNMP V3 ~ H ||avaya Houooou H SHA + ||uuuu H AES v ||EH£|

[] 33 [ProLiant DL360 Gen10 ~ |mxaea7o16L o =
10.129.209.180 | SNMP v3 ~ H ”avaya Houooou H SHA « || IITTYTYY] H AES v ||E‘
(10120200180 @]  [ResTAPI v || [[Admin [esevessee | ]+]

If there is undetectable administration entered, an error message appears.

Do the following to identify failed entry fields:
The fields that fail do not successfully detect the hardware type and serial number. The
failed entries can be identified by the empty Slot Device Description fields alongside
previously entered IP and SNMP information. If the administration error is known and
can be rectified, do the necessary changes and click Save & Detect hardware after
each change until all devices are accepted.

Do the following to remove unwanted entries:
After you click Save & Detect hardware, any entry that is incorrect must be removed.
For example, a wrong slot administered. Press the space bar in the IP address field to
remove the IP address, and then click Save & Detect hardware. AO removes all
associated entry data from the form.

5. After the hardware administration is complete and all hardware is successfully
detected and/or removed as needed, click Next.

o tormmares v L o] o

Step 3 of the configuration wizard appears.

i @ Configuration Wizard: Avaya Converged Platform configuration - Step 3

Please press the "Finish" button to apply changes
Note that in case of adding or removing a very large number of devices at once this action may take up to an hour.

Monitoring Settings

6. Click Finish to save the administered information. Depending on the number of
devices and racks administered, this process may take 30 seconds or up to 10
minutes. The following message appears on successful completion.
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a0

32

31

30

VAvaya Converged Platform configuration Monitoring Wizard

Configuration applied successfully

Your configuration changes have been successfully applied and the monitoring engine was restarted

Configuration Request Successfu

£ Run this monitoring wizard again

Other Options.

SNMP v3 Configuration

Locate the rack and slot where you want to place the G450s.
Type the IP address for each device in the appropriate slot.
From the protocol drop down menu, select SNMPvV3.
For the user name, enter avaya.
From the associated authentication key drop down menu, select SHA and enter and
Authentication key of avayal23.
From the associated privacy key drop down menu, select AES and enter and
Authentication key of avayal23.
After all the G450 components are administered, click Save & Detect hardware to
confirm communication between AO and G450 devices.
The hardware types and serial numbers are automatically detected and displayed
in their corresponding slots.
Avaya G450 media gateway v |12TG46088787 11061_12;';6;;:;6 T SNMP V3 v avaya sssssse SHA v |sssssesse
+ w |+
+ w |+

If there is undetectable administration entered, an error message appears.

Do the following to identify failed entry fields:

The fields that fail do not successfully detect the hardware type and serial number. The
failed entries can be identified by the empty Slot Device Description fields alongside
previously entered IP and SNMP information. If the administration error is known and
can be rectified, do the necessary changes and click Save & Detect hardware after

each change until all devices are accepted.

Do the following to remove unwanted entries:

After you click Save & Detect hardware, any entry that is incorrect must be removed.
For example, a wrong slot administered. Press the space bar in the IP address field to
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remove the IP address, and then click Save & Detect hardware. AO removes all
associated entry data from the form.

8.

10.

11.

12.

13.

14.

15.

16.

17.

July 2023

After the hardware administration is complete and all hardware is successfully
detected and/or removed as needed, click Next.

Click Finish to save the administered information. Depending on the number of

devices and racks administered, this process may take 30 seconds or up to 10
minutes. The following message appears on successful completion.

Go to Admin > SNMP Traps Configuration.

AVAYA Orchestrator  toms Dasiboads Reoeds  ACPConfiumionwizad  tep  Aduin Q Emuncedicense ® Asoadmin Glogo

v
_ SNMP Traps Configuration

[ sacismoen| | s e oo

Configured mappings:
g

SNMPV3 Configuration

Click Add SNMPv3 Credentials.

From the Configured Device drop down menu, locate the IP address or FQDN of the
gateway being administered.

Enter the Engine ID previously collected when administering SNMPv3 on the
gateway.

Enter the user name avaya.

Select SHA as the Authentication Protocol from the drop down menu and enter the
Authentication password avayal23.

Select AES as the Privacy Protocol from the drop down menu and enter the
Authentication password avayal23.

Click Add credentials.
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SNMPv3 Configuration:

Authentication Privac
Device Engine ID Username Y

Actions
protocol protocol

10.129.208.196 0x8e003cdba800 avaya SHA AES ]

0 Note:

While AO is in discovery mode, during the finishing process, the system will not be
able to be accessed by other users.

While monitoring the session where the finishing process is in progress, the database
connectivity button, in the upper right hand corner of the form, will go amber, and provide
an idication of blocked connectivity. When the device discovery process is completed, DB

connectivity is freed and access is again available and reflected in the radio dial button as
a green status lamp.

AVAyA Orchestrator Home Dashboards Reports ACP Configuration Wizard Help Admin Q Enhanced license & aoadmin O Logout

Advanced Configuration

£ACP Configuration
izard

Editing or deleting an ACP/ASP solution

About this task

Administrators can edit or delete an ACP solution or a rack any time after adding and
administering the ACP solution and rack.

Procedure .
1. LogontoAvayaOr c h e s t byading administrative credentials.
2. Onthe menu bar, click ACP Configuration Wizard.

3. On the Step 1 page of the configuration wizard, click Edit or Delete corresponding to
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the ACP solution or rack that you want to edit or delete.
4

@ Configuration Wizard: Avaya Converged Platform configuration - Step 1

SILACP4A200 SIL"ACP 4200 DC1 & DC2 \7

Configuring DNS/FQDN information

For all AO releases:

Without the administration of FQDN host information, by default, all reports display only the
source IP adnodress for each trap that is received or proactively collected. Therefore, to
produce an easily distinguishable reference name for each trap/alarm, you must configure an
FQDN or host name and DNS authentication for each element that is monitored.

For AO 1.5:
For certificates and licensing to work correctly, FQDN resolution is required. Therefore,
implement one of the following procedures to support these functions.

0 Important:

If you want device names to appear, instead of IP address information, in all AO reporting
output, you must create all DNS or /etc/hosts file entries before administering devices in the
ACP Configuration Wizard.

If devices have already been administered into the Configuration Wizard, the subsequent
administration of FQDN information in a DNS server or /etc/hosts file in AO will not provide the
required device naming presentation. To display the FQDN information instead of the IP
addresses, remove the devices from the Wizard and re-administer them, so that next time AO
populates all related device tags, that is, an FQDN instead of an IP address.

Procedure

Option 1: Administer the FQDN information in a DNS server.

Based on the FQDN information provided in the Life
Cycle Workbook (LCW)?!, administer the IP address

1 The FQDN information in the LCW was used when deploying ASP 4200 devices.
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and FQDN information for each ASP 4200 device

node into a DNS server that supports the production
environment. This information will be aligned with

AvayaOr chestratorE trap reportin
device.

Option 2: Build an FQDN or host table inside AvayaOr chestr at or E.

If a DNS server is not available for the environment, you can administer a table within the Avaya
Orchestrator E appheisame FQDNmaming outgome. You dan get the FQDN
naming information for each node from the Life Cycle Workbook. Do the following:

1. SSHinto AvayaOr c h e s t byading theaoadmin login credentials from the Customer IP
Template Workbook.

2. At the Linux prompt, type: sudo vi /etc/hosts
The hosts file is opened for editing.

3. Use the arrow keys on your keyboard to move the cursor down to the bottom row of entries.
Press the Esc key and then o.

2P acadmin@ao5:~ - a Pt

The cursor repositions on a new line for you to insert the entries.

! .@ aoadmin@ao5:~ - O X

4. Use the following Linux vi procedure to update the hosts table:
a. Type the IP address for the first device, and then press the Tab key.
b. Type the host name and press the Tab key.

Note: This host name is presented with each trap from the device.

c. Type the associated FQDN/host entry. For example: netldcl.avaya.com
d. Press Return and type the information of the next host.
e. After you type the final IP address, press Esc to stop the vi editing process.
f. To write and save the file information, type :wq!
g. To close the window, type exit.
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Protocol requirements for hardware components

The following table contains protocol requirements for hardware components.

HW HW Model SNMP | SNMP | SNMP REST CLI
Type vl v2c v3 API API
Media G450 Yes

PDU Sentry 3 smart Yes

PDU Sentry 4 PIPS Yes

Ethernet VSP 7254XSQ Yes Yes

Switch

Ethernet VSP 7400-48Y-8C Yes Yes

Switch
Ethernet VSP 4850GTS Yes Yes

Switch

Ethernet VSP 7024XLS Yes Yes

Switch

Server HPE Gen 8, Gen 9 and Gen 10 Yes Yes Yes

ESXi element
Server HPE Gen 8, Gen 9 and Gen 10 Yes Yes Yes
iLO element

Server Lenovo RD540 (IMM) Yes Yes
Server Lenovo RD540 (ESXi) Yes Yes

Server Lenovo RD340 (IMM) Yes Yes
Server Lenovo RD340 (ESXi) Yes Yes

Server Lenovo RD530 (IMM) Yes Yes
Server Lenovo RD530 (ESXi) Yes Yes

Storage HPE Nimble CS1000 Yes Yes

Storage EMC VNX3200e Yes Yes
Storage EMC VNX5300 Yes Yes

Managing rack devices
About this task

Along with adding new hardware elements, you might want to remove devices or edit the
configuration. This topic contains information about additional editing options within the AO
Configuration Wizard.

Procedure
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1.

2.

3.

Do the following to add a filler slot to the solution:
I.  Click ACP Configuration Wizard.
ii. Click the slot in the diagram that corresponds to a slot targeted for a filler
label.
iii.  To produce a filler panel, click the Device Description drop-down list to
view the options.

For reserving an empty slot for rack ventilation purposes or for future growth, click
Horizontal filler.
The other items noted are storage and PDU expansion elements that occupy slot space,
but do not have their own IP addresses for event monitoring. After the primary/master
devices are administered, AO shows a message that these partner devices must be
administered manually.
e
Manual selection
Horizontal filler
EMC VNXe 3200 DAE 25 drives
EMC VNXe 3200 DAE 12 drives
EMC VNX 5300 DAE 15 drives
EMC VNX 5300 DAE 25 drives
Nimble ES2 Expansion Shelf for Hybrid (21 drives + 6 SSD)
Nimble ES2 All Flash Expansion Shelf for Hybrid (48 SSD)
Sentry3 Switched CDU Link tower
Automatic selection

iv. Click Detect hardware.
V. Click Next, and then Finish.

The hardware type and serial number of the element are automatically
displayed based on the information that you provide.

0 Note:

The Failed to get device type message appears if an error occurs during
hardware discovery. Go to the Wizard entry form to confirm the IP address
and protocol information/credentials and make the necessary rectifications,
and then click Detect hardware.

Do the following to delete an element from the solution:
i. Locate the element in the list.
ii. Delete the associated |P address.
iii. Click Detect hardware.

The system clears the Device description and Serial No fields.

Click Next, and then click Finish.
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Rediscovering a Single Device

About this task
You can rediscover a single device from a Rack or a Device view. The Rediscovery process
tries to recreate all device services without losing the previously collected data.

Procedure R
1. Log on to the Avaya Or ¢ h e s t web tintenfae by using administrative
credentials.
2. Click Home.
3. Click the rack dashboard that contains the device that you want to rediscover.

4. Do any of the following:

a. In the Rack dashboard view, right-click the device status icon corresponding to
the device that you want to rediscover, and then click Rediscover device.

b. In the Rack dashboard, click the rack that contains the device that you want to
rediscover. In the Device dashboard view, right-click the device status icon in
the device that you want to rediscover, and then click Rediscover device.

The rediscovery process takes some time to complete.

Rack view acp_storages @ ¥ X Compute Group
@ Hosts @ Sen
- 0up 0 ok
0 down 0 war
0 unreachable 0 criti
Nimble C51000
Available actions 0 acknowledged 0 unk
0 ack
Nimble Storage web L ed: 2
Nimble CS1960 interface
Storage
@ Open SSH console @ Hosts
Nimble C51008
Sup 241 ok
4%, Rediscover device 0 down
VNXe3200 0 unreachable 0 criti
0 acknowledged T unk
EMC VNXe3200 DAE 25
0 ack
EMC VNXe3200 DAE 12 Last Undated: 2
Network
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Moving a device within the ACP solution

About this task
You can move devices within the ACP solution without losing previously collected data.

© Note: If you click Finish in the ACP Configuration Wizard without moving a cut device in a
slot, the device is removed from the ACP.

Procedure A
Logontothe AvayaOr ¢ h e s t wed interfiade by using administrative credentials.

Click ACP Configuration Wizard.
Select the rack that contains the device that you want to move, and then click Next.

Click Cut device N corresponding to the device that you want to move.
If you want to move the device to another rack, navigate to the rack and open the rack.

o ak wbhE

. Click Paste device 8 corresponding to the empty slot where you want to move the device.

You can cut multiple devices from a rack at one
cut devices in the Buffer field in the ACP Configuration Wizard. You can select the device
in the Buffer field, and then click Paste device corresponding to the slot where you want to
move the device.
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Chapter 5: License Configuration

Overview

This chapter provides information about configuring primary and secondary WebLM server
addresses and checking the licenses availability.

Avaya professionals must complete the initial customer configuration and licensing for the
application. All required licensing is applied during product installation. For more information
about licensing, contact your Avaya sales representative.

Configuration of server URLs

9 Important:
The modification of WebLM server URLs is completed after pressing the Update

settings button. Leaving the page by back spacing, or via a web Ul time-out,
results in the loss of all new configuration.

License type

The License configuration page contains information about the current types of the licenses
available to AvayaOr c h e s t e followilkg.types of licenses are available:

Trial license

Basic license

Basic license, grace period
Enhanced license

Enhanced license, grace period

= =4 =8 -8 -9

The Avaya OrchestratorE license |ife cycle starts
automatically activated during the first boot of the operating system after the VM deployment or
an upgrade from 1.4 version.

The Trial license is active for 30 days and allows all Avaya Orchestrator functionalities available
under the Basic license. This consists of adding devices via the ACP Configuration Wizard
and monitoring their states.

When a Trial license expires, the access to the ACP Configuration Wizard and all other pages
except the License configuration page is blocked. You cannot monitor any configured devices
in this case.

A Trial, Basic, or Enhanced license allows monitoring up to 300 devices or 300 IP addresses.
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ACP Configuration Wizard will reference the maximum number of devices and IP addresses
allowed by the configured license; when a capacity is reached, the Wizard will block all
additional device deployments by not offeringthei Fi ni shd adptdnni strati on

An Enhanced license has the following additional functionalities over a Trial or Basic license:
1 SNMP traps forwarding (Admin > System Config > SNMP Trap Forwarding)
9 Custom dashboards (Dashboards > Manage Dashboards and Dashboards > Deploy
Dashboards)
1 Notification escalation (Admin > Escalations)

When Avaya OrchestratorE obtains a Basic or an
but the server is temporarily unavailable or your license has expired, AO provides a grace

period of 30 days. The period starts immediately upon encountering a license-detect-failure

issue. During this period, all normal functionalities allowed by the license type are still available.

If the license is not renewed, or the connection to the WebLM server is not restored after this

period ends, the license will be set to Expired Basic license or Expired Enhanced license based

on your license type. The functionalities available for the active license are still allowed,;

however, the access to the ACP Configuration Wizard is blocked and device rediscovery is not
possible. During the grace period, the Expiration date field in the License Configuration page

displays the end date of the grace period.

AVAYA Orchestrator Home Dashboards Reports ACP Configuration Wizard Help Admin

+ System Information v

System Status Orchestrator license configuration

Monitoring Engine Status

+v Users

License status
& Manage Users

=LDAP/AD Integration

License type Trial license (30 days left)
+ System Config
LSystem Settings Activation result None
ALicense configuration
Orchestrator backup Expiration date 20 Jul 2019
SNMP Trap Forwarding
Maximum number of monitored devices 300 ( or up to 49 IP addresses )

System Profile

Manage Email Settings
Manage Mobile Carriers
Automatic Login
Security Credentials

Current total number of monitored devices 4 ( 6 IP addresses )

WebLM servers

‘v Escalations

&Contact Groups Primary WebLM Server URL |
mHost Escalations
mService Escalations

Secondary WebLM Server URL
Response timeout period 20 seconds (from 10 to 30)
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Installing AO License

The following procedures explain how to install Avaya Or ¢ h e s t in Standalorie WebLM
and on SMGR Integrated WebLM.

Installing AO license in Standalone WebLM

Procedure

1. Open a web browser and launch WebLM server:
<FQDN/IP address:52233/WebLM>
Login using administrative credentials.

Click Install license.
Click the browse option and select the desired license file.
Accept the License Terms and conditions.

Click Install.
In the left navigation pane on the WebLM page, click AO to verify if the license has
installed successfully.

© Note: Ensure that you download the license file to your PC prior to proceeding with the
license application.

Nogak~wbd

AVAyA Web License Manager (WebLM v8.1) el | Abut | Crae s | Log off admin

WebLM Home Avaya Orchestrator - Release: 4 - SID: 11500000 Standard License file

Install license
You are here: Licensed Products > AQ > View License Capacity
Licensed products

D License installed on: September 11, 2019 5:19:07 AM -07:00

vAD
License Owner: Ahmed
View license capacity
License Host: Basic Licesne
View peak usage
- Notes: This non-production license il is for use on a nan-production system only.
Configure Centralized Licensing
License File Host IDs: VC-1B-E3-3A-BE-F7-02

Uninstall license:

Server properties
Licensed Features
Manage users

Shortauts 3otems 2 Show/Allv|

Help for Licensed products
Feature (License Keyword) Expiration date Licensed capacity Currently Used
Basic functianality permanent on Not counted

FEAT_AQ_BASIC

Support Centralized Licensing
FEAT_WLM_CENTRALIZED

permanent on Not counted

Mumber of licensed Avaya Orchestrator servers
VALUE_AO_SERVERS

<

permanent 1 0

Acquired Licenses

0Items (& Show All ¥|

Feature Acquired by Acquirer ID Count

N licensed festures have been acquired

<

Configuring Centralized licensing on WebLM server
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Procedure

1. Open a web browser and launch: https to SMGR <FQDN/IP address >/
Standalone WebLM <FQDN/IP address:52233/WebLM>

Login using administrative credentials.

For SMGR integrated WebLM, navigate to Services > Licenses.

Click Configure Centralized Licensing.

Click Enable Centralized Licensing.

arwbd

WebLM Home Configure Centralized Licensing

Install license ‘ o
You are here: Licensed Products > AO > Configure Centralized Licensing

Licensed products

AO Enable/Disable Centralized Licensing for a Product

»AO |Enab|e Centralized Licensingl |

Configure Centralized Licensing

Installing AO license on SMGR Integrated WebLM

Procedure

Your PC must be on the customer network and have access to the customer SMGR to be
able to install the license.

1. Download the appropriate AO license from the PLDS website.

2. Open a web browser and launch SMGR Page:
https to SMGR <FQDN/IP address >
3. Login using administrative credentials.
4. Navigate to Services > Licenses.
5. From the left pane menu list, click Install license.
6. Click the Choose File browser and select the desired license file.
July 2023 Configuring and Administering AvayaOr ¢ h e s t

Comments on this document? infodev@avaya.com

81


mailto:infodev@avaya.com

FlexLM Install license
WebLM
You are here: Install licanse
WebLM Home
Install license

Licensed products

AO
» AO e e —— ]
Enter license path: Choose File | No file chosen
Configure Centralized Licensing
APPL ENAB Avaya Global License Terms & Conditions
== AVAYA GLOBAL SOFTWARE LICENSE TERMS
» Application_Enablement REVISED: September 20, 2018
AVAYA_OCEANA THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE USE C
= PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE LICENSED THROUGH
» Avaya_Oceana AVAYA, READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR ENTIRETY, BEFORE
=: INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS DEFINED IN SECTION A BELOW).
CE BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO
SO, YOU, ON BEKALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU," "YOUR," AND "END USER"),
» COLLABORATION_ENVIRONMENT AGREE TO THESE SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING Z
{ »

CHATBOT_FOR_AUTOMATED_CHAT_SYSTEM Accept the License Terms & Conditions

> ® Decline the License Terms & Conditions
Chatbot_For_Automated_Chat_System

COLLABORATION_DESIGNER

» Collaboration_Designer | Install |
€Ol ARORATIVF RROWSING SNAP-

MName Date mcd\ilfir:d Type Size

D SMGR100_1_4015_Enhanced_CentralD6_wlm2709160367572347947licensexml 10/8, XML Document 2KB
D SMGR100_1_AO15_Enhanced_Central05_wlm1516429310710096520licensexml 10/4/2019 AML Document 2KB
D SMGR100_1_AC15_Enhanced_Centralld_wlm5470925160866986369icensexml XML Document 2KB
D SMGR100_1_AO15_Enhanced_Central03_wlmd12640796307338755 licensexml XML Document 2KB
D SMGR100_1_AO15_Enhanced_Central02_wlm5834951301844365013licensexml XML Document 2KB
D SMGR100_1_A015_Enhanced_Central01_wlm6339637476185774266licensexml XML Document 2KB

7. Accept the License Terms and conditions.
8. Click Install.

Enter license path: Choose File | SMGR100_1_. . icense xml

Avaya Global License Terms & Conditions

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: September 20, 2018

THESE GLOBAL SOFTWARE LICENSE TERMS ("SOFTWARE LICENSE TERMS") GOVERN THE USE C
PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE LICENSED THROUGH
AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR. ENTIRETY, BEFORE
INSTALLING, DOWMNLOADING OR USING THE SOFTWARE (AS DEFIMED IN SECTION A BELOW).
WHNLOADING OR USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO
ALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO
REFERRED TO INTERCHANGEABLY AS "YOU," "YOUR," AND "END USER"),

HESE SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING

#®) Accept the License Terms & Conditions
Decline the License Terms & Conditions

Install

9. Resulting output should display i L i ¢ @leisstalleds uccessful |l yo.
10. In the left navigation pane, click AO to verify if the license has installed successfully.
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FlexLM

Avaya Orchestrator - Release: 4 - SID: 11500000

Standard License file
WebLM
You are here: Licensed Products = A0 > View License Capacity
WebLM Home

Install license Installed License Files

Licensed products I“\5 6Items o Show All ¥
AO Host ID - Centralized Licensing ID License Host Name Assigned To Element Date of Installation
- AD

V653B6DE414801-00002 October &, 2019 10:37:40 AM -06:00

i A : V653B6DE414801-00003
View license capacity

V653B6DE414801-00001

V653B6DE414801-00006

VE653B6DE414801-00004

V653B6DE414801-00005

October 8, 2015 10:37:50 AM -06:00

October 8, 2015 10:37:11 AM -06:00
View peak usage

October 8, 2019 2:16:27 PM -06:00
Configure Centralized Licensing

October 8, 2015 10:37:57 AM -06:00
APPL_ENAB

October &, 2019 2:09:44 PM -06:00

11. Get the AO Centralized Licensing ID to make association between the element
instance and the license file.

a. Login to AO Application:

https://<IP address/FQDN>
b. Login with aoadmin user and password.
Navigate to Admin > License Configuration.
d. Copy the AO Centralized License ID.

o

Example: The ID consists of AO + [ AO + (host name)
License status

Centralized licensing ID AO[AOS]
AvayaOr c h e s t kicanseoQoitfiguration Page

12. Return to SMGR WebLM. From the left navigation pane, click Configure Centralized
licensing.

13. Click New under Elements and License File Assignments.

Elements and Lisense File Assignments
JNe

3 Items <Y Show All ¥

Element Display Name Centralized Licensing ID Host ID - Centralized Licensing ID License Host Name Date of Installation

AO10 AO[ADLO] VE653B6DE414801-00002 October 8, 2019 10:37:40 AM -06:00

AQT AO[ADT] VE653B6DE414801-00001 October 8, 2019 10:37:11 AM -06:00

AQS AO[ADS] VE653B6DE414801-00002 October 8, 2019 10:37:50 AM -06:00
Select : All, None

14. Enter Element Display Name.
15. Enter AO Centralized Licensing ID.

16. Select License file to associate with the configured element Instance.
17. Click Save.
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AVAYA Web License Manager (WebLM v8.1) Felp | About | Chnge Password | Log off admin

WebLM Home Add License Mapping

Install license
You are here: Licensed Products > AO > Add License Mapping

Licensed products

AO Add Element Instance

v AO

*Element Display Name |A0110 \
*Centralized Licensing ID |AO[AO110BLRTEAM] \

View license capacity

View peak usage
Select License File
Configure Centralized Licensing

, , 11tem & Show/All[V]
Uninstall license

’Host ID - Centralized Licensing ID |License Host Name |Assigned To Element |Date of Installation
Server properties .

®  VC1BE93AB8F702 Basic Licesne September 11, 2019 5:19:07 AM -07:00
Manage users < >
Select : None

Shortcuts

Help for Licensed products

You can see that the association has been made between the element instance and the license
file.

AVAYA Web License Manager (WebLM v8.1) Help | About | Change Password | Log off admin

WebLM Home Configure Centralized Licensing

Install license
You are here: Licensed Products > AO > Configure Centralized Licensing

Licensed products

AO Enable/Disable Centralized Licensing for a Product

~ AO I

g | |Disable Centralized Licensingl

View license capacity

View peak usage El and Li File A
Configure Centralized Licensing [ﬁ\
Uninstall license ~

1Item & Show/All[V]

Server properties O |Element Display Name!Centralized Licensing ID|Host ID - Centralized Licensing ID|License Host Name|Date of Installation

September 11, 2019
5:19:07 AM -07:00

< >
Select : All, None

Manage users [0 Aoi10 AO[AO110BLRTEAM] VC1BEO3AB8F702 Basic Licesne

Shortcuts

Help for Licensed products

Installed License Files

1 Item ' Show MTE
Host ID - Centralized Licensing ID License Host Name i d To El Date of I
VC1BE93AB8F702 Basic Licesne Yes September 11, 2019 5:19:07 AM -07:00
< >
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~

Configuring license on AvayaOr chestrator E

Procedure

1. Loginto AvayaOr ¢ h e s t applitation: E

https://<IP address/[FQDN>
2. Login using administrative credentials (aoadmin).
Navigate to Admin > License Configuration.
In the Primary WebLM Server URL field, type the URL of WebLM server.

Hw

Syntax: <IP address/FQDN:52233/ WebLM/LicenseServer>
For example:

https://10.129.100.97:52233/WebLM/LicenseServer

or

https://blrteamsmgr.sv.avaya.com:52233/WebLM/LicenseServer

5. Click Test to confirm if the WebLM server is reachable from AvayaOr chestr at or E.

Testing WebLLM URL https://blrteamsmgr.sv.avaya.com:52233 Close This Window
/WebLM/LicenseServer ...

WebIM server URL: https://blrteamsmgr.sv.avaya.com:52233/WebLM/LicenseServer
Test timeout: 30

Testing availability of the server ...

The WebLM server is available.

6. Click Update settings to apply the new settings.
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AVAYA Orchestrator v Navigation Q Enhanced license &aoadmin & Logout

v System Information

4
Orchestrator license configuration

Monitoring Engine Status

v Users

License status
&Manage Users

=LDAP/AD Integration

Centralized licensing ID AO[AO107BLRTEAM]
wv System Config
System Settings License type Enhanced license
RLicense Configuration
Orchestrator Backup Activation result activation-1568189691.dat
SNMP Traps
Configuration Expiration date 31 Dec 2399
SNMP Traps Forwarding
Maximum number of monitored devices 300 ( or up to 299 IP addresses )

System Profile

Manage Email Settings
Manage Mobile Carriers
Automatic Login
Security Credentials

Current total number of monitored devices 0 (1 IP addresses )

WeblLM servers

v Escalations

@Contact Groups Primary WebLM Server URL https://blrteamsmar.sv.avaya.com:52233/WebLM/LicenseServer Test
WHost Escalations
mService Escalations
Secondary WebLM Server URL Test
Response timeout period 30 seconds (from 10 to 30)

7. Secondary WebLM Server URL is optional. If the secondary WebLM URL is available,
enter the URL in the Secondary WebLM Server URL field:

<IP address/FQDN:52233/ WebLM/LicenseServer>

For example:

https://10.129.100.98:52233/WebLM/LicenseServer

or
https://blrteamsmgr2.sv.avaya.com:52233/WebLM/LicenseServer

8. Click Test to confirm if the WebLM server is reachable from AvayaOr chestr at or E.

Testing WebLLM URL https://blrteamsmgr2.sv.avaya.com/WebLM Close This Window
/LicenseServer ...

WebIM server URL: https://blrteamsmgr2.sv.avaya.com/WeblM/LicenseServer
Test timeout: 30

Testing availability of the server ...

The WebIM server is available.

9. Click Update settings to apply the new settings.
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AVAYA Orchestrator v Navigation Q  Enhanced license &aoadmin ¢ Logout

A

v System Information

License status

System Status

Monitoring Engine Centralized licensing ID AO[AO107BLRTEAM]
Status

v Users License type Enhanced license
&Manage Users Activation result activation-1568189691.dat
=LDAP/AD Integration
v System Config Expiration date 31 Dec 2399

$System Settings Maximum number of monitored devices 300 (or up to 299 IP addresses )

RLicense
Configuration Current total number of monitored devices 0 ( 11P addresses )

Orchestrator Backup

SNMP Traps WebLM servers
Configuration

SNMP Traps
Forwarding

System Profile Primary WebLM Server URL https://blrteamsmgr.sv.avaya.com:52233/WebLM/LicenseServer Test
Manage Email Settings
Ch::_?:rg: Mol Secondary WebLM Server URL  https://blrteamsmgr2.sv.avaya.com/WebLM/LicenseServer Test
Automatic Login

Security Credentials Response timeout period 30 seconds (from 10 to 30)

v Escalations
#Contact Groups Update settings

0 Note: The green circle notifies a successful connection between WebLM server and AO, and
the Amber color notifies that the connection is temporarily lost.

When backup is taken as part of the trial license, the license temporarily shows expired,
however after a few seconds, it shows the correct information. Similarly, when processing the
entered information during configuration of the rack using wizard, the connection between
WebLM and AO can display amber for a temporary period, however, it shows successful
connection afterwards.
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Chapter 6: Setting up HTTPS

Overview
This chapter provides instructions for configuring a secure access to the web Ul of
Avaya OrchestratorE. For Secure access, it i S nec

further needs to be signed by a Certificate Authority (CA).
The CA can be any of the following authority:
1 A trusted company like VeriSign

1 Aninternal CA that is part of your IT infrastructure, like a Microsoft Windows CA,
Avaya Aura System Manager, SMGR etc.

f The Avaya OrchestratorE server -signedelf. This me
certificate, which is not accepted as a secure protection by browsers. Therefore,
this is the least preferred way.

Secure Sockets Layer (SSL)

Secure Sockets Layer (Transport Layer Security (TLS) more accurately) is the technology that
you can use for a secure connection. The root certificate, often called a trusted root, is at the
center of the trust model that provides support for the Public Key Infrastructure issued by trusted
Certificate Authority.

In the SSL ecosystem, you can generate a signing key and sign a new certificate with that
signature. The certificate is considered valid only when it gets directly signed by a trusted
Certificate Authority (CA). To validate the certificate, the device compares the certificate issuer
with the list of trusted CAs. If there is no match, the client checks to see if the certificate of the
issuing CA was issued by a trusted CA, and this continues until the end of the certificate chain
where the root certificate issued by a trusted Certificate Authority is found. The following image
shows the HTTPS communication from Root CA and AO:

Certificate
Signing
Request

(CSR)

From AO

Certificate
Authority
(CA)

Certificate

Certificate
Revocation
List
(CRL)
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The image shows Certificate Authority in AvayaOr chestr at or E:

Root CA from Certificate Authority

Q.
l. \ CSR
/ \ request SMGR as
from AO CA
Avaya
Orchest Or
‘\i <= _ \ Third party
Private Key Store CA
i CRT Or
Fipd approved
HTTPS ¢ certificate ~MSCas
Q / Secure J/ to AO internal CA
‘ = «— connection

The certificate identifies and authenticates the AO servers used by the web users and the client web
browsers using the protocols HTTPS and TLSv1.2.

Setting up HTTPS Certificate

The following procedures explain how to set up the HTTPS access for a secure connection with
AvayaOr chestrator E.

Creating the Certificate
Procedure

1. Loginto AvayaOr c h e s t byading $SH and acadmin credentials.
2. Run the following command to change user to superuser root :
Type su i and then type the root password.
3. Run the following command to change the current directory:
cd /usr/local/nagiosxi/var/certs/
4. Run the following command to generate a private key:
openssl genrsa -out ao.key 2048
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5. Perform the following steps to create the configuration file for generating certificate
sign request.

© Note: You can execute this process directly within AO by using the vi text editor.

July 2023

In a text editor (for example, Notepad or WordPad), copy the following
content as is:

[ req]

days = 365

req_extensions = req_ext
distinguished_name = req_distinguished_name
prompt = no

[req_distinguished_name]

countryName = <2 letter code>
stateOrProvinceName = <full name>
localityName = <city name>
organizationName = <company name>
organizationalUnitName = <section name>
commonName = <FQDN/ IP address>
emailAddress = <email address of the contact
person>

[req_ext]

subjectAltName = @alt_names

[alt_names]

IP.1 =<IP address>
DNS.1 = <FQDN>
DNS.2 = <short host name>

Edit the content in the following fields as follows:
Remove linesinthed [ r eq _di st i n gactiorswitleath emmpiy me ] 6
value. Otherwise, an error O6string too

generation.

countryName : Type the two-letter country code without the punctuation.
For example, US

stateOrProvinceName : Type the name of the state or province.
For example, Colorado
localityName : Type the name of the city.

For example, Denver .
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organizationName : Type the name of the organization.

For example, AVAYA

OrganizationalUnitName(Optional) . Type the name of the of the

department or organization unit making the request.

For example, IT,Engineering

commonName Type the Fully Qualified Domain Name or IP address of the

AvayaOr chest seadr.or E

For example, ao.avaya.com

emailAddress(Optional) . Type the email address of the contact

person responsible for AvayaOr ¢ h e s t or eustamerdT department.

For example, aosupport@avaya.com

IP.L : Type the Avaya OrchestratorE | P Address
For example, 10.10.10.45

DNS.1: Type the Fully Qualified Domain Name of the Avaya

Orchestseadror E

For example, ao.avaya.com

DNS.2: Type the short, hostname for the Avaya
For example, ao

Following image is an example of an edited configuration file:

_| Untitled - Notepad

File Edit Format View Help

[ req ]

days = 365

req_extensions = req_ext
distinguished name = req distinguished name
prompt = no

[req_distinguished name]

countryName =Us

stateOrProvinceName = Colorado

localityName = Denver

organizationName = AVAYA

organizationalunitName = ASP-Engineering

commonName = cpd6-castl-fnil4.sv.avaya.com
emailAddress = aosupport@avaya.com
[req_ext]

subjectAltName = (galt names

[alt_names]
IP.1 = 10.14@.239.43

DNS.1 = cpd6-castl-fnld.sv.avaya.com
DNS.2 = cpd6-castl
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c. Return to the AO SSH session and run the following commands to create
the configuration file needed to generate the certificate sign request:

vi v3csr.config

Type i to enable the insert function of the visual editor.

Copy the edited content from notepad and paste it into the new file.
Right-click to paste the data into the SSH session box if you are using
Putty.

The following image shows an example of v3csr.config file from the Putty:

@ root@cpd6-castl-fn14:/usr/local/nagiosxifvar/certs

—— INSERT --—

U Press Esc to exit from the insert mode.
0 Type::wqg! tosave new v3csr.config file.

6. Run the following command to generate the certificate sign request using the
configuration file created in the previous step:

openssl req -new -key ao.key -out ao.csr -config v3csr.config

7. Perform the following steps to save certificate sign request locally in computer:
a. Runthe command: cat ao.csr

b. Copy the entire content, including ----- BEGIN CERTIFICATE REQUESYF--
- and ----- END CERTIFICATE REQUEST------ and provide the Certificate
Authority.

c. Paste the content into a new notepad and save file as ao.crt
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Getting certificate sign request signed by a trusted company
Procedure

1. If atrusted company (for example, VeriSign) is used to get the csr signed, provide the
ao.crt file obtained in the previous step.

2. If the Certificate Authority has returned the certificate in a different extension other
than .crt , convert certificate to .crt  before installing within AO.

Use the following procedure to convert a certificate with a different extension to .crt:
a. Transfer the certificate received from CA to AO using any desired tool. Use
WinSCP if you are using a windows computer or use scp if you are using
linux/RHEL machine.
° Note: Certificate can be transferred to either /tmp or /home/acadmin directory.
b. Open an SSH session to AO with any desired tool such as Putty.
c. Login using the aoadmin credentials.
d. Run the following command to change user to superuser root:
Type su 1 and then type the root password.

e. Run the following command to change directory to the location of certificate
cd /<certificate_path> example: cd /home/acoadmin | cd /tmp
f.  Run the following command to convert the respective certificate to .crt:

Certificates with .p12 extension

openssl pkcsl2 -in <filename>.p12 - clcerts - nokeys - out

ao.crt

Certificates with .pfx extension

openssl pkcsl2 -in <filename>.pfx - clcerts - nokeys - out
ao.crt

Certificates with .cer extension

openssl x509 -inform der -in <filename>.cer -out ao.crt
Certificates with .der extension
openssl  x509 -inform der -in <filename>.der -out ao.crt
Certificates with .p7b extension
openssl  pkcs7 - print_certs -inform der -in <filename>.p7b -
out ao.crt
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Certificates with .pem extension
cp <filename>.pem ao.crt

3. Run following command to replace the existing ao.crt  with the one recently
converted:

cp /<directory>/ao.crt {usr/local/nagiosxi/var/certs/

© Note: Type Y for overwrite confirmation.

4. Proceed to next section to complete the certificate procedure.

Getting Certificate Sign Request (CSR) signed by the System
Manger as the Certificate Authority

Pre-requisites

T Access System Manager server prior to conducting the activity.
1 Transferthe ao.crt file saved in the previous step in a location accessible to the System
Manager.

Procedure

1. Using a Web browser, access Avaya Aura System Manager.
2. Login with administrative credentials.

For example, admin
3. Navigate to Services > Security > Certificates > Authority.
4. Under RA Functions, select Add End Entity.
5. Enter the following information in the respective fields:

Username

a. End Entity Profile: EXTERNAL_CSR_PROFILE

b. Username: Enter any desire username.
For Example, aoadmin

c. Password (or Enrollment code): Enter any desire password.
For Example, avayal23

d. Confirm Password: avayal23

e. E-mail address (optional): Same value from v3csr.config

Subject DN Attributes

a. CN, Common name: Same value from v3csr.config
b. O, Organization: Same value from v3csr.config
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L, Locality
ST, State

~o oo

Subject Alternative

a. DNS Name :
b. DNS Name :
IP Address : Same value from v3csr.config

C.

C, Country
OU, Organizational

(SO 3166) : Same value from v3csr.config

Unit (optional): Same value from v3csr.config
: v3csr.config

or Province: Same value from v3csr.config

Name

Enter DNS.1 value from v3csr.config
Enter DNS.2 value from v3csr.config

The following image shows the completed fields using the values from the v3csr.config
created in the previous steps:

Home | S ty %
m End Entity Profile EXTERNAL_CSR_PROFILE ¥ Required
= Username aoadmin
CA Activation
Password (or Enrollment Code) ssessss
CA Structure & CRLs

Certificate Profile

Certification

Add End Entity

End Entity Profiles
Search End Entities L, Locality Denver
P ST, State or Province Colorado
User Data Sources
= = Other subject attributes
Subject Alternative Name
Approve Actions DNS Name cpd6-castl-fn14.sv.avaya.com
View Log DNS Name cpd6-cast!

Administrator Roles
Internal Key Bindings

Services

Confirm Password

E-mail address aosupport
Subject DN Attributes
CN, Common name cpd6-castl-fn14.sv.avaya.com

@ avaya.com

CN, Common name
0, Organization AVAYA
C, Country (ISO 3166) US
0OU, Organizational Unit ASP-Engineering

Main certificate data
Certificate Profile ID_CLIENT_SERVER ¥
CA tmdefaultca ¥
Token User Generated ¥

July 2023

. Add | | Reset

Click Add when ready to create the new Entity.

From the menu on the left pane, select Public Web. A new tab opens.

From the EJBCA webpage, select Create Certificate from CSR under Enroll.
Enter the following information:

©ooNe

a. Username: Use the name configured while creating the EXTERNAL_CSR_PROFILE.

b. Enrollment code: Use the name configured while creating the
EXTERNAL_CSR_PROFILE.

c. Request file: Select Choose File to import the ao.crt file saved locally in the
computer in the previous steps.

d. Result type: From drop-down menu, select PEM certificate only

e. Select OK to generate the certificate.

A certificate is created and downloaded automatically to the computer from where the
request is issued.
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Certificate Created

Subject DN: CN=cpd6-castl-fn14.sv.avaya.com,OU=ASP-Engineering,0=AVAYA,L=Denver,ST=Colorado,C=US

Issuer DN:
Serial Number: 1740ABCA27010B86

CN=System Manager CA,O0U=MGMT,0=AVAYA

You should receive your certificate file in a few seconds. If nothing happens, click this link:

Download certificate

10. Navigate to the location where certificated is downloaded.
11. Create a copy of the pemfile and change the extension to .crt.

© Note: This step validates the input entered by the user when generating the CSR.

This PC * Downloads Rename

Name

= | e—— |
_| cpdbcastlifnl4svavayacom —ICopy.cr‘t I |

= cpdbcastlfnidsvavayacom.pem

| ] nagiosxi.csr

L
I mam Al mm st lfm A A mnsmnamesm mmmmn om0l o mimm

12. Double-click the .crt file and validate the information in the certificate to ensure that the
information is correct before proceeding. Once the validation is complete, click OK to

close the file.

s M = I v 3
Home Share View
- v /4 & > ThisPC > Downloads

o Name

If you change a file name extension, the file might become unusable.

Are you sure you want to change it?

Yes

3 Quick access
# cpdécastifn14svavayacom - Copy.crt

@ OneDrive - Avayz . cpdécastifni4svavayacom.pem

= This PC 5 nagiosxi.csr

» 3D Obiects ol
576items  1item selected 1.74 KB
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a Certificate

General Cerﬁﬁcau‘on Path

Show: | <All> v
Field Value @
[ |valid from Sunday, September 8, 2019 1...
|- Ivalid to Wednesday, December 7, 202...
5] subject US, Colorado, Denver, AVAYA...
|| Public key RSA (2048 Bits)

t\ Public key parameters 0500

@:\ Subject Alternative Name 1P Address=10.140.239.43, D...
Q‘i\ Authority Key Identifier KeyID=0fff6d00cc3209d382c...
Fii| 8ustharity Tnfarmatinn Arrace  [1181tharity Tnfn Arrace: Arr
C=Us

S = Colorado

L = Denver

O = AVAYA

IOU = ASP-Engineering

CN = cpd6-casti-fn14.sv.avaya.com

Edit Properties.. Copy to File...

o ]
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a Certificate X

General| Details |Certification Path

Show: | <All> v
Field N Value N
~|valid from Sunday, September 8, 2019 1...
_/iVahd to Wednesday, December 7, 202...
[ |Subject US, Colorado, Denver, AVAYA...
__|Public key RSA (2048 Bits)
- __EPubiic key parameters 0500

+7 Subject Alternative Name IP Address=10.140.239.43, D...

_1}_' Authority Key Identifier KeyID=0fff6d00cc3209d382c...
Jiol Auitharity Tnfarmatinn Arcece (11 Antharity Tnfn Arrece: A

IP Address=10.140.239.43
DNS Name=cpd6-castl- 14.sv.avaya.com
DNS Name=cpdé-castl

13. Double-click to open the original .pem obtained in the previous step.
For Example, cpd6-castl-fnl4svavayacom.pem

© Note:l f the computer doesno6t r ecpemnfid selectatdxte ext en
editor such as WordPad to open the file.

14. Copy the entire content including
----- BEGIN CERTIFICATE REQUESF--- and ----- END CERTIFICATE
REQUESF---

15. If you are not connected already, open an SSH session to AO with any desired tool such
as Putty.

16. Log in in using the aoadmin credentials.

17. Run the following command to change user to superuser root :
Type su i and then type the root password.

18. Run the following command to change the current directory:
cd /usr/local/nagiosxi/var/certs/

19. Type the following command to empty the content of existing ao.crt  file:
true > ao.crt

20. Type the following commands to paste the content from the pemfile to the ao.crt  file:

a. vi ao.crt
b. Typel toinsertthe copied content from pem file.
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c. Right-click into SSH session box to paste the content, if you are using putty.

‘f root@cpd6&-castl-fnl14:/usr/local/nagiosxi/fvar/certs

1
1-
1
1
1
1
1
1
1

—— INSERT ——

21. Press Esc to exit from the INSERT mode.
d. Type :wq!

22. Proceed to Activating SSL certificate for enabling https connection.

Adding the SMGR root certificate to a web browser

Internet Explorer/Chrome

Open Internet Explorer and access Avaya Aura System Manager.
Login with administrative credentials. For example, admin.
Navigate to Services > Security > Certificates > Authority.
Under CA Functions, select CA Structure & CRLs.

Select Download binary/to IE.

arwdE

Do you want to open or save SystemManagerCA.cacert.crt (863 bytes) from 10.129.208.237 Open Save ~ Cancel

6. Select Open.

7. Select Install Certificate.

8. Select Local Machine.

9. Select Next.

10. Select Place all certificates in the following store and click Browse.
11. Select Trusted Root Certification Authorities and click OK.

12. Select Next.

13. Select Finish.
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|1 reauny

R

| General petails Certification Path

- Cer&x‘ate Information

This certificate is intended for the following purpose(s):

« All issuance policies
» All application policdes

Certificate Import Wizard X

Issued to: System Manager CA
The import was successful.

Issued by: System Manager CA

P Securits
select CA ¢
iry/to IE

Valid from 5/13/2019 to 5/10/2029

Install Certificate. ..

_
E

Icert.crt (863 bytes) f

OK

14. Proceed to next section to complete the certificate procedure.
FireFox

Open Internet Explorer and access Avaya Aura System Manager.
Login with administrative credentials: For example, admin.
Navigate to Services > Security > Certificates > Authority.
Under CA Functions select CA Structure & CRLs.

Select Download to Firefox.

Check both selections and click OK.

ok wnE

Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “System Manager CA” for the following purposes?
Trust this CA to identify websites.
Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available). @

View Examine CA certificate

Cancel

7. Proceed to the next section to complete the certificate procedure.
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Using ASP 4.1 Management Server Console server as

Certificate Authority

Management Server Console (MSC) can be used as the Microsoft Certificate Authority. The
following procedure explains how to set up a simple Certificate Authority on Windows Server

2016 Server.

Procedure

July 2023

1. Add the Certificate Authority Role to the server. Open the Server Manager and then

2.

B Add Roles and Features Wizard

select Add roles and features.

.. Server Manager

Server Manager * Dashboard

I8 Dashboard

§ Local Server

& All Servers

£ DNS

#§ File and Storage Services b

Before you begin

Before You Begin

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START .
I {2 Add roles and features I
3 Add other servers to manage
SR 4 Create a server group
5 Connect this server to cloud services
LEARN MORE

In Before You Begin section, click Next.

= o X

DESTINATION SERVER
keeconsoleavaya.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
tart the Remove s and Features Wizard

Role

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

Skip this page by default

i New> [ cancer |

3.

and click Next.

In Installation Type selection, select role-based or feature-based installation
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fi. Add Roles and Features Wizard — O X

DESTINATION SERVER

Select installation type keeconsoleavayacom

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

A @ Role-based or feature-based installation
Server Selection > 5 .
Configure a single server by adding roles, role services, and features.

O R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous ‘ [ Next> ! Install

4. In Server Selection page, Select the Destination Server. The list shows the
destination server you are working on and this must be the only one destination
server in the list. Click Next.

5. In Server Roles selection, select the Active Directory Certificate Services. A
popup appears for the additional features.
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