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AVAYA MESSAGING
FEATURE DESCRIPTION GUIDE

Avaya Messaging is a feature rich application which offers a solution for virtually any organization or situation. The
productivity enhancing nature of Avaya Messaging derives from the dynamic environment of all the feature which can be
fully customized and mixed-and-matched to meet the specific needs of an organization.

Since the feature library of Avaya Messaging platform is vast, it is easy to become overwhelmed by the large number of
settings and options available to you as an administrator or an end user. To simplify both the configuration and usage of
the common features within Avaya Messaging, this guide separates each feature and explains in detail how they can be
implemented.

Having to consult vast amounts of technical documentation to implement a single feature can be time consuming and
inefficient. By organizing all the necessary materials for you, the Feature Description Guide will make the administration
process a breeze and will also offer you end user training materials which you may utilize during training sessions or
distribute directly to the end users.
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Notice

While reasonable efforts have been made to ensure
that the information in this document is complete and
accurate at the time of printing, Avaya assumes no lia-
bility for any errors. Avaya reserves the right to make
changes and corrections to the information in this docu-
ment without the obligation to notify any person or
organization of such changes.

Documentation disclaimer

“Documentation” means information published in vary-
ing mediums which may include product information,
operating instructions and performance specifications
that are generally made available to users of products.
Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version
of Documentation unless such modifications, additions,
or deletions were performed by or on the express
behalf of Avaya. End User agrees to indemnify and
hold harmless Avaya, Avaya's agents, servants and
employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subse-
quent modifications, additions or deletions to this docu-
mentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of
any linked websites referenced within this site or Docu-
mentation provided by Avaya. Avaya is not responsible
for the accuracy of any information, statement or con-
tent provided on these sites and does not necessarily
endorse the products, services, or information
described or offered within them. Avaya does not guar-
antee that these links will work all the time and has no
control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware
and software. Refer to your sales agreement to estab-
lish the terms of the limited warranty. In addition,
Avaya’s standard warranty language, as well as infor-
mation regarding support for this product while under
warranty is available to Avaya customers and other
parties through the Avaya Support website: https://sup-
port.avaya.com/helpcenter/ getGenericDetails?detai-
[1d=C20091120112456651010 under the link “Warranty
& Product Lifecycle” or such successor site as desig-
nated by Avaya. Please note that if You acquired the
product(s) from an authorized Avaya Channel Partner
outside of the United States and Canada, the warranty
is provided to You by said Avaya Channel Partner and
not by Avaya.

“Hosted Service” means an Avaya hosted service sub-
scription that You acquire from either Avaya or an
authorized Avaya Channel Partner (as applicable) and
which is described further in Hosted SAS or other ser-

vice description documentation regarding the applica-
ble hosted service. If You purchase a Hosted Service
subscription, the foregoing limited warranty may not
apply but You may be entitled to support services in
connection with the Hosted Service as described fur-
ther in your service description documents for the appli-
cable Hosted Service. Contact Avaya or Avaya
Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PUR-
CHASE AN AVAYA HOSTED SERVICE SUBSCRIP-
TION FROM AVAYA OR AN AVAYA CHANNEL
PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE
AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/
LICENSEINFO UNDER THE LINK “Avaya Terms of
Use for Hosted Services” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, AND ARE APPLI-
CABLE TO ANYONE WHO ACCESSES OR USES
THE HOSTED SERVICE. BY ACCESSING OR USING
THE HOSTED SERVICE, OR AUTHORIZING OTH-
ERS TO DO SO, YOU, ON BEHALF OF YOURSELF
AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGE-
ABLY AS “YOU” AND “END USER”), AGREE TO THE
TERMS OF USE. IF YOU ARE ACCEPTING THE
TERMS OF USE ON BEHALF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE TERMS OF USE. IF YOU DO
NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT
WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SER-
VICE OR AUTHORIZE ANYONE TO ACCESS OR
USE THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON
THE AVAYA WEBSITE, HTTPS://SUP-
PORT.AVAYA.COM/LICENSEINFO, UNDER THE
LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIG-
NATED BY AVAYA, ARE APPLICABLE TO ANYONE
WHO DOWNLOADS, USES AND/OR INSTALLS
AVAYA SOFTWARE, PURCHASED FROM AVAYA
INC., ANY AVAYA AFFILIATE, OR AN AVAYA CHAN-
NEL PARTNER (AS APPLICABLE) UNDER A COM-
MERCIAL AGREEMENT WITH AVAYA OR AN
AVAYA CHANNEL PARTNER. UNLESS OTHERWISE
AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN
AVAYA, AN AVAYA AFFILIATE OR AN AVAYA
CHANNEL PARTNER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE
SOFTWARE WITHOUT A LICENSE. BY INSTALLING,
DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON
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BEHALF OF YOURSELF AND THE ENTITY FOR
WHOM YOU ARE INSTALLING, DOWNLOADING OR
USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THESE TERMS AND CON-
DITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AVAYA INC. OR THE APPLICA-
BLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the
license types described below, with the exception of
Heritage Nortel Software, for which the scope of the
license is detailed below. Where the order documenta-
tion does not expressly identify a license type, the
applicable license will be a Designated System License
as set forth below in the Designated System(s) License
(DS) section as applicable. The applicable number of
licenses and units of capacity for which the license is
granted will be one (1), unless a different number of
licenses or units of capacity is specified in the docu-
mentation or other materials available to You. “Soft-
ware” means computer programs in object code,
provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hard-
ware products, and any upgrades, updates, patches,
bug fixes, or modified versions thereto. “Designated
Processor” means a single stand-alone computing
device. “Server” means a set of Designated Processors
that hosts (physically or virtually) a software application
to be accessed by multiple users. “Instance” means a
single copy of the Software executing at a particular
time: (i) on one physical machine; or (ii) on one
deployed software virtual machine (“VM”) or similar
deployment.

License types

Designated System(s) License (DS). End User may
install and use each copy or an Instance of the Soft-
ware only: 1) on a nhumber of Designated Processors
up to the number indicated in the order; or 2) up to the
number of Instances of the Software as indicated in the
order, Documentation, or as authorized by Avaya in
writing. Avaya may require the Designated Proces-
sor(s) to be identified in the order by type, serial num-
ber, feature key, Instance, location or other specific
designation, or to be provided by End User to Avaya
through electronic means established by Avaya specifi-
cally for this purpose.

Concurrent User License (CU). End User may install
and use the Software on multiple Designated Proces-
sors or one or more Servers, so long as only the
licensed number of Units are accessing and using the
Software at any given time. A “Unit” means the unit on
which Avaya, at its sole discretion, bases the pricing of
its licenses and can be, without limitation, an agent,
port or user, an e-mail or voice mail account in the
name of a person or corporate function (e.g., webmas-
ter or helpdesk), or a directory entry in the administra-
tive database utilized by the Software that permits one
user to interface with the Software. Units may be linked

to a specific, identified Server or an Instance of the
Software.

Named User License (NU). You may: (i) install and use
each copy or Instance of the Software on a single Des-
ignated Processor or Server per authorized Named
User (defined below); or (ii) install and use each copy
or Instance of the Software on a Server so long as only
authorized Named Users access and use the Software.
“Named

User”, means a user or device that has been expressly
authorized by Avaya to access and use the Software.
At Avaya’s sole discretion, a “Named User” may be,
without limitation, designated by name, corporate func-
tion (e.g., webmaster or helpdesk), an e-mail or voice
mail account in the name of a person or corporate func-
tion, or a directory entry in the administrative database
utilized by the Software that permits one user to inter-
face with the Software.

Copyright

Except where expressly stated otherwise, no use
should be made of materials on this site, the Documen-
tation, Software, Hosted Service, or hardware provided
by Avaya. All content on this site, the documentation,
Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the
content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property
laws including the sui generis rights relating to the pro-
tection of databases. You may not modify, copy, repro-
duce, republish, upload, post, transmit or distribute in
any way any content, in whole or in part, including any
code and software unless expressly authorized by
Avaya. Unauthorized reproduction, transmission, dis-
semination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a vir-
tual machine. Each product has its own ordering code
and license types. Note, unless otherwise stated, that
each Instance of a product must be separately licensed
and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two
Instances of the same type of products, then two prod-
ucts of that type must be ordered.

Third Party Components

“Third Party Components” mean certain software pro-
grams or portions thereof included in the Software or
Hosted Service may contain software (including open
source software) distributed under third party agree-
ments (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the
Software (“Third Party Terms”). As required, informa-
tion regarding distributed Linux OS source code (for
those products that have distributed Linux OS source
code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that



apply is available in the products, Documentation or on
Avaya’s website at: https:// support.avaya.com/Copy-
right or such successor site as designated by Avaya.
The open source software license terms provided as
Third Party Terms are consistent with the license rights
granted in these Software License Terms, and may
contain additional rights benefiting You, such as modifi-
cation and distribution of the open source software.
The Third Party Terms shall take precedence over
these Software License Terms, solely with respect to
the applicable Third Party Components to the extent
that these Software License Terms impose greater
restrictions on You than the applicable Third Party
Terms.

The following applies only if the H.264 (AVC) codec is
distributed with the product. THIS PRODUCT IS
LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CON-
SUMER OR OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO (i) ENCODE VIDEO
IN COMPLIANCE WITH THE AVC STANDARD (“AVC
VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG
LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL
PARTNER’S HOSTING OF AVAYA PRODUCTS OR
SERVICES. THE PRODUCT OR HOSTED SERVICE
MAY USE THIRD PARTY COMPONENTS SUBJECT
TO THIRD PARTY TERMS AND REQUIRE A SER-
VICE PROVIDER TO BE INDEPENDENTLY
LICENSED DIRECTLY FROM THE THIRD PARTY
SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE
AUTHORIZED IN WRITING BY AVAYA AND IF
THOSE HOSTED PRODUCTS USE OR EMBED CER-
TAIN THIRD PARTY SOFTWARE, INCLUDING BUT
NOT LIMITED TO MICROSOFT SOFTWARE OR
CODECS, THE AVAYA CHANNEL PARTNER IS
REQUIRED TO INDEPENDENTLY OBTAIN ANY
APPLICABLE LICENSE AGREEMENTS, AT THE
AVAYA CHANNEL PARTNER’S EXPENSE,
DIRECTLY FROM THE APPLICABLE THIRD PARTY
SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA
CHANNEL PARTNER IS HOSTING ANY PRODUCTS
THAT USE OR EMBED THE G.729 CODEC, H.264
CODEC, OR H.265 CODEC, THE AVAYA CHANNEL
PARTNER ACKNOWLEDGES AND AGREES THE
AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR ROYAL-
TIES. THE G.729 CODEC IS LICENSED BY SIPRO
LAB TELECOM INC. SEE WWW.SIPRO.COM/CON-
TACT.HTML. THE H.264 (AVC) CODEC IS LICENSED

UNDER THE AVC PATENT PORTFOLIO LICENSE
FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (I) ENCODE VIDEO IN COM-
PLIANCE WITH THE AVC STANDARD (“AVC
VIDEQ”) AND/OR (Il) DECODE AVC VIDEO THAT
WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED
FROM A VIDEO PROVIDER LICENSED TO PROVIDE
AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC)
CODECS MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP:// WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibil-
ity for complying with any applicable laws and regula-
tions, including, but not limited to laws and regulations
related to call recording, data privacy, intellectual prop-
erty, trade secret, fraud, and music performance rights,
in the country or territory where the Avaya product is
used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecom-
munications system by an unauthorized party (for
example, a person who is not a corporate employee,
agent, subcontractor, or is not working on your com-
pany's behalf). Be aware that there can be a risk of Toll
Fraud associated with your system and that, if Toll
Fraud occurs, it can result in substantial additional
charges for your telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll
Fraud and You need technical assistance or support,
call Technical Service Center Toll Fraud Intervention
Hotline at +1-800-643-2353 for the United States and
Canada. For additional support telephone numbers,
see the Avaya Support website: https://sup-
port.avaya.com or such successor site as designated
by Avaya.

Security Vulnerabilities

Information about Avaya’s security support policies can
be found in the Security Policies and Support section of
https:// support.avaya.com/security.

Suspected Avaya product security vulnerabilities are
handled per the Avaya Product Security Support Flow
(https:// support.avaya.com/css/P8/documents/
100161515).

Downloading Documentation

For the most current versions of Documentation, see
the Avaya Support website: https://support.avaya.com,
or such successor site as designated by Avaya.
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Contact Avaya Support

See the Avaya Support website: https://sup-
port.avaya.com for product or Hosted Service notices
and articles, or to report a problem with your Avaya
product or Hosted Service. For a list of support tele-
phone numbers and contact addresses, go to the
Avaya Support website: https://support.avaya.com (or
such successor site as designated by Avaya), scroll to
the bottom of the page, and select Contact Avaya Sup-
port.

Trademarks

The trademarks, logos and service marks (“Marks”) dis-
played in this site, the Documentation, Hosted Ser-
vice(s), and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates,
its licensors, its suppliers, or other third parties. Users
are not permitted to use such Marks without prior writ-
ten consent from Avaya or such third party which may
own the Mark. Nothing contained in this site, the Docu-
mentation, Hosted Service(s) and product(s) should be
construed as granting, by implication, estoppel, or oth-
erwise, any license or right in and to the Marks without
the express written permission of Avaya or the applica-
ble third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their
respective owners. Linux® is the registered trademark
of Linus Torvalds in the U.S. and other countries.
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Automatic Speech Recognition (ASR)

Introduction

Automatic Speech Recognition (ASR) is a vital component of the UC system. ASR allows the system to recognize human
speech, so that users to speak contact names and menu selections, instead of entering them through the telephone
keypad.

Avaya Messaging uses Media Resource Control Protocol (MRCP) for communications with the ASR services provider.

Visual Guide

[
ASR allows user’s voice \
to replace DTMF input /‘""

>
e

Dialing a contact, accessing messages

* i,y (2 Traditional access to UC or the TUI menus through vo'ice is
v v v Server via DTMF input possible using the ASR engine

ASR provides the base for all speech recognition functions, such as Speech Contacts and Speech Commands. ASR
interprets a user'’s voice input as a number or a character (e.g. alphabet) based on the grammar settings on the server.
This allows users to speak the name of the contact they want to dial, or to say a number instead of pressing the digit on
the telephone keypad. By replacing traditional input with speech, users can efficiently find what they were looking for. It
also give users easy access to the system without having to use their hands.

For specific features such as Speech Commands, please refer to the appropriate chapters in this guide.

Requirements

Requirements Details

License ASR License

Software Officelinx/IX Messaging version 8.0 - 10.8
Avaya Messaging version 11.0 or higher

Avaya Messaging Feature Description Guide 20



Automatic Speech Recognition (ASR)

Server Configuration

Server configuration for ASR is completed in several steps.
First, verify the Avaya Messaging license that you have. In order to use ASR, you must have the ASR license.

Once the license is confirmed, make the necessary settings in the Avaya Messaging Administrator and from the ASR
Configurator.

License Confirmation

Setting up ASR begins by making sure that you have purchased and installed the license. ASR is provided under an add-on
to the standard license and must be purchased separately.

55 License Upgrade Utility _ w

Product [11sDEMO [ Soft License SentinelNo
27245 Expity Dale 20210612 | [1234567a9
WebLM IP address [192.168.0.1

General Users Servers Faxpots Semvices ASR  TTS  Transcription

ASR Ports

I

ASR
ASR Provider

License information has been retrisved

Check the UCLicenseWebLM under Start > Programs > Avaya Messaging.
Go to the ASR tab and ensure that the information contains the appropriate details.
With the license confirmed, launch the Avaya Messaging Administrator to configure the application.
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Open Avaya Messaging Admin and go to

Configuration > Advanced. In the right pane, set

Voice recognition mode to Nuance.

Once this option has been set, go to Company

Properties.

Right-click on the company that will use ASR. Choose

Properties.

Avaya Messaging Admin Configuration

{24 Trim Digit

(& Trim From End of File
A TTS Mode

(G UMST Server Address
ﬁ UMST Server Port

{3 Use Mailbox Language as Def... False

£ Use Port Manitor
(£ woice Recognition Mode
G web Sits URL

Go to the Speech Options tab and enable Voice Recognition.

Enable the other features as required.

Confirm names in voice recognition: The system will confirm a

recognized name no matter what

Allow barge-in voice recognition: This allows you to say a name

while the system is playing a greeting or a prompt.

Allow barge-in confirm names: The system will allow you to
interrupt it to confirm that a name that it found is correct.

Allow Say Operator: For the systems with a default operator
defined, it will recognize the word “Operator” as a dial request for

the operator.

Avaya Messaging Feature Description Guide

Automatic Speech Recognition (ASR)

<00

Realspesk ... Walug Name

127.0.0.1 [Voice Recogrition Mode
1 Value Data

MNuance hd
False
Huance ]
A Company [7]x]
Company

|| X[ R B o] ] v o] =[] ] ] ]ER

Generl | Advanced | CallOptions | Maibox Options | Integrated fax
Passwords/Securiy | AMIS Parameters | Company Languages
L.0./Channel Assignment I Admin Broadcast Messages

FE 1: Default

- Woice Recognition

¥ Woice Recognition Compile Grammar

™ Confitm Names in Voice Recogrition
¥ Allow Bargen Voice Recognition
¥ Allow Bargedn Kame Confirmation

v &llow Say Dperatar

¥ Vaice Verfication Settings I
I FaledVoiceMens | =]

“wail for License Timsout |0 TEE
Contact Priarity MNaone hd

I™ Do not send natification when system disables contacts
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ASR Configurator

From the Voice Verification section of the interface, you can specify the
sensitivity level for the feature via Security Level. The number of
questions the voice server will ask during login can also be controlled
through Number of Questions.

Security Level has 5 levels to choose between. These range from Very-
High to Medium Low. Refer to the chart below to see the difference
between each level, along with the typical False Acceptance rate (the
rate in which the system will log in a wrong person to the mailbox).

Since the FA rate for Very-High is the lowest, it may seem logical to
always choose this option. However, while the number of FAs
decreases, the number of FRs (False Rejection) increases. At the
highest security setting, people may have problems logging into their
mailbox if their voice changes even slightly. This might be caused by a
sore throat, added environmental noise or using a different device. It is
up to the site administrator to choose the setting which best fits the
company's requirements.

Number of Questions: Choose the number of random questions that

Automatic Speech Recognition (ASR)

[T\ ASR Configurator

2l-101x]

i Muance and Distributed ASR Parameters

¥ RuninAsynch Mode with Waice Server

Languages
Companies

Speech Vaice Format
Log Level

Local Addresses
Fremate Addresses
Server Port
Distributed ASR Port
Sensitivity

Acoeptance Level

Fiejection Level

ASF Mumber of Results

LocallPs———————

1P STATUS |

[1-Muaweakbp: =]

—)y—
——
—F
EE—

“oice Yerlfication
Secunty Level

Number of Questions

MEDIUM-HIGH =
Min |1 Max |3

——

Cancel

1321681111 an

I~ Run without network card

Help
Defaults
Restart Nuance Services

Apply

the system will ask when verifying the user's voice print. The system can be set to ask between 1 and 3 questions.

There are three types of questions that the system will ask at random.

®  Full Name: The system will ask the user to speak out their full name associated with the mailbox.

® Recognition Keywords: The system will randomly choose a keyword from the database (defined by the

administrator) and ask the user to repeat the word.

e Random 4 Digit Number: The system will generate a random 4 digit number and ask the user to repeat the

numbers.

The default setting will ask a minimum of 1 and maximum of 3 questions. This means that if the answer to the first
question was satisfactory, the user will be logged. If not, the system will ask a second question. If the answer to the
second question was satisfactory, the user will be logged in. If not, the system will ask the final question. If the answer to
the final question was satisfactory, the user will be logged in. If not, the verification process will fail and the user will
either be disconnected from the system, or be asked to manually enter their password through DTMF keys depending on

the security settings of the site.

Security Level:

Security Level |Typical Usage Recommendation FA Rate
Very-High Access to mailbox accounts with critical information 0.1Internet to
0.2Internet
High Access to mailbox accounts with high privilege 0.2Internet to
1.5Internet
Medium-High Access to typical mailbox accounts 1.5Internet to
3internet
Medium Access to typical mailbox accounts in open environment 3Internet to
5Iinternet
Medium-Low Generic access where Voice Verification is used for convenience | 5internet to
7Internet

Avaya Messaging Feature Description Guide
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Automatic Speech Recognition (ASR)

MRCP Configurator

The ASR feature should work well immediately after installation. However, if there are issues with the feature, such as
excessive requests to “Please repeat that”, the administrator can adjust the program settings.

On the hard drive where Avaya Messaging is installed, open the \UC\MRCP folder and run UCMRCPConfig.

= | UCMRCPConfig - u] ]
Bl o e View 7]

% T Local Disk (C:) » UC » MRCP UCMRCPConfig v O =]

5| Documents ~

4 Downloads %7 UCMRCPConfig I

B Music . ORTig. exe.COMTG ¥

=/ Pictures UCMRCPCenfiglib.dil

B videos

e Local Disk (C:)

The ASR parameters are shown. Change these settings as necessary to correct any issues with the feature.

my MRCP Configurator

Nuance ASR Parameters

Speech Voice Format 1 - Mulawbakbps

Log Level ALL

Senstivey [ ] 16
Acceptance Level ' &5
Rejection Level ' 40

ASR Number of Results

Speech Voice Format: Select the desired format for voice traffic:

0 - Linear 128kbps, 1 - Mulaw 64kbps, or 2 Alaw 64kbps. Mulaw is recommended.

Log Level: Provides control over the amount of information collected by the system regarding ASR. The amount
of detail in the log increases with the selection as follows: FATAL (least data collected), ERROR, WARN,
USER_ERROR, USER_WARN, STATUS, INFO, D_INFO, VD_INFO and ALL (most data collected). Choosing NONE
disables logging.

Sensitivity: This adjusts the ability of the system to handle line noise. Drag the slider to select a value between
5 and 30. Higher settings make ASR less sensitive to noise.

For TAPI/Dialogic boards, set this to 14. For Rhetorex boards, set to 20.

Acceptance Level: Drag the slider to select a value between 50 and 100. The ASR server recevies the voice
stream and returns a score (as a %) regarding how certain it is that it understood. Scores at or above the value
selected here are processed normally. Scores below this minimum are compared to the Rejection Level.

Rejection Level: Drag the slider to select a value between 40 and 80 (must be lower than the Acceptance Level).
Scores below the Acceptance level but above the Rejection Level mean that the ASR server is uncertain
whether it understood. The caller will be prompted to verify the result. Scores below the Rejection level are
unuseable and stop the process.

ASR Number of Results: Specify the number of results to return (minimum 1) when more than one directory
entry is found. For example, if there are 10 John Smiths at the company, this value will limit the number of
results offerred to the caller (4 by default) instead of listing all of them.

Click Defaults to return all values to their base values.

When ready, click Apply.

Avaya Messaging Feature Description Guide 24



ENHANCED CALL CONTROL
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Introduction

Enhanced Call Control

When a call is made through the auto attendant to your external number, or if you dialed a person from an external
number through the auto attendant, you will now have the ability to perform basic call control actions right from your
external number. This allows you to take advantage of the call control features without having to be tied down to your
work station or a specific telephone system. Any telephone that is capable of DTMF input will be able to send commands
to the Avaya Messaging server as long as the call itself was connected through the Avaya Messaging server. ECC
(Enhanced Call Control) also includes the Call Handoff feature which will supplement the transfer features.

Visual Guide

Business is always on the move, so it is not always ideal to
stay idle. This is true even when you're on the phone. The
important call you're answering from your workstation
phone may be preventing you from other tasks or being
elsewhere. You could ask the caller to call you back on
your cell phone or ask if it would be okay for you to call
them back on the other line but this would usually break
the flow of conversation and is not ideal for majority of
situations.

The hand off feature was added to the Avaya Messaging
system to remedy such an issue. You can now seamlessly
transfer your current ongoing phone call at your desk to
another device (e.g. cell phone, another station, etc)
without any interruption. The person you are talking to
will most likely not even notice the transfer since the call
is instantly connected to your second line the moment
you confirm.

A call may be managed through Handoff no matter what
device is being used as long as the call is managed
through the Avaya Messaging system (i.e. calls are made
through auto attendant). As long as such a condition is
met, and the user has the permission to transfer between
devices, the user may initiate a Handoff through the iLink
Pro Desktop.

As you can see from the flowchart, the calls are not
interrupted in any way. While traditional call transfers put
the second party on hold during the transfer, there is no
“buffer” required during a Handoff. The call is seamlessly
transferred between the devices, and the audio stream
moves from one device to another without any pauses in
between. The second party is unlikely to notice that the
Handoff has occurred at all.

The server is able to establish a connection by recognizing
the answered status on the second device, which means
that the Handoff feature automatically moves the audio
stream from first device to the second automatically right
after the second device answers.

Since the call is still being monitored by the system, the
user is free to perform a Handoff repeatedly as long as

Internal Call via

Checks location

“Transfer between

A
Auto Agitreen(gant or ‘s settings > devices”enabled?
A
Yes
. Called ID routing Begins trombone
External call via . - No
| based on routing (bridge) transfer to
Auto Attendant or
DID reroutin 7| table to location User’s current
9 properties defined number
Normal call
Pan' transfer process €
(no handover
available)
User recelves gall P Y Continue original
pop up notification < call session
and answers call
* No
User clicks “Pick
up at” button on Opens 3" call call
iLink Pro Desktop, > channel, calls

selects handover
number

User continues
call at new device,
iLink Pro Desktop

selected number

answered?

Yes

l

Transfer audio
session to new

provides call
control

he/she has access to the iLink Pro Desktop call control or ECC.
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Enhanced Call Control

Requirements

Requirements Details

License

Software Officelinx/IX Messaging version 9.0 - 10.8
Avaya Messaging version 11.0 or higher

Avaya Messaging Feature Description Guide
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Server Configuration

Enhanced Call Control

The server side configuration for enabling Enhanced Call Control is very simple. The administrator must enable the
service on a Feature Group, then the mailboxes within that FG will have access to the feature. The administrator may also

change the ECC trigger key from the Company settings as well.

Note: Users must log out and log back into iLink Pro Desktop to access Call Handoff from the client

application after you have enabled the feature.

Company

From Company> Call Options tab, modify the Enhanced Call CAontrol

Trigger Key as desired. The trigger can consist of any DTMF keys. This key is

set to ** by default.

Note: Please ensure that Enhanced Call Control Trigger Key does not
overlap with any other keys.

Feature Group

From Feature Group > Transfer Options tab, enable either or both of
Internal Extension or External or External/Internal (FindMe)
Extension checkbox from the Enhanced Call Control section.

Internal Extension will enable the ECC for user's dedicated internal
device only.

External or External/Internal (FindMe) Extension will enable the ECC
for both internal and external device as long as the call is made to the
user through auto attendant.

Avaya Messaging Feature Description Guide
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Enhanced Call Control

User Guide

Enhanced Call Control is meant for use on an external number. If you are at your typical location (i.e. your work station),
using the telephone’s own call control or iLink Pro Desktop's call control will be more efficient and easier. However, you
will have access to this feature even on your desktop phone if the administrator has enabled it for you.

Keep in mind that pushing the right command keys is vital for Enhanced Call Control since there is no simple means to
monitor the call's status without iLink Pro Desktop. When the correct command key is pressed, you will hear the menu
options available to you and the other person on the line will be on hold and will hear the hold music.

While ECC allows you to control the call from the phone itself, the Call Handoff feature can also be managed by iLink Pro
Desktop's Call Manager feature. Please refer to the section at the end of this guide for more information.

When the ECC is available for your current call, you will hear an audio indicator at the beginning of the call. If you do not
hear this at the beginning of the call, you will not have access to ECC.

ECC Command List

*% _ Default Access Code. Push ** to enter the ECC menu. The other party will automatically be put on hold. This access
code may be changed by the system administrator.

1 - Retrieve the current call (stop the hold)

2 - Transfer the current call to another number

3 - Hand off the current call to another device

4 - Disconnect the other person on hold and return you to the Auto Attendant
# - Disconnect the current call for both parties

Initiating a Handoff to Predefined Numbers

By default, iLink Pro Desktop will allow you to hand off the calls to numbers

i ; . &2 Handoff L8 e
assigned to your current location. Select the number you wish to hand off the call B & randsft o oes
to by clicking on the appropriate entry. |G
@3  Handoff to 1{416)2222222

Once you initiate the handoff, the selected number will ring. When the new
extension is answered, the old connection will be terminated and the conversation will continue on the new device only.
You will still retain the ability to control the call from iLink Pro Desktop, which means that you can freely handoff the
phone call to any destination as many times as you wish.
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Initiating a Handoff to Custom Numbers

Enhanced Call Control

Note: You cannot handoff a call to a custom number through ECC. You may only perform this action from

iLink Pro Desktop.

When you wish to handoff to a number that isn't defined under your current
locations, you can choose the Handoff to... option then manually define the

destination.

Select one of the following radio buttons, then either enter or select the

destination.

® Mailbox: Use this option to handoff the call to another mailbox. You can use
the Find button to search for a mailbox if you do not know the number.

®  Phone: Use this option to handoff the call to an external phone number.
Clicking on build will allow you to separately define country & area codes.

® Location: Use this option to handoff the call to a chosen location’s default

number.

Avaya Messaging Feature Description Guide
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Speech Commands

Introduction

Navigating through the Voice Menu or the TUI can sometimes be difficult when you cannot freely enter the DTMF keys.
When you're on a cellphone, for example, it is often difficult to navigate through DTMF input due to the ergonomics of cell
phones. Avaya Messaging now supports a Voice Navigation function where the users may speak the numerical choice
rather than to enter it on their phone. This will allow the users to freely navigate through the entire system without

having to enter a single key.
A
DL:—"

Visual Guide
Avaya Messaging Server

The user will dial into the system as he/she would normally do. Once
connected, the system will list all the menu options as usual. The user
speaks the menu item number of his/her choice. The system accepts the
Speech Command as a valid entry and performs the action associated
with the number.

User dials into UC Server lists
Voicemail menu options

User speaks

menu item > U EERT
number accepts option
Requirements
Requirements Details
License
Software Officelinx/IX Messaging version 9.0 - 10.8
Avaya Messaging version 11.0 or higher
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Speech Commands

Server Configuration

In order to enable Speech Commands for the users, Speech Recognition must be turned on at the Company level. This
requires an ASR license. Then give permission to the FG and the Mailboxes as appropriate.

Company Properties 7 ==

Company
e >|@E] «||»[n] |0y @
Go to Avaya Messaging Admin > chpany, and on the Speech Options S Ea"mlm_ L L
tab, ensure that Voice Recognition is enabled for the company. I
imin Broadcast Messages wnchrenization Ootions 2peech Uplions

FF. 1: ERB Music
a

Note: All users that wish to use Speech Commands must be setup
under a company that has ASR capabilities.

Vaice Recogrition

¥ Vaice Recognition Compile Grammar

I {Confim Names in Yoice Fecognitior:

[ Allow Barge-n Voice Recognition
I Allow Bargen Name Confirmation

I &llov Say Operatar

[ Vniteenieation Settings

Bl .

‘it for License Timeout JU—‘ msec.
Contact Pricrity m

[ Do nat send natification when spstem disables contacts

Feature Group Properties 0 =

Feature Group

| x|=| @ ] ]»|n]
. . General | Storage Options | Motfication Options | Transfer Options | Transfer Tvpes |
From Avaya Messaglng Admin > Feature Group, on the SPEECh Maibes: Dptiores | Mgess:gegptiuns ] smhmni;mnnptim | b F'Dmpelties How

Options tab, enable the Enable Speech Command checkbox.

With this option enabled, individual mailboxes associated with this FG
will be able to turn Speech Commands on and off.

mi 1: Default Users
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Mailbox Properties

From Avaya Messaging Admin > Mailbox, on the Speech Options tab,
enable the

Enable Speech Command checkbox to allow this particular mailbox
user to use the Speech Command feature. You must repeat this step for
all users that wish to use this feature.

Customize TUI Configuration

Users may occasionally need to turn off the Speech Command
temporarily if they are in an environment with too much noise. Voice
selection of menu items can be interrupted, or another person'’s loud
voice may be accepted as an entry instead.

To allow callers to temporarily disable this function, add the

Disable Speech Command action to the TUI that the caller will be using.
When a user selects this action from the TUI, the Speech Command
feature will be disabled for that session. Users will be able to use Speech
Command again the next time they log into the system. Using this action
only temporarily disables the feature.

Note: If a user doesn't have access to Speech Command feature,
this action will be a null action for them.
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Speech Commands

User Guide

When you log into the phone system, you may sometimes find it difficult to navigate through the menus using the

telephone keypad. For example, if you are using a hands-free head set while driving, having to press the keys on your cell
phone can be a dangerous distraction.

To avoid this situation, you can utilize the Speech Command feature which allows you to navigate through the phone
system menus without having to press any keys. You speak the number of the commands you wish to send instead of
pressing the corresponding button. This allows access to all of the options available on your phone system without
having to press a single button, giving you a true hands-free telephone experience.

Basic TUI Navigation

When you are given a choice of menu items, simply say the number of the corresponding action.

Warning: Do not repeat the actual name of the action. You must say the number of the action instead.

It is vital that you clearly say the number. The system will automatically match the sound with a number without

confirmation, so in order to properly navigate through the menus, you must pronounce the numbers as clearly as
possible.

Note: Control keys can only be accessed through DTMF input. It is not compatible with speech commands.

Temporarily Disable Speech Commana

You may wish to disable Speech Command from time to time due to high amount of background noise. If you have the
Disable Speech Command action in your TUI, you will be able to disable the Speech Command feature for a single
session. When you select this action, Speech Command will become invalid right away, and the system will only accept
telephone key input. The feature will remain disabled until you are disconnected from the system.

Note: When you log into the system again, the Speech Command feature will be available again.

Note: Location of the disable action will vary depending on the TUI associated with your mailbox.
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Speech Contacts

Introduction

For many business users, their list of contacts can easily grow to such a length that finding any one person can be
difficult. To make this easier, the contact list can be speech enabled to allow finding a person through voice alone.

In order for a user to use this feature, configuration changes must be made on both the server and the client
applications. Please follow this guide exactly as explained to enable the speech contact function on your system.

Visual Guide

Speech Contact compiles contact data
within the Grammar File, allowing users
to speak the name of the contact instead
of entering it through a keypad.

Users are able to dial a contact,
or send a message to a recipient,
by saying the person’s name.

ASR allows user’s voice to
replace DTMF input.

Having easy access to contacts is essential for people on the go. Spending a few minutes just to select someone to call or
to send a message to is not very efficient. Speech Contacts makes it easy for users to locate a contact by enabling voice
searches. Once the user sets a contact to be speech enabled, they will be able to find that person within the TUI.

Requirements

Requirements Details

License ASR

Software Officelinx/IX Messaging version 8.1 - 10.8
Avaya Messaging version 11.0 or higher
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Server Configuration

2

For the following steps, launch the Avaya Messaging Admin program.**%=="

Procedure

Go to Company properties, and open the Speech Options tab.
Specify the following:

Voice Recognition: Enable to activate the ASR engine in the
automated attendant.

Confirm Names in Voice Recognition: Allows the confirmation of
the name spoken by the caller.

Allow Barge-In in Voice Recognition: The caller can interrupt the
system (e.g. say "Yes" or "No") during voice recognition.

Allow Barge-In in Name Confirmation: This allows the caller to
interrupt the system (e.g say "Yes" or "No") as it performs name
confirmation.

Allow Say Operator: The caller can say “Operator” to be
transferred to the operator if one has been setup on the system.

From the Contact Priority dropdown list, select which of your contacts
(Public, Private or None) are more important when doing speech
recognition of contacts.

For example, if in a mailbox you choose to speech enable both Public

Speech Contacts

i Lo lEs
Company
e >|@E] «||»[n] |0y @
Company Languages | L.0./Channel As_slgnment
Genetsl | Advanced | CallOptions | Maibox Options | - Intedrated fax |
Passwords/Security | AMIS Parameters

Admin Broadcast Messages | Sunchronization Ootions Speech Options

FF. 1: ERB Music
a

Vaice Recogrition

¥ Vaice Recognition Compile Grammar

I Allow Bargen Voice Recogniion

I Allow Bargen Name Confirmation

I &llov Say Operatar

= e Settings

e — =

‘it for License Timeout {07 msec.
Contact Pricrity m

[ Do nat send natification when spstem disables contacts

and Private contacts (Mailbox > Mailbox Options screen) and the

number of users (company mailboxes + private contacts + public contacts) exceeds the number of allowable users
on the license, you must disable either the Enable ASR for Public Contacts or Enable ASR for Private Contacts

according to the selection you have made in this dropdown list.

For example, selecting Private in this dropdown list, and disabling Enable ASR for Private Contacts on the

screen will give priority to Public contacts.
Save any changes.

Open the Mailbox of the person who will use this feature. = =
Go to the Speech Options tab and specify the following: Meilbox
. . el 4R x B ]
Enable ASR for Public Contacts: Enable to implement ASR | ¢|d| || Lelo]v| @l
g . General | Advanced | Maibox Optians | Transfer Options | Message Options | Notfication | Addresses |
capabilities for public contacts. Sunchronizaion Optars | Locations | Esvoue CTI Oplons  Speech Dptons | Language Options |
Enable ASR for Private Contacts: Enable to implement ASR 22 9876: John Carter
capabilities for private contacts.
™ Enable ASR for Public Contacts
[~ Enable ASR for Private Contacts
[~ Enable Speech Command
[~ Enable Yoice Message Transcription
Werification Options
[ Enollied
[ Forced Enrallment
[ Verification Enabled
Security Level, & al
{Bmmar Yiew 555
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Move onto the Advanced tab. Ensure that Messaging & Collab is G

selected under Desktop Capabilities. Meibox

Save the Mailbox settings. el | A )
Sgnchianization Options | Locations | Reoute CTI Optians | Speech Options | Language Options |

General  Advanced 1 Mailbax Options ] Transfer Options ] Message Options } ﬂutlhcatmn] Addiesses 1

22 9876: John Carter

Personal Operator [ &

Gl omreiipier | | bl
D10 Trurk

[™ Custorize TUI J—_| J

[ Woice Menu [ FE

I Colect Gea Locatian Dala

Donan fccount Mame [ Distibution Lists |

Daskton Capsbilfiss - Folders |

Date Format TYTYMMOD - Dirgctory Listing
PB# Node hd Workgroup

{ Summary View 335
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User Guide

Enabling Speech Contacts allows you to quickly and easily get in touch with your contacts through the TUI (Telephone
User Interface). Instead of having to enter multiple keys to find a contact, you say the name instead.

Only speech enabled contacts may be accessed through speech. You must ensure that the contacts are enabled for
speech before using the feature.

E n a b | | n g S p e e C h CO n ta CtS (o0l e (R Other addresses  Aftachments  Custom Fields
Full Name Gary Sadowski Phone |1 (905) 707-9700 20
You can enable speech for your contacts Mailing AdGIeSS... [ 53 \vest Main Strest Phone? 20
i ivi ! i Suite 101 12
individually from each contact's properties. Sute 0t Fax 0
“ " Mobile 4n|
Company Name | XYZ Enterprises -
Job Title Vice President BeePer G
Department Product Development Email gary@xyzenterprises.com

Web Site | www.avaya.com

Year Month Day

Birth Date &= Gender =] I [T Speech enable this contactl

If you have a long list of contacts, it is quicker to
use the batch function.

1. Click on the Contacts icon, then click on the
Speech Enable Contacts button.

Contacts

Add Contact Q, import | Speech Enable Contacts [ o] o ? q 1 »

Speech

[ O FirstNameas Last Name Company Default Address Greetngnab\ed

2. Select the Enable Speech radio button. Speceh Enable Contacts
If you wish to enable speech for all of your contacts, click on 4| Appiyto Selected Contacts | Apply To AllContacts
the (©Enable Speech < I—
Apply To All Contacts button. @Disable Spezch
If you wish to enable speech for only certain contacts: T
. . S h
1. Populate the uppermost listbox with contacts. Choose L —

from the Select from: dropdown list, or in the Search field,
enter the contact name that you want to add and click the
Search bUttOﬂ. E O First Name Last Name Address [E]

2. Add contacts from the upper listbox to the bottom by
enabling the checkbox beside the contact, then clicking the

|.2] Search

Add button.
3. When all desired contacts have been added, click on the R

Apply to Selected Contacts button to apply the changes. Selected items

B 0 First Name Last Name Address Send As 2
Note: If you wish to disable the speech contact feature
for large number of contacts, repeat the above process
but choose Disable Speech radio button instead.
RiDelete selected items|

When you open a contact that has speech enabled, you will see
that Speech enable this contact is checked. You may freely modify individual entries by enabling or disabling this
checkbox.
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Weblinks

Introduction

This feature allows you to increase the security level of Voicemail and Faxes that are transferred via email by storing all
the files on the server itself. Instead of the attachments being sent and received, the sender’s attachment is stored on the
server while the receiver gets a link to access the file.

The below process illustrates an example of how this can be implemented. Due to the variation between different sites,
following these steps exactly as shown (especially with regards to the URL and folder paths) may prevent the feature
from working properly on your own system. A professional technician with networking knowledge who understands the
process would be able to configure the settings necessary for your own system setup.

Also, please keep in mind that the configuration procedure will differ depending on the version of your IIS. In general,
Windows 2003 and XP will use IIS 6 while Windows 2008 and Windows 7 use IIS 7, which changes the interface you must
configure the feature from.

Note: Voice messages which are listened to through the telephone using the Weblinks action link within the
email will not automatically change the read status of the voice message. Therefore, listening to message in
this fashion will not extinguish the message light on integrated environments. The end users have the
option of marking the message as read through the options available at the bottom of the Weblinks
message. Performing such an action will extinguish the message light on integrated environments if the
message is the last unread message.

Configuration Process

The exact procedure to setup Weblinks depends upon which version of IIS (Internet Information Services) is installed on
the server.

Warning: Only follow the procedure that is relevant to your system. Do Not perform both IIS setup
procedures.

If the server has IIS 7 installed, begin the process on page 465.
If the server has IIS 6 installed, begin the process on page 46.

Regardless of which version of IIS is present, the Avaya Messaging setup remains the same. Once the appropriate version
of IIS has been configured, continue with the Avaya Messaging setup on page 47.
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Configuration with IS 7

Weblinks

Warning: Use these instructions only if you have IIS 7 or later on your system. If you have IIS 6, use the section
Configuration with 1IS 6 on page 46.

1.

In order to utilize Weblinks, you must first
confirm that you have the necessary
Windows components installed for IIS.

You will need HTTP Redirection and CGlI
enabled within IIS.

This image shows adding the component
from

Windows Server 2008, which occurs under
Role management.

If you are utilizing Windows 7, you will see this screen, available from
Control Panel > Programs & Features > Windows Features.

Add Role Services

ﬁ Select Role Services

Role Services

Confirmation
Progress

Results

Select the role services to install for Web Server (IIS):

Role services:

Description:

B [@ web Server (Installed)
=] Commen HTTP Features (Installed)

B

HTTP Redirection
F @ Application Development (Installed)

[] server Side Includes
[ [@ Health and Diagnost

[ Tracing
[ custom Logging

T Aree | mm—ien

More about role services

CGI defines how a Weh server passes
information to an external program.
Typical uses mightinclude using a
Web form to collect information and
then passing that information to a CGI
script to be emailed somewhere else.
Because CGIis a standard, CGI scripts
can be written using a variety of
programming languages. The
downsideto using CGIisthe
performance overhead.

cpevos | pext> |zl | concel |
il
Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off,
dear its check box. A filled box means that only part of the feature

is turned on.
=] Internet Information Services -
. FTP Server
eb Management Tools
=] orld Wide Web Services
El Application Development Features
.NET Exctensibility
Asp
ASP.NET b
ISAPI Extensions
ISAPI Filters
O Server-Side Includes
a8 Common HTTP Features

E00™

Default Document

Directory Browsing

HTTP Errors

HTTP Redirection -

Important: Continue with the section Avaya Messaging Configuration on page 47.
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Configuration with 1IS 6

Warning: Use these instructions if have IIS 6 on your system. If you have 1IS7, then use the section
Configuration with 1IS 7 on page 45.

1. Open the Start menu.

i
= Fle Action View Window Help |;|i|1|
Right-click My Computer then choose Manage. e EE R R(@ w2
R g Ferformance Logs and Al | [/ | web Service Extension [ Status |
2. On the left-hand side, select Device Manager F Al Urknowin CG1 Extensions Proibited
. ,’ - Storage “F all Unknowin 154PT Extensions Frohibited
Web Service Extensions. #55 Removabls Storags 5] ctive Server Pages Protisiced
g isk Defragmenter 8 AsP.MET V114322 allowed
gl Disk Management Internet Data Connector Prohibited
{38 services snd Applcations Server Side Inclides Prohibited
g ;Z:'i:::s"y WebDAY Prohibited
WL Control
B ndexing Service
- Fax
=8 Internet Information Ser
5| FTP Sites
__J Application Pools
_J Web Stes
1 Default web Site
=) aspret_clisnl
J system_y
41 Web Service Extensi_|
b _’I_ % Extended ) Standard /
\ [ [
3. On theright-hand side, select =T
All Unknown CGI Extensions. 8 die tion tow Mncon o |=leixd
e~ | EmBR @@ 2§80
. =)l System Toolks - i -
C||Ck on A"OW_ @l e ver = @ We ) Service Extensions
: Eshared Folders
-7 Local Users and Groups
(- Performance Logs and Al
E g Device Manager L ActveSrver Pages ) Prhib\ed
o8 e | Priii [3 mspkET v1.1 4322 allowed
{23 Removable Storage
: Properties [%] Internet Data Connertar Prohibited
i ‘gmswermgm”ter — Server Side Includss Prohibited
Disk Management ;
=8 Services and Applications Tacks WebDAY Prohibited
3 Telephany
; -% Services
&y WM Control 1 Add & new Web service extension...
B8 Indexing Service .
- Fax 123 pllow il Web service extensions for 2
=45 Intemet Information Ser | | S2edific apolication..
) FP _S'tE_S [ prohibit all Web service extensions
) Application Poals
El_) Wb Sites @ Qpen Help
- B Defaul web Site
=) aspret_clien!
: ) system_y
") wieh Service Extensi - |
bl _'I_ \ Extended A& Standard /
[
4. You will get the following warning. 5

T you allow All Unknown CE1 Extensions, any CGI application can run on your Web
T\ erver. Thisis a potentisl sscurity risk,
d

Click Yes to accept the changes and continue.
5. Repeat steps step 1- step 4 for All Unknown ISAPI Extensions.

Do you wank ko allovs All Unknown CGI Extensions?

Yes No Help

Important: Continue with the section Avaya Messaging Configuration on page 47.
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Avaya Messaging Configuration

Once the appropriate version of 1IS has been setup, continue with the Avaya Messaging configuration.

From AM Admin > Configuration > VPIM/

3 UC Admin
SMTP, change the value of HTML Content t0 | & fie Action View Window Help =
. sz ¥ Edit String
€ Global Paramelers D Eacgatew| ke Name E
& HrTe 3 Fax gatew) JHTML Content
] erver 9 Fax gatew|
2% Logs EAHTML - A
& POP3 Server VHTML- A ok | Coneel |
s Remote Site Seting EIHTML - Allow Mark as Read True
3 Eemgﬁ N HTML - Allow Phone Playhack True
s :
£ User Manager % ent =
BD Telephony Settings =
= DIP Address
ELNEIWSHITE (3 Maximum of the SMTP tasks 20 L
oo ira an i
In ord.er to utl!lze the Weblinks function, the mailbox hgs to be R
associated with the Feature Group that has the function enabled. | returecrouw :
| x[@| B «]<|r]n]
From Avaya Messaging Admin > PBX > Company > Feature e j va:feﬂminn; J ung';canhnnnut:mm]‘ LT?:TBDPDMD"S. I] Tadalie {
. . . Mailbox Options essage Options nchronization Optians | DID Properties | Speech Options
Group, go to the Synchronization Options tab and select the type '
of messages you wish to use Weblinks with from the dropdown (ﬁ 1: Default Users
menu.
IMAP Account Calendar Mode: None ol
Account Passward Max Connections |3
Confirm Password Max No OFf Logons |3
IMAP Server | | f sendURL
Synchronization Settings
¥ Inbox folder Surl priority
; Ej!l:rlrflluu?;ers Msgs per Sync Cycle |10
I~ Custom folders e =
¥ Contacts L —]
Image Directary Settings
Local directon images will be over-ridden with
& Remate directory images, except non-existing
" All remote directary images, including non-existing
| " Orly images that are not present in lacal dirsctory
If a user does not utll.lze IMAP CSE Syn.chronlzatlon between their [
Avaya Messaging mailbox and the mail server account, you may Wiailoes :
opt for the forwarding method. | o] %@ B 0] |r[n] @] =
Addiesses | Sunchronization Options | Losations | Fie-route CTI Opti
. B . General | Advanced | Maibos Options | Transter Options
From Avaya Messaging Admin > PBX > Company > Mailbox, @ = =
open the properties of the mailbox you wish to enable Weblinks s
for, then go to the Message Options tab. Create an entry to | Dot [Ema
forward the emails. When the mailbox is associated with the —— fzedmenerpon
Feature Group that has the Weblinks enabled, as shown in fles '
previous step, you can enable the HTML Content checkbox. Be FomadTps - JFove =
sure to leave the Attachment checkbox disabled if you wish to e :W“EMSGSMW j
Fax Farmat TIFF -
send the URL O_nly T b o [ Ewmsl [ Fax ¥ Voice [ MissedCall
- . . . . Aher I Tipeiar | srietsl
Warning: Please keep in mind that this step is only for users who
will be using email forwarding instead of IMAP CSE —
. . . . [~ Disabled
Synchronization. If you configure forwarding for users who are -
. . . . . . . Locked
using IMAP CSE Synchronization, there will be an infinite loop of 2
. . | ontent
messages. You should either use IMAP sync or forwarding but o
. chion achema
never both for the same mailbox. Erll | g

When all your server side configuration has been completed, restart the server computer.
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Locate the webmailconfig.exe file in the Avaya Messaging folder (by default,
this is C:\UQ).

From Windows, go to Start > Run and enter the full path and file namein the
space provided. Add the /i parameter, and the URL of the server where the
files will be kept.

For example:

= Run

=l

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: CAUC\WebMailConfig.exe /i user.erb.com

'

) This task will be created with administrative privileges.

[ o

||

Cancel

| [ Browse..

Click OK and the program will automatically configure the remaining settings.

Stop and restart the World Wide Web Publishing Service on the computer to complete the setup.

£} Services

File  Action View Help

[_[=1>]

€= =lE

£, Services (Local) £} services (Local)

World Wide Web Publishing Service Name = Destription | Status | StartupTyps [ togonas | i
2 windows Time: Maintains d...  Started Automatic Local Service

Stop the service i Windows Update Enables th...  Started Automatic (... Local Syskem

Bestart the service L \WInHTTR Web Prozy Auto-Discovery 5., WinHTTP i, Manual Local Service
(% Wired AutoConfig This servic... Manual Local System

Description: £ WMI Performance Adapher Manual Local System

Provides Web connectivity and 7 ks Automatic

administration through the Internet ;
1% Automatic

Information Services Manager
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Weblinks Example

The following is an example of how the attachments are handled using this function. The email itself only contains the
text of the message. The attachment is left on the server. If you were to forward this email to someone with no
permission to access the mail server, they would not be able to listen to the message. While the email is forwarded, the
attachment itself remains secure on the server.
By using the Playback buttons, the voice message can be played through the current device, or the telephone associated
with the user’s default extension. Additional buttons allow the message to be Mark Read or Deleted from the voice
server. A call to the sender can also be initiated by clicking the (dial through the Avaya Messaging voice server) or
(dial through a configured device, such as a cell phone when out of the office) buttons.

[Transcribed] Veice Message From: D.Innes, 2345 Inbox % - B
D.Innes <netifications@erbmusic.com> & 2:28 PM (38 minutes ago) - =
to me [+

Cicoo [ oa e

From: D.Innes
Date/Time: 2019/08/31 8:55

Vaoice Message (4.0 s) Phone playback
Transcribe txt (1 kB) Phone playback

This person called and left you a voice message you need to listen to

2 attachments — Download all attachments
VoiceMsg[
.mp3
7K Play Download

B Transcribe.txt
1K View Download

The View button opens an new window in the browser. This window contains playback controls for the message.

[Transcribed] Voice Message From: D.Innes & MarkasUnread T Delete
( 2345
D.Innes 02:28:58 PM
To Jdohn Carter
This person called and left you a voice message you need to listen to
Voice message 4 play & Stream WA Phone
Il == 001 o) e=mg

ST (7° share |< 0 || W Tweet (0 L) =

Fax messages processed through Weblinks will behave in the same manner. The attachment remains on the server while
only links to view the message are sent to the user.

Forwarded messages will contain links which are only viewable by authorized users.
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In This Chapter:

52 Introduction
52 Enable Action Schema
54 Email Buttons
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Email Action Schema

Introduction

The Action Schema option causes tags to appear in the subject line of emails that contain voice messages, or those that
denote missed calls. Users can click on these buttons to playback voice messages, or to immediately place a telephone
call to the contact.

Warning: This feature is only compatible with email programs that support DKIM verification.

Warning: Actions Schema is not supported on systems using IMAP Synchronization.

Enable Action Schema

Turn on the Action Schema option through the Avaya Messaging Admin program.
1. Start Avaya Messaging Admin and open the Mailbox folder.

2 UC Admin [E=5 FCH =
3 File Action View Window Help -[=
@ || £E0|X:|H
5§ Avaya Messaging Name Number  Feature Group  Tutorial  Current Location  Lecation Availability  Capabil
‘ % g]ﬁléizﬁoﬁuslc ﬂjDevelopment
- Il sales
Mailbox Struct
. % ; a‘t D"G Letie G@Burroughs ER. 1111 LDefaultUsers  On In Office Available Standar
eature Grou
@ Remote Site i 48 Clayton John 1912 1:Default Users  Off In Office Available Standar
[ Routing Table @Innes David 2345 1:Default Users  Off In Office Available Standar|
=3 Voice Menu £80'Groats John 3811 1Default Users  Off In Office Available Standar
4 Customize TUI g@perry Abner 4321 3Share Extensi...  Off In Office Available Standar
& Print Server f@Porter Jane 6122 1:Default Users  Off In Office Available Standar
> kgl FaxJobs [~ Smith Brian 1:Default Users In Office Available
. ) Storage &Dover Eileen 2085 2Phantom Us...  Off In Office Available Standar
v & Speakers Corner @ Parts Otto 8401 LDefault Users  Off In Office Available Standar
> E8 Mailbox Templates 8 Carter John 9876 1:Default Users  Off Away on Business  Unavailable Messag

> TSEIMAP Server
» [ Voice Server
» |88 Configuration

10 Mailbox(es) Done

2. Double-click one of the listed mailboxes, and open the Message Options tab.

4 Mailbor 2|
Mailbox
el W %@ B wl«r|n] @@/

Adthesses | Synchionization Optiors | Lovations | Retoute CT| Options | Spesch Dptions |

General | Advanced | Maibox Options | TransterOptions — Message Options \ Hetffication |

22 7854: Brian Smith

Destination Type | Address ‘ Forward Type | Meszage Tupe | Attachment
E-mail bryans@erbmu..  Relay Woice No

< [0 ] +

Remove | Edit

Delste After Forward ¢ Yes & No

Summary Yiew >53
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3. Click Add to create a new Address, or select an existing address and choose Edit.

Email Action Schema

4. Select which Message Types (voice and missed calls) will add a tag to the message in the email subject line.

Configure the remaining settings as required, and enable the Action Schema checkbox.

Click OK when finished.

Address @
Drestination Type |E-ma|| j
Destination |bryans@elbmuslc oM
fuldress [

Forward Type [Felay |
Voice Fomat [wave M5 GEM 610 |
Far Format {TIFF |

Meszage Type [~ E-mail [ Fax v Voice v Missed Call

Alter [ houts) | minutsis)

[~ Attachment
[~ Disabled
[ Locked

r

[ Action Sehema h

Cancel

Hint: For a complete details for all of the items in the Addresses window, refer to the Add / Edit Message
Options, page 161 in the Server Configuration Guide.

5. Save the changes to the mailbox.
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Email Buttons

Once the feature has been enabled, incoming calls that are not answered will cause a button to be added to the subject

line in the email header of your client.
For calls where the contact leaves a voice message in the mailbox, a View button will appear beside the message.
If the caller did not get an answer and chose not leave a message, then the Dial button will appear.

COMPOSE

Inbox (3)

Q Primary 4 Social +

»  David Innes Missed call from David Innes, 2345 - LIC Dial Dial Yiew Frorm: David Innes Date/Time: 20713/08/1010:42 m 10:42 am
» John O'Groats Disable IMAP - You have to change your storage maode or remaove your synchronization 10:39 am

»  Abner Perry Meeting Time Changed - ‘e hawve had to push back the meeting time by one hour. 10:23 am

# John Carter [Transcribed] Yoice Message From: John Carter, 8878 - UC Dial View From: LIC John Carter Dale;’Tlm Jan 28
——

Note: In the examples that follow, when initiating a telephone call to the contact, the device currently
selected is used. The current device is defined within your location setup. For example, if your current
location is Mobile, the call will ring on the device configured for that location (i.e. a cell phone). If you are In
Office, your desktop phone may be used instead.

Dial [ pial

The Dial button will start the iLink dialer and place a telephone call to the contact using the currently selected device.

\/|e\/\/ View »

Clicking the View button will open a window where the voice message in the inbox can be played back over any audio
enabled device. If licensed, the transcription of the message will also be included in the playback window.

[Transcribed] Yoice Message From: John & Mark as Unread

—
Carter, 9876

(w

4

John Carter Tue,Jan 28 3:21:34 PM

W Delete

Ta Jane Porter

Transcription license required

Jane, this is John. | am just calling to check in to see how things are going with that new project. Let
me know if you need anything.

Yoice message 43 Play = Stream W Phone

|| — 0:02 o) e==g

§+ GEUCTHEN O+ share 0 W Tweet| 0 LEl &
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Play {3l Play

Choose Play to have the voice message converted to MP3 format and played through the browser.

Strea M & Stream

Choose Stream when the browser player does not support the MP3 format, or if a different format is preferred.

The audio file will be played using an appropriate viewer, using the Voice Format specified in Avaya Messaging Admin on
the
Mailbox > Message Options tab under

2 Mailbox (|
Mailbox
sl sl@lx|@| B «l | [n| B/

Adhesses | Synchionization Optiors | Lovations | Retoute CT| Options | Spesch Dptions |

General | Advanced | Maibox Options | TransferOptions  Message Options \ Hotffication |

2 7854: Brian Smith

Address -7 =]
Destination Type | Address Fe Destination Type | j
E-mail bryans@erbmu.. R
Destination [
Address |
Forward Type [Felay -
_—D> Yoice Format wiave M5 GSM 610 |
Dialogic ADPCH OKI 32 [4bit] N
Fax Format G.726 ADPCH 4 bit (VPIM 2.0
MPEG-1 Audia Layer 3 (MP3) =
Message Type Rhetore: ADPCM 32 [4bit) T3
Wave ALAW BkHz [G711)
Atter \Wave MS ADPCM
Wave MS GSM 610
< Wave MS IMA ADPCM
I Atachment wiave MuLAYW BkHz [G711)

“wave PCM 1Bbit 11kHz
“wave PCM 1Bbit BkHz

[™" Disabled \w/aive PCM Bbit BkHz S
Delete After Forward ¢ Yes & No -

I~ Locked

=

[ Action Schema
oK Cancel

Phone % phone

Select this option to playback the message on the current default telephone device. The device will ring, and playback will
begin through the handset/speaker.

Google+ Hangout

Click on Google+ Hangout to create a video call in the default browser. Enter the contact's name or number into the
space provided to start the event. Click Invite to send an invitation to join the hangout to the contact's Google+ account.
The contact must be logged in to their account to receive the invitation.

Add people to this video call

+ Add telephone

Cancel
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Google+ Share & sha

Choosing Google+ Share allows the user to share the message with others through their Google+ account.

. Share this on Google+ as Jane Porter.

=

Enter a comment and the contacts to share the file with. Click Share when ready.

Twitter wrweet

The Tweet button allows the user to share the audio file with their Twitter followers.

Share a link with your followers

iLink - Message preview
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iLink Dialer *

iLink Dialer opens a log displaying all calls made to and from the mailbox. Details include the caller's extension or phone
number, the caller's name, and the time, date and length of the call.

Click on a contact or their number to open their popup card. In window, click the contact’'s number to place a call. Your
default telephone device will ring, and you will be connected to the contact.

iLink Dialer

/ \
(Type number to dial or name to resolve ) ] - I

Caller 1D Time Eileen Dover - 8085
-6122 08:59:52 AW

26122 08:25:10 AM
08:03:06 AM
07:53:02 AM
07:48:42 AN
07:46:42 AM
Wed, Jan 29 9:4117 AM
Tue, Jan 28 3:21:22 PM

iLink Messages

iLink Messages opens a list of voice messages left in the mailbox. Details include the name of the contact who left the
message, their number or extension, and the date and time the message was received.

Click on an item to playback the message.

oo

- 0:06 ) eame
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Contact Location

In various places through the window, moving the mouser over the contact’s name will open a new window which shows
their current location in Google Maps, if they have the Geo Location option enabled. There are also icons to contact them

through email or telephone.

( El;r::rsc;aiah?%d] Yoice Message From: John & Mark a5 Unread e
John Carter‘ Tue, Jan 28 3:21:34 PM
I [ Mail | B Call I w things are going with that new project. Let
[ap | sat
e 3\ [
o Mt Pleas

Parkett
e
= 3, saliiol St
4

FovERED 81 22019 Google -

Google

9 Google - Terms of Use

Mail: Opens an email client program to compose and send an email message to the contact.
Call: Places a telephone call to the contact. Your desktop telephone will ring, and you will be connected with the

contact once they answer.
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Nuance Transcription Service

Introduction

Note: Transcription provides text output from voice messages left in a user's mailbox. The user will
receive an email with the transcribed text of the message.

The Transcription feature allows users to receive text output from voice messages. The transcribed voice message is
delivered to the user in the body of an email.

Transcription is not part of the standard Avaya Messaging license. It must be purchased separately. Licenses for the
Nuance (cloud based) or Mutare (on-premise) Transcription Services are available through Avaya.

This chapter describes the configuration for the Nuance cloud-based transcription service.

Visual Guide

Avoice messageis
left on the

Avaya Messaging Message is uploaded to

y ; the Nuance server
' ~.") via the Internet.
AN

The voice message is
converted into text by
the Nuance Cloud
Transcription Service.

Text transcription of the voice -
message is delivered as an A £ £ N
email with the voice message 3 &

included as an audio file R -.L_—’
attachment. t . ‘ w
4
Q , ( Transcribed message is downloaded
| ‘ to the A\_/aya Messaging server
\\\_ # via the Internet.
g

When a voice message arrives on the voice server, the message is sent to the Nuance transcription server. The message
is then returned to the voice server once the transcription has been completed. The voice and text messages are
combined and delivered to the user's mailbox.

Hint: Transcribing a voice message will take some time depending upon the length of the message and the
amount of traffic on the servers. If receiving a voice message immediately is critical for a user, it is
recommended either that transcription is turned off for that user, or that time out settings are configured to
ensure messages are delivered within an acceptable time limit.
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Nuance Transcription Service

Requirements

Requirements Details
License Nuance Subscription available from Avaya
Software Avaya Messaging version 8.1 or higher

® A Nuance transcription service subscription.

® Must have Enabled SSL on the IS using a Secure Certificate Key. Please refer to the 11S/SSL document located in
Avaya Messaging Server Configuration Guide Security chapter.

® Internet access for Avaya Messaging server. This can be an external IP address, or a Domain Name providing access
directly or through proxy to the Avaya Messaging server.
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Licensing

Nuance Transcription Service

The transcription feature is not included with the standard Avaya Messaging license but is available as an option from
Avaya. These instructions are only required if a Nuance transcription license is purchased after Avaya Messaging is

installed and configured.

Once you have purchased a license, it must be activated through the UC License Upgrade Utility. The service must then be
configured through the Transcription Configuration Tool.

Upgrading the License

If Avaya Messaging has already been installed and setup on a server, add a transcription license by following these steps.
On the Avaya Messaging server, go to Start > All Programs > Avaya Messaging > UCLicenseUpgrade.
The License Upgrade Utility screen appears. Click

Avaya Messaging Feature Description Guide

ﬁLicense Upgrade Utility

Product [~ IsDEMO ¥ Soft License SentinelMo HAw Signature
[oce I Expiry Date: | [12345 90575 nal7te-c7000h
[ Is User Based
— General Settings —Serviceg———————————————— e
PRbs 1 v s [V SMTP/MAFI Upgiade
Companies 5 v PHS v Redundancy
Mailbones 20000 W IR I¥ | fgent Login
Languages 3 v L&P v Faxbdai
VYoicePorts g IV IMAF [V Mobility[wAF)
Redundant 0 W CTiLink W Messaging
~Client. ¥ amis T CTIOnky
UM Users 20000 I WP [ SMDIMCI
UC Uszers 10000 v Active ¥ TAPI
Mobilty Users 10000 v SIP IV Integrated Fax
WLIC Users 10000 [T G723 [V POF
EERI 10 [~ ocs v Outcall
—&5R
— Server ASR Provider
FrintServers 1 ASH Mames
TSE Connections 2 ASRPorts
ASH Langs
e Res Werification Ports
OutF axFPorts 8 Speech Expiny
¥ Soft Fax —TTS
SoftFaxPorts 16 TTS Provider RealSpeak 4.0
TTS Ports g

Tranzcription Provider:
Tranzcription Type:
Tranzcription E xpiry:
Tranzcription Users:
Activation Date:
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Nuance Transcription Service

The Serial Number and Site ID will already be entered. If not, enter the data manually:
Serial Number: Enter the serial number for your Avaya Messaging license.
Site ID: Enter the site ID for your location.
Both of these items are provided by Avaya as part of the initial Avaya Messaging license package.

License Activation @

Serial Number |

Site ID |

Hardware Signature ‘Illunlmp HER i - B

Locate License File Offline {Fequest dnline Activati Cloze
Ll oy
License Activation @
Senal Mumber |
Site ID |
Hardware Signature (SCTSIE | = S E TS IR (L
Locate License File Offline | | Request Online Activation § Cloze

Click Request Online Activation.
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The license will be updated from Avaya’s online license server to include the latest features.

Click Set as Active License.

Zjﬁ License Upgrade Utility

Product ¥ 1:DEMO ¥ Soft License

HAwW Signature

[uce I Espiry Date; [2016/09/15
™ IsUserBased [ Cloud Connect

General Settings

PBis 1
Compaties g
Mailboxes 500
Languages El
YoicePorts 4
Redundant 1}
Users

Messaging 25

Messaging and Collab 25

Collaboration 1}
WC o
Fax 1}
Sefvers

PrintServers 1
TSE Cornections 1
Fax Ports

OutFaxPorts o
¥ Soft Fax
SoftFaxPorts 1

Transeription Provider: Nuance
Transcription Type: ~ Auto
Transcription Expin: ~ 2018/06/16
Transcriotion Users: 10

SentinelNo
[12345
Services
W SMS 2
W PMS I3
v R -
W LaP 13

001122533445-b667 7o dd
SHTPAMAR [ e ]

e Upgrade

BRI St a5 Aclive License,
Agent Login ==
Fashlai

¥ IMAP W Mobiity(waP)
W CTiLink W Messaging
¥ AMIS [ CTIOrly

W WPIM W SMDI/MEI

W activex [ TaPI

¥ SIP ¥ Integrated Fax
™ G729 WV PDF

[~ ocs ™ Outcall

[~ Jmc [ Call Center

SR
ASR Provider
ASH Mames
ASRPorts
ASR Langs
Werlfication Ports
Speech Expiry
TTS
TTS Provider
TTS Paits

Muanee 85
ASTA

2

1

4

FealSpeak 4.0
2

Scheduled Fesources 0

Your Nuance transcription license is activated.

Click OK to continue and configure of the service.

TNLicenseUpgrade
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Nuance Transcription Service

Avaya Messaging Server Configuration

Once you have added the transcription license, you must configure Avaya Messaging to communicate with the Nuance
servers over the Internet.

Note: The settings made here are system wide, applied to all accounts on all companies.

Transcription Configuration Tool

1. Onthe Avaya Messaging server, go to Start > All Programs > Avaya Messaging > UCTranscriptionConfig.

2. Enterall required information. c Transcription Configuration [=[=
Transcriotion Provider ,Nuame—__,]

[~ SaweVoice Messages as Text
[¥ Transcribe Urgent Messages
Call Back LURL

[ttps:/#¥ ourCompanyDomain/uswebapi/api/T. 0/ usetranseriptions/nuance

Transcription AccountD
|123456783

Company Transcription APIKey
BTEG43Z1A

Transcription Operator Type
[Fulutn

Number of Minutes to hold Yoice Messages for Transcription
|20

Transcription Provider Ul

lhtlps:f/TheNuanceServelUF\L

Transcription Mailboxes Licensed: [10]

oK LCancel

Note: Step 3 applies only to installations using the Nuance Multilingual Transcription Service.

3. Click Language Options. Specify the regional variation for each required language.
English

4. Click OK when finished. [0S Ergish =
French
|French - Canadian =l
Geiman
|Gelman - Germany =l
Spanish
[US Spanish =l
Italian
[ =
Dutch
[ E

ok Corcel |
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Nuance Transcription Service

Save Voice Messages as Text

Enable this checkbox to have the system mark voice messages as text messages after transcription. Leaving this
unchecked will have the messages marked as voicemail in your mailbox once transcribed.

Transcribe Urgent Messages

Disable this checkbox to exclude messages flagged as Urgent from the transcription service. Transcribing a message can
take several minutes so this option allows urgent messages to be delivered immediately without transcription.

Call Back URL

This is the externally accessible URL of your Avaya Messaging Voicemail server to which Nuance will send completed
transcriptions. You can configure your DNS and change “YourCompanyUrl” only (i.e. from “https://YourCompanyUrl/uc/
webtranscribe/WebTranscribeclass.asp” you only need to change “YourCompnayUrl”) since the virtual folders and the
transcription receiver applications are automatically setup.

Number of Minutes to Hold Voice Messages for Transcription

Voice messages for selected mailboxes are put on hold until the transcription is returned from Nuance. This value (in
minutes) tells the system when to give up waiting for a transcription and deliver the message as voice only. The default
value is 15 minutes.

Language Options / Map Languages

Nuance supports many regional variations within a language. Differences due to accent, pacing and word selection can
be compensated for by choosing the appropriate variation from the dropdown lists.

Maximum Transcribed Message Length

Nuance will transcribe up to the first 60 seconds of any message. The portion of the message beyond 60 seconds will not
be transcribed, although the voice recording will be unaffected.
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Nuance Transcription Service

Nuance Server Configuration Requirements

In order for the Nuance servers to properly receive and reply to transcription requests, the customer must provide
certain information regarding the setup of their computer network. This information must be provided before the
transcription service can be used. Your sales associate will collect this information when the license is purchased.

The information required is listed in the following table.

Item Details

Description

Customer request
source IP address

(e.g. 11.22.33.44)

This is the IP address from which (source) the
customer will send transcription requests to
Nuance.

Nuance request
target IP address:Port

(e.g. 98.765.432.100:8621)

This is the IP address and port to which (target)
the customer will send transcription requests to
Nuance.

Customer

Result URL

(Call Back URL):Port
(default Nuance port is

(e.g. http://12.34.56.789:80/
NuanceResult)

This is the customer URL (Call Back URL) and port
to which Nuance will send the completed
transcription requests.

80 or 443) If the customer wants to use ports other than 80
and 443, Avaya must be informed so that the
corresponding changes can be applied to the
transcription server.

Nuance (e.g. 99.888.777.100:80) This is the URL and port from which Nuance will

Result IP address:Port
(not required for
Nuance Multi-Lingual
install)

send the completed transcription requests back
to the customer.

Special requests (e.g. https using self-signed

certificates from IP:port)

Include any special requests from the customer
such as the use of https, self-signed certificates,
ssl, etc. Otherwise, Nuance will use default port
8X21 to create inbound URL into Nuance .

Type of Service (e.g. Fully Automated)

Specify the type of transcription service desired:
fully automated (computer based), semi-
automated (with some human assistance), other.

Nuance Operator ID (e.g. CUST-VM2T)

Customer ID to be used for the new tenant or
type of service.

Customer prefix for
session ID's

(e.g. CUST-xxxxx-yyyyy-zzzz)

Customer should use a unique string like
“Customer-XXXX" for session ID's.

The customer's network administrator must ensure that all of the necessary changes have been made to network
security systems (i.e. firewall, antivirus) to permit this communication. The stated ports and addresses must be opened

for both outbound and inbound traffic.
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Nuance Transcription Service

Verification

Once all of the information has been collected and the network adjustments made, the connection between the
customer’s network and the Nuance transcription server should be tested by sending a service request through Avaya
Messaging and waiting for the response. Any issues or unusual delays must be reported immediately so that the situation
can be resolved.

User Guide

When a new voice message is received:
1. The system checks if the mailbox has transcription enabled.

2. |If so, ituses the UCTranscribeUploader service to submit the voice file for transcription. The Callback URL is also
sent to allow the Nuance server to reply with the results.

Note: The original message is put on hold for an amount of time defined by your administrator. The default
value is 15 minutes. This means that the UC system will send the message to the transcription service and
then wait for a maximum of 15 minutes for a response. If the message has not been returned in that time,
the process will time out and a regular voice message will be sent to the mailbox. You should be aware of
the delay so that no problems arise from it.

3. Once the transcription is complete, the Nuance server will use the Callback URL to return the results to the UC
system. The transcribed text will be the body of an email with the original voice message included as an audio
attachment.

4. The combined message is delivered to the user’s mailbox.

Note: There is no limit to the length of the message being transcribed unless set by the system
administration. It is recommended that Avaya be informed if the enterprise consistently requires
transcription of messages longer than 10 minutes as additional processing resources should be allocated.
For example, a 60 second message may have 95% confidence score in the transcription, while a ten-minute
message may drop significantly.

This is not a failing of the technology, as most voicemail systems do not record high fidelity or quality can be
degraded with poor connection, voice quality, or background noise which can affect the transcription
confidence.
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Mutare Transcription Service

Introduction

Note: Transcription provides text output from voice messages left in a user's mailbox. The user will
receive an email with the transcribed text of the message.

The Transcription feature allows users to receive text output from voice messages. The transcribed voice message is
delivered to the user in the body of an email.

Transcription is not part of the standard Avaya Messaging license. It must be purchased separately. Licenses Mutare
Transcription Services are available through Avaya.

This chapter describes the configuration for the Mutare on-premise transcription service. Mutare will provide the
necessary software to the client and assist with the installation and configuration.

Important: The transcription service is available only to accounts with Messaging and Collaboration (Avaya
Mainstream) Desktop Capabilities. An account with Messaging (Avaya Basic) alone will not have access to this
feature. Desktop Capabilities are configured in Avaya Messaging Admin on the Advanced tab for each
mailbox.

Visual Guide

A voice message is
left on the
Avaya Messaging

Message is sent to the
Mutare server
across your network.

The voice message is
£7) mutare converted into text by

the Mutare on-prem

Transcription Service.

Text transcription of the voice
message is delivered as an
email with the voice message
included as an audio file
attachment.

The transcribed message is sent
back to the Avaya Messaging server.

When a voice message arrives on the voice server, the message is passed to the Mutare transcription server across the
corporate network. The message is then returned to the voice server once the transcription has been completed. The
voice and text messages are combined and delivered to the user's mailbox.

Hint: Transcribing a voice message will take some time depending upon the length of the message and the
amount of traffic on the servers. If receiving a voice message immediately is critical for a user, itis
recommended either that transcription is turned off for that user, or that time out settings are configured to
ensure messages are delivered within an acceptable time limit.
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Requirements

Mutare Transcription Service

Requirements

Details

License

Mutare Subscription available from Avaya

Software

Officelinx/IX Messaging version 10.6 - 10.8
Avaya Messaging version 11.0 or higher

Hardware

A computer that meets Mutare server requirements.

® A Mutare transcription service subscription.

® The Mutare software resides on the corporate network on its own machine. Ensure that a suitable computer is
available to host the transcription service.
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Mutare Transcription Service

Licensing

The transcription feature is not included with the standard Avaya Messaging license but is available as an option from
Avaya. These instructions are only required if a Mutare transcription license is purchased after Avaya Messaging is
installed and configured.

Once you have purchased a license, it must be activated through the UC License Upgrade Utility. The service must then be
configured through the Transcription Configuration Tool.

Note: If this is a first time installation, and not an upgrade to an existing system, skip ahead to the Avaya
Messaging Server Configuration.

Upgrading the License

If Avaya Messaging has already been installed and setup on a server, add a transcription license by following these steps.
If this is a new installation, skip ahead to Avaya Messaging Server Configuration.

On the Avaya Messaging server, go to Start > All Programs > Avaya Messaging > UCLicenseUpgrade.
The License Upgrade Utility screen appears. Click Upgrade.

] License Upgrade Utility (=5
Product [+ 1sDEMO ¥ Soft License SentinelNo Hw Signature
|ce ™ Expity Date: [2023108115 [12345 (0071 22273445 DB 7ec
" lsUserBased ™ Cloud Connect
General Settings Services TR
W SMS W SMTP/MaPI .
Pere !
Companies 5 W PMS W Redundancy
Mailboxes 500 W R [ Agent Login
Languages ] v LAP [ Faxdsil
WoicePorts 4 W IMaP V¥ Mabili(wiaP)
Redundant ] W CTiLink ™ Messaging
v aMIs [~ CTI Only
Users
Meszaging 25 v WPIM v SMDIMCI
Messaging and Collsb 25 W activex [~ TARI
Callabaration 0 ¥ SIP W Integrated Fax
Wi ] I~ G723 W FOF

[~ ocs I~ Duteal
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Fau 0
[~ amc [ Call Center

Servers SR

PrintServers 1 ASF Provider Nuance

TSE Cannections 1

Fax Ports

OutFaxParts 1}
¥ Soft Fax
SoftFaxPorts 1

Transcription Provider. None
Transcription Type:

Transcription Expi: ~ None
Transcriotion Users: 0

Activation Date:2021/03N5 1216

ASR Names ASTA
ASRPorts 2
ASH Langs 1
Werification Ports 4
Speech Expiry
TTS
TTS Provider FealSpeak 4.0
TTS Ports 2

Scheduled Resouces 0
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Mutare Transcription Service

The Serial Number and Site ID will already be entered. If not, enter the data manually:
Serial Number: Enter the serial number for your Avaya Messaging license.
Site ID: Enter the site ID for your location.
Both of these items are provided by Avaya as part of the initial Avaya Messaging license package.

License Activation

==

Setial Numbsr

Site ID

Hardware Signaturs

Locate License File Offline

Close

Click Request Online Activation.
The license will be updated from Avaya’s online license server to include the latest features.

Click Set as Active License. Click OK.

Z,‘ﬂ License Upgrade Utility @
Product v 1sDEMO ¥ Soft License SentinelNo HAw Signature
I3 ™ Expiry Date: [2020/06/15 [ 12345 0112283344566 77cR
" lsUserBased I Cloud Connect
General Settings Services II
B f ¥ oSMS [ SMTR/MARI T "'d
porade
Cartparies 9 HRE ’7% Set as Active Licenss
Mailboxes 500 CVG] I~ Agent Logn —
Languages £l v LaP Iv Fashai
‘VoiceParts 4 ¥ IMAP 7 MobiitywAR)
Redundant 1} [ CTiLirk ¥ Messaging
[ aMIS [ CTI Only
Users
Messaging 25 V¥ WPIM V¥ SMDIAMECI
Messaging and Collab 25 W Activex [~ TAP|
Collaboration 1} W sIP W Integrated Fax
wuC 0 [ Giz9 ¥ FOF
Fa 5 ocs [ Outesl
[~ amc I Call Center
Seavers e ThLicenseUpgrade | x|
PrintServers 1 A5R Provider Muance 8.5
TSE Cornections 1 ASH Names  AST-1
Fau Ports A3RFors 2
A5R Langs 1 ! Thank You! License is activated.
OutFaxPorts a e
Verfication Ports 4
SVF SolFa . Spesch Expity
aftFaxPorts TS
TTS Provider RealSpeak 4.0
Transeription Frovider: Mutare TTS Ports

Trarscription Type:  Aute
Transeription Expiny: - 2019408415
Transcriotion Users: 10

Scheduled Resources 0

Restart the server to complete the update.

Your transcription license is activated.
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Mutare Transcription Service

Avaya Messaging Server Configuration

Avaya Messaging must be configured to communicate with the Mutare server over the corporate network. This applies
whether this is an upgrade or first time installation.

Note: The settings made here are system wide, applying to all accounts on all companies.

Transcription Configuration Tool

On the Avaya Messaging voice server (in an HA installation, on the Primary and all Secondary voice servers), go to
Start > All Programs > Avaya Messaging > UCTranscriptionConfig.

Enter all required information.

c Transcription Configuration |- =
Map Laguages

Transeriotion Provider _‘ s ®

English

[ SaveVoice Messages as Text

v Transcribe Urgent Messages
Call Back URL

[https: 24 ourCompanyD amainfucwebapi/ apiAl D/user/ranseriptions/mutars

Transcription AccountD
|123456789

Company Transcription APl Key
|a87ER43214

Transcription Dperator Type
[Fuléuta

Number of Minutes to hold Voice Messages for Transcription
Jao
Transcription Provider Url

|https:h‘TheMutareServerUHL

Transcription Mailboxes Licensed: [10]

ak Lancel

Save Voice Messages as Text: Enable to mark voice messages as text messages after transcription. Leaving this
unchecked will have the messages marked as voicemail in your mailbox once transcribed.

Transcribe Urgent Messages: Disable this checkbox to exclude messages flagged as Urgent from the
transcription service. Transcribing a message can take several minutes so this option allows urgent messages
to be delivered immediately without transcription.

Call Back URL: This is the externally (Cloud-based) or internally (On-premise) accessible URL of your Avaya
Messaging server (in an HA system, this will be the Primary Consolidated server) where Mutare will send
completed transcriptions. You can configure your DNS and change “YourCompanyDomain” only (i.e. from
“https://YourCompanyDomain/ucwebapi/api/1.0/user/transcriptions/mutare” you only need to change
“YourCompanyDomain”) since the virtual folders and the transcription receiver applications are automatically
setup.

Transcription AccountID: Enter the Mutare account information provided by your vendor.
Company Transcription APIKey: Enter the Mutare API key provided by your vendor.
Transcription Operator Type: Not applicable for a Mutare configuration.

Number of Minutes to hold... : Voice messages for selected mailboxes are put on hold until the transcription is
returned from the Mutare server. This value (in minutes) tells the system when to give up waiting for a
transcription and deliver the message as voice only. The default value is 15 minutes.

Transcription Provider URL: Enter the URL to reach Mutare on-prem server on the corporate network.

Click Language Options. From the dropdown list, select a language / variation to use, then click OK.

Important: This field must not be left blank. There must be an language selected here.

Click OK when finished.
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Mutare Transcription Service

Verification

Once all of the information has been collected and the network adjustments made, the connection between the
customer’s network and the Mutare on-premise transcription server should be tested by sending a service request
through Avaya Messaging and waiting for the response. Any issues or unusual delays must be reported immediately so
that the situation can be resolved.

User Guide

When a new voice message is received:
1. The system checks if the mailbox has transcription enabled.

2. |If so, ituses the UCTranscribeUploader service to submit the voice file for transcription. The Callback URL is also
sent to allow the Mutare server to reply with the results.

Note: The original message is put on hold for an amount of time defined by your administrator. The default
value is 15 minutes. This means that the UC system will send the message to the transcription service and
then wait for a maximum of 15 minutes for a response. If the message has not been returned in that time,
the process will time out and the untranscribed voice message will be sent to the mailbox. You should be
aware of the delay so that no problems arise from it.

3. Once the transcription is complete, the Mutare server will use the Callback URL to return the results to the UC
system. The transcribed text will be the body of an email with the original voice message included as an audio
attachment.

4. The combined message is delivered to the user’s mailbox.

Note: There is no limit to the length of the message being transcribed unless set by the system
administration. It is recommended that Avaya be informed if the enterprise consistently requires
transcription of messages longer than 10 minutes as additional processing resources should be allocated.
For example, a 60 second message may have 95% confidence score in the transcription, while a ten-minute
message may drop significantly.

This is not a failing of the technology, as most voicemail systems do not record high fidelity or quality can be
degraded with poor connection, voice quality, or background noise which can affect the transcription
confidence.
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Google Integration

Guidelines

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.

Introduction

Avaya Messaging transforms the way you handle online communications. With Avaya Messaging you can access voice
and IM communications, presence, click-to-call, location sharing and other communication tools inside the cloud
applications you work in regularly like Gmail, Google Calendar, and other Google Apps.

Avaya Messaging also offers:

® Message Integration: Avaya Messaging can synchronize messages with Google Apps and Gmail servers, allowing
users to access a single endpoint to manage all of their messages. All of the user’s email, voice and fax messages can
be accessed through a single application through this integration. Users can listen to their Google email messages
through the phone and to their voice messages from the web by logging into their Google account. Message synch is
not bidirectional, so messages received directly in Google cannot be listened to in Avaya Messaging.

® Contact & Calendar Integration: Avaya Messaging can synchronize contact entries and calendar events with your
Google Apps. Any entry that the user creates within Google will be automatically updated in Avaya Messaging. The
reverse is also true. Any entry that the user creates within Avaya Messaging will be automatically updated in Google.

Note: Repeating events in Google calendar, such as a weekly meeting, will only be synchronized with Avaya
Messaging out to 7 days ahead. Previewing beyond 7 days in advance will not show the recurring event in
the calendar.

By implementing these solutions, users gain access to many new features without substantially changing their work flow.
This allows for an increase in productivity without extensive retraining.

Avaya Messaging can also forward incoming messages (voice, email, fax) to a Google Drive location making all of your
communications available from anywhere in the world through the Internet.

Note: Integration with Google apps and other 3rd party applications and plug-ins may require additional
licensing.
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Google Integration

Synchronization Directions

Data synchronization between the Avaya Messaging servers and Google apps only occurs in the following directions.

ITEM SYNCHING FROM TO
Inbox Avaya Messaging Google
Google Avaya Messaging
Contacts :
Avaya Messaging Google
Google Avaya Messaging
Calendar :
Avaya Messaging Google

Implementation Example

Avaya Messaging Server

Google+DA m M

Apps

Google Apps Server

End user applications become
accessible through plug-ins.

Message, Contact and Calendar are
synchronized between the two
servers when integration is complete.

Requirements

Requirements Details

License

Software Officelinx/IX Messaging version 9.1 - 10.8
Avaya Messaging version 11.0 and higher
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Google Integration

Server Configuration

Server configuration of Google Integration makes extensive use of CSE and CSE.PIM for message, contact and calendar
synchronization. As long as the web server is able communicate properly with the worldwide web, users will be able to
configure all of their gadgets and plug-ins on their own through the User Guide on page 98.

Client authentication and synchronization is handled using OAuth 2.0 and the Google API.

Install and configure OAuth2.0

OAuth 2.0 provides secure user authentication and is required for Gmail to access the messaging
servers.

OAuth 2.0 Setup

1. Open aweb browser and go to https://console.developers.google.com. Login using your Google credentials.

2. C(lick the Navigation menu === Select IAM & Admin > Manage Resources.

= Google Cloud Platform VAN

Identity & Organisation

# Home
Policy troubleshooter
@©  Recent > Policy Analyser
Pins appear here @ X Organisation Policies
Service Accounts
W Marketplace Workload Identity Federation
J— Labels
& Billing
Tags
RAPI  APls and services Settings
-i- Support > Privacy & Security
Identity-Aware Proxy
B 1AM & Admin 4
— Roles
®  Getting started Audit Logs

oL
Create a project

§ Securit
, . Assetinventory [T
Anthos > Essential contacts
Groups
~ono e
3. Click CREATE PROJECT.
= Google Cloud Platform Q,  Search products and resources

CREATE PROJECT B3 CREATE FOLDER MOVE DELETE

Manage resources

— Ciltar _Cilio:
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4. Give the new project a name, then click Create.

New Project

Project name *
I NewProject

Project ID: NewProject-123456. It cannot be changed later

Organisation
yourcormpany._com

This project will be attached 1o esna.com.

Location *
B yourcompany.com BROWSE

Parent organisation or folder

CREATE CANCEL

Google Integration

5. Open the navigation menu and select IAM & Admin > IAM. Ensure that the project you just created is chosen in the
Select Project dropdown menu.

Google Cloud Platform @ Search products

IAM & Admin

1am

Identity & Organisation
Policy troubleshooter
Policy Analyser
Organisation Policies
Service Accounts
‘Workload Identity Federat...

Labels

[— Search projects and folders

Select from avava.com v

NEW PROJECT

6.

RECENT STARRED

D
newproject-098765

123456789012

CANCEL

Google Cloud Platform  §* NewProject v

1AM & Admin

1AM

Identity & Organisation
Policy troubleshooter
Policy Analyser

Organisation Policies

Service Accounts
——

Workload Identity Federat...

Avaya Messaging Feature Description Guide

Service accounts I =+ CREATE SERVICE ACCOUNT I W DELETE +2 MANAGE ACCESS

Service accounts for project ‘NewProject'

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps or systems

service accounts.

Organisation policies can be used 10 secure service accounts and block risky service account features, such as automatic IAM Grants, key

accounts entirely. Learn more about service account organisation policies.

= Filter Enter property name or value

O Email Status Name 4 Description Key ID

No rows to display

Key creation date
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7. Give the account a name and a description, then click CREATE AND CONTINUE.
Create service account

@ Service account details

Service account name
ServName

Display name for this service account

Service account ID
servname @newproject iam gserviceaccountcom X &

Service account description
Something helpful goes here.

Describe what this service account will do

CREATE AND CONTINUE <—

Grant this service account access to the project
(optional)

2]

© Grant users access to this service account (optional)

m CANCEL

8. From the Select a role dropdown menu, choose Currently used > Owner. Click Continue then Done.

) ) & Service account details
& Service account details ‘

‘ Grant this service account access to the project

Py Grant this service account access to the project 2] (optional)
(Opt I Onal) Grant this service account access to NewProject so that is has permission to
Grant this service account access to NewProject so that is has permission to complete specific actions on the resources in your project. Learn more
complete specific actions on the resources in your project. Learn more
a P SLERIS) T Role Condition
Select a role —— Condition sa vt Add condition
_D>L L] Full access to all resources
= Filter Type to filter
= ADD ANOTHER ROLE
owner

Quick access I Owner I
Full access to all resources

_> Currently used

Basic

All rales

Access Approval itional)

i Access Context
Manager
Actions

MANAGE ROLES

Avaya Messaging Feature Description Guide

© Grant users access to this service account (optional

m CANCEL
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9. Click the name of the service account you just created.

8 1AM & Admin Service accounts + CREATE SERVICE ACCOUNT # DELETE £ 3

2 1AM - . i e
Service accounts for project ‘NewProject

s Identity & Organisation A service account represents a Google Cloud service identity, such as code running on Compute Engi
service accounts

e\ Policy troubleshooter Organisation policies can be used to secure service accounts and block risky service account featurg
accounts entirely. Learn more about service account organisation policies

% Policy Analyser

B Organisation Policies = Filter  Enter

o3  Service Accounts 0O vl St UL

o = ] ServMame
B Workload |dentity Federat.. servname@newproject.iam.gserviceaccount.com

[N PP

10. Open the KEYS tab and click ADD KEY > Create new key. Enable the P12 option, and click CREATE.

& ServName

DETAILS PERMISSIONS @ METRICS LOGS

*
K .of : Create private key for ‘ServName’
eys e .
O - Downloads a file that contains the private key. Store the file securely because this key
Service account keys could pose a security risk if eo‘rnpromised. We cannot be recovered if lost.
Workload Identity Federation . You can Igaxn‘n:ore about the best we i
«* * © Json
Add a new key pair or upload a publicl(sytgdiﬁcale from an existing key pair. Recommended
P ® P12
Block service account key c;eutl’on using organisation policies. For backward compatibility with code using the P12 format
Learn more about semng‘organisanon policies for service accounts
* * * :
ADD KB~ CANCEL  CREATE

aumw
LEL R (- Ere‘aleTdat; Key expiry date
Upload existing key

Create new key

11. The private key file will be created with a .p12 extension. Make note of where the file is saved (i.e. the Downloads
folder).
Copy the file to both the C:\UC\UCCSE and C:\UC\IMAPTSE folders.
(Change the path accordingly if your program is installed on a different drive.)

12. Record the Private key password (notasecret)and click CLOSE.

Private key saved to your computer

newproject-098765-123a456b7890.p12 allows access to your cloud resources, so store it securely.Learn more
This is the password for the private key. It will not be shown again. You must present

this password to use the private key.Learn more

Private key password
notasecret 3]

CLOSE
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13. Open the Navigation Menu and select APIs and services. Click OAuth consent screen.

Google Cloud Platform & NewProject v

Home

Recent

Pins appear here @

Marketplace
Billing

APls and services
Dashboard

Support Library
Credentials

0Auth consent screen

Domain verification

1AM & Admin
Getting started

Compliance Page usage agreements

14. Enable External, then click CREATE.

Avaya Messaging Feature Description Guide

OAuth consent screen

Chaose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
O Internal @

Only available to users within your organisation. You will not need to
submit your app for verification. Learn more about user type

@® External @

Available to any test user with a Google Account. Your app will startin
testing mode and will only be available to users you add to the list of test
users, Once your app is ready to push to production, you may need to
verify your app. Learmn more about user type

CREATE

Let us know what you think about our OAuth experience

Google Integration
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15. Enter an App name for this configuration.

Provide a User support email address where users can find out more about their consent.

When ready, click SAVE AND CONTINUE.

App information

This shows in the consent screen, and helps end users know who you are and contact
you

App name *
Avaya Messaging

User support email *
jsmith@yourcompany com

Applogo BROWSE

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorised

Domains. The fellowing information will be shown to your users on the consent screen.

Application home page -

Developer contact information

Email addresses
Jsmith@yourcompany.com €

SAVE AND CONTINUE CANCEL

16. From the Navigation menu, go to IAM & admin > Service accounts.

Avaya Messaging Feature Description Guide

= Google Cloud Platform 1AM

Identity & Organisation
# Home >
Policy troubleshooter
(O  Recent > Policy Analyser
Pins appear here @ % Organisation Policies
¥ Moarketplace Workload Identity Federation
J— Labels
& Billing
Tags
API  APls and services > Settings
-i- Support > Privacy & Security
Identity-Aware Proxy
B 1AM & Admin b S
— Roles
®  Getting started Audit Logs

Manage Resources

Create a project

Assetinventory [T

Anthos > Essential contacts

:o Compliance
Y/

Security >

Groups

copami e

Google Integration
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17. For the account you just created, click the Actions icon and choose Manage Details.

Service accounts for project ‘NewProject’

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps or systems running outside Google. Learn more about

service accounts. .’ L
N Manage permissions
Organisation policies can be used to secure service accounts and block risky service account features, such as automnatic IAM Grants, key creation/upload or the creation of service -
accounts entirely. Learn more about service account organisation policies . Manage keys
.
M . .
. View metrics
T Filter Enter property name or value [~] .’III )
. View logs
Email Status Name Description Key ID @ Actions
L mm = ..., - (] ServName Something 123a4560b7890cdef1 2a3b456c78d%0e Disable
rvname@newproject. iam.gserviceaccount. h helpful goes L
senname@newproject lam.gserviceaccount.com PG Delete
= here.

18.

Expand SHOW DOMAIN-WIDE DELEGATION and turn on Enable Google Workspace domain-wide delegation.

Enter a product name that will appear on the consent screen.

When ready, click Save.

Service account details

Name

ServName SAVE
Description

Something helpful goes here. SAVE

Email

servname@newproject.iam.gserviceaccount.com

Unique ID
987654321098765432101

Service account status

Disabling your account allows you to preserve your policies without having te delete it

@ Account currently active

DISABLE SERVICE ACCOUNT

I W SHOW DOMAIN-WIDE DELEGATION | —

Avaya Messaging Feature Description Guide

Service account details

Name
ServName

Description
Something helpful goes here.

Email
servname@newproject iam gserviceaccount.com

Unique ID
987654321098765432101

Service account status

Disabling your account allows you to preserve your palicies without having to delete it

0 Account currently active

DISABLE SERVICE ACCOUNT

Enable Google Workspace domain-wide delegation
——— — T users’ data on a Google
Workspace domain without manual authorisation on their parts.Leam more

o To change domain-wide delegation, a product name for the OAuth consent
screen must be configured. You can enter the product name below.
©On some platforms, the email address is shown with the developer
information. To select a different email address, configure the consent
screen

CONFIGURE CONSENT SCREEN

I Avaya Messaging I

Assign product name

Email address
jsmith@yourcompany.com

987654321098765432101

SAVE

A HIDE DOMAIN-WIDE DELEGATION
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19. On this screen, record the Email address (for step 24) and the Unique ID (for step 28).

Service account details

Name
ServName

Description
Something helpful goes here.

Email
servname@newproject iam.gserviceaccount.com

Unique ID
987654321098765432101

Service account status

Disabling your account allows you to preserve your policies without having to delete it

@ Account currently active

DISABLE SERVICE ACCOUNT

Enable Google Workspace domain-wide delegation
Allows this service account to be authorised 1o access all users’ data on a Google
Workspace domain without manual authorisation an their parts.Learn more

o To change domain-wide delegation, a product name for the OAuth consent
screen must be configured. You can enter the product name below.
On some platforms, the email address is shown with the developer
information. To select a different email address, configure the consent
screen.

CONFIGURE CONSENT SCREEN
Product name for the consent screen

Avaya Messaging

Assign product name.

Email address
jsmith@yourcompany.com

Shown on consent screen for user support.

Client ID
987654321098765432101

SAVE

. HIDE DOMAIN-WIDE DELEGATION

Google Integration

Hint: You can drag the mouse over the Unique ID value or the Email address, copy and paste the string into
Notepad. This helps to prevent copy errors.

20. From the Navigation === menu, open APIs & Services, and select Library.

Avaya Messaging Feature Description Guide

Recent

Pins appear here @

Marketplace
Billing
APls and services
Dashboard
Support Library
1AM & Admin SRUTR
OAuth consent screen

Getling stérted Domain verification

Compliance Page usage agreements
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21. Under the Google Workspace category, select Admin SDK API. You may need to click View all to see this item.
Click Enable.

Admin SDK API

Google Enterprise AP

Admin SDK API
Google Enterprise APl @

Admin SDK lets administrators of enterprise domains to view and manage
Admin SDK lets administrators of resources like user,

enterprise dormains to view and

manage resources like user,...
TRY THIS API 2

22. Once enabled, return to the Google Workspace page (APIs & Services > Library).
Repeat to enable all of the following APIs:

e Google Calendar API
e Google Drive API
e Gmail API

& ™M

Google Calendar API Google Dijye ‘API Gmail API

Google Enterprise API @ Google Enterprise AP| @ Google Enterprise APl @
The Google Drive API allows clients
to access resources from Google
Drive

Flexible, RESTful access to the
user's inbox

Integrate with Google Calendar
using the Calendar API.

23. Return to the Library, selecting Social this time, then enable Contacts API.

(2]

Contacts API
Google

The Contacts API lets you view,
edit, and organize your contacts

Hint: While these settings will work for most sites, not all sites will want to open all of these channels if they
are not required. See Minimum Required Scopes and APIs by Product for details.

24. Rename both copies of the P12 file from step 11 to match the email address recorded in step 19.
Include the domain and the .com extension.

PN Downloads = I:'-
Home  Share  View v @
®© - 4 | & » ThisPC » Local Disk(C) » UC » UCCSE v c.‘ [ search Downloads A
. -
‘¢ Favorites MName Date modified Type
B Desktop 3 servnamed@newproject.iam.gserviceacrount.com.pt 2| 27/04/2019 943 AM  Personal Inforrr|
8 Downloads
. ~
2items Q

Caution: Do Not change the extension of the file. Always ensure it retains the P12 extension.

Avaya Messaging Feature Description Guide 88



Domain Setup

25. Go to admin.google.com and login to Google as an administrator.
In the left-hand panel, open Security > APl controls.

Google Admin

Home
Dashboard
Directory
Devices
Apps
Security
Settings
Alert centre
API controls
Data protection
Security rules

+ 1l Reporting

» B3 Billing

* @ Account

@ Rules

26. Click MANAGE DOMAIN-WIDE DELEGATION.

API controls

Use these controls 1o enable or
restrict access to Google
Workspace APIs for customer-
owned and third-party
applications and service
accounts. Reduce the risk
associated with third-party
access to Google Workspace
APls by limiting access to only
trusted apps.

Avaya Messaging Feature Description Guide

App access control

L T T L e e R R e
B

e 1 rhs b hveiagie e e
B e

(TR TR R T e U S L L o D D e )

e L T T L e B =L
Chieg

CANCEL SAVE

Domain-wide delegation

Developers can register their web applications and other API clients with Google to enable access to data in
Google services like Gmail. You can authorise these registered clients to access your user data without your
users having to individually give consent or their passwords. Leamn more

I MANAGE DOMAIN-WIDE DELEGATION I

Google Integration
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27. Click Add new.

API clients Download client info

4+ Adda filter

28. In the space provided, enter the Unique ID from step 19.

Add a new client ID

Client 1D

987654321098765432101

[J overwrite existing client ID @

CANCEL AUTHORISE

29. In the space for OAuth scopes, enter the following string:

https://docs.google.com/feeds/ , https://mail.google.com/, https://
www.google.com/m8/feeds/ , https://www.googleapis.com/auth/calendar

Add a new client ID

987654321098765432101

https://docs.google.com/feeds/ https://mail.google.c...

CANCEL AUTHORISE

Hint: Copy and paste the string above into the field. This will greatly reduce the chance of misspelling the
entry and breaking the configuration.

Important: While these settings will work for most sites, not all sites will want to open all of these channels if
not required. See Minimum Required Scopes and APIs by Product for details.

30. When ready, click Authorize.
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Download client info

31. Verify that the selected scopes were successfully installed.

Add new
Delete

+ Adda

Client 1D

Scopes

Name

API clients
-
Avaya Me.. 987854321 hitps://docs.google.com/feeds/ hnps:!mil.google.cgm;_ i o = Edit
--

XK Avaya Messaging

Client ID

987654321098765432101

Scopes
hitps://mail.geogle.com,

https:/docs. google.com/feeds,

1
1
1
1
1
1
1
1
1
]
]
L
I
I
1
1
1
1
I

htips:/fwww.google.com/mB/feeds/

EDIT

hitps:/fwww.googleapis com/auth/calendar

docs.google.com/feeds

The scopes are:
mail.google.com
www.google.com/m8/feeds

www.googleapis.com/auth/calendar

OAuth2 and Avaya Messaging High Availability (HA)

When using OAuth2 in an HA environment, the private key must be copied to both of these locations on the

Consolidated server (C:\UC\IMAPTSE and C:\UC\UCCSE).

Avaya Messaging Feature Description Guide
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Minimum Required Scopes and APIs by Product

Enabling all of the listed scopes and APIs will work for most situations. However, not all administrators will want to open
all of these channels if it is not necessary. This table shows the minimum required scopes and APIs for each product.

[ m
2 =
—
= S
o e
E -4
S =
i A <
o (@] =
& gz Z
8- o =)
[a 9 &
S X 9 =
o
(o] oE =
' X o
(9] S w O
$ 55 %
> > >
< < 2 <
SCOPES * auth/admin ° * °
(see below)
auth/calendar
auth/drive .
auth/drive.file o
calendar/feeds . . .
calendar/resource
m8/feeds ° ° °
mail.google.com i
APIs Admin SDK . . .
Contacts API O O C
Google Calendar API C C C
Google Drive API L
GMail API C

* The full paths for all listed scopes are displayed here.

auth/admin - https://www.googleapis.com/auth/admin.directory.user.readonly
auth/calendar - https://www.googleapis.com/auth/calendar

auth/drive - https://www.googleapis.com/auth/drive

auth/drive.file - https://www.googleapis.com/auth/drive.file

calendar/feeds - https://www.google.com/calendar/feeds/

calendar/resource - https://apps-apis.google.com/a/feeds/calendar/resource/
m8/feeds - https://www.google.com/m8/feeds/

mail.google.com - https://mail.google.com/
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Configuring Avaya Messaging for use with OAuth 2.0

Once OAuth 2.0 has been configured, Avaya Messaging must be setup to use it.
The following procedure is conducted on the Avaya Messaging Server.

32. Open Avaya Messaging Admin. | sy wesaging
di

min

33. Right-click on TSE IMAP Server and select New > TSE IMAP Server.

TSE IMAP Server ? *

Ldkd

IMAP Server Name: Enter Google in this space.

IMAP Server Address: Enter imap.gmail.com. Pt
IMAP Server Port: Set this value to 993. e T

IMAP Server Port 993

Voice Format: Leave this field unchanged. N e

Click OK when ready.
—QK LCancel

34. Click on Feature Group, and double-click a group to modify in the right-hand pane.

8 UC Admin E’@@

@ File Action View Window Help
e aldLHXd=H

%4 Avaya Messaging Group No. Group Name
4 (@ Corporate-PBX

= [ =] x

1T Default Users
< gl R Wisic [ B Phantom Users
4 g Mailbox Structure 8 3 il picn
- C] Domain Centrollers A
Cl Sales @ o« Guest User
..-> i Feature Group 4 s Queuing Users
O Remote Site m 6 Imap TSE Maximum
[ Routing Table @ 7 Imap T5E Medium
=2 Vaice Menu @ s Imap TSE Minimum
@ Customize TUI @ o Integrated Users
i Print Server m 10 Standard Users
> g FaxJobs B ou Grnail
© ) Storage I WS AILENS Staff

» &1 ERE Instruments
+ [B Mailbox Templates
> TSEIMAP Server
@l Voice Server
> [ Configuration

Avaya Messaging Feature Description Guide 93



Google Integration
35. Open the Synchronization Options tab. Enter values in the following fields:

IMAP Account: Enter your company domain, followed by a forward slash then the Email address from step 19.
For example, yourdomain.com/avaya-secure-connection@avayacloud....

Password and Confirm Password: Type in the Private Key password for the Client ID received in step 12.
IMAP Server: From the dropdown menu, select Google.

i )
Feature Group
| x|- @ o] »]n] 0O  Emai Status Name T
General ! Storage Dptians ! Motfication Options | O ©3 servname@newproject. ] ServName
Mailboe Dptions | Message Options ~ Synchionization Dption; iam_gserviceaccount.com
®
ﬁ 1: Default Users .*°
A\d . s
-® ’
- New Public/Private key pair generated
IMAP Account ' I Calendar Mode None ¥
-
e e Max Connectiors |3 The private key has been downloaded to your machine and serves as the
e only copy of this key
Canfim Password g e LgQTS E You are responsible for storing it securely
IMAP Server hd Send URL A - -
A v, N Your private key's password is displayed below. it will not be shown again.

-~ Synchranization Setling TR

¥ Inbox folder Syne priority Minimum - 'I Reldsentit I

[ Call History v S

[w Sustem folders e e

[¥ Custom folders TSEaa A '—“ _I

[V Contacts
Dver-ide Local Directory Images With | Remote director images, swcept nom-esisti v |

36. Synchronization Settings: Enable all of the items that you want to have synchronized between servers.

Calendar Mode: If calendar synchronization is required, select Synch with Mail Server Calendar from the
dropdown list.

3 Festure Group

Feature Group
| x> @ o] [r]n]

Gerersl | StorageOptions | Motification Options | Transfer Options | Transter Types |
Mailbe: Options | Message Options  Sunchionization Dptions | DID Froperties | Speech Options |

mi 1: Default Users

IMAP Aecount Calendar Maode II None _:! I
Account Password Max Connections 5 C
Confirm Password Max Mo Of Logond

IMAP Server ~| SendURL All ¥
~ Synchronization Setting:
[ Inbox folder Spne pricrity Minimum -
|w Call History
% System folders Msgs per Sync Cycle |10
[¥ Custom folders TSE L BaatiBn '—“ _I
[ Contacts

Dverride Local Directary Images With | Remote directory images, swcept nomvesisti v |

37. Click Save El to preserve the changes.
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38. Go to the Mailbox Options tab and enable Change Location to allow an event in your mail server calendar to

automatically change the UC location of the user. If this feature is not required, leave it disabled.

5 Feature Group

Feature Group

+|x|@| @ x|

e

m 1: Default Users

- Settings avalable for the user for mailbox configuration -
¥ Change Locatian [~ Record &ll Incoming Calls
[¥ Distribution Lists ¥ Record Conversation

[~ Modify Public Distibution List I Wakeup Cal
™ Multiingual [~ View Geo Location Dats

- Setlings activated by the Administratar

[~ Allow Live Reply-Call Back [~ LanTak

I~ Allows Multiple TUI Access I~ Press Star to Login to Another Maibox
v Directory I~ Shared Extension

[ Do not check Passwords I~ Web Access

[¥ Ask for Passward [Inband Lagin) W WebClient Messaging
¥ Forced Tutorial ™ Disallow Embedded Login
[~ Guest Mailbox ¥ Wweb Tutarial

[~ Hide on Gend List

Note: Repeating events in Google calendar, such as a weekly meeting, will only be synchronized with Avaya
Messaging out to 7 days ahead. Previewing beyond 7 days in advance will not show the recurring event in

the Avaya Messaging calendar.

39. Click Save El to preserve the changes.
40. In AM Admin, open Mailbox Structure and double-click a client to modify.

@ U Admin E=nEn
D File Action View Window Help I [
=52 0|us|H
8 Avaya Messaging MName Number  Feature Group Personal
4 @ Corporate-PEX {1 Domain Controllers
4 .;ﬁ ERB M_us_\c
Mailbox Struct
T > G Mailbox Sructure 8 Burraughs ER. 1111 3:Share Extension
fl Feature Group
. @Claytonjohn 1912 1:Default Users
& Remote Site
[ Routing Table S8 Innes David 2345 LiDefoult Users
=2 Voice Menu 3 0'Groats John 3811 2Phantom Users
@ Customize TUL S8l Perry Abner 4321 2Phantom Users
& Print Server G Porter Jane 6122 1:Default Users
» &l FaxJobs S8 Al ENS Staff o11 12:A1 ENS Staff
» B Storage & Carter John 9876 1iDefoult Users
- £1 ERB Instruments
3 Mailbox Templates
> [F] TSEIMAP Server
> i Voice Server
- [ Configuration
« m v
8 Mailbox(es) Done
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41. Open the Synchronization Options tab. Set Storage Mode to Synchronization.

8, Mailbox
Mailbox

=)

| e|@ (@] Bl ul«|»|n] Blelm

2 2345: David Innes

_D> ¥ Use Featus Group settings for IMAP T I

Gereral | Advanced | Maibox Options | TransterOptions | Message Options | Motfication |
Addresses  Senchionization Optiors | Locations | Beoute CT) Options | Speech Options |

IUsel Mame dinnes@gmail.com I IMAP Languane b

User Password IStnrageMnne Synchronizetion EI

Confirmn Password I Woice Format

IMAP Servar - E-mail davidi@erbrmusic.com

=

~ Last Syr ion i

Inbox ru

Contacts J— _l
Calendar

Summan View > |

42. Enable the Use Feature Group settings for IMAP checkbox. For User Name, enter the

For example, davidi@erbmusic.com
janep@gmail.com
name@yourcompany.com

address for this client.

Note: Desktop Capabilities must be set to Advanced for these options to be configured.

43. Click save EI to preserve the changes.

44. Your Avaya Messaging mailbox will now synchronize contacts and/
or calendar information with the Gmail account.

Note: To make sure that your mailboxes are associated with the

right Feature Group check your Mailbox configuration window
under the General tab.

45. Repeat steps 40 through 43 for each client that requires OAuth 2.0
synchronization.

46. On the Voice Server, open the UC/UCCSE folder.

Avaya Messaging Feature Description Guide

28 Maibox ==l

Mailbox

iy

S| @ X3 B |« ]n] @@=

Synchronization Options | Locations | Reoute CTI Options | Speech Options | Language Optians |
General | Advanced | Malbax Options | Transfer ptians | Message Options | Maification | Addesses |

22 9876: John Carter

Mailbor Number [3876
LastName  [Catter IFeatule Gioup  [1:DefautUsers  +| _JI
FistMame  [John Oiganizational Unit -
Gender Male ~|  Account Code
~ Current Default Phone Address - ~Voicemai Password
Intzinal Estension Password [
Confim [
ISS?E Password I
~Application User
UserName  [icater@erbmusic. com Password [
Confim  F0
Password

Summary View 553 |
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47. Edit the CSE.exe.config file using any text editor (e.g. Notepad).

Locate the tag UseGMailAPI and set its value to True.

File Edit Format View Help

<setting name="MessagesFilterlLastXInFolder" serializeAs="String">
<value>580</value>

</setting>

<setting name="MessagesFilterlLastXDays" serializeAs="String">
<valuex-1</valuex>

</setting>

<setting name="MessagesFilterToleeOnly" serializeAs="String">
<value>True</value>

</setting>

<setting name="TcpConnectionsPerSecond” serializeAs="String">
<value>48</valuex>

</setting>

<setting name="TcpStreamProcessingThreads” serializefs="String">
<value>B</value>

<setting name="UseGMailAPI" serializeAs="String">
<value>True</value>

. Y
</applicationSettil
<startup>

<supportedRuntime ver§ion="v4.8" sku=".NETFramework,Version=v4.8" />
</startup>

Go to File > Save to complete the change.

48. Stop and Start the UC Content Synchronization Engine and the UC CSE PIM Synchronization Engine services on
the Voice Server, or restart the server.

Google Integration

Caution: If this is a High Availability system, restart this services only on the Consolidated Server.

The setup is complete.
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Google Integration

User Guide

This user guide helps you configure your message, contact and calendar synchronization between Avaya Messaging and
Google Apps. While the installation and configuration related to these features are straight forward, please backup
important data before configuring any synchronization.

Message Synchronization

In order to consolidate all messages (e.g. voice, text, fax, etc.) in a single email account, synchronize your Gmail or Google
Apps email with the UC server's Web Access mailbox. If your organization is using OAuth2 authorization, you will not
have to enter any details beyond the email address.

Note: If the synchronization does not work even after entering the correct credentials, your server may not
be configured properly for this feature. Please contact your system administrator.

Warning: If you have a custom filters configured on your Google account, it will not apply to messages that are
synchronized from the voice server (e.g. voicemail, fax, etc.).

Contact & Calendar Synchronization

When your administrator has enabled calendar and contact

synchronization for you, everything will be occurring on the server side in < KR o

the background so you do not have to configure anything on your own. .

You can use your mail server as you normally would and your calendar Meeting |
and/or contact entries will be populated on your Avaya Messaging [ 20tz 1430 lo 1530 a0tz frime zone

mailbox as well. The following are typical behaviors that the
synchronization will follow so that you can understand exactly how your
calendar and contact entries are being handled by the servers.

[CIAllday [CIRepeat...

Note: When creating a calendar event from Google, you must ensure that the reminder time it set to
1 minute or greater. Setting this value to 0 will cause synchronization issues.
By default, the reminder time is 10 minutes.

Note: All your calendar events and contacts from your current mail server will be populated into your Avaya
Messaging mailbox right after your administrator finishes the configuration.

Note: You should backup your calendar events and contacts periodically as a precaution.

Note: Repeating events in Google calendar, such as a weekly meeting, will only be synchronized with Avaya

Messaging out to 7 days ahead. Previewing beyond 7 days in advance will not show the recurring eventin
Google's calendar.
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Contact Sync

When you create a contact entry through Gmail, the same entry will be synchronized into your Avaya Messaging contacts.

John Clayton Connected profiles

Sales . ERB Music jclayton@erbmusic.com  Add and invite
l My Contacts
Work jclayton@erbmusic.com Witeanie

Add email

Wark 556-1212
Mabile Phone

Work 30 East Beaver Creek Drive
Richmond Hill, Ont.

Add address

Add ~

The contact information is automatically sent to

Contacts
the Avaya Messaging contact list.
Yy ging m Q, Import  Speech Enable Contacts [ el i ? P 1 »
O O FirstNamea Last Name Company Default Address
O & John Clayton E.R. E. Music jclavton@erbmusic.com

Warning: Keep in mind that deletions are also synchronized. If you delete an entry from Gmail, it will be
deleted from Avaya Messaging, and vice versa.
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Calendar Sync

When you create a calendar entry from Google Calendar, the same entry will appear in Avaya Messaging. The time and
date of the meeting is automatically sent to the Avaya Messaging mailbox. By default, the location for these events is
marked as Meeting, but this can be changed through the Web Access Calendar icon.

2019, Sunday August 4 - 2019, Saturday August 11

Schedule a location o Options ?

SAug 4

1pm

r

Location calendar properties

-~ ] ?

& Location:
Awvailability:
Unavailable E|

Schedule descriptionDoc Review
Enable Recurrence-w

Year Month Day Time
Start[2019 08 05 |[E~lia00 ¥

End:|2019 08 05 |E~l1430 (=[] Allday (24h)

Manual Contact Importing

If synchronization is not an option for your site, you may manually copy contacts from one application to the other. Long
lists of contacts can be difficult to transfer. To make this process easier, Web Access supports importing CSV (comma
separated value) files that can be exported from Google Apps.

1. To export your contacts from Google Apps, log into
your Google email account and open your Contacts AVAYA

list. Contacts ~ 2+

2. Click on More, then Export...

NEW CONTACT Abner Peny aperry Berbmusic.com
Heniy Haggard hh@k smining. com
. . ~ My Ci 21
This opens the Export contacts window. St folialCortes EeraeT
. Martin §mith marty@kioyden.com
Review List (7)
Starred in And--
~ Circles (48)
Friends
Family
Acquaintanc.-
3. You can choose to export selected contact, specific
groups of contacts (e.g. My Contacts), or all contacts. Export contacts
Se'ect A” contacts | Which contacts do you want to export?
’ Selected contacts (0)
4. For export format, choose . | ©The group | My Contacts [-]en
! @ All contacts (87)

Which export format?

Google CSV format (for importing into a Google account)

@ Qutlook CSV format (for importing into Outlook or another application)
©rvCard format (for importing into Apple Address Book or another application)

Click on Export when ready.

5. When prompted, specify the location where the file will be saved.

Export Cancel Learn mare

6. With the CSV file ready, open Web Access and click
Contacts.

Contacts
m Q, Speech Enable Contacts [ c o ?

O O FirstNamea Last Name Company

Click the Import button.
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7. Click Choose File and select the CSV file exported from
Google.

8. Click Next to proceed after the file has been selected.

Import Contacis

“ ?

Select the file containing the contacts you want to import:
No file chosen

NOTE: The Contact Importer accepts only files with comma-delimited fields.

| Next |

Match the fields from the CSV file to the fields on the Web
Access contact list. You will only have to match the information you

Import Contacts

require. Leave all the unnecessary fields as (disregard this field). a7
Clld( When a“ Of the reqUired fields have been matChEd- Please match each field in this file with its corresponding contact field:
The contacts will be imported from the CSV file into Web Access. [ The first record contains the field names.
Fields in the file Import As:
Field1:John First Name
Field2:.Carter Last Nams [=]
Field3:123 Main Street | Business:Street [=]
Field4:Richmond Hill | Business:City |z|
Field5:Ontario Business:State/Province
Field6:9057079700 Business:Phane [~]
(disregard this field) -
- Title B
‘\mpon| Suffix
First Name
Download =
Last Name
Job Title

Company Name
Business:Phone L

Business:Phone2
Business:Fax
Business:Mobile
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Reconfiguring Synchronization Components for Gmail

Google Integration

Once the installation has been completed, verify that the system configuration files are set to use GMAIL. This should be
done on all servers running CSE: The voice server in a single server environment, the Consolidated server under HA, and

all remote CSE servers operating.

Note: The CSE.exe.config file is used with message synchronization, while the CSE.PIM.exe.config is used
for contact and calendar synchronization.

1. Open the UC/UCCSE folder on the program installation drive.

Home  Share  View v @9
®© - 1 ‘_;, + ThisPC » Local Disk (C) » UC » v c,| | Search UC ) |
 — !\Emi_ 2 Date modified Ty_pe ) Size ’:
[ Qe i ye——
& s ) p
£ hwad ghimio JUET S
R r— =
- T T .
& Tty [ ——
£ Duarrne B tagerns
as 2
& W 4 s
P T —
B e b Pataman
_:> &4 Local Disk (C:) J SuCanng
B e
b WD g
- s L e
L wul
& Sewy
Ji & emntiony
b B
R e & A RO
I.},UCT 2/12/20198:46 AM  File folder
118 items 1 item selected

2. Within the folder, open the CSE.exe.config file in a text editor such as NotePad.

Home  Share  View ]
®© « 4 [l » ThisPC » Local Disk (G} » UC » UCCSE v o| [ searchuccse A
— Name = Date modified Tine e B
[ T % U s i1
RS LR T4 T 3
e ) G 0 - " o n
1 (1 S0 w4y ! “ |
L R % CHE Rl b . i
-y LRe o o ¥ " "
Tt Lags ¥ + s "
B Tt | 7] CSE.exe.config 1/17/201812:55PM  CONFIG File aKe
& Wi % U il i PR— "
b henunes U A 1
B Vel CRE T i
£, Local Disk (C) & G- o
L e “
O a0 I
w O3 NET (k1
7 - “
4 B e ity i "
RS T T R - if #
S T ot
L Re 2 E
LR & " i
6litems 1 item selected 220 KB =
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3. Scroll down to find the following lines (UseGMailAPI):
<setting name="UseGMailAPI" serializeAs="String">

<value>True</value>
</setting>

File Edit Format View Help

Cretiag e s aageel LR tertast iy s bad bomlae M0 gty
tvalarr L4 ralemr

«/aeting

CLETTRg S Wit sagecd LETer Talewindy " ver Balliekes Va0 bag s
B e e T

€ feat iagy

ciatting sumes Tl oo t fanaPerdacond” serlallisdas"Seriag" s
s vabam vl Cealamy ¥

+ /st By N

cretring samefogiareanirec et ingTareats ' serialtiades Y tag®y
ralode sl

Fag.

<setting name="UseGMailAPI" serializeAs="String">
<valuerTrue</values>
</setting>»

ceiom il glree ealoms

fmatisgy

3t hag e el Wil egh " se Lallimkes"S0edag"
tealemd mlres Cealamy

/3N iy

c et bag s T g Oy s Tatyen © see balbimdes Mo pag
EEE R T SRS B

STt iag

cretting tmes Dref WL st O ita | s Lallimbas Yo bag’y
FETIEN Py .

/3eTLing

et iag e Tl sgtdaptyPell ' serBallaedes aebeg's
B I L e T

Verify that the Value is set to True. If the value is not True, change it and save the file.

4. Within the UCCSE folder, open the CSE.PIM.exe.config file in a text editor such as NotePad.

B & B vecse

Home Share View

w4 [ v ThisPC » Local Disk (C) » UC » UCCSE v e

Search UCCSE

rop— Name Date modified

L e
SRS T
E e
LS T p——
e
L Ee
F e
& i LT iy
& W s
& Povm e TR
LR | s
&, Local Disk (C:) 1 C i an
Lt
s T .
4 CHEaER o
W - i

Type
CNTT—
Faugiies o mfisesn
bangtie Wi
i i
dnopile: ot mtisssn
baprgihe A deriane
Fnpagile: whoiet
Tt
Futng i W getrane
Sprpits
bpedite
St
bpapibe
s
S

it Wi

[ CSEPIM.exe.config 2019-05-21 433 PM

COMNFIG File

1 R o1 4 1D B A

L O1R Sl A D B

s HTk A% 33 B Ao

s e L TR R R
1 iten selected 4.69 KB
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Google Integration

Scroll down to find the following lines (UseGMailAPI):
<setting name="UseGMailAPI" serializeAs="String">
<value>True</value>

</setting>

<setting name="UseGMailAPI" serializeAs="String"»
<valuesTrue</value>
</setting>

Verify that the Value is set to True. If the value is not True, change it and save the file.

Restart Services

Before continuing, stop and restart the following services:

e UC Content Synchronization Engine
e UCCSE PIM Synchronization Engine

This will force Avaya Messaging to immediately update its systems. Otherwise, there will be a delay before the changes
become active.
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INTEGRATION: USING EWS
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Guidelines

Exchange 2019/2016/2013 Integration: Using EWS

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.
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Exchange 2019/2016/2013 Integration: Using EWS

Introduction

Avaya Messaging and an Exchange server are able to integrate through the IMAPCSE and Exchange Web Services (EWS),
providing a truly unified messaging experience. Once the configuration is complete the servers communicate and
synchronize all data among themselves, eliminating the need for you to constantly manage multiple locations.

Each user's Exchange credentials are stored within the Avaya Messaging mailbox, allowing the server to synchronize
messages to and from the Exchange server. End users can manage their credentials through Web Access. Administrators
may also manage credentials from the admin console.

The use of EWS for Exchange 2019 and 2016 is required since IMAP is no longer supported. When using Exchange 2013,
the use of EWS is optional and follows the same procedures. This chapter may be applied to both versions.

Visual Guide

e | N
e~ o >
Data is synchronized between the Voice and Mail servers.

Message status and deletions are synchronized almost instantly
between the two, allowing a single message store for easier
management for both administrators and end users. You may also choose to synchronize

Contact and Calendar data between the

two servers along with messages.
||
0~ 2<) 4l

In a typical situation, voice messages will be synchronized
from the Voice Server to the Mail Server.

Since status is synchronized,
message lights on integrated
telephone systems will also be
accurate no matter where the
message is read or received.

When a voice server integrates with an email server, the data between the two is synchronized, allowing for accurate
information regardless of the point of access. Receiving messages, and any actions performed by the users is
synchronized between the two servers constantly, ensuring that your content is always up-to-date.

Administrators can also customize what will be synchronized. A full synch includes contact and calendar entries along
with messages. If the system has telephone and message light integration, MWI (message waiting lights) will also remain
accurate since the status of messages are synchronized between the servers.

Requirements

Requirements Details
License IMAPCSE License
Software Avaya Messaging version 10.5 or higher
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Server Configuration

Server configuration requires the creation of a superuser account from the active directory that has the necessary
permissions within the Exchange console. Once the account has been made, it must be added to the voice server
configuration, and the channel of communication between the two servers must be established.

Your Exchange server must also have Exchange Web Services (EWS) enabled in order for Avaya Messaging to
communicate properly.

You must have a corporate Exchange server, either locally on virtually, configured and operating before proceeding.

Exchange Superuser Creation/Configuration

Once the superuser account is ready on Active Directory, create a mailbox for that user in the Exchange environment.

1. As an administrator, create a new user on your network using Active Directory. Configure any Organizational Units or
company policies as required. This user MUST have Password never expires enabled.

YourCompany Domain Properties [ ? =

MemberOi | Diadn | Envionment |  Sessions |

| Remote control l Remote Desktop Services Profile J _CoMs+ |
| General | Address | Account [ Profile | Telephones | Organization |

User logon name

User logon name (pre-Windows 2000):
[YOURCOMPANY! | ExchConnector \

I Logon Hours... H Log On To...

[] Unlock account

Account options:

[ User must change password at next logon ~
[ ] User cannot change password
[#] Password never expires

|_| Store password using reversible encryption v

Account expires

(®) Never

O End of: Thursday January 16, 2020 @ }
ok ] [cmos | [ oob ][0
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2.

Exchange 2019/2016/2013 Integration: Using EWS

Open the Exchange admin center in a browser (e.g. https://IPaddressOfExchangeServer/ecp). Login with the

Exchange admin credentials. Go to the recipients menu at the mailboxes tab. Click New + Select User mailbox.

—_—

3.
this user.

new user mailbox

® Euisting user

ExchConnector

Mew user

Exchange admin center

resources contacts shared migration

mailboxes groups

recipients

ey B-T- I

User mailbox 1 MAILBEOX TYPE EMAIL ADDRESS

hybrid

Enable Existing user. Click browse and select the user created in step 1. Provide a human friendly Alias to refer to

A
NAME 4 ORGANIZATIONAL UNIT
ExchConnector performance/Integration

X browse...

More options..

When ready, click Save.
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4. Inthe left-hand panel, select permissions. Under the admin roles tab, click New +

Exchange admin center

recipients admin roles user roles  Outlook Web App policies
——

permissions
compliance management
organization

protecticn

5. Give the Role a name (a Description is optional). Beside Roles, click Add +

new role group

*Name:

|0265Permissions

Description:

Write scope:

[ Detault

Members:

DISPLAY NAME

6. Select Applicationlmpersonation and click add ->. Click OK.

DISPLAY NAME

Address Lists
ArchiveApplication

Audit Logs

Compliance Admin

Data Loss Prevention
Distribution Groups

E-Mail Address Policies
Federated Sharing

Information Rights Management

Journaling

1amal Hald

1 selected of 55 total

Applicationlmpersonation [remove]!

Avaya Messaging Feature Description Guide

Applicationlmpersonation

This role enables applications to impersanate
users in an organization in order to perform
tasks on behalf of the user.

Default recipient scope

Organization

Default configuration scope

None
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7. Below Members, click Add + Locate the account you just created, select it and click add ->. Click OK.

| admin

NAME 4 DISPLAY NAME

ExchConnector IXMWizard

0 selected of 1 total

ExchConnector [remave];
—

8. Returning to the new role group pane, click Save.

new role group

“Name:
0365Permissions

Description:

Write scope:
[Default

A

Applicationimpersonation

Members:
NAME DISPLAY NAME -

ExchConnector IXMWizard

Confirm that the new role appears in the list.

Exchange admin center
dashboard admin roles user roles Qutlook Web App policies
recipients

permissions

compliance management

organization

_ 0365Permissions
protection — =

mail flow

The new account has been created.
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AM Admin Configuration

For Avaya Messaging and Exchange to be able to synchronize data, Avaya Messaging must be able to communicate with

the Exchange server using the correct credentials. The superuser account streamlines this process while still enforcing
individual password security protocols on each mailbox.

Adding the CSE Endpoint for EWS

In order for the Avaya Messaging server to recognize the Exchange server, you must configure a CSE Endpoint entry in the

Avaya Messaging Admin > TSE IMAP Server section to use the EWS server. A entry should already be present in Avaya
Messaging Admin based upon the choice of email client you made during installation.

Note: TSE is the previous name for CSE services.

Double-click the server, or right-click and create a new one.

£5 UC Admin

e > |c=H
9 Avaya Messagng

@ Avaya TP Offics
Mailbox Templates

[ Parameters [ value Data [
IMAP Server Name QfficeMail3gs
AP Server Address ews:111.222.222111

G TSE IMAP Server IMAP Server Port 993
ot} ExchangezDie Voice Format MPEG-1 Audio Layer 3 (MP3)

[] Message Sync Source
gy Woice Server
18 configuration

IMAP Server Name: This name is for your reference and does impact system performance.

IMAP Server Address: Enter the IP address of the EWS server. The address MUST be prefixed with ews: (all lower
case, with a colon).

IMAP Server Port: Set this to the port number of the EWS server. The default is 993.

Voice Format: Select the voice format used when sending voice messages to external voice servers.
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Feature Group Configuration

Exchange 2019/2016/2013 Integration: Using EWS

Once the TSE IMAP Server entry has been created, go to Feature Group > Synchronization Options and modify the

Office 365 user mailboxes as follows:

IMAP Account: Enter the user/service account created in step 3 above. Include the complete user@domain.com
(e.g. administrator@yourcompany.onmicrosoft.com).

Account / Confirm Password: Enter the super user/service account password from step 3.
IMAP Server: Type in the name of the IMAP TSE Server created in the previous step (e.g. OfficeMail365).
Calendar Mode: If calendar synchronization is required, select Sync with Mail Server Calendar from the

dropdown menu. Otherwise, select None.

Synchronization Settings: Set these options to specify which information will be synchronized between servers.

ﬁ" Feature Group

[7]x]
Feature Group
&%= B w]»n]
General | Storage Options | [Notification Options | Transfer Options | Transfer Tupes

Mailbox Options | Message Options  Sunchranization Options | DID Propetties | Spesch Dptions

Gﬁ_ 1: Default Users

IM&F Account  [administator@youc IcaxendarMDde [5wnc with Ma‘\a;[ll

Acount Passward [

- Synchionization Setting:

Max Connections |3

IMAP Server Qfficetdail365 'I Send UAL INone 2

¥ Inbo: folder
[ Call Histary
[ System folders
|v Custom folders

[ Contacts

e T [Marum =]
Msgs per Sync Cycle (10
TSE Location _I

[ Update Message Status From

Save all changes.

Avaya Messaging Feature Description Guide

13



Individual Mailbox Configuration

With the superuser account, you do not have to enter the individual
mailbox credentials for CSE synchronization.

Enable Use Feature Group settings for IMAP then enter the

in the format user@companydomain.com. Set the
Storage Mode to Synchronization.

Note: The user must be an Advanced user to utilize
synchronization.

Assign the mailbox to the Feature Group that is going to have the
superuser account credentials.

Save all changes and move onto Feature Group Configuration.

Avaya Messaging Feature Description Guide
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74 Mailbox =
Mailbox
el | @ x| @] B wlolv|n] @@

Gerel | Advanced | Maibox Options | IransterOptions | Message Options | Moffication |

Addrebses  Synchionization Options | Locations | Beoute CT) Options | Speech Options |

9876: John Carter

W Use Featuis Group sattings for IM&P ™ IMeP L

User Mame [JnhM@erhmusicc I IMAP Language |English g

UseiPassod | StoageMode  [Smehronization <G
Confirm Pagsword Woice Fomat Default -

IMAP Server v E-mail johnci@erbmusic.co

Last Synchronization Time

Inbox r
Contacts
Calendar

Summary Yiew >53

2o Mailbox
| ¢l |8 @ wl«]r]n] @]

Synchronization Options | Locations | Reouts CTI Options | Speech Options | Language Options |
General | Advanced | Malbax Options | Transfer ptians | Message Options | Maification | Addesses |

22! 9876: John Carter

Mailbox Number | 3876
Last Name  [Carter [FeatureGrowp  [1: Defautlsers < JI
FistMame  [ohn Oiganizational Uit | -
Gender Male *| Account Code
Current Default Phone Address Vaicemail Password
Internal Extension: Password |
Confim [
2878 Password I
Application User
UserName  [icater@erbmusic. com Password [
Confim  F0
Password

Summary View >53
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Certificate Configuration

In order to ensure that the communication between Avaya Messaging and the Exchange server is not interrupted by
security measures, install the certificate from the Exchange server computer on the Avaya Messaging voice server. For a
site using High Availability, install the certificate on the Consolidated Server, and on all Remote CSE servers.

The simplest way to achieve this is to access the OWA (Outlook Web App) web page for Exchange on the voice server.

Note: This procedure may vary depending on the way in which you have the domain servers configured.
The goal of this process is to add the Exchange server as a trusted PC on the Avaya Messaging server
computer, which can be accomplished manually by the system administrator.

1. Open the Internet Explorer web browser, then navigate to your company's OWA web page
(e.g. https://111.222.1.0/owa).

2. Inthe title bar, click the certificate error tab.
O [inememEs || @ outtook

3. Click View certificates.

I@' Certificate Invalid
The security certificate presented by this
website has errors.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

I Wiew certificates I

4. Click Install Certificate to launch to certificate wizard.

wa Certificate x

General Details Certification Path

@R Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: FredAWS-Ex2019

Issued by: FredAWS-Ex2019

Valid from 2013-06-10 to 2024-06-10

Install Certificate...  Issuer Statement
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5. Enable Current User and click Next.

6. Enable Automatically select the certificate store based on the

type of certificate then click Next.

7. Confirm that the information is correct, then click Finish.

8. The following popup confirms the import was successful.

Click OK.
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«

& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revacation
lists from your disk to a certificate store.

A certificate, which is issued by 2 certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
conmections. A certificate store is the system area where certificates are kept.

Store Location

@) Current User @

() Local Machine

To continue, dick Mext.

&«

== ® sutomascally seect the certicte sore based on the type ofcercate

&# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Place all certificates in the following store
Certificate store:
[ Browse... |

e

&«

&+ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

Certificate Store Selected Automatically determined by the wizard
Content Certificate

Z

Certificate Import Wizard *

o The import was successful,
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9. You will be able to confirm the status of the certificate through this window.

wh Certificate x

General Details Certification Path

Note: Ensure that the domain server is also certified, not just the B
Exchange server. =] rreanis B0 |

The certificate configuration is now complete. Restart the servers to ensure that
the services are properly initialized.

View Certificate

Certificate status:
IThis CA Root certificate is not trusted because itis not in the Trusted Root
Ci

ertification Authorities store.
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Contact and Calendar Sync

Once you have configured the IMAP CSE server with your mail server, you will be able to select the degree of
synchronization from the Feature Group. Ensure that you verify all of the information so that users do not lose any
calendar, contact or message data during synchronization.

Warning: As a precaution, backup the calendar and/or contact events of your users before proceeding
with the contact and calendar synchronization.

Windows Configuration

The Superuser account must be configured as a local administrator on the voice server computer.
In Windows, right-click the Start menu and choose Computer Management.

Apps and Features
Power Options
Event Viewer
System

Device Manager

Network Connections

Disk Management

Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings
File Ex

Search

Run

Shut down or sign out

Desktop

Go to System Tools > Local Users and Groups > Groups. Double-click Administrators.

A& Computer Management
File Action View Help
o | 2@ XE = BFE

& Computer Management (Local ——
v [f} System Tools
(2 Task Scheduler

Description
ccess Control Assista... Members of this group can remotely query autharization attributes and permissia...
dministrators

{2 Event Viewer
@] Shared Folders
~ ¥ Local Users and Groups
5 Users
_> “| Groups
(%) Performance
& Device Manager
3 storage
W Windows Server Backup
=7 Disk Management

= Services and Applications

Avaya Messaging Feature Description Guide

ckup Operators
B Certificate Service DC...
{8 Cryptographic Operat...
&/ Distributed COM Users
eEvent Log Readers

B Guests

B Hyper-V Administrators
iBns_1usrs

.%-Ne'twurk Configuratio...
8 Performance Log Users
B Perfarmance Manitar

Administrators have complete and unrestricted access to the computer/domain

Backup Operators can override security restrictions for the sole purpose of backin...
Members of this group are allowed to connect to Certification Authorities in the e...
Members are authorized to perform cryptographic operations,

Members are allowed to launch, activate and use Distributed COM objects on this...
Members of this group can read event logs from local machine

Guests have the same access as members of the Users group by default, except fo...
Members of this group have complete and unrestricted access to all features of H...
Built-in group used by Internet Information Services.

Members in this group can have some administrative privileges to manage confi.,
Members of this group may schedule logging of performance counters, enable tr...

Bembers of this araun can arcess nerfarmance cnunter data Incalle and rematels
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3. Ensure that the Superuser account created has the proper permissions on the Windows environment.

Administrators Properties

General

L

Description:

to the compLter/domain

Administrators have complete and unrestricted access

Members:

&=Mminislrator
H2, SUPPORT\Domain Admins
& SUPPORT Hauser

& EETRrEg <

Add Remove
user logs on

Cancel

Changes to a user's group membership
ae not effective until the next time the

Apply Help

L -

4. The UC CSE PIM Synchronization Engine service must login and run with the Superuser credentials.

Open the Computer Management console and select Services.

‘A Computer Management

4 (3 Services and Applications
\) Internet Information Sel

. Services
:‘Efi WMI Control

Provides content ...

Started

Manual

= B =
File Action View Help
€1 AP o 3 B> a v
A Computer Management (Local ; Actions
a [} System Tools o : A = =
> (D) Task Scheduler UC CSE PIM Syncronization Engine | Name Description Status  Startup Type  Log OnAs ~ | Services
. E Event Viewer =3 More Actions
& Shared Fold Stop the service Gaaurasess = e
b ;%-I kit s ol Restart the service % o UC CSE PIM Syncronization ... &
| (%) Performance G e 1 s e - !
2 Device Manager [ IV WO p— - —— More Actions »
4 {8 Storage Description: & b — P
- Provides content synchronization
= Disk Management functionality for PIM object +: UC Content Synchronization Engine Provides content ... Boot Local System

Local System
Local System

]

Extended /{ Standard /

5. Right-click the service and select Properties.
Go to the Log On tab, and enable

Enter the username and password for the superuser account in the spaces provided.

UC CSE PIM Syncronization Engine Properties (L.

ocal Computer]

=l

v ocal System account

Allow service to interact with desktop

@ This account: superuser
Password: senes
Confim password: ] sesee

Help me corfigure user account log on options

ox [

Cancel | [ foply |

Click Apply and OK when finished.

6. Restart the service.
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Avaya Messaging Configuration - Feature Group

Feature Group configuration requires changes on two tabs; Synchronization Options and Mailbox Options. You can
define exactly what is going to be synchronized for the users from these two sections.

From the Synchronization Options tab, you can specify which
messages are going to be synchronized between the servers.

Enable Contacts if you wish to enable contact synchronization between
the two servers.

To enable calendar synchronization, select Sync with Mail Server from
the Calendar Mode dropdown menu.

The other fields, such as Inbox Folder, are used for message
synchronization between the servers. Refer to the message integration
section for details.

From the Mailbox Options tab, enable Change Location to allow an
event on the mail server calendar to automatically change the UC
location of the user.

#. Feature Group [ 7] x]
Feature Group
S| %= B o] n]

General | Storage Options | [Notification Options | Transfer Options | Transfer Tupes

Mailbos Options | Message Options ~ Sunchronization Options | DID Properties | Speech Options

Gﬁ_ 1: Default Users

IM&F Account  [administator@youe IcaxendarMDde |syng with Mail 5+ I

Feature Group

| x|@| @ 1] |»]n]

Gﬁ» 1: Default Users

Settings available for the user for mailbox configuration

W Change Location [~ Record All Incoming Calls

M Distibution Lists ¥ Record Conversation
[ Modify Public Distribution List ¥ Wakeup Call

[~ Multiingual [~ Wiew Geo Location Data

Settings activated by the Administrator

[~ Allow Live Reply-Call Back [~ LanTak

[~ Allow Hultiple TUl Access I~ Press Star to Login to Another Malbox
[V Directary [~ Shared Extension
[~ Donot check Passwords [~ WebAccess

¥ Ask for Passward [Inband Lagin) W WebClient Messaging
¥ Forced Tutorial ™ Disallow Embedded Login
[ Guest Mailbox Iv web Tutarial

[~ Hide on Send List

Aosount Password [ Mat Connections |5
ConfimPassword [ MaxNoOflogons[s
IMAP Sewer | OfficeMai®65  ~]  SendUPL [here =]
- Synchionization Selting:
7 Inbot folder Symc priorty [Madrum =]
¥ Call Histary Msgs per Sync Cycle |1u—
[ System folders TSElecsion [ =
% Custom folders I Update Messags Status From
¥ Contacts [=]]
9§ Festure Group R

wage Options \ MNatification Options | Transter Options ] Transter Types |
Message Dptions | Spnchionization Options | DID Propetties | Speech Options |

By customizing these settings you can easily segregate calendar and contact synchronization along with message
synchronization when enabling features for your users, allowing you to control exactly who has access to certain

features.
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User Guide

Once calendar and contact synchronization has been enabled, all transactions occur on the server in the background, so
you do not have to configure anything on your own. Use your mail server as you normally would, and any calendar or
contact entries will now be mirrored in your Avaya Messaging mailbox as well.

The following is typical behavior for synchronization so that you can understand exactly how your calendar and contact
entries are being handled by the servers.

Note: All of the calendar events and contacts from your mail server will be copied into your Avaya
Messaging mailbox as soon as the administrator finishes configuring the systems.

Note: Backup your calendar events and contacts periodically as a precaution.

Calendar Synchronization

When you create a calendar entry in Outlook, or most other
email programs, the same entry will appear in your Avaya © (@ August 19,2019 Search Calendar £~
Messaging mailbox. Click here to enable Instant Search

19 Friday

The time and date of the meeting is automatically sent to the |
Avaya Messaging mailbox. By default, the location for these e — J
events will be marked as Meeting. You may change this ‘

manually through Web Access, or in the case of Outlook, you T
may utilize the iLink Pro Desktop tool bar to assign a specific ¢ |

location to the event. | Show tasks an: Due Date Start Date Due Date Reminder Time ¥

i

Tasks

Contact Synchronization oz

‘Sea\:h Contacts o v‘ ¥

‘Chck here ta enable Instant Search ‘

-l (123

When you create a contact entry from Outlook, the entry will be copied into your I
. . Test Contact

Avaya Messaging mailbox. ]

test@test.com g-i

-l

p-r
s-u

VX

¥z

L T

Y

Contact information is automatically sent to the Avaya Messaging :
mailbox. o ] F T o 573 i

£ Test Comact tostg@tosi com
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Synchronization Limits

When using EWS with Exchange, message synchronization is one-way only, from Avaya Messaging to Exchange. Any

messages created using Avaya Messaging will appear in Exchange, whereas messages created in Exchange will not
appear in Avaya Messaging.

Message synchronization can place a significant burden on the voice servers which can lead to delays. Changes may take
some time to be appear on the other side.

MS Exchange Performance Considerations

Be aware that large numbers of items in folders can decrease the speed of operations in Exchange. This table shows the
maximum number of files recommended per folder for optimum server performance.

Items in Folder Exchange 2007 Exchange 2013 Exchange 2016
Messages <20000 <100000 <100000
Contact and Calendar Entries <5000 <10000 <10000
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Guidelines

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.
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Introduction

Avaya Messaging and an Exchange server are able to integrate through the IMAPCSE services, providing a truly unified
messaging experience. Once the configuration is complete the servers communicate and synchronize all data among
themselves, eliminating the need for you to constantly manage multiple locations.

Each user's Exchange credentials are stored within the Avaya Messaging mailbox, allowing the server to synchronize
messages to and from the Exchange server. End users can manage their credentials through Web Access. Administrators
may also manage credentials from the admin console.

Exchange 2013 can be configured for either IMAP or EWS integration. This chapter covers the setup required to use IMAP.

Visual Guide

N
. | T >~/<
Data is synchronized between the Voice and Mail servers.

Message status and deletions are synchronized almost instantly
between the two, allowing a single message store for easier
management for both administrators and end users.

A2 0)

|4

In a typical situation, voice messages will be synchronized
from the Voice Server to the Mail Server. J

You may also choose to synchronize
Contact and Calendar data between the
two servers along with messages.

Since status is synchronized,
message lights on integrated
telephone systems will also be
accurate no matter where the
message is read or received.

When a voice server integrates with an email server, the data between the two is synchronized, allowing for accurate
information regardless of the point of access. Receiving messages, and any actions performed by the users is
synchronized between the two servers constantly, ensuring that your content is always up-to-date.

Administrators can also customize what will be synchronized. A full synch includes contact and calendar entries along
with messages. If the system has telephone and message light integration, MWI (message waiting lights) will also remain
accurate since the status of messages are synchronized between the servers.

Requirements

Requirements Details

License IMAPCSE License

Software Officelinx/IX Messaging version 9.0 - 10.8
Avaya Messaging version 11.0 or higher
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Server Configuration

Exchange 2013 Integration Non-EWS

Server configuration requires the creation of a superuser account from the active directory that has the necessary
permissions within the Exchange console. Once the account has been made, it must be added to the voice server
configuration, and the channel of communication between the two servers must be established.

Exchange server must also have IMAP enabled in order for Avaya Messaging to communicate properly. Once the
superuser account is ready, enable IMAP for your Exchange server through the command shell.

Exchange 2013 superuser Creation/Configuration

Once the superuser account is ready on Active Directory, create a mailbox for that user in the Exchange environment.

1. As an administrator, create a new user on your network using Active Directory. Configure any Organizational Units or
company policies as required. This user MUST have Password never expires enabled.

Avaya Messaging Feature Description Guide

YourCompany Domain Properties [? e

_7 Remote control

Member Of | Diain |  Envionment

Sessions

Remote Desktop Services Profile

COM+

General | Address | Accourt | Profie | Telephones | Organization

User logon name:

|Exd'Domamr | l‘@ywmnpeny.cnm " ‘
User logon name (pre-Windows 2000):

[YOURCOMPANY! | [ExchConnector |
I Logon Hours... } I LogOn To...

[] Unlock account

Account options:

[] User must change password at next logon

| [] User cannot chanae password
[+ Password never expires

|| Store password using reversible encryption

Account expires

®) Never

O End of: I Thursday January 16, 2020 @ }
[ ok || canc |[ Apy || Hep
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2.

Exchange 2013 Integration Non-EWS

Open the Exchange admin center in a browser (e.g. https://IPaddressOfExchangeServer/ecp). Login with the

Exchange admin credentials. Go to the recipients menu at the mailboxes tab. Click New + Select User mailbox.

—_—

3.
this user.

new user mailbox

® Euisting user

ExchConnector

Mew user

Exchange admin center

resources contacts shared migration

mailboxes groups

recipients

ey B-T- I

User mailbox 1 MAILBEOX TYPE EMAIL ADDRESS

hybrid

Enable Existing user. Click browse and select the user created in above. Provide a human friendly Alias to refer to

A
NAME 4 ORGANIZATIONAL UNIT
ExchConnector performance/Integration

X browse...

More options..

When ready, click Save.
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4. On the mailbox features tab, ensure that IMAP and MAPI are both Enabled.

/5 User Mailbox - Windows Internet Explorer

Super User

general
mailbox usage
contact information
organization
email address

+ mailbox features
member of
MailTip
mailbox delegation

View getails

Email Connectivity

‘Qutlook Web App: Enabled
Disable | View details

IMAP: Enabled
Disable
POP3: Enabled
Disable

MAPI; Enabled
Di

Litigation hold: Disabled
Enable

Archiving: Disabled

Enable

Mail Flow

Deliverv Options

Exchange 2013 Integration Non-EWS

5. Atthe Command Prompt, run the following command lines to attach the necessary permissions to the Superuser
account. Include the alias recorded earlier as a part of the command:

Get-Mailbox -OrganizationalUnit UnitName -ResultSize Unlimited | Add-MailboxPermission -User
ExchConnector -AccessRights FullAccess -InheritanceType All

Get-Mailbox -OrganizationalUnit UnitName -ResultSize Unlimited | Add-ADPermission -User ExchConnector -
ExtendedRights “Send As” -InheritanceType All
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6. To verify the correct setup for the Superuser account, open any other account and go to the mailbox delegation

tab.

Ensure that the alias for the Superuser account is included beneath the listing for Full Access.

/& User Mailbox - Windows Internet Explorer

Test Two

general

mailbox usage
contact information
organization

email address
mailbox features
member of

MailTip

» mailbox delegation

owner.
+ -

DISPLAY NAME

Full Access
The Full Access permission allows a delegate to open
this user’s mailbox and behave as the mailbox owner.

DISPLAY NAME
I Superuser
Exchange Servers

Exchange Trusted Subsystem

7. From the Exchange 2013 Admin Center, go to Servers and open Exchange 2013.

Exchange admin center

recipients servers databases database availability groups virtual directories  certificates
permissions
SN e

compliance management —
organization
protection
mail flow
mabile

public felders

unified messaging

SEIVers I

hybrid

P> EXCHANGE2013

4 | SERVER ROLES VERSION

Mailbox, Client Access

Version 15.0 {~

EXCHANGE2013

Mailbox, Client Access
Version 15.0 (Build 516.32)
Standard Trial Edition
Unlicensed

Enter Product Key

Administrator ¥
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8. Choose IMAP4. Click More Options, and scroll down to find Maximum connections from a single user.
Set this value to 2000.

Avaya Messaging Feature Description Guide

/& Exchange Server - Windows Internet Explorer

EXCHANGEZ2013

general
databases and database
availability groups
POP3

» IMAP4
DNS lookups
transport limits
transport logs
Qutlook Anywhere

(All available IPv4)

Time-out settings
Authenticated time-out (seconds):

[1200

Unauthenticated time-out (seconds):

I

Connection limits
Maximum connections:

[2147283647

Maximum connections from a single IP address:

[2147483847

Maximum connections from a single user:

2000

Maximum command size (bytes):

10240

130



9.

Set both of the IMAP4 services to u

se Automatic Startup.

Open the Windows Server Manager MMC to view the system Services.

Exchange 2013 Integration Non-EWS

If these services are still running, shut them down and restart them for the changes to take affect. Otherwise, Restart

both services.

E. server Manager

File Acton View Help

| A[ElE

ai=

m Diagnostics
Bl &f} Configuration
9 Task Scheduler
7 Bervices
5 WMI Control
& Local Users and Groups
Storage

T Server Manager (EXCHANGE2013)

Windows Firewall with Adve

H=le muw

Name -~ Description [ Status [ startupType  [Logonas |
‘i Microsoft .NET Framework NGEN v2.0. Microsoft Disabled Local System
(i Microsoft \NET Framewaork NGEN v2.0. Microsoft Disabled Local System
+:Microsoft \NET Framework NGEN v4.0. Microsoft Automatic (D... Local System
licrosoft . NET Framework NGEN v4.0. Microsoft ... Automatic (D... Local System
 Microsoft Exchange Active Directory T... Provides A... Started  Automatic Local System
£ Microsoft Exchange Antispam Update  The Micros...  Started  Automatic Local System
£ Microsoft Exchange Diagnostics Agentthat... Started  Automatic Local System
[ Microsoft Exchange EdgeSync Replicates ... Started Automatic Local System
‘4 Microsoft Exchange Frontend Transport  This servic...  Started Automatic Local System
& e el L " E i i P

“Microsoft Exchange IMAP4
. Microsoft Exchange IMAP4 Backend

- Microsoft Exchange Monitoring

icrosaft Exchange Information Store  Manages t...
{4 Microsoft Exchange Mailbox Assistants ~ Performsb...
5 Microsoft Exchange Mailbox Replication  Processes ...

£ Microsoft Exchange Mailbox Transport... This servic...
£ Microsoft Exchange Mailbox Transpart... This servic...

Allows appl...

Started Automatic

Automatic

Local System
Network S

Automatic Local System
Started Automatic Local System
Started Automatic Local System
Started Automatic Local System
Started Automatic Local System

Manual Local System

10. The UC CSE PIM Synchronization Engine service must login and run with the Superuser credentials.

Open the Computer Management console and select Services.

‘A Computer Management

File Action View Help
| HEEH | P E D

A& Computer Management (Local
4 [} System Tools
& () Task Scheduler
v [ Event Viewer
I 3| Shared Folders
1 (%) Performance

UC CSE PIM Syncronization Engine

Stop the service
Restart the service

functionality for PIM object

Services and Applications
1 W Internet Information Se|
. Services

&5 WMI Control

=4 Device Manager £ il
4 23 Storage gssc_r;ptmn: broni £ 4l
9 Disk Management rovides content synchronization B

Description

Provides content ...

Provides content ...

Ststus  Startup Type  Log On As

Started

fm]

Jcvon= s
~ | Services -
More Actions 4

UC CSE PIM Syncronization ... &

Meore Actions »

Extended /{ Standard /

11. Stop the UC CSE PIM Synchronization Engine service.
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12. Right-click the service and select Properties.
Go to the Log On tab, and enable .
Enter the domainname\username and password for the superuser account in the spaces provided.

UC CSE PIM Syncronization Engine Properties (Local Computer) (5]

v JLocal System account

Allow service to interact with desktop

@ This accourt: DomainName\ExchConnec

Password: senee

Corfimn password: || ##eee

Help me corfigure user account log on options

o [t | o

Click Apply and OK when finished.
13. Restart the service.

The new account has been created.
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Avaya Messaging Admin Configuration
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For Avaya Messaging and Exchange to be able to synchronize data, Avaya Messaging must be able to communicate with
the Exchange server using the correct credentials. The superuser account streamlines this process while still enforcing

individual password security protocols on each mailbox.

Adding the CSE Endpoint

TSE IMAP Server ? *
Gl
In order for the Avaya Messaging server to recognize the Exchange server, you must add a ME Server Mare [Googe
new CSE Endpoint entry in the Avaya Messaging Admin > TSE IMAP Server section. INAP Server Adtress [imap gmail com

IMAP Server Port 993

Note: CSE was formerly known as TSE.

Woice Fomat WAV M5 GSM 610 =

IMAP Server Name: This name is for your reference and does impact system

performance.

IMAP Server Address: Enter the server address of the Exchange server.
IMAP Server Port: The port number of the Exchange server. By default, IMAP uses port 993.
Voice Format: From the dropdown menu, select the voice format used when sending voice messages to external

voice servers.

Individual Mailbox Configuration

With the superuser account, you do not have to fully enter the
individual mailbox credentials for IMAPCSE synchronization.

Enable Use Feature Group settings for IMAP then enter the
(this will be the alias for the Exchange account that the
current mailbox will be synchronized with).

Under Storage Mode, select Synchronization.

2 Mailbox -7l
ol | o] x| E] B Wl o] [v] @@=

Note: The user must be an Advanced user to employ
synchronization.

Assign the mailbox to the Feature Group that is going to have the
superuser account credentials.

Save all changes and move onto Feature Group Configuration.

Avaya Messaging Feature Description Guide

Geneffl | Advanced | Maibox Options | Transter Options | Message Options | Motification |
Addilses Synchronization Options \ Locations | Fe-oute CTI Options | Speech Options |

9876: John Carter

¥ Use Featurs Group seftings far IMAP - Ik =

User Mame [Johnc@erbmusi:.c.. I IMAP Language  |English -
VPt [ Stoege ok [Gmehroniaston <G
Confirm Pagsword Woice Fomat Default -

IMAP Server E-mail johnc@erbmusic.co

Last Synchronization Time
Inbox r

5]
Calendar ,7

Contacts

Summary Yiew >53

24 Mailbox [ |
| @@ x| @] uld]r]|n| @)

Synchronization Options | Locations | Re-taute CTI Options | Speech Options | Language Options |
General Iadvanced} Mailbax Options } Transfer Upl\ons} Meszage Options ] Holmcalmn] Agdlessesl

22 8876: John Carter

Mailbox Number [3876
Last Mame  [Cater IFeatuleGloup [i: Default Users | J
FistName  [John Oigarizationsl Unit | -]
Gender [Mae =] Accowntfoe [
Current Default Phone Address Vaicemal Password

Intemal Extension: Password |

9675 Confim _ Foo

Password

Application User
User Name ||carlel@erbmuslc.com F'asswmdl ““““““““

Confirrn
Password

Summary View >53
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Feature Group Configuration

The Feature Group plays a key role in IMAPCSE synchronization by
providing the necessary credentials. From the Synchronization
Options tab, configure the settings as follows:

IMAP Account: Enter the user/service account created in step 3
above. Include the complete user@domain.com (e.g.
administrator@yourcompany.onmicrosoft.com).

Account / Confirm Password: Enter the super user/service
account password from step 3.

IMAP Server: Type in the name of the IMAP TSE Server created in
the previous step (e.g. OfficeMail365).

Calendar Mode: If calendar synchronization is required, select
Sync with Mail Server Calendar from the dropdown menu.
Otherwise, select None.

Synchronization Settings: Set these options to specify which
information will be synchronized between servers.

Save all changes and proceed to Registry Settings.

1. Test the connection to verify the work this far. Launch the IMAP Tester utility from Start > Avaya Messaging.
window.

Double-click on the Superuser account to open the

== IMAPTester - Total mailboxes: 1f1 »

° File Edit View Tools&Tests Help

DEE sRBES 2 1 .M KIS S LN & QI

Exchange 2013 Integration Non-EWS

# _Feature Group HE
Feature Group
o %= B o] |n]

General | Storage Options | Malification Options | Transfer Options | Transfer Types

Mailbox Dptions | Message Options _ Sgnchionization Dptions I DID Properties | Speech Options

mi 1: Default Users

MAP Account  [administrator@poure

Colendar bode [ 3ymc vith bl 5 =

Mas Connections |5

J¥ Custam folders ™ Update Message Status From

[ Contacts

onfirm Password lP Max Mo Of Logons |5—
MPServer  [DfficeMai3ss | v| f SendURL [More =]
- Spnchronzalion Seting:

[V Inbax folder Syne priority Im

¥ Cal History Mzgs per Spne Cycle |m

¥ System folders TSE Location [ =

——

ISETES

L:J-';I 1: Default Mbx | Name | Comp | FG | Username Server/SSL/BES

g L/ 1: Defauit Users [IMAP: 1T}

)1 1000

1 etbmusiclocalsuperusertiohne 255123 234 DMM

2/2: Phantom Users [IMAP:0 /"
3/3: Share Extension [IMAP:(
4/4: Guest User [IMAP:0/Totz
5/5: Queving Users [IMAP:0/"
6/6: Imap TSE Maximum [IMA
7/7: Imap TSE Medium [IMAP:
8/8: Imap TSE Minimum [IMAF
9/9: Integrated Users [IMAP
10/10: Standard Users [IMAP

2. Click Verify to run the test.

=loix|
1000: (0/0]
Usemame
Storage mods =l i gi240ma x|
IM&P Server I D
IMAF Fart [143 I~ TLS/55L NS
Language [[nknown =
Fiesult
e — | 0
| [ e
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If successful, the result will include the entry for OK LOGIN completed.

[ 1000: [0/0]

=lolx|

Usemname |erbmus\: localsuperusenjohne

] Imfmwwmﬂm

= e =]

Storage mode

IMAP Server | ]
IM&P Pt [143 ] L
Language [11 ko |

Flesult

14:04:15.827 - Connecting

14:04:15.833 - * OK The Miciosoft Exchange IMAP4 service is ieady.

14:04:15.835 - ? CAPABILITY

14:04:15.837 - * CARABILITY IMAPS IMAP4rev1 AUTH=PLAIN STARTTLS LIDPLUS CH
g o

15890 2| coie cineor o) |

m—
14:04:16.151 - 2 0K LOGIM complsted.

14:04:16.153 - # SELECT INBDX

14:04:16.165 - * SEXISTS* 0 RECENT® FLAGS [\Seen Winswered YFlagged \Deleted 40|
|5 ——| B

I LI Send

Registry Settings

In order for Avaya Messaging to manage communications with the Exchange server,you o
must manually add a registry value on the Avaya Messaging server. Run the registry

editor by typing regedit from the Run command.

Browse to
Create a new DWORD Value entry in this location.

Registry Editor

Fle Edt View Favortes Help
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Type the name of a program, Folder, document, or
Inkernet resource, and windows will open it For you.

en: | regedit

L 1

=

Cancel | Browse.. |

—— ST HESY =] [iame Type [ Data I
20 ums [@BYiDefauty REG_SZ (walus nat set)
{1 DBtWatcher (R cPUMax REG_DWORD  0x00000000 (0)
{0 Featuresinstalied [aB]LagFilemame REG_ST CUCILOGS IMAPTSELTSECACHEY fYYMMDD, Ext
=0 maeTse (B8] agFiker REG_DWORD  DxFFFFFFFF (4204967205)
= Eﬂe [R]LogLevel REG_DWORD  0x00000003 (3)
P B]primery ner mrnn ononnnns 14
S | SI;Z:: [RProcesscert Ly :
2 UmsT String Yalus
a (B rsEHPPTHRD D
{3 unifiedUtl 4
0 WFormat 78] TseHPPTIME
~{_] VoiceServerInstall Multi-String Yalue
3 vPIm Expandable String alus
{23 UMsLicense
P =

My ComputeriHKEY_LOCAL_MACHINE\SOFTWARE! Generic|UMS|IMAPTSE Cache

Name the entry DefaultExchangeVersion and assign it a value of 8.

Registry Editor

The new registry entry will appear in the Registry.

Fle Edt View Favortes Help

Edit DWORD Yalue

Walue name:

[7]x]

|DelaullExchange\/erslon

Value data:

Baze
g @ Hewradecimal
" Decimal

. Lo X . {0 INST_cHECK =] [ame Type [ Deta
Proceed with Certificate Configuration. oums T REGSz  (value ot seD)
(] DBWatcher R cPumax REG_DWORD 000000000 {0}
{0 Festuresinstalied [aB]LogFilename REG_SZ CAUCILOGS|TMARTS. .
=00 maeTse [R¥LagFiker REG_DWORD  OuFFFFFFFF (42049672...
: A Cache [#]LogLevel REG_DWORD 000000003 (3)
CI E‘;::m [ Primary REG_DWORD  0x00000001 (1)
3 snonch [BProcesscert REG_DWORD 000000000 (0}
W=y e8] rsEHPP REG_DWORD  0x00000001 (1)
23 unified R TSEHPPTHRD: REG_DWORD 000000001 (1)
1 Veormat [BE]TsEHPPTIME | REG_DWORD  Dx00001355 (5000}
WL e —— [RDefauitExchargaversion | REG_DWORD  0xDO00DOOS (B)
3 veim
{21 UMsLicense E
[y ComputerHKEY_LOCAL_MACHINE\SOF TWARE\Generic| UMS|IMAPTSE| Cache Y
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Certificate Configuration

In order to ensure that the communication between Avaya Messaging and the Exchange server is not interrupted by
security measures, install the certificate from the Exchange server computer on the Avaya Messaging voice server. For a
site using High Availability, install the certificate on the Consolidated Server, and on all Remote CSE servers.

The simplest way to achieve this is to access the OWA (Outlook Web App) web page for Exchange on the voice server.

Note: This procedure may vary depending on the way in which you have the domain servers configured.
The goal of this process is to add the Exchange server as a trusted PC on the Avaya Messaging server
computer, which can be accomplished manually by the system administrator.

1. Open the Internet Explorer web browser, then navigate to your company's OWA web page
(e.g. https://111.222.1.0/owa).

2. Inthe title bar, click the certificate error tab.
O [inememEs || @ outtook

3. Click View certificates.

I@' Certificate Invalid
The security certificate presented by this
website has errors.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

I Wiew certificates I

4. Click Install Certificate to launch to certificate wizard.

wa Certificate x

General Details Certification Path

@R Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: FredAWS-Ex2019

Issued by: FredAWS-Ex2019

Valid from 2013-06-10 to 2024-06-10

Install Certificate...  Issuer Statement
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5. Enable Current User and click Next.

& &* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revacation
lists from your disk to a certificate store.

A certificate, which is issued by 2 certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
conmections. A certificate store is the system area where certificates are kept.

Store Location

@) Current User @

() Local Machine

To continue, dick Mext.

6. Enable Automatically select the certificate store based on the
type of certificate then click Next.

& L¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

== ® sutomascally seect the certicte sore based on the type ofcercate
(O Place all certificates in the following store

Certificate store:
[oromse... |

] (o]

7. Confirm that the information is correct, then click Finish.

& L4 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

Certificate Store Selected Automatically determined by the wizard
Content Certificate

8. The following popup confirms the import was successful.

Certificate Import Wizard *

Click OK. o The import was successful,
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9. You will be able to confirm the status of the certificate through this window.

wh Certificate x

General Details Certification Path

Note: Ensure that the domain server is also certified, not just the B
Exchange server. =] rreanis B0 |

The certificate configuration is now complete. Restart the servers to ensure that
the services are properly initialized.

View Certificate

Certificate status:
IThis CA Root certificate is not trusted because itis not in the Trusted Root
Ci

ertification Authorities store.
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Contact and Calendar Sync

Once you have configured the IMAP CSE server with your mail server, you will be able to select the degree of
synchronization from the Feature Group. Ensure that you verify all of the information so that users do not lose any
calendar, contact or message data during synchronization.

Warning: As a precaution, backup the calendar and/or contact events of your users before proceeding
with the contact and calendar synchronization.

Note: If you did not install the Exchange MAPI component during the initial Avaya Messaging installation,
you must do so manually now by running the ExchangeMapiCdo.msi file from MSExchange folder on
Avaya Messaging installation DVD. This is a required component for contact and calendar synchronization.

Windows Configuration

The Superuser account must be configured as a local administrator on the voice server computer. It must also be set to
run the UC TSE Cache Manager service.

In Windows, right-click the Start menu and choose Computer Management.

Apps and Features
Power Options
Event Viewer
System

Device Manager

Network Connections

Disk Management

Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

# Desktop

Go to System Tools > Local Users and Groups > Groups. Double-click Administrators.

A& Computer Management
File Action View Help
s n@mXE= BE
& Computer Management (Local) Name Description
v il System Tools
(2 Task Scheduler
{3 Event Viewer

Bl Access Control Assista..._IMembers of this qroup can remotely query authorization attributes and permissio...

dministrators Administrators have complete and unrestricted access to the computer/domain

&) Shared Folders &%/ Backup Operators Backup Operators can everride security restrictions for the sele purpose of backin...
« ¥ Local Users and Groups &f(ﬁftiﬁ(ate Service DC... Members of this group are allowed to connect to Certification Authorities in the e...
o & Cryptographic Operat.. Members are authorized to perform cryptographic aperations.
“ Groups &/ Distributed COM Users  Members are allowed to launch, activate and use Distributed COM objects on this...
() Performance % Event Log Readers Members of this group can read event legs from local machine
& Device Manager I Guests Guests have the same access as members of the Users group by default, except fo...
£8 Storage B/ Hyper-V Administrators Members of this group have complete and unrestricted access to all festures of H...
U Windows Server Backup 115 IUSRS Buitt-in group used by Intemet Information Services.,
& Disk Management .%-Ne'twurk Configuratio.. Members in this group can have some administrative privileges to manage confi..
s Services and Applications 8 Performance Log Users  Members of this group may schedule logging of performance counters, enable fr...
S Perfarmance Manitnr__Memhers of this arnun can access nerformance caunter data Incall and remot el
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4.
pane.

Administrators Properties

L -

Generel
Deescription; Administrators have complete and unrestricted access
to the computer/domain
Members
&=Administrator
H2, SUPPORT\Domain Admins
& SUPPORT Hauser <_
0R Tsuperuser
Changss to a user's group membership
Add Remove are not effective until the next time the
userlogs on

From Windows Server Manager > Services, double-click on the

Exchange 2013 Integration Non-EWS

Ensure that the Superuser account created has the proper permissions on the Windows environment.

service in the right-hand

On the Log On tab, enable the This account button and enter the credentials for the superuser account in the
spaces provided.

The typical format will be domain\super_user_name.

File View

Lt

Server Manager
3 Roles
Features
3 Diagnostics
= {f! Configuration
Task Scheduler

5

(. lservices
@ WMI Control
1 &% Local Users and Groups
| Users
1 Groups

[ storage
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Windows Firewall with Adve

£ UC Assist Service
£ UC Background File Organizer
£5UC Background Task Manager
. UC Business Layer Service

UC Gateway

i UC IMAPServer

% UC LDAPConnector

£ UC LicenseXML Service

£ UC POP3Server

£ UC Remote Printer

£ UC Service Recovery Manager
£ UC SMSConnector

%4 UC TSE.Net Contacts/Calenda...
1 UC TSE.Net Service

£4.UC Unified Messaging System ...
£ UC VPIMServer

£4:UC Web Access

£, UPnP Device Host

£ User Profile Service

£+ Virtual Disk

Manual

Started Automatic
Started Automatic
Started Automatic
Provides a...  Started Automatic
Disabled
Disabled
Started Automatic
Disabled
Started Automatic
Started Automatic
Disabled

Synchroniz... Manual
Synchroniz... Manual
Started Automatic
Started Automatic
Providesa ... Started Automatic
Allows UPn... Disabled
This servic...  Started Automatic
Provides m... Manual

Local System
Support\Hauser
Support\Hauser
Local System
Local System
Support\Hauser
Local System
Support\Hauser
Local System
Local System
Local System
Local System

s
Local System
Local System
Support\Hauser
Support\Hauser
Local System
Local Service
Local System
Local System

X
g on as:
ocal System account
™| Allows servite t interact with deskton
+ This account: ISUDDN\EUDH\JEH Browse
Password |...............
Corfim password fi[* .
Help me confiqure user accourt log on options
ok | Cancel Apply

140



Avaya Messaging Configuration - Feature Group

Exchange 2013 Integration Non-EWS

Feature Group configuration requires changes on two tabs; Synchronization Options and Mailbox Option. You can
define exactly what is going to be synchronized for the users from these two sections.

From the Synchronization Options tab, you can specify which
messages are going to be synchronized between the servers.

Enable Contacts if you wish to enable contact synchronization between

the two servers.

To enable calendar synchronization, select

dropdown menu.

The other fields, such as Inbox Folder, are used for message
synchronization between the servers. Refer to the message integration

section for details.

From the Mailbox Options tab, enable Change Location to allow an
event on the mail server calendar to automatically change the UC

location of the user.

al -2 [
Feature Group
| X|6&| @ ]« |v]n]

General | Storage Options | Wotfication Options | Transfer Options | Transfer Types |

Maibes Options | Message Options | Sinchiahizafion Uptions ¥ DID Praperties | Sgeech Options |

mi 1: Default Users

IMAP Setti
ene Mail Server
IMAP Account

Aceount Password Max Connections 3
—

Confim Password |

Max Mo Of Logons |3

IMAP Server | | SendURL Mane hd

Message Sync Source Settings
Agcount

Password ,T

Messsge SyncSource | ] ConfimPassword =

Syfichronization Settings

Iv Call History
[# System folders
[¥ Custom folders
v Contacts

Sunc priority Medium i
Msgs per Sync Cycle (10
TSE Lacation =]

Overvide Local Directory Images With |All remote directory images, including non-esisting v |

 Feature Group B
Feature Group
(@ B ] |r]n]

Genersl | Storsge Dptions | - Notfisstion Options | Transter Options | Transter Types |

m 1: Default Users

| Message Dptions | Synchionization Dptions | DID Froperties | Speech Options |

Settings available for the user far mailbax configuration

I Distribution Lists
[~ Modify Public Distribution List
[ Multilingual

™ Record &ll Incoming Calls
Iv Record Conversation
v Wakeup Call

[ Wiew Geo Location Data

Settings activated by the Administrator

[ Allow Live Reply-Call Back
[~ Allow Multiple TUI Access
v Directory

[ Donat check Passwords

[ LanTak

[~ Press Star ta Login to Anather Maibox
[ Shared Extension

[ WebAccess

[V Ask for Password [Inband Login) v WebClient Messaging

¥ Forced Tuterial
[ Guest Mailbox
[ Hide on Send List

[~ Disallow Embedded Lagin
Iv web Tutarial

By customizing these settings you can easily segregate calendar and contact synchronization along with message
synchronization when enabling features for your users, allowing you to control exactly who has access to certain

features.
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User Guide

Once calendar and contact synchronization has been enabled, all transactions occur on the server in the background, so
you do not have to configure anything on your own. Use your mail server as you normally would, and any calendar or
contact entries will now be mirrored in your Avaya Messaging mailbox as well.

The following is typical behavior for synchronization so that you can understand exactly how your calendar and contact
entries are being handled by the servers.

Note: All of the calendar events and contacts from your mail server will be copied into your Avaya
Messaging mailbox as soon as the administrator finishes configuring the systems.

Note: Backup your calendar events and contacts periodically as a precaution.

Calendar Synchronization

When you create a calendar entry in Outlook, or most other

email programs, the same entry will appear in your Avaya © @ August 19, 2019 et Clenda £
Messaging mailbOX. Click here to enable Instant Search
19 Friday
The time and date of the meeting is automatically sent to the |
Avaya Messaging mailbox. By default, the location for these — J
events will be marked as Meeting. You may change this :
manually through Web Access, or in the case of Outlook, you 300
may utilize the iLink Pro Desktop tool bar to assign a specific |
|OcatIOh tO the eVent. . Show tasks on: Due Date start Date Due Date Reminder Time ¥
Contact Synchronization £ conmes
[Click nere to enable Instant Search |
{123
When you create a contact entry from Outlook, the entry will be copied into your C“”“T“ic -
Avaya Messaging mailbox. N o
el
p-r
IE
-] 5
Contact information is automatically sent to the Avaya Messaging :
mailbox. o) ) = [0 [ 7

£ Test Comact tostg@tosi com
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MS Exchange Performance Considerations

Microsoft (

server performance.

Exchange 2013 Integration Non-EWS

) advises that a large numbers of items in folders can decrease the
speed of operations in Exchange. This table shows the maximum number of files recommended per folder for optimum

Items in Folder Exchange 2003 Exchange 2007 Exchange 2003
Messages . <20000 <100000
. <5000 combined
Contact and Calendar Entries <5000 <10000
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Reconfiguring Synchronization Components for IMAP

Once the installation has been completed, verify that the system configuration files are set to use IMAP. This should be
done on all servers running CSE: The voice server in a single server environment, the Consolidated server under HA, and

all remote CSE servers operating.

Note: The CSE.exe.config file is used with message synchronization, while the CSE.PIM.exe.config is used
for contact and calendar synchronization.

1. Open the UC/UCCSE folder on the program installation drive.

Home  Share  View v @9
®© - 1 ‘_;, + ThisPC » Local Disk (C) » UC » v c,| | Search UC ) |
 — !\Emi_ 2 Date modified Ty_pe ) Size ’:
[ Qe i ye——
& s ) p
£ hwad ghimio JUET S
R r— =
- T T .
& Tty [ ——
£ Duarrne B tagerns
as 2
& W 4 s
P T —
B e b Pataman
_:> &4 Local Disk (C:) J SuCanng
B e
b WD g
- s L e
L wul
& Sewy
Ji & emntiony
b B
R e & A RO
I.},UCT 2/12/20198:46 AM  File folder
118 items 1 item selected

2. Within the folder, open the CSE.exe.config file in a text editor such as NotePad.

Home  Share  View ]
®© « 4 [l » ThisPC » Local Disk (G} » UC » UCCSE v o| [ searchuccse A
— Name = Date modified Tine e B
[ T % U s i1
RS LR T4 T 3
e ) G 0 - " o n
1 (1 S0 w4y ! “ |
L R % CHE Rl b . i
-y LRe o o ¥ " "
Tt Lags ¥ + s "
B Tt | 7] CSE.exe.config 1/17/201812:55PM  CONFIG File aKe
& Wi % U il i PR— "
b henunes U A 1
B Vel CRE T i
£, Local Disk (C) & G- o
L e “
O a0 I
w O3 NET (k1
7 - “
4 B e ity i "
RS T T R - if #
S T ot
L Re 2 E
LR & " i
6litems 1 item selected 220 KB =
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3. Scroll down to find the following lines (UseEWSIMAP):
<setting name="UseEWSIMAP" serializeAs="String">

<value>True</value>
</setting>

File Edit Format View Help

Exchange 2013 Integration Non-EWS

Asatling e Tessapesd FIlert st TiBys " serlallsebes"Wring'»
cvalams Lo emlamy

Stting

CTLing mames'Vetiagesd | 1ter Talenlndy” torlallzabe"Mriag'
crploe s e Cealaer

et Langy

coetting sames gl anmed § bancPertec ot serlalisabes S tag’y
v L vl v Dy

frring

caetting sumes"Topitremrecess ingTivente " serialfsedes"Serings
cvabom ol fralamy

et bagy
CEETTRNE Ames telMel LT sev lallielee Mo bag s
wwn b foued fealaey

<setting name="UseEWSIMAP" serializefs="String">
<valuesTrue</value>
</setting>

tealamol giree Cealemy

et hagy

atpog summes Tl sty Fotbpn © e bl f ke e bag 'y
b s W Crplams

CEETTENG

Aetting sames Vel WilraptOelts’ corlallsabes"Yring'»
cvnlam o f oy Cenlans

et iagy

CESTLing sames"TAllrighingtyPell" serlallzale="Nriag"
LR R L R e

Verify that the Value is set to True. If the value is not True, change it and save the file.

4. Within the UCCSE folder, open the CSE.PIM.exe.config file in a text editor such as NotePad.

B & B vecse

Home Share View

w4 [ v ThisPC » Local Disk (C) » UC » UCCSE v e

Search UCCSE

rop— Name Date modified

L e
SRS T
E e
LS T p——
e
L Ee
F e
& i LT iy
& W s
& Povm e TR
LR | s
&, Local Disk (C:) 1 C i an
Lt
s T .
4 CHEaER o
W - i

Type
CNTT—
Faugiies o mfisesn
bangtie Wi
i i
dnopile: ot mtisssn
baprgihe A deriane
Fnpagile: whoiet
Tt
Futng i W getrane
Sprpits
bpedite
St
bpapibe
s
S

it Wi

[ CSEPIM.exe.config 2019-05-21 433 PM

COMNFIG File

1 R o1 4 1D B A

L O1R Sl A D B

s HTk A% 33 B Ao

s e L TR R R
1 iten selected 4.69 KB
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Scroll down to find the following lines (UseEWSIMAP):
<setting name="UseEWSIMAP" serializeAs="String">
<value>True</value>

</setting>

<setting name="UseEWSIMAP" serializeAs="String">»
<walue>True</value>
</setting>

Verify that the Value is set to True. If the value is not True, change it and save the file.

Restart Services

Before continuing, stop and restart the following services:

e UC Content Synchronization Engine
e UCCSE PIM Synchronization Engine

This will force Avaya Messaging to immediately update its systems. Otherwise, there will be a delay before the changes
become active.
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Guidelines

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.
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Introduction

Avaya Messaging and an Exchange server are able to integrate through the IMAPCSE services, providing a truly unified
messaging experience. Once the configuration is complete the servers communicate and synchronize all data among
themselves, eliminating the need for you to constantly manage multiple locations.

Each user's Exchange credentials are stored within the Avaya Messaging mailbox, allowing the server to synchronize
messages to and from the Exchange server. End users can manage their credentials through Web Access. Administrators
may also manage credentials from the admin console.

Visual Guide

AR <

Data is synchronized between the Voice and Mail servers.
Message status and deletions are synchronized almost instantly
between the two, allowing a single message store for easier
management for both administrators and end users.

IO

In a typical situation, voice messages will be synchronized
from the Voice Server to the Mail Server.

You may also choose to synchronize
Contact and Calendar data between the
two servers along with messages.

Since status is synchronized,
message lights on integrated
telephone systems will also be
accurate no matter where the
message is read or received.

When a voice server integrates with an email server, the data between the two is synchronized, allowing for accurate
information regardless of the point of access. Receiving messages, and any actions performed by the users is
synchronized between the two servers constantly, ensuring that your content is always up-to-date.

Administrators can also customize what will be synchronized. A full synch includes contact and calendar entries along
with messages. If the system has telephone and message light integration, MWI (message waiting lights) will also remain
accurate since the status of messages are synchronized between the servers.

Requirements

Requirements Details

License IMAPCSE License

Software Officelinx/IX Messaging version 8.5 - 10.8
Avaya Messaging version 11.0 or higher
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Server Configuration

Exchange 2010 Integration

Server configuration requires the creation of a superuser account from the active directory that has the necessary
permissions within the Exchange console. Once the account has been made, it must be added to the voice server
configuration, and the channel of communication between the two servers must be established.

Exchange server must also have IMAP enabled in order for Avaya Messaging to communicate properly. Once the
superuser account is ready, enable IMAP for your Exchange server through the command shell.

Creating a superuser from Active Directory

A new user account must be created before it can be setup as a superuser with the necessary access privileges.

From the active directory, create a new user.

The user name can be anything.

For this guide, we will be using “super_user” as the user name and
“perf.local” as the domain within which Exchange 2010 is installed.

Note: Change the domain and user name to match your network’s
requirements.

Ensure that Password never expires is enabled.

Since this password is applied to the Feature Group, an expired password
means that all mailbox accounts associated with that Feature Group will
not be synchronized until the password is reset.

Confirm the information then click Finish to add the user.

Avaya Messaging Feature Description Guide

New Dbject - User x|

ﬁ Create in:  pour_domain.com/IMAP TEST USERS

First name: IsupeLuser Initials:

Last name: |

Full name: Isupel_user

User lngan name:

[fper_user | @voun_domain. com -

User logon name [pre-Windows 2000)

| your_domain's Isuperﬁuser

< Back I Mext > I Cancel |

New Dbject - User x|

g Create in:  pour_domain.com/IMAP TEST USERS

Password: |

Confitm password: |

™ User must change password at next logon
™ User cannat change password
¥ Password never expites

I~ Accountis disabled

< Back I Mext > I Cancel |

New Dbject - User x|

ﬁ Create in:  pour_local.com/IMAP TEST USERS

‘when you click Finish, the following object will be created:

Full name: super_user =
User logan name: super_user@your_domain.com

The password never expires.

]

<Back | "Finish Cancel |
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4. After the user is created, ensure that it is a member of a group with the

2
necessary access. | I =T =
Remote control | Remote Desktop Services Profile
o . | PeronalVituslDesktop | COMe | UNIX Atbutes
The correct group to join may vary from system to system, but the key is to General | Address | Accourt | Proie | Telephones | Organization  Member OF
ensure that this user has full administrative access to the Exchange server. ool
Name | Active Directory Domain Services Folder |

Domain Users  your_domain.com/lsers

Proceed to the Exchange 2010 configuration after the superuser account is ready.

Add Remove

Primary group: Domain Users
There is no need to change Primary group unless
SetPiman Giouy | o, have Macintosh cierts or POSIX-compliant
applications

OK I Cancsl Sl Help
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Exchange 2010 superuser Creation/Configuration

Once the superuser account is ready on Active Directory, create a mailbox for that user in the Exchange 2010

environment.

Create a new User Mailbox mailbox from the
Exchange 2010 Management Console.

When prompted, choose Existing User.
Click on the Add button.

In the popup window, select the superuser account that
was previously in the Active Directory.

Click OK to add that account to the list of new mailboxes.

Click Next to continue.
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e

[ Introduction
1 User Type
I Mew Mailbox

J Completion

Help

l“‘» New Mailbox

Introduction
This wizard will guide you through the steps for creating a new mailbox, resource mailbox.
linked mailbax and mail-enabling an existing user.

Choose mailbox ype,

This mailbox is ovined by a user to send and receive messages. This mailbox cannot be
used for resource scheduling

€ Rgom Maibox

The oom mailbox is for 1som scheduling and is not owned by & user. The user account
associated with resouice mailhox will be disabled.

 Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not avwned by a user. The
user account associated with the resource mailbox wil be disabled,

" Linked Mailbox

Linked mailbaox is the name for a mailbox that is accessed by a security principal user] in
3 separate, tusted forest.

Bk [[ News | | caneel

- af

Ry
1 Introduction
[ User Type
[ Mew Mailbox

- Completion

Help

l‘fﬂ New Mailbox

User Type
Y'ou can create a new user of select existing ugers for whom pou want to create new
mailboses.

Create mailboxes for.
€ New usar

& Existing users:

g K

cBack [[ News | | caneel
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Select the correct database and change any other settings
that are required by your system configuration.

Confirm the information then click New to create the
mailbox.

The superuser account has been created.

Click Finish to exit the wizard.
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I Introduction
1 User Type
[ Mailbox Settings

J Mew Maibox

] Completion

'l‘l» New Mailbox

Exchange 2010 Integration

Mailbox Settings
Enter the alias for the maibox user. and then select the mailbox location and policy settings

Blias.

Maibio: database:
| Browse

™ Managed folder mailbox paligy:

| Browse,,

™ Exchange ActiveSync mailbox policy

| Bronise..

£3 Managed custom folders are a premium feature of messaging records management.
Mailbaxes with policies that include managed custom folders require an Exchange
enterprise client access license (CAL).

cBack [[ News | | caneel

Ik New Mailbox

D

1 Introduction
I User Type

I Mailbox Settings
[ New Mailhox

I Completion

Help

New Mailbox
Wwhien pou click Mew, the following mailbox will be created.

Configuration Summary.

o super_user S

Alias: super_user

Server: Exch2013

Storage Group: First Storage Group
Mailbox Database: Mailbox Database

Select Cirl+C to copy the contents of this page.

cgack [[ Hew Cancel

<llh  New Mailbox

RS

I Introduction
1 User Tupe
1 Maibox Settings
1 Mew Mailbox
1 Completion

Help

Completion

The wizard completed successfully, Click Finish to close this wizard.
Elapsed time: 00:00:01

Summary: 1 item(s). 1 succeeded, O falled.

(o super_user

Exchange Management Shel command completed:
Enable-Mailbox -Identity 'your_domain.com/AMAP TEST USERS /super_user' -Alias
‘super_user -Database 'Exch20134First Storage GroupiMaibox Database'

Elapsed Time: 00:00:01

Select Cirl+C to copy the contents of this page:

gk [[ Fnsh | | canesl
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8. Inorder for a superuser account to
properly manage all messages, you must
allow a higher number of connections
than there are by default.

Open the IMAP4 Properties from the
Client Access section.

9. From the Connection tab, set

Fle Action View Help

Exchange 2010 Integration

Exchange Management Console

+ = | Bn 2

£3 Microsoft Exchange
[#]-422] Organization ConFiguration
£ 5 Server Configuration
T Mailbiox
----- 2 Client Access

¢ Hub Transport

i Unified Messaging
-, Recipient Configuration
58 Toolbox

L

Maximum connections from a single user to

10. From the Retrieval Settings tab, set Message MIME format to

Click OK to save your changes.

Now that the superuser account is ready, prepare the Exchange 2010 server for
integration and apply the correct administrative rights to the superuser

account.
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E. client Access

¥ Create Fiter

Name_~ [ Role [ wersion [ outlook Anywhere Enabled
=, 2007DC Hub Transport, Client Acc...  Yersion 1 (Buld240.6)  False
2 2007DC

Outlook Web Access | Exchangs ActiveSync | Offfine Address Book Distribution  POP3 and IMAP4

Protocol Mame: =

IMAP4 Properties
General | Binding | Athentication  Connection | Fietieval Setings |

Time-out Settings

Authenticated time-out [seconds]:
Unauthenticated tims-out [seconds);

Connection Limits

Marimum connections: 2000
pagimum connections from a single [P address: 2000
| Mavimum conriections from 2 single user 1000 1
‘ taximum command size (bytes) 10240

Command R elay

Proxy target port 143

ok | Cocel | gpob | Heb |

General | Binding | Authentication | Connection Retrieval Seftings |

Message Retrieval

Message MIME format:
k|

Calendar Retrigval

@ iCalendar
€ Intranet URL
€ Intemet URL
 Cugtom
URL of Outlook Web App server:

5} oK I Cancel Znply Help
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11. The UC CSE PIM Synchronization Engine service must login and run with the Superuser credentials.

Open the Computer Management console and select Services.

‘A Computer Management

4 4 Services and Applications
i+ | Internet Information Sel

(. Services
&5 WMI Control

5 i i B 4 0 4

{#3 UC CSE PIM Syncronization Engine

£2UC CTIManager

Provides content ...

Started

Local System
Local System

fm]

File Action View Help
e >FEHo= HE »mnw
& Computer Management (Local i Actions
4 i} System Tools 5 e 5
Wf é e UC CSE PIM Syncronization Engine  Name Description Status  Startup Type  Log OnAs ~ | Services =
- More Actions »
b [ Event Viewer Stop the service =
b @i Shared Folders Restort the service g - = UC CSE PIM Syncronization ... &
I (%) Performance - v wosss — "
=4 Device Manager Gh i Besg - B— Hhe More Actions 3
4 83 Storage Description: ‘ “ -
L o Provides content synchronization Py
= Disk Management functionality for P;IyM object £ UC Content Synchronization Engine Provides content ... Boot Local System

Extended ,(Standard]'

12. Stop the UC CSE PIM Synchronization Engine service.
13. Right-click the service and select Properties.
Go to the Log On tab, and enable This Account.
Enter the username and password for the superuser account in the spaces provided.

UC CSE PIM Syncronization Engine Properties (Local Computer]

General | Log On | Recovery | Dependencies

g on as:
W Local System account
Allow service to interact with desktop

Browse..

@ This accourt: superuser
Password: senes
Confim password: || sesee

Help me corfigure user account log on options

==l

foly |

Click Apply and OK when finished.
14. Restart the service.
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Exchange 2010 Shell Configuration

Since only simple actions are available through the GUI, continue the configuration through the Exchange Management
Shell.

B8 Machine: ex | Scope: perf.local

WYelcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmd s get—excomnand

Cmdlets for a specific role: get—help —role M= or »*Mailhox»

Get general help: help

Get help for a cmdlet: help <cmdlet-name> or <cndlet-name> -7
Show quick reference guide: quickref

Exchange team blog: get—exhlog

Show full output for a cmd: <cmd> | format—list

Tip of the day #i1:

Pushd and Popd work the same way in the Exchange Management Shell as they do in
cnd.exe. Type:

Pushd <location>

[P8]1 C::\Documents and Settings\imaptsel

Note: <> represents a single space in the command.

Configuring the IMAP server

All IMAP server settings may be viewed by typing the command:

For integration with the IMAPCSE, you must execute this command to change the way in which logins are handled by
IMAP.

By default, the IMAP server daemon is disabled in Exchange 2010, so you must turn it on manually. You must configure
the server so that the IMAP services are always started automatically for server restarts.

Start the IMAP Service

At this stage, the IMAP service will be running, and it will start each time the computer restarts.

To test this, open a command prompt (Windows prompt not Exchange Shell) and enter telnet<>serveriP<>143. You
should see the banner reply. You may also verify the procedure by checking the status of the service.

rosoft Exchange IMAaP4 Provides Intermet Mes...  Starked  Aukomatic Loca
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IMAP Enabling All Existing Mailboxes in a Store

If the mailboxes within your Exchange server do not have IMAP enabled, you

£
can use the following commands to enable the feature for the mailboxes. You fosourt | wemberll | Edelasdeses |
may confirm the status of the feature by opening the mailbox properties, then ET,T;]ZLKSLMESE""f'im“ufda‘.'F.Mi'f.ﬂiia"dph”"a e
going to the Mailbox Features tab as shown here.
4 Properties. . |0 Enable Disable
) - - ) Feature | Status
Note: All mailbox accounts that require IMAPCSE synchronization must 10utiaok web Access  Enabled
Exchange ActiveSyne  Enabled
have IMAP enabled under Exchange. (5] Urifisd Msssaging Dissbled
I MAP| Enabled
JLST =] = Lrablad
L IMaPY Enabled ||
IMAP Enabling All Users
) ) Description
Get-mailbox<>| <>Set-CASMailbox<>-ImapEnabled:$true Notem seected
This command gets each mailbox and pipes it into the
command sequentially.
oK Cancel Apply Help

IMAP Enabling a Single User
Use this command to individually enable IMAP on each user.
Set-CASMailbox<>%mailbox%<>-ImapEnabled:$true

The variable represents the mailbox account name for which you want to enable IMAP.

Configuring Permissions for the superuser Account

The following commands will give the superuser account permission to logon to all user's mailboxes. There are two
separate commands needed; type the first, hit enter, and then type the second.

In both cases, the %superuser% variable represents the domain and superuser account you have created in the

previous steps. For example, if the superuser’s user name is SUPER_USER, and the domain is COMAPNY.COM, enter
COMPANY\SUPER_USER in place of %superuser%.

Command 1

Get-Mailbox<>|<>Add-ADPermission<>-User<>'%superuser%'<>-ExtendedRights<>'Send-as'<>-InheritanceType<>All

Command 2
Get-Mailbox<>|<>Add-MailboxPermission<>-User '%superuser%'<>-AccessRights<>'FullAccess'<>-InheritanceType<>All

This is the last configuration step required on the Exchange 2010 server and you are ready to move on to the Avaya
Messaging configuration.

Note: If you add new mailbox accounts to the Exchange server after this point, you must enable those
accounts for IMAP manually as well. To do this, use the following commands.
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IMAP Enable a New Mailbox

Set-CASMailbox<>%mailbox%<>-ImapEnabled:$true

Run a Modified Version of Command 2 Without the Pipeswitch

add-mailboxpermission<>-identity%mailbox%<>-User '%superuser%'<>-AccessRights<>'FullAccess'<>-
InheritanceType<>All

You can confirm the access rights for the superuser account

by opening the Manage Full Access Permission panel. The ﬂ_—l e Pl Acicss Prrmiiat
superuser account name should be listed.

[ Manags Ful ccess | Manage Full Access Permission
Permission This wizard helps pou manage Full Access permission for the selected malbox. You can use
@ Completion this wizzrd to grant Full Access to a user or aroup, o remove existing Full Access permission
from & wser or group. Yhen you grant Full Access permission to a user, that user can open
this maibo: and access al of its contents.

Select the users or groups for which you want to grant or remave Full Access pemission
efpagd [X

Secuity Principal

24 TECHAimaptse

L7 NT AUTHORITYASELF

Help <Bock |[ Mansge | | Caneel

A More Secure Solution

Command 1 and 2 (above) provide full access for the superuser to the entire store drive. Instead, you can use these
commands to limit access to just the MSExchange stores:

Get-MailboxDatabase | Add-ADPermission -User '%superuser%' -AccessRights ExtendedRight -
ExtendedRights Receive-As, ms-Exch-Store-Admin

Note: If a new mailbox database is created for Microsoft Exchange, you must re-enter this command so
that the new file is given the correct user access rights.
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Avaya Messaging Admin Configuration

For Avaya Messaging and Exchange to be able to synchronize data, Avaya Messaging must be able to communicate with
the Exchange server using the correct credentials. The superuser account streamlines this process while still enforcing
individual password security protocols on each mailbox.

Adding the CSE Endpoint

IMAF Server Name IExchZEﬁ 3

In order for the Avaya Messaging server to recognize the Exchange server, you must add a I v s oo

new CSE Endpoint entry in the Avaya Messaging Admin > TSE IMAP Server section. MAP Server Pt [aa3
Woice Format Im
Note: CSE was formerly known as TSE. WP Sever Doman |

Cancel

IMAP Server Name: This name is for your reference and does impact system
performance.

IMAP Server Address: Enter the server address of the Exchange server.
IMAP Server Port: The port number of the Exchange server. By default, IMAP uses port 993.

Voice Format: From the dropdown menu, select the voice format used when sending voice messages to external
voice servers.

IMAP Server Domain: Enter the Domain address of the IMAP server. Since it is possible to define the IMAP Server
Address using an IP address, the Domain address entered here is used to verify the Reply to address of a mailbox
using IMAP CSE synchronization, preventing typical message looping scenarios.

Individual Mailbox Configuration = s
Mailbox
| | o] %9 Lalr]n]| @@
With the superuser account, you do not have to fu||y enter the General | Advanced | Maibo Options | Transfer Options | Message Options | Nolification | Agddresses |

Synchronizalion Options | Lacations | Rieraute CTI Options | Speech Options | Language Options |

individual mailbox credentials for IMAPCSE synchronization.
22 9876: John Carter

Enable Use Feature Group settings for IMAP then enter the
User Name (this will be the alias for the Exchange account that the
current mailbox will be synchronized with) and leave the

and fields empty.

M Use Feature Group settings for IMAP =

User Name [ MAPLanguage [Ergish =]
User Password ’7 Storage Mode ’W‘
ConfimPassword [ VoicoFomat  [Defait <]
Note: The user must be an user to employ wearsens [ x| Ema e
synchronization.

Last Synchranization Time

Inbox r

Contacts ’7 J
Calendar

Summary View >53
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Assign the mailbox to the Feature Group that is going to have the
superuser account credentials.

Save all changes and move onto Feature Group Configuration.

Feature Group Configuration

The Feature Group plays a key role in IMAPCSE synchronization by
providing the necessary credentials. From the Synchronization
Options tab, configure the settings as follows:

IMAP Account: Enter the account name for the superuser. The
typical format will be

Account Password: Enter the password of the superuser account.
Confirm Password: Re-enter the password.

IMAP Server: Select the CSE Endpoint created in the previous steps.

Save all changes and proceed to Registry Settings.

Avaya Messaging Feature Description Guide
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24 Mailbox [ |
Mailbox
| 2| @l x| @] B || ]n] @e]m)

Synchronization Options | Locations | Reoute CTI Options | Speech Options | Language Options |
General Iadvanced} Mailbax Options } Transfer Upl\ons} Meszage Options ] Holmcalmn] Agdlessesl

22 8876: John Carter

Mailbox Number | 3876
LastName  [Cater frestuegrow  [FDeailsen ] =
FistName  [ohn Organizational Unit | ~|
Gender b ale: ¥| Account Code
Current Default Phone Address Woicemail Password
Intemal Extension: Password |
Confirm o
Eaith Password I
Application User
User Name ||carlel@erbmuslc.com Passwmd‘ ““““““““
Confirn  r——
Password
Summary View >53
ol (- el
Feature Group
x| L<lv]n]
General | Storage Options | Matification Options | Transfer Options | Transfer Types |

Maibes Options | Message Options | Sinchiahizafion Uptions ¥ DID Praperties | Sgeech Options |

mi 1: Default Users

IMAP Settings

IMAP Account PERF/super_user Calendar Mode: m
Aocount Password [ Man Connetions [
Confim Password  [evssewer  MawMoOflogons |3
IMAP Server [Exchange | sendUAL [Nore — +]

Message Sync Source Settings

Account Password T
Message Sync Source +| Confim Password [
Synchronization Settings
¥ Inbox folder Sync: priarity Medium -
Iv Call History
@ System folders Megspersyrc Cyse[To
¥ Custom folders e |
[ Contacts

Overvide Local Directory Images With |All remote directory images, including non-esisting v |
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Registry Settings

editor by typing regedit from the Run command.

Browse to
Create a new

Exchange 2010 Integration

Run

Type the name of a program, Folder, document, or
Inkernet resource, and windows will open it For you.

In order for Avaya Messaging to manage communications with the Exchange server, you o [reeeit |
must manually add a registry value on the Avaya Messaging server. Run the registry
ok | cancel | Bromse. |
entry in this location.
Registry Editor
Edit Miew Favorites Help
il JNST CHECK 2] [1ame Type | Data ]
- UMs [@BJiDefauty REG_SZ (walue not set)
{1 DBtWatcher (R cPUMax REG_DWORD  0x00000000 (0)
{1 Featurssinstalled [2B]LogFileMame REG_SZ CUCILOGS IMAPTSEN TSECACHE Y YMMDD, bxt
& C‘ IMAPTSE [R¥]LogFilker REG_DWORD  DxFFFFFFFF {4204967295)
- Ega_‘he LugLEVeI REG_DWORD  0x00000003 (3)
eam B8primary noe mwonn nennnnnnns o
% ;I;Z:: J [RProcesscert key
-3 vt []rsenpe String Yalus
{7 UnifiedUt Bjrsererrren
3 VFormat 78] TseHPPTIME
{1 VoiceGerverInstall Multi-String Yalue
(jD VRIM Expandable String Valus
UMSLicense
e s =
My ComputeriHKEY_LOCAL_MACHINE\SOFTWARE!Generic|UMS|IMAPTSE! Cache 4
Edit DWORD Yalue [ 7] x]

Name the entry DefaultExchangeVersion and assign it a value of 8.

The new registry entry will appear in the Registry.

Proceed with Certificate Configuration.
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Registry Editor

Fle Edt View Favortes Help

Walue name:

|DelaullExchange\u’er5lon

Walue data: Base————————
] @ Hewradecimal
" Decimal

7 vPIM

{13 UMsLicense
£t

1 ST _CHECK ] [ 1ame Type [ Data I
20 ums [aB)¢mefault) REG_SZ {walue not set)
{1 DBtWatcher R cPumax REG_DWORD  0x00000000 {0}
{0 Featuresinstalied [aB]LagFileMame REG_SZ COUCILOGSIMARTS. .,
=00 maeTse [R¥LagFiker REG_DWORD  OuFFFFFFFF (42049672...
A Cache [R]LogLevel REG_DWORD 000000003 (3)
CI E‘EE::M [RPrimary REG_DWORD  0x00000001 (1)
0 smondts []Processcert REG_DWORD 000000000 ()
23 vt B8] TsEHPR REG_DWORD  0x000000D1 (1)
2 unified [B]TsEHPPTHRD REG_DWORD  0x00000001 (1)
(] YFormat BrsepeTvE , FEGDWORD  Dx00001355 (S000)
DL e —— [BEjDeFauitExchangaversion | REG_DWORD 000000008 (8)

]

My ComputeriHKEY_LOCAL_MACHINE}SOFTWARE! Generic|UMS|IMAPTSE Cache

161



Exchange 2010 Integration

Certificate Configuration

In order to ensure that the communication between Avaya Messaging and the Exchange server is not interrupted by
security measures, install the certificate from the Exchange server computer on the Avaya Messaging server.

The simplest way to achieve this is to access the OWA (Outlook Web Access) web page of the Exchange server.

Note: This procedure may vary depending on the way in which you have the domain servers configured.

, which can be accomplished manually by the system administrator.

Open the Internet Explorer web browser, then navigate to the OWA page
(e.g. https://exchange_2010/owa). Infrmation you exchange with hs i carot be viewed or

changed by others. However, there is a prablem with the site's
secuity certificate.

YOU Wl” see the fO”OW|ng Secur’lty Warn|ng popup. & The security certificate was issued by a company pou have

nt chesen ta tst, Yiew the cerlifivate to determine whether
you wank to tiust the certifving autherity

Click on View Certificate. @ The securil certficate dats is valid

The name on the security certificate is invalid or does not
match the name of the site

Do you want ta procasd?

View Cetcale |

Click on Install Certificate to launch to certificate wizard. Certificate HE

General | Datais | Certification Path |

@x‘ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: Exchyour_domain.com

Issued by: them.main

Yalid from 12/9/2018  to 12/8/4000

Issuer Statement |

0K

Click Next.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, cartificate trust
lists, and certificats revocation lists From your disk to a
certificate stars.

# certificate, which is issued by a certification autherity, is
a confirmation of yaur identity and centains information
used to protest data or o establish seeure network
connections. £ certificate stare is the system area where
certificates are kept.

To continue, click Next.

Cancel
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Enable Automatically select the certificate store based on the %
type of certificate then click Next. & P W

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

(OPlace all certificates in the following store

Cancel

Confirm that the information is correct, then click Finish. x
€ L¢ Certificate Import Wizard
Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

Certificate Store Selected Automatically determined by the wizard
Content Certificate
Cancel
The following popup confirms the import was successful. Catifese mport Wizd x
. The import was successful.
Click OK. Q-
You will be able to confirm the status of the certificate through this window. B i ®

General Details Certification Path

Note: Ensure that the domain server is also certified, not just the Cﬁfﬁﬁaﬂfmvﬂ*___
FMAWSEHZHHI
Exchange server. -

Certificate status:
r‘ms CA Root certificate is not trusted because it is not in the Trusted Root
c

ertification Authorities store,

Depending on the security settings on the system, you may

also see the followin gwarn in g popup. 3 You are about to install @ certificate fram a certification autherity (CAY claiming ko represent:
== themmain
Click Yes to accept the certificate in this case. e e e T )
Thumbprint (snal): - — -
Th e ce rtificate Conﬂgu ration is now com p | ete. Restart th e }girnr:r:ﬁstau this root certificats, Windows will automatically trust any certificats issusd by this CA, Instaling a

certificate with an uncanfirmed thumbprint is & security risk, IF vou click "Ves" you acknowledge this risk,

servers to ensure that the services are properly initialized.

Do you wank to install this certificats?
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Contact and Calendar Sync

Once you have configured the IMAP CSE server with your mail server, you will be able to select the degree of
synchronization from the Feature Group. Ensure that you verify all of the information so that users do not lose any
calendar, contact or message data during synchronization.

Warning: As a precaution, backup the calendar and/or contact events of your users before proceeding
with the contact and calendar synchronization.

Note: If you did not install the Exchange MAPI component during the initial Avaya Messaging installation,
you must do so manually now by running the ExchangeMapiCdo.msi file from MSExchange folder on
Avaya Messaging installation DVD. This is a required component for contact and calendar synchronization.
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Feature Group configuration requires changes on two tabs; Synchronization Options and . You can
define exactly what is going to be synchronized for the users from these two sections.

From the Synchronization Options tab, you can specify which
messages are going to be synchronized between the servers.

Enable Contacts if you wish to enable contact synchronization between

the two servers.

To enable calendar synchronization, select Mail Server from the

Calendar Mode dropdown menu.

The other fields, such as Inbox Folder, are used for message
synchronization between the servers. Refer to the message integration

section for details.

From the Mailbox Options tab, enable Change Location to allow an
event on the mail server calendar to automatically change the UC

location of the user.

ok B Ex3)

Feature Group

| x| @| B ] fr]n]

General | Storage Options | Matification Options | Transfer Options | Transfer Types |
Maibes Options | Message Options | Sinchiahizafion Uptions ¥ DID Praperties | Sgeech Options |

mi 1: Default Users

IMAP Settings

IM&P Account | IEalendal Made [Mail server ﬂl

Account Password | Max Connections |3
 —

Confirm Password | Max No Of Logons 3

IMAP Server | | SendURL Mane hd

Message Sync Source Settings

Account Password T
Message Sync Source v| ConfimPassword [
Synchronization Settings
¥ Inbox folder Sync: priarity Medium -
Iv Call History
[ System folders MegspersyrcCyse[To
_Custom folders e |

Overvide Local Directory Images With |All remote directory images, including non-esisting v |

o} Festure Group =
Feature Group
(@ B ] |r]n]

Gerersl | Storage Dptions | Notfication Options | Transfer Options | Transfer Types |

| Message Options | Sunchionization Options | DID Properties | Spesch Options |
mi 1: Default Users

Settings available for the user far mailbax configuration

¥ Change Location [~ Record All Incoming Calls

I Distribution Lists Iv Record Conversation
[~ Modify Public Distribution List v Wakeup Call
[ Multilingual [~ View Geo Location Data

Settings activated by the Administrator

[ Allow Live Reply-Call Back [~ LanTalk

[~ Allow Multiple TUI Access [~ Press Star ta Login to Anather Maibox
v Directory [ Shared Extension
[ Donat check Passwords [ WebAccess

[V Ask for Password [Inband Login) v WebClient Messaging

¥ Forced Tutorial [ Disallow Embedded Login
[ Guest Mailbox Iv web Tutarial

[ Hide on Send List

By customizing these settings you can easily segregate calendar and contact synchronization along with message
synchronization when enabling features for your users, allowing you to control exactly who has access to certain

features.
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Once calendar and contact synchronization has been enabled, all transactions occur on the server in the background, so
you do not have to configure anything on your own. Use your mail server as you normally would, and any calendar or
contact entries will now be mirrored in your Avaya Messaging mailbox as well.

The following is typical behavior for synchronization so that you can understand exactly how your calendar and contact

entries are being handled by the servers.

Note: All of the calendar events and contacts from your mail server will be copied into your Avaya
Messaging mailbox as soon as the administrator finishes configuring the systems.

Note: Backup your calendar events and contacts periodically as a precaution.

Calendar Synchronization

When you create a calendar entry in Outlook, or most other
email programs, the same entry will appear in your Avaya
Messaging mailbox.

The time and date of the meeting is automatically sent to the
Avaya Messaging mailbox. By default, the location for these
events will be marked as Meeting. You may change this
manually through Web Access, or in the case of Outlook, you
may utilize the iLink Pro Desktop tool bar to assign a specific
location to the event.

Contact Synchronization

When you create a contact entry from Outlook, the entry will be copied into your

Avaya Messaging mailbox.

Contact information is automatically sent to the Avaya Messaging mailbox.
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e # AUgUS[ 19, 2019 Search Calendar

Click here to enable Instant Search

19 Friday

Test Meeting: Meeting

Tasks

Show tasks on: Dug Date Start Date Due Date Reminder Time

&9 Contacts

Contact, Test

[search Contacts

P-lx

[Click nere to enable Instant Search

Contact, Test

Test Contact

test@test.com

(123
ac
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g-i
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m-o
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MS Exchange Performance Considerations

Microsoft (

server performance.

Exchange 2010 Integration

) advises that a large numbers of items in folders can decrease the
speed of operations in Exchange. This table shows the maximum number of files recommended per folder for optimum

Items in Folder Exchange 2003 Exchange 2007 Exchange 2003
Messages . <20000 <100000
<5000 combined
Contact and Calendar Entries <5000 <10000
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OFFICE 365 INTEGRATION
WITH MICROSOFT GRAPH

In This Chapter:
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Connecting Through Microsoft Graph

User Configurations

Reconfiguring Synchronization Components for Graph

Note After Upgrading or Updating

Restart Services
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Office 365 Integration with Microsoft Graph

Guidelines

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.

Introduction

This configuration note describes the implementation of unified messaging between Office 365 and Avaya's Avaya
Messaging using Microsoft Graph as an alternative for Microsoft's Exchange Web Services.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this
document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Note: This document describes the standard configuration for the integration of Avaya Messaging with
Microsoft Office 365. For a high security connection, such as for sites requiring JITC compliance, please
contact your vendor to purchase Professional Services support.

Pre-requisites

The following preliminary steps must be completed before the integration can begin:

® The Office 365 domain has been setup and deployed (requires Mid-size Business and Enterprise plan minimum, E1
or E3).

®  You must have administrative access to the Office 365 domain.

® Avaya Messaging Server installed and running (refer to Avaya's documentation web site).
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Connecting Through Microsoft Graph

As an option, Avaya Messaging can be connected to Office 365 using Microsoft Graph. This adds an additional layer of
security to your communication traffic flows.

Warning: This section contains advanced concepts and programming steps that could adversely affect
operations if handled incorrectly. Read through these instruction thoroughly before proceeding. If you are
not confident to follow these instructions adequately, do not continue.

1. Open a web browser and go to the Office 365 site at https://www.office.com.
Click Sign in and login using your Office 365 administrator account credentials.
Click Next when ready.

B2 Microsoft
Signin

kat_barnes@erbmusic.com

No account? Create onel

Can't access your account?

Back Next
2. On the Office365 home page, click Admin.
Good morning
Quick access
@ Al @ Recently opened 38 Shared Ty Favorites i T
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3. Inthe left-hand panel (Show All), under Admin centers, select Azure Active Directory. The Azure dashboard will

appear.

Home

Users

Teams & groups
Roles

Resources

Billing

@
A
b
‘
B
=]
g
@
i
-4
@

Admin centers
@ Security
@ Compliance

B2 Endpoint Manager

- Add cards

User management
User management

Reset passwords for users in your organization,

Arure Active Directory I

-

4. Open Azure Active Directory and select App registrations.
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Azure Active Directory admin center

Bl pashboard

= All services

% FAVORITES

® Azure Active Directory

& users

L) Enterprise applications

Dashboard >

o"\-&ﬁ-—|

Azure Active Directory

O overview
B8 Preview features

X Diagnose and solve problems

Manage

& users

& Groups
External Identities
Reles and administrators
Administrative units
Enterprise applications
Devices

B, App registrations
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5. Click New registration.

Azure Active Directory admin center

Dashboard
Edll pashboard o s ‘._—7.|
= All services Azure Active Directory
H  FAVORITES
© overview

» Azure Active Directory
P fi 3
B Users BB Preview features

B enterpri ook tices A Diagnose and solve problems

Manage

& users

& Groups
External Identities
Reles and administrators
Administrative units
Enterprise applications

CH Devices

8. App registrations

Office 365 Integration with Microsoft Graph

6. Provide a name for the registration. Enable Accounts in this organizational directory only. A redirect URI is not
required. Click Register.

Dashboard > Esna Technologies Inc. - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| office365 Connection

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (ERB Music only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directary - Multitenant) and personal Micresoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

‘Wwe'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web | [ eg. https://myapp.com/auth

Avaya Messaging Feature Description Guide

By proceeding, you agree to the Microscft Platform Policies [
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7. Record the value for Application (client) ID. This will become part of the username when configuring Feature Group
access within Avaya Messaging.

Office365 Connection

[,2 search tcintey

|« i pelete & Endpoints [ Preview features

B ovenview

& Qu

ickstart

# Integration assistant

Manage

Branding & properties

Authentication

T Certificates & secrets

| Token configuration

@ VVeiooms o the new and improved App regitrations.Looking to lsarn how its changed from Agp
registrations {Legacy)?

Supported account types
My organization only

Redirect URIs
Add a Redirect URI

Display name
Office365 Connection

Application (client) ID
ab12cde3-4516-789a-hcd-1234ef567800

Directory (tenant) 1D
Ofedc987-65ba-4fed-chbaf-e3210dcObBaf

Application ID URI
Add an Application 1D URI

Managed application in local directory
Office365 Conneclion

Object ID
1ab23cde-456f-78a9-0123-4bcE64deTiBY

8. To configure the permissions for the application, click APl permissions > Add a permission.

| P Search (Ctrl+/)

| «

B overview

& Quickstart

#  Integration assistant

Manage

Branding & properties

Authentication

Certificates & secre

ts

Token configuration

AP| permissions

Expose an API

() Refresh | & Got feedback?

ﬂ The “Admin consent required” column shows the default value for an organization. However, user consen
per permission, user, or app. This column may not reflect the value in your organization, or in org i
be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of th
of configured permissions should include all the permissions the application needs. Learn more about p¢

-+ Add a permission | +* Grant admin consent for TMA Solutions

API / Permissions n... Type Description Admin consent req... Status

“ Microsoft Graph (1)

9. Under Microsft APIs, select Microsoft Graph.

Request APl permissions

Select an API

Microsoft APls

APIs my organization uses

Commonly used Microsoft APls

My APls

4\
N4

Microsoft Graph

Take advantage of the
Access Azure AD, Excel
single endpoint.

tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
|, Intune, Qutiook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through 2

E\ Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud
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Azure Communication
Services
Rich communication experiences with
the same secure CPaa$ platform used
by Microsoft Teams

[} ' Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server
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10. Choose Application permissions.

Request APl permissions

< All APIs
Microsoft Graph
0 https://graph.microsoft.com/ Docs f'

What type of permissions does your application require?

Delegated permissions
Your application needs to access the APl as the signed-in user.

Avaya Messaging Feature Description Guide
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Application permissions
Your application runs as a background service or daemon without a
signed-in user.
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11. Under Application Permissions, enable:

e Calendars.ReadWrite
e Contacts.ReadWrite
e Mail.Read

e Mail.ReadWrite

¢ Mail.Send
Click Add permissions.

Request APl permissions

< All APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [2

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

Type to search

PERMISSION ADMIN CONSENT REQUIRED
L e
L et R ST

¥ Calendars

O Calendars.Read
Read calendars in all mailboxes @

Calendars.ReadWrite
= Read and write calendars in all mailboxes @

LER 3
¥ Contacts (1)

Contacts.Read
Read contacts in all mailboxes @

Contacts.ReadWrite
Read and write contacts in all mailboxes g

W e e bt
¥ Mail (3)

Mail.Read
Read mail in all mailboxes @

Mail.ReadBasic
Read basic mail in all mailboxes @

Mail.ReadBasic.All
Read basic mail in all mailboxes @

Mail.ReadWrite
Read and write mail in all mailboxes @

Mail.send
Send mail as any user @

‘ [ T—— |

Note: The permissions that are required are based upon each site’s requirements. For example, if
Calendar or Contact synchronization is not necessary, then those permissions can be left out.
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12. While logged in with an account with Global Admin/Privileged Role Administrators, enable Grant admin consent for
your company.

+ Add a permission |~/ Grant admin consent for “

APl / Permissions n... Type Description Admin consent req... Status

“ Microsoft Graph (6)
CalendarsReadWr Application Read and write calendars in... A\ Not granted for TMA So_|
Contacts.ReadWrit Application Read and write contactsin ... A\ Not granted for TMA So,_,
Mail.Read Application Read mail in all mailboxes A\ Not granted for TMA So_,
MailReadWrite  Application Read and write mail in all m... A\ Not granted for TMA So_,

Mail Send Application Send mail as any user A Not granted for TMA So_,

13. Ensure that all of the Status indicators are green for the permissions you just added. If not, delete them and start

again.
Microsaft Graph (6)
CalendarsReadWr Application Read and write calendars in... Yes @ \Granted for TM
Contacts.ReadWrit Application Read and write contactsin... Yes © [ranted for
Mail.Read Application Read mail in all mailboxes Yes © Pranted for TM
Mail.ReadWrite Application Read and write mail in all m... Yes @ [ranted for TM
Mail Send Application Send mail as any user Ves @/ Granted for TM

14. Open Certificates & secrets and select New client secret.

a Application registration certificates, secrets and federated credentials can be found in the tabs below.
Branding & properties

Authentication

Certificates (0) Client secrets (0)  Federated credentials (0)
Certificates & secrets -

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application
Token configuration password.

API permissions

=+ New client secret

Expose an API

Description Expires Value @
App roles

Givriate Mo client secrets have been created for this application.

Roles and administrators
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15. Give the Secret a meaningful description. Choose when the Secret should expire. When ready, click Add.

Add a client secret

[cse

Description

Expires l Recommended: 6§ months

Recommended: & months
3 months.

12 months

18 months

24 months

Custom

Important: Once a Secret expires, synchronization will no longer function until a new Secret is created.

16. Record the Value associated with the Secret. This is the password required when configuring the Feature Group in
Avaya Messaging.

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application
password.

-+ New client secret

Description Expires Value @ Secret ID

|d () lobiudobsdobuieteatoloiot bl

CSE 5/31/2024

17. In Avaya Messaging Admin, add a new TSE IMAP server, and include the Office 365 server information.
IMAP Server Name: Enter a name for this connection (e.g. OfficeMail365).
IMAP Server Address: Type in ews:outlook.office365.com.
IMAP Server Port: Set to 993 to enable SSL connectivity.
Voice Format: Select MPEG-1 Audio Layer 3 (MP3) for client playback.
Click OK when ready.

&9 UC Admin
® File Action View Language Window Help

e 2 (XEBE(HF

Value Data

%4 Avaya Messaging

> @ Avaya - Communication Manage

> Mailbox Templates
v [§1 TSE IMAP Server

[{] OfficeMail365

iy VOICE DENVEr

> |88 Configuration
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Parameters

[F1 IMAP Server Name
[F1 IMAP Server Address
[ IMAP Server Port

[ Voice Format

OfficeMail365
ews:outlook.office365....
993

MPEG-1 Audio Layer 3...
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18. Go to the Feature Group > Synchronization Options tab.
Under IMAP Settings, configure:

e IMAP Account: Enter your corporate Office 365 domain name, a forward slash, then the Application (client) ID
recorded in step 7.

(e.g. yourcompany.com/ab12cde3-45f6-789a-bc0d-1234ef567890).

¢ Account/ Confirm Password: Enter the Client Secret Value recorded in step 16.

(e.g. :JAb=c1dEfGhijKimno?pQRS2tUv3WX4)
e IMAP Server: From the dropdown menu, select the correct Office365 server. For example: OfficeMail365.
¢ Synchronization Settings: Enable all of the items that you want to have synchronized between servers.

¢ Calendar Mode: If calendar synchronization is required, select Sync with Mail Server Calendar from the
dropdown menu. Otherwise, select None.

) Feature Group 7 X
Feature Group

4}=I)Cﬂ| 4] 4 )lN

Gereral | Storage Options | Motification Options |  Transfer Options |  Transfer Types |
Mailbox Options ] Message Options | | DID Properties | Speech Options I

ﬁ 1: Default Users

IMAP Settings

IMAP Account [softwaretestingvietrs  Calendar Mode [Sync with Mai S ]
Account Password Mawx Connections 100

Confirm Password im Max No Of Logons W
IMAP Server [OfficeMaiass =] SendUAL Fax -

Meszage Sync Source Settings

Account I Password =
Message Sync Source I vI Confiem Password pre—

Synchronization Settings

¥ Inbox folder Sync priotity [Medum  +]

[v Call History Msgs per Sync Cycle (10

¥ Contacts TSE Location [ -]
Dver-ide Local Directory Images With | Remote directory images, except non-existing ~|

Note: The settings for the Office 365 connection through Graph can only be made to Feature Groups.
These settings cannot be made at the mailbox level.

The configuration is complete.
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User Configurations

1. Open Mailbox > Advanced and enter your Office365 Account under Domain Account Name.

24 Mailbox
Mailbox

ol oM@ ¥R B 1 r|n]| B &=

SWWMI'IDM | Locations ] Be-route CTI Options | Speech Options | Language Options |
i = lMai)oxDphms | Transfer Options | Message Options | Notification ] Addesm'

[~ Customize TUI I |
[~ Voice Menu — =-|
[~ Collect Geo Location Data

IDoma'nAooomt Name m‘ Distrbution Lists |
Desktop Capabilties |Advanced -l Folders |
Date Format |vrvyMmoD ~| Directory Listing |
PEX Node | =l Wokgiowp |

Web Access Inactivity Timeout |0

Summary View 53> [
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2. On the Synchronization Options tab:
e Enable Use Feature Group settings for IMAP
¢ User Name: Enter you Office365 account.
e Storage Mode: Set this to Synchronization.
e Voice Format: Choose Default.
e  E-mail: Enter you Office365 email address.

22 Mailbox
Mailbox

| @ %3 Wl || @2|m

"G piors ]| Locations | ﬁemteCTIDml _‘ipeechﬂphoml Language Options

@”‘“”

¥ Use Feature Group settings for IMAP ™ IMAP Locked

UserName  |uclb@softwaretestingvi  IMAP Language | =]
User Password I— Storage Mode lm
Confirm Password [— Voice Format [m
MAPServer | <] E-ma ucT6@softwaretestingvi

~ Last Synchronization Time——————————— ¢
Inbox Fune 07, 2022 456 PM [~ Update Message Status From
Contacts
— || -l
Calendar

Summary View 55>
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Reconfiguring Synchronization Components for Graph

Once the installation has been completed, modify the system configuration files to use EWS instead of IMAP. This should
be done on all servers running CSE: The voice server in a single server environment, the Consolidated server under HA,
and all remote CSE servers operating.

Note: The CSE.exe.config file is used with message synchronization, while the CSE.PIM.exe.config is used
for contact and calendar synchronization.

1. Open the UC/UCCSE folder on the program installation drive.

MName Date modified Type

# Quick access s S e R 355 e
BB Desktop 2 LDAP File folder
Licenses File folder

4 Downloads o
Logs File folder
W Dlocaments ; Messages File folder
&= Pictures * Prompts File folder
1-71289 RemoteAdmin File folder
1-71289 Resources File folder
CSE SelfService File folder
le folde
CSEPIM SMS File folder
SNMP File folder
W This PC SRM File folder
File folde
@ OVD Drive ) VMwar >0 i
Sybase File folder
- Local Disk (Dx) Temp File folder
Cert UC File folder
Download UCCSE File folder
Ide:
Mitel UCFSP File folder
UCLicense File folder

sxs_2022

UCOAuth2 5 File folder
)L”F UCReportService 4/15/2022 AM File folder
UCSsL 4/15/2022 12:50 AM File folder

2. Within the folder, open the CSE.exe.config file in a text editor such as NotePad.

o] CSEBase

«| CSECFG

& CSEDBO

«] CSEDBO.exe
« CSEEAPI

< CSEEWSI

W1 CSE

=

DLL File

DLL File

Application

CONFIG File i
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3. Scroll down to find the following lines (UseEWSGraph):

<setting name="UseEWSGraph” serializeAs="String">
<value>False</value>

</setting>
File Edit Format View Help I
A3t ing fomes"Wesiapesd § et st iinlalder” serialismbie"V0rieg" B
codbgr il feaber
I

SRR I e M tagedd § 1tertast iy serlalliakes "M ing"
T B R T T

et ingy

At ing somes Mestagesd  Ier Toleelngy’ serfallsabe"Wring's
R s T

et iagy

et i s Tl gnrast | fanaPertai s’ serfal finle"MWring"»
e lam el Cvalemr

St iang

(aetting sumes"Topitreaired et ingTirends’ werlalisebes"Yring"
cvnbo e Tvalomr

TETTENE

STt ing mambs"VealMal LIFL" e lallzedes"Mring")
Coploms Foumd Veplams

<setting name="UseEWSGraph” serializeAs="String"> <setting name="UseEWSGraph" serializeAs="String">»
<valuerFalse<fvalue> <value>True</value>
</setting> </setting>

e T T

e
AEetTing sumes Ve lDLT" seelalltekes Vs tegy
cosluerd sl oo realuer
o et Ry
N CME . Sy Serann 540 e Pragert e St b
/ool 12 a% banilat e f0gs

/w07 >

Verify that the Value is set to True. If the value is not True, change it and save the file.

<setting name="UseEWSGraph” serializeAs="String">
<value>True</value>
</setting>
4. Within the UCCSE folder, open the CSE.PIM.exe.config file in a text editor such as NotePad.

DLL File
DLL File

Application
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5. Scroll down to find the following lines (UseEWSGraph):

<setting name="UseEWSGraph” serializeAs="String">
<value>False</value>
</setting>

<setting name="UseEWSGraph" serializeAs="String">
<walue>False</value>
</setting»

Verify that the Value is set to True. If the value is not True, change it and save the file.

<setting name="UseEWSGraph"” serializeAs="String">
<value>True</value>
</setting>

IMPORTANT: If your network is setup behind a proxy server, make sure that Avaya Messaging resolves
correctly and can reach these addresses: outlook.office365.com, login.windows.net (for authentication),
login.microsoftonline.com (for authentication), and graph.microsoft.com (for getting API).

Restart Services

Before continuing, stop and restart the following services:

e UC Content Synchronization Engine
e UCCSE PIM Synchronization Engine

This will force Avaya Messaging to immediately update its systems. Otherwise, there will be a delay before the changes
become active.

Note After Upgrading or Updating

Whenever Avaya Messaging is updated from an earlier version, it is important to check the settings configured above.
During the update, these values will be overwritten with the default program settings.

Repeat the steps given above to configure the software for use with MS Graph.
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Guidelines

Depending upon your site's requirements and software, you have the option to integrate Avaya Messaging with several
email systems. None of these are required. Where appropriate, refer to the chapter that best suites your requirements.

CHAPTER INTEGRATION WHY YOU WANT IT
9 Google Creates a secure connection through OAuth2 to your Gmail and Google Apps accounts.
10 Exchange using EWS  The simplest connection between your Exchange server and Avaya Messaging.
11 Exchange without EWS A connection between Exchange and Avaya Messaging for legacy systems.
12 Exchange 2010 A connection between Exchange 2010 and Avaya Messaging.
13 Office 365 using Graph  Setup the latest high security integration procedures for maximum data integrity.
14 Office 365 using EWS  Quick connection between your 0365 server and Avaya Messaging.

Introduction

This configuration note describes the implementation of unified messaging between Office 365 and Avaya's Avaya
Messaging.

Warning: The instructions found in this guide cannot be guaranteed to work for all installations since each site
is unique. Some problems may arise even if you follow these instructions precisely. Therefore, use this
document as a reference for your own configuration, making the changes appropriate to your site's specific
requirements.

Note: This document describes the standard configuration for the integration of Avaya Messaging with
Microsoft Office 365. For a high security connection, such as for sites requiring JITC compliance, please
contact your vendor to purchase Professional Services support.

Pre-requisites

The following preliminary steps must be completed before the integration can begin:

® The Office 365 domain has been setup and deployed (requires Midsize Business and Enterprise plan minimum, E1 or
E3).

® Avaya Messaging Server installed and running (refer to Avaya's documentation web site), either in a single server
configuration, or in a High Availability environment (1 Consolidated server, 1 Primary server, 1+ Secondary servers).
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Web Interface Configuration

1. Log into the Office 365 Administration interface through a web browser at https://login.microsoftonline.com/ or

similar as setup by your administrator.

Click Admin.

Office 365 L2 Search

Good afternoon

+ & e

Start new - Outlook OneDrive
s % D
Dynamics
Teams Yammer 365

H & & O

Ward Excel PowerPoint OneNote

Power
Automate All apps

2. Under User Management, select Add User.

Microsoft 365 admin center

Customize navigation

Show all

Avaya Messaging Feature Description Guide

= 2 Search users, groups, settings or tasks -+ Add card
I 1 Home
Essentials
8 Users B
User management
£ Groups o~
B siling - User management
& setup Add, edit, and remove user accounts, and reset passwords

Edit user Reset password

Avaya Messaging to Office 365 Integration with EWS

Install Office -~

SharePoint

2 Dark mode

Delete user

£ What's new?
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3. Enter afirst and last name, display name, the username and password for the superuser (service) account.

Click Next.

.
Set up the basics
To get started, fill out some basic information about who you're adding as a user.

First name Last name

‘ Super ‘ ‘ User

Display name *

‘ Super User

Username *

‘ administrator ‘@‘ yourcompany.onmicrosoft.com hd

Password settings
() Auto-generate password
@ Let me create the password

Password *

D Require this user to change their password when they first sign in

D Send password in email upon completion
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4. Setthe user's geographic location on the dropdown list. Under Assign a Product License, select Office 365 E3.

When ready, click Next.

Assign product licenses

Assign the licenses you'd like this user to have.

Select location *

‘ Canada v

Licenses (4) x<_

@ Assign user a product license

Dynamics 365 P1 Trial for Information Workers
9999 of 10000 licenses available

Microsoft PowerApps Plan 2 Trial
9999 of 10000 licenses available

Microsoft Teams Commercial Cloud (User Initiated)
Unlimited licenses available

Office 365 E3
3 of 25 licenses available

Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a product
license.

Apps (21)

Note: A license must be available on your system for you add this user. If all licenses are already in use,
delete one, or purchase additional licenses for this user.

5. Make no changes here, and click Next.

Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile
information.

Roles (User: no administration access)

Profile info

Avaya Messaging Feature Description Guide
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6. Review the user settings. If everything is correct, click Finish adding.
If some elements need to change, click the Edit link beneath the incorrect item.

You're almost done - review and finish adding

Assigned Settings

Review all the info and settings for this user before you finish adding them.

Display and username

Super User
administrator@yourcompany.onmicrosoft.com

Edit

Password
Type: Custom password
Edit

Product licenses
Office 365 E3
Edit

Roles (default)
User (no admin center access)
Edit

7. The user has been created. Click Close.

Avaya Messaging Feature Description Guide

@ Super User has been added
This new user will now appear in your list of active users.

User details
Display name: Super User
Username: administrator@ygurcompany.onmicrosoft.com

Password: ******** Show

Save these user settings as a template?

User templates allow you to quickly add similar users in the future by saving a set
of shared settings such as domain, password, product licenses, and roles.
Review settings for this user template or view all your user templates

Mame your template *

| Ex: FTE Senior Engineer, New York

Add a description (recommended)

| Ex: Template for full-time senior engineers in New York office

Save as template

Close

Avaya Messaging to Office 365 Integration with EWS
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8. Inthe left-hand panel (Show All), under Admin centers, select All Admin Centers.
From the list of applications, click Exchange.

Microsoft 365 admin center

@ Settings

ﬂ Setup

k2 Reports

2 Health

Admin cemm<_
Name

Security
Compliance
.
Azure Active D\rxtory
.
.
.
Exchange;
.
Shaga‘PDint
.

&
.
i1 & Teams
.

All admin centers

Azure Active Directory

All admin centers

O Search
Description
Go deep with identity management. Enable multi-factor

authentication, self-service password reset, and edit company
branding.

a|e

Manage advanced email settings, such as quarantine, encryption,

9. Select Permissions in the left-hand pane. Click New =f=.
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Exchange admin center

dashboard admin roles user roles
recipients

S * mm E e
permissions @' mER P e

Outlock Wi

Exchange and mail flow rules.
0w View activity and manage user licenses and data policies for Flow
o/t ow the Micrasaft app that automates warkflows.
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10. Give the Role a name (a Description is optional). Beside Roles, click Add +

new role group

*Name:

|0265Permissions

Description:

Write scope:

[ Detault

Members:

DISPLAY NAME

11. Select Applicationimpersonation and click add ->. Click OK.
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DISPLAY NAME

Address Lists

| Applcationlmpersanation
licationlmpersonation

ArchiveApplication

Audit Logs

Compliance Admin

Data Loss Prevention
Distribution Groups

E-Mail Address Policies
Federated Sharing

Infarmation Rights Management
Journaling

Lanal Hald

1 selected of 55 total

Applicationlmpersonation fremove];

This role enables applications to impersanate
users in an organization in order to perform
tasks on behalf of the user.

Default recipient scope

Organization

Default configuration scape

MNane

[ admin

MNAME

ExchConnector

- ‘ DISPLAY NAME

1XMWizard

0 selected of 1 total

ExchConnector [remove];

Avaya Messaging to Office 365 Integration with EWS
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13. Returning to the new role group pane, click Save.

new role group

“Name:
0365Permissions

Description:

Write scope:

[Default

A

Applicationlmpersonation

DISPLAY NAME -

ExchConnector IXMWizard

14. Confirm that the new role appears in the list.

Exchange admin center

dashboard admin roles user roles Outlook Web App policies
recipients

permissions +t7sakre

NAME
compliance management

organization

‘0365Permissions

protection

mail flow

The new account has been created.

Avaya Messaging Feature Description Guide 193



Avaya Messaging to Office 365 Integration with EWS

Avaya Avaya Messaging Server

Server Configuration

In Avaya Messaging Admin, add a new TSE IMAP server, and include the Office 365 server information.
IMAP Server Name: Enter a name for this connection (e.g. OfficeMail365).
IMAP Server Address: Type in ews:outlook.office365.com.
IMAP Server Port: Set to 993 to enable SSL connectivity.
Voice Format: Select MPEG-1 Audio Layer 3 (MP3) for client playback.
Click OK when ready.

TSE IMAP Server EHE

=]

IMA&P Server Mame IfoiceMaiI385
IMAP Server Address I ews:outiook. office365.com

IMAP Server Port 993

“Woice Format IMF'EG-‘I Audio Layer vl

ol |

Once the TSE IMAP Server entry has been created, go to Feature Group > Synchronization Options and modify the
Office 365 user mailboxes as follows:

IMAP Account: Enter the user/service account created in step 3 above. Include the complete
user@domain.com (e.g. administrator@yourcompany.onmicrosoft.com).

Account / Confirm Password: Enter the super user/service account password from step 3.
IMAP Server: Type in the name of the IMAP TSE Server created in the previous step (e.g. OfficeMail365).

Calendar Mode: If calendar synchronization is required, select Sync with Mail Server Calendar from the
dropdown menu. Otherwise, select None.

Synchronization Settings: Set these options to specify which information will be synchronized between
servers.

# _Feature Group [ 7] x]
Feature Group

&%= B w]»n]

General | Storage Options | [Motification Options | Transfer Options | Transfer Tupes

Mailbos Dptions | Message Options ~_Sunchronization Options | DID Propetties | Speech Options
m 1: Default Users

IMAP Accaunt |adm|n|slratol@yuulc IEa\andarMnde |Synn with Maus;[ll

Hieeaunt Password | Max Connections |5

IMAP Server Officetd ail365 VI Send URL INune A

- Synchronization Setting:
[ Inbox folder Syne pririty lm
W Cal History MsgsperSncCpcle [t
[V System folders TSE Location J
¥ Custom folders ™ Update Message Status From
¥ Contacts I
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Ensure that individual mailboxes are configured under Mailbox > Synchronization Options with their User Name
(e.g. test1@here.yourdomain.com), and that Use Feature Group settings for IMAP is enabled Set Storage Mode to

Synchronization.

.}g:_ Mailbox
Mailbox

e e = g = ] T R S =]l e

{12} 1: John Smith

_> ¥ Use Feature Group setings for IMAP [~

J Usertiameestl @here yorcomin | IMAP Languags[Ensich -

User Password | ISlmageMDde [spnehronization jl

Confirm Password | Woice Format

IMAP Server - E-mail

Last Synchronization Time
Imbox r

Contacts

Calendar

|Delau|l j
1@127.0.01

E

Summary Yiew »>>
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Connecting Through EWS Using OAuth 2.0

As an option, Avaya Messaging can be connected to Office 365 using Exchange Web Services. This can add an additional
layer of security to your communication traffic flows. This section is not required.

Warning: This section contains advanced concepts and programming steps that could adversely affect
operations if handled incorrectly. Read through these instruction thoroughly before proceeding. If you are
not confident to follow these instructions adequately, do not continue.

Note: You must have corporate Office 365 and EWS accounts for this configuration.

Important: These instructions require a certificate for securing the connections. It is Strongly advised that
you purchase a certificate from an Certification Authority (CA) instead of using self-signed certificates. Both
a Public Key and a Private Key certificate file are required.

1. Open a web browser and go to the Office 365 site at https://www.office.com.
Click Sign in and login using your Office 365 administrator account credentials.

B® Microsoft B® Microsoft

Si gn in kat_barnes@erbmusic.ca

kat_barnes@erbmusic.com Enter password

No account? Create onel > srsasssirane |

Can't access your account?
BaCk

Forgot my password

2. Click Admin.

Office 365 Kathryn Barnes

Good afternoon B Eearc\' online documents

AppS Install Office apps
a/ Outlook #& OneDrive E Word EE Excel E PowerPaint
m OneNote H\\,« SharePoint ﬂv Teams y:— Yammer b Dynamics 365

2 Security &
=
o/ Flow Compliance

Explore all your apps >
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3. Inthe left-hand panel, open Admin centers (Show all) and select Azure Active Directory. The Azure dashboard will

appear.

Microsoft 365 admin center

Adinin nmm<—

©  Security

@ Compliance

& Azure Active Director

4. Click Azure Active Directory > App registrations.

Azure Active Directory admin center
Dashboard > ERB Music
[E pashboard o ERB Music

‘Azure Active Directory
<= All services

| O Search (Cirl+/)

FAVORITES
% Azure Active Directory @ ovenview

ﬁ Users o Getting started

Iu Enterprise applications Preview features

A Diagnose and solve problems
Manage

ﬂ Users

& Groups

I:E External Identities

&, Roles and administrators

& Administrative units

#5 Enterprise applications

LH Devices

#, App registrations

5. Click New registration.

Dashboard » ERB Music - App registrations
Eai ERB Music - App registrations

Azure Active Directory

|p Search (Ctrl+/) - P Endpoints xnoubleshnoiing ‘ W Got feedback?

@ overview

'f Getting started

s T e L

Preview features e - N PR A e

A Diagnose and solve problems All applications  Owned applications
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6. Provide a name for the registration. Enable Accounts in this organizational directory only. No redirect URI is
required. Click Register.

Dashboard > Esna Technologies Inc. - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed laten).

I Office365 Connection

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (ERB Music only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 3 value is required for most authentication scenarios.

Web v ‘ ‘ e.g. https:.//myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies [7

(  Register )

7. To configure the permissions for the application, click APl permissions > Add a permission.

-%)- APl permissions

‘/D Search (Ctrl+/)

API| permissions

= Overview Applications are authorized to call APls when they are granted permissions by users/admins as part of

. the consent process. The list of configured permissions should include all the permissions the

i Quickstart I
application needs.

Manage

Branding API / PERMISSION... TYPE DESCRIPTION ADMIN CO... STATUS
Authentication

These are the permissions that this application requests statically. You may also request user consent-
Certificates & secrets able permissions dynamically through code. See best practices for requesting permissions

API permissions

Expose an API

8. Under Select an API, go to the APls my organization uses tab.

Request AP| permissions

Select an API

Microsoft APls APIs my organization uses § My APls

Apps in your directory that expose APIs are shown below

‘ A start typing an AP name or Application ID

MName Application (client) ID

R e R T T W T e

e —— T AR eds W e T 3

Avaya Messaging Feature Description Guide 198



Avaya Messaging to Office 365 Integration with EWS

9. Find and select Office 365 Exchange Online.

Request API permissions

Select an AP
Microsoft APls APls my organization uses My APls

Apps in your directory that expose APIs are shown below

|/O office

Mame Application (client) ID

Office 365 Enterprise Insights 0d02341-e723-456d-026d-430ca599fbee

I Office 365 Exchange Cnline 00000002-0000-0f1-ce00-000000000000

Office 265 Informatien Protection 2f3f02¢9-5679-4a5¢-2605-0de55b07d135

Office 265 Management APIs £3393580-f305-4401-95e8-94bTa6ef2fc2

10. Click Application permissions.

<Al APIS
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user,

11. Enable full_access_as_app. Click Add permissions.

Select permissions expand all

| Type to search

Permission Admin Consent Required

Iz‘ full_access_as_app
Use Exchange Web Services with full access to all mailboxes ©

Yes
» Calendars

» Contacts

> Mailbax

» MailboxSettings

> Mail

> Place

> Tasks

12. Wait 2-5 minutes for the updates to propagate through the system, then click Grant admin consent for... .

() Refresh

), Permissions have changed. please waita few minutes and then grant admin consent:
Users and/for admins will have to consent even if they have already done so previously.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by
users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and
consent

+ Add a permission ‘ I Grant admin consent for Your Company Inc.
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13. If the configuration was a success, a pop-up will appear in the upper right corner of the window.

john@yourcompany.onm....
YOUR COMPANY INC. 4/

Dashboard > Office365 Connection - API permissions X
D apl permissions 11:39 AM

Grant consent successful

= Office365 Connection - APl permissions

[ D conrt irigan | « () Refresh |

14. From the Office 365 dashboard, open Azure Active Directory > App registrations. Click the application just
Created.

Azure Active Directory admin center

« Dashboard > Your Company Inc. - App registrations
[ Dashboard g2# Your Company Inc. - App registrations =
Azure Active Directory
= All services — ; = . 5 =
— ‘ D Search (Ctri+/) | {- New registration (&) Endpaints 2 Troubleshooting 7 Got feedback?
I B Azure Active Directory I @ overview & | ‘ £ Start typing a name or Application ID to filter these results
:‘ Usars # Getting started n SNt pow
£ enterprise applications # Diagnose and solve problems n )
Manage . = o
A Users . -]
& Groups i
8l Qrganizational relationships | a
&b Roles and administrators - . - - . o
#5 Enterprise applications n -]
L8 Devices Ao igle gt SEis £50s 4 : ) -
> B2 App registrations Office365 Connection 12a34bc5-67de-890f-1... 12/10{20D
& Identity Governance

15. Copy the Application (client) ID.

588 Office365 Connection 2
H

[i] Delete €3 Endpoints

«
£ Search (Ctri+/) |

m R Display name Supported account types
SuEuE Office365 Connection My organization anly
y org Y
& Quickstart Application (client) ID Redirect URIs
12a34bc5-67de-890f-12a3-4b56c7 de8S0 Add a Redirect URI
Manage Directory (tenant) 1D Application 1D URI
9fedcB76-54ba-3fed-chaf-e210dc3bBaf Add an Application ID URI
B Branding § o .
Object ID Managed application in local directory
3 Authentication abclde2f-a345-6789-bcd0-12345e6f78ab Office365 Connection

Certificates & secrets

16. You will have received 2 certificate files from the Certifying Authority: one is a Public Key, the other is a Private key.

Rename the Private key. Change the extension to .p12. Replace the name of the file with the Application (client) ID
value recorded in step 15.

For example: 0a987b654cd32.pfx ----> 12a34bc5-67de-890f-12a3-4b56¢7de89f0.p12

Copy this file into both the UC/UCCSE and the UC/IMAPTSE folders on the IX Messaging voice server. For a site
using High Availability, copy the file to the same folders on the Consolidated Server, and on all Remote CSE servers.

Rename the Public key. Change the extension to .cer.

For example: 2a345678bc906d78.pfx ----> 2a345678bc906d78.cer
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17. Click Certificates & secrets in the left-hand pane. Select Upload certificate.

":\ Office365 Connection - Certificates & secrets # X

[0 search (Crt=) | “

B overview

£ Quickstart

Manage
Branding
Authentication
Certificates & secrets
API permissions
Expose an API
Owners
Roles and administrators (Previ...

Manifest

Support + Troubleshooting
ﬁ Troubleshooting

ﬂ New support request

Uplead certificate

Credentials enable applications to identify themselves to the authentication service when
receiving tokens 3t a web addressable location (using an HTTPS scheme). For a higher
level of assurance, we recommend using a certificate (instead of a client secret) as a
credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a
token. Also can be referred to as public keys.

Mo certificates have been added for this application.

Thumbprint Start Date Expires

Client secrets

A secret string that the application uses to prove its identity when reguesting a token.
Also can be referred to a5 application password.

+ New client secret

Description Expires

Mo client secrets have been created for this application.

£ and select the Public certificate file on your drive. It is the one with the .cer extension. Click Add.

Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt

‘ 2a345678bc906d78.cer
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Open UC Admin on the Voice Server. Go to the Feature Group > Synchronization Options tab.
Under IMAP Settings, configure:

IMAP Account: Enter your corporate Office 365 domain, a forward slash, then the Application (client) ID.
(e.g. yourcompanydomain.com/12a34bc5-67de-890f-12a3-4b56c7de89f0).

Account / Confirm Password: Type in the password used to secure the .p12 certificate file.
IMAP Server: Enter the name of your IMAP server.

= UC Admin =
9 File Action View Window Help

e | F2E| Xa= H

%4 Avaya Messaging Group No. Group Name

4 @ Office PBX i R Default Users
4 £ ERB Music a :
b gl Mailbox Structure H s i Feature Group
(] Festure Group H o
& Remote Site »
| K| = 4 L]
[ Reuting Table | 1 | !] ‘ I ‘ |
=3 Voice Menu General ] Storage Options ] Motification Optiohs I Transfer Options | Transfer Types ]
@ Customize TUI Maibos Options | Message Dptions  Sunchronizstion Options | DID Propetties | Speech Dptions |
& Print Server —
b gl Faxlobs :
» B Storage 1: Default Users
b 4 Speaker's Corner
3 Mailbox Templates IMAP Settings
b [ TSE IMAP Server IMAP Account | Calendar Mode MNone =
b Wl voicsSen e Account Password Iax Connections 100
b [ Configuration

Confirm Password ax Mo Of Logons 25

IMAP Server Office 365 x| §Send URL Mone i
Message Sync Source Settings

Account domain.com/12a34  Password e

Message Spnc Souce ~|  Confim Password e

1~ Spnchronization Settings

W Inbox folder Syne prioiity Medium -

¥ Cal Histary W Syne Dyl ’—

v System folders SR R

¢ Custorn folders TSElcaon [ &

W Contacts b
Over-ide Local Directory Images With | Remate directary images, except non-existing =]

When ready, click Save.
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In UC Admin, open Mailbox Structure. Open a person’s mailbox that will use this configuration. Go to the
Synchronization Options tab.

Enable Use Feature Group settings for IMAP.
Type in the User Name for this account.
For Storage Mode, select Synchronization.

92 Mailbox ? %
Mailbox
|| @ xR B «] ] [n] @]

Genersl | Advanced | Maibox Options | Transter Optiors | Message Options | Addresses |
Synchionizalion Options | Lacations | Feraute T Options | Spesch Options | Language Options |

22 1: John Smith

_> Iv Use Feature Group settings for IMAP r

I User Name [fsmith@pourcompany co I IM&F Language [Engish =]
User Paseword | Jstorage Mode | ynchronization jl
Confim Fassword [ Voice Famat | Default |
MiPSever [ =] Ewmal EEIT

Last Synchionization Time
Inbox r

Contacts
Calendar

Surnmary Yiew >

When ready, click Save.

The configuration is complete.
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Verify Configuration Setting

Once the installation has been completed, verify that the system is configured to use EWS instead of IMAP.

1. On a Single Server Installation, open the UC/UCCSE folder on the program installation drive.
For HA installations, this file is found on the Consolidated server in the same folder.

Home  Share  View v @
© = |l » ThisPC b LocalDisk(C) b UC » v o] [ searchuc A
P V\:rr:f_ = Date modified Type Size [
0 ey K BEREDAA il Ay
& e X e -
£ R i U —
i g =
L T —
- ey [R S— 1
£ Tt JIp .
B et Y —
& Masu & wes
& e W
e A Pelaman
ﬂ E Local Disk (1) 3 Sucantg
Ko
Wl ey
- e L e
R
| tamp
g 3 '
JURTS YTy LR T
| T b Tadaiia
X uccse 2/12/20198:46 AM  File folder )
118 items 1 item selected ==

2. Within the folder, open the CSE.exe.config file in a text editor such as NotePad.

m Home  Share  View v @

®© = |l » ThisPC b LocalDisk(C) » UC » UCCSE v o] [ searchuccse A
P — Name = Date modified Type Size e
W e L e k]

& s W U CRE “
e LAEs" ¥ P 8 b i N I+ o
RS T T p——— i 300 i w [0
- Ta i % CHE A 1 . “
ey % O B 3
] L 1 T N Augagéte dilassr " ]
B Deenivmi | | CSE.exe.config 1/17/201812:55 PM  CONFIG File 9KB
& W . ETETETY sy " a3
B e W 1R : . “
| % CHE oS b 108 & N s
&, Local Disk (C) & CHUT- . -
e “
% CIR AR 0 “
U NET "
Lags 30 L i
RS 3 T P “
FES T T ERE e ML E Pad
AU T SR s iy ey M i tad
& S p———— -
% Ok Pl i [
Glitems 1 item selected 8.80 KB
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3. Scroll down to find the following lines:
<setting name="UseEWSIMAP" serializeAs="String">

<value>False</value>
</setting>

File Edit Format View Help

Avaya Messaging to Office 365 Integration with EWS

CsEttiag tomes Wesiaped Itertastiiaiolier " e faliimbes Y00 bt
B At

o J et bagy

it Eang himesMedsaged] L 1tertastiDays” serfalfiabes "M ing"
copfuer be Cealaer

et gy

eetUEag nemes Mesiagesd fiter Tolestindy ' semfallrakes Mo tag' s
Cwalues Trwe fealuer

et ingy

st ing names" Tl qone | famaPer i and’ sorialinkes"Wriang"
tralom Bl ralam

et Eaggs

caetiing somesTopitreamirac et ingfirents’ serlalltabes"Mring"y
cvalas e vplaer

/et gy

CETLING mime WeelMa LIPT" serbalEedes "V bng"
L R =

<setting name="UseEWSIMAP" serializels="String">
<valuexFalse</value>
</setting>

Cvalams Toue fealaes

et by
et iag somesUealNNET seelalisabis"Mrlag"
cvaluerd o) sed realanr
o Jet gy
O O Sy o 208 Ban . Poigein® Bad . Tt Bageo
Ol B 9% banilet t Bag

m

~|

a B

Verify that the Value is set to False. If the value is not False, retype the text and save the file to change it to the

correct value.
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Introduction

Avaya Messaging and a IBM Domino server are able to integrate through the IMAPCSE services, providing a truly unified
messaging experience. Once the configuration is complete the servers communicate and synchronize all data among
themselves, eliminating the need for you to constantly manage multiple locations.

The use of the administrator account from IBM Domino allows you to streamline the sign on process while still
maintaining individual password security protocols on each mailbox. The Domino administrator account credentials are
entered through the Avaya Messaging Admin console.

Visual Guide

L8l

Data is synchronized between the UC Server and the Mail Server.
Message status and deletions are synchronized almost instantly
between the two, creating a single message store for easier
management by both the administrators and end users.

Since status is synchronized,
message lights on integrated
telephone systems will also be

accurate no matter where the
f \ message is read or received.
|

<) 4

In a typical situation, voice messages will be synchronized from the
Voice Server to the eMail Server, and email messages will be
synchronized from the eMail Server to the Voice Server.

When a voice server integrates with an email server, the data between the two is synchronized, allowing for accurate
information regardless of the point of access. Receiving messages, and any actions performed by the users is
synchronized between the two servers constantly, ensuring that your content is always up-to-date.

Administrators can also customize what will be synchronized. A full synch includes contact and calendar entries along
with messages. If the system has telephone and message light integration, MWI (message waiting lights) will also remain
accurate since the status of messages are synchronized between the servers.

Requirements

Requirements Details

License IMAPCSE License

Software Officelinx/IX Messaging version 8.5 - 10.9
Avaya Messaging version 11.0 or higher
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Server Configuration

IBM Domino configuration is largely divided into two parts. First is the configuration of both the Domino server and the
Avaya Messaging server to synchronize messages between the mailboxes on both systems. Second is configuring UC
forms for IBM Notes so that end users will have the ability to record and playback voice messages from their IBM Notes
client. While specific variables regarding settings will differ from site to site, this guide provides a general guideline for

integrating IBM Domino with Avaya Messaging.

Setting up IMAP CSE Synchronization

To configure IBM Notes for Avaya Messaging users:

Access the IBM Notes Administrator.
Under the Domain/People directory, double click User and enter a nickname, a user name and an Internet password.

On the IBM Domino Console, run the following command:

Note: In the above command, username is the IBM mail file, and ucmail.ntf is the template into which the
forms were installed.

Note: Once the forms have been installed and distributed to the users, their inbox will need to be closed
and reopened in order for the templates to be refreshed. This needs to be done every time the Master

Template is updated.

The following procedure is optional.

To prevent the IBM Window from scrolling while logging in / out in IMAP:

On the IBM Notes Server, open the notes.ini file.
Set the Log_Session=1 to 0.
Click Save, then click Close.
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Avaya Messaging Configuration: Single User

Note: Configuring Avaya Messaging for use with Superuser credentials is no longer supported.

With this option, Avaya Messaging connects to the IBM Domino server on a mailbox-by-mailbox basis, using each
individual client's account credentials for each connection.

It is necessary to establish IMAP CSE connections before setting up Unified Messaging.

To begin the setup of your unified messaging you need to create a CSE IMAP connection. The purpose of this connection
is to tell the voicemail what IP address it is supposed to connect to in order to connect to your IBM Domino server.

To create CSE IMAP connections

Login to Avaya Messaging Admin. The following screen appears.

+..=:2 Woice Menu
- Customize TUI
¢ (] Print Server
d Fax Jobs
Mailbox Templates

:
=] &y Irnpart
& Mfm TS IMAR Server

B View »

o

ettings
Refresh

; Export List...
]

el Settings

\ S ET——
g Global Parameters
& Hre

Locate TSE IMAP Server in the left-hand pane. Right-click and select
New > TSE IMAP Server. The following screen appears. 2]
Complete the following fields: MPServerbame |
¢ Inthe IMAP Server Name text field, enter a descriptive name of the server. AP Server fdress
IMAP Server Port 143
e Inthe IMAP Server Address text field, enter the Domino server's IP address. VoksFomal  [wewWEGEMET 5]
IMAP Server Domain l—

Note: If you are using an SSL connection, you should use the server's domain name
(DNS) instead of the IP address so that the certificate can be authenticated properly.
SSL connections should always use port 993.

“  Cancel I

e Accept the default value in the IMAP Server Port field or enter the server port field provided to you by your
network Admin.

e Select the Voice Format that your servers will use to handle voice messages.

¢ Inthe IMAP Server Domain field, enter the domain name of the mail server to avoid looping messages during
synchronization. This server address will be cross referenced with the Reply To address of each mailbox.

Note: CSE was formerly known as TSE.

Avaya Messaging Feature Description Guide 210
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IBM Domino Integration

Mailbox integration is a configuration where each individual user on your Domino server is given their own mailbox on

the Avaya Messaging system.
Obtain the list of the users you are going to integrate.

Hint: Contact your system administrator to verify that the
usernames and passwords are correct before proceeding.

On the voice server machine, open Avaya Messaging Admin.
Open the Mailbox properties.

On the Addresses tab, verify that the Reply To email address is the
address of the user's IBM Domino account. Click Save.

Click on the Advanced tab.

From the Desktop Capabilities dropdown list, select
Messaging & Collab.

Click the Save Mailbox toolbar button.

Warning: The following steps must be completed in the specified
order.

Click on the Synchronization Options tab.

In the User Name field, enter the details of the user's IBM Domino
email account. Change all forward slashes / to pipes |, such as:

Firstname Lastname | Organizationname

Note: Organizationname may include the domain and other
information. Separate all fields by a pipe instead of a slash.
any body| ERB| Music|Sales

First name: any
Middle name:
Last name: hody
I User name: any body/ERBfMusiciSales I
CLEm

Alternate name:

From the Storage Mode dropdown list, select IMAP.

Enter the mailbox Internet password in the User Password and
Confirm Password fields.

For IMAP Server, select the Domino server.
Disable the Use Feature Group setting for IMAP checkbox.

1, Mailbox

Mailbox

@ x|8] Bl v ]n] Ble|m]

Synchronization Options ] Locations ] Re-oute CTI Options. ] Speech Options } Language Options ]
Genersl  Advanced | Malbos Options | Trancter Optians | Meseage Options | Mofinstion | Addesses |

2 9876: John Carter

Persanal Operatar =&
DOperator Phane Nurber ’; ,—“ [¥ web Client User
D10 Tk -
[~ Customize TUI I =
™ Woice Menu JﬁJ

[™ Collect Gen Location Data

Demain Accourt Narms Distibution Lists |

| Deskiop Capabities Messsaing b Collsh d Folders |
Dats Fomat YTYHMDD -] Dircctory Listing
PEX Node [ Workgioup
o, =
Mailbox
| 2| @] @] o] <[ v [v] @ @[c)

General | Advanced | Malbox Options | Transfer Options | Message Optians | Notfication | Addresses |
Sunchronization Options 1 Locations ] Be-raute CT1 Options ] Speech Options ] Language Options ]

2 9876: John Carter

[ Use Feature Group settings for IMAP I

User Name [ MéPLanguage [Ergish |
User Password ,7 Storage Mode ,W‘
CorfimPsssword | VoicsFomat  [Defak -]
MePSever [ +| Emal [s7E@ebmusic.com

Last Synchronization Time:
Inbox r

Contacts ’7 J
Calendar

Summary View >53

In the IMAP Language field, choose the language of the mailbox. You must make a choice in this field.
Do not use the Message Status feature. Make sure that the Update Message Status From checkbox is not checked.

Click on the Save Mailbox toolbar button.
On the voice server machine, open IMAP Tester.

=181
© File Edit View Tools&Tests Help
DEE iBBS 2 T Badsaaaalalpe s aa sl
efault] ID | Mbx | Name Comp | FG | Username | Server/SSL/BES | Po =~

1f1: Default Users [IMAP: 1/Ti
2/2: Phantom Users [IMAP:0/
¥ 3/3: Share Extension TMAP:C
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18. Click on IMAP Synchronization Settings. @
19. Click on the Performance/Tuning tab.

20. Disable the High Performance Pack checkbox.
21. Click Apply to save the changes. Exit the utility.
22. Restart the UC TSE Cache Manager service.
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— CPU Utilization
CPU *vield 500

CPU Max usage | il

Background threads I 1 3:

— Sunchronization Friorities

Cacher |1 Flusher |2 Falders |3

- High Performance Pack

™ Enabled HPP Threads | 1 _,::'

HFF Delay [mz] SDDD_:I

— Socket options

Timeaut 20000

Buffer Size IS‘I 92

Logging  Performance,Tuning IE

I Others I Recommendation I

Apply

212



Installing UC Forms for IBM Notes

IBM Domino Integration

This section describes the installation and configuration of UC forms for IBM clients. UC forms components are packaged
in the UCMail.ntf IBM template database, which can be found on the installation DVD. The UCMail template contains the

following:

® UC Player subform that can be used to extend other forms with an audio player/recorder.

e Asubform to indicate the location of iLink Pro Desktop installation file.

® Modified versions of Memo, Reply, and Reply with History forms with UC Player subform added to each.

There are two methods for installing UC forms onto the server:

® A-Use a provided template as the basis for all UC users.

e B - Copy design elements from a provided templates into another, and modify standard forms to include the UC
Player subform. This method allows you to add UC player to existing custom templates.

Regardless of which method is used, the design is made available to the IBM Notes client through a manual design
refresh initiated by the client, or by running the designer task on the server. Once the design elements are propagated to
the target database, each user is provided with an install button within IBM Notes that allows the installation of binary

components on the client PC.

Using the Provided Template as Design (Method A)

Insert the Avaya Messaging Installation DVD.
Copy the ucmail.ntf from the DVD (located inside IBM folder) and paste it into the Domino Data folder

(e.g.

).

When you open Domino Administrator, you will notice UC Mail in the list of available templates. Select the template
then open it in the Domino Designer.

@ pomain - IBM Domino Administratar [_[E]=]
File Edt Administration Fies Help
I
Paopls & Groups | F\\Esl Server... | Messaging.. | Replicstion | Configuration |
-J @ﬁ Serer: Iﬁen\ggfg?uenrwmowsﬂﬂu?} 5.2 Intel Pentium S Custarm = All o Taoks
&l [ E g FlesiBM L attDor | Tite 2 | Filename = Fhysical Path = [ Fie Fomat ¢ | LogicalSiza | [ Manage AcL -]
= = dic & Dormino Directory Cache dbdirman.nsf  C:\Program FilssUBl RB (43:0) 77a0eal 0 Renlioats)
L » | domine & Dorring Dornain Maonite ddr.nst C\Program Files\UBl RE (43:0) 5.508.0: o
0=a))| = elc & DPI (Dommine Portal Inte dpicfg.nsf CAProgram FilesUBk RE (43:0) 958 4¢ Compact.
= = gtrhome & Homepage (85 homepagenst CProgram FilesUBle RE (43:0) 458.7¢ | Full Text Index.
=) help BB |BM Lotus iNotes Redire iwaredir.ntf CAProgram Files\Bl RE (43:0) 1.253.3, Multi-Database Index...
= iNotes B IDVault(g) idvault.nif CAProgram FilesUBlk RE (43:00 9963
I mai & Java AgentRunner agentrunnerns CGlPragram FilesUBl RS (41:0) 155,70 R
= properties @ Local free time info busstime.nst  CAPragram FilesUBl RE (43:0) 383,27 | Qustas
5 meval < Lotus Notes/Domina Fa Indfr.nsf CiProgram FileslBlv RE 43:0) 1.015.8(0 [ iove
= waz < Lotus Notes/Domina Sn Indsutr.nsf CAProgram Files\Bl RE (43:0) mate
b &G Catalog (8] BB Lotus SmartSuite Librar doclbs?.ntf CAPrograrn Files\UBl RE (43:0) 958.4( 'g"_ .
B Mail (RB.5) il B5.ntf CiProgram FilesUBlv RE @3:0) 0670, | Replication..
BB Microsoft Office Library+ doclbrm?.ntf  CiProgram FilesUBl RE (43:0) 1,106.9: | Fisup..
> Monitaring Configuratio eventsd.nsf  CiProgram FilesUBl RE (43:0) 3040870 | Guster.
BB Notebook (8) notebook8.ntf  GAProgram FilesUBl RE (43:0) 1.437.6¢
& Motss Lag (8) ) Iog st CAPrograr FilesUBl RE (43:0) 104320 | Delste
G2 Offline Services doladminnsf  CWProgram FilesUBhe RE (43:0) 7741 Analyze
m Personal Address Book pernarmes.ntf  CWProgram Files\Blv RE (43:0) 4,880.7] Find Mote
m Perzonal Journal (8] journald.ntf CAProgram FilesUBk RE (43:0) 7741 o
] reate Event..
3 Reponts for LotusServer reports.nst CiProgram FileslIBl RE (43:0) 385.3
EB RESFeed Generator  rss_generater.r GlProgram FilesUBl R6 (33:0) 1,216,57 | Manage Views..
2 Sample Web Agent- Re pwdresetsampl C:\Program FilesUBl R6 (43:.0) 524.2{ | Create Redirect...
< Server Certificate Admin certsrvnsf C:Program FilesUBlv RE 43:0) 1,253.3:
@ ServerLoad Setup Ager namagentnsf  CProgram FilssUBl RB (43:0) 11,796.4¢
a TeamRoom () tearnrm?.mtf CAProgram Files\UBl RE (43:0) 2.621.4¢
>:ﬂf | 5 » [ DB2 Groups |
4 || THilefs) selected | 17 MBE (17,826,792 bytes)
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Expand Shared Elements > Subforms in the left pane of the Designer window. From the main pane locate UCPlayer
and double click to open.

ubforms - IBM Lotus Domino Designer

File Edt Wew Crsate Desion Navigate Tools Search FProject Window Help

BE BBH9a [I@® B[+~
@) applications T =3 x || ucmailntf - Design - Subforms =B % ‘Iﬂ Controls x| ¥ =2l
. . A palette is not available.
G-H= 2] Mew Subform |
Hame | aiias | Last Modfied | Last Madified B e R
B Forms LA (RepeatOpenListiide) 08/12/2019 05:... Lotus Motes Template Develop. ..
0 views 4 (Room Resource Scheduler) 05/12/2018 0 Lotus Mates Template Develop. .
) Foldors (4 (signatureOption) 0812/2019 05:... Lotus Motes Template Develap. ..
3 pages fg 4 {Unprocessed Matices) 081242019 0 Lotus Motes Templats Develap. ..
3 Custom Cortrals 4 (UpgradeFaldersDig) 08122019 0 Lotus Nates Template Develop. ..
[ Framessts LA (UparadeFoldersDlgz) 08122019 0! Lotus Motes Template Dewelop, ..
@ [ Pages [ {UpgradelnboxDig) 08/12/2019 0 Lotus Motes Template Develop. .,
5E5 shared Elements (A4 {wWehSpecificFields) 08/12/2019 0 Lotus Motes Template Develop. ..
) (4 {subTrackMessage) 081242019 0 Lotus Motes Templats Develap. ..
8] $FORWARDSEP j (subTrackingRequest) 08/12/2019 05:...  Lotus Notes Template Develap. .
]yl obusFaxMemosubF (WCSItems) 08/12/2019 05t... Lotus Motes Template Develop. ..
-EI] 4Monds CalProfileMameChange 08/12/201906:...  Lotus Motes Template Develop...
2] {Alarmoptions) DOLS Configuration Settings DOLSConfigur... Lotus Motes Template Develop. ., &
L DOLS Customize: DOLSCustomize Lotus Motes Template Dewelop. ..
<] (BusyTimeDetails) o
] (cas DeliveryOption: DoLs Duwn:ua: Contral ) DOLSDown:oa... Latus Mates Temp:ate Deve:op. n °
: ] (Caiclanwarn) DOILS Download Instructions DOLSDownloa... Lotus Motes Template Develop. "
21 (Calendiafiters) DEIODtlunlnthefnm Lotus Motes TEmpIate Develup. .
RETr Deloptionsubform Lotus Motes Template Develop. .,
| I Import Org G5 IrportOrgGsDlg  08/12/2019 06:...  Lotus Notes Template Dewelop. ..
5% outline =3 * |y | r'
An outling is nat available,
‘E Properties % HE Events  x ||[L Problems (0 iterns)  x | Gl =
| -
@ Info Activie
Fields Created: 09/20/2018 12:07:23 PM (Initialky)
Desiap Modified: 09/20/2018 12:07:32 PM (Initialky)
Recunegiiis Added: 09/20/2018 12:07:32 PM (In this File) —
Modified: 0%/20/2018 12:07:32 PM (In this file)
Maodified By:  Administrator/creware =

‘ a ‘ ) Onine

The fields associated with the UC Player subform appear. Open the UCIBMSRV variable and enter the Avaya
Messaging server's domain name or IP address. This is where end users download the iLink Pro Desktop application.
When ready, Save and Close the subform. This will update the design element signer.

@ ucplayer - Subform - IBM Lotus Dom
Fle Edt Wew Creats Design Mavigste Tools Search Projsct Window Help

gl H[Hbil

o0 De:

er

2N BEFPIBC|@B-14-016-

%) Applications =58 x ‘@ ucmail.ntf- Design - Subforms ||g *UCPlayer - Subform % | =3 h@ Controls  x | ¥ 35‘
&-H= i 1) 1) 1 1)
[ Y i By i 1)
=] Forms
-7 vigws
{5 Folders | T

! ®Pages

29 Custom Controls

-] Framesets

) |:| Pages

=+E5 Shared Elements

==l subforms
~El] $FORWARDSEP
) fLotusFaxMemoSubf

2l §Moods

2l (AlarmOptions)
-] (BusyTimeDetails)

) (CRS DeliveryOption: Objects IHEFErence UCLotus3RY (Field) : Value

)
&l (calcleantarm) 4 Bueymndechange ~| |Run |Client 7] IFormu\a
2 (CalendarFilers) © Postmodechange

- E] (CalRule) © Quenyrecale "user.company.cam"
4 | £ Postiecale
0

B Dutline =B % % Postsave

% Querysend

4 Postsend

$ Quencloze

4 Initislize

4 Teminate
] = AttList [Field)

* Value —
=) == UCLotusVer [Field)

# Value
[=) == UCLotusSRY [Field)

An outling is not available,

*
= | CLotusInstalled [Field) hd

h = Properties HE Events x ||[L Problems (0 itarns) % a ﬁ‘fi|
‘ = ‘ F9 AP Onine -

Hint: Use the UCIBMVer field to manage version control with UC form.
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6. From the Forms section, double click on Memo. Save and close the Memo form to update the design element signer.

[@ ucrnailktf- Desigh - Pages |[J Memo - Form % ‘

@ Applications BH=3 x
5-E=
[l DOLS Offine Configurati = |

§ o o o T

i 1 1 1)

Group
Memo
Merma [FR]

Quota Repork

RS Compatibiltty Form

Reply
Reply with History

Swikcher Farm For Calenc
Switcher Form For Group
Switcher Form For Mail

Switcher Form For To Do
Swikcher MY Form far Ca

<Computed Subform>
shways hidden: [ Form TJ MamePreterence T]F LanguagePreference T From ]

[ anrram 17 Loge T|F BoTableColor TJF  usedpolet T
‘r

trpDisplayFrom_Preview T | $KeepPrivate T|[  DefaultailSaveOptions T

[ Fat_info ) Guep_Suing 1] _#helsOnlinel3

I —1F

=]
B
E]
B
B
E]
B
=] Setup Miniview
B
E]
=]
B
B

Swikcher MY Form Far Ma

PP PR | e —— i P

o

7. Repeat the process for Reply form. Open the form then Save and close to update the design element signer.

@ Applications
5-g=
-2l Quota Report :I

[@ ucrnailktf- Desigh - Pages |[J Reply - Form  x |

|r

i B i T

[ 1 1 1)

RS Compatibiltty Form

Reply With History
Setup MiniView

T

Swikcher Farm For Calenc
Switcher Form For Group
Switcher Form For Mail
Switcher Form For To Do
Switcher My Form For Ca
Swikcher MY Form Far Ma
Switcher MY Page for Ca
Switcher MY Page for Ma
To Do

<Computed Subform>
Alwayshldden:‘r $aMNamelLanguagsTags THr $StorageCe THr $StorageTa T
[ gotorageBee T| InetCopyTo 1) InetSendTe T]F antomTo T)

InetBlindCopyTo T | MamePretersnce T|[ LsrgusgePrefersnce T
InheritedSendTo 2] InhertedaitGendTo 2 InheritedReplyTo 2

InheritedFrarm 2|7 InheritsddltFrom & InheritedFromDamain %

‘r
‘r
‘r

D EEEEE E

wTn Do

P I

=

oo

8. Repeat the process for Reply with history form. Open the form then Save and close to update the design element

signer.

@ Applications BH=3 x

[’@ ucrnailktf- Desigh - Pages |[J Reply With History - Form % ‘

o-H=
~[2] RS Compatibilty Form

i i = = T

[ xf xf 1

2] Peply

Setup Minlview
Switcher Form For Calent

T

Switcher Form For Group

Switcher Form for Mail

Switcher Form For To Do
Switcher MY Form For Ca
Swikcher My Form For Ma
Swikcher MY Page for Ca
Switcher MY Page for Ma
ToDo

wTo Do

CEEEEEEEEEE®E

<Computed Subform>
Ahways hidden:| §AMNamelanguageTags T [ $StorageCe T[  $StarageTo T

$5torageBee | InetCopyTa T [ InetSendTo 77 AnCopTo T

=

[" inetBlindCopyTo T|[ MNamePreference T LanguageFreference T
InheritedSendTo 2] InheritedaitGendTo & InheritedReplyTo &)

InheritedFram £ Inherited8itFram 2] InheritedFramDomain 2]

‘r

-

BT visws

‘ ) |

[ =

oo

9. Repeat the process for any other forms you wish to add the UC Player to, and then exit Domino Designer.
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ECL Configuration

IBM Domino uses an Execution Control List (ECL) to set up workstation data security. An ECL limits the actions of
formulae, scripts, forms and other objects run on a workstation. For example, an ECL can prevent another person's code
from running on a PC and damaging or erasing data.

Domino administrators have the power to allow users to modify their ECLs or to control all changes to their ECLs across
an organization. In order to limit workstation access, an ECL will look for a database, template and item signature before

opening on the workstation. The ECL will then check this signature against its settings to determine what level of access
can be granted.

Groupware forms are subject to an ECL check as well, since they contain scripts and COM objects. Thus, on the first
installation of Groupware forms within an organization, you are advised to:

¢ Modify the Administrative ECL on the Domino Server.
e Propagate the changes to all clients.

Open Domino Administrator. Locate the People & Groups tab.
From Actions menu, select Edit Administration ECL.

(Ul Diina Dircetorizs Add Person Edit P (SRt Fear Cnpytn Fig

» LIl domain1's Directory

Name ~ Telephone

user, one

b &
€% Maikin Databases Reso - —
] Poicies arnino . administrator
(=] Settings
[z] Centificates
& Ak Language Info
#54 Deny Access Groups

From the Workstation Security: Execution Control List window, click on the Add button.

Workstation Security: Execution Control List

ECL for Admiristrator ¥ Allow user to modity:
@ workstation security

Unsigned

 Java applet security
" JavaSeript security

igned by: Allowe

. I~ feeess to file system
-Mo Signature-

Access bo current database
BT W and ol Miopaton Took/Lotus Notes € |- 2 j
Deorino Unified Commurications Services/Lotus Not | Access to environment variables

Latus Fax Development/Lotus Notes Companion Prc. | Access to ponNotes databases
Latus Mates Template Devslopment/Lotus Notes

Sametime Development/Lotus Notes Companian Pre I” Access ta extemal code

™ Access to extenal programs

™ Ability to send mail

I~ Bbilty to read other databasss
I~ Ability to modify other databases
[~ Ability to export data

[~ Aceess to Network

. ] I~ Ability to read from property broker
I [ | ™ Ahility to virite to praperty broker
| agd. | [ Bereme | | Aemowe | T AcossstoWorkstation Security ECL

In the People, Servers, or Groups field, enter the name of the person/server/group to be added to the ECL. This
should be the person that performed the installation, most likely the Domino Administrator.

Once you have selected a user, click OK.

People, Servers, Groups

|
ot ] [ cowl |
%)
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Now select the user or object added in the previous step (Administrator in this example). Enable Allow user to
radio button. Enable all checkboxes under Allow then click OK.

modify, then select the

Execution Control List

Workstation Securi
ECL for Admiristrator

Unsigned

when signed by:

-Dietault-
Mo Signature-

BT Mail and Calendar Migration Tools/Lotus Mates C
Domina Unified Communications Services/Lotus Not,
Lotus Fax Development/Lotus Motes Companian Pre
Lotus Motes Template Development/Lotus Mates

Sametime Development/Lotus Motes Companian Pre

|

v Allow user to modify:
¥ Woikstation security

 Java applet security
 JavaScript security

Allow

ocess o file system

ooess b curment database
coess to gnvironment varisbles
coess to non-Notes databases
coess bo exfemnal code

ccess lo external programs
bility to send mail

billty to 1ead other datsbases
bility to modity other databases
bility to export data

coess to Metwork.

bility to 12ad from property broker
hility to virite to property broker

Add... | | ﬂename.l ‘ Remaue |

<1 <1 <1 <1 <] <1< <<

cessho’

Repeat for both the Java appl

Workstation Secul

et security and

radio buttons.

Workstation Secul Execution Control

ECL for Administrator
Last modified 10/07/2019 04:34:04 PH
Modified By Administrator

Wwihen signed by:

-Dietault-
-Ha Signature-

BT Mail and Calerdar Migration Tools/Lotus Mates C
Domina Urified Communications Services/Lotus Not,
Lotus Fa Development/Lotus Motes Companion Pre
Lotus Motes Template Development/Lotus MNates

Sametime Development/Lotus Notes Companian Pre

|

Add... | ‘ ﬂename.l ‘ Remaoxe |

¥ &llow user to modify:

ECL far Admiristratar

[V Allow user to modify:

" \workstation security
& Java applet securiy
" JavaSeript security
Allowr

Becess b file system

finting

bocess to Motes Java olassss
bocess to netwark addresses

bccess bo system properties
lialog and clipboard access

Last modified 107072019 04:34:53 PM

—

Muodified By Administrator

w'hen signed by:

Default-
-No Signature-

BT Mail and Calendar Migration Tools/Lotus Notes C
Diomino Unified Communications Services/Lotus Not
Lotus Fax Development/Latus Notes Companion Prc
Lotus Motes Template Development/Lotus Motes

Sametime Development/Latus Notes Companian Prc

© Wworkstation security
" Java applat security
% JavaSoript security

2

Fiead Data Access fiom:
ource window
Dither window from same host

<1 <1<

Dther window from different host

=

Wiite Data Access to
ource window
Dither window from same host

ocess-level access

<1 <1<

Dither window from different host

=

Open Access o
LIAL on same host
LIRL on diffgrent host

<<

|

Add... | | Eename.l ‘ Remaue |

For each mailbox database that will include UC forms, configure them to inherit the design from the UCMail
template. This can be done using the load convert command, or manually through mailbox database properties.

=g X
Slealslal=

Design is nat hidden

Options
Allows design locking
v Listin Databaze Catalog
Categories
¥ Show in 'Open Databasze’ dialog
Inciude in multi-database indexing
v Do not mark modified documents as unread
v | Mark parent note on reply o forward

Inheritance

¥ | Inherit design fram master template
Template name  |ICMail
Template version is 8.5 (1072 %2018

Now that the forms are ready, you must append the new design. From Status > Server Tasks, click Start... in the list

of tasks on the right pane.

s Tools
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Status | Analysis | Monitoring | Statitics | Performance |
{Q(@ Server: LotusServerd
Fisleisss B 5 on windows 20003 5 2 litsl Pertim
i Gerver Tasks 45 | Tasks~ Activity CPU Utilzation <
A Motes Users o
3 Database Users & Admin Process Idle 0%
3D Intemet Users @ Admin Process dle 0%
fll Server Console ¢ Admin Process Idle 0%
v [ Schedules &% Admin Process Idle 0%
2 Programs @ Agentbansgsr Il 0%
Qo Agents @ AgentManager Executive 1" Idle 0%
&% Mail Routing B Calendar Connector dle 0%
@, Replication %  Database Server Shutdown Monitor 0%
3 0oM &% Databass Server Pracess hManitar 0%

Restart.

> @ User

=

» By Ports
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8. Select Designer from the list then click Start Task. The design will be updated for all Start New Task 5
Users. Users can now take advantage of the forms packaged with iLink Pro Desktop in » .
IBM Notes. [ ST

Note: Once the design elements have been propagated to the client database, the DiP sever
forms are almost complete. A few additional components must be installed to fully Directory Lint
DOMWS Convert Addin |

enable forms on the client.
I | Seleot advanced gations. .

The Designer server task maintains and updates the
design of all databases to reflect changes in templates.
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Adding UC Forms to Existing Design (Method B)

1. This procedure is similar to Method A, but you will be importing the UC form into an existing database template so
that you can utilize UC form within an existing custom form design. Please refer to the details within Method A to
familiarize with yourself with the procedure before proceeding.

2. Insert the Installation DVD.

3. Copy the ucmail.ntf from the DVD and paste into the Domino Data folder
(e.g. C:\Program Files\IBM\IBM\Domino\Data).

4. Navigate to File > Database > Open. Select the ucmail.ntf file from Step 3 and open it in Domino Designer.

5. Open the copied template. This template should contain the UC forms. As a rule, all users in an organization will
inherit design elements from a single template. Should it be necessary to provide UC functionality to a select group of
users, it is recommended that a copy of the default template be created and all UC elements placed there. Design
elements for UC user databases can then be inherited from the created template.

6. Edit the UCIBMSRV variable to point to your Web Access for iLink Pro Desktop download.

7. Copy the UCPlayer subform and paste it into the target template. If the UCPlayer subform is already present in the
target template (upgrade scenario), then remove it prior to upgrading.

8. Openthe Memo form in the target template and select Create > Resource > Insert Subform.

Insert Subform

DelOption Subform
DOLS Configuration Settings Cancel |
DOLS Customize Lo
DOLS Download Control

DOLS Download Instructions

Dtsbase [Comert dtsbase - =]

™ Insert Subform based on fomula

9. Click OK. The UCPlayer subform will be inserted into the Message form.

%)) Applications B=8 x |1§ Home x HD,mai\ESmf-Fnrms x HJL’IessagerForm x ‘ =
=5-EH= <Computed Subform> -
o Contoct Aiways hidden: [_Form ] NamePreference TJ Languagel nce TJf From ,£]
E) DOLS Offine Configuratio F awFom 1] Logo T]f diego T][” BGTableColor T] usehpplet T]
F tmpDisplayFrom_Preview T|F  SKeepPrvate T DefaultMails
F Path_info TJF_Guery_Sting 7| LWRGIORIREESH] M5
= RS Compatiity Form F sfiabels TJF sriabelr TJF sFiabeiz T]F srL
El Reply
/) Reply with History & Attes [ EnableBlankSubjest T]f ExpandPersonalGroups TJ s
5 setp Minivew F comyo ,&F BiindCopyTo ,&F confidentialstring T ] s
j z::sz::z:::j: igz:f‘s:: I inetSendTo (28 InetCopyTo 428l InetBlindCopyTo 48] =
El shipping labels &, busines
5] Shipping labole 6, parsone || Obiects [ Reference Memo (Form) - Window Title |
El simplfiedReply  (Globals)Memo ] | Run [Cient =] [Formui= =
0 swiche Fom for caend | = SERATERE h = @GePrafileField("Archive Dalabase Profie”. "ArchiveDalabase’:
‘witcher Form for Contac ¥Window Title arch = etProfileFie rchive Database Profile”, "ArchiveDatabase™ ™
j :wlﬁer Eurm zr zmuh; gmm gs::f«?;gsnrzs [EnsureCache]):
B switcher Form for Mail & WebGueryOpen IsArch= @H(@Text(arch) ="1"; @True: @False);
) Sutcher Form for To Do QiifiehOuFarvSave Titl @If(@IsNewD M @H(@lsAvailable(Subject) & Sub
i A < Target Frame ile == sNewDo Message"; sAvailable(Subject] ubject
KNl ey BT G J5 Header I="; @lf(@Attachments: +Subjecl.@Te)d(@Created]]]. : :

10. Click Save and close the form.

11. Repeat Steps 7-10 for each form that is to include the UCPlayer subform.

12. Create three copies of the modified Memo form and give them the following names: TeINTVoice, TeINTFax, and

13. Follow the procedures on ECL Configuration on page 216 to complete the process.
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User Guide

Installing UC Forms in IBM Notes
To use UC forms within IBM Notes, you must install iLink Pro Desktop. Obtain iPD from IBM Notes.

Installing UC Bar and iLink Pro Desktop

Note: Subforms must be inserted in all areas which require voice message playback function.

. Run IBM Notes.
Open the mail database.

Create or open a document that uses a form with the UC Player subform (e.g. Memo).
. Inthe Actions pane click on the Install UC bar button.

W=

@ New Memo - IBM Lotus Notes [_T=] ]
Fle Edt Wew Creats Actions Iext Tools Window Help

m Oy ’m\HDme Bl “ New Memo x

ldbDE0- B @] = Al b 7 2 %2

1
an end and File. ave Az Dral ress. elivery Options: ollove Up ~ || Tools = nsta ar
Send Send and Fil Save Az Draft || Add Dell Opt Follove L) Toaol Install UC b

@
™ Highimportance [~ Return receipt [~ Sign ™ Encrypt .
Administrator To [ |
[
= 1MTi2018 04:57 Phi e | |
4
bee | | @
Subject | |

IBM Notes will open a web page to download the iLink Pro Desktop software. iPD must be installed for UC forms to
work.

@ No page to display - IBM Latus Notes

[_[=]x]
Fle Edt Wew Creats Actions Tools Window Help
m SR NI - WAL L] ) Mo page to display
SIS e - Q)
(\, =Y 0 @ @ [heepess user company, comjucwebclient/downlaadjucientmanager exe =l e Ebpnmvlm

6. Download the installation package then install the application.

Once iLink Pro Desktop is installed, the button will change to Show UC bar. Click on this button to open the UC form.

@ New Memo - IBM Lotus Notes [_T=] ]
File Edt Wew Creats Actions Text Tools Window Help

m (IRE WA | New Memo

[ H D@ - B © @ [pefsuitsans serr o= b i F o

Send lSend and File... l Sawve As DraﬂlAddress. . l Delivery Options... l Follow Up 'lToo\s -

I High importance [~ Return receipt [~ Sign [ Encrpt

s A = :u‘.’Y"

®

Administrator To H ‘

= 10/07¢2013 05:01 P4
b < ‘
bee ‘ ‘
Subject [ |

Note: You may have to restart IBM Notes or reopen a form in order to see the new button. You must also
be logged into iLink Pro Desktop to use the UC forms.
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8. You will now have access to Record and Playback actions through the form.

(5] New Memo

Send lSend and File... l Sawve As DraﬂlAddress. . l Delivery Options... l Follow Up 'lToo\s -

'
Ll N

[~ High importance [~ Returnreceipt [~ Sign [~ Encrypt

«
»

Verifying the IBM Notes client ECL setup

1. Open IBM Notes.

2. Select File > Security > User Security > What Others Do > Using Workstation. The User Security dialog box
appears.

Ce  Security Basics  gtas may un 'code! (sgsnts, commands, st ) whensver you uss & Notss databass. Cads ey b signsd to
A oot identiy it craator Based on the name found in the siqnature, you can restict what cads can o
aur Identity

{8 © Identity of Others Select a name in pour Execution Control List o see or set the permissions assigned to the name.
e — “Default- permissions apply when code is signed by someon nat in this list
‘%&£ what Others Do No Signature- permissions apply when the code creator is unknown
Using Workstation
Using Applets When code is signed by Allow aceess to
Using JavaSeri [ File system [ Metwark
[V Extemal code: ¥ Extemal programs

Notes Data
@ BT Mail and Calendar Migration Tools/Latus M [ Curtent Notes database [¥ Hon-otes databases

= Mail Doming Urified Communications Services/Late [ Emviranment variables
o |Lotus Fax Development/Lotus Motes Companic .

Lotus Notes Template Development/Lotus Mot Allow abiity to:

Sametime Development/Lotus Noles Companic [ 5 and mail % Export dats

[¥ Read other Motes databases ¥ Modify other Notes databases
q LI [ Read from property broker ¥ wéiite to property broker
¥ Modify your Execution Control List

[ add. |[ Bename. |[ Remove | Efiestive Session FCL
Wiarkstation Applet avaSoript ECLs last madified: 10/06/2010 080511 Ab Refresh All

3. The ECL should contain all of the entries that were defined in the Administration ECL.
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Composing a Voice Message

1. Create a new message.

2. Fill out the To, Subject and any other fields as you would normally do.

3. Use the UC bar provided to record a message.

[re—
Open g | |4 Home =[G L TS

et D= B @ @ [pefauksans ser FloE b 7 & % =% &

Send lSend and File... l Sawve As DraﬂlAddress. . l Delivery Options... l Follow Up 'lToo\s -

'
LA NN N

I High importance [~ Return receipt [ Sign [~ Encrypt

¥R/ BN

Administrator To |

E 1040742018 05:01 Ph e |
bee |

Subject |

e Click . to begin recording the voice message with your microphone.

e Click 'ﬂ to begin recording the voice message with your phone.

e Click ii to pause recording or playback.
e Click to stop recording or playback.
e Click b to playback recorded message.

IBM Domino Integration

Note: Some actions may not be available depending on site settings.

4. When you finish recording a message, you will see an attachment automatically created as shown.

Click Send to transmit your message.

Send Send and File... || Save As Draft || Address... || Delivery Options... || Follow Up + || Tools =

I8, Hide UC har |[#

00:00/00:-071

/
B [ 00 M voicelz0191008T085214]

I™ High importance [~ Return receipt [~ Sign [~ Encrpt

-

¥R/ BN

Administrator Io |

@ 10M07/2018 05:01 PM eo |
bee |

Subject [
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Listening to a Voice Message

Open a voice message from IBM Notes. UC forms will detect voice messages and provide options for message

playback.
[NewMemo][ReplyToAH'][FDr\Nard '][FD\IDWUp'][Fo\derv][cupy\ntu New'][ShuwThread] = .
F 00:00/00:04 =
&l
> 7 - i
» i Jane Porter To |"Jane Porter” <janep@erbmusic. coms @
1 *2is 11/04/2015 419 FM cc

bee

Subject |Systern Notification

Main.tst_Woicetessage{|D1=385000000 G=40 C=1 A4=CAEDBABE-COEB-43CA-A20 7 FECTIE2E 1979 R=0 F=1E8] WaAY

e Click &) to begin playing the voice message on your PC speaker.
e Click @g to begin playing the voice message on your phone.
e Click| ' to pause playback. e Click to stop playback.

Note: Some actions may not be available depending on site settings.

If you choose to play the message on your phone, you will be given an option to choose which number to listen from.
The list depends on your current UC location and the extensions defined through iLink Pro Desktop. When you select
a number to listen from, UC server will dial that number, then playback the message once the call is answered.

x

-

*

00:00/00:04

3 -
S 2000

+1(905) 7777777

To [“Jane Porter” <janep@erbmusic. coms

@ EE B

Subject |Systern Notification

,

Main,tut Megsage{|D=385.000000 G=40 C=1 A=CAEDSABE-COER-43CA-A207-7EC7I62E 1979 R=0 F=168) Wiy
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Configuring UC Mailbox to Synchronize with IBM Notes

Note: If you do not have access to Web Access, this configuration can be performed by your administrator.

1. Loginto Web Access. - i
. . Synchronization Options
2. Click on the Accounticon. Locked
3. Ifthe Locked checkbox is selected, deselect this checkbox. User Name username@yourcompary. oo
4. Provide the following information: A

Confirm Password  seesee

User Name: Enter your mail server user name. _
Voice Format {Mane) v

Note: The user name you enter in this field will be the same user name for the email account as it exists on
the mail server.

Password: Enter the password for your mail account.

Note: The password you enter in this field will be the same password for the email account as it exists on
the mail server.

Confirm Password: Confirm the above password.

Voice Format: From the dropdown menu, select the voice format which will be used for voice messages. You
should leave this field as default in most cases.

5. Click on Save and Close button at the top.
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Introduction T =
wla] @ ]l [n] |

Gereral | Storage Options | Motfication Options | Transfer Options | Transfer Types |

Find me Follow me allows calls to be forwarded to one or more
addresses until the user is found. The addresses can be internal or (ﬁ 1: Default Users
external numbers. They can be dialed sequentially, or simultaneously.
This document is intended for technicians who have some familiarity e o s b it
with the Avaya Messaging and want a deeper understanding of what is I Play Fompt: Transferto.. [ CallQusving
expected of the functions and how to set up users. [ PePeTiondaSond [ Foler P Pop
[~ Call Scrasning [~ Call Forwarding
The Find Me Follow Me features for DID and direct calls are only | Rt
available for some PBX's. '~ Re-route Options for DID & Intemal calls Using CT -
Refer to the Technical Operating Guidelines for details on PBX's. e
;. Forward calls to default addiess
Note: The Hunt Group field should be left bank. FurtBree

Visual Guide

A caller tries to reach a
user through UC Server.

UC Server tries to locate the user by trying all
devices simultaneously. When the user answers
the phone, other devices will stop ringing.

If the user has configured Find Me Follow Me for their mailbox, Avaya Messaging will try to locate the user through a
broadcast rather than through a single phone number or device. Whenever a call comes in, Avaya Messaging will try to
locate the user through multiple devices simultaneously (or as configured). Once the user accepts the call on one device,
Avaya Messaging will connect the caller with the user and terminate the other calls.

Requirements

Requirements Details

License

Software Officelinx/IX Messaging version 8.5 - 10.8
Avaya Messaging version 11.0 or higher
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User Guide

This guide goes over the configuration of Find me Follow using Web Access. If you have access to the admin console, this
process can be completed from there as well.

Find me Follow me with CTI Integration

Note: Before users can launch Web Access, two items must be set in Avaya Messaging Admin:
1) Enable Web Access User under Mailbox > Advanced, and

2) Select Web Access under Feature Group > Mailbox Options.
If you do not have access to the Avaya Messaging Admin console, please contact your System Administrator.

When you log into Web Access, the Main page will appear. Click Locations.

Messaging Location People Notification Settings

Web Tutorial

*

Add Contact

m Send & Mossage

: : . —

Fax jobs

Greetings Message
Forwarding

$ ]

The locations page shows all the locations created for the user. From this page, the user can create a new location or edit
an existing location. Click on the location to be configured, then open the Find Me Rules tab.

In Office

Save and Close ?

Name:ln Office

General Location Greeting Availability Filters SR NEAMTIEE Assign Calls

General Rule to Find Me
© Only call me at the first number assigned to this location

© Call me at each of the numbers assigned to this location sequentially

@ Call me at all the numbers assigned to this location at the same time

Note: Call queuing is going to be automatically disabled in those locations where find me rules are
active.

Find Me Options

@ Automatically find me

© Ask the caller to find me

Exception List:

D Exception Rules Details Who will Find Me Delete

The Find Me Rules page displays all of the options available for that location. It is important to note that this section will
configure how the Auto attendant will behave for incoming calls. However, it is necessary to set the current location as
well as availability. Refer to page 128 of the Client Applications Guide for further details on these settings.
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Addresses

Addresses are an important part of the find me follow me feature, and are necessary when configuring the locations

where the program will call the user. Addresses in this context refer to internal and external phone numbers where calls
will be directed based on the rules and configuration selected.

It is important to first define the addresses or numbers where the user can be reached for various locations in order to
configure the find me follow me features.

Addresses can be added, edited and deleted on the Addresses page of Web Access. Addresses can be internal (such as a
desk phone extension) or external (such as a cell phone or phone number off site).

Addresses :

- I

IS0l Email Fax Beeper SMS Other

Default Number Type VID Trusted
. 905)7079700 External Yes X
@ 2345 Internal Yes

To set your current location using Web Access, click on the Current Location icon.

Enable Override my locations calendar and set my current location. Set your location and availability from the
dropdown menus.

Change Current Location
El - ?

Currently: In Office : Available
@ Use my locations calendar
_>-é‘ QOverride my locations calendar and set my current location

Current Location

In Offce Number: 9876
Availability at Current Location

Unavailable E

[£I Override Availability Filters
1 will be at this location:
@ Until | change my location

= Until the next scheduled activity or the end or the beginning of working
~ hours

Year Month Day Time
il Bl &

then | will be back to my next scheduled activity or to the default
activity

In order for outside calls to be dialed by the voice server, configure outcalling through
Windows Control Panel > Phone and Modem Options and make sure the local area code is selected.
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If the call will be forwarded to a long distance number, enable Long Distance under

Find me Follow me on CTl Integration

Feature Group > Notification Options > Outcalling Options for the group containing the member.
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mi 1: Default Users

Message Light
I¥ Message Light Activation

Iv ON For All Msgs

r <

¥ OFF when Mo New Msg

Moof ON Reties |1 imeis)
Mo of OFF Refries |1 limeis]
ON Between Retries |15 minutafs)

OFF Betwesn Retries |15 minuta(s)

ON Code

Message Light Type
Al

™ Fax

¥ Yoice

Outcaling Options
¥ Besper

V¥ Outcall

OFF Code |

I I~ Long D\stam:el

Channels |

[ E-mail

33 Feature Group )
| x|l <[> ]w]
Mailbox Options | Message Options | Sunchronization Opliens | DID Froperties | Speech Options |
General | Storage Options Hiatification Dpticrs ‘ Transfer Options | Transfer Types |
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Configuring Find me Follow me features

There are several pre-defined options for the Auto attendant to automatically find a user by forwarding calls to a range of
numbers, either internal or external. Click on the Find me rules tab and select a rule and option:

Only call me at the first number assigned to this location

Select the option Only call me at the first number assigned to this location and then click on the tab to
go back to the list of numbers assigned to the location.

In Office

Save and Close ?

Nameln Office

General Location Greeting Availability Filters

Find Me Rules aESiEe1S
General Rule to Find Me

® Only call me at the first number assigned to this location

© Call me at each of the numbers assigned to this location sequentially
@ Call me at all the numbers assigned to this location at the same time

Using the up and down arrows ¥ 4, select the number you want calls to be forwarded to and move it to the top of
the list.

Save and Close ?

Name]

General

Location Greeting  Availability Filters

Find Me Rules  Assign Calls
¥ Local location (within same time zone)

Default availability: | Available

Assign numbers for this location
@ Internal: 2345 Edit

@ External: 1(805)7079700  Edit

Add

Click on the Save and Close button

The Auto Attendant will call only the number on top of the list of numbers assigned to that specific location. If there

is no answer at that extension, the Auto attendant will play the location greeting configured. We can expect this
behavior when calls are made to a DID or through the Auto attendant.

Note: In order for this feature to work, the user must be set up to be in that location and Available. If the

user is Unavailable the find me follow me feature will be disabled and the Auto attendant will play the
location greeting.
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Call me at each of the numbers assigned to this location sequentially

This rule gives the user 2 options: Automatically find me and Ask the caller to find me.

Automatically find me:

On the Find Me Rules tab, select the appropriate options and then go to the General tab to arrange the sequence of calls:

General Rule to Find Me

@ Only call me at the first number assigned to this location
@ Call me at each of the numbers assigned to this location sequentially
@ Call me at all the numbers assigned to this location at the same time

Note: Call queuing is going to be automatically disabled in those locations where find me rules are
active.

Find Me Options
@ Automatically find me
© Ask the caller to find me

Exception List:

On the General tab, add the addresses to the Numbers assigned to this location column and using the up/down arrows
select the sequence in which you want to be found (from top to bottom).

[C=WTTe 1M | ocation Greeting  Avallability Filters  Find Me Rules  Assign Calls

¥ Local location (within same time zone)

Default availability: | Available v

Assign numbers for this location
@ Internal: 2345 Edit + »

& [V Extemnal 1(908)7079700  Fdit +* *

Add

Note: In order for this feature to work, it is necessary to have at least 2 addresses in this column, otherwise
there is no sequence and the find me feature will not be in effect

Click on the Save and Close button

When a call is transferred by the Auto attendant or when a call is made to a DID that rings the extension directly, the Auto
attendant will dial all the addresses in the list of numbers assigned to the location sequentially from top to bottom until
the call is answered, if there is no answer in any of the numbers the call will be forwarded to the user’s voicemail.

If the default internal address of that mailbox is in the list of numbers assigned to the location, calls made to a DID will
always ring that extension first regardless of where it is in the list, and then the Auto attendant will dial the rest of the
numbers in sequence from top to bottom (bypassing the default internal extension)

Note: In order for this feature to work, the user must be set up to be in that location and Available. If the
user is Unavailable the find me follow me feature will be disabled and the Auto attendant will play the
location greeting. Also, if the phone is in DND, the unavailable greeting will automatically play and the find
me feature will not come in effect.
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Ask the caller to find me:

This feature will play the unavailable prompt and then give the caller the option to locate the user or just leave a
message.

On the Find Me Rules tab, select the appropriate options and then go to the General tab to arrange the sequence of calls:

General Location Greeting Availability Filters JELURNERRTEEE Assign Calls

General Rule to Find Me

© Only call me at the first number assigned to this location

@ Call me at each of the numbers assigned to this location sequentially
@ Call me at all the numbers assigned to this location at the same time

Note: Call queuing is going to be automatically disabled in those locations where find me rules are
active.

Find Me Options
© Automatically find me
@ Ask the caller to find me

Exception List:

On the General tab, add the addresses to the Numbers assigned to this location column and using the up/down arrows
select the sequence in which you want to be found (from top to bottom).

[C=WTTe 1M | ocation Greeting  Avallability Filters  Find Me Rules  Assign Calls

¥ Local location (within same time zone)

Default availability: | Available v

Assign numbers for this location
@ Internal: 2345 Edit + »

& [V Extemnal 1(908)7079700  Fdit +* *

Add

Note: In order for this feature to work, it is necessary to have at least 2 addresses in this column, otherwise
there is no sequence and the find me feature will not be in effect

Click on the Save and Close button

When a call is transferred by the Auto attendant or when a call is made to a DID that rings the extension directly, the Auto
attendant will automatically dial the first address in the list of numbers assigned to the location, if there is no answer it
will play a “no answer” and give the caller the option to locate the user or to leave a message. If the caller selects to locate

the user the Auto attendant will dial the next number in the list, if there is no answer in any of the numbers the call will be
forwarded to the user's voicemail.

If the default internal address of that mailbox is in the list of numbers assigned to the location, calls made to a DID will
always ring that extension first regardless of where it is in the list, and then the Auto attendant will dial the rest of the
numbers in sequence from top to bottom (bypassing the default internal extension)

Note: In order for this feature to work, the user must be set up to be in that location and Available. If the
user is Unavailable the find me follow me feature will be disabled and the Auto attendant will play the

location greeting. Also, if the phone is in DND, the unavailable greeting will automatically play and the find
me feature will not be in effect.
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Call me at all the numbers assigned to this E
i i i R
location at the same time ol X [@E] ][> ] &2l B
Passwords/Security AMIS Parameters
When using this Find me rule, the Auto attendant will try to find the user at e e e e ]
all of the numbers assigned to the location at the same time, either 7 R I
automatically or by giving the caller the option to locate the user. The caller o
will also be given the option to leave a message. A e
When this feature is selected it is necessary to specify the channels used for 13
the broadcast in Company Properties > C.0./Channel Assignment. )
e I Add... ] Bemove ]

- Business hours Channels

Motlication Ji
‘whakeup Call ’—
Mass Recal |
Deskiop [ 1

- 1 Adter hours Charinels —

Notification 1
‘wakeup Call ,—
Mass Recal —
Deshiop [

AMIS |35

AMIS [35 |

Broadeast [

Saft Fax
FRecord Conversation

Broadeast [

Soft Fax
Record Conversation

Automatically find me:

On the Find me rules tab, select the Call me at all the numbers assigned to this location at the same time and the
Automatically find me options, and then go to the tab to choose the numbers the Auto attendant will dial:

General Rule to Find Me

@ Only call me at the first number assigned to this location

© Call me at each of the numbers assigned to this location sequentially

@ Call me at all the numbers assigned to this location at the same time

Note: Call queuing is going to be automatically disabled in those locations where find me rules are
active.

Find Me Options

@ Automatically find me

© Ask the caller to find me

Exception List:

On the General tab, in the right-hand column add the numbers that the Auto attendant will dial when trying to find the

user.

[ 1M | ocation Greeting  Availability Filters  Find Me Rules  Assign Calls

¥ Local location (within same time zone)

Default availability: | Available v

Assign numbers for this location
@ Internal: 2345 Edit v &

& [V Extemnal 1(908)7079700  Fdit +* *

Add

Click on the Save and Close button

When a call is transferred by the Auto attendant or when a call is made to a DID that rings the extension directly, the Auto
attendant will automatically dial all the addresses in the list of numbers assigned to the location simultaneously. If the
call is answered and accepted in one of those numbers the calls made to the other numbers in the list will be dropped. If

there is no answer in any of the numbers the call will be transferred to voicemail.

When a call is made to a DID and the default internal extension is in the list of numbers assigned to the location, that
internal extension will always ring first and if there is no answer then the Auto attendant will automatically dial the rest of
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the numbers in the list simultaneously.

Note: In order for this feature to work, the user must be set up to be in that location and Available. If the
user is Unavailable the find me follow me feature will be disabled and the Auto attendant will play the
location greeting. Also, if the phone is in DND, the unavailable greeting will automatically play and the find
me feature will not come in effect.

Ask the caller to find me:

On the Find me rules tab, select the Call me at all the numbers assigned to this location at the same time and Ask
the caller to find me options, and then go to the tab to choose the numbers the Auto attendant will dial:

General Location Greeting Availability Filters JELURNERRTEEE Assign Calls

General Rule to Find Me

© Only call me at the first number assigned to this location

© Call me at each of the numbers assigned to this location sequentially

@ Call me at all the numbers assigned to this location at the same time

Note: Call queuing is going to be automatically disabled in those locations where find me rules are
active.

Find Me Options

© Automatically find me

@ Ask the caller to find me

Exception List:

On the General tab, in the right hand column add the numbers that the Auto attendant will dial when trying to find the
user:

[C=WTTe 1M | ocation Greeting  Avallability Filters  Find Me Rules  Assign Calls

¥ Local location (within same time zone)

Default availability: | Available v

Assign numbers for this location
@ Internal: 2345 Edit - -

& [V Extemnal 1(908)7079700  Fdit +* *

Add

Click on the Save and Close button.

When a call is transferred by the Auto attendant, the first number in the list will be dialed, and if there is no answer the
caller will be given the option to locate the user or leave a message. If the caller decides to locate the user, the Auto
attendant will dial the rest of the numbers in the list simultaneously until one of the numbers answers and accepts the
call. If the call is answered and accepted in one of the rest of the numbers, the calls made to the other addresses in the
list will be dropped. If there is no answer in any of the numbers the call will be transferred to voicemail.

When a call is made to a DID we should expect the same behavior as above as long as the default internal extension is
not on the list of numbers assigned to the location. If the default internal extension is in the list of numbers assigned to
the location, that internal extension will always ring first (regardless of the order in the list) and if there is no answer in
the internal extension, the caller will be given the option to locate the user or leave a message.
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Introduction

Avaya’s Avaya Messaging has built in mail capabilities, including Unified Messaging integrated to multiple mail
environments. Since many of our customers have implemented the Avaya’s Avaya Messaging as a centralized messaging
platform, it is desirable to offer users who access Avaya's mail components to be presented their messages in their time
zone.

The following document outlines the steps to configure the UC Server to use this functionality.

Visual Guide
\ Avaya Messaging Server
A
J//

&)

User Location

When the users are location in a different time
zone from the Avaya Messaging server, the server is able
to honor the time zone of the user and display the
date and time of the message dynamically.

When you configure the multiple time zone support feature for your users, they will be able to access their messages
anywhere around the world and see the messages in relation to local time rather than the server’s time. This will reduce
any confusion over when the message was received and offer the users a care-free user experience.

Requirements

Requirements Details

License

Software Officelinx/IX Messaging version 8.5 - 10.8
Avaya Messaging version 11.0 or higher

Important: In an HA installation, all servers must have the same time zone set under Windows Date / Time
settings. If the servers are configured for different time zones, the timestamps will not play correctly.
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Server Configuration

With Avaya Messaging installed on the server, you will need to edit the EEAM.INI file, located in the WINDOWS folder of
your system.

General Settings

Go to Start > RUN, and type EEAM.INI in the space provided. Run B ES

Cl |Ck OK ':E Type the name of & program, Folde_n docu[nent, ar

NotePad will open and display the contents of the file. ntenetresoutce, s Rincons il spen or vou.
@ =

ok | concel | prowse.. |

Add the following line to the EEAM.INI file: B EEAM.INI - Notepad = B3
. File Edt Format View Hel
Honor Timezone for Message = 1 [Genera] settings] - H
Database=3
Save the file, and close the editor. RESTART the PC for the change to take ey
effect. ;ﬁgtsq?;gtmc:\uc\
Rearg=0
. . . Event Handler=65674
Your system is now ready to manage multiple time zones. Last Claan File Date=4/17/2010 3:00:06 AN
A » ;

Note: If the user does not have access to Web Access to specify their location calendar, an Administrator
will need to set this using Avaya Messaging Admin.

The Time Zone feature supports:

® All Messages presented via any device will be in the user's local time.
® (Call History will be presented in the user’s local time.

® (Calendar events made using Outlook will be retained in the user’s local time as defined by their Location Calendar.
For example, if the user's PC where Outlook is running is set for Eastern time, but the Location Calendar is defined as
Pacific, then any appointment created by the client from Outlook will be offset from Eastern time to Pacific, as
specified by the user’s Location Calendar.

The Time Zone feature does NOT support the following:

® Notification schedules - any schedule defined must be defined in the Server’s time. For this reason, Web Access will
now show the server's time in a window to assist the user.

® Future message delivery - message delivery must be defined in the Server’s time.
®  Wakeup Call - All events must be defined in the Server's time.

® Any other function where time and date are entered by the user.
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REMOTE ADMINISTRATION

In This Chapter:
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Remote Administration

Introduction

Remote Admin allows system administrators or support personnel to remotely access Avaya Messaging Admin from
their own workstation, eliminating the need to be in front of the server in order to perform administrative functions.

Visual Guide

On a typical setup, Avaya Messaging Admin only allows

a single user to directly access the server computer,
preventing other administrators from
accessing the system at the same time.

By utilizing Remote Admin, administrators are
able to access the Avaya Messaging Admin console
from almost any computer. Remote Admin also
enables multiple user support, allowing up to
5 administrators to be working on the system
at the same time.

Requirements

Requirements Details
Software Microsoft Windows Server 2012 and 2016
Microsoft Windows 7, 8, and 10.

Workstations where remote admin is installed must be in the

Network same network domain as the Avaya Messaging voice server

Warning: Utilizing remote admin means that more than one person may be managing the database. If two or
more people make changes to the same entry, the first change may be overwritten without notification.

Note: The maximum number of people that can connect using Remote Admin is 5.
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Remote Administration

Installing Remote Admin

Important: Avaya Messaging must be installed and operating normally on the voice server before proceeding.

Important: Remote Admin must be installed on the same subnet as the Avaya Messaging voice server, or the
Consolidated Server on a High Availability installation.

Remote admin must be installed on each workstation where it will be used.

On the voice server, or on the Consolidated server in a High availability environment, locate the Avaya Messaging
installation directory (this is C:\UC by default). Share the UC folder with the Windows user(s) who will be running
Avaya Messaging Admin remotely.

On a remote workstation, login and verify that this user has access to the UC folder on the server. Go to
\\ComputerName\UC and attempt open the folder (change ComputerName to the name of the server on your
system). If you can open the folder, then the share was a success and you can continue with the installation.

Copy the \UC\RemoteAdmin\RemoteAdmin.exe file from the server to the remote machine.

Launch (double-click) the program and the Remote Administration o T L T - =N
Installation Wizard will start.

Welcome to the Remote
Administration Installation

Click Next to begin the installation. Wizard
I stiangly recommendsd thal you et al Windows progiams
When prompted, enter the computer name for the Avaya Messaging PRl e gD
: : ; Click Cancel to quil the setup program, then close any programs
voice server, or the Consolidated Server. Click Next. AVAYA R R
= 7 I_Ii- G Tha Power of We™ “WARNING: This program is protected by copyright law and
14 Remate Administration Setup = intemational reaties.
s Unauthorized teproduction or distribution of this program, of any
e e rvnr N Tation AVAyA poition of it, may result in severe civil and criminal peraties, and
Please enter the Computer Name of Database Server. will be prozecuted to the maximum extent possible under law,
W The Power of We™
Server Name  [pou_server_nams <Back
Wise Installation Wiasrde:
[ <Back [ Mewt> | [ Cancel |

The program is ready. Click Next to begin installing the program.

14 Remate Administration Setup == -
Ready to Install the Application A\/ Ayt\
Click Mext to begin installation
W The Power of We™

Click the Back button to reenter the installation information or click Cancel to exit

the: wizard.
Wise Installation Wizard [F]

<Back | Newt> | [ Cancel
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Remote Administrator will be installed on the system.

When finished, the wizard will report that the installation was
successful.

Click Finish to complete the installation.

Remote Administration

S Remote Administration Setup == -
Updating System AV‘\yA
The features pou selected are cunently being installed.
w}l The Power of We™
Wiiting system registry values.
Key: Wiiting spstem registry values.
ame

Walue:
“ise [nstallation Wizard [R)
14 Remote Administration Setup == -

Remote Administration has been
successfully installed.

Click the Finish button to exit thisinstallation.

AVAYA

Gt Tha Power of We™

Remote admin is now ready to be used. A shortcut will be placed on your Windows desktop to access the program.

2

Avaya Nessaging
Adrnin

Connecting to Remote Admin

To connect to Avaya Messaging Admin remotely, you will need the login credentials. oo TaaTaion

Run the Avaya Messaging Admin shortcut from the desktop. The login screen appears. | wvavame  [adwmer

Enter the User Name and Password in the appropriate fields. Click OK.

Password
UM Server Name 52

Baowse [ Login Cancel |

You will be remotely connected to the Avaya Messaging Admin of the remote server.
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1 9 REMOTE PRINTER

In This Chapter:

244 Introduction
244 Remote Printer Host Installation and Setup
246 Avaya Messaging Voice Server Remote Printer Setup
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Introduction

Remote Printer

The Avaya Messaging Remote Printer feature allows system administrators to remove printing functions from the voice
server and move them to another computer. This reduces the demand on the voice server CPU allowing for greater

speed and efficiency in processing voice data.

Remote Printer also permits the use of existing licenses for software that is not installed on the voice server. For

example, MSOffice and Adobe Acrobat must be installed on the voice server if faxes are to be sent in any of their
supported formats (doc, docx, pdf). Using Remote Printer to redirect this traffic to a machine that already has the
necessary software installed removes the need for additional licenses to be consumed by the voice server.

Remote Printer is included on the DVD with the standard release of Avaya Messaging. It is installed by default as part of
Avaya Messaging Admin. The Remote Printer program must be installed on the host, and the settings on the voice server

must be changed to point to the host machine.

Remote Printer Host Installation and Setup

Note: Avaya Messaging must be installed and properly configured on the voice server before proceeding
with the Remote Printer host installation. Refer to the Server Installation Guide and Server Configuration

Guide for more information.

The following instructions must be performed on the computer that is to act as the remote printer host.

Run the UCPrint.msi program. This can be found on the Avaya Messaging DVD at:

D:\UC\UCPrint (change “D:\" to the correct location of your DVD drive).

Double-click this file to start the installation. The process takes a few seconds, and runs silently in the background.
After a few moments, go to Start>Administrative Tools>Services and verify that the UC Remote Printer service is

installed and running. This service should be configured to start automatically.

4, Services

=10l x|

File  Action Yiew Help

= HEFRHR| 2E|] 1 »

Services (Local)

UC Remote Printer _I\_h_aﬂe £ | Description | Status | Startup Type | Log On As | ;I
%TCPIIP MetEIOS He... Enables su...  Started Aukomatic Local Service
g_?sgta?'leﬁi:r:;criice %Telephony Provides T...  Started Manual Local System
%Telnet Enables ar... Disabled Local System
%Terminal Services Allows mulk,,, Started Manual Local System
%Themes Provides u.. £ i Local System
tLIC Remote Printer qchadmini. ..
%UC TAPT Client: Provides ... Local System
%Uninterruptible Pow... Manages a... Manual Local Service
%Universal Plugand ... Providess... Manual Local Service
WHC Server Started Automatic Local System
%Volume Shadow Copy  Manages a... Manual Local System
%Webclient Enables Wi... Started Aukomatic Local Service
Spwidows Audo  Managesa.. Stated Automati Locsl System (=

Extended 4 Standard /

Note: The Log On As account should be the same as that used during the installation of MS Office or

Adobe Acrobat Reader.

Go to Start>Run and type regedit in the text entry box. Click OK.

Avaya Messaging Feature Description Guide

244



Remote Printer

4. On the left pane, navigate to either:
HKEY_LOCAL_MACHINE>SOFTWARE>Generic>EFSP (for 32-bit operating systems), or
HKEY_LOCAL_MACHINE>SOFTWARE>Wow6432Node>Generic>EFSP (for 64-bit operating systems).

%" Registry Editor

%" Reqistry Editor File Edit WView Favorites Help
File Edit Wew Favorites Help -8 Computer
|| HKEY_CLASSES_ROCT
= & My Computer = [Hulame Tvpe | Data |, HKEY_CURRENT USER
{10 HKEY_CLASSES_ROOT (Default) REG_5Z {value not set) Ly HKEY_LOCAL MACHINE
{1 HKEY_CURRENT _USER [ab]LagFile REG_SZ ciiuchlogsiefsplefsp | - )\ BCODOO0O0OO0O
-0 HKEY_LOCAL_MACHINE [R¥]LogLevel REG_DWORD 0500000003 (3) - COMPONENTS
-0 HARDWARE CEC ) i ey
e REG_5Z | -1 saM
g il ; SECURITY
= EFTWARE - 4y SOFTWARE
[]D ?i?zcip - | Classes
-0 ec & Cllentff
- ActiveTouch 3 ?:.I-j:sr:ﬂ
-] Adabe S
-0 Co7fsy gl LogMeln
-2 Classes i Lo.gMeIn,Inc.
-1 Clients -y Microsoft
[]--D eManager & OD.B.C
{Z] Farz 5 Pollqes .
-0 Gemplus || RegisteredApplications
)y Sybase
J Wows432Node
Classes
Clients
Far2
Generic
L) Admin
g EFSP
-2 Global IP Salutions R
32-bit Operating System Path 64-bit Operating System Path

5. Inthe right pane, double-click UMSTServer and enter the IP Address

. . Edit Stri
of the Avaya Messaging server for the value data. Click OK and close e =)
the regedit screen. Value pame:
UMSTServer
Value data:
192.168.0.1
[ ok [ cancel

The client side configuration is complete. Proceed with the setup of the Avaya Messaging voice server.
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Remote Printer

Avaya Messaging Voice Server Remote Printer Setup

The following instructions are performed on the Avaya Messaging voice server.

Note: These instructions assume that Avaya Messaging has already been installed and configured on the

voice server. For details on the installation and setup of Avaya Messaging, please refer to the Server
Installation Guide and the Server Configuration Guide for details.

1. Go to Start>Administrative Tools>IIS Manager. Verify that FTP is installed and running. This should already be
setup as part of the Avaya Messaging installation.
- OpenAvaya Messaging Adminand click [T =I0lx]
Print Server. @ File Acton VMiew Language Window Help | _|ﬁ||1|
3. Right-click on Print Server and choose N e EY
Add x Avaya Messaging 4| | Description « I Workstation Mame I Jobs in progress I Available
=] a Avaya IP Office 1% a True
B 4 Default
Mailbox Structure
Feature Group
Remote Site
[ Routing Table
=2 voice Menu
@& Customize TUI
i Print Server
El gl Fax Jobs =l |
| |
4. Fillin the required fields. [Printserver E
Description: Enter a descriptive name for the remote print server. %[ x|
Workstation Name: Enter the PC name or the IP Address of the remote Bl T
p”nter host CompUter- “Wwiorkstation NamelW
Available: Enable this checkbox. I Availsble
_DK [ |
Click OK when finished. U ==
5. Intheright pane, double-click the local print

server and disable the Available checkbox.

=lalx|
@ File Acton View Language Window Help |;|i|1|
4= ralNEeRESH 7
Click OK when finished. _|-|BE ]2

%5 fvaya Messaging

Workstation Name | Jobs in progress | Available
= a Avaya IP Office % 0
B 4 Default

False
‘L'g,Remote_Printer Remote_Printer 35
g Mailbox Structure

Description =~

True
Feature Group
Remote Site
[ Routing Table
=2 voice Menu
@& Customize TUI
i Print Server
] gt Fax Jobs LI 4

6.

Go to Start>Adnministrative Tools>Services and disable the UC Remote Printer service.
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7. Go to Start>Administrative Tools>Services. Stop then start the following services:
UC Unified Messaging System Tasks Service and UC VPIMServer.
RI=TEY

File Acton View Help
& HlE o= HE > =0 p

£} Services (Local)

UC Unified Messaging System Tasks _N'am_e - | Description I ‘I
Service J_E)_;UC TSE.Met Service Synchroniz...
ERUCTTS Service

Stop the service

Restart the service @UC Unified Messaging System Tasks Service

ELUC VPIMServer

J_E:)_;UC Web Access Provides a ...
“ELUPRP Device Host Allows UPn.,, —
“EhUser Profile Service This servic...

E3 it al Disk Providesm,.. T
. | 3

Extended 4 Standard /

8. Onthe computer acting as the remote printer host, stop then start the UC Remote Printer Service.

The setup of the Remote Printer feature is now complete.
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AVAYA MESSAGING FAXING
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Avaya Messaging Faxing

Introduction

While most business interactions occur digitally, faxing still remains a required feature for many people. This is especially
true when thee are technical limitations or legal requirements involved. Rather than having to purchase a fax machine to
handle this traffic, UC users can conveniently send faxes from their computer desktop digitally through the Avaya
Messaging server with the proper license and feature set enabled.

Requirements

The fax may be sent out from your computer through these methods:

® Windows Fax Services: Send virtually any item as a fax as long as the software you are using to view the document
or image supports printing. You can send any content as a fax by printing it through the fax services integrated with
Avaya Messaging. However, this method requires some advanced configuration.

Refer to Fax via Windows Fax Services (Windows 7) on page 251 or Fax via Windows Fax Services (Windows
XP) on page 256 for more information.

® Email Client: The advantage of this method is being able to send a fax from anywhere there is access to email client.
No additional configuration is required. Whether it is a web-based or a dedicated client, you can send a fax through
the Avaya Messaging server as long as there is access to email. However, you can only send files types that are
supported by the server. If the server does not recognize a certain type of file (i.e. docx, pdf), the fax request will fail.

Refer to Email to Fax on page 262 for more information.

® Fax Gadget: This method is similar to the email client but has been streamlined for use with the Web Access
interface, either accessed directly or through client applications such as UC Web Gadget.

Refer to Sending a Fax through Fax Gadget on page 264 for more information.
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Fax via Windows Fax Services (Windows 7)

Configuration

Please follow these steps to configure your client machine with the Windows Fax services.

Avaya Messaging Faxing

Warning: This configuration must take place before installing iLink Pro Desktop. If iPD has already been
installed, remove it, enable fax services, then reinstall the application.

Warning: Only TIFF and TXT formats are supported by default. To send a fax in any other format, the
computer must have the necessary program installed to support that file type (i.e. MicroSoft Office for doc and
docx files, Acrobat Reader 9 (available on the Avaya Messaging DVD) or earlier for pdf, etc.). Ensure that this
software is installed and working (run at least once) before attempting to send a fax using that format.

1. Launch the Programs and Features
application within Control Panel.

Note: Change your viewing style to icons to
view the list of applications instead of
categories.

2. Click on the Turn Windows features on or off
link on the left-hand pane.

Avaya Messaging Feature Description Guide

= o =)

Vi )
\_)=[F » Control Panel » Al Control Panel tems »

Adjust your computer’s settings

P Action Center
W Backup and Restare

Administrative Tools

Bl Color Management

j Date and Time '@ Default Programs

& Device Manager i Devices and Printers
Folder Options

o HomeGroup

& Keyboard

@ Ease of Access Center
& Getting Started

€1 Internet Options

F Mouse L& Network and Sharing Center

B Performance Information and Tools

3 Power Options

& Parental Controls
QQ Phone and Modem

& Recovery # Region and Language

& Sound @ Speech Recognition

18 System LA Taskbar and Start Menu
82 User Accounts £ Windows Anytime Upgrade

8 Windows Defender & Windows Firewsll

~ [ 42 ||| Search Cantro

[ Panel p|

View by: Small icons +

@ AutoPlay
Credential Manager
@5 Desktop Gadgets
& Dicplay
JA Fonts
& Indexing Options
Location and Other Sensors
O Notification Area Icons
& persenalization
Programs and Features
5 RemoteApp and Desktop Connections
@ Sync Center
[ Troubleshooting

Windows CardSpace

findows Updlate

= o

@U" A Ca D L e EaaT
GonisplPanel Honed

View installed updates

T o T Change, or Repair.

= [ 42| Scarch Programs and Features 2|

Uninstall or change a program

To uninstall a pregram, select it from the list and then click Uninstall,

off
Organize =~ ®
MName Publisher Installed On  Size Version
= Currently installed programs Tetal size: 385 MB
k 8}  1progrems installed
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3.

From the feature window, enable the following features.

Print and Document Services
e Internet Printing Client
e  Windows Fax and Scan

Click OK when you're done.

Note: If these services are already installed on your computer, skip to

step 6.

4. Windows will start to add the selected components. This process may take a while.

If you are asked to restart your computer, click Restart Now to reboot.

Once the computer has restarted, install iLink Pro Desktop.
Refer to the Client Applications Guide for more information.

When iLink Pro Desktop has been installed, go to

Start > Programs and launch
Windows Fax and Scan.

Go to Tools > Fax Settings...

Avaya Messaging Feature Description Guide

Turn Windows features on or off @

To turn a feature on, select its check box. Te turn a feature off, clear its
check box.

Avaya Messaging Faxing

Afilled box means that enly part of the feature is turned on.

5|

s |

Print and Document Services -
| Tnternet Printing Client
LPD Print Service Mm@
LPR Port Monitor I
| Scan Management
. Windows Fax and Scan

Microsoft Windows

Please wait while Windows makes changes to
features. This might take several minutes.

Cancel

Microsoft Wincows (3]

You must restart your computer to apply these
changes

Before restarting, cave any open files and close all programs.

LBestertMow 1 | Restart Later

|§_“E| Wifindowes Fax and Scan

1 Windows Fax and Scan =N R <
File Edit View Document  Help
Sender Information. . 3 E-mail
Cover Pages... - -
Subject Start Time  + Pages Size CallerID
Contacts... -
Welcome to Wind...  1/25/2019 1:34:49 PM 1 1KE
Fax Status Monitor...
Receive 3 Fax Now...
Fax Settings...
Fax Accounts..
. i r
Options...
Welcome to E
Windows* Fax and Scan
One place to scan @nd fax your documents L4
FAX: You can send and receive faxed documents on your computer without using a fax
machine. You can also print. e-mail, or save a copy of your faxes.
To getstaried
:
Display Fax Properties 1ltern (] All fax accounts are accessible
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9. From the General tab, confirm that the Device name is EEFSP.
If it is not, click on Select fax device... and choose it from the list.

You must also make sure that Allow this device to send faxes is enabled.

should be since faxes are

received through the Avaya Messaging server. Only enable this checkbox if
you have a specific reason to do so.

Click OK to save your changes.

10. Open Tools > Fax Accounts...

11. Click the Add... button.

Avaya Messaging Faxing

Fax Settings (53]

General ‘ Tracking | Advanced I Securlly‘

Choase the fex modem that you want o use to send and receive
& foves

| Device name EEFSPLine0 |

Select fax device,

Send/receive options

Allovy the: device to gend Faxes _

[7] Allaw the device to receive fax calls

Manualy answer

(@) Automatically arswer after 112 rings

0k | [ Concel | [l

2] Windows Fax and Scan
File Edit View Decument  Help

Sender Information...

B NewFax == N

i o Cover Pages...
Contacts...

Fax Status Monitor...

Receive a Fax Now...

Fax Settings...

Fax Accounts...

Optiens...

Fax Accouints (23]

To send or receive a fax, you need to have an account. If you add more than ane (for
example, if you connect to a fax server and a modem), choose one to use by default.

Add...

Remove

AccountMame 7 Server Status

12. Select the Connect to a fax modem option.
() & FacSetup

Choose a fax modem or server

To send and receive faxes, you need to connect to a fax modem or server,

2 Connect to a fax modem
Thave a modem that is built in or connected to my computer.

% Connect to a fax server on my network
Make sure you know the server name, for example: \\mycompanyfax

Cancel
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13. Give the connection a name. You may leave it at the default
value, or change it according to your preference.

In most cases this item should be the only device configured
on your computer. If not, please ensure that
Use by default for sending faxes radio button is enabled

before continuing.

Click Next when ready.

14. Choose the Answer automatically (recommended) option.

15. If you are prompted regarding your Firewall, click to
Allow access at the bottom of the window.

Your computer is now ready to send fax messages.

Avaya Messaging Faxing

@ (i Fax Setup

Choose a modem name

Type a name that will help you identify this modem when sending a fax,

q ® Use by default for sending faxes

Do not use by default for sending faxes

@ 4 FaxSetup
Choose how to receive faxes

Vour computer is ready to send faxes but you still need te choese how t answer incoming
phone calls before you can receive faxes. After choosing an option, you can create a new fax.

% Answer automatically (recommended)
Windows will answer incoming fax calls after five rings.

& Notify me

I'll choose whether to answer incoming fax calls.

2 Ill choose later; [ want to create a fax now
You or an administrator may change the fax receive settings later.

Cancel

@ Windows Security Alert

B

Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Microsoft Windows Fax and Scan on all public,
private and domain networks.

57 Name:
& Bublisher: Wicrosaft Carperation

Note: Keep in mind that you must be logged into iLink Pro

Desktop to send faxes.

Path: Crlwindows'system32\nfs. exe

Allow Microsoft Windows Fax and Scan to communicate on these networks:
Domain networks, such s a workplace network
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[T Private networks, such as my home ar werk network

[] Public netwarks, such as those in airports and coffee shaps (ot recommended
because these netwarks often have litte or no security)

What are the risks of allowing & program through a firewall?

Allow access Cancel
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Sending Fax from an Application

Once your computer is configured for faxing, you can send faxes from any

application that can print using the Windows printing tool. To send a fax,

select Print from the application of your choice (e.g. Microsoft Office Word,

Adobe Acrobat). The Print windows appears.
Select Fax as the print device, then click Print.

Avaya Messaging Faxing

= Print

General

Select Printer

s Add Printer

=1 PDF Writer (edirected 1)
Eifax =
~4

00 Fax (redirected 1)
o= Microsoft Office Docurm
=0 Microsoft XPS Documen

o 0

Note: You must be logged into iLink Pro Desktop in order to send a
fax.

Status: FReady

Location

r

Dlprsoge

A new window will open to define the destination and any
other components required for the fax.

Yiew Insert Format Tools  Help

Comment: Fingd Printer...
Page Range
@A) Mumber of copies: 1
Selection Current Page
Pages: Collate:
1] 2121] 33
B ==

The document being sent as a fax will appear as an CowrPags  [Mons) -~
attachment. I = [r7sssoeg |

Subject: EstFax
Ensure that you enter the correct fax number on the To: [ Drseremmoer oo |

field.

Arizl

Set the Dialing rule to UC Location.

All other fields, such as Cover Page, Subject and Body are
optional fields which you can utilize to customize your fax
message.

When you are ready to send the fax, click the Send button.

vmvEE,|Hfl‘

The Fax status window will appear to notify you of the fax’s
status. Once transmission has completed successfully, you will be
notified here.

If the fax fails for any reason, the details will be shown here. Consult
with your system administrator if you are having trouble sending
faxes.

Note: You can track of all your outgoing faxes from the
Windows Fax and Scan application available on the Start
menu.
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=i/ Windows Fax and Scan (23]
Review fax status
Ready to send a fax
e s T
Event Tirne ™
The fax was sent successfully, 3:00:23 PM
The fax call is finished, 2:00:23 PM
# Faxjob is uploaded to UC server 258:37 PM =
A Uplosding fax job to UG server 2:58:35 PR
L\, Logging in on UC senver 2:58:33 PM
4 Connection to UC server established 2:38:32 PM L4
ﬂlmt\alizing connection to UC server 2:58:30 PM
By Fax job definition parsed successfully 2:58:29 PM 18
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Avaya Messaging Faxing

Fax via Windows Fax Services (Windows XP)

Configuration

Please follow the below steps to configure your client machine for use with Windows Fax services.

Warning: This configuration must take place before installing iLink Pro Desktop. If iPD has already been
installed, remove it, enable fax services, then reinstall the application.

Warning: Only TIFF and TXT formats are supported by default. To send a fax in any other format, the
computer must have the necessary program installed to support that file type (i.e. MicroSoft Office for doc and

docx files, Acrobat Reader 9 (available on the Avaya Messaging DVD) or earlier for pdf, etc.). Ensure that this
software is installed and working (run at least once) before attempting to send a fax using that format.

1. Go to Start > Settings > Control Panel. Double-click Add/Remove Programs.

2. Select Add/Remove Windows Components.
=lof x|

G Add/Remove Programs i
Sart by Name =

Currently installed programs:

3. Enable Fax Services. Click Next.
Windows Components Wizard Ed

‘Windows Components

*You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what'’s included in a component, click

Details.

Components:

£

@ Intemet Explorer
1 B Intemet Information Services (11S) 1315 MR

Description: Allows faxto be sent and received

Total disk space required 60.3MB [
Space available on disk: 460255 MB —

Cancel

<Back [ Nea> | |

Note: You may be asked to provide a Windows installation disc depending on the computer settings.

4. Once the process is complete, you will have the ability to send faxes from your desktop.
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Sending Fax from an Application

Open the document or image that will be sent as a fax.
Print the item. This is normally under the File > Print menu.

When the print dialogue appears, select fax as the print device.

Click OK.

The Send Fax Wizard screen appears:

Send Fax Wizard

&

[Printer

Avaya Messaging Faxing

Hare: [cFax

Status: Idle

Type: ‘windaws MT Fax Driver
‘where: MSFAX:

Comment:

> Propertiss

™ Print bo file

[Page rang
= gl

£~ Current page € Selection
" Pages:

Enter page numbers andfor page ranges
separated by commas. For example, 1,3,5-12

~Copi

Mumber of copies: 1 E‘

Prink what: IDucument -
Print: IAII pages in range -

Options. .

rZoom

Pages per sheet: 1 page 'I
Scale ko paper size! Mo Scaling vI

|

Welcome to the
Send Fax Wizard

This wizand helps you create and send a fax.

To fax a document, create or open it in a Windows-based

application, and print to a fax printer.

Click Next. The Recipient Information screen
appears:

Send Fax Wizard

Recipient Information

or click Address Book to select a fax recipient

SpECify the fol |0Wing: Erter the name and number of the person you want to send the fax to,

e |nthe To field, enter the name of the intended

recipient.
To: John Carter
Hint: Click the Address Book button to select a (e () ]
recipient from your personal address book. Eacrumber (905 |} 7079700
Use dizling rules ‘ 5Pb {Home) v
° From the Location d ro deWn “St, Select the To send to muttiple recipierts, type each recipient’s irformation abowe, and then

location (country) of the intended

Recipient nams

recipient. John Carter

¢ In the Fax number fields, specify the fax area
code and number for the intended
recipient.

e Enable Use dialing rules if you want specific
dialing rules to apply. Select the dialing rules
from the accompanying dropdown list.

click Add to add the recipient to the list below

Fax number
+1(905)7079700

Bemove

Edit

< Back I[ Next > ] I Cancel }

Note: To create a new set of dialing rules, click on the

button.

Avaya Messaging Feature Description Guide
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7. Click on the Add button to add the recipient whose information you have just specified.

Note: You can add as many recipients as you wish.

8. Click Next when you have added all desired
recipients. The Preparing the Cover Page screen
appears:

9. From the Cover page template dropdown list,
select the cover page template you want to use.

10. In the Subject line field, enter subject text for the
fax cover page.

11. In the Note box, enter message text for the fax
cover page.

12. Click Next. The Schedule screen appears:

13. Select one of the When do you want to send this
fax? radio buttons:

Now - send the fax immediately

When discount rates apply - send the fax the
next time discount phone rates apply

Specific time in the next 24 hours - send the
fax at a specific time in the next 24 hours. If
you select this radio button, you must then
specify a time of day from the
accompanying spin-box

14. Select one of the following What is the fax
priority? radio buttons:

High - high priority for sending fax

Normal - normal priority for sending fax

Low - low priority for sending fax

Avaya Messaging Feature Description Guide

Send Fax Wizard X
Preparing the Cover Page
Select a cover page template, and type a subject line and note if required by the
template.

This information is automatically added to the cover page.

Cover pagetenpite: |ET T
Subject line:
Test message -

Note:

This is a test message

[ <Back | Nea> ] [ cancel |

Send Fax Wizard @
Schedule
Specify when you want your fax to be sent, and set priority.
Higher priority faxes will be sent first.

When do you want to send this fax?
®iow

(O When discount rates apply

(O Specific time in the next 24 hours:

What is the fax priority ?
O High

® Nomal

O Low

1 < Back " Next > ]I Cancel ]
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Click Next. The following screen appears:

If you want to preview your fax, click on the
Preview Fax button. Otherwise, click Finish.

Hint: To confirm that your fax was sent successfully,
check the Sent Items folder of your Fax Console

application.

Avaya Messaging Feature Description Guide

Send Fax Wizard

&

Avaya Messaging Faxing

Completing the Send Fax Wizard

You have successfully created a fax as follows:

From: D. J. Thoris

Recipient name Fax number
John Carter +1 (905) 7079700

Cover page template: confdent

Subject: Test message
Time to send Now

To send yourfax, click Finish

[ < Back ]| Finish i[ Cancel ]
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Viewing the Status of a Fax

Select Start > All Programs > Accessories > # Fax Console
Fie Edit Wiew Tools Help
Communications > Fax > Fax Console. B 55 |
. B 2 Fax | 0 Start Time TSID | Caller ID Pages | Status Size SID
In the left hand pane, click to expand Fax. The " fg
following list describes the folders under Fax: oo
¢ The Incoming folder contains faxes that are - '
For Help, press F1 0 Ttems &0 Ready

currently being received.
¢ The Inbox folder contains faxes that have been received.
¢ The Outbox folder contains faxes that are scheduled to be sent.
e The Sent Items folder contains faxes that have been successfully sent.
In the left hand pane, highlight a folder.
In the right hand pane right click on the fax you want and select Properties.
On the General tab, check the status of the fax under

Note: If an item is in the Outbox folder, then the fax attempt has failed. Until all retries have been
exhausted, Status will read Pending. If all retries have been exhausted, Status will read Failed.

Receiving and Viewing a Fax

Select Start > All Programs > Accessories > Communications > Fax > Fax Console. The Fax Console detects
incoming faxes and stores them in your inbox.

To view a fax click Inbox, then double click on the fax you want to view.

Canceling a Fax Job

You can cancel any fax you have set up to be sent at a future time.

If Fax is not open, select Start > All Programs > Accessories > Communications > Fax > Fax Console. The Fax
Console appears.

To cancel a fax click Outbox, then right click on the fax you want to cancel.
Click Delete to cancel the fax.
Click Yes.
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Automatically Send Retry

You can set up Fax so that it continues trying to send your fax if the receiving fax machine is busy.

Note: Fax is automatically set up to retry three (3) times at 10-minute intervals.

Select Start > Control Panel. The Control Panel appears.

If your Control Panel is in Category View, click Printers and Other Hardware. Click View installed printers or fax

printers. The Printers and Faxes screen appears.

OR

If your Control Panelisin View, double-click the icon. The Printers and Faxes screen
appears.

Right click Fax and select Properties. The Fax Properties dialogue box opens.

Click the Devices tab, then Properties. The Modem dialogue box opens.

Specify the number of retries and the amount of time between retries.

Click OK.

Automatically Canceling a Fax

If your PC tried to send a fax and failed to connect to a fax machine, you can automatically cancel a failed fax.

Select Start > Control Panel. The Control Panel appears.
If your Control Panel is in Category View, click Printers and Other Hardware. Click View installed printers or fax
printers. The Printers and Faxes screen appears.

OR,
If your Control Panel is in View, double-click the icon. The Printers and Faxes screen

appears.
Right click Fax and select Properties. The Fax Properties dialogue box opens.

Click the Devices tab, then click Properties. The Modem dialogue box opens.

Click the Cleanup tab.

Click to check Automatically delete failed faxes after and specify the number of days.
Click OK.
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Email to Fax

Note: The example shown in this guide uses Gmail. However, this process can be repeated with virtually
any email client including web based email, MS Office 365, and MS Exchange.

Email to Fax requires no user-end configuration. The only requirement is that the fax email is sent to the correct domain
using the correct format.

Administrator Setup

Warning: Only TIFF and TXT formats are supported by default. To send a fax in any other format, the
computer must have the necessary program installed to support that file type (i.e. MicroSoft Office for doc and
docx files, Acrobat Reader 9 (available on the Avaya Messaging DVD) or earlier for pdf, etc.). Ensure that this
software is installed and working (run at least once) before attempting to send a fax using that format.

® The network administrator must setup an MX Record that points vpim.yourcompany.com to the Avaya Messaging
voice server (or the Consolidated Server in an HA environment).

® Send URL must be configured and activated on the voice server (see the Security Enhancements chapter in Avaya's
Server Configuration Guide).

® SMTP port 25 needs to be opened on any firewall or security services.
® An active email account and client are also required.

® Under Avaya Messaging Admin>Configuration>VPIM/SMTP, set Use email verification for outbound faxing to

&5 UC Admin

D Fle Acton View Language Window Hebp

T

s " | | Parameters = Yalue Data

= i ;n::i;a::;; 1 [T FFax format for SMTP Forwarding I POF
[ Custom Interface Settings Fax gateway authorization True
&3 Dealer Info ¥ Fax gateway default company 1
1§ Device Management () Fax gateway domain
2 Device Management Settings () Forwarding allovied True
(2] Fax Settings BHTML Content This
L Global Parameters CWHTML Filker Fake
& HrIe 1P Address
<3 IMAP Server £¥ Maximum of the SMTP tasks 20
4 LDAP Synchronization (¥ Maximum of the VPIM tasks 20
1% Logs ¥ smarthost
(3 POP3 Server -3 5M5 length limit 160
& Remote Site Setting 3 SMTP Enabled True
& Reorg £ smTP Port 25
!f Reports: £ The maximum number of incaming connections 50
% ?;:E::yag;r&mgs £ The number of attempts before delay notification 2
j“ YPIMSMTP 3 The number of delivery attempts 10
3 1 | D TNEF Extension Automatic...

«| | Ll- 2 JUse email verification For outbound Faxing
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Sending a Fax

Create a new email message. In the To... field, type — T ,
. . — autosaved at 3 minutes ago;
fax= followed by the number of the destination fax Contacts = oo :: &
. , Tasks To: fax=1234567890@ companydormain com
machine at(@) your company's server. For example,

Compose mall

fax=1234567890@companydomain.com. w e
ni U*Q Subject: Subject
; ; ; ; Bus: # Adtach a fly Inser: Intation
The Subject line and the email message body will be S T v e .
included with the fax as a cover page. Desta ) P ' |
. [Gmail{Outbox
Include the main body of the fax as an attachment iy
to the email. Mo
[ImaplSent (1)
[imap|/Trash (1)
Note: Only TIFF and TXT formats are supported o SO
by default. However, if the server has the e,
appropriate programs installed, other formats et ks
can be used (PDF requires Acrobat 9 (available OutlockFolder — e ——
OutlookF olderfahad. Send Savad Discarg | Draft autosaved a1 3.07 PM @ minutes ago)

on the Avaya Messaging DVD), DOC / DOCX
need MS Office).

Send the email when you're ready.
The message will be accepted by your server and processed into an outgoing fax job.

Fax Activation

To prevent spam, once you have clicked the Send button, the Avaya Messaging Server will send you an email to confirm
that the fax message is to be sent.

This email includes a link which you must click on to authorize the server to send the fax message. Click on the link.

Activate your fax request 1nbox |
Postmaster to me

Please click on the link to activate your fax request

Subject: Subject
Received: 20190518150901
Request ID: 23

If you are unable to click on the above link, please copy and paste the following URL to a web browser.

“ Reply =¥ Forward

The system will respond with a message verifying that the fax has been queued for sending. The message status can now
be tracked in the fax status report folders.
Request
1D: 23

pyright ¢ 2008 Unified Messaging system
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Sending a Fax through Fax Gadget Messaging

The Fax Gadget appears. This can be accessed through Web Access directly, or through a link from

other web applications such as Avaya iLink Pro. -
Send a Fax

To send a fax, click Send a Fax.

Messages Fax ol

Note: Send a Fax will only available if you have a fax board installed on the server to
handle fax routing. Otherwise, faxes can be sent by clicking Send a Message and setting
the outgoing address to FAX: followed by the fax number (e.g. fax:9057079700).

N7 {5,

Greetings

On the To field, enter the fax destination number.

It is best to provide all numbers including both country and [ | i [
area code (e.g. 1-123-765-4321). W

Impoiance | Mok - Sensitvty. | Noemal  [x] Mark Cerified - Request read receipt

When you enter the full fax number on this field, the Fax
Gadget will automatically add the Fax: qualifier to indicate ) To i —
that this is a fax message.

Add CC | Add BCC

Subject

Click on the Attachments tab to add content to this fax
message. Any attachments to the fax must be in the PDF or
TIFF formats unless the UC server has been specifically setup
to support other file types.

Click the Add button to open the menu shown here.

Compose new message

m Send Later Save and Close Discard ?
(ETHRN RGN Attachments

File

New Toxt Attach File x|

[
Choose File o file chosen

Hew Voice L

Select File from the menu and click Choose File... to browse for the file to
be sent as the fax content.

Once the file has been chosen, click Upload.

The selected file will now be added as fax content.

Compose new message

H Send Later Save and Close Discard ?

ETINECEG N Attachments )
“ Remove ?

[ [ Description Length/Size

Click Send to transmit the fax immediately.

[F] [ATest Message tif 474 KB
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The fax message you've sent will now be listed under Fax Jobs. You
will be able to easily check on the status of the fax to ensure that it
has been sent out.

If the status doesn't change to Sent within a reasonable amount of

time, or if the fax message fails repeatedly, please contact your
system administrator for help regarding the matter.

Avaya Messaging Feature Description Guide

Farx Jobs

o R

Ono

1(905)7079170:9057079170

Os

O

Sending

1(905)7079170:9057079170

EHB Jun 11, 10:44

1(416)5551234: 4165551234

O=

Pending (Busy: 5)
1(416)5551234: 4165551234

. Failed (Mo answer)

Avaya Messaging Faxing

Created Date: 2019 Jul 26, .44

Created Date: 2019 Jun 11, 1042

Created Date: 2019 May 15, 525

Created Date: 2019 May 14, 16:38
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Fax Jobs

Avaya Messaging Faxing

Whenever a fax message is sent or received by the UC server, an entry will appear in Admin > Fax Jobs so that the
administrator can easily view and manage faxing. All fax jobs will appear in one of three folders and will be moved

accordingly.

Outgoing: This folder contains the details of all faxes that are currently being sent that have neither finished nor

failed.

Completed: This folder contains the details of all faxes that have been successfully sent.
Failed: This folder contains the details of all faxes that could not be sent. The system has stopped trying to send the

fax.

@ Fle acton Mew Langusge \indow Heb

eszlc=H

(& Advanced
[ [ Configuraton

o 125
gl 124
121
gl 118
gl 117
gl 115
@ 115

=l8fx|
| =181
Number [ Sender [ Destination [staws [ Created [ Completed [
5032: Blly Bond 3003: 5003 Sent 2019-July-31 #:48FM 20719-July-31 £45PM
£032: Bily Bond 5003: 5003 Sent 2019-July-31 #:35PM 2019-July-31 4:36PM
€032: Blly Bond 5003: <5003> Sent 2019-July-31 3:51PM 2019-July-31 3:52PM
6032: Bily Bond 5003t «5003> Sent 2019-July-31 2:27 PM 2019-July-31 2127 PM
I¥ Messaging Server 5003: 5003 Sent 2019-July-31 2::5PM 2019-July-31 2117 PN
IX Messaging Server 5003: 5003 Sent 2019-July-31 Z:12PM 2019-July-31 2:14PM
8032: Billy Bond 5003: <5003> Sent 2019-July-31 2:00 PM 2019-July-31 2102 PM
8035 5003: pagenumberfix Sent 2019-July-31 1:57PM 2019-July-31 1:58PM
e033 Sent 20719-July-31 L% 2019-July-31 1:45PM
£032: Bdy Bond Sent 2019-July-31 2019-July-31 1:82PM
£032: 8illy Bond Sent 2019-July-31 2019-July-31 12:00PM
Sent 2019-July-31 20719-July-31 11:48 AM
Sent 2019-July-31 2019-July-31 11:02 AM
Sent 2019-July-31 2019-July-31 10:33 AM
5003: <5003> Sent 2019-July-31 2019-July-31 10:24 AM
6032: Bily Bond 5003: <5003> Sent 2019-July-31 AM 2019-July-31 10:22 &AM
6032:BdyBond 5003 <5003> Sent 2019-July-31 10:03 AM 2019-July-31 10:03 &M
5003: xxx Sant 2019-July-30 +03PM 2019-July-30 05PN
5003: test Sent 2019-July-30 3:27FM 2019-July-30 328 FM
5003: jacob Sent 2019-July-30 2:37PM 2019-July-30 2:33PM
5003: carmen Sent 2019-July-30 2:11PM 2019-July-30 2:12PM
5003: dave Sent 2019-July-30 Z:09PM 2019-July-30 2:10PM
{905)7095618; S057095518 Sent 2019-July-28 5:53PM 2019-July-28 5:557M
5003: 5003 Sent 2019-July-28 5:50 PM 2019-July-28 5:50 #M
5003: 5003 Sent 2019-July-28 #31PM 2019-July-28 31PN
5003: 5003 Sent 2019-July-28 $05PM 2019-July-28 07 PM
5003: 5003 Sent 2019-July-28  3:05FM 2019-July-28 307 PM
5003: 5003 Sent 2019-July-28 1:38PM 2019-July-28 1:40 PN
5003: 5003 Sent 2019-July-28 1:27PM 2019-July-28 1:31PM
£032: By Bond 5003: 5003 Sent 2019-July-28 12:33PM 2019-July-28 12139 FM
6032: Blly Bond 5003: 5003 Sent 2019-July-28 12:35PM 2019-July-28 12:36PM
032 Blly Bond 5003: 5003 Sent 2019-July-28 10:58 AM 2019-July-28 11:00 AM
8032 5003: <5003> Sent 20719-July-28 10:32 AM 20719-July-28 10:32 AM

Each of these folders contains the following information for each fax message:

Number: This field displays the job number assigned to the fax.
Sender: This field displays the individual who sent the fax.

Destination: This field displays the Mailbox number to which the fax is directed.

Status: This field displays the current status of the fax (Initial / Pending / Sending / Sent / Canceled / Failed-Busy
/ Failed-No Answer / Failed-Other / Failed).

Created: This field displays date and time the fax was sent.

Completed: This field displays date and time the transmission of the fax was completed.
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DIALOGIC SR140 FAX INTEGRATION

In This Chapter:
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Pre-Requisites

Configuration

License Manager

Configuration Manager

Avaya Messaging Configuration

Monitoring Channel Activity

Fax Detect and Deflect

Single DID for Fax and Voice
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Dialogic SR140 Fax Integration

Introduction

Avaya Messaging permits high volume fax users to integrate their Dialogic SR140 fax software with the voice server
platform.

Pre-Requisites

Install the Avaya Messaging program onto the computer that will act as the Voice Server. Ensure that the Hardware Fax
Drivers option is installed at the Features Selection screen during program installation. This will ensure that the
necessary program elements are included with Avaya Messaging.

jy UC Services Setup EE@

Select Features AVAyA

Pleaze select which features you would like ta install
W The Power of We™

Feature Description:
Unified Messaging Server

JET
Unified Communication 5
UC Adririistrator

‘web Applications

Text to Speech Service
Nuance Speech Recodh  Tijs featire will b installed on the local hard
IM&P_TSE drive

Hardware Fax Driver

This feature requires 10ME on your hard drive.
It has B of 7 subfeatures selected. The
subfeatures require 519ME on vour hard drive.

‘wise Installation \Wizard®

Disk Cost ‘ | Reset | | < Back ” Next > ‘ | Cancel

Avaya Messaging Feature Description Guide 268



Dialogic SR140 Fax Integration

Configuration

Once both the Dialogic SR140 and the Avaya Messaging voice server have both been installed, the fax software must be

configured to communicate with the UC platform.
The following procedures must be performed on each computer that is running the SR140 software.

License Manager

Open the Brooktrout License Manager program.

Brooktrout

Administrative - - triaay Brooktrout
. d suphrne License Manager

Tools

Configuration...

Enable the SR140 license by clicking on the Activate button.

&y Brooktrout License Manager == -
License Utilities  Help

% ?
Activate... Install... Remove... Help..

Description

To activate an SR140 license press the <Activate...> icon or select <License-Activate license...> from the menu.

Refer to the Help for additional infermation on activating SR140 licenses.

Note: The procedure shown here uses the Activation Wizard and an Internet connection
and point the program to the file provided by your vendor.

If you have a license file, select

269
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3. Click Next.

4. Make sure that Automatically is selected as the Activation Method, then click Next.

Welcome!
'lfb Dialogic. Welcome to the License Activation Wizard

The Wizard helps you use your License Key to activate the
license for the instaliation on this computer.

Select Next to continue.

Hp | cBack | News | Cancdd |

Activation Method

'lfb Dialogic. How would you liks to activats your licenss?

" Using the interactive web method
" Create a request for email or fax

Tips: If this computer is connected to the Intemet, this is an

atomatic process. Otherwise you can activate your icense
using another computer by accessing an activation web site
or by sending the activation information using email or fax.

Please note: If an SR140 Demo license exists on this machine,

it should be removed prior to installing a permanent SR140 license.
You may remove any SR140 license from the main screen of the
Broaktrout License Manager.

Please note also that anly one Demo license may be used at a time.

Select Nexd to continue.

5. Currently, no License Keys are installed. Click Add.

License Keys
'Iil' Dlaloglc Please enter all purchased License Keys

I Add I Edit Delete

Select Nexd to continue.

Dialogic SR140 Fax Integration

6. Enter the SR140 license key number that came with the fax software package. Click OK when ready.
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Please enter License Key

123456-7890
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7. The new license key has been successfully added to the system. Click Next.

" -
-lll' Dialogic. Please enter all purchased License Keys

123456-7500 P

Select Nexd to continue.

8. Click Next to continue to the Product Registration pages.

Product Registration
. This system’s activation information has been gathered to
i Dialogic. verfy that the License Key i legiimate and has not been
activated on more systems than allowed by the End User
License Agreement.
Please register your product to enable us to better support you.

Protecting your information is very important to Dialogic Corporation.
To view our privacy policy, see

hitp://www _dialogic.com/about/privacy_policy htm

Select Nexd to continue.

Dialogic SR140 Fax Integration

9. Enter the details of the site administrator. All fields are required for registration. Click Next when ready.

Avaya Messaging Feature Description Guide

Product Owner's Information
':i:‘ D|alog|c~ Please enter the name and email address of the
person responsible for the day-to-day running of
the installation.
First Name™ Last Name™
[Neil | Kendrick
Email Address™ Phone Number™
|neilk@erbmusic.com [19057079700
* marks required fields
Select Next to cortinue.
Help < Back Next > Cancel

271



Dialogic SR140 Fax Integration

10. Enter all of the required information into the fields provided. This is the site where the software is installed.
Click Next to continue.

ion Address and
8110 Company Name*
{- Dialogic. T
Street Address™ Street Address 2
70 West Beaver Creek Suite 101
Gity” State/Province
| Richmond Hill |Ontario
Courtry” Zip/Postal Cods
| Canada |L4B 3K1
Fax / Messaging Application and Version™
| Avaya IX Messaging 10.8
~ marks required fislds.
Select Next to continue.
bp | <Back | Nets | Cancel |

11. The program will connect to the Dialogic servers to upload the registration details. This requires a working Internet
connection, and must be completed successfully before the license will be activated.

When it has finished, click Next to continue.

Please watt while your request is processed.

-1ft- Dialogic.

l

b | cBack | Mews Cancel

12. The new license has been added to the Wizard. Click Next.

Request Status
1ft- Dialogic. The status of the koense activation request

License Key Status | Descriptior
123456-7850 License Activation successful

Select Next to continue.

Help < Back Next > Cancel
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13. Click Next to complete the activation Wizard.

-tft+ Dialogic.

Congratulations. License key123456-7890 has been

'you do not need to install licenses.

Select Finish to Exit the Wizard

successfully activated. Because you activated automatically.

Bp | <Back | Bnisn Cancel
14. The added license appears in the Brooktrout License Manager.

¥,
License Utilities Help

s | a | x ‘ ? |
Activate. .. Install... Remove... Help...

Description | Product | Version | Status Issued | Expires | Node ID Serial
SR140-DEV-60-R3-1YR (eDeli... SR140 3.0 Valid 18-Sep-2019 18-Sep-2020 012A3B4CDEF... 087654-3-2109476...
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Configuration Manager

Open the Brooktrout Configuration Manager program.

Administrative

Tools

Brooktrout Brooktrout
License Manager Configuration...

4 B B

Dialogic SR140 Fax Integration

At Configuration Tool - Preferences, change Boston Host Service Start Mode to Automatic and click OK.

BTCall Corfiguration File: ,m ﬁ
Call Control Corfiguration File: ,m ﬁ
INF Fils: [c-\Program Fies <86 Bracktr ﬂ
Fimware File Location ,m @
Log File Location: [C:Program Fies (x8€p Brocimaut't
Boston Host Service Start Mode:  [Auomatc v

Brooktrout Configuration Tool - Preferences -

0K

When the Configuration Wizard starts, choose Advanced Mode.

Avaya Messaging Feature Description Guide

i Dialogic

Brooktrout Configuration Tool - Wizard Mode -

‘Welcome to the Brooktrout Configuration Wizard

This wizard will help you corfigure your Dialogic Brooktrout hardware and software to communicate
with the networks in which they are deployed. There are two ways to run the corfiguration tool:

Wizard Mode

The tool will guide you through the corfiguration, prompting you for the minimal information
needed to get your product up and running. Wizard mode uses default values that will work in most
situations

Advanced Mode

This mode is for users with a strong knowledge of the network parameters needed for the particular
deploymert. This made lets you modify the default parameters set in the Wizard Mode and gives
access to parameters not usually needed. If you enter Advanced Mode. you can enly switch back
to the Wizard Mode by restarting the toal.

Context Sensitive Help - The Corfiguration Tool provides context sensitive help for parameters
To access the context senstive help, hold the cursor overthe parsmeterinput area to see  brief
parameter description, or right-click the parameter and sslect “What's this?" from the drop-down
box to get a more complete definition

Click Next to continue in Wizard Mode or switch mode by clicking Advanced Mode,
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4. Enable the option for SIP. Click OK to continue.

IP Enabled modulefs) have been detected in your system.
Would you like to configure a Brooktrout IP stack to run on
this module(s)?

1. Select BTCall Parameters (All boards).

Enter the path to the appropriate file in the space beside Country Telephony Parameter File. By default, this will be:
C:\Program Files\Brooktrout\config\BT_CPARM.cfg
Modify the path according to the location where your administrator has installed the program.

Select your Country from the dropdown list.

IF\IE View Options Help

@ @ % H Er N 4
Home Back Mext Save Apply | License Help
I+ Brooktrout (Boston Host Senvice - Stopped] | — BTCall Parameters
¢ Driver Parameters (Al boards)
> BTCall Parameters (Al boards) Country Telephony Parameter File: IC;\Pn)gram Files\Brookfrouticonfig\BT... E“‘I
£l Call Cortrol Parameters
L Module Ded1: SR140 Country. [canada [0011] |
— —
2P G;\I\PCcntml Modules (T —_— T o
Debug
AP| Debugging [Enabled |
1st Debug Log File Name: [EDC\Logs ETE TFax\apilog El m
2nd Debug Log File Name: | El E
Maimum Debug File Size: 10000000
Trace Bfv API Function Calls [Enatle =l
Show Advanced >

2. Inthe left-hand window, select SIP under IP Call Control Modules. Go to the T.28 Parameters tab.

For Fax Transporting Protocol, the recommended value is T.38 only.

IF\IE View Options Help

@  « = | H & | 7
Home Back Mext Save Apply | License Help

- Brooktrout (Bostan Host Senvice - Stopped) | General Information | IP Paremeters T.38 Parameters | RTP Parameters |
i+~ Diiver Parameters (All boards) —
- BTCall Parameters (All boards) Faux Transporting Protocol: T.38 only |
- Call Control Parameters
* Modie Bedl: SR140 Generate CED tone over RTP Yes -
=)+ IP Call Control Modules Maximum Bt Rate, bps: |336°° d
SIP '
Media Passthrough Timeout Inbound, msec: 1000
Media Passthrough Timeout Outbound, msec [+000
Media Renegotiate Delay Inbound. msec: 1000
Media Rensgotiate Delay Outhound, msec: [1
T30 Fast Notify [No |
UDPTL Redundancy Depth Control [5 0 J 5
UDFTL Redundancy Depth Image [z o )2
Show Advanced >>
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3. Move to the IP Parameters tab.

Dialogic SR140 Fax Integration

For Primary Gateway, enter the IP address and port number to be used for all outbound fax traffic.

Ime View Options Help

@ & = | Er N 4
Home | Back el | Save Apply | License | Help

[ Brooktrout (Boston Host Service - Stopped)
i+ Driver Parameters (All boards)

- BTCall Parameters (Al boards) Masimum SIP Sessions: 256 BN
- Call Cortrol Parsmeters
Module Bed1: SR14D Primary Gateway. 192.168.0.0 :[5070

B IP Call Cortrol Madules
sip

General Information IP Parameters | T.38 Parameters | RTP Parameters |

Addtional SIP Gateway #2:
Additional SIP Gateway #3:
Additional SIP Gateway #4:
Primary Proxy Server:
Additional Proxy Server H2:
Additional Proxy Server £3:
Additional Proxy Server H4:
Primary Registrar Server URL:
Additional Registrar Server #2

Addttional Registrar Server #3:

Additional Registrar Server #4;

From Value:

D

"ETBTFax" <sipetbtfax@192.168 3.56>

Contact IPvé4 Address

5r140@192.168.0.0:5070 |

~

4. For Contact IPv4 Address, enter sr140@ followed by the IP address and port used for inbound faxing. This must be

a different port than the one used for the Avaya Messaging voice server (5060).
Click Save to confirm the changes.
Click Apply to restart all affected services.

IF\IE View Options  Hel

@ « = |3 & | 7
Home Back el Save  Apply | License | Help
B Brooktrout (Bostan Host Senvice - Stopped) | General Information 1P Parameters |T.3B Parameters | RTP Parameters |

i+ Driver Parameters (All boards)

{. BTCall Parameters (All boards) Maximum SIP Sessions (256 ~
) Call Cortrol Parsmeters
Module Ded1: SR140 Primary Gateway. [192.168.0.0 :[5070

The configuration of the SR140 software is complete.
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Avaya Messaging Configuration

Dialogic SR140 Fax Integration

The voice server must be configured to send faxes to the SR140, and to prepare to receive them across the same channel.
A setting for incoming, and another for outgoing faxes must be configured on the server using Avaya Messaging Admin.

1. Goto Start > All Programs > Avaya Messaging > Avaya Messaging Admin, or click the Avaya Messaging Admin

icon on the server desktop. Enter the username and password at the prompt.

2. Open Configuration and click on Fax Settings.

& UC Admin
E® Ele Action View Window Help %
@ 5| G
jg Avaya Messaging Parameters Value Data o
b @ Avaya IP Office (£l Allow Printing of Faxes False
i E8 Mailbox Templates [ Ask For Extension Number  False
> [l TSEIMAP Server (ZlBanner Format String
L > & Voice Server (Z1Default Fax Mailbox
—E-»@ ;f‘:j“’at‘ﬂ: (#1Default Fa Number
vanes [#Dialing Sutfix
[ﬁ EusltuT \fnterface Settings (& Fax Board Type -
A DisiEiint (E1Fax Busy Timer )
3 Device Management i S
%2 Device Management Settings|| — ' o D ety o aan
{73 Fax Setfings (ZIFax Job Expiry in days 0
® Giobal Paramitiss FaxJub.Fa\IureNnt\fi(atmn False
= e Fax Mail Installed False =
L
8 IMAP Server (#IFax On Demand False
Elg LDAP Synchronization [ Fax Resolution Coarse
18 Logs [#IFile and Path for Fax Viewer
4 POP2 Server [#lLocal And Toll Area Code 1 905
T Remote Site Setting (#Local And Toll Area Code 2
[ Reorg [#lLocal Area Code 1
|& Reports (@Local Area Code 2 416
£ User Manager (FlLocal Area Code 3
B3 Telephony Settings (#Number Of Digits In Area C... 3
3 VPIM/SMTP (&I Number Of Digits In Phone .. 7
(I Number of Log Entriesto D... 0
[#10utbound Fax Board Type 0
[#Outside Line Access Code 9
< i = Ci\Fa,

[&Path for Fax Drivers

3. Inthe right-hand pane, locate the entry for Fax Board Type. Double-click to open its settings.
From the dropdown menu, choose Brooktrout SR140.
Click OK.

B

] Edit String

W alue Mame

|Fax Board Type

Walue Data

Maone ~
Brooktrout QK 1 Cancel ]
1| Brackirout Shared =

D 1o SR140
Dialogic

Dialogic Shared

Diva Fax Card

Eicon b

4. Double-click on Outbound Fax Board Type. Choose Brooktrout SR140 from the dropdown menu.
Click OK.

[

ol Edit String

Value Name

|Jutbound Fax Board Type

Value Data

0K | LCancel ]

Hint: If faxes will only be received through the SR140 software, the Outbound Fax Board Type can be set to
another value if required.
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5.

6.

& uc

& File Action View Window Help

e nd=2H

Dialogic SR140 Fax Integration

Under Voice Server, select your voice server. Double-click Soft Fax Channels and change its value data from 0 to
the number of channels you have. Click OK when finished.

%9 Avaya Messaging
@ Avaya - IP Office
B Mailbox Templates

TSE IMAP Server

_M Voice Server

v i WIN-12345
& Advanced

[s [ Configuration

[l Advanced

I Custom Interface Settings

&2 Desler Info
#J Device Management

%2 Device Management Settings

Fax Settings

& Global Parameters
&y HrTe

7 IMAP Server

4 LDAP Synchronization
2% Logs

3 POP3 Server

“@ Remote Site Setting
[ Reorg

|ad Reports

& User Manager

B9 Telephony Settings
¥ VPIM/SMTP

[ Voice Verification Chan...

1

Parameters Value Data
ﬂAdvanced
B Name WIN-12345
[#4 Description
[&iPrimary True
a\folce Channels 4
B4 TTS Channels 1
SLASE Chapncl 1
i Soft Fax Channels 0 |
" Fox tnabled "
aFax Channels @J Edit String ? X
{4 Start Channel Numbe|  Valus Nams
[@4Start Fax Channel Nurl  [Goft Fan Channels
[ External IP T
slue Data

Einternal IP < 3
BTCP/IP Port
@ Path oK. Cancel
{4 Resiliency Channels 0

¥

B u

@ File Action View Window Help

e #nd=H

Double-click Start Fax Channel Number and change its value data to 1. Click OK when finished.

%9 Avaya Messaging

@ Avaya - IP Office

Mailbox Templates

[[1 TSE IMAP Server

Voice Server

v g WIN-12345
& Advenced

[ [ Configuration

il Advanced

[ Custom Interface Settings

&2 Dealer Info
%) Device Management

2 Device Management Settings

Fax Settings

& Global Parameters
&y HrTe

3 IMAP Server

4 LDAP Synchronization
2% Logs

3 POP3 Server

i Remote Site Setting
3 Reorg

|ad Reports

£ User Manager

B9 Telephony Settings
¥ VPIM/SMTP

Parameters
ﬂAdvanced

i Name

[#4 Description
[&iPrimary

[ Voice Channels
a'ITS Channels

[ ASR Channels
&% Soft Fax Channels
[&4 Fax Enabled
aFax Channels

L StadChanocl Number

Value Data

WIN-12345

True

8 Start Fax Channel Mum...

"o Laternal B
alntamal P @ Edit String x
BTCP/IP Port Walue Name
@ Path [Start Fai Channel Number
[#h Resiliency Channel Fehe
@.\fm:evenﬁ:anon‘ T )
ot | cancel

Avaya Messaging Feature Description Guide

278



Dialogic SR140 Fax Integration

7. Open Configuration > Advanced. Set Disable Fax Detection to False for all entries shown.

@ File Action View Window Help
@ #|d|
g Avaya Messaging Parameters Value Data
% a‘:rso;(‘_?ei‘m;es (Ol Authentication Key Depth 3
-5 P il Backup Consolidated Server Name
TSE IMAP Server
B, Voice s (i BlackList of Callerld
oice Server
i b CAUC
v Configuration
@ a Adgvancad a Disable Fax Detection False
IF9 Custom Interface Settings 7 Disable Fax Detection 1 False
& Dealer Info (2 Disable Fax Detection 2 False
¥ Device Management Dicable Sending Undeliverable Message [ oot «
it String
12 Device Management Settings|| (4 Disable Supervisor Menu
Fax Settings {8 Enforce DoDAITC password policy Walue Name
& Global Parameters {#l Extended Absence Greeting Type [Disable Fax Detection
&y HTTP {# Extension Length T
A IMAP Server i First Day Of Week
[l LDAP Synchronization i Fixed Extension
2% Logs #l Format Callerld on Message Subject QK Cancel
G POP3 Server {# Function Time Out 0
& Remote Site Setting {3 GDPR compliance True
[ Reorg { HA Synchronization Filter Made 0
g Reports ald\etlmahm\t (in minutes) for MMC Admin ... 30
@ UserManager £ Logging Threshold for IMAP Locked Mailbox... 0
B9 Telephony Settings
3 VPIM/SMTP &l Logo URL
= £l Loop Current On in Dial False
a Loep Current On In Record True
G Mailbox Numeric Passwerd Change False
{# Mass Recall Installed False
< > || {# Maximum Number Of Logon Sessions 3

8. Go to Configuration > Fax Settings.
Double-click Dialing Suffix and set the Value Data field match your Outside Line Access Code. Click OK.
Double-click Fax Board Type and set the Value Data field to Brooktrout SR140. Click OK.
Double-click Fax Mail Installed and set the Value Data field to True. Click OK.

9 UC Admin - O 'Y
@ File Action View Window Help - &
| #| G
g Avaya Messaging Parameters Value Data
a Avaya - IP Office (# Allow Printing of Faxes False
Mailbox Templates (] Ask For Extension Number False
TSEIMAR Server (#1Banner Format String
&4 Voice Server
+ J&¥ Configuration (1 Default Fax Mailbox
@ Advanced <2lbelat b e
[ Custom Interface Settings (£l Dialing Suffix 9
£3 Dealer Info (£ Fax Board Type Brooktrout SR140
1 Device Management TETax By Timer o
%2 Device Management Settings|| (2 Fax Directory CAUC\Fax...
ﬁ> Fax Settings (] Fax Job Expiry in days 30
L Global Parameters (5] Fa Job Failure [otificati 2
™ HTTP (] Fax Mail Installed True
A IMAP Server T2]Fax On Demand False
[ LDAP Synchronization (#1Fax Resolution Coarse
12 Logs [#IFile and Path for Fax Viewer
G POP3 Server [ Local And Tell Area Code 1 905

" Remote Site Setting (1 Local And Toll Area Code 2

[ Reorg (3 Local Area Code 1

el Reports (lLocal Area Code 2 16

!% $:\eerph|::::gsee;tings [#lLocal Area Code 3

-i VPIM/SMTP (&I Number OF Digits In Area Code 3

= (1 Number OF Digits In Phone Number 7

(# Number of Log Entries to Delete o

(£ Outbound Fax Board Type 0

[ Outside Line Access Code 3
c

< > Path for Fax Drivers A\Fax,

9. Restart the voice server.
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10. Once the server is online, open UC Admin and under Voice Server, verify that the Fax Enabled field is set to True.

8 UC Admin
@ File
=% #|d=H

Action

View Window Help

- 8 %

%9 Avaya Messaging

@ Avaya - IP Office
Mailbox Templates
TSE IMAP Server

g4 Voice Server

¥ WIN-12345
18 Configuration

Parameters Value Data
ﬂAdvanced

B Name WIN-12345
[#4 Description

[&iPrimary True
a\folce Channels 4

B4 TTS Channels 1

[E4ASR Channels 1

Soft Fax Channels 0
[ Fax Enabled True 1
ax annels

[ Start Channel Number 1
[ Start Fax Channel Mum... 1

[ External IP

alntamal P

BTCP/IP Port 0

@ Path CAUCy
[# Resiliency Channels o

[ Voice Verification Chan... 0

11. Setup one mailbox to be used as the default destination for incoming fax traffic.
In UC Admin, double-click your company to open the properties window.
On the General tab, locate Fax Extension and specify which mailbox to send faxes into.
When ready, click Save.
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E9 UC Admin
@ File  Action
Lol AN ARCREY

View Window Help

fig Avaya Messaging
P [, Avaya - IP Office
Mailbox Templates
TSE IMAP Server
&4 Voice Server

[ Configuration

Company No, Company Name __ Status

1 Default Open

£l Company
Company

-y
-
-
-
-,
) i
-
-
Ca,
-

| o v 0] & =] A00 e (s

" Gereral |

ﬁ‘-% 1: Default

Passwords/Securiy
Admin Broadcast Messages
Advanced |

Company Langusges | C.0./Channel Assignment

Synchronization Options | Speech Options

Call Options | Mailbox Options | Integrated fax

Company Number

Company Name:

Domain Name / 1P
Address

Fhone Number

Use Mailboxes From

1
Default Customize TUI
127.0.0.1 Yoice benu

Al
Woice Menu Schedule

Fax Extension

.
|}
|}
|}
|}
.
|}
1}
|}
L)
.
1}
A3
A}
A}
.
|}
.
A}
1]
|}
1}
.
1}
A}
A}
L]
.
1}
.
1}
|}
|}
1}
.

S ——
Adrin Maibos | e
PEX Node [oeta ]
“ County [Canadai1]
| Gresting Format [uLswa

Collaboration URL
Time Zone

Frelate Compary ta

|https://sites. gmcle. com/a/esnatech. ca/online-

[(UTC-05:00] Eastemn Time [US & Canada) _v]

@ CO.Line ¢ Pat
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Dialogic SR140 Fax Integration

Inbound faxes require routing calls through port 5070 to Avaya Messaging since Brooktrout listens on that port. This
requires a DID for each mailbox configured for fax. Add the fax DID number in the Addresses tab of the mailbox.
This can be an internal number for the fax DID. For example, for DID 705 213 4567, add the fax extension 4567 which
can be dialed from outside and will be routed through port 5070 and will be received into that mailbox. If not
properly configured, the fax will be sent to the default system mailbox.

22 Mailbox ? X
Mailbox

%@ x@| B ] |v]| @@

Synchronization Options | Locations | Resoute CTI Options | Speech Options | Language Options |
Qenelaﬂ Advanced ] Mailbow Upl\ons} Transfer Dptlons1 Meszage Options ] Motification  Addresses

22 11200: Test DL
& Al O Defaults " Only |Fhone Mumber -

Type [ Address | Deseription
+ E-mail testiEabe.com

E-mail wrohg@abe. com

Fa - Inteimal Estension 4567
+ Intemal Extension 11200
+ Replyto 11200@127.0
~ WPIM 1120061270

Add >>> BRemave Edit

Summary Yiew >>>
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Dialogic SR140 Fax Integration

Monitoring Channel Activity
Setup

To monitor the traffic through the fax software, the configuration file on the Avaya Messaging Voice Server must be setup
to point to the correct file locations.

On the computer where Avaya Messaging is installed, use a text editor (i.e. Windows NotePad) to open the
configuration file. By default, this will be:

Modify the path according to the location where your administrator has installed the program.

E ETBTFaxService - Notepad == -
File Edit Format View Help

[SR140] ~
Config = "btcall.cfg” <—

[General]

Debug = True

[Advanced]
Remote DB =

[Web Server]

Http Port = 38070 <—

Modify the Config entry to include the full path to the btcall.cfg file. By default, this will be:

Be sure to enclose the path within double quotation marks “".
Modify the path according to the location where your administrator has installed the program.

Enter the HTTP Port number that will be used to monitor fax channel activity.

When all changes have been made, click File > Save.

Monitoring via Browser

To monitor activity on a fax server, open a browser and navigate to:

Change localhost to the IP address of the fax server if you want to monitor from a different computer.
Change the port number (30070 in this example) to the value entered in step 2 above.
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Fax Detect and Deflect

Dialogic SR140 Fax Integration

If an SR 140 is installed and configured on your system, a single telephone number can be setup to receive both voice and

fax telephone calls.

During the auto attendant playback, and also during the personal message playback, the system monitors the call for the
presence of a fax signal.

If no signal is detected, it is handled as a standard voice call.

If a fax carrier signal is detected, the call is routed to the fax number configured in the recipient's mailbox.

Configuring Avaya Messaging

Open UC Admin and login.
Go to Configuration > Advanced.

In the right-hand panel, double-click Disable Fax Detection and set the value to

False. Click OK.

2 uC Admin

o | x| cd=H

@ Hle Action View Language Window Help

v @ Avaya - IP Office
~ £ Default
48 Mailbox Structure
@)l Feature Group
& Remote Site
[ Routing Table
=3 Voice Menu
4y Customize TUI
&2 Print Server
&g FaxJobs
%) Storage
Mailbox Templates
TSE IMAP Server

£ Dealer Info

% Device Management

2 Device Management Settir
Fax Settings

. Global Parameters

&y HTTP

A IMAP Server

1% LDAP Synchronization

1% Logs

%9 Avaya Messaging ~

3 POP32 Server v

Parameters
{# Authentication Key Depth
(il Backup Consolidated Server [P
ﬁ Backup Consolidated Server Name
{3 BlackList of Callerld
(i Consolidated Server IP
(i Consolidated Server Path
UNC Location

Value Data
3

CAUCY

{4 Disable Fax Detection
(i Disable Fax Detection 1
{f Disable Fax Detection 2

True
False

Falze

"IN Dizable Sending Undelversble Message
{# Disable Superviser Menu

(i Enforce DoD/JITC password policy
{# Extended Absence Greeting Type
ﬁb(tenslun Length

{# First Day Of Week

{3 Fixed Extension

@ Format Callerld on Message Subject
ﬁ Function Time Qut

{# GDPR compliance

{# HA Synchronization Filter Mode

{# Idle time limit (in minutes) for MMC Admin and W...
{# Logging Threshold for IMAP Locked Mailboxes

i Logo URL
{# Loop Current On in Dial
{# Loop Current On In Record

False
False

Sunday
False
True

True

30

False
True

Repeat for Disable Fax Detection 1 and Disable Fax Detection 2.
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& Edit String

Walug Mame

|Disable Fax Detection

Value Data
[Tie] -

False
Resst |

ok |

Cancel




Dialogic SR140 Fax Integration

Open a user mailbox and go to the Addresses tab.

2 Mailbox 7 x
Mailbox
| 2| @8] B Wl ||| @0

Syrchronizstion Optiors | Locations | Rerouts CT| Options | Spesch Options | Lanousgsdatiags, |
Genera | Advanced | Maibox Dptiors | Transfer Optons | Message Options | Noificetiof_ Addiesses )
22 78102: David Innes

& Al Defauts ¢ Only |Phone Humber

Tupe ‘ Address ‘ Description ‘
Extemal Exte...  1(Q05)5551212 Remote
~ Intemal Exten... 78102

—>add | Ed..

Surnmary Yiew >

Click Add and select Fax from the list of options.

Phaone Number

| E-mail / VPIM 1
—_— Beeper »
Fax

SMS Phone

SMS E-mail

Provide a human readable description for the fax connection.
Type: Select one of the following options from the dropdown list.

Fax - External Extension: Enter the Country, the Area/City Code, and the fax
number that will receive fax calls.

Address

Desciiption My Far
Tupe Fax - Internal Exten: v

Country |
Fax - Internal Extension: Enter the internal company extension (6 digit meaiplode [
maximum) that will receive fax calls. Number [T
Select the Node if more than one are present. A =]
. [~ Setas Default
When ready, click OK. & G

Click Save to complete the configuration.

Note: If no fax number is configured for the mailbox, the fax is routed to the extension specified under
Company > General > Fax Extension.

& Company ? x

Company

LY =1 o NI 5 e
Passwords/Secury | Companylanguages | C.0./Channel Assignment
Admin Broadcast Messages } Sunchionization Options } Speech Options
General } Advanced | CallOptions | Maibos Options | Intearated fax

ﬁ:g 1- Default

Company Number 1

Company Name D efault Customize TUI
Dromain Mame / 1P

Adchass 127.00.1

Phane Number Woice Menu Schedule
Use Mailboxes From 1: Default -

Fax Extension

Adrin Mailbo |1112 David Innes L
PBx Mode Dafault h
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Dialogic SR140 Fax Integration

Single DID for Fax and Voice

It is possible to use a single DID number for both voice and inbound fax traffic. While the voice mailbox greeting is being
played, the system continues to listen for a fax signal. If one is detected, the system stops playing the greeting and begins
the handshaking procedure necessary to receive the fax. A greeting must be a minimum of 6 seconds long to allow
enough time for the detection of the fax tone.

This section covers the process to setup a single DID number to handle both voice and inbound fax traffic.
Avaya Aura Session Manager is required for this installation. ASM must be setup and running before proceeding further.

Overview

To use a single DID number for voice and fax, add to your existing voice messaging integration via the Avaya Aura Session
Manager. Refer to the existing Aura Session Manager - Avaya Messaging configuration guide for complete details.

In this example, the voice messaging service number has been configured as 78000. Aura extensions are already
configured to use 78000 for voice messaging.

This configuration shows one Aura extension / mailbox user (71802) with voice messaging coverage to 78000. With voice
messaging working, enable single number faxing for this user. Refer to the previous sections for the installing and
configuring the SR140 fax service on Avaya Messaging.

We will configure the unique prefix 52 for the SR140 service on the Avaya Messaging server, and then assign a unique fax
internal extension number (52002) to the mailbox user. Communication Manager must be configured to use the prefix
52 to take the SIP route to Session Manager. Fax internal extensions are configured through Avaya Messaging Admin
only so that the fax service can deliver the message to the correct mailbox. These extensions do not need to be
configured on CM.

Session Manager Configuration

This section covers configuring the Avaya Messaging server SR140 as a SIP entity of Session Manager.
We will assign port 5070 as a SIP route prefix for the SR140 SIP entity. In this example, prefix 52 (length = 5) is used.

Avaya Messaging Configuration

Here we use the Avaya Messaging Admin to give each user a unique fax internal extension starting with 52. In this
example, the user’s primary extension is 78102, and their fax internal extension is 52002.

Communication Manager Configuration

Using Communication Manager, configure prefix 52 to take the SIP route to Session Manager. The same SIP route can be
employed for both voice and fax messaging.

Additional user mailboxes, such as 78103 and 78104, will have fax internal extensions configured as 52003, 52004, etc.

A Sample Use Case

An incoming fax is routed to extension 78102 and the user doesn’t answer the call and it goes to voicemail.

The Caller hits the Send button on the fax machine as soon as call is answered. The Avaya Messaging server detects the
fax tone and initiates a call transfer (SIP REFER) to user 78102's internal fax extension (52002) via Session Manager.

Session Manager routes the call to CM, and CM routes it back to SM based on prefix 52 and then onto the Avaya
Messaging SR140 service. The SIP call transfer is completed. The SR140 connects to the call, processes the fax job and
deposits the fax image into mailbox 78102 (based on fax internal extension 52002).
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Configuring Session Manager

1. Add SR140 as SIP Entity

Dialogic SR140 Fax Integration

Login to the Session Manager Web Ul and open Element > Routing > SIP Entities > Add new SIP entity.

Configure the following items.

SIP Entity Details

General

Commit| Cancel

* Hame:
* FQDN of 1P Address:

Tyme:

AM1Z34-faxing

192.168.12.34

Cther

Hotes:

Adaplation:

| Locotion:

oC3 5 |

Time Zone:

* SIP Tiniar 8/F (in saconds):
Minimum TLS Version:
Credential name:

Securable:

Call Detall Recording:

CommPrafile Typa Praferanca:

Loop Detection

Loop Detection Mode:
Loop Count Threshold:
Loop Datection Interval (in msec):

Maonitaring

SIP Link Monitoring:
CHLF Keep Alive Monitoring:

Supports Call Admission Control;

Shared Bandwidth Hanager:

Name: Enter the Messaging server name.

AmericaMew York
4

Use Global Setting |

o

nene

U@ Session Managar Configuration w
Use Session Manager Configuration |«
]
o

FQDN or IP Address: Type the IP Address or the Fully Qualified Domain Name of the Messaging server. When
using FQDN, make sure that Session Manager resolves to the correct IP address.

Type: Choose Other from the list.
Location: Select your location from the dropdown list.

rverride Port & Trassport with NS SRV [

dd | | e

1hem 2

o .ﬂamr SIF Entity | ] SIP Entity 2 .m

[ T T T S PUTIRA- ey )

Sebect ; Al hor

Filter: Erubis
Cannectios Peling Deny Kew Service

buited |

Entity Links: Use port 5070 and the TCP protocol to route to the Avaya Messaging server SR140 faxboard.

Note: This entity must be different from the entity used for Avaya Messaging's voice calling.
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2. Check Connection between SM and AM SR140

The Dialogic / Brooktrout SR140 configuration on the Avaya Messaging server must be configured before proceeding.
Refer to the previous sections of this chapter for details.

Open the Session Manager Ul and go to Element > Session manager > System status > SIP Entity monitoring.
Verify that the connection is UP.

Fiter: Disable, Apply, Cloar
Session Hanager IP Address Family | SIP Entity Resobeed IF | Pust Prute, Beay Beasan Cole Link Status
s 192168 12,34 5070 8 nay e 000K w

Hint: If the connection fails, check that the Dialogic / Brooktrout configuration is correct, then restart the
Dialogic Corporation Boston Host service on the Avaya Messaging server.

This is the Brooktrout configuration tool for Session Manager (SIP Asset IP address 192.168.98.76) and the Avaya
Messaging server (192.168.12.34) connection.

u]
*

a EBrocktreut Configuration Toal - Advanced Mode —
File View Options Help

@ |« » B @&t
Home | Beck focly | License | Help

- Brockdrout (Boston Host Service - Funing) | Ganaral Information  IP Parameters | 138 Paramaters | RTF Parametens |
Driver Parameters (Al boards)
BTCaH Pacameters (Al boands) Maximum SIP Sevsions: 255

5 Cal Cortrol Parameters
Modue Dx81: SR140 I Frimary Gateway [182 18898 78

R e Rt SIF GalFway 52 T
Addtionsl 1P Gateway 3

»

[

Addtionsl SIP Gatewsy #4: [
Primary Prooy Servar: [
Addeional Proxy Server 52 |
Addional Proxy Server 53 |
|

[

[

[

Addtional Proxy Server 54
Primary Regstrar Server URL:
Addiional Regstrar Server £2

Addgional Regstrar Server 13
cdtional Regatrar Server 4 I
From Vs [FETBTFax"<sip eibtfandd 192 16512 34>

LT

Cortact IPvd Address [sri4od9z 168,12 34 5070
Srasicn Name fsr20
Seascn Leacrpton I

[
Emal Address [
[

Primary Gateway: Enter the IP address of the Session Manager server. Use Port 5070.
From Value: Input the string “ETBTFax”<sip:etbtfax@192.168.12.34>.

Contact IPv4 Address: Enter sr140@ followed by the IP address and port (5070) used for inbound faxing.
For example: sr140@192.168.12.34:5070.

Username: Place a dash - in this field.
Session Name: Type sr140 here.

Click Save to confirm the changes. Click Apply and restart the Dialogic Corporation Boston Host service.
The configuration of the SR140 software is complete.
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3. Dial Pattern

Add a new dial pattern for fax calling.

* Pattern: 53
* in: 5

* Max: 5

Emergency Call: (7]
SIP Domaln: | -ALL

Motes:

Add Remaove

4 Rems Fiter; [inable
) | ortginnting Location Name « | Criginating Location Hotes Roting Pelic gy Routing Policy Disabled Roatio polkcy

Select : &, None

Add a value for Pattern ID that has not been previously used by SMGR. In this example, 52 is used.
Enter the minimum and maximum lengths.

Originating Location and Routing Policies: Add the SR 140 fax messaging server entity for routing Policies.
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Avaya Messaging Server Configuration

1. Create a Mailbox for the Fax Extension

Launch Avaya Messaging Admin and open the user’s mailbox at the Addresses tab.
Click Add and select Fax.
Enter a Description to identify this address.

Dialogic SR140 Fax Integration

For Type, choose Fax-Internal extension and enter the fax extension Number. This number must be different than the
mailbox extension, and must begin with the prefix associated with the SR140 SIP entity.

In this example, prefix 52 was configured, the mailbox user’s primary extension is 78102, and the fax internal extension is

52002.

9 uc Admin

@E\e Action View Window Help
s n|0|G=

i X Messaging
~ (@ Avays - IP Office
v &1 Default
~ 4 Mailbox Structure
(] London
> 2 Toronto
@ Feature Group
@ Remote Site
[ Routing Table
=3 Voice Menu
¥4 Customize TUI
i& Print Server
i@ FaxJobs
> [ Storage
Mailbox Templates
[F1 TSE IMAP Server
{4 Voice Server

[ configuration

Name

] London
uanonln
Oflinnes David

Number

78102

98 Mailbox
Mailbox

1 Mailbox(es)

|| @ X3 B W]« B2=

02 78102: David Innes

& Al Defaults ¢ Onlp |Phone Humber -

Description

Tupe | Address

Description

Type

Ertomal Exte...
+ Intemnal Exten... 78102

1(305)5551212

*

Remate

Rpne Number
o TE-mail 7 VeI

Beeper
Fax

SMS Phone
SMS E-mail

Add >

Bemove

Edit..

Country
Area/City Code
Mumber

PBX Node

DID Fax Number
Fax - Intenal Exiery + <—

52002
Default -

[~ Set as Default

Surnmary Yiew >

Note: The Fax number must begin with the prefix created in the Dial Pattern.

Note: Each mailbox must have a unique fax extension. In this example, mailboxes 78103 and 78104 have
the fax internal extension numbers 52003 and 52004 respectively.
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Dialogic SR140 Fax Integration

Communication Manager Configuration

1. Create Signaling Group

Using CM administrator, enter the command: add signaling-group <number>.
Replace <number> with the value that will identify this group. It must be a unique number not used by any other group.

For example, add signaling-group 4.

@ - m| X

change signaling-group 4 Page 1 of 3|~

2. Configure Trunk Group

Using CM administrator, enter the command: add trunk-group <number>.
Replace <number> with the value that will identify this group.

Signaling Group: Enter the value for signaling-group created above.

change trunk-group 4 Page 1 of 4 (A
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3. Define Route Pattern

Using CM administrator, enter the command: change route-pattern <number>.
Replace <number> with the value that will identify this pattern.

Grp No: Enter the trunk-group number created above.

@ - O X

hange route-pactern 4 Page 1 of 4 |~

4. Add the Fax Prefix to the Dial Plan

Using CM administrator, enter the command: change dialplan analysis.
Dialed String: Add the prefix configured in SMGR for fax extensions.

change dialplan analysis Page 12 of 12
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5. Change aar Analysis

Using CM administrator, enter the command: change aar analysis.

Route Pattern: Use the same route pattern number configured for the Avaya Messaging server voice call that
routes to SM. In this example, route pattern 4 is used for both the fax number and the call pilot number.

W@ - o X

change aar analysis 52 Page 2 of 2|~

6. Extension for Mailbox Number

Using CM administrator, enter the command: change station <mailbox number on messaging server>.
Replace <mailbox number on messaging server> with the user’s voice extension (78102).

Coverage Path 1: Set the coverage path that uses the hunt group configured for the voice mail number.

@ - o %

hange station 78102 Page YicE S|

The configuration is complete.
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Dialogic SR140 Secure Fax

Introduction

Avaya Messaging can be setup to securely send and receive faxes through the Dialogic SR140 fax software. The
transmissions use Transport Layer Security (TLS) to encode the data. This method complies with JITC requirements for
secure communications.

Sites receiving secure faxes must also be setup to use the TLS protocol. Incoming faxes must also be secured using TLS
protocols.

Pre-Requisites

Install the Avaya Messaging program onto the computer that will act as the Voice Server. Ensure that the Hardware Fax
Driver option is enabled at the Features Selection screen during program installation. This will ensure that the
necessary program elements are included with Avaya Messaging.

jy UC Services Setup EIE@
Select Features AVAyA

Pleaze select which features you would like ta install
W The Power of We™

Feature Description:
Unified Messaging Server

Unified Communication 5
UC Adririistrator

‘web Applications

Text to Speech Service
Nuance Speech Recodn!  Tpis faature wil be installed on the local hard
IM&P_TSE drive

Hardware Fax Driver

This feature requires 10ME on your hard drive.
It has B of 7 subfeatures selected. The
subfeatures require 519ME on vour hard drive.

‘wise Installation \Wizard®
| Disk Cost ‘ | Reset | | < Back ” Next > ‘ | Cancel |

For High Availability (HA) installations, the SR140 can be installed on the Primary or any of the Secondary servers.

Important! Secure Fax using the SR140 fax software requires 2 licenses from Dialogic; the standard fax
license, and a secure fax license.

Avaya Messaging Feature Description Guide 294



Dialogic SR140 Secure Fax

Configuration

Once the Dialogic SR140 and the Avaya Messaging voice server are both operating, the fax software must be configured
to communicate with the UC platform.

License Manager

Open the Brooktrout License Manager program.

v

Administrative . ' Brooktrout Brooktrout
Tools i " T p—— License Manager Configuration...

Enable the SR140 license by clicking the Activate button.
&y Brooktrout License Manager - I:'-

License _Utilities  Help

h & X ?
Activate... Install... Remove... Help..

Description

To activate an SR140 license press the <Activate...> icon or select <License-Activate license...> from the menu.
Refer to the Help for additional infermation on activating SR140 licenses.

Note: The procedure shown here uses the Activation Wizard and an Internet connection.
If you have a license file, select Install and point the program to the file provided by your vendor.
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3. Click Next.

Welcome!
'lfb Dialogic. Welcome to the License Activation Wizard

The Wizard helps you use your License Key to activate the
license for the instaliation on this computer.

Select Next to continue.

Hp | cBek | Mews | Cancel

4. Enable Automatically... asthe Activation Method, then click Next.

Activation Method

'lfb Dialogic. How would you liks to activats your licenss?

" Using the interactive web method
" Create a request for email or fax

Tips: If this computer is connected to the Intemet, this is an

atomatic process. Otherwise you can activate your icense
using another computer by accessing an activation web site
or by sending the activation information using email or fax.

Please note: If an SR140 Demo license exists on this machine,

it should be removed prior to installing a permanent SR140 license.
You may remove any SR140 license from the main screen of the
Broaktrout License Manager.

Please note also that anly one Demo license may be used at a time.

Select Nexd to continue.

5. Currently, no License Keys are installed. Click Add.

License Keys
'Iil' Dlaloglc Please enter all purchased License Keys

I Add I Edit Delete

Select Nexd to continue.

Dialogic SR140 Secure Fax

6. Enter the SR140 standard license key number that came with the fax software package. Click OK when ready.
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7. The new license key has been successfully added to the system. Click Add.

License Keys
'lfb Dialogic. Please enter all purchased License Keys

123456-7500 P

Select Nexd to continue.

8. Enter the SR140 secure fax license key number. Click OK.

Please enter License Key

|987654-3210

9. Both license keys have been successfully added to the system. Click Next.

o Keys
*1f1- Dialogic. Pleass srter al purchassd Licsnss Keys
12345&7890]

9687654-3210

Delete

Select Nexd to continue.

10. Click Next to continue to the Product Registration pages.

Avaya Messaging Feature Description Guide

Product Registration
This system’s activation information has been gathered to
8410
Iil D|a|°g|c‘ verify that the License Key is legitimate and has not been
activated on more systems than allowed by the End User
License Agreement.
Pleass ragister your product to enable us ta better support you

Protecting your information is very important to Dialogic Corporation.
To view our privacy policy, see

hitp://www _dialogic.com/about/privacy_policy htm

Select Next to continue.

Help < Back Next > Cancel

Dialogic SR140 Secure Fax
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11. Enter the details of the site administrator. All fields are required for registration. Click Next.

Product Owner’s Information

':i:‘ DIanQIC Please enter the name and email address of the
person responsible for the day-to-day running of
the installation.

First Mame® Last Name*

[Neil [Kendrick

Email Address* Phone Number*
neilk@erbmusic.com 19057079700

* marks required fields

Select Next to continue.

Help < Back Nexd > Cancel

12. Enter the details for the location where the software is installed.

Click Next to continue.

E‘

it Company Name*
i} Dialogic. TR s

Street Address™ Street Address 2
70 West Beaver Creek Suite 101

City* State/Province.
Richmond Hill Ontario

Courtry* Zip/Postal Code
Canada L4B 3K1

Fax / Messaging Application and Version*
| Avaya IX Messaging 10.8

* marks required fields

Select Next to continue.

Dialogic SR140 Secure Fax

12. The program will connect to the Dialogic servers to upload the registration details. This requires a working Internet
connection, and must be completed before the license will be activated.

When it has finished, click Next to continue.

*1ft- Dialogic.

Avaya Messaging Feature Description Guide
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14. The new licenses have been activated on the system. Click Next.

Help < Back Next >

Request Status
':il' Dialogic. The status of the licenss activation request

License Key Status | Descriptior
123456-7830 License Activation successful

987654-3210 License Activation successful,

<] 1] [>]]
Select Next to continue.

Cancel

15. Click Finish to complete the Wizard.

-1ft- Dialogic.

you do not need to install licenses.

Select Finish to Exit the Wizard

Congratulations. License key123456-7890 has been
successfully activated. Because you activated automatically.

Bp | <Back | Bnisn Cancel
16. The added licenses appear in the Brooktrout License Manager.
¥
License  Utilities  Help
.| v |

Activate... Install... Remove... Help...
Description | Product Version | Status Issued Expires | Node ID Serial 2
SR140-DEV-1VR-Festure-Secur..  SR14D 10 Valid 13-0ct-2019  13-Oct-2020 D12A3BACDEF . 123456-7-8001234_

20 Valid 18-Sep2019  18-Sep2020  D12A3B4CDEF.  987654-3-2108876..

SR140-DEV-60-R3-1YR (eDeliv..  SR140
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Configuration Manager

Open the Brooktrout Configuration Manager program.

Administrative
Tools

Brooktrout Brooktrout
License Manager Configuration...

4 B B

Dialogic SR140 Secure Fax

At Configuration Tool - Preferences, change Boston Host Service Start Mode to Automatic and click OK.

Brooktrout Configuration Tool - Preferences -

BTCall Corfiguration File: ,m ﬁ
Call Control Corfiguration File: ,m ﬁ
INF Fils: [c-\Program Fies <86 Bracktr ﬂ
Fimware File Location ,m @
Log File Location: [C:Program Fies (x8€p Brocimaut't
Boston Host Service Start Mode:  [Auomatc v

0K

Hint: This screen will only appear the first time you run the program. Thereafter, this screen will be skipped.

When the Configuration Wizard starts, choose Advanced Mode.

it Dialogic

Brooktrout Configuration Tool - Wizard Mode -

‘Welcome to the Brooktrout Configuration Wizard

This wizard will help you configure your Dialogic Brooktrout hardware and software to communicate
with the networks in which they are deployed. There are two ways to run the configuration tool:

Wizard Mode

“The tool will guide you through the configuration, prompting you for the minimal information
needed to get your product up and running. Wizard mode uses default values that will work in most
situations.

Advanced Mode

This mode is for users with a strong knowiedge of the network parsmeters nesded for the particular
deploymert. This mods lets you modfy the default parameters set in the Wizard Mode and gives
ccess to parameters not usualy needed. I you enter Advanced Mode. you can only switch back
to the Wizard Mode by restarting the tool

Context Sensitive Help - The Configuration Tool provides contest sensitive help for parameters
To access the context sensitive help, hold the cursor over the parameter input area to see a brief
parameter description, or right-click the parameter and select “What's this 7" from the drop-down
baxto get a more complete definition.

Click Next to continue in Wizand Mode or switch mode by clicking Advanced Mode,

Help Cancel
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4. Enable the stack option for SIP, then

click OK to continue.

Configure IP Stack -

IP Enabled modulefs) have been detected in your system.
Would you like to configure a Brooktrout IP stack to run on
this module(s)?

" Bath (SIP and H323)

coes

Dialogic SR140 Secure Fax

Hint: This screen will only appear the first time you run the program. Thereafter, this screen will be skipped.

5. Inthe left-hand panel, click SIP beneath IP Call Control Modules. Go to the IP Parameters tab and specify the

following for your site.

o) Brooktrout Configuration Tool - Advanced Mode I;IE-
File View Options Help
il & o = & k4
Home | Back Medt | Save  Apply | License | Help
i Brooktrout (Boston Host Service - Aunning) | General Information  IP Parameters | T.38 Parameters | RTP Parameters

- Driver Parameters (Al boards) —

- BTCall Parameters (All boards) Maximum SIP Sessions: 256

El- Call Control Paremeters

" Module Deé1: SR140 I Frimary Gateway. 192.168.100.101 T |

- IP CZ‘I‘PCMN' Modules Addtional SIP Gateway #2: Jo
Addtional SIP Gateway #3: [ o
Additional SIP Gateway #4: [ Jo
Primary Proxy Server: [ -jo
Additional Proxy Server #2 [ Jo
Additional Proxy Server #3: [ 0
Additional Proxy Server #4: [ Jo
Primary Registrar Server URL: [ ]
Additional Registrar Server #2: [ Jo
Additional Registrar Server #3: | o
Addtional Registrar Server #4: ;o

From Value: “ETBTFax” <sip:ethtfax@192.168.0.1>

Cortact IPw4 Address sr140@192 168 0.1:5061

Usemame:

Session Name sr140

Session Description:

Description URI

Email Address

Phone Number:

Show Advanced >

Primary Gateway: Enter the IP address of the Avaya Aura Communication Manager server. This was initially

configured on the device. Add the port value that the CM uses for faxing in the second field.

From Value: In this field, (including the quotes) type “ETBTFax” <sip:etbtfax@ followed by the IP address of

the Avaya Messaging voice server. For example: “ETBTFax” <sip:etbtfax@192.168.0.1>

Contact IPv4 Address: Add sr140@ followed by the IP address and the port used by the Avaya Messaging

voice server. For example: sr140@192.168.0.1:5061 .

Session Name: Enter sr140 in this field.
When ready, click Show Advanced>>.
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6. Specify the following for your site.

Brooktrout Configuration Tool - Advanced Mode

File View Options Help
] - = =]
Home Back Mext Save  Apply

?

Help

&

License

;- Driver Parameters (All boards)

- Brookirout (Boston Host Service - Running)

General Information P Parameters | T.38 Parameters | RTP Parameters |

388 400 —f——— 63
388 400 —f——— 63

Response code for Unsupported Media:
Response code to reject T.38 renegotiation:

| BTCall Parameters (Al boards) I IP Prefersnce For SIP [1Pva oriy =|-
‘? el MC';’;:“’E' EE"_'Z';’:W Pv4 inerface For SIP ]
£ IP Call Cortrol Modules 1Pv6 Interface For SIP I
Sk 1Pv4 Interface Port: [5081
IPvE Interface Port: |5_oe:1
Redirect As Calling Party [Jo 0 p— 1
T1 Timeout Retransmission: [500
Mazdimum INVITE Retransmissions: [7 1 p———— 255
Redirect As Called Pary: g 0 1
TCP Enable I
User-Agent |Britsin/6.8.085 (Dialogic)
RFC 3325 Ident 0 0 2
Transport Protocol TLS -
Responss code for Call Not Answered: Taee 20 —

100 TRYING Enable: [TRUE ~|
RFC 6513 Enable: [FaLse |
SIP OPTIONS UP Interval [F20 60 fj———— 3600
SIP OPTIONS DOWN Interval 60 30— 3600

I SIP over TLS Enable: |
TLS corfig filename M
SIP over TLS port [5061
Block UDP port: [FaLse ~|
Block TCP port [TRUE =]
Secure RTP Enable: [TRUE ~|
Secure RTF corfig flename st cf

I FIPS Enable: [Facse -]

Hide Advanced <<
~

IP Preference for SIP: Select IPv4 only from the dropdown list.
IPv4 Interface Port: Enter the port used for faxing.
IPv6 Interface Port: Enter the port used for faxing.

TCP Enable: Set this to TRUE.

Transport Protocol: Choose TLS from the dropdown list.

SIP over TLS Enable: Set this to TRUE.

SIP over TLS Port: Enter the port used for faxing.

Block UDP port: Set this to FALSE.
Block TCP port: Set this to TRUE.
Secure RTP Enable: Set this to TRUE.
FIPS Enable: Set this to FALSE.
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7. Go to the T.38 Parameters tab and specify the following for your site.

I View Options Help I

a & & =» | d & ?
Home | Back o | Save Apply | License | Help

B Brooktrout (Bostan Host Senvice - Aunning) | General Information | 1P Parameters  T.38 Parameters | RTP Parameters |
i+ Driver Parameters (Al boards)
- ETCal Parameters (4 boards) | Fax Transporting Protoc: 3711 pass through orly -]
- Call Cortrol Parsmeters
© . Mode bedl: SR14D Generate CED tone over RTP Yes -
) IP Call Cortrol Modules Maximum Bit Fiate, bos: 3500 -
SIP £z I =l
Media Passthrough Timeaut Inbound, msec: [1000
Media Passthrough Timeout Outbound, msec: [4000
Media Renegotiate Delay Inbound, msec: [1000
Media Rensgotiate Delay Outhound, msec: [
T30 Fast Notify: I |
UDPTL Redundancy Depth Control 50 ] 5
UDPTL Redundancy Depth Image: [z o )2
Show Adwanced »>

Fax Transport Protocol: Select G.711 pass-through only from the dropdown list.
8. C(lick Save, then Apply.

IFiIe View Options  Hel;

i @ =
Home | Back Mot | Save  Apply [license | Help

9. On the Avaya Messaging voice server, go to the installation drive and locate the folder
\Program Files (x86)\Brooktrout\config .

Home Share  View v e
L » ThisPC » Local Disk (C) » Program Files (x86) » Brooktrout » config v & [ Search config 2]
i Favorites = MName Date modified Type Size &
-Deskmp I: lpCpS:l’l( [RVARFFIVRRR: L NI H‘IC Y KB
i 128 11/17/2017 823 .. FZBFi 1 K8
i Dovedlosds mpcps.f2 e e
h immediatedial lec 11/17/2017 841 .. LEC File 1KB
b Recent places - X 2
itu argentinar2 11172017 8:41 .. R2 File 18
itu_brazilr2 11/17/2017 841 .. R2 File 1KB
& This PC = i )
Ifll_dl)ﬂd.fz 11/17/2017 8:41 R2 File 1KB
&y Deskiop itu_egyptr2 11172017 841..  R2 File 168
B Doiiments itu_honduras.(2 11/17/2017 841..  R2ZFile 1B
& Dawnloads itu_korea.r2 11/17/2017 8:41 .. R2 File 1KB
W Music e 1117/2017841 .. R2 File 1KB
i Pictures ] D siptisclg 12/5/2017 143 PM  CFG File 3KkB .
A Videos <) sitp.cig 10/26/2017 1:37 .. CFG File 1KB
£ Local Disk () Us600 qsiac 11/17/2017 841 .. QSLAC File 168
< New Volume (E) |, winkstart.lec 11/17/2017 8:41..  LECFile 1KB v
42 items
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In the folder, open the SRTP.cfg file using a text editor such as NotePad.
Remove the # (uncomment) at the start of the following lines, and verify their values are as shown.

srtp.cfg - Notepad =1/ -

Lo

ile Edit Format View Help
s for SRIP

srtp_accept = true

srtp_enforce = true

srtp_crypto_suite = AES_CM 128 HMAC_SHA1l_8@

THSrLp Master Key den =

| #srtp_salting_key_len = 112

| #srtp_num_keys = 1

#srtp_mki_len = 1

| #srtp_lifetime = 48

| #srtcp_lifetime = 31

| #srtp_kdr = @

#srtp_window_size = 64

4srtp ynencrypted £1ao alse
srtcp_unencrypted_flag = true
TOTIuTe TTETTIaE

srtp_accept = true
srtp_enforce = true
srtp_crypto_suite = AES_CM_128_HMAC_SHA1_80
srtcp_unencrypted_flag = true
Save the file when finished.

Open the SIPTLS.cfg file.
Remove the # (uncomment) at the start of the following lines, and verify their values are as shown.

#) siptls.cfg - Notepad == -

bl Edit Format View Help

sip_tls_method=tlsvi.2
local_rsa_private_key_filename

:\uc\certificates\privte.key

:\uc\certificates\olS6perflocal.crt I

u ujo hiflo

1 ocal_dss_private_key_
| # local_dss_private_key_password

ca_cert_number =
ca_cert_filename =
i

\uc\certificates\SystemManagerCA.cacert.pem

r—_———_ ———————1
# chain_cert_number 2

# chain_cert_filename = e:\uc\certificates\chainCert2.crt
s # chain_cert_filename = e:\uc\certificates\chainCertl.crt
HMnMeF_='ﬂ' _———————

# crl_filename =

# local_cipher_suite =

# dh_param_512_filename

# dh_param_1824_filename

# dh_param_2048_filename

1 jon id =
client_cert_required=false
allow_self_signed_certs=false

sip_tls_method =: Leave this field at its default value.

local_rsa_private_key_filename =: Enter the path to the location of your private key file.
local_rsa_cert_filename =: Enter the path to the location of your server certificate file.

ca_cert_number =: Put the number of the cert you are using here. Add as many as are required.
ca_cert_filename =: Put the name of the certificate file you are using here. Add as many as are required.

(optional) chain_cert_number =: Put the number of the cert you are using here. Add as many as are required.
This is only required if you are using Intermediate certificates.

(optional) chain_cert_filname =: Put the name of the certificate file you are using here. Add as many as are
required. This is only required if you are using Intermediate certificates.

client_cert_required = false
allow_self_signed_certs = false

When finished, restart the UC BTFaxServer and the Dialogic Corporation Boston Host Service services on the
computer, or reboot the server.
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Avaya Aura Communication Manager Configuration

The certificate files must be copied to the AACM server.

1.

2.

AVAYA

Login to the AACM server using administrator credentials. Go to Administration > Server (Maintenance).

Administration

Licensing

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Server (Maintenance

System Management Interface
© 2001-2017 Avaya Inc. All Rights Reserved.

Copyright
Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.

Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components

Certain software programs or portions thereof included in the Product may contain software distributed under third party agreements ("Third
Party Components”™), which may contain terms that expand or limit rights to use certain portions of the Product ("Third Party Terms").
Information identifying Third Party Components and the Third Party Terms that apply to them are available on Avaya's web site at:
http://support.avaya.com/Copyright

Trademarks

Avaya, the Avaya Logo, and Avaya Aura are registered trademarks of Avaya Inc. Linux® is the registered trademark of Linus Torvalds in the
U.S. and other countries. All non-Avaya trademarks are the property of their respective owners.

Go to Miscellaneous > Download Files.
Enable the File(s) to download from the machine I'm using to connect to the server radio button.

Administration

Administration | Server (Maintenance)

Avaya Aura® Communication Manager (CM)
System Management Interface (SMI)

Download IPSI Firmware -« Download Files
Download Status

The Downlead Files SMI page lsts you downlosd files to the server

®) File(s) to download from the machine I'm using
to connect to the server

Backup Now
Backup History Choase File | No file chosen
Schedule Backup
Backup Logs

View/Restore Dat2 Chouse File | No file chosen
Restore History

Choose File | Mo file chosen

Choase File | Mo file chosen

Administrator Accounts

Login Account Policy File(s) to download from the LAN using URL
Login Reports
Server Access

Firewall
Install Root Certificate

Trusted Certi

Proxy Server (2. proxy.domain:3152)

Download || Help
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3. Click Choose File and find the certificate file. Select the file and click Open to add it to the list.
Repeat for each certificate file (CA, Intermediate, Server, etc.).

L

7
L S » v|® | Search Documentation p
Organize = Mew folder
= A Name Date
- v
a -
; _ﬁ SecureFax_Ceriificate.pix 11/12/2017 10:26 AM Perst
b @
= a
B o
3 =
S
e - -
i
-
-
| ] v
£ Documentation bafiss >
File name: | SecureFax_Ceriificate.pix ~ | |All Files ~

Cancel

When finished, click the Download button to copy the files to the server.

4. Inthe left-hand column, select Security > Trusted Certificates.
Click Add and attach each of the CA and Intermediate certificates downloaded in step 3.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Administration

Administration [ Server (Maintenance)
Download IPSI Firmware ~ Trusted Certificates
Download Status
Activate IPSI Upgrade
Activation 5ta

This page provides management of the trusted security certificates present on this server,

Trusted Repasitories
Backup Now
Backup History A = Authentication, Authorization and Accounting Services {e.g. LDAR)
Schedule Backup C = Communication Manager

Backup Logs:
Wizw/Restore Dats
Restore History
Security

Web Server

R = Remote Logging

Select File Issued To Issued By Expiration Date Trusted By
Administrator Accounts
S SecursFax_Cerificate.crt  SystamManager CA SystamManager CA Sun Mar 23 2026 C
Login Reports CA_Certificate.crt Systam Manager CA Systam Manager CA Mon Sep 28 2026 CWR

Server Access
Server Log Files
all

Display | | Add | | Remove | | Copy | | Help

Cartificate Alarms
Cenificate Signing Request
SSH Kays

Web Access Mask

File Synchronization
Download Files

CM Phoge Message Fil=

5. Inthe left-hand column, click Server/Application Certificates.
Click Add and attach the server certificate downloaded in step 3.

AVAyA Avaya Aura® Communication Manager (CM)

System Management Interface (SMI)

Help Log OF Administration
Administration / Server (Maintenance)

Download IPSI Firmware =~ Server/Application Certificates
Download Status
Activate IPSI Upgrade
Activation 5ta
Data Backup/Restore

This page provides management of the server/application certificates present on this server.

Certificate Repositories

Backup Now

Backup History A = Authenticati horization and ting Services {2.g. LDAP)
Schedule Backup € = Communication Manager

Backup Logs

Web Server
View/Restore Dtz

Restore History

R = Remots Logging

dminisirator Aczaunis Select File Lasued To Issued By Expirstion Date  Installed In
Login Account Policy servercri  yourserverzacm.local System Manager CA  Mon Dec 14 2020 CWR
Login Reports System Manager CA  System Manager CA Mon Sep 28 2026

Server Access
Server Log Files

Fireswall Display | | Add | | Remove | | Copy | | Help

Install Root Certificate

Server/Application Certificates

Certificate Gigning Request
SSH Keys

Web Access Mask

File Synchronization
Download Files

CM Phoge Message Fil=

6. Close the Communication Manager console.
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Avaya Aura System Manager Setup

1. Login to the System Manager using an administrator account.
Under Elements, select Communication Manager.

VAR | Communication Manager

Avaya Breeze™

Backup and Restore
Bulk Import and Export

Administrators

Directory Synchronization Communication Manager

Groups & Roles Communication Server 1000 Configurations

User Management Conferencing Events

User Provisioning Rule Device Services Geographic Redundancy

Equinox Conference Inventory
1P Office Licenses
Media Server Replication
Meeting Exchange Reports
Messaging Scheduler
Presence Security
Routing Shutdown

Session Manager Solution Deployment Manager

Web Gateway Templates

Work Assignment Tenant Management

2. Goto Network > IP Codec Sets.

Communication Manager %
T 4 Home / Elements / Communication Manager [+]
Help ?
Manager [ :
< Search @,s
» Call Center 2
Feature Management
Element
Through
» Endpoints Sub Pages
BT (e neb
A Call Center is a way of organizing people and equipment to achieve particular business goals. Help for
Call Center Call centers work by organizing staff(called agents) with specific functions or expertise into hunt Call Center
[ — groups. QObjects
- Help for
Alternate Routing Coverage The Call Coverage feature routes incoming calls to alternate telephone numbers. Coverage
Analysis Objects
Automatic Help for
Element Cut- gyopant Cut-Through allows you to launch the Cut-Through for the selected element. Element
Alternate Routing Through N Cut-
Thi h
Digit Conversion roug
= Endpaints System Manager allows you to create and manage endpoints using the Manage Endpoints option. Help for
Automatic Route P You can also view, edit, and delete endpoints. Endpoints
Selection Analysis Communication Manager allows logical grouping of endpeints for providing certain call processing
Groups features. An endpoint can be member of any group on the system e.g., Hunt Group, Pick Up Help for
Automatic Route Group, etc. System Manager allows you to create, edit, remove and view groups and also allows Groups
. o to add or remove endpoints from the group.
Selection Digit
- Communication Manager network refers to multiple interconnected servers and all of the Help for
Conversion equipment, including data networking devices controlled by those servers. Such equipment may
Network . ) N . H Network
= be geographically dispersed among a variety of sites, and the equipment at each site may be Objects
Automatic Route segregated into distinct logical groupings, referred to as network regions.
Selection Toll Parameters System parameters are your system'’s parameters that Avaya sets during the time of installation. gegef::
o — You can modify the system parameters according to your organizational needs. P:rameters
. IP Codec Sets I Systems includes a logical grouping of certain Communicaticn Manager objects like Class of Help for
System Service, Class of Restriction, Dialplan Parameters, Uniform Dialplan. You can perform basic System
TP Interfaces administration of these objects through this menu. Information
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3. Add / Edit an audio codec set.

change ip-codec-set 1

[ o] [t e e s~

Info:

change ip-codec-set 1

IP MEDIA PARAMETERS
Codec Set: 1

Audio Silence Frames  Packet

Codec Suppression Per Pkt Size(ms)

G.711MU 20 |

Media Encryption Encrypted SRTCP:

1-srip-aescm128-hmacg0 I

Audio Codec: Set this to G.711MU.

Silence Suppression: Choose n.

Frames Per Pkt: Enter a value of 2.

Media Encryption: Select 1-srtp-aescm128-hmac80 from the dropdown list.
4. Goto IP Network Regions in the left-hand column. Click New to create an entry.

Communication Manager ®

‘ o - Rl
Manager
4 Search

» Call Center k‘s

Elemen IP Network Regions
Thr h

Select device(s) from Communication Manager List »
]

Automatic IP Network Regionv_ist

Alternate Routing 8 view 2 Edit ONew E;aue
Analysis
2000 Items &' Show Filter: Enable

Details ‘ Region | Location Controlled by this CM Server System

Automatic

Alternate Routing

Show serverl

Digit Conversion

Show
Automatic Route

Show
S n Analysis

Show

Automatic Route

servert
server1
serverl

Show
Selection Digit Show

servert

servert
Conversion Show

Automatic Route Show
St n Toll Show —_—
Data Modules Show —_— servert
IP Codec Sets Show sevvert

Show —— servert
IP Interfaces

Show —_— serverl
IP Network Maps Show B — servert

IP Network Show _— serverl
Regions Select : All, None I4 4 PaqelI' of 134 b bl

servert

serverl

e A L

serverl
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Enter an available Network Region qualifier (a number between 1-250), then click Add.

Select device from Communication Manager List

Add(+)| |Cancel

Select a CM from the following list

1Item & Filter: Enable
Element Name |FQDN/IP Address |Last Sync Time | Sync Type Sync Status Location Software Version
December 10,
0} server! 192.168.0.1 2019 11:00:01 Incremental Completed admin R017x.01.0.532.0
PM -05:00

Select : None

I * Enter Qualifier 100 I

Add(+) |Cancel

“Required

Enter the following parameters.

change ip-network-region 100
ﬂefresh Cancel| |Clear Field| |Help| |Edit| |Brev Page| |NextPage| |More Actions - |

Info: Enter number between 0-63

change ip-network-region 100 Page 1 of 20
IP NETWORK REGION

Region: 100 NR Group: |100
Location: Authoritative Domain:
Name: [a Meaningful Name tub Network Region: n
MEDIA PARAMETERS ntra-region IP-IP Direct Audio: yes
Codec Set: |1 nter-region IP-IP Direct Audio: yes
UDP Port Min: |2p48 IF Audio Hairpinning? n
UDP Port Max: |gpol
05 PRRAMETER
Call Control PHE Value: 46

Audio PHE Value: 46
Video PHB Value: 26

Name: Enter a meaningful, human readable name.
Codec Set: Set this to the codec set number configured in step 3.
UDP Port Min: Enter 2048 here.
UDP Port Max: Enter 8001 here.
Click the ENTER button when finished.
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7. Open Node Names in the left-hand column. Click New.

Communication Manager

Communication « Home / ication / Node Names

Manager

Search 'q|
Node Names

Element Cut-

Through

Endpoints

Node Nam¥ List
Automatic s T
Edit New
Alternate Routing C4=2d LJ

Analysis 8Items & Show Filter: Enable

Select device(s) from Communication Manager List »

Automatic | Type Name IP Address

Alternate Routing smi0 192.168.0.10

Digit Conver: procré
procr 192.168.0.15

default 0.0.0.0

Automatic Route

Selection Analysis 2es520 192.168.0.20
Automatic Route aam21 192.168.0.21
perf 192.168.0.51

192.168.0.60

Selection Digit

Conversion

eeeoQ@QOO®

Automatic Route None

Selection Toll
Data Modules

1P Codec Sets

1P Interfaces

IP Network Maps
IP Network

Regions

8. Select IP from the qualifier dropdown list, then click Add.

Select device from Communication Manager List

Select a CM from the following list

1 Item & Filter: Enable

| Element Name |FQDN/IP Address |Last Sync Time |Sync Type Sync Status Location Software Version

i December 10,
®  serverl 152.168.1.26 2019 11:00:01 Incremental Completed admin RO17x.01.0.532.0
PM -05:00

Select : None

* Enter Qualifier

*Required
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In a blank space on the page, name the node, then enter the IP address of the Avaya Messaging voice server.
When ready, click the ENTER button.

change node-names ip

Befresh‘ |Cancel| |Clear Field| |Help| |Edit| |Prev Page| NextPage| |More Actions

Info:

change node-names ip

IP NODE NAMES

Name IP Address

QLe0 192.168.3.60

perf 192.168.3.51

aam21 192.168.0.21

2es20 192.168.0.20

default 0.0.0.0

procr 192.168.0.15

procré

sm1i0 192.168.0.10
IAvava Messaging 192.168.3.99 I

Open Signaling Groups in the left-hand column. Select an existing group (typically group 1) to edit, or create a new
group. If creating a new group, when prompted for a Qualifier, enter NEXT.
Enter the required values.

add signaling-group next

Info: Enter number between 1-2000, or blank

add signaling-group next Page 1 of 2
SIGNALING GROUP

Group Mumber: 2 Group Type: sip

IMS Enabled? |5 Transport Method: tls

Q-s1P? |
P video? | IEnforce SIPS URI for SRTP? n I

Peer Detection Enabled? y e Ut
Prepend '+' to Outgoing Calling/Alerting/Diverting/Connected Public Numbers? TSC Supplementary Serv
Remove '+' from Incoming Called/Calling/Alerting/Diverting/Connected Numbers? y
Alert Incoming SIP Crisis Calls? n

Near-end Mode Name: procr Far-end MNode MName: gLgo
Near-end Listen Port: 5061 Far-end Listen Port: 5061

Far-end Metwork Region: 100

Far-end Domain:

Group Type: Choose SIP from the dropdown list.

Transport Method: Select tls from the dropdown list.

Enforce SIPS URI for SRTP: Set this value to n.

Near-end Node Name: Enter the value procr in this field.

Far-end Node Name: Enter the Node Name from in step 9.

Near-end Listen Port: Enter the port number used for faxing.

Far-end Listen Port: Enter the port number used for faxing.

Far-end Network Region: Enter the network region used as the qualifier in step 5.
When ready, click the ENTER button.
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11. Open Trunk Groups in the left-hand column. Select an existing group (typically group 1) to edit, or create a new

group. If creating a new group, when prompted for a Qualifier, enter NEXT.

add trunk-group next
EefraSh Cancel| |Clear Field| |Help @ |Erev Pagel |mext Pagal |Mora Actions

Info: Enter assigned h.323 or sip signaling group number between 1-999, or blank

add trunk-group next Page 1 of 21

TRUNK GROUP

Group Mumber:

2

I Group Type:

sip CDR Reports: _
1 T

Group Name: |QUTSIDE CALL COR:
Direction: Outgoing Display? El
Dial Access? n Night Service:
Queue Length: ,0_|
IService Type:  |tie | I Auth Code? El

L

Member Assignment Method: auto

Signaling Group:

Number of Members: [255

TAC (Trunk Access Code): Enter any unique number. Any four digits, or # and *

Group Type: Select SIP from the dropdown list.
Signaling Group: Enter the number of the signaling group from step 10.
Service Type: Select tie from the dropdown list.
Number of Members: Type in 255 for this value.
When ready, click the ENTER button.

12. Open Route Pattern in the left-hand column. Click New to create a group. Give it the number of the Trunk Group

specified above (step 11), then click Add.

Automatic Route

Select device from Communication Manager List

Selection Digit

Conversion

Automatic Route
o Select a CM from the following list
Selection Toll

Add(+)| |Cancel

Data Modules 1ltem Filter: Enable

1P Codec Sets | Element Name | FQDN/IP Address Last Sync Time ‘Sym: Type Sync Status Location |Suﬂware Version
December 11, 2019

1P Interfaces @ serverl 192.168.0.1 0101 pM0sipn  Incremental Complated admin RO17x.01.0.532.0

IP Network Maps Select : None

IP Network I* Enter Qualifier 2 | |

Regions

Route Pattern

*Required

Avaya Messaging Feature Description Guide

Add(+)| |Cancel

312



Dialogic SR140 Secure Fax

13. Enter the values required.

change route-pattern 2
e pase| Mextpagel | Hore Actins -

Info:

change route-pattern 2 Page

Pattern Mumber: 2 Pattern Name: enter a name
SCCAN? D Secure SIP? D Used for SIP stations? n

Grp FRL NPA Pfx Hop Toll No. Inserted DCS/ IXC
No Mrk Lmt List Del Digits QsIG
Dats

o Huser ‘

Huser ‘

Juser |

L |
L[ | user |
L |
LT |

Juser |

Juser |

BCC VALUE TSC CA-TSC ITC BCIE Service/Feature PARM Sub Numbering LAR
012M4W Request Dgts Format

v Ty Iy In [Irest lev0-pvt one
”‘1‘ ”Y ”V ”fESt none
Y Y [[rest |nene |
v Ty [[rest |nene |
Y Y [Irest |none |
v Ty [[rest |nene |

Grp No : Enter the trunk group number configured in step 10.

No. Del Dgts: Usually, set this value to 0.

Pattern Name: Give the route pattern a human readable name.

Numbering Format: Select lev0-pvt from the dropdown list.
When ready, click the ENTER button.

14. Open Automatic Alternate Routing Analysis in the left-hand column. Click New and enter the hunt group number
for your system. Or select an existing extension and choose Edit. Click Add.

Select device from Communication Manager List

Eleme:
Through

Select a CM from the following list

m 1Item & Filter: Enable

Automatic | Element Name | FQDN/IP Address Last Sync Time | Sync Type Sync Status ‘ Software Version

Alternate Routing ® December 11, 2018
g ® serverl 192.168.0.1 1110001 PM -05:00 Incremental Completed R017x.01.0.532.0
Analysis Select : None

Automatic

I * Enter Qualifier |1234 |I

Alternate Routing

Enter Location | |

Digit Conversion

Automatic Route Add(+)
Sel on Analysis

*Required

Aufomatic Route
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Modify a Dialed String entry.

change aar analysis 0

Enter| |Refresh |Cancel| |Clear Field| |Help| |Edit| |Prev Page| |Next Page More Actions
Sl L e T e ) = L= | U |

Info: Select suggested values from dropdown

change aar analysis 0 Page 1 of 2
AAR DIGIT ANALYSIS TABLE

Location:  all Percent Full: 0
Dialed Total Route Call  Node ANI
String Min Max Pattern Type Num Reqd
022 7 7 22 aar n
2 7 7 2000 aar n
3 7 7 2000 aar n
4 7 7 2000 aar n
5 7 7 2000 aar n
5] 7 7 2000 aar n
7 5 5 1 aar n
776 5 5 12 levD n
77770 5 |5 22 v B |

Min / Max: Set these values to the longest or shortest number that can be entered.
Route Pattern: Enter the number of the Route Pattern created in step 12.
Call Type: Select lev0 from the dropdown list.

When ready, click the ENTER button.
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Dialogic SR140 Secure Fax

The voice server must be configured to send faxes to the SR140, and to prepare to receive them across the same channel.
A setting for incoming, and another for outgoing faxes must be configured on the server using Avaya Messaging Admin.

1. Goto Start > All Programs > Avaya Messaging > Avaya Messaging Admin, or click the Avaya Messaging Admin

icon on the server desktop. Enter the username and password at the prompt.

2. Open Configuration and click on Fax Settings.

= UC Admin
E9 Ele Action View Window Help x
@ 5| G
jg Avaya Messaging Parameters Value Data A
b @ Avaya IP Office (£l Allow Printing of Faxes False
b E8 Mailbox Templates [ Ask For Extension Number  False
b [ TSEIMAP Server [#lBanner Format String
L > & Voice Server (B1Default Fax Mailbox
:'»@ ;":f“mm: (#Default Fax Number
wanes [#Dialing Sutfix
[ﬁ EusltuT \fnterface Settings (& Fax Board Type -
A DisiEiint (E1Fax Busy Timer )
3 Device Management
3. . 3 [EFax Directory CAUCHFaxoutt,
#2 Device Management Settings :
{731 Fax Settings (ZIFax Job Expiry in days 0
& Giobal Parameters [#Fax Job Failure Notification  False
) HTTP (EIFax Mail Installed False =
(#IFax On Demand False
£ IMAP Server
By LDAP Synchranization [#Fax Resolution Coarse
% Logs [#IFile and Path for Fax Viewer
4 POP2 Server [#lLocal And Toll Area Code 1 905
T Remote Site Setting (#Local And Toll Area Code 2
[ Reorg [#lLocal Area Code 1
|& Reports (@Local Area Code 2 416
£ User Manager (FlLocal Area Code 3
B3 Telephony Settings (#Number Of Digits In Area C... 3
E umber Of Digits In Phone ... 7
¥ YPIM/SMTP [ Number Of Digits In Ph 7
(I Number of Log Entriesto D... 0
utbound Fax Boar e
[#10uthound Fax Board Typ 0
[#Outside Line Access Code 9
te o 25 Ci\Fa,

[&Path for Fax Drivers

3. Inthe right-hand pane, locate the entry for Fax Board Type. Double-click to open its settings.
From the dropdown menu, choose Brooktrout SR140.
Click OK.

B

ol Edit String

Walue Name

|Fax Board Type

Value Data

Mone ~
Brooktrout aK 1 Cancel ]

—— Brookbout Shared =
QL 140

Dialogic
Dialogic Shared

Diva Fawx Card

Eicon ¥

4. Double-click on Outbound Fax Board Type. Choose Brooktrout SR140 from the dropdown menu.
Click OK.

[

ol Edit String

Value Name

|Jutbound Fax Board Type

Value Data

0K | LCancel ]

Hint: If faxes will only be received through the SR140 software, the Outbound Fax Board Type can be set to
another value if required.
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Web Access

Introduction

Business today requires flexibility and mobility. Company personnel find it increasingly necessary to go where the
customers are. Advances in technology allow people to work from home or other locations away from the office. The
Avaya Messaging Web Access is an Internet browser based application that gives users on a UC system the ability to
manage all aspects of their communication and schedule from any Internet enabled computer. The Mobile Web Access
works with mobile devices as well.

Email, fax and voice messages can be accessed and dealt with. Users can also update their current location. Personal
calendars are also available for viewing and modification. Wherever you may need to travel, Web Access will be there to
help keep you in touch.

Getting Started

Note: Use Google Chrome for best results. Other web browsers may not be fully supported or provide
access to all features.

To launch Web Access, open a web browser and navigate to the corporate UC server site. Click the Web Access icon to
start the program.

Web Access 2 Password Software * Web Admin %
22 Reset @ Downloads RedE s

Manage and configure Voicemail password or Information and links to User Management for

location, call settings, Application password download desktop and Administrators
messaging options, mobile client software

forwarding and more

SRM Partal E UMMeonitor B

System Reports for Service Recovery
Administrators Management utility for
Administrators

These links provide multiple authentication methods to access Web Access, some of which may be disabled by your
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administrator. Select the credentials to use and login.

(M UC Sign In

Select authentication provider

Your home server supports multiple authentication
methods. Please pick authentication method you want to
use to identify yourself on UC server

GO,}M’SIQ
IJ Office 365
l’ , Windows

(® uc

Note: This screen does not appear if you login without having logged out from a previous session.

Logging In

Refer to page 95 of the Client Applications Guide for complete details on signing on to Web Access.

Navigation

Web Access consists of five major sections: Messaging, Location, People, Notification and Settings.

Through these menus, you have access to all of your messages (voice, fax, and email), and can respond to, delete and
mange them. You also have complete access to manage your UC presence, location, schedule and contacts.

Send a Message Add Contact Schedule Options Weh Tutorial
= : : Conlacts 1 % *

Account

Message
Forwarding

L]

For more details on Web Access, please refer to page 95 of the Client Applications Guide.
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PASSWORD RESET

Accessing an account requires a password. The voicemail and application passwords can be reset through any web
browser from the UC Server web page.

1. Using any web browser, enter the URL for the voice server (i.e. user.yourcompany.com). Select Reset Password.
2. Enter an email address and select the password to reset: reset Voicemail Password or Application Password.

Web Access 2 Password Software ¥ Web Admin %
22 Reset & Downloads HedE "

Manage and configure Voicemail password or Information and links to User Management far
location, call settings. Application password download desktop and Administrators
messaging options, muobile client software
forwarding and more
Password Reset

As a first step you will be required to enter your e-mail address

Your Email

| johnc@erbmusic.com |

SRM Portal E UMMonitor B -
& Reset Voicemail Password
U Reset Application Password
System Reports for Service Recovery image below

Administrators Management utility for ]
Administrators | |

gl T
Send a Request

3. Enter the security code in the space provided, Click Send a Request when ready.

Password Reset

Your password reset request was successful. Please check your e-mail account to complete the request.

4. The specified email address will receive a message with a link. Click on the link to enter the details of the new

password.
Voicemail Password Reset Confirmation © Inboxc % = B
“ s Administrator <notifications@- -« = 916 AM (1 minute ago) - v
to me =

Voicemail Password Reset Confirmation:

WWe have received a request to reset your password. f you have requested to reset your password. please click the
el L R " i e i

‘
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Password Reset

Enter a new password in the spaces provided, then click Reset Password.

Password Reset
MNew password
Confirm your passwaord

Reset Password

The account password will be changed to the new value.

Password Reset

Your password is updated successfully!
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Introduction

The Web UM Monitor is a suite of tools to watch the performance of the system for the purposes of troubleshooting.

Getting Started

Note: Use Google Chrome for best results. Other web browsers may not be fully supported or provide
access to all features.

1. To launch Web UM Monitor, open a web browser and navigate to the corporate UC server site. Click the UM Monitor
icon to start the utility.

Web Access 2 Password Software * Web Admin %
22 Reset § Downloads RedE s

Manage and configure Voicemail password or Information and links to User Management for

location, call settings, Application password download desktop and Administrators
messaging options,
forwarding and more

mobile client software

SRM Partal E UMMeonitor B

System Reports for Service Recovery
Administrators Management utility for
Administrators

2. Enter the administrator username and password for the voice server.

[ UC Administrator Login

User name: Eﬂmir\istramr
Password: |

Save password: ¥

Avaya Messaging Feature Description Guide 323



3. From the dropdown menu, select the voice server you want to monitor.

AVAYA

Select your voice server:

About | Llicense | Logout administrator

vm

VC-LONDON
VC-NEW_YORK

4. Click Connect to begin monitoring the voice server.

Hint: When finished, click Disconnect to stop monitoring that voice server.
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The Channels Tab

Web UM Monitor

The Channels Tab is the starting point for the program. In this panel is displayed the current status of each channel

working on the voice server.

AVAYA

About | License | Logout administrator

Connected to voice server: VC-NEW_YORK

Channels

View status

View trace

Send Command

From channel: 1

D>

Channel Data
Tidle ..

2ldle ...
3ldle ...
4ldle ...
Sldle ...
6ldle ...
7idle ...
8ldle ...

e e R A ¥ e R VOB

ldle ...
10 Idle ...

(=]

Time

2019/10/2711:45:49.687
2019/10/2711:45:49.721
2019/10/2711:45:49.760
2019/10/2711:45:49.789
2019/10/2711:45:49.831
2019/10/2711:45:49.866
2019/10/2711:45:49.891
2019/10/2711:45:45.921
2019/10/2711:45:49.951
2019/10/2711:45:49.982

Enter command here

Click here to see all commands

Calls

Total calls today
Total transfers today

Total messages today

Hint: To view only a range of channels, enter the starting channel number in the box and click Apply. Only the

channels from there up to the last will be shown.
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The View Status Tab

This pane shows the commands that are being sent and received through all of the voice server channels.

AVAyA About | License | Logout

Connected to voice server: VC-NEW_YORK

Channels View trace
Show: All channel ~ St@
11:46:58.864 [TID:00001DE8] [CH:11] [F:ProcessEvent], Channell1 Event28 Datall -
Action: 0

11:46:58.866 [TID:00001DE8] [CH:11] Got Event 28 an Channel 11 Data: 11 Action: 0
11:46:58.866 [TID:00001DE8] [CH:11] Setting Internal Status to O

;é:46:58.867 [TID:00001DE8] [CH:11] [F:ProcessEvent], ResetChannel() designated event: Total calls today 0
11:46:58.868 [TID:00001DES8] [CH:11] End of VoiceEvent - Channel:11, Event - 28, Data:11

11:46:59.913 [TID:00001DES] [BKG] [Frrelinkensure], before sendline HB Total transfers today 0
11:47:00.089 [TID:00001DE8] [BKG] [LinkZRedir_sendline], winsock sent: 60 67 77 68 62

7266604767 77686210 Total messages today 0

11:47:00.089 [TID:00001DE8] [BKG] [Firelinkensure], after sendline HB

11:47:00.091 [TID:00001DE8] [BKG] [F:FlushLogFile], Begin

11:47:00.092 [TID:00001DE8] [BKG] [F:FlushLogFile], Before SetEEAMHelperLog
11:47:00.094 [TID:00001DE8] [BKG] XEEAM_SetLog returns: 1

11:47:00.094 [TID:00001DE8] [BKG] [F:FlushLogFile], After SetEEAMHelperLog
11:47:00.095 [TID:00001DE8] [BKG] [F:FlushLogFile], End

11:47:08.197 [TID:00001DE8] [BKG] [F:Link2Redir Timer_Timer], iCount: 16
11:47:08.198 [TID:00001DE8] [BKG] [F:Link2Redir Timer_Timer], relinkensure is called

Select either All channels or a specific channel to monitor from the dropdown list.
Use Clear to remove all status entries from the display. New status entries will begin to fill the screen.

Enable Stop scrolling to freeze the window. New entries will continue to be added to the bottom of the list, but the pane
will not move until you manually begin scrolling.
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The View Trace Tab

The View Trace tab allows you to get a clearer idea of what each channel is doing.

AVAYA

License | Log out

Connected to voice server: VC-NEW YORK

Channels View status
<@Ilchannelz v Stop scrolling

Total calls today 0
Total transfers today 0
Total messages today 0

Select either All channels or a specific channel to monitor from the dropdown list.
Use Clear to remove all status entries from the display. New status entries will begin to fill the screen.

Enable Stop scrolling to freeze the window. New entries will continue to be added to the bottom of the list, but the pane
will not move until you manually begin scrolling.
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Sending Commands

Use Send Commands to issue commands directly to the voice server.

Enter the command into the space provided and click the Enter button.

You can also view all available commands and their format by clicking the link.

Command list

MailboxNo xxx (xxx is the MailboxNo) -— popup the MailboxID, Company ID information

MailboxID xxx (xxx is the MbxID) - popup the MailboxNo, Company 1D information

Delete MwiTasks - Delete Message light tasks

Flush log - Flush all voice server logs to the harddisk from cache.

ReadParms --- Read all the PBX, global parameters, menus, featuregroups from database into cache.

ReadCompanies — Read All Companies from database into cache

ReadGroups --- Read All FeatureGroups from database into cache

Drop xxx (xxx is channel number) — Drop the channel

Stop xxx (xxx is channel number) -— Disable the channel

Start xx (xxx is channel number) - Enable the channel

Lampen xxx (xxx is mailbox no) --- turn on message light for the mailbox in company 1.

lampon xxx@yyy (xxx is mailbox number, yyy is company id) - turn on message light for the mailbox in specific company
regardless of the unread or read message count in the inbox

lampon all — turn on message lights for all the mailboxes regardless of the unread or read message count in the inbox

o Lampoff xxx (xxx is mailbox no) -— turn off message light for the mailbox in company 1 regardless of the unread or read

message count in the inbox

lampoff xxx@yyy (xxx is mailbox no, yyy is company id) --- turn off message light for the mailbox in specific company
regardless of the unread or read message countin the inbox

lampoff all — turn off message lights for all the mailboxes regardless of the unread or read message countin the inbox
Clear SlowsStates -- Clear performance counter for slowest states.

Clear SlowTasks — Clear performance counter for slowest Tasks.

Clear SlowBkGround -- Clear performance counter for slowest BackGround logic.

Task -- List all the tasks and the numeric number.

Refresh -- turn On or Off message lights for all the mailboxes based on feature group settings and message count and type
in the inbox
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Display License Details

This menu displays the details of the license for the selected voice server.

Avaya Messaging Feature Description Guide

License information

Feature

Serial No
Product ID
PBXs
Companies
Languages
Voice Ports
Verification Ports
Qutfax Ports
Softfax Ports
Mailboxes

UM Users

UC Users

eFax Users
Mobility Users
Web Clients
ASR Languages
Resilience Ports

TSE Connections

Value
12345
98765
3

22

3

16

16

1

1

500
10
300
10
300

0

2

0

4

FaxServer Print Sen 4

FaxServer.Fax Desk 0

ASR Provider
ASR Names

ASR Ports

TTS Provider

2
101
2
8

TTS Ports
PMS

Pulse

SIP

CTI Only
SMTP/MAPI
Fax Mail

CTl Link

TAPI
Mobility(WAP)
G.729

AMIS

VPIM
SMDI/MCI
Activex

IVR

ocs
Redundancy
Agent Login
Messaging
Integrated Fax
PDF

QutCall Services

yes
no
yes
yes
yes
yes
no
yes
yes
yes
no
no

no

no
yes
yes

no
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Integration with Avaya CPaaS

Introduction

Avaya CPaaS is a robust development platform — create what you need and integrate it seamlessly with Avaya Messaging
and go!

Integrating with an Avaya Messaging system, either on a single server or high availability installation, gives you the ability
to receive SMS messages through a number purchased on Avaya CPaaS, anywhere in the world. Messages are delivered
directly to your Avaya Messaging mailbox.

Pre-requisites
e Officelinx/IX Messaging/Messaging 10.5 or later.

® An Internet connection.

® An Avaya CPaaS account and telephone number.
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Avaya CPaaS Configuration

An account with Avaya must be setup, and a number with support for SMS messaging must be purchased from Avaya
CPaas.

1. Open an Internet browser and go to accounts.avayacloud.com. Enter your Avaya account credentials and click Log
In.

AVAYACLOUD

Access everything from one account

Sign In to continue to CPaaS

somebody@yourcompany.com x

Keep me Signed In Forgot password?

or sign in with

If you do not already have one, you can create a new account now. Enter your email address in the space provided,
click Yes, sign me up! and follow the prompts to create a new account.

Access everything from one account

Please enter your work email address to get started with CPaaS

somebody@yourcompany.com X

No account found. Did you want to create one with this
address?

2. New accounts are given a few dollars to get started. If necessary, click Add Funds and add cash to your account
balance. Numbers typically cost from $1 to $3 / month, depending upon the country and if it is local or toll free.

HOME SUPPORT APIDOCS BLOG Sign Out

DASHBOARD NUMBERS SIP LOGS BILLING DEVELOPERS STUDIO ACCOUNT

Dashboard

Add Funds
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3. With your account properly funded, select Numbers and click Buy a Phone Number.

HOME SUPPORT APIDOCS BLOG Sign Qut

DASHBOARD SIP LOGS BILLING DEVELOPERS STUDIO ACCOUNT

<
Dashbo (USD) $3.00

4. Choose between Local or TollFree numbers.
Select the country that will host the number. You can also enter the area / city code to narrow the search. Leave the
search field empty to view all numbers available in the selected country.
When ready, click Search and the list of available numbers will appear.

Local TollFree

(+1) Canada v Search

Phone Number Features Price Billing Plan Actions
+1289-210-1302 U ® B $1.00 Monthly $0.07 Per Minute
+1289-2052189 E $1.00 Monthly $0.01 Per Minute
+1289-274-4161 U E $1.00 Monthly $0.01 Per Minute
+1289-201-0056 g o $1.00 Monthly $0.01 Per Minute
+1289-274-4165 g E $1.00 Monthly £0.01 Per Minute m

5. Locate the number you want. For the number to work with Avaya Messaging, the number must support SMS
Messaging. In the Features column, look for numbers that have a blue ’ icon indicating that the number can be

used with incoming SMS messages. Number with gray icons do NOT have that feature available.
When you have located a suitable number, click Buy to add the number to your account.
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6. From the Avaya CPaaS Dashboard, record the Account SID and the Auth Token values.
HOME SUPPORT APIDOCS BLOG Sign Out

DASHBOARD NUMBERS SIP LOGS BILLING DEVELOPERS STUDIO ACCOUNT

Dashboard (USD) $1.00

Account SID Auth Token
AC01234567890123456abc78de90f12a634 a012bc3d45e6f0ab12c34d56e7890ab1
Copy to clipboard Copy to clipboard

Use provided credentials within ZANG REST API. For more information please visit AP| Dacumentation

Continue with the configuration of Avaya Messaging.
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Avaya Messaging Voice Server Configuration

The configuration of Avaya Messaging is done using the Avaya Messaging Admin program on the Voice Server. In a High
Availability environment, the configuration is done on the Consolidated Server only.

On the Avaya Messaging Voice Server, or the HA Consolidated Server, open Avaya Messaging Admin and login.

Login Information

UserMame  [administrator

Password

UM Server Name |

Browss || Login

Carcel |

Go to Configuration > Advanced and scroll down to the SMS options.

& UC Admin - o
S File Action View Window Help a
s 7 0= H
fig Avaya Messaging Parameters Value Data a

(@ Avaya - IP Office il Queue Mode 2

Mailbox Templates {3 Re-Create Authentication Key Every (days) 7

TSE IMAP Server G Record with AGC 2

& Voice Server {3 5MS Account PIN

1 Configuration 3 SMS Account Username

@ SMS Add Reply-To email True

eS| (] Advanced

[ Custom Interface Settings
&3 Dealer Info

%3 Device Management

#2 Device Management Settings

{3 SMS HTTP Servers

{3 SMS Insert mailbox Reply-To address
@ SMS length limit

{3l SMS Provider

https://www.csoft.co.uk https://www2.csoft.co.uk
True
160

(2] Fax Settings i Connection Software
€ Global Parameters i sms Reply-To phone number
& HrTe 0 5M5 site hitp://esna.csoft.couk
'_'g IMAP Server e I Fae
By LDAP Synchronization {# Time Zone (UTC-05:00) Eastern Time (US & Canada)
% Logs {2 Transfer Time Out 0
@ POP3 Server ( Trim Digit True o
i, Remote Site Setting £ Trim From End of File 400 "
[ Reorg @ TTS Mode Realspeak 4.0
ladl Reports {3 UM Monitor URL http://localhost/ummon
& User Manager G UMST Server Address 127.0.01
B3 Telephony Settings G UMST Server Port 13777
3 VPIM/SMTP { Unique Mailbox Address 0
= it > || Unresolved From Address Format 0 L
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3. Make the following configuration changes. For each entry, double-click the item and modify the details where

necessary.
& File Action View Window Help | - &%
L RGeS
fig Avaya Messaging Parameters Value Data
I L Avaya - IP Office @l Queue Mode 2
- E8] Mailbox Templates Re-Create Authentication Key Every (days) 7
- [B1 TSEIMAP Server {3 Record with AGC False

I [ Voice Server
+ |8 configuration
[ Custom Interface Settings
43 Dealer Info
1 Device Management
%2 Device Management Settings
Fax Settings
& Global Parameters
& HrTP
8 IMAP Server
LDAP Synchronization
55 Logs
& POP3 Server
“, Remote Site Setting
[ Reorg
lad Reports

SMS Account PIN
SMS Account Username

a012bc3d452670ab12c34d56e77390ab1
AC01234567890123456abc78ded0f1 25634

@ SMS Add Reply-To email
{3 SMS HTTP Servers

True
https:#api.avaya.com

£ Ui Menitor URL

{3 SMS Insert mailbox Reply-To address True
SMS length limit 1024
[ S5 Provider Avaya
& SMS Reply-To phone number
G SMS site https:#/avaya.com
Store MIME Format False
{# Time Zone (UTC-05:00) Eastern Time (US & Canada)
{2 Transfer Time Out 0
ﬂ Trim Digit True
£ Trim From End of File 400
TTS Made Realspeak 4.0

http://lacalhost/ummon

& User Manager UMST Server Address 127.0.01
B3 Telephony Settings {3 UMST Server Port 17
£ VPIM/SMTP {3 Unique Mailbox Address 0

< [ 2 || Unresolved From Address Format o

e SMS Provider: From the dropdown menu, select Avaya. Most of the other fields should be filled in
automatically.

e SMS Account Username: Enter the Account SID of your Avaya CPaa$S account.

e SMS Account PIN: Enter the Auth Token of your Avaya CPaaS account.
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Avaya Messaging User Configuration

The Avaya CPaaS telephone number must be associated with a user's mailbox to ensure that the SMS messages are
delivered correctly. There are four methods that you can use. Some require changing the user mailbox through Avaya
Messaging Admin, others need an INI file to route incoming messages, and two require the sender to include additional
addressing details in the body of the message.

Pick the one that best matches your needs.

One-to-one:

® Personal number / Direct number: Each user has their own dedicated Avaya CPaaS telephone number.
Any-to-many

® Mailbox / Keyword: Your company has one or more Avaya CPaaS telephone numbers, each supporting many users.

METHOD MODIFY MAILBOX INI FILE ENTRY SENDER ADDRESSING
Personal number o
Direct number o
Mailbox o
Keyword o 0
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One-to-one

Use one of these methods if each user has exclusive use of a Avaya CPaaS telephone number.

44 20 3002 6798

Personal number

905 707 9700

Integration with Avaya CPaaS

Associating the number with the mailbox is done by modifying the user profile in Avaya Messaging Admin.
No INI file entry or additional Sender Addressing is required.

1. In Avaya Messaging Admin, open the PBX and go to the Company menu. Select Mailbox Structure.

=

9 File Action View Window Help

= 2 0 dz H

ucC Admin

%8 Avaya Messaging

_=> @ Avaya - IP Office

+ £ ERB. Music
-3 Wiilbox Structure
3 Feature Group
@ Remote Site
7 Routing Table
=3 Voice Menu
@y Customize TUI
2 Print Server
@ FaxJobs
[ Storage
£ Speakers Corner
Mailbox Templates
TSE IMAP Server
& Voice Server
& Configuration

Number
6122

Festure Group  Personal Operator
1:Default Users

Tutorial
Off

Current Location
In Office

Location Availabili
Available
—

MName
Porter Jane
Carter John

—
9876

4:Professional ...

On

In Office

Available

2 Mailbox(es)

Avaya Messaging Feature Description Guide

Done

339



Double-click a user and open the Addresses tab.

22 Mailbox _

Mailbox

ol @[] B wl«]>[n] @le=

Gereral | advanced | Maibos Options | Transfer Options | Messags Options | Motfisation |
Synchronization Options | Locations | Reoute CTI Options | Speech Options |
22! 9876: John Carter

& &1 Defadts ¢ Only |Phore Number

Tupe ‘ Addiess ‘ Degcription ‘
~ Intemnal Extert... 1000
Intenal Exter.. athurp@erbmu..  Arthur
~ Replyto 1000@127.0.0.1
+ VPIM 1000@127.001  Bob

Add s> Edi..

Summary Yiew »>>»

Click Add and choose SMS Phone.

Phone Number
E-mail / VPIM
Beeper

Fax

SMS Phone

SMS E-mail

Enter the required information and click OK when ready.

Address
Description |&nvaya Cloud Numbr
Country [United Kingdom [ 44] |

tiealCiy Code [20
Muriber [soozerse

Set as Diefault
[~ SetasDefaul ,—ng =

¢ Description: Give this address a label.

e Country: From the dropdown menu, select the country that this number applies to.

e Area/City Code: Enter the city or area code for this number.
¢ Number: Enter the Avaya CPaaS telephone number here.
e Set as Default: This field should be disabled.
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The new address has been added to the user. Click Save.
|
B Mailbox [ ]
Mailbox
| |0 % [E B W[« [n] @]

Gerersl | Advanced | Maibox Options | Transfer Optiores | Messags Options | Motification |
Adthesses | Synchronization Options | Locations | Revoute CTI Options | Speech Options |

02! 9876: John Carter
& Al Defauts ¢ Only |Phone Number

Tupe | Address | Description ]
+ Intemnal Extension 1000
Intemal Extension  arthurp@erbrou...  Arthur

I 157 0101
" SMS Phone 44[20030026798  Avaya Cloud Numhell
QLo praT

Add s> Bemove Edi..

Summary Yiew »>>»

All incoming SMS messages sent to the Avaya CPaaS telephone number will be directed to this user's mailbox.

Direct number

Associating the number with the mailbox is done through the INI file.
No additional Sender Addressing or changes to the user profile are required.

Open a text editing software program such as Windows Notepad and create/modify the INI file.
Each person using Direct number must have an entry in the INI file, and each entry contains four elements.

[Application1]

Number= 1(905)707-9700
Mailbox= 9876

Company= 1

[Application2]

Number= 1(905)707-9170
Mailbox= 9877

Company= 1

¢ [ApplicationX]: This is an incrementing label, ApplicationX, where X is a unique identifier for each user (i.e.
[Application1], [Application2], etc.). There are no spaces in this title, and it must be enclosed in square brackets.

¢ Number=: Specify the Avaya CPaaS telephone number for the recipient. This is where the sender addresses the
message.

¢ Mailbox=: Enter the mailbox for the recipient. The incoming SMS message will be delivered here.

e Company=: For sites that have multiple tenants / companies, enter the company number for this user here.
This value must match the company numbers defined on the Avaya Messaging voice server. In most cases,
where there is only a single company using the server, set this value to 1.
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3. Once all users have been added, save the file with the name: http2smsconnector.ini
Save it on the Avaya Messaging Voice Server installation drive in the UC/SMS folder.

Home  Share  View v @
© - 1|k ThlsP(i Local Disk (C5) » UC » SMS j v & ‘ Search SMS ol |
it Favorites ~| Name Date modified Type Size
B Desktop 1 Imports 8/31/20179:13AM  File folder
8 Downloads 1| Templates B/31/20179:13AM  File folder
"] Recent places [£7] HTTP2SMSConnector.exe 1/13/20179:19AM  Application 655 KB
|2 http2smsconnectorini 8/31/2017%18AM  Configuration sett... 18]
18 This PC
| Desktop
Fl Documents ||
ditems 1 item selected 122 bytes =

4. Stop and re-Start the UC SMSConnector service on the Voice Server, or reboot the server.
This service should also be configured to start automatically.

Eile Action View Help
| 7 CIEIN 7 R
& Comeuter Management (¢~ | e
& ﬁ‘s %;t::;:i:du[er UC SMSConnector l‘iame .‘ Description  Status Startup Type L ; J -
b [ Event Viewer . S.vg UC QAlService Manual L¢ More Acti... P
b ] Shited Folders Start the service &, UC Remote Printer Running  Automatic Ls!
b @ Performance 4.UC senvice Recovery Manag... Running  Automatic L
& Device Manager | = 54 UC SIP Service Running anya L¢
b ¥ Windows Server Bac 4 UC 5L Proy Provides se... Disabled L
@ Disk Management C..;e, UC TapiService Manual L!:‘
4 ﬁg Services and Applicatior ﬁg UC TSE Cache Manager Running  Automatic L¢
p W) Internet Information L UCTTS Service Running  Manual L¢
b [# Routing and Remote | £ UC UCPCTIService Manual (|
& Services s [<] [ [ i)_“
< Extended Jf Standard /

Note: You can combine both Direct number and Keyword entries in the same INI file. Only the
information in each entry will change.

[Keyword1]

Value= ASKJohnC,JohnC
Mailbox= 9876
Company=1

[Application1]

Number= 1(905)707-9700
Mailbox= 9876
Company=1

All incoming SMS messages sent to the Avaya CPaaS telephone number will be directed to the user's mailbox defined in
the INI file.
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Any-to-many

Use one of these methods if your company has one or more Avaya CPaaS telephone numbers with many people using
each one.

44 20 3002 6798

905 707 9700

a
E;

Mailbox

The sender must begin the message with ## followed by the mailbox number of the recipient. This mailbox must be

followed by' Space or' Enter |,

Associating the number with the mailbox is done explicitly by the sender within the body of the message.
No INI file entry or changes to the user profile are required.

< New message

442030026798

##9876_Let’s talk
7 about the budget.

Allincoming SMS messages sent to the Avaya CPaaS telephone number will be directed to the user's mailbox based upon
the value that the sender includes within the body of message.
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Keyword

A unique Keyword is used to identify the recipient of the message.
Associating the number with the mailbox requires both addressing within the body of the message and an entry in the
INI file.

No changes to the user profile are required.

Open a text editing software program such as Windows Notepad and create/modify the INI file.
Each person using Keyword must have an entry in the INI file, and each entry contains four elements.

[Keyword1]

Value= ASKJOHNC,JOHNC
Mailbox= 9876
Company= 1

[Keyword2]

Value= ASKALF,ALANF
Mailbox= 9877
Company= 1

¢ [KeywordX]: This is an incrementing label, KeywordX, where X is a unique identifier for each user
(i.e. [Keyword1], [Keyword?2], etc.). There are no spaces in this title, and it must be enclosed in square brackets.
e Value=: Specify the unique keyword that identifies the recipient. Multiple keywords can be included if they are
separated by a comma. This keyword must be included in the body of the message as the first item, followed by

Space | OF L Enter |,

¢ Mailbox=: Enter the mailbox for the recipient. The incoming SMS message will be delivered here.

¢ Company=: For sites that have multiple tenants / companies, enter the company number for this user here.
This value must match the company numbers defined on the Avaya Messaging Voice Server. In most cases,
where there is only a single company configured, set this value to 1.

New message

442030026798

ASKJohnC ~
~ What hours are you
Z open this weekend?
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3. Once all users have been added, save the file with the name: http2smsconnector.ini
Save it on the Avaya Messaging Voice Server installation drive in the UC/SMS folder.

Home  Share  View v @
© - 1|k ThlsP(i Local Disk (C5) » UC » SMS s v & ‘ Search SMS ol |
it Favorites ~| Name Date modified Type Size
B Desktop 1 Imports 8/31/20179:13AM  File folder
8 Downloads 1| Templates B/31/20179:13AM  File folder
"] Recent places [£7] HTTP2SMSConnector.exe 1/13/20179:19AM  Application 655 KB
|2 http2smsconnectorini 8/31/2017%18AM  Configuration sett... 18]
18 This PC
| Desktop
El Documents ¥
ditems 1 item selected 122 bytes =

4. Stop and re-Start the UC SMSConnector service on the Voice Server, or reboot the server.
This service should also be configured to start automatically.

Eile Action View Help

| 7 CIEIN 7 > omou o

& Comeuter Management (¢~ | e

4 ff} System Tools

S Task Scheduler UC SMSConnector I“‘!ame - Description Status Startup Type Lc Al -
5 [ Evert Viewer _ 5 UC OAlSeniice Manual L Wk, ¥
b ] Shited Folders Start the service S‘D UC Remote Printer Running  Automatic Ls:

5 UC Service Recovery Manag... Running  Automatic L

b (%) Performance

& DeviceManager | = 5 UC SIP Service Running a0z L
4 88 Storage —> ucsmscomecor Chutoraic L
b E Windows Server Bac| LH UC SSL Proxy Provides se... Disabled Le

i2¢ Disk Management £3 UC TapiService Manual Llj
4 E& Services and Applicatior ﬁg UC TSE Cache Manager Running  Automatic L¢
p W) Internet Information L UCTTS Service Running  Manual Lt

b [# Routing and Remote £ UC UCPCTIService Manual Liw
i Services - <[ [ [ > i

< i ) 1> | Btended (Standard /

Integration with Avaya CPaaS

All incoming SMS messages sent to the Avaya CPaaS telephone number will be directed to the user's mailbox using both

the addressing within the body of the message and the entry within the INI file.

Note: You can combine both Keyword and Direct number entries in the same INI file. Only the
information in each entry will change.

[Keyword1]

Value= ASKJohnC,JohnC
Mailbox= 9876
Company=1

[Application1]

Number= 1(905)707-9700
Mailbox= 9876
Company=1
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Addressing SMS Messages

Once the Avaya CPaaS telephone number has been purchased and Avaya Messaging configured to use it, messages sent
to that number will be received in the recipient’s inbox.

Contacts wishing to send a message to the user address it to the Avaya CPaaS telephone number. Additional addressing
by the sender may be required.

Personal number

The sender only needs to provide the number (e.g. 442030026798) to address the message.

New message

442030026798

Let’s talk about the

7 budget. &)

10213145161 7)8]9]0

g h

v

The Voice Server spots the telephone number and uses the Avaya Messaging Admin Addresses tab to direct the message
to the correct mailbox.
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Direct number

Enter the recipient’'s Avaya CPaaS telephone number (e.g. 1(905)707-9700) exactly as it is configured in the INI file.

New message

1(905)707-9700

_ Where can | find your
? end-user docs?

10213145161 7)8]9]0

g h
c v.bnm @

English(US) Lol

The Voice Server spots the telephone number and uses the INI file to direct the message to the correct mailbox.
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Mailbox

The sender must include the recipient’'s mailbox number in the body of the message. The number must be preceded by
#i (e.g. ##9876).

New message

442030026798

_ ##9876_let’s talk
7’ about the budget.

10213145161 7)8]9]0

g h
c v.bnm @

English(Us) !

The ## marker tells the server that the number that follows is the extension of the recipient and the message is delivered
accordingly.
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Keyword

The sender must include the keyword exactly as it is configured for that user in the INI file (e.g. ASKJohnC). The keyword
is case sensitive.

New message

442030026798

ASKJohnC «~
_ What hours are you

2 open this weekend? ©

10213145161 7)8]9]0

g h
c v.bnm @

English(Us) . !

The Voice Server spots the keyword and uses the INI file to direct the message to the correct mailbox.
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ONAVAYA AUTHENTICATION

In This Chapter:
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OnAvaya Authentication

Logging in to an application using Avaya credentials provides a web-based authentication solution (OnAvaya) for sites
where Gmail and Salesforce are not available. Creating a user account with OnAvaya allows access to a range of

programs using secure access protocols.

Creating an Account with OnAvaya

Before attempting to login using Avaya credentials for the first time, it is necessary to
create an account at OnAvaya.

1. Open a browser and go to https://accounts.avayacloud.com.

2. Atthelogin screen, click Create an account.

3. Onthe Sign Up screen, enter your corporate email address, your first and last
names, and the password you want to use with OnAvaya. Re-enter the password
to confirm.

When finished, click Sign Up.

Login to your account

Keep me logged in Legin &)

Forgot Passwordfl| Create an account

Sign Up

Enter your account details below:

By submitting this signup form you agree to the

Terms of Service and Privacy Policy

@® Back ‘ Sign Up &)

4. A confirmation email will be sent to the address provided. _

Open the message and click Verify Email.

Account Confirmation

Dear John O'Groats:

Please confirm your account by following the link below

Verify Email @

5. OnAvaya account setup is complete. Click Login.
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Congratulations!

‘Your Account is Now Verified.
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Important: The system administrator can enable a security policy to limit the
login credentials available. Contact your administrator for more information.

OnAvaya Authentication

Unauthorized

Use G credentials

Use credentials

Email account credentials

Use UC credentials

For all applications, the login procedure is the same when you select Email Credentials to start the program.

1. Atthelogin page, choose Email account [ “ from the drop down list.

Hint: From the Connection page, click the Utility Menu and select Clear credentials to delete all login details

and restart the login procedure.

2. When prompted, enter your username and password. Click Login.

Note: Enable Keep me logged in to have OnAvaya automatically use the
same credentials on all subsequent login attempts. You will be seamlessly
logged in to all client extension each time the browser is launched.

3. If prompted to grant Avaya iLink permissions, click Accept.

Note: This only needs to be done the first time you login to the client.

Avaya Messaging Feature Description Guide

Login to your account

| Johnc@erbmusic.com

Keep me logged in

Forgot Password | Create an account

g‘ John Carter

iLink v
This app would like to:

View your email address
/| ¥ ]

/| View and manage your profile o

iLink Pro and Esna will use this information in accordance

with their respective terms of service and privacy policies.

@© Cancel Accept 3

Ifthis is not the account you like to use? Login
using different account
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4. The Avaya iLink client will start.

gﬂ John Carter

b Management
b Qc

b Tech Support
[» Sales

P Most Used

Note: In order for the program to save your settings, you must allow your web browser to accept 3rd party
cookies. Some browsers may reject 3rd party cookies either as a default setting or through an organizational

policy.
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Introduction

ACCESSIBILITY

Avaya Messaging provides greater accessibility to people with special needs. Avaya Messaging offers 508 compliance and

TTY integration.

508 Compliance

Complying with the 508 standard in Avaya Messaging means that the user interface for a program must be usable to
clients without the use of a mouse. The user interface for launching and navigating through the Web Access program

provides access to all areas using the keyboard alone.

The keyboard commands are shown here:

KEYSTROKE

FUNCTION

[TAB

[SHIFT

+[TAB

"ENTER

or

‘spact]

s

<

7]

7]

Skip to next item.

Return to the previous item.

Enable or Select the current item.

Expand / Collapse menus.

Scroll Up and Down within a menu.

Toggle the current radio button.
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The login, splash screen and Web Access interface are all 508 compliant.

—
(& ucsignin

| SHIFT | Select authentication provider

This server supports multiple authentication
f Please pick the authentication method you

<
Web Access ‘i; Passavor:j[ § Software ¥ Web Admin x SHIFT e to identify yourself on the UC server.
asel

Downloads RedE

Manage and configure Voicemail password or Information and links to User Management for Go . Ie
location, call settings, Application password download desktop and Administrators “(w 8
messaging options, = J

he R E DR = ; — = mubile(lientsuﬂware__f,—
: = [TAB) ﬁ pa ] Office 365

By . .
SRM Portal UMMonitor E & Windows

]
System Reports for Service Recovery (! Uc
Administrators Management utility for
Administrators

Messaging Location People Notification Settings

Options

Chapge Current Location

Greetings Message Addresses
Forwarding

$ L]

pen menu

Phone: Avaya[1234]

Phone: AvayaDID[9057079700]
Addressy phone: Avayal1234] Phone: Avaya+office[1(416)55512
SMS: Cell%5FText[1(305)7079700
Email: [johnc@erbmusic.com]

I

I Enable Checkbox

Wednesday|

Cycle through Radio Buttons
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TTY Integration

Avaya Messaging includes support for TTY devices on your corporate voicemail system. TTY compatibility is provided
through a language pack which can be downloaded from PLDS.

Install the language pack according to the instructions found on page 635 of the Server Installation Guide.

Once the language pack for TTY English has been installed, it can be chosen as the default language for your company
and for each user’s mailbox.

= Company [ | el Mailbox |
Companys o . - Mailbox _ S
B > |G 1] «|v|m] &= || Al < o 8| X|E| B w]<]r]n] @]

Passwords/Security | AMIS Parameters General | Advanced | Maibox Optiors | Transfer Options | Message Options | Motfisation | Addressss |

Adrin Broadcast Messages | Synchionization Options | Speech Options | Synchronization Options | Locations | Re-toute CTI Options | Speech Options  Language Options
|

General | ddvanced | CallOptions | Maibox Options | Integrated fax
Company Languages | £.0./Channel Assionment % 9876: John Carter

n-’g 1: ERB Music

DT | Language | Dperster | Gre_ | Dpesstor Keyw | Cancel
1 English Operatar Cancel

2 French Canada 1912 Clagt.. 0 Cancel

English TTY
4 Primary Language English TTY -
a1 English
7
g
g

English TV
Multlingual -

Summary Yiew >>> |

Add.. Edit. Bemove |

Hint: Itis recommended that a separate telephone number be used for the company for TTY language
prompts. This prevents TTY callers from getting no response on their device from a voice enabled system, and
hearing callers receiving unintelligible signals on their handset from the TTY service.

Voice Recordings and TTY

The TTY system automatically converts system prompts into signals compatible with TTY devices. However, voice
recordings made on-site cannot be converted.

To build greetings that appear on TTY devices, the greeting must be typed into a software program that converts the text
into a TTY compatible audio format, which is then saved as a WAV file. These audio files can then be uploaded into Avaya
Messaging to replace the voice recordings for that company with TTY prompts.

Note: It is recommended that the TTY feature be used only with shorter messages and prompts, such as
for managing your mailbox and for internal transfers. For use with longer texts, such as with the Telephone
User Interface (TUI), using Avaya Messaging Web Access is preferred.
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APPENDIX A: REVISION HISTORY

Date Change Summary
27 April, 2021 Initial Document Release.
29 April, 2021 Updated the EWS OAuth configuration procedure.

23 September, 2021

12 October, 2021
13 October, 2021

29 October, 2021

17 December, 2021
4 February, 2022
18 March, 2022

24 June, 2022
29 June, 2022

Corrected some configuration issues
(Block UDP Port=False).
Note regarding HA time zones all being the same.

Updated the ASR section to include verification of the license using
WebLM.

Updated the OAuth 2 configuration section for Google integration.

Added section for configuring a single DID to handle both fax and voice
traffic.

New note regarding the minimum length of voice greeting to allow fax
detection to occur.

Removed non-Avaya brands from list of supported platforms.

Updated notification regarding the maximum length of a transcribed
message (from 60 seconds to unlimited (subject to admin config)).

Updated the MS Graph integration guide.

Corrected issue with Google integration.
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