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Notice

While reasonable efforts have been made to ensure that the information in this
document is complete and accurate at the time of printing, Avaya assumes no
liability for any errors. Avaya reserves the right to make changes and
corrections to the information in this document without the obligation to notify
any person or organization of such changes.

Documentation disclaimer

“Documentation” means information published in varying mediums which may
include product information, operating instructions and performance
specifications that are generally made available to users of products.
Documentation does not include marketing materials. Avaya shall not be
responsible for any modifications, additions, or deletions to the original
published version of Documentation unless such modifications, additions, or
deletions were performed by or on the express behalf of Avaya. End User
agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and
employees against all claims, lawsuits, demands and judgments arising out of,
or in connection with, subsequent modifications, additions or deletions to this
documentation, to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites
referenced within this site or Documentation provided by Avaya. Avaya is not
responsible for the accuracy of any information, statement or content provided
on these sites and does not necessarily endorse the products, services, or
information described or offered within them. Avaya does not guarantee that
these links will work all the time and has no control over the availability of the
linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software. Refer to
your sales agreement to establish the terms of the limited warranty. In addition,
Avaya's standard warranty language, as well as information regarding support
for this product while under warranty is available to Avaya customers and other
parties through the Avaya Support website:
https://support.avaya.com/helpcenter/getGenericDetails ?detailld=C200911201
12456651010 under the link “Warranty & Product Lifecycle” or such successor
site as designated by Avaya. Please note that if You acquired the product(s)
from an authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel Partner and
not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that You acquire
from either Avaya or an authorized Avaya Channel Partner (as applicable) and
which is described further in Hosted SAS or other service description
documentation regarding the applicable hosted service. If You purchase a
Hosted Service subscription, the foregoing limited warranty may not apply but
You may be entitled to support services in connection with the Hosted Service
as described further in your service description documents for the applicable
Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for
more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA HOSTED
SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA CHANNEL
PARTNER (AS APPLICABLE), THE TERMS OF USE FOR HOSTED
SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER THE LINK “Avaya
Terms of Use for Hosted Services” OR SUCH SUCCESSOR SITE AS
DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE WHO
ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING OR USING
THE HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING
SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND
“END USER”), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPTING
THE TERMS OF USE ON BEHALF A COMPANY OR OTHER LEGAL ENTITY,
YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH
AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF
USE, YOU MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED SERVICE.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE,
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO, UNDER THE LINK “AVAYA
SOFTWARE LICENSE TERMS (Avaya Products)” OR SUCH SUCCESSOR
SITE AS DESIGNATED BY AVAYA, ARE APPLICABLE TO ANYONE WHO
DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFTWARE,
PURCHASED FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER. UNLESS

OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES NOT
EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED FROM
ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA
CHANNEL PARTNER; AVAYA RESERVES THE RIGHT TO TAKE LEGAL
ACTION AGAINST YOU AND ANYONE ELSE USING OR SELLING THE
SOFTWARE WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
INSTALLING, DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).

Avaya grants You a license within the scope of the license types described
below, with the exception of Heritage Nortel Software, for which the scope of
the license is detailed below. Where the order documentation does not
expressly identify a license type, the applicable license will be a Designated
System License as set forth below in the Designated System(s) License (DS)
section as applicable. The applicable number of licenses and units of capacity
for which the license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other materials
available to You. “Software” means computer programs in object code,
provided by Avaya or an Avaya Channel Partner, whether as stand-alone
products, pre-installed on hardware products, and any upgrades, updates,
patches, bug fixes, or modified versions thereto. “Designated Processor”
means a single stand-alone computing device. “Server” means a set of
Designated Processors that hosts (physically or virtually) a software application
to be accessed by multiple users. “Instance” means a single copy of the
Software executing at a particular time: (i) on one physical machine; or (ii) on
one deployed software virtual machine (“VM”) or similar deployment.

License type(s)

Designated System(s) License (DS). End User may install and use each copy
or an Instance of the Software only: 1) on a number of Designated Processors
up to the number indicated in the order; or 2) up to the number of Instances of
the Software as indicated in the order, Documentation, or as authorized by
Avaya in writing. Avaya may require the Designated Processor(s) to be
identified in the order by type, serial number, feature key, Instance, location or
other specific designation, or to be provided by End User to Avaya through
electronic means established by Avaya specifically for this purpose.

Concurrent User License (CU). End User may install and use the Software on
multiple Designated Processors or one or more Servers, so long as only the
licensed number of Units are accessing and using the Software at any given
time. A “Unit” means the unit on which Avaya, at its sole discretion, bases the
pricing of its licenses and can be, without limitation, an agent, port or user, an
e-mail or voice mail account in the name of a person or corporate function
(e.g., webmaster or helpdesk), or a directory entry in the administrative
database utilized by the Software that permits one user to interface with the
Software. Units may be linked to a specific, identified Server or an Instance of
the Software.

Shrinkwrap License (SR). You may install and use the Software in accordance
with the terms and conditions of the applicable license agreements, such as
“shrinkwrap” or “clickthrough” license accompanying or applicable to the
Software (“Shrinkwrap License”).

Heritage Nortel Software

“Heritage Nortel Software” means the software that was acquired by Avaya as
part of its purchase of the Nortel Enterprise Solutions Business in December
2009. The Heritage Nortel Software is the software contained within the list of
Heritage Nortel Products located at https://support.avaya.com/licenseinfo
under the link “Heritage Nortel Products” or such successor site as designated
by Avaya. For Heritage Nortel Software, Avaya grants Customer a license to
use Heritage Nortel Software provided hereunder solely to the extent of the
authorized activation or authorized usage level, solely for the purpose specified
in the Documentation, and solely as embedded in, for execution on, or for
communication with Avaya equipment. Charges for Heritage Nortel Software
may be based on extent of activation or use authorized as specified in an order
or invoice.

Copyright

Except where expressly stated otherwise, no use should be made of materials
on this site, the Documentation, Software, Hosted Service, or hardware
provided by Avaya. All content on this site, the documentation, Hosted Service,
and the product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is protected
by copyright and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy, reproduce,
republish, upload, post, transmit or distribute in any way any content, in whole
or in part, including any code and software unless expressly authorized by
Avaya. Unauthorized reproduction, transmission, dissemination, storage, and
or use without the express written consent of Avaya can be a criminal, as well
as a civil offense under the applicable law.
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Virtualization

The following applies if the product is deployed on a virtual machine. Each
product has its own ordering code and license types. Unless otherwise stated,
each Instance of a product must be separately licensed and ordered. For
example, if the end user customer or Avaya Channel Partner would like to
install two Instances of the same type of products, then two products of that
type must be ordered.

Third Party Components

“Third Party Components” mean certain software programs or portions thereof
included in the Software or Hosted Service may contain software (including
open source software) distributed under third party agreements (“Third Party
Components”), which contain terms regarding the rights to use certain portions
of the Software (“Third Party Terms”). As required, information regarding
distributed Linux OS source code (for those products that have distributed
Linux OS source code) and identifying the copyright holders of the Third Party
Components and the Third Party Terms that apply is available in the products,
Documentation or on Avaya's website at: https://support.avaya.com/Copyright
or such successor site as designated by Avaya. The open source software
license terms provided as Third Party Terms are consistent with the license
rights granted in these Software License Terms, and may contain additional
rights benefiting You, such as modification and distribution of the open source
software. The Third Party Terms shall take precedence over these Software
License Terms, solely with respect to the applicable Third Party Components to
the extent that these Software License Terms impose greater restrictions on
You than the applicable Third Party Terms.

The following applies only if the H.264 (AVC) codec is distributed with the
product. THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i)
ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC
VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS
OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY
OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM
MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER'S HOSTING
OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT OR HOSTED
SERVICE MAY USE THIRD PARTY COMPONENTS SUBJECT TO THIRD
PARTY TERMS AND REQUIRE A SERVICE PROVIDER TO BE
INDEPENDENTLY LICENSED DIRECTLY FROM THE THIRD PARTY
SUPPLIER. AN AVAYA CHANNEL PARTNER'S HOSTING OF AVAYA
PRODUCTS MUST BE AUTHORIZED IN WRITING BY AVAYAAND IF
THOSE HOSTED PRODUCTS USE OR EMBED CERTAIN THIRD PARTY
SOFTWARE, INCLUDING BUT NOT LIMITED TO MICROSOFT SOFTWARE
OR CODECS, THE AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE AGREEMENTS, AT
THE AVAYA CHANNEL PARTNER'S EXPENSE, DIRECTLY FROM THE
APPLICABLE THIRD PARTY SUPPLIER.

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS
HOSTING ANY PRODUCTS THAT USE OR EMBED THE H.264 CODEC OR
H.265 CODEC, THE AVAYA CHANNEL PARTNER ACKNOWLEDGES AND
AGREES THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY
AND ALL RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC) CODEC
IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE
PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES
NOT RECEIVE REMUNERATION TO: (I) ENCODE VIDEO IN COMPLIANCE
WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (Il) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility for complying with any
applicable laws and regulations, including, but not limited to laws and
regulations related to call recording, data privacy, intellectual property, trade
secret, fraud, and music performance rights, in the country or territory where
the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an
unauthorized party (for example, a person who is not a corporate employee,
agent, subcontractor, or is not working on your company's behalf). Be aware
that there can be a risk of Toll Fraud associated with your system and that, if
Toll Fraud occurs, it can result in substantial additional charges for your
telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You need
technical assistance or support, call Technical Service Center Toll Fraud
Intervention Hotline at +1-800-643-2353 for the United States and Canada. For
additional support telephone numbers, see the Avaya Support website:

https://support.avaya.com or such successor site as designated by Avaya.

Security Vulnerabilities

Information about Avaya's security support policies can be found in the
Security Policies and Support section of https://support.avaya.com/security.
Suspected Avaya product security vulnerabilities are handled per the Avaya
Product Security Support Flow
(https://support.avaya.com/css/P8/documents/100161515).

Downloading Documentation
For the most current versions of Documentation, see the Avaya Support

website: https://support.avaya.com, or such successor site as designated by
Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for product or
Hosted Service notices and articles, or to report a problem with your Avaya
product or Hosted Service. For a list of support telephone numbers and contact
addresses, go to the Avaya Support website: https://support.avaya.com (or
such successor site as designated by Avaya), scroll to the bottom of the page,
and select Contact Avaya Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this site, the
Documentation, Hosted Service(s), and product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, its licensors, its
suppliers, or other third parties. Users are not permitted to use such Marks
without prior written consent from Avaya or such third party which may own the
Mark. Nothing contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel, or
otherwise, any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.
All non-Avaya trademarks are the property of their respective owners. Linux®
is the registered trademark of Linus Torvalds in the U.S. and other countries.
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Chapter 1: Introduction

Purpose

This document describes how to plan for any type of Avaya Call Management System (CMS)
upgrade using the software or platform upgrade processes. The document contains procedures
the customer must do both before and after upgrades.

This document is intended for implementation engineers and system administrators.
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Chapter 2: Procedures required before the
upgrade

It is the customer’s responsibility to ensure that all information and procedures presented in this
chapter are understood and completed before the upgrade starts. Use the following checklist to
verify that all information is understood and procedures are completed.

Procedure ‘/

Supported upgrade scenarios on page 9

Who must do upgrades on page 11

Software upgrade media on page 11

Platform upgrade media and upgrade process on page 11

Updating CMS user IDs before an upgrade on page 12

Backing up the old system on page 12

Collecting third-party and custom software on page 13

Remote support on page 13

Troubleshooting and escalation on page 13

Communication Manager software and link compatibility on page 14

Supported upgrade scenarios

CMS supports the following upgrade scenarios:

e Software Upgrades - Upgrading from an older CMS software release and retaining the
same hardware server or VMware server. You will back up the customer data, use
software discs and a CMS OVA file to install the new Linux OS and CMS software, then
migrate the customer data.

e Platform Upgrades - Upgrading from an older CMS software release and installing a new
customer-provided VMware server or an Avaya Solutions Platform 130 Appliance VMware
server. You will back up the customer data, use a CMS OVA file to install the new Linux OS
and new CMS software, then migrate the customer data onto the new software release.

Planning for Avaya CMS Upgrades June 2023 9



Chapter 2: Procedures required before the upgrade

e Base Load Upgrades - Upgrading from an older CMS software release within the same
minor release or an approved upgrade scenario. You will use a software disc or a CMS
ISO image file to install the new Linux OS and CMS software.

For more information about upgrades, see the following documents:
e Planning for Avaya Call Management System Upgrades
e Upgrading Avaya Call Management System
e Deploying Avaya Call Management System
e Avaya Call Management System Base Load Upgrade

Software upgrades

The software upgrade process reuses existing CMS hardware that can support the new CMS
software. The following models of hardware can support CMS Release 20.0 regardless of the
current CMS release installed on the hardware:

e Avaya Solutions Platform 130 Appliance VMware servers
e Customer-provided VMware servers

e Dell R630

e Dell R730

e HPE DL380 G9

e Customer-provided Amazon Web Services (AWS) servers

e Customer-provided Google Cloud Platform (GCP) servers

Platform upgrades

CMS Release 20.0 supports platform upgrades from CMS Releases 16.x, 17.x, 18.x, 19.0, and
19.1.0.0, 19.1.0.1, or 19.2 regardless of what hardware the CMS software currently resides.

Note:
Contact your Avaya account team if you need to upgrade from CMS releases

older than 16.x.

Base load upgrades

No base load upgrades are allowed from pre-R20 releases. Only R20 to R20 base load
upgrades are allowed.

Planning for Avaya CMS Upgrades June 2023 10



Who must do upgrades

Upgrade from R20 CI (RHELY7) that is part of the Avaya Contact Center - Extended Capacity
10.0.2 program requires a CUE upgrade to R20 (RHELS).

Who must do upgrades

Avaya-approved business partners, with Avaya Support Professional Specialist (ASPS)
certification, are authorized to do CMS implementation and upgrades.

A Important:
If these procedures are done by nonauthorized personnel, the following
consequences might occur:

— You might permanently lose data.
— The CMS server might be put in a nonfunctioning state for some time.

— You might be billed additional time and material expenses by Avaya.

Software upgrade media

When upgrading an existing Dell or HPE hardware server that is supported for upgrades to
CMS 20.0, you can order an upgrade kit that contains the following media:

e Linux Kickstart DVD
e CMS Software DVD
e CMS Upgrade (CUE) DVD

When upgrading a customer-provided or Avaya Solutions Platform VMware server, you cannot
order an upgrade kit. You must download the CMS 20.0 OVA file and the upgrade ISO file to do
the upgrade.

Platform upgrade media and upgrade process

When upgrading a system by installing a new customer-provided or Avaya Solutions Platform
VMware server, you do not receive an upgrade kit. You must install the new system as
described in Deploying Avaya Call Management System. As part of a new installation, you must
download the CMS 20.0 OVA file. After you deploy the new system, you migrate the customer
data onto the new system.

Planning for Avaya CMS Upgrades June 2023 11



Chapter 2: Procedures required before the upgrade

Updating CMS user IDs before an upgrade

CMS user IDs must not contain certain diacritical, accented, special characters, punctuation, or
blanks (for example, &, A, ¢, |, ©). Also, RHEL has announced they have deprecated the use of
all numeric user names as of RHELS8. Older CMS releases might have CMS user IDs that were
administered using these unsupported characters. Before starting an upgrade, you must
change any offending CMS user IDs to only use alphanumeric characters and keeping the
length of the user IDs to 3-31 characters. For example, if you have a user ID of “Dave115”, you
must change this user ID to “Dave115”. If you do not change the user IDs before the upgrade,
you cannot change or delete the offending user ID after the upgrade.

Backing up the old system

To move data from the old system to the new system as part of a software or platform upgrade,
the customer must either use NFS backup or tape backup. NFS backup has been supported
since CMS Release 16.2. Tape drives are no longer supported with many of the latest CMS
releases.

A Important:
When using NFS for backups on CMS 18.0.2 or later, you must use NFS Version
4 (v4). When upgrading from an older version of CMS that supports an older
version of NFS, you must upgrade your NFS setup to NFS v4 after you upgrade
your system.

A Important:
LAN backups cannot be used for data migration in this procedure.

Avaya recommends that you use NFS backup when doing an upgrade because any new
hardware will not have a tape backup option and you will most likely use NFS backup on the
new system.

When backing up to tape on a system that is older than CMS Release 16.2, which does not
support NFS backup, you can use the Remote Tape Copy (RTC) or Remote Tape Migration
(RTM) tools. For more information, see Upgrading Avaya Call Management System.

A Important:
All tape backups must be completed before calling CMS provisioning.

The CMSADM backup is usually done the night before the upgrade.

The full maintenance backup is usually scheduled to run overnight the night before the upgrade.
However, if an incremental backup is not being done, run the full maintenance backup just
before the upgrade.
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Collecting third-party and custom software

The incremental backup, if required, is done just prior to the old system being turned over to the
technician and remote engineering support personnel. Any data collected after this incremental
backup will not be migrated to the new system.

For instructions on how to back up the customer data, see the CMSADM backup procedures for
the current release in Maintaining and Troubleshooting Avaya Call Management System.

Collecting third-party and custom software

If third-party, custom software, or other Avaya products are installed on the system, the
customer must gather that software so it will be available for installation after the upgrade. This
can include software such as Operational Analyst or information about pseudo-ACDs. After the
upgrade, either Avaya Provisioning or Avaya Professional Services will reinstall the software.

Note:
Database changes with CMS Release 20.0 may affect third-party software. For
more information about database changes, see Avaya Call Management System
Database Items and Calculations and Avaya Call Management System External
Call History.

Remote support

All upgrade procedures are done at the customer site. However, when remote personnel such
as CMS Provisioning are supporting the upgrade, the system commands used in this document
are done by the remote personnel so they can monitor the progress of the upgrade. Run the
commands from the local console only when there is no remote support or when you are
instructed to run the commands.

Troubleshooting and escalation

If problems occur during the upgrade procedure:
1. Escalate the problem through normal channels.
2. Inspect the upgrade log file that is located at /var/log/cvuelog.

3. If the problem persists, shut down the virtual system, reconnect the Communication

Manager links to the old system, and bring the old system back up under the old CMS
load.
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Chapter 2: Procedures required before the upgrade

Communication Manager software and link compatibility

CMS 20.0 supports Communication Manager releases 6.x, 7.x, 8.x, and 10.x. The CMS
upgrades extract tool recognizes any incompatibility with the Communication Manager releases
during the upgrade process. The tool requires you to enter a host name or IP address and TCP
port before the upgrade can continue. Determine the host name or IP address and TCP port
before you start the upgrade.

Starting with CMS 19.1 and later and Communication Manager 8.1.2 and later, encryption of
personal data being exchanged with the Communication Manager system is a standard feature
on CMS. To take advantage of personal data encryption, you must administer Communication
Manager Release 8.1.2 or later on the CMS, and administer CMS 19.1 or later on the
Communication Manager 8.1.2 or later system. If you do not want to use the personal data
encryption feature, you must administer an older Communication Manager version when setting
up the system.
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Chapter 3: Procedures required after the
upgrade

After the upgrade is completed, the customer must do the following procedures to restore the
system to normal operation:

Procedure ‘/

Checking the manual merge files on page 15

Verifying CMS security on page 16

Migrating historical data on page 16

Restoring non-CMS files (optional) on page 17

Enhanced Access Security Gateway (EASG) support on
page 19

Installing and administering unpreserved software on page 19

Doing CMSADM and maintenance backups on page 20

The customer can contract with Avaya Professional Services to do any or all of these
procedures.

Checking the manual merge files

All files that must be manually merged are saved in the /manual merge directory. For platform
upgrades from a Solaris server to a Linux server, some files might not exist on the target
machine. If you do not see the files on the target machine, you can ignore the need for manual
merges.

For more information about manual merge discrepancies, see your Avaya upgrade
representative.
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Verifying CMS security

If you had previously applied CMS security procedures to your system, those procedures must
be redone for the new version of the OS. Contact your Avaya account representative or support
organization to request assistance.

Migrating historical data

After the Avaya technician or Business Partner migrate the system administration, agent, and
call center administration data as part of the upgrade procedure, the customer must migrate the
historical data. If you have a full and incremental backup of your data, you must migrate the
historical data twice or more. Use the full backup tape first, followed by the incremental backup
tapes.

To migrate historical data:
1. Logonto CMS.
The CMS main menu is displayed.

2. Verify that the maintenance backup tape is in the tape drive. Use the most recent full
backup first, followed by the most recent incremental backup.

3. From the CMS main menu, select System Setup > R3 Migrate Data.
The R3 Migrate Data window is displayed.

4. Inthe R3 Migrate Data window, select the options and enter the values that are indicated
in the following table:

Field Value to enter or option to select
Device name The tape drive device name
Data Type Historical data
Stop date Leave blank
Stop time 11:59 PM
Specify ACD(s) All ACDs

5. Press Enter to access the action list in the top right corner.
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6. Select Run and press Enter.

The progress of the migration is displayed in the status field. When the migration ends,
the system indicates the success or failure of the migration in this field.

Note that a full historical migration can take several hours. It runs in the background,
however, so you can exit the migration window and do other tasks. If you do that, bring up
the migration window periodically to check on the progress.

7. Press F3 and select the UNIX option to display the command line prompt.
8. Enter:

pg /cms/migrate/r3mig.log

The customer migration log is displayed.

9. Look at the contents of the customer migration log and take any necessary corrective
action. For help with interpreting the log, contact technical support or your customer
representative.

10. To exit the command line window, enter:

exit

Restoring non-CMS files (optional)

The customer might want specific non-CMS files copied from the preupgrade CMSADM backup
tape to the upgraded system. The procedures are different whether you have a tape drive or do
not have a tape drive.

Restoring non-CMS files using tape

1. Insert the most recent CMSADM backup tape from the old system into the tape drive.
2. Enter:
cd /
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3. Enter the following command for each file you want to copy:

cpio -icmudv -C 10240 -I /dev/rmt/X -M “Remove current tape, insert
tape number %d, press ENTER” “Path/FileName”

The Path/FileName is the relative path to the file being copied.

The X is either 0 or 1, depending on how many tape drives are connected to the system. If
you have only one tape drive, use 0. If you have more than one tape drive, use the
following commands to determine which tape drive can be used:

mt -f /dev/rmt/0 status
mt -f /dev/rmt/1 status

The tape drive that contains the CMSADM backup tape reports a status similar to the
following example:

<tape drive model name>:
sense key(0x6)= Unit Attention residual= 0 retries= 0
file no= 0 block no= 0

For example, a command to copy the file /accounting/invoices is:

cpio -icmudv -C 10240 -I /dev/rmt/X -M “Remove current tape, insert
tape number %d, press ENTER” “accounting/invoices”

Restoring non-CMS files using secure copy
To restore files using secure copy, both the old system and the new system must be on the
network and SSH must be running on both systems.
1. Log on to the old system and confirm SSH is running:
service sshd status
2. Log on to the new system and enter the following command for each file you want to copy:

scp UserName@ROldSystemIP:0ldSystemPath/0ldSystemFileName
NewSystemPath/NewSystemFileName

Where:

e UserName is the valid root user on the old system.

e 0ldSystemIP is the IP address of the old system.

e OldSystemPath is the path to the file you want to copy.

e OldSystemFileName is the name of the file you want to copy.

e NewSystemPath is the path to where you want to copy the file to the new system.

e NewSystemFileName is the name of the file you are copying to the new system.
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Enhanced Access Security Gateway (EASG) support

The EASG package is integrated into CMS and provides secure authentication and auditing for
all remote access into the maintenance ports.

The EASG authentication is based on a challenge/response algorithm using a token-based
private key-pair cryptographic authentication scheme. Secure auditing is also provided. Logs
are available that include information such as successful log on, failed log on, errors, and
exceptions.

EASG allows Avaya to control Avaya service engineer privileges when accessing customer
products. EASG controls permission levels, such as init, inads, and craft, used by the service
engineers.

On a CMS server, a dedicated EASG product certificate is installed under the EASG directory /
etc/asg. This is mandatory that all Avaya products with EASG support use the /etc/asg
directory for all EASG associated files and directories. The EASG product certificate uniquely
identifies CMS major releases to the Avaya EASG server.

The product certificate is derived from the Avaya IT Root Certificate Authority (CA) and
intermediate CAs. The Avaya EASG server uses CAs to create a response, and CMS uses the
EASG product certificate public key to verify the response through the EASG Common RPM.
The EASG product certificate is included in the CMS deployment. Customers need not do
additional task to set up the certificate.

Installing and administering unpreserved software

After the upgrade, you must contract with Avaya or a Certified Business Partner to install any
unpreserved software and administer any new features or services. The following is a list of
these features and services:

e Operational Analyst, including restarting forwarders
e Network printers

e Pseudo-ACDs. Pseudo-ACDs must be added and data must be migrated from the old
system

e Applications such as workforce management software
e Wallboards

e Mounted file systems that were in the customer’s /etc/fstab file before the upgrade.
See the copy of the file that is saved in /var/log/cvuelog. Have your administrator
verify that your new configuration is correct.

e Common Desktop Environment options such as screen layout and password protection
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e Add, change, or remove ACDs

e Add Supervisor logins

e Install new feature packages (if purchased)

e Change authorizations

e Update security options such as rsh and rlogin.

e Enhanced Access Security Gateway (EASG)

Doing CMSADM and maintenance backups

Do a CMSADM and maintenance backup on the system as described in the Avaya Call
Management System Maintenance and Troubleshooting document. If LAN Backup is being
used on the new system, see the Avaya Call Management System LAN Backup User Guide
document.
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Documentation

CMS and CMS Supervisor Documents

Title

Description

Audience

Overview

Avaya Call Management
System Overview and
Specification

Describes tested product characteristics and
product capabilities including feature
descriptions, interoperability, performance
specifications, security, and licensing
requirements.

Sales engineers,
Administrators

Product Privacy Statement for
Avaya Call Management
System

Describes how personal data is stored and
processed by CMS.

Administrators

Installation, upgrades, maintenance, and troubleshooting

Deploying Avaya Call

Describes how to plan, deploy, and

Avaya support

Management System configure CMS on new VMware-based personnel
installations.

Deploying Avaya CMS on an Describes how to plan, deploy, and Avaya support

Infrastructure as a Service configure CMS on new Amazon Web personnel

Environment

Services and Google Cloud Platform
installations.

Port Matrix for Avaya Call
Management System

Lists the ports and connections used by
CMS.

Avaya support
personnel

Planning for Avaya Call
Management System Upgrades

Describes the procedures customers must
plan for before and after upgrading to a new
CMS release.

Administrators

Upgrading Avaya Call
Management System

Describes the procedures required to
upgrade to a new CMS release.

Avaya support
personnel
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Title

Description

Audience

Avaya Call Management
System Base Load Upgrade

Describes the procedures to upgrade from
one base load (for example, 19.1.0.0) to
another base load (for example, 19.1.0.1).

Not all releases support base load upgrades.

Avaya support
personnel,
Administrators

Maintaining and
Troubleshooting Avaya Call
Management System

Describes how to configure, maintain, and
troubleshoot CMS.

Avaya support
personnel,
Administrators

Avaya Call Management
System and Communication
Manager Connections,
Administration, and
Troubleshooting

Describes how to connect and administer
the Communication Manager systems used
by CMS.

Avaya support
personnel,
Administrators

Avaya Call Management
System High Availability
Connectivity, Upgrade and
Administration

Describes how to connect to HA servers and
upgrade to HA.

Avaya support
personnel,
Administrators

User guides

Using Avaya Call Management
System LAN Backup

Describes how to back up your CMS data
using a LAN connection to a remote server.

Administrators

Using Avaya Call Management
System High Availability

Describes how to install and maintain your
CMS High Availability (HA) system.

Avaya support
personnel,
Administrators

Using ODBC and JDBC with
Avaya Call Management
System

Describes how to use Open Database
Connectivity (ODBC) and Java Database
Connectivity (JDBC) with CMS.

Administrators

Administration

Administering Avaya Call
Management System

Provides instructions on administering a
contact center using CMS Supervisor.

Avaya support
personnel,
Administrators

Avaya Call Management
System Call History Interface

Describes the format of the Call History data
files and how to transfer these files to
another computer.

Administrators

Avaya Call Management
System Database ltems and
Calculations

Describes each database item and
calculation that CMS tracks and how CMS
calculates the values displayed on CMS
reports and CMS Supervisor reports.

Administrators,
Report designers
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Documentation

Title

Description

Audience

Avaya Call Management
System Custom Reports

reports in CMS.

Describes how to design and create custom

Administrators,

Operations
personnel, Report
designers

Avaya Call Management

System Security

features in CMS.

Describes how to implement security

Avaya support
personnel,
Administrators.

CMS Supervisor

Avaya CMS Supervisor Clients
Installation and Getting Started

Supervisor.

Describes how to install and configure CMS

Avaya support
personnel,
Administrators

Avaya CMS Supervisor Reports

reports.

Describes how to use CMS Supervisor

Administrators,
Operations
personnel

Avaya CMS Supervisor Report

Describes how to create new reports and to

Administrators,

Designer edit existing reports through Report ;
Designer and Report Wizard. ggfigar?r?ngReport
designers
Avaya Solutions Platform Documents
Title Description Audience

Avaya Solutions
Platform Overview and
Specification

Describes the key features of Avaya
Solutions Platform server.

IT Management, sales and
deployment engineers, solution
architects, support personnel

Installing the Avaya
Solutions Platform 130
Appliance

Describes how to install Avaya Solutions
Platform 130 Series servers.

Sales and deployment engineers,
solution architects, support
personnel

Maintaining and
Troubleshooting Avaya
Solutions Platform 130
Appliance

Describes procedures to maintain and
troubleshoot Avaya Solutions Platform
130 Series servers.

Sales and deployment engineers,
solution architects, support
personnel

Avaya Solutions
Platform 130 Series
iDRAC9 Best
Practices

Describes procedures to use the
iDRACO tools on the Avaya Solutions
Platform 130 Series servers.

Sales and deployment engineers,
solution architects, support
personnel
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Avaya Contact Center - Extended Capacity

Title

Description

Audience

Avaya Contact Center
- Extended Capacity
Solution Description

Describes tested product characteristics

and product capabilities including
feature descriptions, interoperability,
performance specifications, security,
and licensing requirements.

Sales engineers,
Administrators

Administering Avaya Provides instructions on administering Avaya support
Contact Center - Avaya Contact Center - Extended personnel
Extended Capacit Capacity. ’

pactty pacty Administrators
Deploying Avaya Describes how to plan, deploy, and Avaya support
Contact Center - configure Avaya Contact Center - personnel
Extended Capacity Extended Capacity.

Maintaining and

Perform maintenance and

Avaya support personnel,

Troubleshooting Avaya | troubleshooting procedures for routine Implementation engineers
Contact Center - maintenance and troubleshooting of . ’
Extended Capacity Avaya Contact Center - Extended Administrators

Capacity.
Administering Provides instructions on administering Avaya support personnel,
Application Administrators

Enablement Services
for Avaya Contact
Center - Extended
Capacity

Application Enablement Services for
Avaya Contact Center - Extended
Capacity.

Migrating to Avaya
Contact Center -
Extended Capacity

Describes migration procedures to
Avaya Contact Center - Extended
Capacity.

Avaya support personnel,
Administrators

Finding documents on the Avaya Support website

Procedure

1. Go to https://support.avaya.com.

Log on to the Avaya website with a valid Avaya user ID and password.

2
3. Click Support by Product > Documents.
4

In Enter your Product Here, type the product name and then select the product from the

list.
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Documentation

In Choose Release, select an appropriate release number.
The Choose Release field is not available if there is only one release for the product.

In the Content Type filter, click a document type, or click Select All to see a list of all
available documents.

For example, for user guides, click User Guides in the Content Type filter. The list only
displays the documents for the selected category.

Click the document to open it in your browser or download the document.

Accessing the port matrix document

Procedure

1.

2
3.
4

Go to https://support.avaya.com.

Log on to the Avaya website with a valid Avaya user ID and password.
Click Support by Product > Documents.

In Enter your Product Here, type the product name and then select the product from the
list.

In Choose Release, select an appropriate release number.

The Choose Release field is not available if there is only one release for the product.
In the Content Type filter, select one or more of the following categories:

e Application & Technical Notes

e Design, Development & System Mgt

The system displays the Port Matrix document.

Click the document to open it in your browser or download the document.

Avaya Documentation Portal navigation

Customer documentation for some programs is now available on the Avaya Documentation
Center website at https://documentation.avaya.com/.

A Important:

For documents that are not available on the Avaya Documentation Center, click
More Sites > Support on the top menu to open https://support.avaya.com.

Using the Avaya Documentation Center, you can:

e Search for content in one of the following ways:
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— Type a keyword in Search, and click Filters to search for content by product or
release.

— From Products & Solutions, select a solution and product and then select the
appropriate document from the list.

e Sort documents on the search results page by last updated and relevance.

e Publish a PDF of the current section in a document, the section and its subsections, or the
entire document.

e Add content to your collection by using My Docs.
Navigate to the Manage Content > My Docs menu, and do any of the following:
— Create, rename, and delete a collection.
— Add content from various documents to a collection.
— Save a PDF of selected content in a collection and download it to your computer.
— Share content in a collection with others through email.
— Receive content that others have shared with you.
e Add yourself as a watcher by using the Watch icon.
Navigate to the Manage Content > Watchlist menu, and do the following:
— Enable Include in email notification to receive alerts in email.

— Unwatch selected content, all content in a document, or all content on the Watch list
page.

As a watcher, you are notified when content is updated or deleted from a document, or the
document is removed from the portal.

e Share a section on social media platforms, such as Facebook, LinkedIn, and Twitter.

e Send feedback on a section and rate the content.

Note:
Some functionality is only available when you log in to the portal. The available

functionality depends on the role with which you are logged in.

Viewing Avaya Mentor videos

Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot
Avaya products.

About this task

Videos are available on the Avaya Support website, listed under the video document type, and
on the Avaya-run channel on YouTube.
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Procedure

e To find videos on the Avaya Support website, go to https://support.avaya.com and do one
of the following:

— In Search, type Avaya Mentor Videos, click Clear All, and select Video in the
Content Type.

— In Search, type the product name. On the Search Results page, click Clear All, and
select Video in the Content Type.

The Video content type is displayed only when videos are available for that product.
In the right pane, the page displays a list of available videos.

e To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
do one of the following:

— Enter a key word or key words in the Search Channel to search for a specific product
or topic.

— Scroll down Playlists, and click the name of a topic to see the list of videos available for
the topic. For example, Contact Centers.

Note:
Videos are not available for all products.

Support

Go to the Avaya Support website at https://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you
to a support team if an issue requires additional expertise.

Related links
Using the Avaya InSite Knowledge Base on page 27

Using the Avaya InSite Knowledge Base

The Avaya InSite Knowledge Base is a web-based search engine that provides:
e Up-to-date troubleshooting procedures and technical tips
e Information about service packs

e Access to customer and technical documentation
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e Information about training and certification programs
e Links to other pertinent information

If you are an authorized Avaya Partner or a current Avaya customer with a support contract, you
can access the Knowledge Base without extra cost. You must have a login account and a valid
Sold-To number.

Use the Avaya InSite Knowledge Base for any potential solutions to problems.

1. Go to https://support.avaya.com.

2. Log on to the Avaya website with a valid Avaya user ID and password.
The system displays the Avaya Support page.

Click Support by Product > Product Specific Support.

In Enter Product Name, enter the product, and press Enter.

Select the product from the list, and select a release.

Click the Technical Solutions tab to see articles.

N o o ko

Select relevant articles.
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