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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the
time of printing, Avaya assumes no liability for any errors.
Avaya reserves the right to make changes and corrections to
the information in this document without the obligation to notify
any person or organization of such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in
varying mediums which may include product information,
operating instructions and performance specifications that
Avaya may generally make available to users of its products
and Hosted Services. Documentation does not include
marketing materials. Avaya shall not be responsible for any
modifications, additions, or deletions to the original Published
version of documentation unless such modifications, additions,
or deletions were performed by Avaya. End User agrees to
indemnify and hold harmless Avaya, Avaya's agents, servants
and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to
the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any
linked websites referenced within this site or documentation
provided by Avaya. Avaya is not responsible for the accuracy
of any information, statement or content provided on these
sites and does not necessarily endorse the products, services,
or information described or offered within them. Avaya does not
guarantee that these links will work all the time and has no
control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and
software. Refer to your sales agreement to establish the terms
of the limited warranty. In addition, Avaya’s standard warranty
language, as well as information regarding support for this
product while under warranty is available to Avaya customers
and other parties through the Avaya Support website:
http://support.avaya.com or such successor site as designated
by Avaya. Please note that if you acquired the product(s) from
an authorized Avaya Channel

Partner outside of the United States and Canada, the warranty
is provided to you by said Avaya Channel Partner and not by
Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE
AVAYA WEBSITE,
HTTP://[SUPPORT.AVAYA.COM/LICENSEINFO

OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA,
ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES
AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A
COMMERCIAL AGREEMENT WITH AVAYA OR AN AVAYA
CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO
BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND THIS
LICENSE IF THE SOFTWARE WAS OBTAINED FROM
ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR
AN AVAYA CHANNEL PARTNER; AVAYA RESERVES THE
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND
ANYONE ELSE USING OR SELLING THE SOFTWARE

WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING
OR USING THE SOFTWARE, OR AUTHORIZING OTHERS
TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE
ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS
“YOU” AND “END USER”), AGREE TO THESE TERMS AND
CONDITIONS AND CREATE A BINDING CONTRACT
BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE

AVAYA AFFILIATE ("AVAYA”).

Avaya grants you a license within the scope of the license
types described below, with the exception of Heritage Nortel
Software, for which the scope of the license is detailed below.
Where the order documentation does not expressly identify a
license type, the applicable license will be a Designated
System License. The applicable number of licenses and units
of capacity for which the license is granted will be one (1),
unless a different number of licenses or units of capacity is
specified in the documentation or other materials available to
you. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.

License type(s)

Named User License (NU). You may: (i) install and use the
Software on a single Designated Processor or Server per
authorized Named User (defined below); or (ii) install and use
the Software on a Server so long as only authorized Named
Users access and use the Software. “Named User”, means a
user or device that has been expressly authorized by Avaya to
access and use the Software. At Avaya’s sole discretion, a
“Named User” may be, without limitation, designated by name,
corporate function (e.g., webmaster or helpdesk), an e-mail or
voice mail account in the name of a person or corporate
function, or a directory entry in the administrative database
utilized by the Software that permits one user to interface with
the Software.

Copyright

Except where expressly stated otherwise, no use should be
made of materials on this site, the Documentation, Software,
Hosted Service, or hardware provided by Avaya. All content on
this site, the documentation, Hosted Service, and the Product
provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors
and is protected by copyright and other intellectual property
laws including the sui generis rights relating to the protection of
databases. You may

not modify, copy, reproduce, republish, upload, post, transmit
or distribute in any way any content, in whole or in part,
including any code and software unless expressly authorized
by Avaya. Unauthorized reproduction, transmission,
dissemination, storage, and or use without the express written
consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Third Party Components

“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service
may contain software (including open source software)
distributed under third party agreements (“Third Party
Components”), which contain terms regarding the rights to use
certain portions of the Software (“Third Party Terms”). As
required, information regarding distributed Linux OS source
code (for those Products that have distributed Linux OS source
code) and identifying the copyright holders of the Third Party
Components and the Third Party Terms that apply is available
in the Documentation or on Avaya’s website at:


http://support.avaya.com/
http://support.avaya.com/LICENSEINFO

http://support.avaya.com/Copyright or such successor site as
designated by Avaya. You agree to the Third Party Terms for
any such Third Party Components.

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT
RECEIVE REMUNERATION TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEQO”)
AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY
A CONSUMER ENGAGED IN A PERSONAL ACTIVITY
AND/OR WAS OBTAINED FROM A VIDEO PROVIDER
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM
MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Note to Service Provider

The Product or Hosted Service may use Third Party
Components subject to Third Party Terms that do not allow
hosting and require a Service Provider to be independently
licensed for such purpose. It is your responsibility to obtain
such licensing.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your
telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf). Be
aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in
substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If you suspect that you are being victimized by Toll Fraud and
you need technical assistance or support, call Technical
Service Center Toll Fraud Intervention Hotline at +1-800-643-
2353 for the United States and Canada. For additional support
telephone numbers, see the Avaya Support website:
http://support.avaya.com or such successor site as designated
by Avaya. Suspected security vulnerabilities with Avaya
products should be reported to Avaya by sending mail to:
securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed
in this site, the Documentation, Hosted Service(s), and
Product(s) provided by Avaya are the registered or
unregistered Marks of Avaya, its affiliates, or other third parties.
Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the
Mark. Nothing contained in this site, the Documentation,
Hosted Service(s) and Product(s) should be construed as
granting, by implication, estoppel, or otherwise, any license or
right in and to the Marks without the express written permission
of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective
owners. Linux® is the registered trademark of Linus Torvalds in
the U.S. and other countries.

All non-Avaya trademarks are the property of their respective
owners, and “Linux” is a registered trademark of Linus
Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: http://support.avaya.com or such successor
site as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: http://support.avaya.com for
Product or Hosted Service notices and articles, or to report a
problem with your Avaya Product or Hosted Service. For a list
of support telephone numbers and contact addresses, go to the
Avaya Support website: http://support.avaya.com (or such
successor site as designated by Avaya), scroll to the bottom of
the page, and select Contact Avaya Support.
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Chapter 1. Revision History

Date Revision # Summary of Changes
December 2015 Version 1.0 Initial Avaya Aura® Contact Center Release 7.0
25 April 2016 Version 2.0 Updates for Avaya Aura® Contact Center 7.0 Release
13 June 2016 Version 3.0 Avaya Aura® Contact Center 7.0 Release version
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Chapter 2: Overview

The Avaya Aura Contact Center (AACC) Open Networking Web Services enable third-party
applications to transfer a call between different AACC nodes in a network. Any attached data
associated with the call remains intact.

Third-party applications can reserve a Landing Pad on the target AACC node enabling the call to be
transferred with data attached. The web services will also provide the functionality to cancel the
reserving of a Landing Pad freeing it up for other calls to be transferred across the network.

This web service is hosted on the CCMS server of the target node and requires that the Universal
Networking component is enabled on this CCMS server. This service relies on Universal
Networking to be running and the required landing pads to be configured.

This web service can be optionally configured to use TLS. If this functionality is enabled the
customer will be required to provide the necessary certificates. Refer to the Avaya Aura Contact
Center documents for details about how to configure Web Services on the CCMS server.

When the service is configured using the default options the WSDL can be found at the following
location, where the <CCMS HostName> is the host name of the CCMS server.

http(s) : //<CCMS HostName>:9070/SOA0I/services/OpenNetworking?wsdl

This Web Service Definition Language (WSDL) is a machine readable description of the
functionality being offered by this web service. Various technologies use this WSDL to interrogate
the web service and create the relevant proxies to send and receive SOAP messages with the web
service.
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What is the SDK

The Avaya Aura® Contact Center Open Networking Web Services SDK can be downloaded to your
client machine and contains information about how third-party applications can call the Open
Networking Open Interfaces.

SDK contents

The SDK contains the following elements:

= |ntroduction and Tutorial PDF documentation
= Javadoc API documentation
= |nstalled client

= Source Java code for reference client implementations

SDK support

Support for the SDK APIs is supplied by through your Developer Partner Program.

Related Avaya Aura Contact Center documents

For more information about configuring Open Networking, https, security and certification, refer to
the following Avaya Aura Contact Center documents:

= Avaya Aura® Contact Center Overview and Specification
= Avaya Aura® Contact Center commissioning for Avaya Aura® Unified Communications
= Avaya Aura® Contact Center Commissioning for Avaya Communication Server 1000

= Avaya Aura® Contact Center Server Administration

Open Networking Web Services 7



Chapter 3:

Open Networking

Introduction

Third-party applications can reserve a Landing Pad on the AACC target node enabling the call to be
transferred with data attached. The web services will also provide the functionality to cancel the
reserving of a Landing Pad freeing it up for other calls to be transferred across the network.

Typically a third-party application will follow these steps when utilizing this web service.

1. Reserve Landing Pad — Reserve a landing pad on the target node for transferring the call.

2. Cancel Landing Pad — Cancel the reservation of the landing pad for a networked call.

Some useful definitions

Term

Definition

Contact Center contact

A contact represents a media agnostic session with and agent. A
contact can represent many different contact types such as voice,
video, email, im etc. Before a contact is created a third party application
has the option of associating their own identifier (externalld) with the
contact. This identifier must be unique with respect to the system and
can be used to identify\retrieve the contact at a later stage.

Intrinsics

Intrinsics are a series of key value pairs that can be associated with a
Contact. Routing of the contact can be influenced at contact creation
time by populating contact intrinsics which can be used by the scripting
engine to make routing decisions. Alternatively these intrinsics can be
used to convey application specific information along with the call such
as a customer specific Id, name, url etc. When the call alerts at the
agents desktop this information can be retrieved from the contact.
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Reserve Landing Pad

Before a third-party application can transfer a contact, it must first reserve a landing pad on the
target node. To initiate a transfer, an application must submit a reserveCDNLandingPad request to
the Open Networking Open Interfaces.

The reserveCDNLandingPad requires the following parameters:

= externalContactld — a unique id for third-party applications to identify and retrieve the newly

created contact using either the getOQContact or the dropOQContact.

destinationAddress — the final destination address that the call will arrive at.

contactData — data associated with the Contact when the call arrives at the final destination.

intrinsics—_an array of key value pairs that are associated with the Contact.

ReasonCode (required)- the reason for the landing pad to be reserved

Reason.TRANSFER_OPEN_NET_INIT or Reason.CONFERENCE_OPEN_NET_INIT

= contactGUID (required) — a parameter containing the Contact GUID that will be used to
uniquely identify the Contact at the target node. This GUID must be unique for all Contacts
at the target node. This GUID will be returned in the response for this service call.

= authentication — The authentication object is used to validate the transaction, it contains the
user credentials. Username, Domain and Password are the fields on the object.

= JandingPadName —used to pass back the value of the LandingPad that has been reserved.

When this request is received on the target note an event will trigger UNE to create a logical contact
to store the call’'s data and the service returns the reserved Landing Pad Address to the application.
The application will then use this returned address to route a contact to the target node to be
processed at that node.

For this process to work the third party must know the location of the target node that it wishes to
transfer the call to, the Third Party will need to process the destination address appropriately and
will also need to manipulate the returned address so the call can be routed correctly.

Third Party Call
SOUI'CE Application TarQEt C:nter

@ Receive Networked
Initiate Network Call
f Transfer é 1 1
7 web 5 3? t %Af‘
Agent Service
g 5 CMF Agent
ll' .
i
E ?

Web Service Networking Process
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Cancel Landing Pad

When a third-party application has completed the transfer, the application must cancel the landing
pad to make the landing pad available for subsequent calls.

To initiate a cancel request an application will submit a cancelCDNLandingPad request to the Open
Networking Open Interfaces.

The cancelCDNLanding requires the following parameters:

» JandingPadName - the name of the landing pad that is to be unreserved.
= authentication — The authentication object which contains the user credentials.

When the target node receives the cancel request it will trigger an event in UNE that will unreserved
the Landing Pad Address and remove any contacts associated with the landing pad. The landing
pad is now available for other network calls.

For this process to work the third-party application must know the location of the target node at
which it wishes to un-reserve the Landing Pad.

Third Party Call
SOUI’CE Application TarQEt C:nter

Awaiting
Initiate Call
Unreserve 1 f
2| web 7 3 —

Agent Service CMF A .
gen

Web Service Unreserving Landing Pad Process
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Chapter 4: Tutorial

This tutorial describes how to validate a third-party application using the Open Networking web
services by reserving a landing pad CDN and then cancelling that reservation using Java
technology.

It is assumed the developer has some experience with the Java programming language and the
Eclipse Integrated Development Environment (IDE).

Assumptions about this tutorial:

= The WSDL for Open Networking is accessible from the client development machine.

= The IDE referenced and the screen shots used were all taken from Eclipse.

= For simplicity, the example does not use secure web services.

= Common programming practices such as controls, events, threading, and exceptions are left
to the individual programmer and are not covered in this tutorial.

= Exception handling is not shown in the code samples for brevity.

Prerequisites

This tutorial assumes that UNE is installed and configured and that the user also has a license for
this Open Interfaces Open Networking web services.

Using the SDK reference client sample code

Follow these steps to use the SDK reference client sample code:

Create an Eclipse project

Import the WSDL into an eclipse project

Create a test client

Reserve a Landing Pad

o > w N

Using the complete listing
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Create an Eclipse Project

1. Open the Eclipse IDE and select File\New from the menu to create a new java project.

2. Enter the project name as OpenNetworking.

3. Select finish to create the project, a new project will appear in the Package Explorer of the
eclipse environment.

Note:
Full source for the complete sample is available as part of the SDK at:
/Open Interfaces Open Networking SDK/reference client

& New Java Project _ O]

Create a Java project P
Create a Java project in the workspace or in an external location,

Project name: OpenNetwurking|

Contents
%' Create new project in workspace

" Create project From existing source

Direckor: |C:'|,D|:u:urnents and Settings|smyjoelworkspace 1\ Openklebwork Brovise, ., |

—JRE
' Use default JRE (Currently ‘jdki.6.0_07") Configure default. ..
™ Use a project specific JRE: dekl 6,007 j
{~ Use an execution enwiranment JRE! IJavaSE-l G j

—Project layout
" Use project Folder as root For sources and class files

¥ Create separate Folders for sources and dass Files Configure default. ..

—Warking sets
[ add project ko working sets

Working sets: j Seleck, ., |

(7 = Back Mext = | Finish I Cancel

Open Networking Web Services
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Import the WSDL into an eclipse project

1. The next step will be to create a Web Service client for our WSDL. This will create the
relevant proxy objects for our service as well as updating the project classpath.

2. Select the project and select New\Other from the drop down menu. The following dialog
appears.

& New =] E3

Select a wizard

Access an existing XML web service

Wizards:

Itype Filker bexk
- Jil] Bpmin Diagram o]
I

Deployment Profile

(BT 28%-WS Handler

(57 J8%-W3 Java First Project
----- (5% 80-WS WSDL First Project
: 2k SCA Java Component Prajeck
(= 301 Development

Er Iser Assistance

El[Er Web Services

- k] Ant Files

i5 Unit Test UDDI

- A eb Service

- §isk ich Service Clisnt |

e

(7 = Back I Mext = I Einish Cancel

New Web Service Client
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3. Select the Next button to open the Web Service Client dialog. Enter in the location of the
WSDL in the service definition text box. The WSDL can be found at the following location,
where <CCMS Server> is the name of the CCMS server.

http://<CCMS Server>:9070/SOA0OI/services/OpenNetworking?wsdl
or
https://<CCMS Server FQDN>:9070/SOAOI/services/OpenNetworking?wsdl

Note: the hostname refers to the CCMS server hosting the Open Networking Open
Interface. Depending on the customers configuration the port number — 9070 — may differ
than that used in the example

4. Once the WSDL location has been entered hit the Finish button and the relevant proxies will
be generated. Note this might take a few minutes depending on the machine and network
speed.

£ Web Service Client _ O] x|

Web Services _

Review your Web service options and make any necessary changes before
proceeding to the next page. 3

Service defindtion: [IH?.|.66.‘?~1-..71:‘.-"l‘.‘l?U,u'S:ZIA-ZII,rs-e-r-mH,rli-pefﬂetwur#m?wsd Browese. ..

Chent bype: [.'lm-a Proxy ﬂ
. .| Deploy chent
Configur ation:
" g Server: Tomcat v6.0 Server
—_— Chent project: Openietworking
- &

™ Monitor the 'Web service

¥ Overwrite files without warming

7 « Back Next > Emnish Cancel

Web Service Client Wizard

5. When the wizard has completed the following code will have been generated.
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OpenNetworking/srcforgfxmlisoap/schemasfwsf_2003/ 03/addressingfAttributedQName. java - Eclipse Platform

File Edit Source Refactor Mavigate Search Project ClearCase Run indow  Help

rirEH& B R YT e 3 @ o & @ -2 R R £ 45 Debug | ava |

BGOSR H-H e ¥ Jsva ke

[J] openetworkingClient, java 5@ build, <l m AttributedOMame java &3 =&
@ * AttributedQiame. javal] il

package org.xmlsoap.sSchemas.ws._2003. 03.addressing:

B 2® B

public class AttributedQWName implements java.io.Serializshle, org.apache.axis.encoding.3impleType |
private java.lang.3tring wvalue:
= public AttributedoName () {
i

ff Fimple Types must have a Jtring constcructor
= public AttributedQName (java.lang.3tring _wvalue] {
this. walue = _walue;

public ik vax.xml.namespace . Qamwe  value] |

= public AttributedoNsame (javax.xml.namespace, QNawe  wvalue) |

setittributeValue|_wvalue);

'

/f Bimple Types must have a tol3tring for Zerializing the wvalue
= public java.lang.3tring to3tring() {
return _wvalue:
i

- ll."ﬁﬂ‘
* Gets the _wvalue valus for this AttributedQName.
w
* @return _value
wy
public javax.xml.namespace.QName get wvaluesi) {

return new Jjavax.xml.hnamespace.Name | value)
v
1 —

: 0 Duplica...edQMame | Writable Smart Insert | 2201 © e BB e @ i R N [V 3

Generated Proxies

6. An error in the proxy generation tool cause a constructor to be created for QName. Please
comment out the constructor that contains the set_Value to remove the error. See next
screen shot.
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& Java - OpenNetworking/src/ong/xmisoap/schemasfws/_2003/_03/addressing/AttributedQName. java - Eclipse Platform

File Edit Source Refactor Mavigate Search Project ClearCase Run indow  Help

- 2 B 5|E|&‘ AN RN 3§ -] & @ S Ry R R T5 %5 Debug |8 dava |

I EBHGEG- @S PAe EE e 42 JavaEE
[J] openetworkingClient, java 5@ build, <l _m AttributedOMame java &3 =&
* AttributedQame. javal] -~

&

package org.xmlsoap.sSchemas.ws._2003. 03.addressing:

Wi public class AttributedOName implements java.io.Serializable, org.apache.axis.encoding.,3impleType |
private java.lang.3tring wvalue:
= public AttributedoName () {
i

ff Fimple Types must have a Jtring constcructor
public AttributedQName (java.lang.3tring _wvalue] {

this. walue = _walue;
¥
I public AttributedCName (javax.xml.nsmespace. QName  wvalue) {
I set_wvaluei walue):

public AttributedQName (javax.xml.namespace.Nawe wvalue) {
setittributeValue|_wvalue);

ff Bimple Types must have a to3tring for serislizing the wvalue
—= public java.lang.3tring to3tring() {
return _wvalue:

- ll."ﬁﬂ‘
* Gets the _wvalue valus for this AttributedQName.
w
* @return _value
w7
public javax.xml.namespace.QName get wvaluesi) {
return new Jjavax.xml.namwmespace.Came [ _wvalue);

nfé Writable Smart Insert | 2:5 - = - IR S < T

Generated Proxy with Error removed.
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Create a test client

The next step will be to create a test client. Select the project and from the popup menu select
New/Class to create the class OpenNetworkingClient in the package test. The following screen shot
shows the skeleton of the class.

The main method expects two inputs string parameters:
= A networked dialed address to provide the address of the target CDN
= A GUID to identify the contact being created on the target node

The class also includes an empty setup( ) method which will be populated in the following steps.

& Java - OpenNetworking/src/test/OpenNetworkingClient. java - Eclipse Platform E|@|g|
Ele Edit Source Refactor MNawigate Search  Project ClearCase Run Window  Help

M A= R R SN RN @ @ & @ T %5 Debug | & Java |
-0 Q- BHC ™S F P e G e ¥ Jsva £

m OpenMetworkingClient.java &2 =&

=5
package test;

&

'Eg & #®import jsva.rmi.RemoteException;[]

=

public class OpenMetworkingClient §

public static void main(3tring[] args) |
try{

ff Walidate that required program arguments have heen supplied

if(args == null || args.length < 2)4{
System.out.println("The following Parameters must be prowvider™);
System.out.println("arg[0] String NetworkDiallediddressHName eg. LandingPadliddres:
Systemw.out.println(™arg[l] String GUID eg. 1234");
System.exit (1)

i

OpenMetworkingClient main = new OpenNetworkingClient():

main.secup (args) ;

jcatch(Exception ex){
ex.print3tackTrace () ;
}
i

private void setup (Ztring[] args) throws ZerviceException, ExceptionInfo, PRemoteException{

< >
‘Writable Smart Insert BB @B E % nE

Do

OpenNetworkingClient
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Reserve a Landing Pad

The next step will be to call the reserveCDNLandingPad( ) web service operation. This method has
the following parameters.

Required parameters are marked (R) and optional parameters are marked (O).

contactGUID (R) — a parameter containing the Contact GUID that will be used to uniquely
identify the Contact at the target node. This GUID must be unique for all Contacts at the
target node. This GUID will be returned in the response for this service call.
destinationCDN (R) — the destination CDN for the contact.

contactData (O) — data to be associated with the Contact when the call arrives at the final
destination.

intrinsics (O) — an array of key value pairs that are associated with the Contact.
ReasonCode (R) — the reason for the landing pad to be reserved. It takes on of the following
two values:

Reason. TRANSFER_OPEN_NET_INIT or

Reason.CONFERENCE_OPEN_NET _INIT

Authentication (R) — the authentication object is used to validate the request, it contains the
user credentials: username, and password and domain.

Username is fixed to OpenWsUser. The default password is Password123.

It's possible to change this via the CCMS Server Configuration tool. The default value for
domain is localhost.

The destinationCDN is created during UNE setup and hence will change from customer to
customer.
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The following code snippet demonstrates how to call the reserve landing pad method.

String attachedData = "attachedData";
Intrinsic[] intrinsics = new Intrinsic[]{new Intrinsic("theKey",
"theValue", true)};

Reason reasonCode = Reason.CONFERENCE OPEN NET INIT;

ContactGUID guid = new ContactGUID();

guid.setGuid(args[2]);

AddressType addressType = AddressType.LANDING PAD;

// This is the authentication object.

// The username is fixed to 'OpenWsUser'.

// The password is defaulted to 'Passwordl23'.

// The domain defaults to 'localhost' but can be any String value. It
is not used in this release.

com.nortel.www.soa.oi.cct.types.Authentication authentication =
new Authentication ("OpenWsUser", "Passwordl23"™, "localhost");

// Call operation to reserve a landing pad address
ReserveCDNLandingPadRequestType reserveCDNLandingPadRequest =
new ReserveCDNLandingPadRequestType (guid,
NetworkDialledAddressName,
attachedbData,
intrinsics,
reasonCode,
authentication);

ReservelandingPadResponseType landingPadResponse =
service.reserveCDNLandingPad (reserveCDNLandingPadRequest) ;

String landingPadName =
landingPadResponse.getLandingPadCDN () .getName () ;

// Call operation to cancel the landing pad using the same
authentication credentials as above.
CancelCDNLandingPadRequestType cancelCDNLandingPadRequest =

new CancelCDNLandingPadRequestType (landingPadName, authentication);
service.cancelCDNLandingPad (cancelCDNLandingPadRequest) ;
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Using the complete listing

The following is a complete listing of all the client application. The resultant project can be found in
the accompanying SDK package, in the “reference client” folder.

package test;

import
import
import

java.rmi.RemoteException;
javax.xml.rpc.ServiceException;

org.oasis open.docs.wsrf. 2004. 06.wsrf WS BaseFaults 1 2 draft 01 xsd.ExceptionInfo;

import
import
import
import
import
import
import
import
import
import
import
import

public

com.nortel.www.soa.oi.OpenNetworking.SOAOI OpenNetworkingLocator;
com.nortel.www.soa.oi.OpenNetworking.types.CancelCDNLandingPadRequestType;
com.nortel.www.soa.oi.OpenNetworking.types.ReserveCDNLandingPadRequestType;
com.nortel.www.soa.oi.OpenNetworking.types.ReservelLandingPadResponseType;
com.nortel.www.soa.oi.cct.types.AddressType;
com.nortel.www.soa.oi.cct.types.Authentication;
com.nortel.www.soa.oi.cct.types.AuthenticationLevel;
com.nortel.www.soa.oi.cct.types.ContactGUID;
com.nortel.www.soa.oi.cct.types.Intrinsic;
com.nortel.www.soa.oi.cct.types.LandingPad;
com.nortel.www.soa.oi.cct.types.Reason;
com.nortel.www.soa.oi.cct.types.holders.ContactGUIDHolder;

class OpenNetworkingClient ({
public static void main(String[] args) {
try{
// Validate that required program arguments have been supplied
if(args == null || args.length < 2){
System.out.println ("The following Parameters must be provider");
System.out.println ("arg[0] String NetworkDialledAddressName eg.
LandingPadAddressName") ;
System.out.println("arg[l] String GUID eg. 1234");
System.exit (1) ;
}
OpenNetworkingClient main = new OpenNetworkingClient () ;
main.setup(args) ;
}catch (Exception ex) {
ex.printStackTrace() ;

}
}

private void setup(String[] args)

throws ServiceException, ExceptionInfo, RemoteException{

// Get the service stub generated from the Web Service WSDL

SOAOI OpenNetworkingLocator locator = new SOAOI OpenNetworkingLocator();

com.nortel.www.soa.oi.OpenNetworking.OpenNetworking service =
locator.getOpenNetworking () ;

try({
String NetworkDialledAddressName = args[0];
// Note that attachedData and intrinsics are optional
// The attribute 'minOccurs' is set to 0 in the WSDL type

definition

String attachedData = "attachedData";

Intrinsic[] intrinsics =

new Intrinsic([]{new Intrinsic ("theKey", "theValue", true)};
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Reason reasonCode = Reason.CONFERENCE OPEN NET INIT;
ContactGUID guid = new ContactGUID() ;
guid.setGuid(args[2]);

AddressType addressType = AddressType.LANDING PAD;

// This is the authentication object.

// The username is fixed to 'OpenWsUser'.

// The password is defaulted to 'Passwordl23'.

// The domain defaults to 'localhost' but can be any String

// value. It is not used in this release.
com.nortel.www.soa.ol.cct.types.Authentication authentication =
new Authentication ("OpenWsUser", "Passwordl23", "localhost");

// Call operation to reserve a landing pad address
ReserveCDNLandingPadRequestType reserveCDNLandingPadRequest =
new ReserveCDNLandingPadRequestType (guid,
NetworkDialledAddressName,
attachedbData,
intrinsics,
reasonCode,
authentication) ;

ReservelandingPadResponseType landingPadResponse =
service.reserveCDNLandingPad (reserveCDNLandingPadRequest) ;

String landingPadName =
landingPadResponse.getLandingPadCDN () .getName () ;

// Call operation to cancel the landing pad

//using the same authentication credentials as above.
CancelCDNLandingPadRequestType cancelCDNLandingPadRequest =

new CancelCDNLandingPadRequestType (landingPadName, authentication);
service.cancelCDNLandingPad (cancelCDNLandingPadRequest) ;

}catch (Exception ex) {

ex.printStackTrace () ;

}

Open Networking Web Services

21



& Java - OpenNetworking/src/test/OpenNetworkingClient. java - Eclipse Platform

File Edit Source Refactor Mavigate Search Project ClearCase Run  wWindow Help

-l B (FD T e TREGR@Q@ 20 Rl N B %5 Debug | & 2ava |

T BEH G @S S P e 92 Java EE
m OpenMetworkingClisnt.java &3 =8
=
hrivate roid setup(3tring[] args) throws ServiceException, ExceptionInfo, RemoteException{ L
2
& /4 Get the service stub generated from the Webh Zervice W3IDL
g SOAOI_OpenNetworkingLDcatDr locator = new SOAOI_OpenNetworkingLDcatDr(]:
B com.hortel.wyw. soa.o0l. Openletworking. OpenNetworking service = locator.getOpenNetworking() ;
try{

String NetworkDiallediddressNeame = args[0]:

/¢ MNote that attachedData and intrinsics are optional

/4 The attribute 'minOccurs' is set to 0O in the WSDL type definition

S3tring attachedDbata = "attachedData™;

Intrinsic[] intrinsics = new Intrinsic[]{new Intrinsic("theKevy", "theValues", true)};

Reason reasontCode = Reason. CONFERENCE OPEN NET INIT;
ContactGUID guid = new ContactGUID() :
guid.setSuid{args[2]):

AddressType addressType = AddressType.LANDING DAD:

/4 This is the authentication object.
/4 The username is fixed to 'OpenWsUser'.
/4 The password is defaulted to 'Passwordlzi'.
/¢ The domain defaults to 'localhost' but can be any 3tring wvalue. It is not used in this rel
com.nortel.www. soa.0l.cot.types. Authentication authentication =
new luthentication("OpenWsUser™, "PasswordlZi®™, "localhost™):

/¢ Call operation to reserve a landing pad address
ReservelDNLandingPadRequestType reserveCDNLandingPadRequest =
new ReserveCDNLandingPadRequestType (guid,

NetworkDiallediddressHame,
attachedbata,
intrinsiecs,
reasonCode,
authentication) ;

ReservelandingPadResponseType landingPadResponse = service.reserveCDNLandingPad (reserwveCDNL:z

String landingPadWame = landingPadResponse.getlandingPadCDN() .getlame ()
System.out.println("LandingPad nawe = " + landingPadName) ;

/¢ Call operation to cancel the landing pad using the same authentication credentials as abos
Cance lCDNLandingPadRequestType cancelCDNLandingPadRegquest =

new CancelCDNLandingPadRecquestType (landingPadName, authentication):
service.cance lCDNLandingPad (cance l1CDNLandingPadRegquest) ;

tcatch (Exception ex) {
ex.print3tackTrace() ;

) L
A
£ | >

o® wiritable Smart Insert | 42:5 © B ey RE

Code for the setup() Method
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Chapter 5: Troubleshooting

Cannot access the Open Networking WSDL

1. From the Licensing tab under the Server Configuration dialog on the CCMS server, verify
that Ol Universal Networking is selected and that there is a valid license for these features.

AV AyA Contact Center Server Configuration

. Main Menu '
Local Settings License Manager Package License Server IP Address
e Package
HLSIP*M*W Nodal Enterprise o | [ [Py e
Local Subscriber Features: 110.134.35.91
%gmm [ web Based Statistics ~
SalesForce (] Mudtiphcity
¥} Open Queue ]
101 0pen Queve |
[ Ol unversalNetworking | =
[] Agent Greeting
[C] off site Agent LJ‘

| | [ Bt || Acyar |
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2. From the WS Open Interface tab under the Server Configuration dialog, ensure that the
SOA service is enabled and if TLS is enabled then ensure that you are using https in the

URL as opposed to http.

8]

Server Configuration

AVAYA

; Main Menu

.-{fZ) Local Settings
Licensing

. SIP

g Metwork Settings

Local Subscriber

(2 SalesForce

(=) CCT Server
EJWS Open Interfaces

3. Ensure that there is not conflict in the ports being used by the web service. The default

range is 9070-9073.

SOA ENABLED

SOA Properties
Host

CC75IP

Ports |9070 |-|9073

User Name

OpenWsUser

User Password

Session Timeout

120

[]TLS Encryption

Contact Center Server Configuration

TLS Configuration [NO_CSR]
Generate Certificate Signing Request

Password

CSR File

Trusted Certificate Authority

_I:I-

Alias
CA Cert Browse
CSR Response Certificate
C5R. Cert Browse
[] Remave Certificates
Bdit || Apply Al

4. If the service is visible on the CCMS server and not remotely, ensure that there is no firewall

restricting access to the CCMS server.
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