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Notice 

While reasonable efforts have been made to ensure that the 
information in this document is complete and accurate at the 
time of printing, Avaya assumes no liability for any errors. 
Avaya reserves the right to make changes and corrections to 
the information in this document without the obligation to notify 
any person or organization of such changes. 

Documentation disclaimer 

“Documentation” means information published by Avaya in 
varying mediums which may include product information, 
operating instructions and performance specifications that 
Avaya may generally make available to users of its products 
and Hosted Services. Documentation does not include 
marketing materials. Avaya shall not be responsible for any 
modifications, additions, or deletions to the original Published 
version of documentation unless such modifications, additions, 
or deletions were performed by Avaya. End User agrees to 
indemnify and hold harmless Avaya, Avaya's agents, servants 
and employees against all claims, lawsuits, demands and 
judgments arising out of, or in connection with, subsequent 
modifications, additions or deletions to this documentation, to 
the extent made by End User. 

Link disclaimer 

Avaya is not responsible for the contents or reliability of any 
linked websites referenced within this site or documentation 
provided by Avaya. Avaya is not responsible for the accuracy 
of any information, statement or content provided on these 
sites and does not necessarily endorse the products, services, 
or information described or offered within them. Avaya does not 
guarantee that these links will work all the time and has no 
control over the availability of the linked pages. 

Warranty 

Avaya provides a limited warranty on Avaya hardware and 
software. Refer to your sales agreement to establish the terms 
of the limited warranty. In addition, Avaya’s standard warranty 
language, as well as information regarding support for this 
product while under warranty is available to Avaya customers 
and other parties through the Avaya Support website: 
http://support.avaya.com or such successor site as designated 
by Avaya. Please note that if you acquired the product(s) from 
an authorized Avaya Channel 

Partner outside of the United States and Canada, the warranty 
is provided to you by said Avaya Channel Partner and not by 
Avaya. 

Licenses 

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE 
AVAYAWEBSITE, 
HTTP://SUPPORT.AVAYA.COM/LICENSEINFO 

OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, 
ARE APPLICABLE TO ANYONE WHO DOWNLOADS, USES 
AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED 
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA 
CHANNEL PARTNER (AS APPLICABLE) UNDER A 
COMMERCIAL AGREEMENT WITH AVAYA OR AN AVAYA 
CHANNEL PARTNER. UNLESS OTHERWISE AGREED TO 
BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND THIS 
LICENSE IF THE SOFTWARE WAS OBTAINED FROM 
ANYONE OTHER THAN AVAYA, AN AVAYA AFFILIATE OR 
AN AVAYA CHANNEL PARTNER; AVAYA RESERVES THE 
RIGHT TO TAKE LEGAL ACTION AGAINST YOU AND 
ANYONE ELSE USING OR SELLING THE SOFTWARE 

WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING 
OR USING THE SOFTWARE, OR AUTHORIZING OTHERS 
TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE 
ENTITY FOR WHOM YOU ARE INSTALLING, 
DOWNLOADING OR USING THE SOFTWARE 
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS 
“YOU” AND “END USER”), AGREE TO THESE TERMS AND 
CONDITIONS AND CREATE A BINDING CONTRACT 
BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE 

AVAYA AFFILIATE (“AVAYA”). 

Avaya grants you a license within the scope of the license 
types described below, with the exception of Heritage Nortel 
Software, for which the scope of the license is detailed below. 
Where the order documentation does not expressly identify a 
license type, the applicable license will be a Designated 
System License. The applicable number of licenses and units 
of capacity for which the license is granted will be one (1), 
unless a different number of licenses or units of capacity is 
specified in the documentation or other materials available to 
you. “Designated Processor” means a single stand-alone 
computing device. “Server” means a Designated Processor that 
hosts a software application to be accessed by multiple users. 

License type(s) 

Named User License (NU). You may: (i) install and use the 
Software on a single Designated Processor or Server per 
authorized Named User (defined below); or (ii) install and use 
the Software on a Server so long as only authorized Named 
Users access and use the Software. “Named User”, means a 
user or device that has been expressly authorized by Avaya to 
access and use the Software. At Avaya’s sole discretion, a 
“Named User” may be, without limitation, designated by name, 
corporate function (e.g., webmaster or helpdesk), an e-mail or 
voice mail account in the name of a person or corporate 
function, or a directory entry in the administrative database 
utilized by the Software that permits one user to interface with 
the Software.  

Copyright 

Except where expressly stated otherwise, no use should be 
made of materials on this site, the Documentation, Software, 
Hosted Service, or hardware provided by Avaya. All content on 
this site, the documentation, Hosted Service, and the Product 
provided by Avaya including the selection, arrangement and 
design of the content is owned either by Avaya or its licensors 
and is protected by copyright and other intellectual property 
laws including the sui generis rights relating to the protection of 
databases. You may 

not modify, copy, reproduce, republish, upload, post, transmit 
or distribute in any way any content, in whole or in part, 
including any code and software unless expressly authorized 
by Avaya. Unauthorized reproduction, transmission, 
dissemination, storage, and or use without the express written 
consent of Avaya can be a criminal, as well as a civil offense 
under the applicable law. 

Third Party Components 

“Third Party Components” mean certain software programs or 
portions thereof included in the Software or Hosted Service 
may contain software (including open source software) 
distributed under third party agreements (“Third Party 
Components”), which contain terms regarding the rights to use 
certain portions of the Software (“Third Party Terms”). As 
required, information regarding distributed Linux OS source 
code (for those Products that have distributed Linux OS source 
code) and identifying the copyright holders of the Third Party 
Components and the Third Party Terms that apply is available 
in the Documentation or on Avaya’s website at: 

http://support.avaya.com/
http://support.avaya.com/LICENSEINFO


http://support.avaya.com/Copyright or such successor site as 
designated by Avaya. You agree to the Third Party Terms for 
any such Third Party Components. 
 
THIS PRODUCT IS LICENSED UNDER THE AVC PATENT 
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A 
CONSUMER OR OTHER USES IN WHICH IT DOES NOT 
RECEIVE REMUNERATION TO (i) ENCODE VIDEO IN 
COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) 
AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY 
A CONSUMER ENGAGED IN A PERSONAL ACTIVITY 
AND/OR WAS OBTAINED FROM A VIDEO PROVIDER 
LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS 
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. 
ADDITIONAL INFORMATION MAY BE OBTAINED FROM 
MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM. 

Note to Service Provider 

The Product or Hosted Service may use Third Party 
Components subject to Third Party Terms that do not allow 
hosting and require a Service Provider to be independently 
licensed for such purpose. It is your responsibility to obtain 
such licensing. 

Preventing Toll Fraud 

“Toll Fraud” is the unauthorized use of your 
telecommunications system by an unauthorized party (for 
example, a person who is not a corporate employee, agent, 
subcontractor, or is not working on your company's behalf). Be 
aware that there can be a risk of Toll Fraud associated with 
your system and that, if Toll Fraud occurs, it can result in 
substantial additional charges for your telecommunications 
services. 

Avaya Toll Fraud intervention 

If you suspect that you are being victimized by Toll Fraud and 
you need technical assistance or support, call Technical 
Service Center Toll Fraud Intervention Hotline at +1-800-643-
2353 for the United States and Canada. For additional support 
telephone numbers, see the Avaya Support website: 
http://support.avaya.com or such successor site as designated 
by Avaya. Suspected security vulnerabilities with Avaya 
products should be reported to Avaya by sending mail to: 
securityalerts@avaya.com. 

Trademarks 

The trademarks, logos and service marks (“Marks”) displayed 
in this site, the Documentation, Hosted Service(s), and 
Product(s) provided by Avaya are the registered or 
unregistered Marks of Avaya, its affiliates, or other third parties. 
Users are not permitted to use such Marks without prior written 
consent from Avaya or such third party which may own the 
Mark. Nothing contained in this site, the Documentation, 
Hosted Service(s) and Product(s) should be construed as 
granting, by implication, estoppel, or otherwise, any license or 
right in and to the Marks without the express written permission 
of Avaya or the applicable third party. 

Avaya is a registered trademark of Avaya Inc. 

All non-Avaya trademarks are the property of their respective 
owners. Linux

®
 is the registered trademark of Linus Torvalds in 

the U.S. and other countries. 

All non-Avaya trademarks are the property of their respective 
owners, and “Linux” is a registered trademark of Linus 
Torvalds. 

Downloading Documentation 

For the most current versions of Documentation, see the Avaya 
Support website: http://support.avaya.com or such successor 
site as designated by Avaya. 

Contact Avaya Support 

See the Avaya Support website: http://support.avaya.com for 
Product or Hosted Service notices and articles, or to report a 
problem with your Avaya Product or Hosted Service. For a list 
of support telephone numbers and contact addresses, go to the 
Avaya Support website: http://support.avaya.com (or such 
successor site as designated by Avaya), scroll to the bottom of 
the page, and select Contact Avaya Support. 
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Chapter 1:  Introduction 

Purpose 
This document describes the ‘sslvpnOnboardingExpress’ JAVA tool and JAVA API that can be used 
to facilitate the ability to “offline” onboard an IP Office system and gather all relevant files into a 
single zip file for post-processing of the data.  

 

As a bonus, two other JAVA tools and JAVA APIs have been added which provide a way to get the 
inventory xml file from IP Office and to upload an onboarding xml file to IP Office without the need 
to use IP Office Web Manager. 

Intended audience 
This document is designed for Business Partners and Avaya DevConnect Members who wish to 
use the ‘sslvpnOnboardingExpress’ JAVA tools directly as DOS batch files or reference the JAVA 
APIs for inclusion in other JAVA applications that can be developed for onboarding (e.g. mobile 
phone application used by an IP Office Installer). 

Related resources 

Documentation 

The following table lists the related documents to SSL VPN and Onboarding on IP Office. Download 
the documents from the Avaya Support website at http://support.avaya.com. 

Title Description 

Avaya IP Office SSL VPN Solutions Guide Describes the SSL VPN solution for IP Office 
including the installation of Avaya VPN 
Gateway. This document also describes the 
onboarding process and contains configuration 
information that helps detail the contents of the 
onboarding xml template sample files in the 
SDK. 

SSL VPN Onboarding SDK KT Knowledge Transfer slides (consult Avaya 
DevConnect). 

Avaya Mentor - IP Office R8.1 SSL/VPN On-
Boarding 

YouTube video explaining the IP Office 
Onboarding process in conjunction with the 
Global Registration Tool (GRT). 

http://support.avaya.com/
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Training 

The following courses are available on the Avaya Learning website at www.avaya-learning.com. 
After logging into the website, enter the course code or the course title in the Search field and click 
Go to search for the course. 

Course code Course title 

  

Avaya Mentor videos 

Avaya Mentor videos are available to provide technical content on how to install, configure, and 
troubleshoot Avaya products. 

Videos are available on the Avaya support site, listed under the video document type, and on the 
Avaya-run channel on YouTube. 

To find videos on the Avaya support site, select the product name, and check the videos check box 
to see a list of available videos. 

Note: Videos are not available for all products. 

To find the Avaya Mentor videos on YouTube, go to http://www.youtube.com/AvayaMentor and 
perform one of the following actions: 

 Enter a key word or key words in the Search Channel to search for a specific product or topic. 

 Scroll down Playlists, and click the name of a topic to see the available list of videos posted on 
the site. 

Support 
Visit the Avaya Support website at http://support.avaya.com for the most up-to-date documentation, 
product notices, and knowledge articles. You can also search for release notes, downloads, and 
resolutions to issues. Use the online service request system to create a service request. Chat with 
live agents to get answers to questions, or request an agent to connect you to a support team if an 
issue requires additional expertise. 

http://www.avaya-learning.com/
http://www.youtube.com/AvayaMentor
http://support.avaya.com/
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Chapter 2:  Overview 

Introduction 

 

’sslvpnOnboardingExpress’ is a set of JAVA based tools that can be used to perform offline 
onboarding of an IP Office system simply by answering a set of prompts in order to connect to IP 
Office and create an SSL VPN service including the configuration of other relevant components 
including the installation of the AVG self-signed certificate or the CA certificate that signed the AVG 
identity certificate.  

Some or all of the onboarding express prompts can be pre-configured such that relevant default 
values are shown at the prompts rather than typing them over and over for every IP Office install. In 
the best case if all prompts are fully pre-preprogrammed in a “default_parameters.txt” text file, then 
no prompts will be needed and offline onboarding will happen in seconds. This particular use case 
can occur in the event that the user interface to collect the prompts is not the default command line 
interface but rather a graphical user interface or a mobile application. 

 

Separate from the onboarding express tool and API there are two complementary tools and JAVA 
APIs that can be invoked independently of the ’sslvpnOnboardingExpress’ main class and which 
are contained in the same JAR file. They are used for downloading the inventory xml file from IP 
Office and for uploading a signed onboarding xml file to IP Office. 

Installation 

 

The tool is delivered as a zip file (SSLVPN_OnboardingExpress_SDK.zip).  It requires java 1.6 or 
newer to be installed on the PC. Unzip the file in a directory on the PC. The unzipped file will 
contain the following: 

- sslvpnOnboardingExpress.jar (java executable with 3 published APIs), 

- sslvpnOnboardingExpress.bat (DOS batch script for invoking the main “Express” JAVA tool),  

- get_inventory.bat (DOS batch script for downloading the get inventory JAVA tool),  

- send_onboarding.bat (DOS batch script for uploading the signed onboarding xml file JAVA 

tool),  

- SSLVPNOnboardingExpressDevelopersGuide.pdf (this document), 

- templates (directory containing xml template references and the “default_parameters.txt” 

file). 
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Important Installation Notes 

Before using the onboarding express JAVA tool and API it is mandatory to update two items. 

1. The AVG server IP address or FQDN. This can be done in the sslvpn_template.xml file by 
editing the <ServerAddress> tag or by editing the “default_parameters.txt” file to uncomment 
and update the VPN_SERVER line with the appropriate AVG server IP address or FQDN. 
For the “default_parameters.txt” file to be used by the tool or API it must be explicitly 
specified in the command line parameters when invoking the tool or API. 

2. The “sslvpn_template.xml” file must contain the proper AVG self-signed certificate or the CA 
that signed the AVG identity certificate. Replace the existing certificate enclosed in the 
<CertificateData> tag. The certificate is stored in PEM format. 

When the tool is invoked, the “sslvpn_template.xml” file name is fixed and cannot be changed. 

However, the content inside the xml file can be customized. If required to use more advanced xml 

template configuration components, consult or rename file “advanced_sslvpn_template.xml” to 

“sslvpn_template.xml” and edit appropriately. In most cases the advanced features are not going to 

be used. To better understand the relationship of the configuration components inside the xml files, 

please consult the SSL VPN Solutions Guide in reference. 

In order to complete the onboarding process, the “sslvpn_OUTPUT” folder should be shared with 

the Partner’s main office in order to collect and share all new offline onboarding that have been 

completed. This can be done as a “Cloud” drive for example or can be sent as an email. Each 

onboarding attempt will generate a zip file whether or not the onboarding was successful or failed 

(example 0000001234_1_ONBOARDED.zip or 0000001234_1_FAILED.zip). The zip filename is 

constructed with a “reference number”, a “sequence number” in case multiple attempts to onboard 

this system are performed and the onboarding status. The successful zip files are the ones that the 

main office will use to extract file 0000001234_1_sslvpn.properties in this example in order to 

create the SSL VPN service account credentials in the AVG local DB, Radius DB or LDAP DB and 

to perform SSL VPN tunnel IP address assignment. With this process of sharing onboarded zip files 

in the cloud, given that the creation of the SSL VPN credentials is done automatically by scripting, 

the IP Office Installer will be able to verify that SSL VPN client connectivity is functional in just a few 

minutes using the System Status Application (SSA) part of the IP Office Admin CD. 

The get_inventory.bat DOS script can be used right away without any customization of input files. 

This batch script invokes a wrapper JAVA class that is designed as a how-to example on how to 

invoke the “GetInventory” JAVA API. 

The send_onboarding.bat DOS script can be used right away without any customization of input 

files. This batch script invokes a wrapper JAVA class that is designed as a how-to example on how 

to invoke the “SendOnBoardingFile” JAVA API. Please note that in order to build a valid onboarding 

xml file one will need to get the inventory xml file from IP Office, execute the ’sslvpnOnboarding’  

tool or API available in a separate SDK and JAR file, then invoke this send_onboarding.bat script 

after. 
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Chapter 3:  Usage 

DOS Batch Script for Onboarding Express 

 

Place the SSLVPN_OnboardingExpress_SDK.zip file in a new folder and unzip.  Open a DOS 
command prompt window. Navigate to the directory that you have unzipped the 
SSLVPN_OnboardingExpress_SDK.zip contents.  Execute the tool by entering the name of the 
batch file with the desired parameters. 

Important: When updating values in the “default_parameters.txt” file do not leave spaces between 
the “=” and the value and do not leave spaces after the value. Spaces are not trimmed so be 
careful. 

sslvpnOnboardingExpress [-f <file>] [-nopause] 

 

       -f <file>: Specifies a TEXT file containing default startup parameters. 

                  'default_parameters.txt' is an example parameters file. 

                  This file supports the following parameters: 

                      IP_OFFICE       =<IP Office fqdn/IP address> 

                      ADMIN_ACCOUNT   =<Administrator account name> 

                      ADMIN_PASSWORD  =<Administrator account password> 

                      REF_NUM          =<Reference Number of the onboarding session.> 

                      VPN_SERVER       =<Avaya VPN Gateway Server Address.> 

                      VPN_NAME        =<Service Name - used to display info about the VPN service> 

                      VPN_ACCOUNT     =<AVG (Avaya VPN Gateway) Account name> 

                      VPN_PASSWORD    =<AVG Account password> 

                  Some or all of the above parameters may be specified in the file. 

                  Example of file contents: 

                      IP_OFFICE=192.168.137.29 

                      ADMIN_ACCOUNT=Administrator 

                      ADMIN_PASSWORD=Administrator 

                      REF_NUM=100 

                      VPN_SERVER=example_AVG_name.com 

                      VPN_Name=BP_Support 

                      VPN_ACCOUNT=SA1 

                      VPN_PASSWORD=sa1 

       -nopause : Do not pause; useful when combining this utility with other scripts. 
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Example 1:  (Note: A shortcut icon could be created instead of opening a DOS command window) 

sslvpnOnboardingExpress 

  

 In this example, the program will prompt for all of the required data. 

 

Example 2: (Note: A shortcut icon with parameters could be created instead of opening a DOS 
command window) 

 sslvpnOnboardingExpress –f  default_parameters.txt 

 

 Where ‘default_parameters.txt’ could contain the following data: 

 

# default_parameters.txt  

# 

HOST                  =192.168.137.29 

ADMIN_ACCOUNT         =Administrator 

ADMIN_PASSWORD        =Administrator 

VPN_NAME              =BPSupport 
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DOS Batch Script for Get Inventory 

 

Place the SSLVPN_OnboardingExpress_SDK.zip file in a new folder and unzip.  Open a DOS 
command prompt window. Navigate to the directory that you have unzipped the 
SSLVPN_OnboardingExpress_SDK.zip contents.  Execute the tool by entering the name of the 
batch file with the desired parameters. 

 

get_inventory.bat 

 

Usage:  <ip office address> <username> <password> <inventory file path> 

 

       <ip office>:      IP address or FQDN 

 

       <username>:       Administrator service user 

 

       <password>:       Administrator service user password 

 

       <inventory file>: Destination inventory xml file path 
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DOS Batch Script for Send OnBoarding File 

 

Place the SSLVPN_OnboardingExpress_SDK.zip file in a new folder and unzip.  Open a DOS 
command prompt window. Navigate to the directory that you have unzipped the 
SSLVPN_OnboardingExpress_SDK.zip contents.  Execute the tool by entering the name of the 
batch file with the desired parameters. 

 

send_onboarding.bat 

 

Usage:  <ip office address> <username> <password> <onboarding file path> 

 

       <ip office>:       IP address or FQDN 

 

       <username>:        Administrator service user 

 

       <password>:        Administrator service user password 

 

       <onboarding file>: Source onboarding xml file path 
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JAVA APIs 

 

The JAVA tool is implemented as a JAVA class with a public main static method that is used to 
initiate the onboarding express prompts (unless all prompts are pre-answered in the default 
parameter file) then to perform the offline onboarding process after that. The class is 
com.avaya.sslvpn.sslvpnOnboardingExpress. 

API: main 

This is the main function of the JAVA class. It is used to process command line parameters. In this 
case the main function can be called without parameters or with the ones described in the DOS 
batch script section. 

 

public static void main(String[] args)  

Code Snippet 

Please refer to the sslvpnOnboardingExpress.bat script as an example. 

API: GetInventory 

The following method is used to download and save the inventory xml file. 

 

public static boolean GetInventory(String ipOfficeAddress, String username, String password, String 
inventoryFile, String logFileName, StringBuilder message) 

 

Parameters: 

 

Field Name  Description  

String ipOfficeAddress The IP address or FQDN of IP Office. 

String username The service user which has permissions to make configuration 
read and write web service calls. This is normally service user 
“Administrator”. 

String password The password of the service user. 

String inventoryFile Specifies the path of where the downloaded inventory xml file 
should be saved. 
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String logFileName Optional. This parameter can be “null”. The provided string 
specifies the path of where the log file should be saved. 

StringBuilder message Optional. This parameter can be “null”. The provided 
“StringBuilder” object instance will be built with a useful string or 
set of strings containing relevant feedback information for the user 
invoking this API. 

 

Exceptions: 

 

No exceptions are returned. Instead a Boolean value is returned for success or failure.  

Optionally a log file can be recorded with progress information. Also optionally is a message string 
that can be built to generate a user readable success or failure reason message. 

Code Snippet 

A complete code example has been provided in the zip file and that is exactly what the 
get_inventory.bat script invokes. Please consult file GetInventoryHelloWorld.java. 

API: SendOnBoardingFile 

The following method is used to upload a signed onboarding xml file to IP Office. 

 

public static boolean SendOnBoardingFile(String ipOfficeAddress, String username, String 
password, String onboardingFileName, String logFileName, StringBuilder message) 

 

Parameters: 

 

Field Name  Description  

String ipOfficeAddress The IP address or FQDN of IP Office. 

String username The service user which has permissions to make configuration 
read and write web service calls. This is normally service user 
“Administrator”. 

String password The password of the service user. 

String 
onboardingFileName 

Specifies the path of where the signed onboarding xml file that will 
be uploaded to IP Office is located. 

String logFileName Optional. This parameter can be “null”. The provided string 
specifies the path of where the log file should be saved. 
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StringBuilder message Optional. This parameter can be “null”. The provided 
“StringBuilder” object instance will be built with a useful string or 
set of strings containing relevant feedback information for the user 
invoking this API. 

 

Exceptions: 

 

No exceptions are returned. Instead a Boolean value is returned for success or failure.  

Optionally a log file can be recorded with progress information. Also optionally is a message string 
that can be built to generate a user readable success or failure reason message. 

Code Snippet 

A complete code example has been provided in the zip file and that is exactly what the 
send_onboarding.bat script invokes. Please consult file OnboardingHelloWorld.java. 
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Chapter 4:  Appendix A: IP Office 
9.1.0.0 Release Notes 

This is the first release for the introduction of the SDK.  

 

To query the version of the JAVA tool simply invoke the DOS script.  

 

For example: 

C:\temp_onbexp>sslvpnOnboardingExpress.bat -h 

sslvpnOnboardingExpress - 9.1.0.0 build 89 
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Index 
No index entries found. 


