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Notice

While reasonable efforts hav e been made to ensure that the information in this document is complete and accurate at the time of printing, Avaya assumes no liability
for any errors. Avaya reserves the right to make changes and corrections to the information in this document without the obligation to notify any person or
organization of such changes.

Documentation disclaimer

“Documentation” means information published in varying media w hich may include product information, subscription or service descriptions, operating instructions
and performance specifications that are generally made available to users of products. Documentation does not include marketing materials. Avaya shall not be
responsible for any modifications, additions, or deletions to the original published version of Documentation unless such modifications, additions, or deletions were
performed by or on the express behalf of Avaya. End user agrees to indemnify and hold harmless Avaya, Avaya's agents, servants and employ ees against all
claims, law suits, demands and judgments arising out of, or in connection with, subsequent modifications, additions or deletions to this documentation, to the extent
made by End user.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked websites referenced within this site or Documentation provided by Avaya. Avaya is not
responsible for the accuracy of any information, statement or content provided on these sites and does not necessarily endorse the products, services, or information
described or offered within them. Avaya does not guarantee that these links will work all the ime and has no control over the av ailability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardw are and software. Please refer to y our agreement with Avaya to establish the terms of the limited warranty . In
addition, Avaya'’s standard warranty language as well as information regarding support for this product w hile under warranty is available to Avaya customers and
other parties through the Avaya Support w ebsite: https://support.av ay a.com/helpcenter/getGenericDetails ?detailld=C20091120112456651010 under the link “Warranty
& Product Lifecy cle” or such successor site as designated by Avaya. Please note that if the product(s) was purchased from an authorized Avaya channel partner
outside of the United States and Canada, the warranty is provided by said Avaya Channel Partner and not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that You acquire from either Avaya or an authorized Avaya Channel Partner (as applicable) and
which is described further in Hosted SAS or other service description documentation regarding the applicable hosted service. If You purchase a Hosted Service
subscription, the foregoing limited warranty may not apply but You may be entitled to support services in connection with the Hosted Service as described further in
your service description documents for the applicable Hosted Service. Contact Avaya or Avaya Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA CHANNEL PARTNER (AS
APPLICABLE), THE TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for Hosted Services” OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE
WHO ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END
USER”), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A COMPANY OR OTHER LEGAL ENTITY, YOU
REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU
DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU MUST NOT ACCESS OR USE THE HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR
USE THE HOSTED SERVICE.

Licenses

The Global Softw are License Terms (“Software License Terms”) are available on the following website https://ww w.avay a.com/en/legal-license-terms/ or any
successor site as designated by Avaya. These Software License Terms are applicable to any one who installs, dow nloads, and/or uses Softw are and/or
Documentation. By installing, dow nloading or using the Softw are, or authorizing others to do so, the end user agrees that the Softw are License Terms create a binding
contract between them and Avaya. In case the end user is accepting these Softw are License Terms on behalf of a company or other legal entity, the end user
represents that it has the authority to bind such entity to these Software License Terms.

Copyright

Except where expressly stated otherwise, no use should be made of materials on this site, the Documentation, Softw are, Hosted Service, or hardw are provided by
Avaya. All content on this site, the documentation, Hosted Service, and the product provided by Avaya including the selection, arrangement and design of the content
is owned either by Avaya or its licensors and is protected by copyright and other intellectual property laws including the sui generis rights relating to the protection of
databases. You may not modify, copy, reproduce, republish, upload, post, fransmit or distribute in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized reproduction, transmission, dissemination, storage, and/or use without the express written consent of
Avaya can be a criminal, as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine. Each product has its own ordering code and license ty pes. Unless otherwise stated, each
Instance of a product must be separately licensed and ordered. For example, if the end user customer or Avaya Channel Partner would like to install two Instances of
the same ty pe of products, then two products of that ty pe must be ordered.
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Third Party Components

The follow ing applies only if the H.264 (AVC) codec is distributed w ith the product. THIS PRODUCT IS LICENSED UNDER THE AV C PATENT
PORTFOLIO LICENSE FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO (i)
ENCODE VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROV IDER LICENSED TO PROVIDE AV C VIDEO.
NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP.//WWW.MPEGLA.COM.

Service Provider

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED THE H.264 CODEC OR
H.265 CODEC, THE AVAYA CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR
ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC) CODEC IS LICENSED UNDER THE AV C PATENT PORTFOLIO LICENSE
FOR THE PERSONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERATION TO: (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A CONSUMER
ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AV C VIDEO. NO LICENSE
IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY
BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Compliance with Law s

You acknow ledge and agree that it is Y our responsibility for complying w ith any applicable law s and regulations, including, but not limited to
law s and regulations related to call recording, data privacy, intellectual property, trade secret, fraud, and music performance rights, in the
country or territory w here the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications system by an unauthorized party (for example, a person w ho is not a
corporate employee, agent, subcontractor, or is not w orking on your company's behalf). Be aw are that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention
If You suspect that You are being victimized by Toll Fraud and Y ou need technical assistance or support, please contact your Avaya Sales
Representative.

Security Vulnerabilities

Information about Avaya’s security support policies can be found in the Security Policies and Support section of
https://support.avaya.convsecurity.

Suspected Avaya product security vulnerabilities are handled per the Avaya Product Security Support Flow
(https://support.avaya.com/css/P8/documents/100161515).

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this site, the Documentation, Hosted Service(s), and product(s) provided by
Avaya are the registered or unregistered Marks of Avaya, its affiliates, its licensors, its suppliers, or other third parties. Users are not
permitted to use such Marks w ithout prior w ritten consent from Avaya or such third party w hich may ow n the Mark. Nothing contained in this
site, the Documentation, Hosted Service(s) and product(s) should be construed as granting, by implication, estoppel, or otherw ise, any
license or right in and to the Marks w ithout the express w ritten permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya LLC.
All non-Avaya trademarks are the property of their respective ow ners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

Dow nloading Documentation
For the most current versions of Documentation, see the Avaya Support w ebsite: https://support.avaya.com, or such successor site as
designated by Avaya.

Contact Avaya Support

See the Avaya Support w ebsite: https://support.avaya.com for Product or Cloud Service notices and articles, or to report a problemw ith
your Avaya Product or Cloud Service. For a list of support telephone numbers and contact addresses, go to the Avaya Support w ebsite:
https://support.avaya.com (or such successor site as designated by Avaya), scroll to the bottom of the page, and select Contact Avaya
Support.
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Chapter 1.

one-X Portal for IP Office
Administration
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1. one-X Portal for IP Office Administration

In addition to normal operation by end user, the one-X Portal for IP Office web interface is also used for a number
of administration and maintenance functions. This documentation covers the use of those administration menus.

1.1 Log in
Access to the administration menus for one-X Portal for IP Office is via web browser in the same way as user
access but with 2admin=true added to the URL. Only one user can login as admin at a time.

e By default, the one-X Portal for IP Office server uses "referred authentication". That means that the portal
administration access rights are assigned to IP Office service users configured in the security settings of the IP
Office service running on the same server.

o If "referred authentication" is disabled on the IP Office, the portal uses its own local Administrator account for
access to the administration menus, and a local Superuser account for access to the AFA menus. The
passwords for these local accounts are stored by the portal service and are not part of the IP Office security

settings.

To log in:
1. In your web browser, enter the URL in the form of https://<server name>:<server
port>/onexportal-admin.html where:

e <server name> is the name or the IP address the one-X Portal for IP Office server.

e <server port> is the port number used by the one-X Portal for IP Office. This is 9443 for HTTPS
access.

e You can use http:// rather than https:// and 8080 as the port if unsecure access has been configured.
See Protocoll 3.

e Alternatively, from the normal user login menu, select Administrator Login.
2. Enter the one-X Portal for IP Office administrator name and password as configured during installation.

e If there is already a session connected as an administrator, the following confirmation message box
appears. To end the session of the logged in administrator and log in with your administrator credentials,
click Yes in the confirmation message.

Confirm

Administrator already kogged in. Click Yes to force
ogin or Mo to cancel your login request.

Yes | No

3. Click Login.

1.2 Log out

The Logout option at the top right of the one-X Portal for IP Office administration menus can be used to log out.

In addition to logging out manually, you will also be prompted after 10 minutes whether you want to remain logged
in. Failing to respond will cause you to be automatically logged out.

Automatic Logout upon Inactivity

Your session appears to have heen inactive for 10 minutes.

You will e automatically logged outin 30 seconds.

Activity is determined by transfers to & from the one-X FPortal Server.

Merely navigating the administration user interface is not deemed to be activity

Stop Automatic Logout & Continue |

Logout Immediately |
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Chapter 2.
Admin Menus
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2. Admin Menus

The one-X Portal for IP Office administration menu provides a range of options for monitoring and configuring the
one-X Portal for IP Office application.

Health

Dashboard[ Y

Shows a summary of the server status.

Component Status[Y

List the last status change of the server components.

IM/Presence server
status[ "

Shows the current status of the instant messaging server
component.

Resiliency [

Display the status of the servers in a resilient configuration.
(IP Office Server Edition only)

Key Recent Events[ 5

View the last 20 events on the server.

Active Sessions[ Y

Show how many sessions are cached by one-X Portal for IP
Office.

Environment[ "

Show a summary of the one-X Portal for IP Office server
PC.

Configuration

Providers[

View and edit the providers.

Users|2" View and edit user one-X Portal for IP Office settings.
csv( Export the user directory and system directory.

Branding[ 23"

Specify the text that is displayed on the one-X Portal for IP
Office pages after a user has logged in.

IM/Presence[ 2

Monitor the status of the IM/Presence server as a
Administrator.

Exchange service 257

Configure the Exchange server to obtain user presence
information.

SMTP Configuration|2zs)

Set the email details used for emailing conference
notifications.

Conference Dial-in[27"

Set the fixed text to include in scheduled conference
notifications.

Resiliency[ 2"

Used on an IP Office Application Server to set whether the
portal provides resiliency support. (IP Office Server Edition
Select only)

Host Domain Name/[ 3}

Set the URL used for access to portal services.

Conference Clean Up[3

Configure how long conference details are retained.

Central CTI Link/[s™

Configure whether the server automatically learns about
and supports other IP Office systems in a network.

Block Client Versions[ A

Configure specific versions and builds of clients that the
server will not support.

Security HTTP/HTTPS Protocol[ 3" Set whether the server uses HTTPS or HTTPS and HTTP.
TLS Settings[ N Configure the TLS support options.
ESNA Authentication[3" Sets the address of the ESNA server to use for
authenticating user login using an ESNA account.
Diagnostics Logging Configuration[ 3" Configure the level and method of logging supported.

Logging Viewer/[ 3"

Install and launch Chainsaw for log viewing.

Network Routes| 36"

Test the IP connection path to an IP address.

IP Office Connections[3/"

Test the IP connection path to an IP Office.

Database Integrity[s™

Test the structure of the database.

User Data Validation[3s"

Identify possible cause of user login failure or user data
corruption and reset the corrupt data.

Call/Conference
Scheduling /3"

Delete a scheduled conference.

View Conferences[ s\

Display the historic and future schedule conference details
for all users. Allows the deletion and modification of those
conferences.

Generate Memory Dump/[4oh

Create a diagnostic record of the server's current memory
usage.
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Admin Menus:

Generate Thread Dump[ 47 |Create a diagnostic record of the server's current
processor threads..

Directory Directory Force a system directory update by the server.
Integration Synchronization[s"

System Directory[ " View the one-X Portal for IP Office system directory.

LDAP Directory Search[s |View the external directory for which the one-X Portal for
IP Office server has been configured.

Gadgets External Gadgets List[ " The external gadgets that are in the system are listed.
Configuration

Import External ts[s0 | Import external gadgets.

Export External Gadgets[4h |Export external gadgets.

IM Archive Search Archive[ " Search for the IM conversations between the system
contacts.
Help & Support Help[ Y Access one-X Portal for IP Office help installed on the
server.
Avaya Support[ s Access the Avaya support web site for Avaya applications.
About[ 4" View information about the one-X Portal for IP Office
version.

It is important to understand that the one-X Portal for IP Office administrator menus operate as an off-line editor.
Within a particular menu, data is fetched (using a GET command) from the database, edited and then sent back to
the database (using a PUT command).

Within each menu, the clicking on the = ¥ icons can be used to show/hide a short description of the menus
function and content.

Administering Avaya one-X Portal for IP Office Page 11
IP Office Platform R12.0 15-601139 Issue 19c (Tuesday, November 26, 2024)

Comments on this document? infodev@avaya.com



2.1 Health

This section allows you to view the status of the various components of the server.

2.1.1 Dashboard

The Dashboard menu provides a summary of the server status.

I%Alﬁlea(‘Portal for IP Office

Health W Dashboard

Dashboard

Component Status

LM/Presence Server Status IP Office/Expansions Health

Welcome Administrator | Help | Logout | version: 11.0.4.0.0

Key Recent Events
Active Sessions

BCIE Bass IP Office/Expansions Status Component Status Memory Status Environment
Environment

Il Available:100% (1)

Starting:0% (0)
; B Faied:0% (0) ‘ JVM Max Memory 88875 MB
‘ — JVIM Allocated Memory 358.11 MB
26%
Configuration User Detalls IM/Presence Server
Security
Diagnostics User Details System Directory | | |M/Presence Server (LtPresence
Directory Integration | Logged In Users Total Users XMPP Domain Name Status
gets Confgurat 0 20 rapramsert _ Avalabe

IM Archive Active Client Sessions
Web Conferences | Active Sessions
Help & Support

Note:
« Dashboard content will be updated automatically after every 40 seconds.

o IP Office/Expansion Status
This section summaries the status of the connections from the portal server to the IP Office systems that it is
supporting.

e Health
This section summaries the servers memory usage.

e User Details
This section summaries the number of configured and logged in users. It also shows the humber of active
sessions which includes users of Avaya Communicator for Web, Outlook plug-in, one-X Portal for IP Office.

e IM/Presence Server
This section summaries the status of XMPP component of the server.
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Admin Menus: Health

2.1.2 Component Status

The Component Status menu shows the last recorded status changes of each of the major components of the
one-X Portal for IP Office application.

Health

Dashboard
Component Status

For UCM servers, there should be a CSTA Provider Master plus 1 CSTA Provider for each IP Office system
being supported. This also applies for Linux systems supporting a IP Office Server Edition network but not
using centralized CTI link[3" mode.

For a service in a IP Office Server Edition Network and using centralized CTI link mode, there should be only
one DSML provider to the primary IP Office system. There should also be one CSTA provider to the primary
IP Office system unless using portal resilience in which case there should also be a CSTA provider to the
secondary IP Office system.

There should be one DSML LDAP provider if LDAP is being used.

W Component Status

P Description: Health of key one-X Portal for IP O ffice components

IP Address Component Name Status
Filter |All Al =] =] |Apply | Reset
Component Name Status Reported At Additional Info.

29 Jun 2017 09:10:01

29 Jun 2017 09:10:48 TotalCountSuccess:Failed:1:169.254.0.1:

2 Jun 2017 11117 Global resynchronization completed for IP Off ..
29 Jun 2017 09:18:42 Master Available

289 Jun 2017 09:18:42 Provider Ok

2 Jun2017 10:458:34 Provider Up

DSML-Provider-1-ldap:Mdap-server-ip-address...
DSML-Provider-1-Master
DSML-Provider-1-169.254.0.1
CSTA-Pravider-1-Master
CSTA-Provider-1-169.254.0.1
WVOICEMAIL-Provider-169.254.0.2

I4 4 page |1 of1 # Pkl Displaying 1to 8 of 6| Refresh

To view the component status:

1.

2
3.
4

Select Health and then Component Status.
Click Get All to retrieve the status records from the one-X Portal for IP Office database.
Use the page controls to browse through the records.

The Delete option deletes the status record, it does not affect the component. The check boxes and
Delete Selected can be used to delete multiple records.

2.1.3 IM/Presence Server Status

This menu shows the current status of the instant messaging server used as a component service by the one-X
Portal for IP Office. For various maintenance processes relating to IM and presence, see Instant Messaging[e™.

Health P Component Status

Dashboard W IW/Prezence server status

Component Status

|M/Presences server sta Component Name Status Reported At

Koy Recent Events IMPresence Server EEEEE 20 F:b 2017 09:16

Active Sessions

Active Sessions Refresh

Environment
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2.1.4 Resiliency

This menu is shown on IP Office Server Edition Select network portal servers. It shows the current status of the
portal and IP Office services on the primary and secondary servers when using IP_Office Server Edition
resilience[1a".

Health P Dashboard
Dashboard P Component Status
" [
Eofnpanent Sihis P IMiPresence Server Status
IMPresence Server Status
Resiliency ¥ Resiliency

Key Recent Events il t FQDN/IP Add
Active Sessions ey,

Environment Primary one-X Portal storm1
Secondary ene-X Portal 192.168.0.182 Mot Started / Reachable
Primary |IP Office Connection 182 168.0.180
Secondary |P Office Connection 192.168.0.182

Status

Primary DE State
Secondary DS State - Mot Started / Reachable

Configuration

SR Refresh

For example, the screenshot above shows a system where the primary and secondary IP Office servers are running
and the primary portal server is running but the secondary portal service has not been started. When the portal
service is started, the status of the secondary portal will change to Started and the Secondary DB to Started
Passive.

The terms used in the status display have the following meanings. The terms may be combined:

e Started
The service is running.

¢ Stopped or Not Started
The service is not running.

e Connected
This portal server has a connection to the service.

e Reachable
The server hosting the service was detected but there is no connection as the service on that server has not

started.

e Active
The service is currently being used to support portal users.

o Passive
The service is running but is not currently being used to support portal users.
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Admin Menus: Health

2.1.5 Key Recent Events

The Key Recent Events menu displays the last 20 events recorded by the one-X Portal for IP Office application.
These can be actions performed by the one-X Portal for IP Office service and also administration actions such as
administrator log in/log out, administrator password changes, provider changes, and configuration restorations.

The list also includes failed user login attempts if more than 10 failures occur in a 5 minute period. Failed login
attempts are based on the user name.

Health P Dashboard

Dashboard P Component Status
Component Status
IM/Presence Server Status

P IMiPresence Server Status

Key Recent Events W Key Recent Events
Active Sessions What Happened? Significance Reported At Additional Info.
Environment Extniooz (SR Jan 17, 2019 12:02:13PM  Repeated login failures

Administrator Low Jan 17, 2019 11:56:40 AM Administrator logaged in
Extn100% ISR a0 7 2019 11:56:19 AM Repeated login failures
Administrator Law Jan 17, 2019 11:54:22 AM Administrator logged in
Administrator Law Jan 17, 2019 11:49:35 AM Administrator logged in

Configuration I4 4 page |5 of20 » Ml Displaying 21 to 25 of 99 | Refresh

To view key recent events:

1. Select Health and then Key Recent Events. Click Refresh.
2. Click Get All to retrieve the event records from the one-X Portal for IP Office database.
3. Use the page controls to browse through the records.
4. The Delete option deletes the status record, it does not affect the component. The check boxes and Delete
Selected can be used to delete multiple records.
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2.1.6 Active Sessions

The Active Session menu displays the number of Avaya internal client, 3rd party client application sessions
connected to the one-X Portal for IP Office server.

3rd Party CTI displays number of internal/external 3rd Party CTI users logged into one-X Portal for IP Office.

Health P Dashboard

Dashboard Component Status
Component Status > ponent Status
IlPresence Server Status P IMiPresence Server Status
Key Recent Events -

A_'iw jon P Key Recent Events
Environment

¥ Active Sessions

P Description: one-X Portal for IP Office tilization

User Application
6 2
Extension Application Application Version Login Time IP Address Is Active
1000 Avaya IP Office Plug-In 10.1.0.3.8 Jan 17, 2019 2:32:01 PM 148.147.100.14 Yes
1001 Avaya IP Office Plug-In 10.1.0.3.8 Jan 17,2019 2:39:14 PM 148.147.100.12 Yes
1002 Avaya IP Office Plug-In 10.1.0.3.8 Jan 17, 2019 2:41:28 PM 148.147.206 105  Yes
I4 4 page|3 ofr3 P Pl Displaying 1110 13 of 13
Refresh

To view the active sessions:

1.
2.

Select Health and then Active Sessions.

To update the details, click Refresh.

2.1.7 Environment

The Environment menu display information about the one-X Portal for IP Office server PC. The information

available varies depending on the type of portal server.

Health
Dashboard
Component Status

IM/Presence server
Key Recent Events

Active Sessions

sta

P Component Status

P IMiPresence server status
P Key Recent Events

P Active Sessions

W Environment

Environment
P Description: Server Information

Server Details

Version: 10.1.0.0.0 build 223

Build Date May 15 2017

Operating System (QS) Linuzx

03 Version 3.11.4-1 appscard.el5.i686
IP Addresses [169.254.0.2, 192.168.0.201]
JYM Vendor/JVM Version Oracle Corporation/1.7.0_75-mockbuild_2016_01_20_23_10-b00
JYM Architecture 386

Resources Details

Hard Disk Free 17.54GB

JYM Max. Memory T73.38MB

JVM Allocated Memaory 424 T3MB

JYM Free Memaory 127.48MB

Ij Refresh ]

To view the environment details:
1. Select Health and then Environment.

2. Click on Refresh.
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Admin Menus: Health

2.2 Configuration

This section allows you to view and check various configuration options.

2.2.1 Providers

This menu shows the service providers configured on the one-X Portal for IP Office server. The Providers menu
allows editing of which IP Offices and LDAP servers are assigned to the providers.

Heailth W Providers

Configuration
Providers

u
Csv

Branding

P Description: Configure providers of services to applications

Provider Name | Telephony (CSTA) ¥ || Add

IM/Presence
Exchange service 127.001
SMTP Configuration

IP Address

Conference Dialin 192.168.45.1

Host Domain Name

User Name

EnhTcpaService / b4

EnhTcpaService / b4

Conference Clean Up I4 4 Page 1 of 1 b Pl Displaying 1to 2 of 2 | Refresh

Central CTI Link
Mote:

* A one-X Portal for IP Office restart is required following any changes

‘When you add or remove a Telephony (CSTA) provider, the comespending Directory (IP Office) provider will subseguently be added or deleted (with default values set).
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2.2.1.1 Telephony (CSTA) Provider

The settings below are shown for a Telephony (CSTA) provider. These should only be changed if you are
experienced with the installation and operation of one-X Portal for IP Office.

Heailth W Providers

P Description: Configure providers of services to applications

Users Provider Name | Telephony (CSTA) ¥ || Add
Csv

Eranding
% IP Address User Name
IM/Presence

Exchange service 127.0.0.1
SMTP Configuration
Conference Dial-in 192.168.45.1 EnhTcpaService / x
Host Domain Name

Conference Clean Up 14 4 Page|1 |oft b Pl Displaying 1to2of 2| Refresh
Central CTI Link

EnhTcpaService / b4

Mote:

» A one-X Portal for IP Office restart is required following any changes
* When you add or remove a Telephony (CSTA) provider, the comespending Directory (IP Office) provider will subseguently be added or deleted (with default values set)

To add a new CSTA provider, click on Add. The provider settings are displayed. Note that adding a new CSTA
provider also automatically adds a new DMSL provider to the same address. Adding a new provider would only be
necessary in a network not using centralized configuration[ sM.

To edit an existing CSTA provider, click on the , edit icon next to the existing entry. The provider settings are
displayed.

CSTA Provider Settings

Any changes to provider settings requires you to restart the portal service[ 48"

Edit Telephony (CSTA)

This contral enables you to add & delete the |P Office
Unit{s) mapped to a provider

IP Address 192.1638.451
User Mame EnhTcpaService
Password T

Save | | Clear

e IP Address
The IP address of the IP Office system.

¢ User Name

The name of the TCPA service user configured in the security settings of the IP Office system. The default
user is EnhTcpaService.

o Password
The password set for the TCPA service user.

o Warning: Placing the cursor focus on the password field removes the existing password.
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Admin Menus: Configuration

2.2.1.2 Directory (IP Office) Provider

The settings below are shown for a Directory (IP-Office) provider. These should only be changed if you are
experienced with the installation and operation of one-X Portal for IP Office.

Heailth W Providers
c - n P Description: Configure providers of services to applications
Providers

Users Provider Name | Directory (IP-Office) v

CsY

Branding
IM/Presence
Exchange service

Secure
Connection
127.0.01 EnhTcpaService 443 300 /

IP Address User Name Port number Timeout

SMTP Configuration
Conference Dial-in
Host Domain Name
Confsrence Clsan Up I4 4 Page |1 of 1 F Ml Displaying 1 to 2 of 2 | Refres
Central CTI Link ; pleying h
Note:
= Aone-X Portal for IP Office restart is required following any changes

192.168.45.1 EnhTcpaService 443 300 /

‘When you add or remove a Telephony (CSTA) provider, the corresponding Directory (IP Office) provider will subsequently be added or deleted (with default values set).

To add a new Directory provider, user the options for adding a CSTA provider[18". To edit an existing provider, click
on the , edit icon next to the existing entry.

Directory Provider Settings

Any changes to provider settings requires you to restart the portal service[s".
Edit Directory (IP-Office)
This contral enables you to add & delete the |P Office
Unit{s) mapped to a provider

Note:
¢ Timeout value should be numeric and must be
between 30 to 600

IP Address 127.0.0.1
User Name EnhTcpaService
Password sasnsnsnans
Port number 443
Timeout 300
Secure Connection i
Save | | Clear

o IP Address
The IP address of the IP Office system.
e User Name

The name of the TCPA service user configured in the security settings of the IP Office system. The default
user is EnhTcpaService.

e Password
The password set for the TCPA service user.

o Warning: Placing the cursor focus on the password field removes the existing password.

e Port number
The port number on which the IP Office system accepts connections.

¢ Timeout
The timeout value between 30 to 600 seconds.

e Secure Connection
Set to connect with the telephone system directory service.
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2.2.1.3 DSML (LDAP) Provider
The settings below are shown for a Directory (DSML LDAP) provider.

Health
Configuration
Providers

Users

W Providers

Csv

Provider Name | Directory (LDAF) r

P Description: Configure providers of services to applications

SMTP Configuration

LDAP Server URL

Idap://ldap-server-ip-address: 389

User

globalyour-usemame

Base DN

OU=myregion, OU=mybusinessunit DC=mysubdemain, DC=mydomain, DC=com I

Conference Diakin Befesh
Host Domain Name

Conference Clean Up
Mantral ©TH inl

Mote:

To edit the provider, click on the , edit icon.

* Aone-X Portal for IP Office restart is required following any changes

o Warning: Placing the cursor focus on the password field removes the existing password.

LDAP Provider Settings

Any changes to provider settings requires you to restart the portal service[ 8.

Edit Directory (LDAP)

This contral enables you to add & delete the LDAP
Server(s) mapped to a provider.

LDAP Server URL
User

Password

Base DN

Idap://ldap-server-ip-addres

glebalyour-username

OU=myregion, OU=mybusine
ssunit, DC=mysubdomain,DC
=mydomain DC=com

LOAP Field Mappings

Personal email

Other email

Name givenName

Last name sn

Work phone telephoneMumber
Home phone homePhone

Other phone cel

Wark email mail

personaliail

otheriail

Save | | Clear
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Admin Menus: Configuration

2.2.1.4 Voicemail Provider

The settings below are shown for a VoiceMailServer provider.

Health W Providers
LT P Description: Configurs providers of services to applications
Providers

Users Provider Name | VaiceMailServer (VIMPro) ¥ || Add
Eranding
IM/Presence
Exchange service 127.0.01 f X
SMTP Configuraticn
Conference Dial-in 4 4 page |1 of 1 # Pl Displaying 1tz 1 of 1 | Refresh
Host Domain Name

Conference Clean Up Note:

Central CTI Link » Aone-X Portal for IP Office restart is required following any changes

IP Address

To edit the provider, click on the , edit icon.

Any changes to provider settings requires you to restart the portal service[ 8.
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2.2.2 Users

You can view the users of IP Office in the Users menu. It lists all IP Office users, not just those enabled for one-X
Portal for IP Office operation. Note that during normal operation the portal server only resynchronizes its list of
known users with the telephone system every 5 minutes.

You can edit some of the user settings stored in the one-X Portal for IP Office, see Editing User Settings[e™. You
can not edit user settings stored in the IP Office.

Health

Configuration

Providers

Users

Csv

Branding
IM/Presence
Exchange service
SMTP Configuraticn
Conference Diakin
Resilisncy

Hest Domain Mame

Central CTI Link

Security
Diagnostics

IM Archive
Web Conferences
Help & Support

To view users:
Click Configuration and select Users.

1.
2.
3.

Click Get All.

Conference Clean Up

Block Client ‘ersions

Directory Integration
Gadgets Configurati

P Providers
W Users
P Configure supplementary applic ation settings for users
Create Get All Put Selectec Delete Selectec
StsLt”S:I 10 Records from 33 have been fetched.
D Mame Role
[t |Administrator ADMINISTRATOR
3 |c: sta_provider user APPLICATION
| B | dsml_ipo_provider_user APPLICATION
|5 IcIsmI_Idap_pro-f'ider_user APPLICATION
[41 |Extn601 USER
[47  |Extn602 USER
[48  |Extn603 USER
[s53  |Extn604 USER
[42  [Exin60s USER
[45  |Extn606 USER

Bulk Edit | Page 1

Edit
Edit
Edit
Edit

Edit

L

Clear Sessions

Edit

Clear Sessions

Edit

Clear Sessions

Edit

Clear Sessions

Edit

Clear Sessions

Edit

Clear Sessions

The Clear Sessions button next to each user can be used to disconnect any currently connected clients
that user has running.

Administering Avaya one-X Portal for IP Office
IP Office Platform R12.0

Comments on this document? infodev@avaya.com

Page 22

15-601139 Issue 19c (Tuesday, November 26, 2024)



Admin Menus: Configuration

2.2.3CSV

This menu allows you to export the user information and system directories being used by the one-X Portal for IP
Office server to .csv format files. The files are exported to the /bin sub-folder of the application directory (by
default C:\Program Files (x86)\Avaya\onexportal\Tomcat\Server\\bin). Any existing file is overwritten.

Health
Configuration
Providers

Users

C3v

Branding
IMPresence
Exchange service

SMTP Configuraticn

Conference Dial-in

Host Domain Name
Conference Clean Up

Central ETI Link

P Providers
P Uzers
¥ oosy

A cortrol for exporting the user list and directory as s CEVfile.

CEWimport iz not supported.

The exported filenames are hardooded as exportUser caw & export Directory Entry csw
These get written to the underlying Tomcatiin folder.

Export Configuration

> Branding
P IMiPresence Server

P IMiPresence Exchange Service

and then CSV.

Two files are created in the folder the /bin sub-folder of the application directory. By default, a path similar

to /opt/Avaya/oneXportal/10.1.0_136//apache-tomcat/bin.

To export:
1. Select Configuration
2. Click Export Configuration.
3.
e exportUser.csv
e exportDirectoryEntry.csv
2.2.4 Branding

This menu allows you to specify some text that is then displayed on the one-X Portal for IP Office pages after a

user has logged in.

Health
Configuration
Providers

Lsers

CsV

Eranding
IM/Presence
Exchange service
SMTP Configuration

P> Providers
P Users

P Csv

W Branding

A control for configure Branding Mame so that it will shown at one-X Portal user login page.
Maximum 40 characters allowed for Branding Mame.

Branding Mame | MyBranding

Conference Dialin
Host Domain Name

Save | | Refresh

The text is displayed in the one-X Portal for IP Office title bar as shown below.

@

& Office | MyBranding

fed  Ralie0t) | Availablev | Help | Logout | Version11.1.0.0 build 314 | AVAyA

&> Portal for IP Office
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2.2.5 IM/Presence

The portal includes a component that acts as its instant messaging/presence server. The IM/presence server can be
separately configured. See Instant Messaging/Presence[e".

Configuration P Users
Providers P csv
Users P Eranding
csv
Branding W IM/Presence Server
IM/Presence i Server to Server Federation 3
Exchange service - r
SMTF Confiquration JEEEE O] CE
Conference Dial-in Anyone can connect v
Host Domain Name Part number |5269
Conference Clean Up
Central CTi Link Idle timeout |3600
Security MyBuddy user name Ilﬂ'_.-'l_‘.l_ldd'_.-'
Diagnostics XMPP Domain Name Iser\terl.urimar',.r
Direciory Integration

: Days to archive IMs IED
Gadgels Configuration
IM Archive Save | | Clear | Refresh

To configure the IM/Presence server:
1. Click Configuration and select IM/Presence Server.

2. Select the required server settings:

Server to Server Federation
If selected, the portal's presence server is able to exchange presence information with other presence

Servers.

Disconnect on Idle
If selected, server to server connections are disconnected if idle for the Idle timeout period.

Anyone can connect
Allow anyone to connect to IM/presence services.

Port number
This is fixed as 5269.

Idle timeout
This is the timeout in seconds used for Disconnect on Idle if selected.

MyBuddy user name
This field is fixed as mybuddy. The value my be needed when integrating presence details with other
IM/presence services.

XMPP Domain Name
This sets the DNS domain name used for IM/presence functions:

e The XMPP domain name should be a domain name that the DNS can resolve. You can set the XMPP
domain name at any point in time. The domain name must be reachable from the internet if you wish
to use presence outside of your LAN.

¢ Avaya recommends that you use a split DNS so that the server name outside of your LAN is resolved
into the public IP address of the NAT or firewall whilst inside your network it is resolved into the
private IP address of the server on the LAN.

e If you cannot set a resolvable DNS domain name, you can use the IP address of the one-X Portal for
IP Office server for internal only IM/presence. In this case the one-X Portal for IP Office cannot
federate with remote servers.

e You must use the server's Web Control menus to configure their network settings so that the auto-
configuration email link uses the FQDN instead of the IP address of the server. In Web Control,
navigate to Settings > System > Host Name to change the network settings. If you change the
domain name any other way, the email links might not work properly.

Days to archive IMs

This field sets how long the server should retain messages in the IM archive before deleting those
messages. The default setting is 182 days (6 months). If necessary, you can disable IM archiving[73"
using the XMPP admin console. The IM/Presence server must be available (see IM/Presence Server
Status[ 1) to change this setting.

3. Click Save.
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Admin Menus: Configuration

2.2.6 Exchange Service
one-X Portal for IP Office can be configured with the Exchange server to the presence information of the users.

Health P Providers

Configuration P Users

Providers b csv

Users .

ey P> Branding

Eranding P> M/Presence Server

IMiPresence ¥ IW/Presence Exchange Service

Exchangs service

SMTP Configuration Exchange service account name IAvayaAdmin
Conference Dial-in

Host Domain Name Exchange service account password I [TITTTTY]

Conference Clean Up .
Central CT Link Exchange service Host I

Exchange Port number ISESQ

Exchange service proxy host I

Exchange proxy port I

Test Email Address (e.g. usen@example. com) I

Validate | | Save | Clear | Refresh
Note:
® Test email address is reguired for MS Exchange 2013 for validation purpose only.

® | is not possible to execute the batch file by placing it on the deskiop. Pleaze make sure that the batch file is not stered on the deskiop.
® Save the file on any local drives, for example C drive. To download the file, right click on the link below and select "Save Link As..".

Download Powershell script

To configure Exchange services:
1. Click Configuration, in the left navigation pane.

2. Click Exchange service.

a. Type AvayaAdmin in the Exchange service account name. Ensure that this name is the same as
the AvayaAdmin account that you created on the exchange server.

b. Type the password that was set for the AvayaAdmin in Exchange service account password.
c. Type the IP address of the exchange service host in Exchange service Host.
d. Type the port number of the exchange service in Exchange Port nhumber.

e. Type the domain name of the proxy server that is used to connect to the exchange server in
Exchange service proxy host.

f. Type the port number of the proxy server for exchange service in Exchange proxy port.
g. Set a Test Email Address using a valid email address.

3. Click on Validate Exchange Service Configuration to view whether the provided exchange details are
valid.

4. Click Save.

Administering Avaya one-X Portal for IP Office Page 25
IP Office Platform R12.0 15-601139 Issue 19c (Tuesday, November 26, 2024)

Comments on this document? infodev@avaya.com



2.2.7 SMTP Configuration

The conference invites to participant can use both instant messaging and email. For email, the conference email
settings must be configured as below. The email address used for each individual participant is set in the telephone
system configuration.

Health
Configuration

Providers
Lsers

Ccsv

Eranding
IM/Presence
Exchange service
SMTP Configuraticn
Conference Dial-in
Host Domain Name
Conference Clean Up

Central CTI Link

P> Providers

P Users

b Csv

P Branding

P M/Presence Server

P> IM/Presence Exchange Service
P Conference Diakin Information
W SMTP Configuration

Following SMTP configuration will be used to send emails for conference scheduling feature

Server Address I

Port number I 25

Email Fram Address

Use STARTTLS
Server Reguires Authentication

User Name

—— a0

Password

Save | | Clear || Refresh

Note:
® *Nefault SMTP Port is 25

To set the conference notification fixed text:
1. Select Configuration and then SMTP Configuration.

2. Set the SMTP email details that the server should use:

Server Address

The IP address of the customer's SMTP server.

e Port Number

The SMTP listening port of the server. The default is 25.

e Email From Address
This is the address that will be used by the server. Some email servers will only relay messages from
recognized or addresses in the same domain.

e Use STARTTLS
Select this field to enable TLS/SSL encryption. Encryption allows voicemail-to-email integration with

hosted email providers that only permit SMTP over more secure transport.

e Server Requires Authentication

If the server requires a user account to receive and send emails, enter the details of an account

configured on that server for use by the IP Office.

e User Name

The account name to use if Server Requires Authentication is selected.

¢ Password

The account password to use if Server Requires Authentication is selected.

3. Click Save.
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Admin Menus: Configuration

2.2.8 Conference Dial-In

When a user schedules a conference, the server sends the invited participants a conference notification using email
and instant messaging. That notification includes the details of the conference set by the user (bridge number,
participant code). It can also include the fixed text set through the Conference Dial-in menu.

Health
Configuration
Providers

SErs

CsV

=

Eranding
IM/Presence
Exchange service
SMTP Configuraticn
Conference Dial-in
Host Domain Name
Conference Clean Up

Central CTI Link

P Providers

P Users

P csv

P Branding

P M/Presence Server

P IM/Presence Exchange Service
W Conference Diakin Information
The following audio conference dial-in information will be displayed to the web conference paricipants:

Dial-in

To access conferences, dial 01555 220637 if
external or 637 ifinternal and follow the prompts.

Save | | Clear

Note:

Example

Audio Access Numbers:

® JAudio Bridge: <=

® Participation Code: <=

® Web Collabration URL: hitps:/fabc org:portfmeeting

To set the conference notification fixed text:
1. Select Configuration and then Conference Dial-in.

2. Enter the fixed text that should be included in all conference notifications.

3. Click Save.
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2.2.9 Resiliency

This menu is available on portal servers supporting a IP Office Server Edition Select network. It provides additional
settings for the portal server for it to take part in portal server resiliency. See Resiliency[ss.

e On existing non-IP Office Server Edition Select mode systems that have then been switched to IP Office
Server Edition Select mode, it may be necessary to restart the portal services for resiliency settings to
become available. Similarly it may be necessary to restart the portal services after first configuring
portal resiliency in the IP Office system configuration.

Primary Server Settings
The settings shown on the primary server are:

Health P Providers
Configuration P Users
Providers P csv
Users > Branding
csY
Branding P IM/Presence Server
IMiPresence P IM/Presence Exchange Service
Exchange senvice .
SMTF Confiauration P SMTP Configuration
Conference Dial-in P> Conference Diakin Information
Resiliency ¥ Resiliency
Host Domain Name
Conference Clean Up Failover and Failback Controls
Central CTI Link
i - | | Failover Now
Security Failover | Enabled |
Diagnostics Failover Detecion Time .3 _mins
Directory Integration Failback Automatic |
Configuration 5 ci Refrest Def
Gadgets =
IM Archive

e Failover
Select whether the server should support failover. If enabled, the domain name of the secondary portal
server should be set in the Host Domain Name[ 30" form.

e Failover Now
This control can be used to manually initiate the failover process.

e Failover Detection Time
Sets the time in minutes before failover occurs when potential issues are detected. The default (3 minutes)
stops failover being initiated by normal maintenance restarts of services.

e Failback
Sets whether the failback process should be initiated automatically when possible. If set to manual, then a
restart of the portal services is required to complete failback.
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Application Server Settings

The settings also appear on an application server. When that server is being used in a IP Office Server Edition
Select network, it can act the portal server for the primary or secondary server, replacing the embedded portal
service on that server.

Health
Configuration

Providers
Users

Branding
IMiPresence
Exchange service
SMTP Configuraticn
Conference Digkin
Eesilisncy

Security

Diagnostics

Directory Integration
Gadgets Configuration
IM Archive

Web Conferences

Help & Support

P Providers
P Users
p Ccsv
P EBranding
P IMiPresence Server
P IM/Presence Exchange Service
P SMTP Configuration
P Conference Diakin Information
W Resiliency
Resiliency Configuration
#| Enable Resiliency
This one-X Portal 5] Sacondary v

Primary one-X Portal apps
Primary |P Office
Secondary one-X Portal

Secondary |IP Office

IP Address

Note:

« (Changes to Resiliency configuration require restarting both the Primary and Secondary Standalone Resilient one-X Portal servers.

Save || Clear || Refresh

« Enable Resiliency

If selected, enables portal resiliency and displays the additional fields required to define the addresses of the
other servers in the resiliency setup and the role of the servers. If resiliency is not enabled, then the portal
service on secondary server is automatically stopped and cannot be manually restarted.

e This one-X Portal:

Define the role of this server.

e Primary
Select if this server

e Secondary

is intended to act as the primary portal server.

Select if this server is intended to act as the backup/fallback portal server if the primary portal is not

available.

e FQDN/IP Address

Use this table to enter the fully qualified domain names or IP addresses of the all the portals and IP Office

servers in the resiliency set.
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2.2.10 Host Domain Name

The Configuration | Host Domain Name menu is used to set the domain name used for access to the portal
services and between portal servers. The number of domain names required depends on the type of portal server.

Note that changing the domain names requires the portal service to be restarted for the changes to take effect.

Health
Configuration

Eroviders

Users

Eranding
IM/Presence
Exchange service

SMTP Configuraticn
Conference Dial-in
Host Domain Name
Conference Clean Up
Central CTI Link

Security

Diagnostics

Directory Integration
Gadgets Configuration
IM Archive

P Providers

P Users

P Csv

P Branding

P IM/Presence Server

P IM/Presence Exchange Service
P SMTP Configuration

P Conference Dial-in Information

W Host Domain Name

Primary Host Domain Mame
Secondary Host Domain Mame

Web Collaboration Domain Mame

primary.example.cam
secondary.example.com

webconf.example.com

Mote:

s Web Collaboration Domain Mame will be used to generate Conference Web Collaboration URL.

Save | | Clear | | Refresh

Changes to Domain Mame configuration require cne-X Portal server restart.

e The web collaboration URL is used as the default for conference invitations when scheduling a conference. The
web collaboration service is not supported with R12.0 and higher.

2.2.11 Conference Clean Up

This menu allows the configuration of how many days conference details are retained by the server.

Health
Configuration

Providers
Users

CsV
Branding
IM/Presence

Exchange service

P Providers

P Users

P CSv

P Branding

P IMiPresence Server

P IM/Presence Exchange Service

P Conference Diakin Information

SMTP Configuration
Conference Dial-in
Haost Domain Name

Conference Clean Up

P SMTP Configuration

W Conference Clean Up

Central CTI Link

15

Enter number of days after the conferences are cleaned up:

Save || Clear
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2.2.12 Central CTI Link

IP Office Server Edition portal servers can use centralized CTI mode. In this mode, the portal service only needs to
be linked to one Linux-based IP Office system in order to provide services to all the IP Office systems in the
network. This includes an IP Office Application Server being used with IP Office Server Edition.

e This option is not available for UCM-based severs and for an IP Office Application Server supporting an IP500
V2 system.

In centralized CTI link mode, the portal service automatically provides call services to all IP Office systems in the
network. It obtains system directory entries from all systems and automatically about systems added to or

removed from the network. Additionally, the portal automatically obtains information about the central voicemail
server.

P Providers
P Users
C3Y
P EBranding
P M/Presence Server

P IMiPresence Exchange Service

rvice
SMTP Configuratio
SMTP Configuration P SMTP Configuration
Conference Diakin P Conference Dialin Information
Host Domain Name

. P> Host Domain Name
Conference Clean Up

Central CTI Link P Conference Clean Up

'W Central CTI Link Configuraticn
Security

Cel i L4
Diagnostics Central CTI Link

Directory Integration Save
e Central CTI Link

This setting is used to enabled or disable centralized CTI mode. Note that the one-X Portal for IP Office
service must be restarted if the setting is changed.

o If enabled:
When this setting is enabled, the portal service uses centralized CTI mode. This means:

e The portal connects with only one IP Office system. CSTA and DSML providers are created only for
that system. However, the connections to that system are used to learn about and provide services
for all other IP Office systems in the network.

e The link to the IP Office system is also used to discover the voicemail server settings and
automatically create the necessary provider.

« If IP Office Server Edition resilience[ss" is also enabled, then CSTA providers are created for both
the primary and secondary IP Office systems.

e Each individual IP Office system known to the portal server is still shown in the Component
Status[ 3% menu.

e The portal obtains IP Office server information and system directories from the primary IP Office
system.

e Personal directory records are still obtained from each user's host IP Office system.

o If disabled:
When this setting is not enabled:

e CSTA and DSML providers must be manually configured for each IP Office system in the network.
This is done during installation and/or through the Providers[ 1™ menus. However, the voicemail
provider is provisioned automatically based on information from the connected IP Office system.

e This is the default setting for system upgraded to IP Office Release 10.

Auto Provisioning

Systems upgraded from Release 9.1, display their original Auto Provisioning setting and use that instead of
Central CTI Link. If Auto Provisioning is enabled, the initial CSTA provider connected is used to automatically
create additional providers and maintain CSTA and DSML providers for all other systems in the network. In Release
10.0, the voicemail provider is also automatically configured using the information from the telephone system.

Systems using Auto Provisioning can be converted to using Central CTI Link by clicking the Convert to
Central CTI Link button. This process cannot be reversed.
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2.2.13 Block Client Versions

This menu can be used to create a list of client versions that the portal server will not support. This is done by

adding the client version and build to the lists of blocked clients.
The affect of being blocked by the portal varies depending on the client:
e Avaya IP Office Plug-In, Avaya one-X Call Assistant:

If blocked, these clients are not able to log in. If already logged in, they will continue to work until they log out.

¢ SoftConsole:

If blocked, these clients can still log-in as they login directly to the IP Office for telephony services. However,
they will not receive IM and presence support from the one-X Portal for IP Office server.

For each client, a maximum of 15 version/build combinations can be blocked.

« Details of the clients being used and their versions can be seen on the Active Sessions[" menu.

e The versions reported by clients when connected may differ from that shown to the user within the clients

menus (for example the client's Help | About).

¢ When using this menu to block particular clients, it is important to also test and ensure that you have not also

blocked versions of the client that you want to support.

Hesalth [ =" ars
Configuration B User
Providers »cCS
Users g
=
Eranding PN ves
IM/Presence B IMiPresence Exchangs Senvice
Exchang: =
Jrry— P SMTP Configuration
SMTP Corfiguration nhgursat
Conference Diakin # Confarence Dialin information
T P Host Domain Mame
Conference Clean Up _.
Central CT1 Link P Conference Clean Up
Elzck Client Versions W Block Client Versions
" Select client Client version Client build number
L= Avaya Communicator ¥
Directory Integration Save
List of blocked Avaya Communicator wersions
Gadgels Configuralion
1M Archive 2140 299 »®

To add a new blocked client:
1. Use the Select client drop-down to select the client.

2. Enter the Client version and Client build number values. Both values must be set.

3. Click Save.

To removed a blocked client:
1. Click on the cross icon
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Admin Menus: Configuration

2.3 Security
231 HTTP/HTTPS Protocol

By default, the server installs with support for encrypted HTTPS access only; that is port 9443 on a Linux server.
This menu can be used to also enable HTTP access on port 8080.

Health W Protocol
Configuration Select protocol option
Security

* Secure Connection (HTTPS) Only
HTTRHTTPS Protocol Unsecure and Secure (HTTP and HTTRS)

TLS Seffings
ESNA Authentication
Mote:
# HTTP is insecurs and prone to eavesdropping attacks.
{ =cure Connection settings require one-X Portal server restart. The one-X Portal will NOT function till the service is restarted.
2.3.2 TLS Settings
The portal server supports user and applications connecting using TLS. That can be restricted to connections that
use TLS 1.2.
Health P HTTP/HTTPS Protocol
Configuration W TLS Settings
Security Select TLS Protocol Setting
HTTP/HTTPS Protocol Allow TLS 1.2 Clients Only v
TLS Setfings
ESNA Authentication

Note:
® jSyaya Communicator for Windows and iPad will not be able to connect to IM/Presence server if above option is enabled
® Dizabling above setting will make one-X-Portal less secure and prane to eavesdropping attacks.
® Changes to above setfing require one-X-Portal service restart.
e Allow TLS 1.2 Clients Only

If enabled, the TLS support provided by the portal server is restricted to TLS 1.2. If this setting is changed,
you must restart the portal servicel 48" for the change to take effect.

2.3.3 ESNA Authentication

Users connecting using an Avaya Cloud (formerly ESNA) account require authentication against Avaya Cloud's
servers.

Health P HTTRHTTPS Protocol
Configuration P TLS Settings
Security

W ESNA Authentic ation
HTTRHTTPS Protoc
TLS Seftings

ESMA Authentic ation

Server URL

https://accounts.avayacloud.com/api/1.0/id)token_info?id_token=

Save || Clear | | Refresh

e Server URL

This field sets the URL used to redirect user authentication requests to Avaya Cloud for authentication. The
value is automatically configured during original installation and does not need to be changed.
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2.4 Diagnostics

This section allow you to run various diagnostic checks.

2.4.1 Logging Configuration

This menu is used to configure the one-X Portal for IP Office logging outputs. Actual logs can be downloaded
through the servers web control/platform view menus.

Health
Configuration
Security
Diagnostics

Logging Configuration

Logging “iewer

Metwork Routes

|P Offic & Connec tions
Database Integrity

User Data “Jalidaticn
CallConferenc e Scheduling
Wiew Conferences
Generate Memory Dump
Generate Thread Dump

W Logging Configuration

Logging Level
Log Directory
Log Directory Size

DEBUG +

loptitvay aloneXportal10.1.0_138/apac he-tome atlogs
510.64 MB

Refresh | | Defaults

Component Name
Telephony (CSTA)
Directory (IFP Office)
Directory (LDAP)
IM/Presence
Crverall
Presentation-Layer
Mid-Layer

Log File Name
1XCETASernvic eRollingFile.log
1 XIPODir3erviceRollingFie.log
1XLDAPDIrServic eRaollingFile.log
1X5C55ernvic esRollingFile.log
1x0wverallRolingFile.log
1XPresentationLay erRollingFile.log
1¥MidLayerRollingFile.log

Log archiving policy
® | ogs archiving policy - by size
Directory Integration Mumber of arc hived logs to be preserved (each approximately 50 MB) | &
Gadgets Configuration
IM Archive
Web Conferences

Logs arc hiving pelicy - by time

Mumber of days archived logs will be preserved

Help & Support Save Logs Archving Policy Changes | Reset Logs Archving Policy Changes to Default

e Master Logging Level

This field is used to select the minimum level of event to log or to disable any logging by selecting OFF.

o The default logging level for new installations is ERROR.

o For all systems, the logging level ERROR is used during service start-up, regardless of the configured

setting. Once the service has started, the configured level is applied.

o A warning regarding logging of personal data is displayed when selecting a logging level other than ERROR

or OFF.

e Log Directory
The directory to which the server saves its log files. Not changeable.

e Log Directory Size
The current total size of the log files.

e Refresh
When clicked, updates the information displayed.

¢ Default

When clicked, return the Master Logging Level to its default value. The default setting is ERROR, except on

Unified Communications Module servers where the default is OFF.

e Log File Descriptions:
This table shows the log files used by the different components of one-X Portal for IP Office.

e Telephony (CSTA): 1XCSTAServiceRollingFile.log

This log captures telephony information. That includes obtaining user and licensing information from the

IP Offices.

e Directory (IP-Office): 1XIPODirServiceRollingFile.log
This log captures IP Office directory information.

e Directory (LDAP): 1XLDAPDirServiceRollingFile.log
This log captures LDAP directory information.

e IM/Presence: 1XSCSServicesRollingFile.log
This log captures IP Office IM and Presence information.
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e Overall: 1XOverallRollingFile.log
This is an overall log file of all types of logged events.

e Presentation Layer: 1XPresentationLayerRollingFile.log
This log captures user browser activity information/

e Mid-Layer: 1XMidLayerRollingFile.log
This log captures interaction between the various one-X Portal for IP Office components including the IP
Offices.

e Log archiving policy
These settings allow you to configure how log file retention is controlled by the server. The default is to retain
the last 5 log files.

e Logs archiving policy - by size
If selected, the humber of log files setting is used to determine which files to keep. When a new file is
started (files are automatically rolled over when they reach approximately 50MB), the oldest file is
automatically deleted if the number of files to retain has been exceeded.

¢ Number of archived logs to be preserved
Sets the number of files to retain if Logs archiving policy - by size is selected. The default setting
is 5 files.

e Logs archiving policy - by time
If selected, the log file age in days is used to determine which files are kept. Older files are automatically
deleted.

¢ Number of days archived logs will be preserved
Sets the number of days to retain a log file if Logs archiving policy - by time is selected. The
default setting is 5 days.
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2.4.2 Logging Viewer

In addition to logging to files, the logging messages output by the components of one-X Portal for IP Office can also
be viewed using a remote logging application that supports the Log4j format. The Diagnostics | Logging Viewer
menu provides links for information about and jnstalling Apache Chainsaw[ 7% which is a suitable logging application

Health P Logaing Configuration
Configuration W Logging Viewer
Diagnostics

P Description: Remotely viewing logs.

Mare information about Apache Chainsaw.

Metwork Routes
|IF Office Connections

Start Installation of Apache Chainsaw by Java Web Stard

Database Inteqrity P Metwork Routes

2.4.3 Network Routes

This menu can be used to test routing from the one-X Portal for IP Office server to an IP Office address. It uses
TCP to port 7 (Echo service) on the target IP address. Note that this does not work with IP Office control units, for
which the IP Office Connections[ 3™ should be used instead.

Health P Logaging Configuration

Configuration P Logging Viewer

Diagnostics ¥ MNetwork Routes

:::333:23 _Ei-;!:jeurLlratl-:ln P Description: Simple ‘ping-like’ test of netwaork routability
Metwark Routes

P Office Connections IP Address [192 168 42 12 Check

Datahase Inteqrity

Result |Reachah|e

P URL Connection Test
P Database Integrity

To check a network route:
1. Select Diagnostics and then Network Routes.

2. Enter the IP Address of the target and click on Check.

3. The one-X Portal for IP Office server will report whether the target is Reachable or Not Reachable.
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2.4.4 IP Office Connections

This menu can be used to check the connection between the one-X Portal for IP Office server and a particular IP
Office. The connection check uses the standard discovery method used by IP Office applications such as IP Office
Manager (connection to port 50804 of the IP Office control unit).

Health P Logging Configuration
Configuration P Logging Viewsr

Security P Hetwork Routes (Mot for IP Offices)
Diagnostics W IP Office Connections

Logging Configuration
Logging Viewer

Network Routes IP Address| 192.168.0.1 Check
IP Office Connections

P Description: Simple probe test for an IP Office Unit at an IP Address.

Databaze Integrity

lUser data validation Reachable

CallConference Sched

View Conferences IP Address=M92168.0.1
mac=00e00700000d
type=IP 500 V2
class=CPU
icon=0
version=10.0.0.0 build 137

Rezult name=3System C

state=3
baseport=50304
licensed=20
required licence=8

To test the IP Office connection:
1. Select Diagnostics and then IP Office Connections.

2. Enter the IP Address of the target IP Office and click on Check.

3. If the IP Office is reachable, the results will include base information about the IP Office system.

2.4.5 Database Integrity

This menu can be used to check the database structure. It will return Pass if the tables and fields within the

database are as expected for the particular version of one-X Portal for IP Office. It does not check the data within
the fields.

Health P Logaing Configuration
Configuration B Logaing Viewer
Diagnostics P Network Routes

Loaging Configuration

Lonqing Viewer P P Office Connections

Metwork Routes ¥ Database Integrity
IF Office Connections
Database Intearity This invakes a "sanity’ check of the configuration database.

Database Integrity Check

Expected Result Calculated Result Result

D2602C06B065B0008508009B61, |D26D2C06B0E5B000B203D09BE1, _l
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2.4.6 User Data Validation

The Administrator and Avaya Backbone Support group can identify possible cause of user login failure or user data
corruption and reset the corrupt data using the diagnostic feature in one-X Portal for IP Office.

Health [ Logging Configurstion
Configuration > Logging Yiewer

Diagnostics B retworl Routes (Mot for [P Offices)
Locing Corficquration P IP Office Connections

Logging Wigwer P Database Integrity

Metwork: Poutes
1P Office Connections
Database Inteqgrity

W User Data Validation

PR Erter User Mame | Extnb50R Validate
Marked Deleted 7 Ma
INo TI Preference xml i= ;I
configured for User.
Ul Preferences : Walidd Reset
=
e <?xml wversion="1.0" ﬂ
encoding="UTF-3"
CSTA Configuration : Valid standalone="yez"?><Datar<Password:>

</Pagsvordr<devicelID
switchingiublbomainIhformationkleme ;I

<?xml wersion="1.0" il
encoding="UTF-5"
Uszer Configuration : Walid standalone="yes"?x

<arrayListWrapper
xmlhns:ns2="http://com.avaya. inkaba ;l

To view the user data validation:
1. In the Administrator interface of one-X Portal for IP Office, click Diagnostic.

2. Select User Data Validation to display a corresponding form on the right.

3. Enter the User Name of the user whose data has to be validated. This field has auto-complete feature as a
drop-down menu.

4. Click Validate. The system validates certain fields of the user data in the database and displays the result. The
fields validated are:

¢ Marked Deleted?: If the user record is marked as deleted or not.

e UI Preferences: If Ul preference data is valid or not along with the corresponding XML. A Reset button is
provided to reset the data if it is corrupt. The Ul preference is restored to default factory settings. The user
has to re-login to access the one-X Portal for IP Office.

e CSTA Configuration: If CSTA configuration data is valid or not along with the corresponding XML.

e User Configuration: If User configuration data is valid or not along with the corresponding XML.
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2.4.7 Call/Conference Scheduling

You can delete a future scheduled conference. If the conference is a recurring conference, all occurrences of the
conference are deleted.

Health P Logging Configuration
Configuration P Logging Viewer

Security P Network Routes (Not for IP Offices)
Diagnostics P IP Office Connections

Logaing Configuration ~ » Database Integrity

Logging Viewer -

Network Routes P User data validation

IP Office Connections W CallConference Scheduling
Databasze Integrity

User data validation

CallConference Sched Enter Scheduled Conference ID to delete: I Delete
Wiew Conferences

Delete scheduled conference with subject™ I with host extension® Delete

To delete a scheduled conference or conferences:
1. Click Diagnostics and select Call/Conference Scheduling.

2. Enter the host extension and a subject. If you leave the subject blank, all conferences scheduled by the
host are deleted.

3. Click Delete.
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2.4.8 View Conferences

This menu displays the calendar for scheduled conference similar to that seen and used by individual one-X Portal
for IP Office users. The difference however is that is shows the scheduled conferences for all users. You can use
this menu to delete a scheduled conference and to modify the details of future conferences.

Health
Configuration
Security
Diagnostics

Logging Configuration
Logging Viewer
Network Houtes

IP Office Connections

Database Integrity
User data validation

CaliConference Sched

View Conferences

2.4.9 Generate Memory Dump

P Logging Configuration
P Logoing Viewer

P Network Routes (Mot for IP Offices)

P P Office Connections
P Database Integrity
P User data validation

> CallConference Scheduling

¥ view Conferences
Q4 Search meetings

Host Subject
212 Diaily Meeting
212 Team Mesting

I4 4 page [1 of1 B Ml

Search || Clear

Bridge Detailz
Bridge:212
Bridge:212

 New T Historic ™ Al Non-Recurring & Recurring G5 .3:‘
Date Start Time End Time
September 22, 2015 2:30 PM 9:00 PM ]
September 22, 2015 6:00 PM 6:30 PM ;4

In order to diagnose issues, Avaya may request a memory dump. This menu creates a memory dump log file for
the server's current state of operation. The file is named based on the date and time, suffixed with .hprof.

Any existing memory dump files are included in the log files downloadable from the server's web control/platform
view menus (Logs | Download).

2.4.10 Generate Thread Dump

In order to diagnose issues, Avaya may request a thread dump. This menu creates a thread dump log file for the
server's current state of operation. The file is onex_thread_dump plus the date and time, suffixed with .log.

Any existing memory dump files are included in the log files downloadable from the server's web control/platform
view menus (Logs | Download).
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2.5 Directory Integration

This section allows you to view and check the servers integration with the directories that it uses.

2.5.1 Directory Synchronisation

During normal operation, the one-X Portal for IP Office server updates the records every 300 seconds
approximately. However, this menu can be used to force an update of the system directory and IP Office users.

Health ¥ Directory Synchronisation
Configuration P Description: Forcing Directory Cache Update
Diagnostics

Force a Resynchronisation with IP Office Directories

Directory Integration

Directory Synchronisation
Systemn Directary

e Force a Resynchronization with IP Office Directories
Requests an update of the system directory entries stored in the configurations of the IP Office systems. The
entries in the System Directory can also be viewed and checked through the Directory Integration |
System Directory[s28 option.

2.5.2 LDAP Directory Search

This option allows you to search the external directory in the same way as one-X Portal for IP Office users. This
allows you to test the operation of the LDAP Provider|es™.

To search the LDAP directory:
1. Select Directory Integration.
2. Select LDAP Directory Search.

3. Enter a name or number that you know is in the external directory and click Search. If the search is
successful the results are displayed below the search box.

Health P Directory Synchronization

Configuration P System Directory

Security W LDAP Directory Search

Diagnostics

Directory Integration Enter & name or number Search

Directory Synchronization

System Directory Enter search text to find contacts

L DAP Directory Searche

|4 4 Page bkl
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2.5.3 System Directory

This option shows you the system directory as being shown to the one-X Portal for IP Office users. You can search
the directory in the same way as if you were using the one-X Portal for IP Office client.

Health > Directory Synchronisation
Configuration W System Directory
Security
) ) 3, Enter a name or number All
Diagnostics b
Directory Integration Extnz210
Directory Synchronisation Extnz11
System Directory
_ Extn212
LOAP Directory Search f
Group A
4 4 Ppage |1 of1 # Ml Dizplaying 1 to 4 of &

You can use this menu to verify the directory is as expected, with users, groups and directory entries from each IP
Office being supported.

¢ Note: The system does not display hunt groups set as "Ex-directory"” in the telephone system configuration.

The one-X Portal for IP Office server updates system and personal directory records every 300 seconds
approximately. You can force an update using the Directory Synchronization[ 4™ option.

e For some directory contacts, one-X Portal for IP Office indicates the contacts current status by using different
icons. For contacts that have multiple telephone numbers, the status is based that of the work number.

Available .f:) The normal state for a user showing the status of their work extension in use.

Busy e The normal state for a user showing that their work extension is currently on a
call.

Do Not Disturb (%] The user has set Do Not Disturb. Calls to them will go to voicemail if enabled
or else get busy tone unless you are in the user's Do Not Disturb exception
list.

Logged Out y The user has logged out from their phone. Calls to them will most likely go to

d voicemail if available.

Other J This icon is used when the status is not known or cannot be known, i.e.
external numbers.

Ringing Q This icon is used for an internal contact that is currently ringing.

Adding and Editing Portal Contacts

You can use the h icon to add a new system directory contact. Note that contacts added in this way are stored by
one-X Portal for IP Office only are accessible by users through one-X Portal for IP Office only. These contacts can
have multiple phone numbers and email addresses configured if required.

To delete contacts that have been added in this way, click on the contact and select the @ delete icon.
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2.6 Gadget configuration

As an administrator of one-X Portal for IP Office you can configure a list of external gadgets in the system. You can
enable, edit, and delete the gadgets that the user of one-X Portal for IP Office can add. The user of one-X Portal for
IP Office can add only those external gadgets that the administrator enables.

2.6.1 External gadget list

All the external gadgets that are in the system are listed in the External gadgets list. By default, there are no
external gadgets configured on the one-X Portal for IP Office. As an Administrator, you can add an external

gadget[sd or import external gadgets[ 5" for the user.

2.6.2 Importing gadgets

You can import external gadgets as an XML file. Those gadgets are then available for users to select. See Importing
gadgets| 5.

Health P External Gadoets List

Configuration W Import External Gadgets

Diagnostics -
Choose File | Mo file chosen

Directory Integration

Eﬂdget Currﬁguratiun' Upload |
External gadoets list
Import external gadogets Import M

Export external gadiets

P Export External Gadgets

To import a gadgets file:
1. Click Gadget Configuration and select Import external gadgets.

2. Click Choose File to browse for the configuration file.

3. Click Upload. The system uploads the XML file on the one-X Portal for IP Office.
4. Click Import to add the third party gadget to the Gadgets List.
5

The next time the user logs into the one-X Portal for IP Office, the third party gadget is available to user to
add to their portal.

2.6.3 Exporting Gadgets

The existing set of external gadgets in the one-X Portal for IP Office can be exported as a configuration file. The
configuration file is in an XML format. The configuration file contains information about the gadget parameters. You
can add this set of gadgets to the one-X Portal for IP Office of another user by importing[s" the saved configuration
file.

To export a third party gadget:
1. Click Gadget Configuration, in the left navigation pane.

2. Click Export external gadgets.

Health P External Gadgets List
Configuration P Impart External Gadoets
Diagnostics W Export External Gadgets

SR O T LT Rigght click on the 'Gadgets Configuration' link and select 'Sawve as' to save the configuration file.

lGadget Configuration|

External gacdoets list
Inpott external gadoets
Export external gadgets

Gadgets Configuration

3. Right click on the Gadgets Configuration link.

4. Select Save as to save the configuration file.
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2.7 IM Archive

As an administrator of one-X Portal for IP Office you can search the IM conversations of all the users. See
Enabling/Disabling IM Archiving[e™.

2.7.1 Search Arc

hive

You can search for the instant message conversations between the users and from the system to a user. All the
fields in the search panel are optional. The number of days that the server retains an IM in the archive is set by the
Days to archive IMs[es" setting.

Health

Configuration
Security

Di i

Directory Intearati
Gadgets Configuration
Web Conferences

IM Archive

Search Archive

Participants Extn210

Search || Clear || Export

Participants Start ~
Extn210
mybuddy Aug 156, 2014 12:00 PM

Extnz10

Aug 14, 2014 213 PM
everyone

To search the IM archive:
1. In the left panel, select the IM Archive.

2. Click Search Archive.

3. Enter the search criteria and click Search.

Participants

Count

4

1

Type the name of the participant in the IM conversation.

A Keywords
|

Participants: Extn210, Exin211

Date: Aug 15, 2014 8:05 AM

Keyword:
768 Extn210:  Morning. How are the updates going?

a5 Extn211 - Okay now we have the system running. Tell you how far we
got at the end of today.

Keywords |[Type the keywords in the IM conversation.

Start Select the date from which the conversations need to be listed. If you do not select a date,
the system displays from the earliest conversation that the system has retained.

End

Select the date until which the conversations need to be listed. If you do not select a date,
the system displays until the latest conversation.

4. Click on the conversation that you want to open. The system displays the conversation.
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Admin Menus: IM Archive

2.8 Help & Support

Help | Help
Provides links to both the one-X Portal for IP Office user help and to this document as help.

Help | Avaya Support
Loads a link to the Avaya support website (http://support.avaya.com).

Help | About
Shows basic version information for the one-X Portal for IP Office installation.
Health P Help
Configuration P fwaya Support
mﬁr ' -‘j‘t":ll.”
Diagnostics Avaya one-X Portal for IP Office
i i Copyright 2015 Avaya Inc. All Rights Reserved.
Directory Integration
Gadgets Configuration YWersion: 10.0.0.0.0 build 259
IM Archive
Web Conferences
Help & Support
Help - Links to the licences of the third-party software components used in one-X Portal for IP Office.
Avaya Support H2 1.0.75 License
About GWT 1.5.3 License
GWT Rocket 0.566 License
Apache Tomcat & License
Apache LogL) 1.2.15 Licenss
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Chapter 3.
Maintenance Tasks
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3. Maintenance Tasks
 Restarting the Service[4"
« Call Log Configuration [N
o 1P Office Switch['sN
o Gadgets[ssN
+ Users[eM
o Directories[ s
« Instant Messaging/Presence[s7
 Conferences[7M
o Remote Logging[7e"
 Adding Additional Administrators[ e

3.1 Restarting the Service

The one-X Portal for IP Office service can be stopped and restarted in a number of ways.

e Do not restart the one-X Portal for IP Office service whilst any Voicemail Pro client is connected to the
voicemail server. Doing so will cause conference access and scheduling features to not operate correctly as the
portal service needs administrator access to the voicemail server during a restart.

From the portal Administrator menus
You can click the 'E" icon at the top of the administrator menus to restart the portal. Note that this icon appears
automatically if you make any changes that require a restart.

From the server menus
1. Through the web management menus for the server, select Solution.

2. Click on the = icon and select Platform View.

3. In the platform view, the status of the one-X Portal service is shown on the System tab. To stop the
service, click Stop or Force Stop. To start the service, click Start.
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Maintenance Tasks: Restarting the Service

3.2 Call Log Configuration

The user call log shown by one-X Portal for IP Office is stored on the telephone system as part of the user's
settings. Up to 30 records are stored, with new records replacing the old ones when the limit is reached. However,
for repeated call to or from the same number, the existing record is updated and the number of calls count
increased.

For incoming call, by default, only personal calls (non hunt group) to the user that were answered by the user or
which went unanswered anywhere are included in the call log.

+ Missed Calls
Calls that the user does not answer but are answered by voicemail or another extension are not normally
logged as missed calls. To enable the logging of missed calls, the system-wide setting Log Missed Calls
Answered at Coverage (System | Telephony | Call Log) should be enabled in the IP Office telephone
system configuration.

¢ Missed Hunt Group Calls
By default, only hunt group calls that the user answers are logged. To enable the logging of missed hunt
group calls, the system-wide setting Log Missed Huntgroup Calls should also be enabled in the IP Office
telephone system configuration. The user must also be configured in the telephone systems with the hunt
groups for which their call log can include missed calls (User | Telephony | Call Log).

e Automatic Deletion
Old call records are automatically deleted when the call log capacity is reached and a new call record needs
to be added. In addition, through the telephone system configuration you can configure the telephone system
to delete log entries after a set period. Select Delete entries after (User | Telephony | Call Log).

Phone Conversation History

For users using Avaya phones with a Call Log or History button, by default the same call log as shown by the
portal is also shown on the phone. You can then use and edit the call log from the phone or from one-X Portal for IP
Office. The two change in parallel.

Users, using any other type of phone that has a call log, that call log is stored by the phone itself and so does not
necessarily match the call log shown in one-X Portal for IP Office. For example, calls made using the one-X Portal
for IP Office do not appear in the phone's call log and vice versa.

In either case, the one-X call log is limited to displaying 255 records.
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3.3 IP Office Switch

« Adding an Additional IP Office[soY
o Changing IP Office Details[s

« Resilience[s"

3.3.1 Adding an Additional IP Office

To add an additional IP Office within the Small Community Network, its IP address needs to be assigned to the
Telephony (CSTA) and Directory (IP Office) providers.

o Automatic Provisioning/Centralized CTI Mode[3"
For a portal server supporting a Linux-based IP Office network, the server can be informed by the primary IP
Office system about other IP Office systems in the network and about the voicemail server. It then
automatically adds or removes the appropriate providers for those other systems. This is done using the
Central CTI Link setting[31", which is on by default for new installations. When enabled, manual
configuration of providers for additional IP Office systems is not necessary. In centralized CTI mode:

e If not using resilience, the server only requires a DSML provider to the primary IP Office system.

e If using resilience, the server only requires a DSML provider to the primary and secondary IP Office
systems.

e The server only requires a CSTA provider to the primary IP Office system unless using portal resilience
in which case it also needs a CSTA provider to the secondary IP Office system.

To add another IP Office system:
e Warning

This process requires you to restart the portal service[ 48 for the changes to take effect. During the restart,
the portal may not be available to users for up to 15 minutes.

1. Before adding another IP Office to the one-X Portal for IP Office configuration:

e Check that the IP Office has been configured with the security settings for one-X Portal for IP Office
operation.

e Check that the IP Office is licensed for one-X Portal for IP Office.

e Check that at least one user on the IP Office has been enabled for one-X Portal for IP Office.
2. Log in[ 8" to the administrator menus.
3. Check that the IP Office can be seen from the one-X Portal for IP Office server.

a. Select Diagnostics and then IP Office Connections.

b. Enter the IP Address of the target IP Office and click on Check.

c. If the IP Office is reachable, the results will include information about the IP Office system.

4. Select Configuration and then Providers.

W Providers

P Description: Configure providers of services to applications

Provider Name | Telephony (CSTA) ¥ || Add
o 1P Address User Name
IM/Presence
Exchange service 127.0.01 EnhTcpaService / xX
SMTP Configuration
Conference Dialkin 192.168.45.1 EnhTcpaService / x
Host Domain Name
Conference Clean Up 14 4 Page |1 oft b Pl Displaying 1 to2 of 2 | Refresh
Central CTI Link
Mote:
* Aone-X Portal for IP Office restart is required following any changes
* When you add or remove a Telephony (CSTA) provider, the comresponding Directory (IP Office) provider will subseguently be added or deleted (with default values set).
5. Click Add.
Edit Telephony (CSTA)

This control enables you to add & delete the IFP Office
Unit{s) mapped to a provider

IP Address 192.168.451
User Name EnhTcpaService
Password 000 |esssssssess

Save || Clear

6. Enter the IP Address of the new IP Office system.
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Maintenance Tasks: IP Office Switch

7. Enter the User name and Password that match the TCPA security user configured in the IP Office system.
8. Click Save.

9. Restart the Avaya one-X Portal service[ . When the service has fully restarted, log in to the administrator
menus again.

10. Select Health and then Component Status.

11.Click on Get All. New CSTA and DSML components for the IP address of the newly added IP Office should
be included. The status of these should be available.

12. Select Directory Integration. Check that the new IP Office system's users are listed. If not, select
Directory Synchronization | Force a resynchronization with IP Office Directories and wait 5
minutes.

13. Select Configuration and then Users. Click Get All. Check that the new IP Office system's users are

listed.
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3.3.2 Changing IP Office Details

If the details (IP address, TCPA service user name or password) of an assigned IP Office are changed, the IP Office
settings within the one-X Portal for IP Office providers must be updated to match.

e Warning

This process requires you to restart the portal service[ 4" for the changes to take effect. During the restart,
the portal may not be available to users for up to 15 minutes.

To change the IP Office details:
1. Log in[ 8" to the administrator menus.

2. Ifitis the IP Office IP address that has changed, check that the IP Office can be seen from the one-X

Portal for IP Office server.

a. Select Diagnostics and then IP Office Connections.

b. Enter the IP Address of the target IP Office and click on Check.

c. If the IP Office is reachable, the results will include base information about the IP Office system.

3. Select Configuration and then Providers.

Health W Providers
Contfigu " P Description: Configure providers of services to applications
Provider:
Users Provider Name | Telephany (CSTA) ¥ || Add
CSV
Branding
pr— 1P Address User Name
IMPresence
Exchange service 127.0.01 EnhTcpaService
SMTP Configuration
Conference Dislin 1982.168.45.1 EnhTcpaService
Host Domain Name
Confersnce Clean Up I4 4 Ppage |1 of1 b Pl Displaying 102 of 2| Refresh

Central CTI Link
Note:

* Aone-X Portal for IP Office restart is required following any changes

* When you add or remove a Telephony (CSTA) provider, the comrespending Directory (IP Office) provider will subseguently be added or deleted (with default values set).

4. Click on the , icon next to the exising CSTA provider to which the IP Office was assigned.

Edit Telephony (CSTA)

This control enables you to add & delete the IFP Office
Unit{s) mapped to a provider

IP Address 192.168.451
User Name EnhTcpaService
Password 000 |esssssssess

Save || Clear

5. Edit the details displayed to match the new settings of the IP Office system and click Save.

6. Restart the portal service[ 48,
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3.3.3 Resilience

For IP Office Release 10 and higher, the portal service is also installed by default on the IP Office Server Edition
secondary server. This allows that secondary server to act as the portal server for users when, for some reason,
the primary server is not available.

e Portal resilience is supported in IP Office Server Edition Select mode. Portal resilience can also be configured
when using an IP Office Application Server in place of the primary or secondary server's portal service.

e On existing non-IP Office Server Edition Select mode systems that have then been switched to IP Office
Server Edition Select mode, it may be necessary to restart the portal services for resiliency settings to
become available. Similarly it may be necessary to restart the portal services after first configuring
portal resiliency in the IP Office system configuration.

¢ Resilience is only supported between primary and secondary servers running the same version of portal
software.

e During normal operation (both servers running and connected), user and administrator changes made on the
primary server are automatically synchronized to the secondary server. However, during resilience, changes
made on either server are not synchronized and may be lost when the servers return to normal operation.

e Scheduled conferences are currently an exception to the above. Conferences scheduled on the primary
do not occur when running in failover. Conferences scheduled on the secondary are lost when failback
occurs.

e Within the platform view (web control panel) of each server:
e the active portal server is displayed as 'Available' (a green icon).
e the passive portal server is displayed as 'Starting' (an amber icon).
e Portal client applications such as one-X Portal Call Assistant are not automatically redirected. The user has to

enter the address of the secondary server in order to login.

When portal resilience is configured:
¢ On primary server portal failure
If the primary server's portal service stops for some reason, the portal service on the secondary server
automatically becomes available.

¢ Users who were logged into the portal on the primary are able to login again on the secondary server.
o If the primary IP Office service is still running, those portal users are automatically redirected.

e If the user has not previously accessed the secondary portal server, they may need to accept the
security certificate or create an exception which will interrupt automatic re-connection.

e The same applies for users who were logged into one of the portal clients such as the Outlook Plug-in
e New users wanting to login will have to use the address of the secondary server.

e On primary server IP Office failure:
If the primary server's IP Office service stops for some reason, portal services are automatically transferred
to the secondary server as above.

e When IP Office core is not up, users belonging to that IP Office core cannot update or delete personal
contacts from the portal directory gadget.

e On network failure:
If the network connection between the primary and secondary server fails for some reason, both portal
servers become active and can be logged into. Again user and admin changes on secondary portal server
are not copied to primary when the network connection recovers. This is referred as "Standalone Mode".

¢ On primary server portal recovery:
When the primary server's portal service is available again, the portal service on the secondary server stops
supporting login.

e Users who were logged into the portal on the secondary are automatically re-directed to login again on
the primary server.

e Users who were logged into one of the portal clients such as the Outlook Plug-in are automatically
connected to the primary server.

e New users wanting to log in are redirected to the primary.

e On primary server IP Office recovery:
When the primary server's IP Office service is available again, portal service support also returns to the
primary server as above.
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To configure resilience:

1. Enable Centralized CTI Link Mode
Both portal servers must be set to use centralized CTI link mode. That is the default for a new installation
but must be manually enabled for existing systems upgraded to IP Office Release 10 or higher.

a. Centralized CTI link mode is enabled through the Central CTI Link[31" menu.
b. If the setting is changed, the portal service must be restarted for the change to take effect.
c. The setting must be enabled on both the primary and secondary servers.

2. Enable Portal Server Resilience
The primary portal server needs to be configured for resiliency through its Resilience Configuration[2sY
menus.

3. Restart the Portal Services
If any changes are made in the steps above.

4. Enable Portal Backup on Network Trunks
The SCN trunks between the primary and secondary IP Office severs need to have the setting for portal
backup enabled.

a. Using IP Office Manager, load the configuration from the IP Office Server Edition IP Office systems.

b. In the settings of the primary, locate the IP Office line from the primary to the secondary IP Office
system.

c. On the Line tab, in the SCN Resiliency Options, check that Supports Resiliency and Backs up my
one-X Portal are selected.

d. Save the configuration changes.
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3.4 Gadgets

e Fetching a gadget URL[ s

» Importing gadgets[sN
 Exporting Gadgets[ssY

» Adding an external gadget[ s

« Editing an external gadget[sah
 Enabling an external gadget[ s
« Disabling an external gadget[ e
 Deleting an external gadget[ o™

3.4.1 Fetching a gadget URL

Google provides a range of gadgets that you can add to your webpage.

Example: To get the URL of a Google gadget:
1. To get a list of gadgets that Google provides go to: http://www.google.com/ig/directory?synd=open

2. Select the gadget that you would like to add to your webpage.
3. Click Add to your webpage.
4

Click Get the Code. The system displays a string similar to that shown below. The text that is within the " "
quotes is the URL for the gadget.:

<script src="http://www.gmodules.com/ig/ifr?
url=http://www.donalobrien.net/apps/google/currency.xmi&amp;up_def from=USD&amp;up_def to=EUR&amp;
synd=open&amp;w=320&amp;h=170&amp;title=Currency+Converter&amp;border=% 23ffffff% 7CO0px %
2C1px+solid+%2382CAFA%7C0px%2C2px+solid+%23BDEDFF % 7C0px%2C3px+solid+%
23EOFFFF&amp;output=js"></script>
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3.4.2 Importing gadgets

Third party gadgets can be added to the one-X Portal for IP Office using an XML file. You can upload a maximum of
50 gadgets at a time. The file size must not exceed 2MB.

For each gadget, the following parameters need to be specified:
¢ URL of the gadget, that is, the source of gadget and its content
¢ Name of the gadget displayed on the gadget title bar

e Toolbar icons for the gadget. It is recommended to provide toolbar icons for all gadgets specified in
gadgets.xml.

¢ Gadget toolbar texts (the tool tip text and the text that appears below the toolbar icon).

An example of a gadgets XML file format:

<GadgetsConfigurationlmpl>

<gadgetRecords>

<entry>

<key>1</key>

<value>

<categorys>1</categorys>

<categorys>2</categorys>

<created>2012-08-10</created>

<defaultToolbarlcon />

<downToolbarlcon />

<deleted />

<enable>true</enable><external>true</external><height>300</height><id>1</id>
<localizedName><?xml version="1.0" encoding="UTF-8" standalone="no"?><names><en_US>Angry
Birds</en_US><en_GB>Angry Birds</en_GB></names></localizedName>

<name>Angry Birds</name>

<toolbarText><?xml version="1.0" encoding="UTF-8" standalone="no"?><names><en_US>Angry
Birds</en_US><en_GB>Angry Birds</en_GB></names></toolbarText>

<tooltip><?xml version="1.0" encoding="UTF-8" standalone="no"?><names><en_US>Angry
Birds</en_US><en_GB>Angry Birds</en_GB></names></tooltip>
<url>http://www.gmodules.com/ig/ifr?
url=http://www.forumforyou.it/google_gadget_angry_birds.xml&amp;synd=open&amp;w=820&amp;h=680&amp;title
=Angry+Birds &amp;border=% 23ffffff% 7C3px %2C1px+solid+%23999999&amp;output=js</url>
</value>

</entry>

</gadgetRecords>

</GadgetsConfigurationimpl>

Note: Ensure the following in the .xml file:
1. Place each of the gadget within the <entry></entry> element.

2. The element <key></key> should be unique and it should match with <id></id>. This is a unique gadget id
used for internal purpose.

3. The element <value></value> should contain gadget information.

4. The element <categorys></categorys> indicates the category of the gadget. The IDs and codes for the
categories are as follows:

ALL
COMMUNICATION
TOOLS
PRODUCTIVITY
FINANCE
TECHNOLOGY
ZOHO

N Gk (W N =

5. Details of other elements:
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<created> The date you created the file.

<defaultToolbarIcon> Specify the default toolbar icon that the system displays when you minimize the
gadget is minimized. The system displays the icon in the toolbar of the user.

<downToolbarIcon> Specify the toolbar that system displays when the user clicks the gadgets icon.

<enable> Specify the value to true if you want the user to view the gadget.

<external> Set the value as true for all external gadgets.

<height> Set the height of the gadget in pixel.

<id> ID of the gadget.

<localizedName> Specify the localized name for each locale.

<name> Specify a unique name for the gadget.

<toolbarText> The text that the system displays in the gadget toolbar.

<tooltip> The text that the system displays in the gadget tool tip.

<url> The URL of the gadget. For more information see, Fetching the URL of an
external gadget - Example[ssY

Note: Appropriate error messages are displayed if the configuration file does not support any of the
aforementioned criteria.

To import a gadgets file:

1. Click Gadget Configuration, in the left navigation pane.

2. Click Import external gadgets.

3. Click Choose File to browse for the configuration file.

4. Click Upload. The system uploads the XML file on the one-X Portal for IP Office.
5

Click Import to add the third party gadget to the Gadgets List.
Health P External Gadoets List

Configuration W Import External Gadgets

Choose File
Directory Integration Mo file chosen

Eﬂdget Cunﬁguratiun' Upload |

Diagnostics

External gadgets list
Impart external gadgets Import Cancel
Expiort external gadoets

P Export External Gadgets

6. The next time the user logs into the one-X Portal for IP Office, the third party gadget is available to user to add
to their portal.

Administering Avaya one-X Portal for IP Office Page 57
IP Office Platform R12.0 15-601139 Issue 19c (Tuesday, November 26, 2024)

Comments on this document? infodev@avaya.com



3.4.3 Exporting Gadgets

The existing set of external gadgets in the one-X Portal for IP Office can be exported as a configuration file. The
configuration file is in an XML format. The configuration file contains information about the gadget parameters. You
can add this set of gadgets to the one-X Portal for IP Office of another user by importing[s" the saved configuration

file.

To export a third party gadget:
1. Click Gadget Configuration, in the left navigation pane.

2. Click Export external gadgets.
P External Gadgets List

Health
Configuration > Irnport External Gadgets
Diagnostics W Export External Gadgets
Directory Integration Right click on the 'Gadgets Corfiguration’ link and select 'Save az' to save the corfiguration file.
Eadget CunﬁEuratiunl

Gadgets Configuration

External gadoets list
Inpart external gadoets
E:xport external gadgets

3. Right click on the Gadgets Configuration link.

4. Select Save as to save the configuration file.
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3.4.4 Adding an external gadget

To add a single gadget you need the URL of the gadget. For more information about how to get the URL of gadget
see Fetching the URL of an external gadget - Example@.

To add an external gadget:
1. Click Gadget Configuration, in the left navigation pane.
2. Click External gadgets list.
3. Click Add. The system displays Add Gadget dialog box.
4. Add the details of the gadget (see below) and click Save. The system updates the external gadget that you
added in the one-X Portal for IP Office database.

Gadget Fields

Gadget name The system displays the name that you specify in this field on the title bar of the gadget.
Ensure that the name of the gadget does not exceed 50 characters.
Gadget URL Contains the URL of the gadget. The URL that you provide should conform to the

standards URL specification of http://www.w3.org/Addressing/URL/url-spec.txt. The
system uses the URL that you specify to display the gadget.

Localized gadget The system displays the localized name that you specify in this field on the title bar of the
name gadget. The system displays the localized name only if the user of one-X Portal for IP
Office selects a language while logging in.

Toolbar icon label The system displays the text that you set in this field as the label of the gadget in the
toolbar. If you do not specify the text, the system displays the entire gadget name.

Toolbar icon tool tip | The system displays the tool tip that you set in this field for the gadget when the user
text hovers over the gadget icon in the toolbar.

Toolbar icon The system displays the icon that you set in this field on the toolbar. Ensure that the
image type is only png, gif, or jpeg, the dimension of the image is 37*37 pixels, and the
maximum size of the image is 10KB. If you do not set an icon, the system displays the
default image.

Toolbar icon on The system displays the icon that is set in this field when you click the icon in the toolbar.
mouse click Ensure that the image type is only png, gif, or jpeg, the dimension of the image is 37*37
pixels, and the maximum size of the image is 10KB.

Enabled The system enables the gadget for all the users of one-X Portal for IP Office.

Gadget height The system displays the height of the gadget to the height that you set in this field. The
default height of the gadget window is set to 300 pixels in this field. You can set the height
of the gadget window only when you add a gadget. You can not edit the height of the
gadget after you add a gadget.

3.4.5 Editing an external gadget

You can edit the details of a gadget such as the name of the gadget, the URL of the gadget, the text that appears in
the toolbar, tool tip, icon that appear in the toolbar, and the icon that appears on a mouse click.

To edit an external gadget:
1. Click Gadget Configuration, in the left navigation pane.

2. Click External gadgets list.

3. Click Get All. The system displays a list of all the external gadgets that are available in the system.
4. Click Edit to edit the details of the gadget. The system displays Edit Gadget dialog box.
5

See Adding an External Gadget[ss" for details of the gadget fields. Update the changes that you would like
to make and click Save.

6. Click Put Selected. The system updates the external gadgets that you edited in the one-X Portal for IP
Office database.
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http://www.w3.org/Addressing/URL/url-spec.txt.

3.4.6 Enabling an external gadget
When you enable a gadget, all the users of one-X Portal for IP Office can add that gadget.

To enable an external gadget:
1. Click Gadget Configuration, in the left navigation pane.
2. Click Externals gadget list.
3. Click Get All. The system displays a list of all the external gadgets that are available in the system.
4

Enable the gadget that the users of one-X Portal for IP Office can add to the one-X Portal for IP Office
window.

v

Click Put Selected. The system updates the external gadgets that you enabled in the one-X Portal for IP
Office database.

3.4.7 Disabling an external gadget

When you disable a gadget, one-X Portal for IP Office users cannot add that gadget to the one-X Portal for IP Office
window. If you disable a gadget that the users have already added to their one-X Portal for IP Office window, the
system does not display gadget when the users log in the next time.

To disable an external gadget:
1. Click Gadget Configuration, in the left navigation pane.

2. Click External gadgets list.
3. Click Get All. The system displays a list of all the external gadgets that are available in the system.
4

Disable the gadget that you do not want the users of one-X Portal for IP Office to the one-X Portal for IP
Office window.

5. Click Put Selected. The system updates the external gadgets that you disabled in the one-X Portal for IP
Office database.

3.4.8 Deleting an external gadget

To delete an external gadget:
1. Click Gadget Configuration, in the left navigation pane.

2. Click External gadgets list.

3. Click Get All. The system displays a list of all the external gadgets that are available in the system.

4. Select the gadget that you would like to delete.

5. Click Delete.

6. Click Yes to confirm that you would like to delete the gadget. The system updates the external gadgets

that you deleted in the one-X Portal for IP Office database.
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Maintenance Tasks: Gadgets

3.5 Users
o Adding/Deleting Users[ e
« Editing User Settings[e™

3.5.1 Adding/Deleting Users

The one-X Portal for IP Office server is synchronized with the users that exist on the IP Office systems. Users are
added and or deleted through the IP Office configuration. Changes to users on the IP Office systems will be updated
within one-X Portal for IP Office and other clients using the portal after approximately 10 minutes.

3.5.2 Editing User Settings

You can use the portal administration menus to view and edit a number of user settings.
To edit user settings:

1. Select Configuration and then Users.

2. Click on Get All. and browse through the users.

3. Click on the Edit button next to the user you want to edit. The user configuration settings are displayed.

User Editor

D |13

Meme [Extn101

Unigue |dertifier IEI?4EZDDDCEEC'I 1DB80
Cizplay Marne IExtn1 0

Pazzsword I.............

Pazzward Hash I VB2950CEFAIAARBEY]
Uszer Fole I ser

User Corfiguration Type Selector I Select ﬂ

User Corfiguration Type Specific Ed'rtorl

"
User Role Configuration e tlﬂ::ager
Created |2013—05—14D1:29:DE.1ED[

Save Cancel

4. Use the User Configuration Type Selector to select the user settings you want to view/edit. If required edit
the settings.

e Screen Popping
Displays the link for downloading the desktop client installation software used for one-X Portal Call Assistant
and Outlook Plug-in.

e Park Slot
Allows configuration of the park slot numbers associated with the user's park buttons.

e Bridge Number
Allows configuration of the user's bridge number for their personal meet me conferences.

¢ TeleCommuter Mode
Allows selection of telecommute mode for the user and configuration of their home/mobile number to be
used when that mode is active.

¢ IM/Presence Configuration
Allows configuration of the users IM/presence settings. Note that the user still needs to enable notifications
through their own one-X Portal for IP Office session.

5. Click Save.

6. To commit the edited settings back to the one-X Portal for IP Office database, select the check box next to the
user and click on Put Selected.
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To bulk edit user settings:
1. Select Configuration and then Users.

2. Click on Get All and browse through the users.
3. Select the check box next to each of the users that you want to edit.
4

Click Bulk Edit.

Bulk User Configuration Editor

User Configuration Type Selector ISeIed vI

User Configuration Type Specific Editor Inge User Configuration

Save Cancel

5. Use the User Configuration Type Selector to select which user configuration settings you want to edit for all
the selected users.
Bulk User Configuration Editor

User Configuration Type Selector Keyboard Shortcutsjig

Answer I CTRL+A

Call  [CTRL+C
User Configuration Type Specific Editor

Hold  |CTRL+H

Drop  |CTRL+D

Save Cancel

6. When you have completed editing, click Save.

7. Select the check box next to each of the users that you edited and click Put Selected to send the changes
back to the one-X Portal for IP Office database.
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Maintenance Tasks: Users

3.6 Directories

o Adding an LDAP External Directory Source[ e

e Checking the External LDAP Directory[es"

o Checking and Updating the System Directory/[es

3.6.1 Adding an LDAP External Directory Source

An LDAP provider is created by default during installation but not configured for connection to an LDAP sever
(unless an Advanced Installation is selected and the LDAP provider settings altered). The process below changes
the LDAP provider settings to allow LDAP operation.

LDAP operation can be tested through the Directory Integration | LDAP Directory Search[+M option in the
administrator menus.

Unlike the LDAP support in the IP Office, the one-X Portal for IP Office sever does not import records from the LDAP
source and then use those records as a directory. Instead, when a one-X Portal for IP Office user enters characters
in the External Directory tab of the Directory gadget, the one-X Portal for IP Office server uses the LDAP source
settings to do a live search of the LDAP source records. The one-X Portal for IP Office server therefore does not
need to regularly update its LDAP records.

e Warning
This process requires you to restart the portal service[4sh for the changes to take effect. During the restart,
the portal may not be available to users for up to 15 minutes.

To add an external LDAP directory:
1. Login to the administrator menus.

2. Select Configuration and then Providers.

3. From the Provider Name drop-down list select Directory (LDAP).

4. Click on the , icon next to the LDAP provider.
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5. Change the details to match the LDAP server source that you want to use.
Edit Directory (LDAP)

This control enables you to add & delete the LDAP
Servern(s) mapped to a provider.

LOAP Server URL | ldap://ldap-server-ip-addres

ser global'ycur-username
Password

Oll=myregion, OlU=mybusine
ssunit, DC=mysubdaomain,DC
=mydoamain,DC=com

Baze DN

LOAP Field Mappings

MName givenMame
Last name sn
Work phone telephoneMumber
Home phone homePhone
Other phone cel
Work email mail
Personal email personaliMail
Other email otheriail
Save | | Clear

e LDAP Server URL

The URL of the LDAP directory source, for example Idap:\ \ldap.example.com.
e User/Password

The user name and password for access to the LDAP server.
e Base DN

This is also called the Search Base. It defines which set of records in the LDAP source should be used
for searches. The LDAP sever administrator will provide a suitable string, for example
ou=Users,dc=global,dc=example,ddc=com.

e LDAP Field Mappings

The field names (on the left) are the fields shown in the one-X Portal for IP Office directory. Enter the
names of the matching field for each in the LDAP sources records.

6. Click Save.

7. Restart the Avaya one-X Portal service[4s".
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Maintenance Tasks: Directories

3.6.2 Checking the External LDAP Directory

If you have configured an LDAP external directory source, access to it by one-X Portal for IP Office can be tested
from within the administrator menus.

To check the LDAP directory:
1. Select Directory Integration.

2. Select LDAP Directory Search.

3. Enter a name or number that you know is in the external directory and click Search. If the search is
successful the results are displayed below the search box.

Health P Directory Synchronization
Configuration P System Directory
Security W LDAP Directory Search
Diagnostics

mixe Search

Directory Integration Enter a name

Directory Synchronization

cpstem Disecioey Enter search text to find contacts

LDAP Directory Sea rcﬁ

4 4 Page [
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3.6.3 Checking and Updating the System Directory

The system directory shown to one-X Portal for IP Office users is a combination of the users, groups and directory
entries from all the IP Office systems with which one-X Portal for IP Office has been configured to operate.

By default, the one-X Portal for IP Office application updates the system directory records every 300 seconds
approximately. Through the one-X Portal for IP Office administrator menus you can view the system directory and

force an update.

To check the system directory:
1. Select Directory Integration.

2. Select System Directory. The current system directory is shown. Check that the entries are as expected.

Health

Configuration
Diagnostics
Directory Integration

Directery Synchronisation
= Dir

LDAF Directory Search

-

P Directory Synchronisation

W System Dirsctory

(, Enter a name E

Extn401

|2

Extn402
Extn403
Extn404
Extn408
Extn408
Extna07

Extn08

Extnd 10 b
4 4 page[1 Jorz b M Dizplaying 1 to 20 of 28
P LDAP Directory Search

3. If you feel that an update is required, select Directory Synchronization.

Health
Configuration
Diagnostics
Directory Integration

Directory Synchronisation
System Directory

W Directory Synchronisation
P Description: Forcing Directory Cache Update

Force a Resynchironisation with IP Office Directories

4. Click on Force a Resynchronization to all IP Office Directories.
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Maintenance Tasks: Directories

3.7 Instant Messaging/Presence

The one-X Portal for IP Office server includes an XMPP server as a component which is enabled by default. This
server allows the users to IM each other and to share their IM presence.

Archiving of instant messages is also enabled by default, allowing you to search user's previous messages.
o IM Server Configuration[esh
o Starting the IM Server[ e
e Searching the IM Archive[ 7
o Setting the duration of IM Archiving[es"
o Exchange Presence Integration[71%

To disable IM archiving:
1. Enabling Admin console of XMPP Server[ 723

2. Using XMPP Server to disable IM archiving settings[733
3. Disabling Admin console of XMPP Server[ 7%

To enable IM archiving:
1. Enabling Admin console of XMPP Server[ 78

2. Using XMPP Server to enable IM archiving settings [72%
3. Disabling Admin console of XMPP Server[73%

Changes to Default XMPP Operation

Prior to IP Office Release 9.1, each IP Office system had a default XMPP group that contained every IP Office user
as a member. As a result, each user was able to automatically see other user's IM presence.

For IP Office Release 9.1 the above no longer applies. The sharing of IM/presence between users requires the
manual configuration of XMPP groups containing those users in the IP Office system configuration (refer to the IP
Office Manager help or documentation).
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3.7.1 IM Server Configuration

The portal includes a component that acts as its instant messaging/presence server. The IM/presence server can be
separately configured. See Instant Messaging/Presence[e".

Configuration P Users
Providers P csv
Users P Eranding
csv
Branding W IM/Presence Server
IM/Presence i Server to Server Federation 3
Exchange service - r
SMTF Confiquration JEEEE O] CE
Conference Dial-in Anyone can connect v
Host Domain Name Part number |5269
Conference Clean Up
Central CTi Link Idle timeout |3600
Security MyBuddy user name Ilﬂ'_.-'l_‘.l_ldd'_.-'
Diagnostics XMPP Domain Name Iser\terl.urimar',.r
Direciory Integration

: Days to archive IMs IED
Gadgels Configuration
IM Archive Save | | Clear | Refresh

To configure the IM/Presence server:
1. Click Configuration and select IM/Presence Server.

2. Select the required server settings:

e Server to Server Federation
If selected, the portal's presence server is able to exchange presence information with other presence

Servers.

e Disconnect on Idle
If selected, server to server connections are disconnected if idle for the Idle timeout period.

e Anyone can connect
Allow anyone to connect to IM/presence services.

e Port number
This is fixed as 5269.

e Idle timeout
This is the timeout in seconds used for Disconnect on Idle if selected.

¢ MyBuddy user name
This field is fixed as mybuddy. The value my be needed when integrating presence details with other
IM/presence services.

¢ XMPP Domain Name
This sets the DNS domain name used for IM/presence functions:

e The XMPP domain name should be a domain name that the DNS can resolve. You can set the XMPP
domain name at any point in time. The domain name must be reachable from the internet if you wish
to use presence outside of your LAN.

¢ Avaya recommends that you use a split DNS so that the server name outside of your LAN is resolved
into the public IP address of the NAT or firewall whilst inside your network it is resolved into the
private IP address of the server on the LAN.

e If you cannot set a resolvable DNS domain name, you can use the IP address of the one-X Portal for
IP Office server for internal only IM/presence. In this case the one-X Portal for IP Office cannot
federate with remote servers.

e You must use the server's Web Control menus to configure their network settings so that the auto-
configuration email link uses the FQDN instead of the IP address of the server. In Web Control,
navigate to Settings > System > Host Name to change the network settings. If you change the
domain name any other way, the email links might not work properly.

e Days to archive IMs
This field sets how long the server should retain messages in the IM archive before deleting those
messages. The default setting is 182 days (6 months). If necessary, you can disable IM archiving[73"
using the XMPP admin console. The IM/Presence server must be available (see IM/Presence Server
Status[ 1) to change this setting.

3. Click Save.
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Maintenance Tasks: Instant Messaging/Presence

3.7.2 User IM Configuration

Two IP Office users can only see each other's presence status and exchange instant messages if they are members
of the same XMPP group in the IP Office system configuration. Each user can be a member of one or more XMPP
groups.

If a new IP Office user is added as a single action (add user, add new user to XMPP group, save configuration), the
user is not seen in the portal view of the XMPP group. The resolution is to then make some further XMPP group
configuration change or to restart the portal service.

To avoid this, you should save the configuration between each action (add user, save configuration, add new user
to XMPP group, save configuration).

3.7.3 Starting the IM Server

You can check the status of the IM/presence server through the IM/presence server status[13"% menu. If the
IM/presence server is not running, you can use the process below to start the service.

To start the IM/presence server:
1. Select Health.

2. Select IM/Presence server status. The system displays the status of the IM/Presence server.

Health P Component Status

Dashboard W IMiPresence server status

Component Status

IM/Bresence server st Component Name Status Reported At
{ey Recent Events IMPresence Senver I o 15y 2015 09:16

Active Sessions

- Refresh | | Start
Environment

3. Click Start.

e If the database is corrupt, the system displays "IM/Presence server database is corrupt and needs to be
restored. Would you like to restore it?".

e To restore the database and start the IM/Presence server, click Yes. The system restores the
database from the backup folder. The system automatically backs up the database every eight
hours. You can not start the IM/presence server without restoring the corrupt database.

e If you click No. The system displays "IM/Presence server can not be started with corrupted
database. The IM/Presence features will be unavailable".
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3.7.4 Searching the IM Archive

You can search for the instant message conversations between the users and from the system to a user. All the

fields in the search panel are optional. The number of days that the server retains an IM in the archive is set by the
Days to archive IMs[es" setting.

Health

Participants Extn210 Start A Keywords
‘Configuration

End |

Security
el search || Clear || Export
Directory Integration

Participants Start + Count Participants: Extn210, Exin211
WEXETLE s Exin210 Date: Aug 15, 2014 B:06 AM
IM Archive mybuddy Aug 15, 2014 12:00 PM 4 Keyword:

Search Archive 759  Extn210:  Morning. How are the updates going?

Okay now we have the system running. Tell you how far we
Bxtn210 A . 85  Extn211:
gveryone g 14, 2014 213 PM 1 got at the end of today.

To search the IM archive:
1. In the left panel, select the IM Archive.

2. Click Search Archive.

3. Enter the search criteria and click Search.

Participants Type the name of the participant in the IM conversation.

Keywords |Type the keywords in the IM conversation.

Start Select the date from which the conversations need to be listed. If you do not select a date,
the system displays from the earliest conversation that the system has retained.

End Select the date until which the conversations need to be listed. If you do not select a date,
the system displays until the latest conversation.

4. Click on the conversation that you want to open. The system displays the conversation.
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Maintenance Tasks: Instant Messaging/Presence

3.7.5 Exchange Presence Integration

one-X Portal for IP Office can be configured with the Exchange server to the presence information of the users.

Health P Providers
Configuration P Users
Providers P Ccsv
Users .
ey P> Branding

Branding P IM/Presence Server

IMiPresence ¥ IW/Presence Exchange Service

Exchangs service
SMTF Confiouration  |Exchange service account name
Conference Dial-in
Host Domein Mame Exchange service account password

Conference Clean Up

Central CT Link Exchange service Host

Exchange Port number
Exchange service proxy host

Exchange proxy port

Test Email Address (e.g. usen@example. com)

IAvayaAdmin

|
| 6669
|
|
|

Validate | | Save | Clear | Refresh

Note:

® Test email address is reguired for MS Exchange 2013 for validation purpose only.
® | is not possible to execute the batch file by placing it on the deskiop. Pleaze make sure that the batch file is not stered on the deskiop.
® Save the file on any local drives, for example C drive. To download the file, right click on the link below and select "Save Link As..".

Download Powershell script

To configure Exchange services:

1. Click Configuration, in the left navigation pane.

2. Click Exchange service.

a. Type AvayaAdmin in the Exchange service account name. Ensure that this name is the same as
the AvayaAdmin account that you created on the exchange server.

b. Type the password that was set for the AvayaAdmin in Exchange service account password.

c. Type the IP address of the exchange service host in Exchange service Host.

d. Type the port number of the exchange service in Exchange Port nhumber.

e. Type the domain name of the proxy server that is used to connect to the exchange server in

Exchange service proxy host.

f. Type the port number of the proxy server for exchange service in Exchange proxy port.

g. Set a Test Email Address using a valid email address.

3. Click on Validate Exchange Service Configuration to view whether the provided exchange details are

valid.

4. Click Save.
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3.7.6 Enabling the XMPP Admin Console

For security, the XMPP admin console is not enabled by default. If enabled for maintenance or troubleshooting, you
must disable the admin console[ 731 again afterwards.

To enable the Admin console:

1.

2.
3.
4.

Login locally as the root user.
Enter cd /opt/Avaya/oneXportal/openfire/bin
At the prompt, enter: sh AdminConsoleManager.sh enable

To restart the service, enter: service onexportal restart

3.7.7 Enabling IM archiving

To enable IM archiving settings in XMPP Server:

1.

N o v s wbN

Enable the XMPP admin console[ 7.

Open the admin console in a browser by entering http://<server IP address>:9094
Login with the username and password admin.

Click Server tab.

Click Archiving tab.

In the left panel select Archiving Settings.

Enable the following check boxes:

e Conversation State Archiving

¢ Archive one-to-one chats

e Archive group chats

Click Update Settings button. The system saves the settings and displays the following message: Archive
Settings have been saved.

Disable the XMPP admin console[73.
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Maintenance Tasks: Instant Messaging/Presence

3.7.8 Disabling IM archiving

To disable IM archiving:
Enable the XMPP admin console[72".

Open the admin console in a browser by entering http://<server IP address>:9094
Login with the username and password admin.

Click Server tab.

Click Archiving tab.

In the left panel select Archiving Settings.

N o u s w N

Disable the following check boxes:
e Conversation State Archiving
e Archive one-to-one chats
e Archive group chats

8. Click Update Settings button. The system saves the settings and displays the following message: Archive
Settings have been saved.

9. Disable the admin console[73".

3.7.9 Disabling the XMPP Admin Console

For security, the XMPP admin console is not enabled by default. If enabled for maintenance or troubleshooting, you
must disable the admin console again afterwards.

To disable the Admin console:
1. Login locally as the root user.
2. Enter cd /opt/Avaya/oneXportal/openfire/bin
3. Atthe prompt, enter: sh AdminConsoleManager.sh disable
4

To restart the service, enter: service onexportal restart
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3.8 Conferences

The portal can include a component that provides support for conferencing scheduling in parallel with conferences.

3.8.1 Viewing Conferences

This menu allows you see details of web collaboration conferences being hosted by the server. It lists the members
of the conferences, when they last joined and what their participation is (presenter, audio conference member, web
conference member).

e The web collaboration service is not supported with R12.0 and higher.

Health

Host User Name Extension Jain Time: Leave Time
Configuration 4 Peter Power
Security &  Peter Power 239 Jul 23, 2014 4:19 PM @ =
Diagnostics & GaryGuest B555555  Jul 23, 2014 4:22 PM & =
Directory Integration 4 Lyncli(230]
Gadgets Configuration & LyncDi 230 Jul 23, 2014 4:20 PM R & =
Web Conferences &  Getrude Guest 668866 Jul 23, 2014 4:23 PM & =
Monitor Conferences
Refresh
To view current conferences:
1. Select Web Conferences and then Monitor Conferences.
2. The current web conference are listed.
3. Click on the Host to expand the conference and view details of the participants.
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Maintenance Tasks: Conferences

3.8.2 View Scheduled Conferences

This menu displays the calendar for scheduled conference similar to that seen and used by individual one-X Portal
for IP Office users. The difference however is that is shows the scheduled conferences for all users. You can use
this menu to delete a scheduled conference and to modify the details of future conferences.

Health P Logging Configuration
Configuration P Logging Viewer

Security P Network Routes (Mot for IP Offices)
Diagnostics P P Office Connections

Logging Configuration
Logging Viewer
Network Houtes

IP Office Connections
Database Integrity
User data validation
CaliConference Sched

P Database Integrity
P User data validation
> CallConference Scheduling

W View Conferences

View Conferences Q4 Search meetings Search | Clear
Host Subject Bridge Detailz
212 Diaily Meeting Bridge:212
212 Team Mesting Bridge:212

I4 4 page [1 of1 B Ml

 New T Historic ™ Al Non-Recurring & Recurring G5 .—:S}‘
Date Start Time End Time
September 22, 2015 8:30 PM 29:00 PM ]
September 22, 2015 6:00 PM 6:30 PM ;4
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3.8.3 Deleting a Scheduled Conference

You can delete a future scheduled conference. If the conference is a recurring conference, all occurrences of the
conference are deleted.

Health P Logging Configuration
Configuration P Logging Viewer

Security P Network Routes (Not for IP Offices)
Diagnostics P IP Office Connections

Logaing Configuration ~ » Database Integrity
Logging Viewer -
Network Routes P User data validation

IP Office Connections W CallConference Scheduling
Databasze Integrity

User data validation

CallConference Sched Enter Scheduled Conference ID to delete: I Delete
Wiew Conferences

Delete scheduled conference with subject™ I with host extension® Delete

To delete a scheduled conference or conferences:
1. Click Diagnostics and select Call/Conference Scheduling.

2. Enter the host extension and a subject. If you leave the subject blank, all conferences scheduled by the
host are deleted.

3. Click Delete.

3.8.4 Conference Notification Message

When a user schedules a conference, the server sends the invited participants a conference notification using email
and instant messaging. That notification includes the details of the conference set by the user (bridge humber,
participant code). It can also include the fixed text set through the Conference Dial-in menu.

Health P Providers
Configuration P Users

Providers P Ccov

Lisers .

cov > Branding

Branding P IM/Presence Server

IMiPresence
Exchange service
SMTP Configuration
Conference Dialin The following audio conference dial-in information will be displayed to the web conference paricipants:
Hc-s:_DDn"am Mame Dial-in

Conference Clean Up

Central CTI Link To access conferences, dial 01555 220837 if
external or 637 ifinternal and follow the prompts.

P> IM/Presence Exchange Service

W Conference Dialin Information

Save | | Clear

Note:

Example

Audio Access Numbers:

® JAudio Bridge: <=

® Participation Code: <=

® Web Collabration URL: hitps:/fabc org:portfmeeting

To set the conference notification fixed text:
1. Select Configuration and then Conference Dial-in.

2. Enter the fixed text that should be included in all conference notifications.
3. Click Save.
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Maintenance Tasks: Conferences

3.8.5 Conference Emails

The conference invites to participant can use both instant messaging and email. For email, the conference email
settings must be configured as below. The email address used for each individual participant is set in the telephone
system configuration.

Health P Providers
Configuration P Users

Providers > Ccov

g;ers P Branding

Branding P IM/Presence Server
IM/Presence

P> IM/Presence Exchange Service
Exchange service
SMTP Configuraticn
Conference Dial-in W SMTP Configuration
Host Domain Name
Conference Clean Up

Central CTI Link Server Address I

P Conference Diakin Information

Following SMTP configuration will be used to send emails for conference scheduling feature

Port number I 25

Email Fram Address

Use STARTTLS
Server Reguires Authentication

User Name

—— a0

Password

Save | | Clear || Refresh

Note:
® *Nefault SMTP Port is 25

To set the conference notification fixed text:
1. Select Configuration and then SMTP Configuration.

2. Set the SMTP email details that the server should use:

e Server Address
The IP address of the customer's SMTP server.

e Port Number
The SMTP listening port of the server. The default is 25.

e Email From Address
This is the address that will be used by the server. Some email servers will only relay messages from
recognized or addresses in the same domain.

e Use STARTTLS
Select this field to enable TLS/SSL encryption. Encryption allows voicemail-to-email integration with
hosted email providers that only permit SMTP over more secure transport.

e Server Requires Authentication
If the server requires a user account to receive and send emails, enter the details of an account
configured on that server for use by the IP Office.

¢ User Name
The account name to use if Server Requires Authentication is selected.

e Password
The account password to use if Server Requires Authentication is selected.

3. Click Save.
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3.9 Remote Logging

The one-X Portal for IP Office server can be configured to allow logging applications to connect on port 4560 to
collect logging output. The output is in Log4j format. The one-X Portal for IP Office server administrator interface
includes links to install Apache Chainsaw.

This process assumes that the PC from which it is being run has an Internet connection. If that is not the case,
Apache Chainsaw can be downloaded and installed following the instructions on the Apache Chainsaw website
(bttp://logging.apache.org/chainsaw).

1. Select Diagnostics and Logging Configuration.
Health W Logging Configuration
FITIE T W Master Logging Level

L TaEE Set the threshold above which logging eventz are =ent to logging targets

Logging Cenfiguration . ) . .
Logging Viewer Choose ALL far ‘log everything’, choose OFF to 'disable lngging’.

Network Routes Iﬁ
IP Office Connections ALL hd
Database Integrityv
W Logging Targets(Roling Log Files)

Rolling log files grow to a max. 10 MB, then a new one iz =tarted.
The cldest relling log iz removed when the max. of 5 is reached.

Rolling log files reflect the master logging level.

Enabled Name Level File Path

7 |overal [ALL =1 | ags/1x0verallRollingFile log

= |F'resentatinn Layer |'-L|- = |...-’I0g9.-’U(F'resentationLayearIIingFiIe.Ing
i 7 |Mid-Layer [ALL =1 | Nogs/1xMmidLayerRallingFile lag

¥ |Telephany (CSTA) [ALL =1 | Nogs/1XCSTASeniceRollingFile log

¥ |Directory (IP-Office) [ALL 1| Nogs/1¥IPODirSeniceRolingFile log

7 |Directory (LDAP) [ALL =1 | Nlogs/1XLDAPDIrSeniceRollingFile log

W Logging Targetz(Server and Hetwork)
Socket Receiver({required for remote log viewing))
¥ Enabled
2. Select Logging Targets and check that Socket Receiver is enabled.

3. Select Logging Viewer.

Health » Logging Corfiguration

Configuration W Logging Yiewer

Diagnostics > Dezcription: Remately viewing logs.

Logging Configuration Mare infiormstion about Apache Chainsam.

Logging Wiswer Start Inztallation of Apache Chainsaw by Jawva Web Start

Metwork, Foutes

P networl Routes (Mot for [P Cffices)
IP Cifice Connections

Databaze Integrity P P Office Connections
User Data Walidation P Database Integrity

P Uzer Data Yalidation

4. Click on Start Installation of Apache Chainsaw by Java Web Start.

5. The process for downloading and installing Chainsaw is largely automatic. Chainsaw is started. If the message
Warning: You have no Receivers defined... appears, select I'm fine thanks, don't worry and Don't
show me this again and click OK.
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Maintenance Tasks: Remote Logging
. If not, click on the k button in the top toolbar.

6. The Receivers panel should be visible on the right
# chainsaw v2 - Log Yiewer

- 1ol x|

File Wiew Currentbab  Conneckto  Help

S®(ane|0n e w| v Alx

G Welcome |Drag B D Al [0 Hles here | Zeroconfl m chainsaw-logl A | e | | x

7 | € | Tutorial | View example Receiver configuration % Recsivers

= “-No Receivers defined

Chalnsaw V2 - brought to you by the Log4j Dey team

Hot Keys

CTRL-LEFT - Activate atab  F1 - Hide,/Show

ta the left welcome b
PanelHelp Property Yalue
page
CTRL-RIGHT = Activate atsbh F3 = Find Mext
to the right |
|L00ks like Zeraonf stuff is available. . WooHoo! ||:|| 1] || 0:0 || 0.0fs ||:|
7. Click on the De# new receiver icon on the Receivers panel and select New SocketHubReceiver.
€ chainsaw v2 - Log Yiewer o =]
Eile Wiew Currenttab Conneckto Help
sB|léaue|oa as:|wl v alx
52 Welcome |Drag Do L log fles here | Zeroconfl (@ chainsaw-log % % | @ | x
s g | £ | Tukorial | Wiews example Receiver configuration Mew MulticastReceiver, .. |
- Mew SocketReceiver. ..
Chalnsaw V2 - brought to you by the Log4j Dev team
Mew LDPReceiver. ..
MNew BMLSocketReceiver...
Hot Keys
CTRL-LEFT - activaeatab F1 - Hide/Show New LogFilePatternReceiver..
8.

Enter the details for the one-X Portal for IP Office server.
#_New org.apache.log4j.net.SocketHubReceiver...

x|
Overview Package Use Tree Deprecated Index Help 103‘4}2-00#'?%1&’
PREY CLASS MEXT CLASS ERAMES HNO FRAMES
All Classes

SUMMARY: HESTED | FIELD | COMSTR | METHOD DETAIL: FIELD | CONSTR | METHOD

-
| | »

Property Walue
hosk localhost
name onexPorkal
pork 4560
reconnectionDelay 3000
AL =l
Cancel |
host This field sets the address of the one-X Portal for IP Office server. In the example
above chainsaw is being run on the one-X Portal for IP Office server PC.
name This field is for display only. Enter a name for the receiver entry in Chainsaw.
port Set this to 4560. This is the port to which one-X Portal for IP Office outputs log records
for collection by remote logging applications.
reconnectionDelay |This field sets the how long (in milliseconds) the receiver should wait if it suspects it
has lost connection before reattempting connection.
threshold This field sets the minimum level of logging message to receive or All or Off.
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9. When you have completed the fields, click OK. After a few seconds the receiver should start and connect to the
one-X Portal for IP Office server. The process will appear as log events on the chainsaw-log tab and when
completed the receiver will be displayed as a new tab.

Chainsaw ¥2 - Log ¥iewer

File ‘iew Currenttab Connectto Help

-loj x|

SB| &0 P 08| m| v Alx
@ Welcome | Dram & Drop 401 o files ere | Zeroconf| chainsaw-iog | @) localhost: | o % | 2 | X
+ = | @ & | » | Refine focus on: I LI & Receivers
[ oot Logger jio} Timestamp |evel | Logger | Message rtal SIS
B or e = = =
Qo 63 |2009-05-20 15:20:29,812 DEBUG  org.apache.log4i... Attempting connection to localhost _I
69 |2009-05-20 15:20:29,512 DEBUG  org.apache.log4i... Connection established. Exiting connector thread. J
70 |2009-05-20 15:20:29,525 INFO  org.apache.log4)... Connection received from localhost: 4560
4| | a|
x
W | Property Value
Level DERUG || Jlhost localhost:
Logger  orgapache logdi chainsaw LogPanellogger Treehodel na”;e :;Z-Dx Portal
ar
Time 2009-05-20 15:20:36,312 rpeconnection 000
Thread Chainsaw-Worleer Thread threshald ALl
0 hidden loggers .. Message Adding to Map com.avaya.common.wseventing.SubscriptionSession LI
|Connection received from localhast: 4560 H:H a || 0:0 || 0.0fs ||:|

10. Click on the new receiver tab to view the one-X Portal for IP Office log records.
Chainsaw ¥2 - Log ¥iewer

=0l x|

File Yiew Currenttab Connectto Help
SB( &0 % 0Q 88 > v &%
G2 Welcome | Drag & Drop EHL og files here: I Zeraconf | chainsaw-log localhost- | D& @ | 2 H | x
+ - | @ 2 | w | Refine focus on: I j . Recsivers
(25 Root Logger o] Timestarmp I Lewvel I Logger Message E Farta| Z1EN
@ com INFO  com,avaya.comm,., Desired skate = Expiring existing state - Val

INFO
INFC

OMMMO, W

Com.avaya.comm...

COM.a¥aya,comm. .

INFO  [com,

wenking. Subscriptid

COM. &vawa, common. wseventing, Subscriptic

. COM. awaya, common. wseventing, Subscriptic

Property Yalue
hiost localhost:
Level IMFO ﬂ name one-% Porkal
L . . . pork 4560
ogger COMTL awaya. COomnomn. SESSIDH.REngtI’aT.an P
0 hidden laggers .., Time 2009-05-20 15:20:34,515 LI threshald F
| Connection received from localhost: 4560 ||:|| 1] || 00 || 0.0/s ||:|

11. The navigation tree on the left can be used to focus the log view onto a particular component of one-X Portal

for IP Office server.

Chainsaw ¥2 - Log Yiewer -0l x|
File “iew Currenttab Connectto Help
SB|& 02 0 aE|nl| v & x
2 Welcome | Drad i Drop sl log files here I Zeroconfl ) chainsaw-log localhast- | G % | fi=y | b4
+ - | @ & | w | Refine focus on: I ;I . Recsivers
7 Root Logger i} Timestamp I Level I Logger Message 0 (4
EJ com 109 |2009-05-20 15:27:43,250 INFO com.avaya.comm... com.avaya.common.wseventing.SutLI
=400 avaya
E}_} COMIMOn
= ) session
Pt }3,COMM.,
E|_) wseventing 113 |2009-05-20 15:30:34,750 IMFO com.avaya, comm.., COM,avaya, commaon, wseventing, Sut
E i ;--zubSCrIDtIDnSESSIDn 114 |2009-05-20 15:30:34,750 INFO  com.avaya.Comm... COM.avaya, common. wseventing. Sut
-\ indoda
-5 eventing /8,COMM, . .
LEventSourceImpl L 4]
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Maintenance Tasks: Remote Logging

12. Clicking on the % receiver icon will hide the receivers panel

. Clicking in the 2 icon will hide the navigation

tree.
Chainsaw ¥2 - Log Yiewer i ] 531
File Wiew Currentkab Conneckta Help
SB|& % 0] a8k J v alx
o Welcomel Drag & Drap Al (g hles here | Zeroconfl chainsaw-log localhost- |
‘ Refine focus on: I ;I
I (] Timestamp I Lewel | Logger | Message I Thre:
151 |15:32 INFO  com.avava.camm... Desired stake = Expiring existing state - valid Timer-1
com, avaya.comm.. . [com, avaya.commaon . wseventing. Subscription ior
153 1532 INFO  comn.avaya.comm.. . COMLavaya.common . wseventing. SubscriptionSessi...  Timer-1 I—|
154 1532 INFO  com.avaya.comm... COm.avaya.common . wseventing. SubscriptionSessi...  Timer-1
-
4|'“ ——- I | - e - . .
7| x
Lewvel EFRCER =
Logger cornavaya cotumon wseventing SubscriptionSession
Time 2009-05-20 15:32:35,828 ;l
Connection received from localhost: 4560 H:H 147 || 171:171 || 0.0fs ||:|
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3.10 Adding Additional Administrators

The process below illustrates how to configured portal administration rights for additional IP Office service users.
Each IP Office service user is a member of one or several rights groups. It is the rights group settings that control
what the service user can do, including their level of one-X Portal for IP Office server access.

e By default, the one-X Portal for IP Office server uses "referred authentication". That means that the portal
administration access rights are assigned to IP Office service users configured in the security settings of the IP
Office service running on the same server.

o If "referred authentication" is disabled on the IP Office, the portal uses its own local Administrator account for
access to the administration menus, and a local Superuser account for access to the AFA menus. The
passwords for these local accounts are stored by the portal service and are not part of the IP Office security
settings.

To view and adjust rights group settings:
1. Using IP Office Manager, select File | Advanced | Security Settings.
2. Select the IP Office system and click OK.

3. Enter the name and password for access to the IP Office system's security settings.

4. Select 'Eﬁ Rights Groups.

5. Select the External tab. This tab include settings for level of portal access allowed to members of the rights
group.

e One-X Portal Administrator
Access to the portal administrator menus.

e One-X Portal Super User
Access to the portal AFA menus.

6. Select a particular rights group in the list to see what level of access the rights group has.

7. If you make any changes, click OK.

8. Click on the |.'E‘ to save the changes.

To change a service user's rights group memberships:
1. Using IP Office Manager, select File | Advanced | Security Settings.
2. Select the IP Office system and click OK.

3. Enter the name and password for access to the IP Office system's security settings.

Select i”& Service Users.

4,

5. Select the service user. The details shows the rights group of which that service user is a member.
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Chapter 4.
AFA Menus
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4. AFA Menus

one-X Portal for IP Office supports a set of menus for the backup and restoration of one-X Portal for IP Office
configuration settings. These allow backup and restoration using the one-X Portal for IP Office server, an FTP server
or your own browser PC as the destination for the backup files.

The menus are also intended to allow backup and restoration between an old and a new installation of one-X Portal
for IP Office on a new server. However, it is not supported for backup and restoration between different versions of
one-X Portal for IP Office, for example from 6.1 to 7.0.

Access to the advanced backup and restore menus is controlled by a separate user and password from other
administrator access.

e Linux Based Servers
The portal can be included in the backup and restore functions provided through the IP Office server's web
management menus. Those options include support for backup to HTTP. HTTPS and SFTP servers and
scheduled backups.

41 Login

Only one user can be logged in to the AFA menus at any time.

e By default, the one-X Portal for IP Office server uses "referred authentication". That means that the portal
administration access rights are assigned to IP Office service users configured in the security settings of the IP
Office service running on the same server.

o If "referred authentication" is disabled on the IP Office, the portal uses its own local Administrator account for
access to the administration menus, and a local Superuser account for access to the AFA menus. The
passwords for these local accounts are stored by the portal service and are not part of the IP Office security
settings.

To login:
1. Enter the browser address http://<server name>:<server port>/onexportal-afa.html, where:
e <server name> is the name or the IP address the one-X Portal for IP Office server.

e <server port> is the port number used by the one-X Portal for IP Office. This is 9443 for HTTPS
access.

e You can use http:// rather than https:// and 8080 as the port if unsecure access has been configured.
See Protocoll 33

e Alternatively, from the normal user login menu, select AFA Login.
2. At the login menu, enter the password:

« Enter the password of an IP Office security user configured for one-X Portal Super User[&™ access. By
default that is the Administrator user.

e Otherwise:

¢ When you log in for the first time, use the default password MyFirstLogin1_0. After logging in, you
will be prompted to enter a new password for the Superuser account plus additional information.

e Display Name
Enter a name for display in the one-X Portal for IP Office menus.

¢ Password/Confirm Password
Enter a password that will be used for future Superuser access. This password is used on servers not
using Referred Authentication.
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AFA Menus: Logl‘l

4.2 System Status

This menu gives a summary of the previous usage of the Superuser menus. It also allows the rollback of the last

previous restore operation.

System W Systemn status
Status
. Backup Mame File Size in Bytes Backup Date Time
Vigw
Last Backup Taken | OneX-DB-B 29882 2010-08-02 33.25
Configuratior
e Backup Name File Size in Bytes Restore Date Time
Operations Last Restore Done | OneX-DB-Bkp-2010-08-03-| 29898 2010-08-03 38.32 Undo Last Restore
Local Server Total Space | 149 GB
Local Server Free Space |97 GB

e Last Backup Taken
This section gives details of the last backup taken using the Backup menu. The backup file name will have
been a zip file named with the Backup Name plus the Backup Date Time. For example, OneX-DB-Bkp-

2010-08-03-11.33.25.zip.

o Last Restore Done
This section gives details of the last restore operation. The time and date of the restore are shown and the

name of the file used for that operation. The Undo Last Restore control can be used to rollback the restore
action.

e Local Server Total Space
Shows the approximate disk space on the one-X Portal for IP Office server.

e Local Server Free Space
Shows the approximate free disk space remaining on the one-X Portal for IP Office server.

4.3 Configuration

This menu is used to set the basic settings for Superuser access.

System Status W Edit
Configuration Password Complexity Requirements:
Edit 1. Minimum Password length supported is 8
2. The password characters must include characters from at least 2 of the 'complexity rules' listed below.
DB Operations For example a mix of lower case and upper case. In addition, three or more repeated characters of the same case are not allowed.

a. Lower-case alphabetic characters.

b. Uppercase alphabetic characters.

. Numeric characters.

d. Non-alphanumeric characters (for example # or *).

Super User Name | Superuser
Display Name | Superuser

Password | =eesssssss

Confirm Password | =eesseeees

® Save | Clear

e Super User Name
This is a fixed name and cannot be changed.

e Display Name
Enter a name for display in the one-X Portal for IP Office menus.

¢ Password/Confirm Password
Enter a password that will be used for future Superuser access. This password is used on servers not

using Referred Authentication.
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4.4 DB Operations

These menus are used to create backup files and to restore the settings from a previous backup file.

4.4.1 Backup

This menu is used to create backup files.

System Status ¥ Backup

Configuration :
Backup Mame | One-0B-Bkp

Mate: Server timestanng at time of taking backup will be appended to the backup name, e.g. Onex-DBE-Bkp-201001-18-12.50.24 =ip

DB Operations

Backup
Restore
Backup To

'@' Lacal Serwer 'D FTP C‘ Lacal Drive

Zerver IP Address
Port

Uzetr Marme Pazaword
Backup
¢ Backup Name

This name is used for the backup zip files. The date and time of the backup is also added to the file name.
For example, OneX-DB-Bkp-2010-08-03-11.33.25.zip.

¢ Backup To
This setting is used to select the destination for the backup file.

e Local Server
If this options is selected, the backup file is created in the Backup Folder.

e FTP
If this option is selected, the backup file is temporarily created in the Backup Folder. It is then sent to the
specified FTP server address.

e Local Drive
If this option is selected, the backup file is temporarily created in the Backup Folder. It is then offered for
download by the browser.

o FTP Settings
The following settings are used if the destination for the backup file is set to FTP.

e Server IP Address
The address, including file path, of the FTP server.

e Port
The FTP port on the server. The normal default is port 21.

e User Name / Password
The user name and password for file access to the specified FTP server.

e Backup
This button is used to initiate a backup using the settings above.
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AFA Menus: DB Operations

4.4.2 Restore

This menu is used to select a previous backup file and then use that file for a restore operation. Before the
restoration occurs, a backup of the current configuration is made and stored in the Backup Folder for use with the
Undo Last Restore[s" control. Restoration is only supported from a backup of the same one-X Portal for IP Office

version.

System
Status

P DB Backup Operaticn

¥ DB Restore Operation
Configuratior

DB
Operations

Backup
Restore

Restore From

@ Local Server OFTP O Local Drive

Server IP Address

User Mame

Port

FPassword

Show Available Backups

¢ Restore From

This setting is used to select the destination from which the previous backup file should be selected.

e Local Server

If this options is selected, the backup file for the restore is selected from the configured Backup Folder.

e FTP

If this option is selected, the backup file for the restore is selected from the specified FTP server address.

e Local Drive

If this option is selected, the backup file for the restore is selected using a file browse menu to locate a file

on the browser PC.

FTP Settings

The following settings are used if the destination for the backup file is set to FTP.

e Server IP Address
The address, including file path, of the FTP server.

e Port
The FTP port on the server. The normal default is port 21.

¢ User Name / Password

The user name and password for file access to the specified FTP server.

¢ Show Available Backups
This button is shown when Restore From option is set to

Local Server or FTP. When clicked, a list of the

available backup files at the selected location is shown. Select a file and click Restore to begin the

restoration process.

List of Backups

Select |Backup Folder Backup Name File Size in Bytes

OneXx-DE-Bkp-2010-08-

O Cr\Backups 03-11.32.55 2ip 25a08
0 C\Backups O”E;{S'i?'_?;';:_czzlf'ce' 20882
@) Cr\Backups O"E;{S[ﬁf:';ezczjfce 29866

‘ Cancel ‘

e Choose File
This button is available when the Restore From option is
backup file on the browser PC.

Choose File

Browse...

‘ Cancel |

Backup Date Time
Tue Aug 02 19:32:558 GMT=+100
2010
Tue Aug 03 19:33:25 GMT+100
2010
Tue Aug 02 19:45:59 GMT+100
2010

set to Local Drive. It allows you to Browse to
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Chapter 5.

Desktop Client Group Policy
Installation
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5. Desktop Client Group Policy Installation

You can install Avaya IP Office Desktop Clients through group policy. This tutorial describes how to deploy a MSI on

multiple machines using a group policy.

¢ Prerequisite:

Ensure that the following are present on all the remote PCs:

e .NET Framework 4.5.2

The install package for this can be downloaded from the Configure | Desktop Integration page within

one-X Portal for IP Office.
e .NET Framework 3.5

Support for .NET Framework 3.5 must also be enabled within the Windows Features on the user PC (from
the Control Panel, select Programs and Features | Turn Windows features on or off).

[El Windows Features

Turn Windows features on or off

7

Embedded Shell Launcher
Hyper-¥

Internet Explorer 11

Internet Information Services

+

+

Legacy Components
Media Features

7 H =

AEROOmEROO0

Microsnft Print tn POE

QY .NET Framework 3.5 (includes .MET 2.0 and 3.0)

NET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services

Internet Information Services Hostable Web Core

Microsoft Message Queue (MSMQ) Server

O

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

X

¢ Microsoft Office 2007 PIA

e Microsoft VSTO 2010 Runtime v4.0 (10.0.40303 or later)

Deployment Methods

Group policy supports two methods of deploying an MSI package:

e Assign software

A program can be assigned per-user or per-machine. If it is assigned per-user, the program is installed when
the user logs on. If it is assigned per-machine, the program is installed for all users when that machine

starts.

¢ Publish software

A published program is added to the Add or Remove Programs list and the user is able to install it from

there.

Deployment Summary
1. Create a Distribution Point[etY

Create a Group Policy Objectle"
Assign an MSI Package[
Publish an MSI Package[ "
Redeploy an MSI Package[ o

Remove an MSI Package[o™
Silent Installation[ sy
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Desktop Client Group Policy Installation:

5.1 Creating a Distribution Point

The first step in deploying an MSI is to create a distribution point on the publishing server.
To create a distribution point:
1. Log on to the server as an Administrator.
2. Create a shared network folder to contain the MSI package.
3. Set the permissions on this folder allow remote access to the distribution package
4

In the shared folder, perform an administrative install of the desktop client executable. The command line
for an administrative installation is AvayaOneXDesktopClients.exe /a

v

Download the open source ORCA tool from: http://www.softpedia.com/progDownload/Orca-Download-
79861.html. This creates an MSI package.

6. After downloading and installing ORCA, right-click on the MSI file and select Edit with Orca.
7. From the left-hand Table item select Property Table.
8. From the list of tables select Property. Scroll to the bottom of the table, right-click and select Add Row.
9. Add the following Properties with corresponding values to specify one-X Portal server address, port and
secure communication mode.
Mame Walue S | Walue |
§rroperty | ONEX_PORTAL_SERVER 7 Property ONEX_PORTAL_SERVER
Walue Walue
r— Column r— Colunn
Froperty - Sting[72]. Required Walue - Localizable Sting[0], Fequired
OMEX_PORTAL_SERYER |1u.1.1.125|

(0.9 I Cancel 0K I Cancel

e ONEX_PORTAL_SERVER = <Server IP address or fully qualified domain name>
¢ PORT_NUMBER = <Server port number>
e SECUREMODE = <1 for enabled or 0 for disabled>

10. After adding all the properties, save the MSI file and close the ORCA tool.
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5.2 Creating a Group Policy Object

An MSI package is deployed (distributed) using a Group Policy Object.
To create a Group Policy Object:

1. Create a Container or Organizational Unit.

2. Open the Active Directory Users and Computers window.

3. In the console tree, right-click your domain, and then select New.
4. Select Organizational Unit.
5

Provide a name for the container and uncheck the checkbox Protect container from accidental
deletion so as to be able to delete this container later. If checkbox is marked, it is not possible to delete
this container.

6. In the same Active Directory Users and Computers window, add to the Container the users and
machines for which the policy needs to be applied. New domain users and computers can be created in this
container.

e Alternatively you can move the users from the USERS account to the container and machine accounts
from COMPUTERS account to the container. Moving the users or machines prompts a warning.

7. Click on the Start button.

8. Go to Programs.

9. Select Administrative Tools and then select Group Policy Management.

10. Expand the tree for your domain and select the newly created container or organizational unit.
11. Right-click and select Create a GPO in this domain, and Link it here....

12. Provide a name for the GPO and click the OK button to close the window. The GPO is added to the
container and also to the Group Policy Objects list.

13. Right-click the GPO in the container and select Edit to open the Group Policy Management Editor.
Select how you want the policy installed. If you assign the application to a user, it is installed when the user
logs on to the computer. If you assign the application to a computer, it is installed when the computer
starts.

5.3 Assigning an MSI Package

A package can be assigned per-user or per-machine. Assigned packages are automatically silently installed.

To assign a package:

1. In the Group Policy Management Editor, go to Computer Configuration and select Policies and
Software Settings.

2. Select Software Installation.
Right-click and select New and then select Package.

4. In the open dialog box, make sure to type the full UNC path of the shared installer package. For example:
\\<machine_name>\MyGPO\DesktopClients.msi

5. Click Open and Select the Deployment Method as Assign and click OK.

6. From the command-line window, run the command to force update of group policy.

gpupdate/Force
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Desktop Client Group Policy Installation: Assigning an MSI Package

5.4 Publishing an MSI Package

You can publish a package in order to allow the target user to install it by using Add or Remove programs.
To publish a package:

1. In the Group Policy Management Editor, go to Computer Configuration.

2. Select Policies and Software Settings.

3. Select Software Installation.

4. Right-click and select New then select Package.

5

In the open dialog box, make sure to type the full UNC path of the shared installer package. For example:
\\<machine_name>\MyGPO\DesktopClients.msi

Click Open.
7. Select the Deployment Method as Publish and click OK.

8. From the command-line window, run the command to force update of group policy.
gpupdate/Force

5.5 Redeploying an MSI Package

Sometimes you may need to redeploy a package, for example when doing an upgrade.

To redeploy a package:

1. In the Group Policy Management Editor, go to Computer Configuration and select Policies and
Software Settings.

Select Software Installation.

Right-click and select Existing GPO.

Right click and click Redeploy application.

Click the Yes button for reinstalling the application wherever it is installed.
Close the Group Policy snap-in.

Click OK and exit the Group Policy Management snap-in.

@ N o U b~ WD

From the command-line window, run the command to force update of group policy.
gpupdate/Force
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5.6 Removing an MSI Package

Group Policy allows you to remove packages which have been deployed in the past. For more details read

http://support.microsoft.com/kb/816102.
To remove a package:
1. Click on the Start button.
Go to Programs.
Select Administrative Tools and then select Active Directory Users and Computers.
Right-click your domain name in the console tree and select the Properties.
Select the Group Policy tab.
Select the object you used to deploy the package and click Edit.

Expand the Software Installation element which contains the deployed package

v N o U s WD

Right-click the package in the right pane of the Group Policy window

—
o

. Select the All Tasks menu and click Remove

[y
[y

.Select from the following options:

¢ Immediately uninstall the software from users and computers

¢ Allow users to continue to use the software but prevent new installations
12. Click the OK button to continue .
13. Close the Group Policy snap-in.

14. Click OK and exit the Active Directory Users and Computers snap-in.

5.7 Silent Installation Commands

You can install the Avaya IP Office Plug-in silently on a PC using the following command line options:
e Install only Call Assistant:

AvayaOneXDesktopClients.exe /s /v"/qn SECUREMODE=<1 or 0> PORT_NUMBER=<PORTNUMBER >
ONEX_PORTAL_SERVER=<one-X Portal Server IP or FQDN> ADDLOCAL=callAssistant,ChangeARP"

e Install only Outlook plug-in:
AvayaOneXDesktopClients.exe /s /v"/qn SECUREMODE=<1 or 0> PORT_NUMBER=<PORTNUMBER >

ONEX_PORTAL_SERVER=<one-X Portal Server IP or FQDN> ADDLOCAL=0utlookPlugin,ChangeARP"

o Install Both:

AvayaOneXDesktopClients.exe /s /v"/qn SECUREMODE=<1 or 0> PORT_NUMBER=<PORTNUMBER >

ONEX_PORTAL_SERVER=<one-X Portal Server IP or FQDN>"

Expand the Software Settings element (per-user or per-machine) which contains the deployed package

Note: If the user does not want to provide value of one-X Portal server or port number then do not include those
properties. Do not add a space before or after the “="in property values. A SECUREMODE value other than 0 or 1

defaults to 0.
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6. Document History

4th April 2024 19a Updates for IP Office R12.0.
17th April 2024 19b e UCM not supported for IP Office R12.0.
7th October 2024 19c e UCM support reinstated.
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