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Abstract 
 

  

This document provides details and information for Avaya Aura® customers with 
regards to configuration tasks that may be required to register and use Zoom 
Workplace clients with Avaya Aura®.  
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1 Overview 

The Zoom-Avaya Aura integration enables users to leverage the benefits of Zoom 
Workplace while connecting from the Zoom Phone tab to an Avaya Aura system for 
telephony features. 
 
This integration allows the Zoom Phone tab to become a SIP Softphone that registers to 
Avaya, using the Avaya Session Manager (SM) and Avaya SBC (ASBCE), if accessed 
over the Internet. It will also leverage the Avaya Aura Device Services (AADS) for a 
simplified login from Zoom to the Avaya Aura system. Users will be required to have all 
of these Avaya components in their environment to support this integration. 

2 Prerequisites 

Avaya Aura® X for Zoom Workplace license is required for enabling Zoom Workplace. 
 
The customer account must be enabled for the Zoom-Avaya Aura integration during the 
customer account setup. 
 

2.1 Avaya 

Avaya Aura® X for Zoom Workplace is compatible with the following Avaya Aura® 
Releases: 

• 10.1.3.4 Service Pack 
(https://support.avaya.com/css/en/public/documents/101079285)  

• 10.2.0.1 Hot Patch 
(https://support.avaya.com/css/secure/documents/101091757)  

• 10.2.1 or later 
 

2.2 Zoom 

• Business Plus, Enterprise, Enterprise Plus, or Enterprise Premium licenses 
• Account owner or admin role for managing users, Phone System integrations, 

and Zoom Phone 
• Zoom Workplace app version 6.2.0 or higher. 

 
 
 
 
 
 

https://support.avaya.com/css/en/public/documents/101079285
https://support.avaya.com/css/secure/documents/101091757
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0064983
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2.3 Integrating Avaya Aura® Contacts with Zoom Contacts 

Zoom documentation is available at: 
https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077144 

The above Zoom document includes information about how to integrate Avaya Aura® 
contacts with Zoom contacts - see the “How to manage external contacts" section. 
External Contacts can be added manually or via CSV and are searchable/callable 
contacts across the organization. 

3 Licensing 

Avaya Aura® X for Zoom Workplace license is required for each user which needs to be 
enabled with Zoom integration.  The Session Manager Element Manager enforces that 
number by means of a Third-Party Clients option on the Session Manager Profile.  The 
customer cannot enable Zoom for more users than that licensed maximum. 

When a user logs in a Zoom Workplace client, the REGISTER contains a SIP User-
Agent header that identifies Zoom, and Session Manager checks to be sure that user is 
configured to allow Zoom.  If not, the registration is rejected. 

The following screenshot of the SMGR Licensing page shows 4000 Zoom users 
licensed, with 54 user having Zoom enabled as a Third-Party Client. 

 
 
Follow the standard procedure to install the Avaya Aura® X for Zoom Workplace license 
in Session Manager. 
 
 

https://support.zoom.com/hc/en/article?id=zm_kb&sysparm_article=KB0077144
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4 Avaya Aura® Device Services (AADS) Configuration 

4.1 AADS URL in Zoom Workplace clients 

The Avaya Workplace client determines the appropriate AADS URL through a multi-
step exchange with the DNS server. In contrast, the Zoom Workplace client does not 
utilize this mechanism. Instead, the correct AADS URL and Client ID must be 
manually configured in the Zoom account settings.  

4.2 OpenID Connect (OIDC) Discovery URL in AADS and Firewall 
Update 

The correct Zoom OIDC URL must be assigned in AADS, on the screen Security 
Settings > Client ID Mapping. The AADS screenshot below shows the screen on which 
this is configured. 

OIDC Discovery URL needs to be obtained from Zoom account: login to your Zoom web 
as Admin and navigate to Account Management > Phone System Integration. Go to 
Settings and copy Zoom discovery URL: 
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Create a new client mapping in AADS with OIDC Discovery URL set to Zoom 
discovery URL obtained at previous step: 

 

Remember to note the Client Name, as it will be required for the Zoom configuration 
later. 
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Note: AADS will prevent you from submitting the configuration unless the URL is 
reachable. If the URL is inaccessible, clicking the “OK” button will result in an error. To 
ensure the above OIDC URL is accessible from AADS the firewall must be configured to 
allow access. If Proxy server is used ensure its address is specified in the Proxy 
Address field.  

4.3 Zoom Configuration  

On Zoom web portal navigate to Account Management > Phone System Integration > 
Settings to add AADS domain: 

 

If no AADS is previously configured, the Add button will be visible; otherwise, the 
Manage button will appear to edit the list of domains. Click the Add or Manage button 
as applicable, enter the Client Name from AADS as the client name, and specify the 
AADS domain. 

It is supported to add multiple domains as needed. 
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5 Session Border Controller (SBC) configuration  

5.1.1 Add SBC User Agent 

To enable successful registration for remote workers, ensure a User Agent is added 
with the following regular expression: .*ZoomPbxPhone_.* 

 

5.1.2 Add SBC Endpoint Flow 

Add a new User Agent (created at previous step) to allowed Network – Endpoint – 
Subscriber Flows: 
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5.1.3 SBC Signaling Manipulation script (specific customers only) 

Avaya strongly recommends using TLS signaling and SRTP media for all soft clients 
registering through an SBC to ensure optimal security. 

If this recommendation is not followed, the installation of the following Signaling 
Manipulation script is necessary to ensure proper handshake functionality between the 
Zoom Workplace client and Session Manager. 

within session "ALL" 

{ 

    act on message where %DIRECTION="INBOUND" and %ENTRY_POINT="PRE_ROUTING" 

and %METHOD="REGISTER" 

    { 

        if (exists(%HEADERS["User-Agent"][1])) then 

        { 

            if (%HEADERS["User-Agent"][1].regex_match("Zoom.*")) then 

            { 

               

%HEADERS["To"][1].URI.PARAMS["sc"]=%HEADERS["To"][1].URI.SCHEME; 

               %HEADERS["To"][1].URI.PARAMS["ho"]= 

%HEADERS["To"][1].URI.HOST; 

                

            } 

            if (%HEADERS["User-

Agent"][1].regex_match("AvayaCloudAuraClient.*")) then 

            { 

               

%HEADERS["To"][1].URI.PARAMS["sc"]=%HEADERS["To"][1].URI.SCHEME; 

               %HEADERS["To"][1].URI.PARAMS["ho"]= 

%HEADERS["To"][1].URI.HOST; 

            } 

        } 

    } 

    act on message where %DIRECTION="OUTBOUND" and 

%ENTRY_POINT="POST_ROUTING" and %METHOD="REGISTER" 

    { 

        if (exists(%HEADERS["To"][1].URI.PARAMS["sc"])) then 

        { 

            %HEADERS["To"][1].URI.SCHEME = 

%HEADERS["To"][1].URI.PARAMS["sc"]; 

            remove(%HEADERS["To"][1].URI.PARAMS["sc"]); 

             

        } 

        if (exists(%HEADERS["To"][1].URI.PARAMS["sc"])) then 

        { 

            %HEADERS["To"][1].URI.HOST = %HEADERS["To"][1].URI.PARAMS["ho"]; 

            remove(%HEADERS["To"][1].URI.PARAMS["ho"]); 

        } 

    } 

} 
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6 Certificates 

To ensure secure communication with Zoom, each Session Manager must have the 
DigiCert Global Root G2 certificate installed. This certificate needs to be manually 
added, as SM does not automatically trust public Certificate Authorities (CAs). 

1. In SMGR navigate to Services > Inventory > Manage Elements page.  
2. For each SM in the list, click the "More Actions" dropdown and select "Manage 

Trusted Certificates". 
3. Add Trusted certificate: 

a. Select Store Type to add trusted certificate: WEBSPHERE 
b. Import DigiCert Global Root G2 certificate and Commit. 

Refer to DigiCert web site to download the certificate - 
https://www.digicert.com/kb/digicert-root-certificates.htm#otherroots  

Note: Repeat steps above for each SM. 

7 Push Notification 

Zoom supports push notifications through its own push entity and does not utilize the 
Avaya push entity. 

Refer to the instructions below and ensure the firewall policy is updated to allow access 
to the avayaark.zoom.us provider address. 

1. Navigate to Session Manager → Network Configuration → Push Notification → 
Notification Provider page 

2. Add a new entry with the following contents: 
o Provider Name: Zoom Provider 
o Provider Address: avayaark.zoom.us 
o Provider Port: 443 
o Company Domain: <customer’s domain> 

3. (optional) Enable Use Forward Proxy checkbox if Proxy server is in use. 
4. Click Generate Keys 

o Key to Export, System Id and Public Key will be created. 
5. Copy the content of Key to Export 

o This key needs to be added to Zoom Web Admin Portal (refer to step 13). 

https://www.digicert.com/kb/digicert-root-certificates.htm#otherroots
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6. Click Verify Settings to ensure the connection is successful. 
7. Click Commit. 
8. Navigate to Session Manager > Network Configuration > Push Notification > 

Notification Application Settings page. 
9. Add a new entry with the following contents: 

o Application Name: Zoom client 
o Application Id: us.zoom.videomeetings 
o Push Notification Provider: Zoom Provider 

 

10. Click Verify Settings to ensure the connection is successful. 
11. Click Commit. 
12. Navigate to Zoom Web Admin portal > Account Management > Phone System 

Integration > Settings.  
13. Copy over the exported Key from Session manager in “Session Manager key 

for Avaya push notification”. 
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Note: If connectivity verification fails at steps 6 or 10, verify that the certificate is 
correctly installed (refer to section 6) and check if a firewall update might be required. 

8 Device Adaptation 

In certain environments the below Device Adaptation configuration may be required in 
order for Zoom client features to operate properly.  For example, if the system is 
configured to send E.164 numbers for the calling party to the Zoom client, it may not be 
able to match the number with the corresponding user’s extension.  In such cases the 
below Device Adaptation can be configured to translate the calling number information 
being sent to the client. 

Note: If the Communication Manager (CM) is configured to use public numbering format 
on the trunk group(s) and/or the system is configured to adapt numbers to a format 
different from the number format recognized by the Zoom client, this Device Adaptation 
configuration will be required. 

8.1 Regular Expression Adapter configuration 

1. In SMGR Navigate to Routing → Adaptations → Regular Expression Adaptations 
page 

2. Add a new entry with the following contents on the Regular Expression 
Adaptation Details page: 

o Name: Zoom Digit Adaptation 
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o State: enabled 

 

 
 

3. Under Outgoing Adaptation Rules click on Add 
4. Add a new entry with the following contents on the Regular Expression 

Adaptation Rule Details page: 
o Name: Zoom 10-digit adaptation 
o Condition: (blank) 
o Direction: Outgoing 
o Under Rule Actions, configure rules for adapting P-Asserted-Identity, 

Contact, and From headers as shown below.  Enter the Match 
Expression and Replace / Add Expression as required for the given 
Aura configuration. 
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Note: The entries shown in the screenshot above only represent an example 
configuration.  The digit adaptations required need to be customized for the specific 
Aura configuration. 

8.2 Regular Expression Adapter configuration 

1. Navigate to Routing → Adaptations → Device Mappings page 
2. Add a new entry with the following contents on the Device Mapping Details 

page: 
o Name: Zoom mapping 
o User Agent: Zoom.* 
o Origination Dial Pattern Set: (blank) 
o Under Adaptations, click on Add to add the Zoom digit adaptation to 

the device mapping. 

 

9 User Provisioning 

9.1 System Manager (SMGR) configuration 

9.1.1 User Management – Session Manager Profile screen 

To enable Zoom for a specific user, you must select Zoom from the drop-down list 
under Third-Party Clients on the Session Manager Profile for that user.  See the screen 
below. 
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9.1.2 Session Manager – Communication Profile Editor screen 

You can also enable Zoom for many users at one time using the Communication Profile 
Editor screen.  The Third-Party Client column shows the selected value for that user. 
 

9.1.3 Session Manager – User Registrations screen 

The screen below was customized to show the SIP User Agent header, showing the 
Zoom clients that have registered in the column on the right-hand side. 
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Once the configuration above is complete Zoom Admin user can start with user 
provisioning. 

9.2 Zoom User Provisioning 

9.2.1 Add users 

Navigate to Zoom Web Admin portal > Account Management > Phone System 
Integration > Integrated Users. 

Note: Zoom users should be already added under User Management > Users. 

1. Click “Add AADS user” for single user provisioning or choose “Import from CSV” 
for bulk provisioning. 

2. Select user(s) from the list, select AADS domain and click Add button. 
Note: You can add a maximum of 50 users. 
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The newly added user will initially appear in the Integrated Users list with the status 
"Syncing." Refresh the page to update the status. If the user is successfully 
provisioned, the SIP Station and Domain will be displayed on the screen and Status will 
be updated accordingly. 

 

9.2.2 Import users 

To add users, ensure that the email address matches the email address that was used 

while creating the Zoom user and the assigned license. Updated users can only be 

applied to the AADS domain, so do not modify the email address in the existing data. 

Ensure that the AADS domain matches the domain registered in the Settings tab. 

Note: The maximum number of users is 10,000. 
1. Click the Integrated Users tab at the top of the page. 
2. At the top of the page, click Import from CSV, then choose Import PSI users 

with AADS. 
3. In either the Add users tab or the Update users tab, download and edit the CSV 

template, then upload the template. 
 

9.2.3 Export users to a CSV file 
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1. Click the Integrated Users tab at the top of the page. 
2. At the top of the page, click Export to CSV file. 

The list of users and their information will be exported to a CSV file. 
 

9.2.4 Status of the Phone System Integration (PSI) user 

Status Description 

Idle 
The SIP credential has already been synchronized with Zoom, but the user 
has not yet registered with the Zoom Workplace app. 

Syncing 
Waiting for Zoom to load SIP credentials, which is dependent on the sync 
queue workload. 

Sync failed Unable to load SIP credentials from the AADS. 

Register failed 
The Zoom Workplace app is unable to register with the SIP credential. You 
can check the error code and detailed errors on the PSI page. 

Registered The Zoom Workplace app has successfully registered with the SIP server. 
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