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1 Overview 

This document provides instructions on how to configure and add your device to the Zoom web 
portal. This document provides instructions on how to set up Avaya Session Border Controller 
(hereafter, referred to as SBC) for interoperability between Generic SIP Trunk and Zoom Phone 
environment.  

2 Topology 
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3 Configuration Steps- ZOOM PBX 
This section covers checking the basic readiness, adding the external BYOC DID phone 
numbers and mapping them to corresponding end point devices (such as IP phones and 
other SIP devices). 

3.1 Adding Your SBC 
• Login to Zoom Admin Portal and Navigate to Phone System Management->Company 

Info->Account Settings->Routing 
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• To add your SBC, locate Session Border Controllers and click on Manage 

 

• Click on Add 
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• Display Name: Provide the Display name of your choice. Here, AVAYA_SBC is used 
• IP Address: Provide the IP address AVAYA SBC interface facing towards Zoom and 

configure the port number 
• In-Service: Enabled 
• Settings:  Check “Send OPTIONS ping messages to the SBC to monitor connectivity status” 

and “Include diversion headers in the sip signaling messages for forwarded calls” 
• Click Save 
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3.2 Adding Route Group 
• Navigate to Phone System Management -> Company Info -> Account Settings -> Routing 

 

• To add the Route Groups, locate Route Groups and click on Manage  
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• Click on Add 

 

• Display Name: Provide the display name of your choice. Here, Avaya_Route Group is used 
• Type: Select BYOC-P 
• Region: Select “US01-US(SJ/DV/NY)” 
• Distribution: Select Sequential from the dropdown and then add Avaya_SBC that was 

created in the above step 
• Click Save 
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• A green led indicates the trunk status is active as shown in screenshot below 

 

• Moving the cursor towards green led shows the trunk status as shown in screenshot below 
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3.3 Adding SIP Group 
• Navigate to Phone System Management -> Company Info -> Account Settings -> 

Routing 

 

• To add the SIP Groups, locate SIP Groups and click on Manage 

 

• Click on Add 
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• Display Name: Provide display name of your choice. Here Avaya_SG is used 
• Route Group: Select Avaya_Route Group (BYOC) from the drop down 
• Click Save 

  

 

3.4 Adding Routing Rule 
• To add the Routing Rule, Navigate to Phone System Management -> Company Info -> 

Account Settings -> Routing 
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• Locate Routing Rules and click on Manage 

 

• Click Add Routing Rule to add your rule for outbound calls 

 

• Rule Name: Provide Rule Name as per your choice. Here Outgoing is used 
• Number Matching and Translation: Provide the Number Pattern as given below in the 

screenshot and select the Routing path as “Avaya_SG” which was created before 
• Click on Save 
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3.5 Adding Phone Users 
• Navigate to User Management-> Users-> Add Users for adding new users 

 

• Enter the user email address 
• Zoom Workplace: choose Zoom Workplace as “Zoom Meetings” from the dropdown 
• In “License and add-ons”, select the checkbox “Zoom Phone Basic” 
• Click on Add 
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• Add Calling Plan package to the user. When Zoom Phone license is assigned for a user, an 
extension number gets assigned to the user automatically. Navigate to Phone System 
Management -> Users & Rooms.  To assign a calling plan package to the user, click on the 
user that has been created 

 

• Click on Assign  
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• Select US/CA Unlimited Calling Plan as shown in below screenshot 

 

 

3.6 Adding Phone Numbers 
• Add the BYOC phone numbers as shown below. Navigate to Phone System Management 

-> Phone Numbers-> BYOC-P->Click Add 
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• Carrier: BYOC 
• Numbers: Enter the phone numbers as shown in screenshot below 
• SIP Group: Select the SIP Group “Avaya_SG” which was created before 
• Check the acknowledgement box and Click on Submit 
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• Assign the BYOC numbers to the Zoom phone users as shown below. Navigate to Phone 
System Management -> Phone Numbers-> Unassigned 

 

• Select the phone number that needs to be assigned to Zoom phone users 
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• Click on Edit near “Assigned to” as shown below in the screenshot 
• A dialog box pops out and in Assign to: select the user you need to assign the phone 

number and click OK. The number will be assigned to the selected user 

 

 

3.7 Provisioning Phones for Zoom Phone Users 
• Provision desk phones for Zoom Phone users. Zoom certified vendor phone models are 

used for this test and will be available as shown below after provisioning 
• Navigate to Phone System Management -> Phones & Devices ->Add 

 



 
Zoom Confidential 

 
 

21 
 

• Display Name: Provide the display name for the phone 
• MAC Address: Enter the MAC Address of the Phone 
• Device Type: Here Yealink t57w is used as an example 
• Assigned to: Select the user to be assigned to the Phone and Click Add 
• Click Save 
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4 Configuration Steps-Avaya SBC 
The Avaya Session Border Controller (SBC) is a critical component in modern enterprise 
communication networks, providing robust security and seamless interoperability for SIP-based 
Unified Communications (UC). Designed to terminate SIP trunks efficiently, the Avaya SBC offers 
a cost-effective solution without the complexity typically associated with traditional SBCs.  One 
of the standout features of the Avaya SBC is its comprehensive security capabilities. It protects 
enterprise networks from various threats, including Denial of Service (DoS) attacks, toll fraud, and 
malformed packets. Additionally, it ensures privacy by hiding internal network topology and 
encrypting SIP signaling and media packets. Interoperability is another key strength of the Avaya 
SBC. It facilitates communication between different networks through Network Address 
Translation (NAT) and header manipulation within SIP messages. This ensures that diverse systems 
can work together smoothly. The Avaya SBC also supports regulatory compliance by prioritizing 
emergency calls and enabling lawful interception of communications. Its media services include 
interpreting DTMF tones, transcoding media, and supporting diverse media streams such as video. 

This document outlines the configuration best practices for the Avaya SBC when deployed with 
Zoom Bring Your Own Carrier (BYOC). This means that for all subscribers catering to Zoom 
customers, the PSTN calls terminating through the SBC are directly connected to the Service 
Provider of their choice. 
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4.1 Avaya SBC Login 
• Log into Avaya Session Border Controller for Enterprise (ASBCE) web interface by 

typing “https://X.X.X.X/sbc” 
• Enter the Username and Password and Click Log In 

 

 

• Navigate to Device: EMS and select sa from drop down to expand the configuration 
for Avaya SBC 
 

 

 

  



 
Zoom Confidential 

 
 

24 
 

4.2 Zoom Leg Configuration 

4.2.1 Server Interworking for Zoom PBX 
• Navigate to Configuration Profiles > Server Interworking 
• Select the default Interworking Profile avaya-ru, click Clone 
• Set Clone Name: ZOOM interworking  
• Click Finish 
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• Select Zoom Interworking that we had created in above step  
• Select General tab and click Edit 

 

• All parameters are set to default, refer the below figure 
• Click on Finish 
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• Select Advanced tab and click Edit 

 

• All parameters are set to default, refer the below figure 
• Click on Finish 
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4.2.2  SIP Server 
● Navigate to Services > SIP Servers  
● Click Add 
● Set Profile Name: zoom 
● Click Next 

 

 

 

• Set Server Type: Select Trunk Server from the drop down 
• Set IP Address/FQDN/CIDR Range: Enter the Zoom PBX FQDNs 
• Set Port: 5061 
• Set Transport: TLS 
• Click Finish 
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• Navigate to SIP Servers > zoom > Advanced tab 
• Click Edit 
• Enable Grooming: Checked 
• Signaling Manipulation Script: signaling manipulation 2 (Refer 4.2.12.2 FQDN to IP 

Manipulation) 
• Interworking Profile: Select ZOOM interworking 
• Click on Finish 
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4.2.3 Topology Hiding  
● Navigate: Configuration Profiles > Topology Hiding 
● Click Add 
● Set Profile Name: zoom topology hiding 
● Click Next 

 

 

  



 
Zoom Confidential 

 
 

30 
 

● Select the newly created profile zoom topology hiding and click Edit 
● Overwrite Value: Replace the From header with ZOOM PBX Facing Public FQDN 
● Click Finish 

 

 
 
 

4.2.4  Routing  
● Navigate to Configuration Profiles > Routing 
● Click Add 
● Set Profile Name: zoom2 
● Click Next 
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● At Routing Profile Window, Click Add. 
● Set Priority/Weight: 1, 2, 3.  
● Select SIP Server Profile: zoom from the drop-down menu. 
● Select Next Hop Address: Zoom PBX FQDN according to priority. 
● Click Finish. 

 
 

4.2.5 Media Rules 
● Navigate to Domain Policies > Media Rules 
● Select Media Rules default-low-med Click Clone 
● Set Clone Name: SRTP-ZOOM 
● Click on Finish 
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● Select newly created Media Rules SRTP-ZOOM 
● Set Preferred Formats:  SRTP_AES_CM_128_HMAC_SHA1_32, 

SRTP_AES_CM_128_HMAC_SHA1_80, RTP 
● Set Encrypted RTCP: Checked 
● Click on Finish. 

 

 
 

4.2.6 End Point Policy Groups 
● Navigate to Domain Policies > End Point Policy Groups 
● Select default-low under Policy Groups 
● Click Clone 
● Set Clone Name: ZOOM SRTP 
● Click Finish. 
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● Select the newly created Group ZOOM SRTP and click Edit 
● Set Media Rule: SRTP-ZOOM 
● Click Finish 

 

 
 

4.2.7 Network Management  
• Navigate to Network & Flows > Network Management >Networks 
• Click Add. A window will appear titled Add Network  
• Set Name: WAN is given for the network facing ZOOM PBX 
• Set Default Gateway: 192.65.XX.XX 
• Set Network Prefix or Subnet Mask: 255.255.255.XXX 
• Set Interface: A1 
• Set IP Address: 192.65.XX.XX facing ZOOM PBX 
• Click Finish 
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4.2.8 Media Interface 
● Navigate to Network & Flows > Media Interface. Click Add 
● Set Name: A1_ZOOM is given here 
● Set IP Address: Select WAN(A1,VLAN0) from the drop down and the IP address 

populates automatically. The IP address for Interface facing ZOOM PBX is 192.65.XX.XX 
● Set Port Range: 35000-40000 
● Click Finish. 

 

 
 

4.2.9 Signaling Interface 
• Navigate to Network & Flows > Signaling Interface. Click Add, a new Add Signaling 

Interface window appears 
• Set Name: ZOOM_A1 is given for the interface facing ZOOM PBX 
• Set IP Address: Select WAN(A1,VLAN0) 
• Set TLS Port: 5061 
• Click Finish 
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4.2.10 End Point Flow 
● Navigate to Network & Flows > End Point Flows > Server Flows and Click Add 
● Set Flow Name: ZOOM-PSTN 
● Set SIP Server Profile: zoom 
● Received Interface: PSTN_B1 
● Signaling Interface: ZOOM_A1 
● Media Interface: A1_ZOOM 
● End Point Policy Group: ZOOM SRTP 
● Routing Profile: PSTN 
● Topology Hiding Profile: zoom topology hiding 
● Signaling Manipulation Script: manipulation zoom (Refer 4.2.12.1 Signaling Manipulation) 
● Link Monitoring from Peer: Checked  
● FQDN Support: Checked  
● FQDN: sbc4.tekvizionlabs.com 
● Leave the other parameters set to default. 
● Click on Finish 
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4.2.11 TLS Profile  
4.2.11.1 Generate CSR  

● Navigate: TLS management > Certificates. Click Generate CSR. 
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● Set Country Name: US 
● State/Province Name: Texas 
● Locality Name: Plano 
● Organization Name: Tekvizion 
● Organizational Unit: lab 
● Common Name: sbc4.tekvizionlabs.com 
● Select Algorithm: SHA256 
● Select Key Size (Modulus Length): 2048 bits 
● In Key Usage Extension(s): Key Encipherment, Non-Repudiation, Digital Signature is 

checked 
● In Extended Key Usage: Server Authentication, Client Authentication is checked 
● Subject Alt Name: DNS: sbc4tekvizionlabs.com 
● Set Passphrase & Confirm Passphrase: XXXXX 
● Click Generate CSR 
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4.2.11.2 Certificates Upload  
● Navigate: TLS management > Certificates. Click Install 
● Set Type: Select CA Certificate 
● Set Name: zoom1 
● Set Allow weak Certificate/Key: checked 
● Set Certificate File: Click Choose File to select DigiCertGlobal1.crt.pem 
● Click Upload 

 

 
 

● Navigate: TLS management > Certificates. Click Install 
● Set Type: Select CA Certificate 
● Set Name: zoom2 
● Set Allow weak Certificate/Key: checked 
● Set Certificate File: Click Choose File to select DigiCertGlobalRootG2.crt.pem 
● Click Upload 
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• Set Type: Select CA Certificate 
• Set Name: root (i:e Go daddy intermediate certificate) 
• Set Allow weak Certificate/Key: checked 
• Set Certificate File: Click Choose File to select gd-g2_iis_intermediates.pem 
• Click Upload 

 

 
 

● Navigate: TLS management > Certificates. Click Install 
● Set Type: Select Certificate 
● Set Name: sbc4 
● Set Allow weak Certificate/Key: Checked 
● Set Certificate File: Click Choose File to select sbc4.pem 
● Set Key: Use Existing Key 
● Select Key file: sbc4.key 
● Click Upload 
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4.2.11.3 Client Profile 
● Navigate to TLS management > Client Profiles and Click Add 
● Set Profile Name: ZOOM is given for interface facing ZOOM PBX 
● Set Certificate: Select server certificate sbc4.pem for Avaya SBC interface facing ZOOM 

PBX 
● Set Peer Certificate Authorities: Select zoom1.pem, zoom2.pem, root.pem which is 

uploaded in previous step  
● Set Verification Depth: 1 
● Click Next  

 

 
 

● Set Version: Select TLS 1.2, TLS 1.3 versions 
● Click Finish  
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4.2.11.4 Server Profile  
● Navigate: TLS management > Server Profiles. Click Add 
● Set Profile Name: ZOOM is given for interface facing Zoom 
● Set Certificate: Select server certificate sbc4.pem for Avaya SBC interface facing ZOOM 
● Click on Next 

 

 
 

● Set Version: Select TLS 1.2, TLS 1.3 versions 
● Click Finish 
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Edit SIP Server 

● Navigate to Services > SIP Servers 
● Select Server Profiles: zoom 
● Under General tab and Click Edit 
● Set Server Type: Select Trunk Server from the drop down 
● Set TLS Client Profile: ZOOM 
● Set IP Address/FQDN/CIDR Range: Enter the ZOOM PBX FQDN’s 
● Set Transport: Select TLS from Dropdown 
● Set Port: 5061 
● Set TLS Client Profile: Select Client Profile ZOOM 
● Click Finish 

 

 
 

Edit Signaling Interface 

● Navigate to Network & Flows > Signaling Interface 
● Select interface ZOOM_A1 
● Click Edit 
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● Set TLS Port: 5061.  
● Set TLS Profile: Select ZOOM from the drop-down menu. 
● Click Finish. 
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4.2.12 Signaling Manipulation  
The signaling manipulation feature provides the ability to add, change and delete any of the 
headers and other information in SIP messages. This feature addresses the interop issues.  

4.2.12.1 SIP OPTIONS URI Manipulation  
Zoom PBX expecting the request URI and To URI with resolved IP address of configured FQDN 
for OPTIONS heartbeat request, below sigma script is created to send OPTIONS message with 
resolved IP address of Zoom PBX. (Refer 4.2.10 End point Flow) 

• Navigate to Configuration Profiles > Signaling Manipulation > manipulation zoom  
• Below is the “manipulation zoom” script that is used in this test 
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within session "ALL" 

{ 

act on message where %DIRECTION="OUTBOUND" and %ENTRY_POINT="POST_ROUTING" and 
%METHOD="OPTIONS" 

{ 

if(%REMOTE_IP ="162.12.XX.XX")then 

{ 

 

%HEADERS["Request_Line"][1].URI.HOST = "162.12.XX.XX"; 

%HEADERS["To"][1].URI.HOST = "162.12.XX.XX"; 

} 

 

if(%REMOTE_IP ="162.12.XX.XX")then 

{ 

 

%HEADERS["Request_Line"][1].URI.HOST = "162.12.XX.XX"; 

%HEADERS["To"][1].URI.HOST = "162.12.XX.XX"; 

} 

 

if(%REMOTE_IP ="162.12.XXX.XX")then 

{ 

 

%HEADERS["Request_Line"][1].URI.HOST = "162.12.XX.XX"; 

%HEADERS["To"][1].URI.HOST = "162.12.XX.XX"; 

} 

} 

} 
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4.2.12.2 FQDN to IP Translation  
Avaya SBC uses SIGMA configuration to translate the FQDN to its IP address at the ingress. This 
translation is required for all In-dialog requests coming from Zoom. Without this SIGMA properly 
configured, In-dialog request coming from Zoom would be rejected with appropriate error 
response. For an example, in a Zoom to PSTN active call through Avaya SBC, In-Dialog request 
BYE coming from Zoom to terminate the call will be rejected, caused the SIP session towards PSTN 
will remain active until it is disconnected by the PSTN user.  ( Refer 4.2.2 SIP Server ) 
 

• Navigate to Configuration Profiles > Signaling Manipulation > signaling manipulation 2 
• Below is the “signaling manipulation 2” script that is used in this test 
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within session "all"  

{ 

    act on message where %DIRECTION="INBOUND" and %ENTRY_POINT="AFTER_NETWORK" 

    { 

        %HEADERS["Request_Line"][1]. URI.HOST = "192.65.XX.XX"; 

    } 

      

    

} 

 

 
 
                                           

4.3 PSTN Leg Configuration 

4.3.1 Server Interworking for PSTN Gateway 
• Navigate to Configuration Profiles > Server Interworking 
• Select the default Interworking Profile avaya-ru, click Clone 
• Set Clone Name: PSTN INTERWORKING 
• Click Finish 
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• Select Server Interworking: PSTN INTERWORKING 
• Select General tab and click Edit 

 
 

• All the parameters are set to default, refer the below figure 
• Click on Finish 
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• Select Advanced tab and click Edit 

 

• All the parameters are set to default, refer the below figure 
• Click on Finish 
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4.3.2 SIP Server  
● Navigate to Services > SIP Servers 
● Click Add 
● Set Profile Name: PSTN 
● Click Next 

 

 

● Set Server Type: Select Trunk Server from the drop down 
● Set IP Address/FQDN/CIDR Range: Enter the PSTN Gateway IP address 
● Set Port: 5060 
● Set Transport: TCP 
● Click Finish 
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• Navigate to Heartbeat tab 
• Set Enable Heartbeat: Checked 
• Set Method: OPTIONS 
• Set Retry Timeout on Connection Failure: 30 seconds 
• Set Frequency: 60 seconds 
• Set From URI: ping@<Signaling Interface IP of PSTN Gateway> 
• Set To URI: ping@< PSTN Gateway IP> 
• Click Finish 

 

 
 

• Navigate to Advanced tab 
• Enable Grooming: Checked 
• Interworking Profile:  Select PSTN INTERWORKING 
• Click Finish 
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4.3.3 Topology Hiding  
● Navigate to Configuration Profiles > Topology Hiding 
● Click Add 
● Set Profile Name: PSTN TOPOLOGY HIDING 
● Click Next 

 
 

● Select the newly created profile PSTN TOPOLOGY HIDING and click Edit 
● Overwrite Value: Replace the Request-line with PSTN facing IP 
● Overwrite Value: Replace the To with PSTN facing IP  
● Click Finish 

 

 
 
 



 
Zoom Confidential 

 
 

54 
 

4.3.4 Routing  
● Navigate to Configuration Profiles > Routing 
● Click Add 
● Set Profile Name: PSTN 
● Click Next 

 

 
 

● At Routing Profile Window, Click Add. 
● Set Priority/Weight: 1 
● Select SIP Server Profile: PSTN from the drop-down menu 
● Click Finish 
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4.3.5 Network Management  
● Navigate to Network & Flows > Network Management >Networks  
● Click Add. A window will appear titled Add Network  
● Set Name: LAN is given for the network facing PSTN gateway 
● Set Default Gateway IP Address: 10.80.XX.X 
● Set Network Prefix or Subnet Mask: 255.255.255.X 
● Set Interface: B1 
● Set IP Address facing PSTN Gateway: 10.80.XX.XX 
● Click Finish 

 

 

4.3.6 Media Interface 
● Navigate to Network & Flows > Media Interface. Click Add 
● Set Name: B1_PSTN is given here 
● Set IP Address: Select LAN(B1,VLAN0) from the drop down and the IP address populates 

automatically. The IP address for Interface facing PSTN Gateway is 10.XX.XX.XX 
● Set Port Range: 35000-40000 
● Click Finish 
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4.3.7 Signaling Interface 
• Navigate to Network & Flows > Signaling Interface. Click Add, a new Add Signaling 

Interface window appears 
• Set Name: PSTN_B1 is given for the interface facing PSTN gateway 
• Set IP Address: Select LAN(B1, VLAN0) 
• Set TCP Port: 5060 
• Click Finish 
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4.3.8 End Point Flow  
● Navigate to Network & Flows > End Point Flows > Server Flows and Click Add 
● Set Flow Name: PSTN-ZOOM 
● Set SIP Server Profile: PSTN 
● Received Interface: ZOOM_A1 
● Signaling Interface: PSTN_B1 
● Media Interface: B1_PSTN 
● Routing Profile: zoom2 
● Topology Hiding Profile: PSTN TOPOLOGY HIDING  
● Click on Finish 
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