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 Product Support Notice © 2025 Avaya LLC All Rights Reserved. 

PSN # PSN006359u Avaya Proprietary – Use pursuant to the terms of your signed agreement or company policy. 

Original publication date: 14-March-2025. This is Issue 01, published 

date: 14-March-2025. 

Severity/risk level Critical Urgency Immediately 

Name of problem 

Avaya Push Notification Provider server certificate update: Transition from Entrust CA to Sectigo CA. 

 

Products affected 

The following Avaya applications configured with the push notification provider address pnp.avaya.com are affected: 

 

• Avaya Aura Session Manager 8.1.3 with patch 84125 and higher, 10.x  

• Avaya Aura Web Gateway 3.9 and higher, 10.x  

• Avaya IP office 11.x and higher (Note – A separate PSN will be published for IP Office to address the certificate installation 

instructions) 

 
Avaya applications using apnp.avaya.com as the push notification provider address are NOT impacted, as the 

server apnp.avaya.com continues to use AvayaITserverCA2 as the Certification Authority. Therefore, the CA update is NOT required 

for these applications: 

 

• Avaya Presence Service on Avaya Breeze  

• Avaya Multimedia Messaging 3.x 

• Avaya Aura Web Gateway 3.8.x and lower  
 

Problem description 

The Certification Authority (CA) for the Avaya Push Notification Provider pnp.avaya.com is changing. The existing server certificate 

for pnp.avaya.com, issued by Entrust CA, is set to expire on April 1, 2025. Due to transition of Entrust’s Public Certificate business to 

Sectigo, Entrust will cease issuing public TLS certificates from the Entrust root CA. Consequently, Avaya has decided to switch to 

Sectigo as the new Certificate Authority (CA). The new server certificate issued by Sectigo CA for pnp.avaya.com will be updated on 

Push Notification Provider (PNP) server. To ensure a smooth transition and avoid push notification delivery failures, all customers 

using the push notification service on the Avaya Workplace client must update the above-mentioned Avaya application's Trust Store 

to include the new Sectigo CA certificates before March 30, 2025 (8.30AM UTC).  

 

 

Adding the new Sectigo CA certificates to the trust store of Avaya Aura Session Manager and Avaya Aura Web Gateway.  

 

Step by Step procedure:  

 

1. Avaya Aura Session Manager 
 

 To allow Session Managers to trust the Avaya Push Notification provider server and provide Apple Push Notification service for iOS 

and Android endpoints, the below process can be followed:  

 

 

1. Log into the System Manager web interface.  

2. Navigate to the Services > Inventory > Manage Elements screen.  

3. For each Session Manager that will be sending push notifications to the APN provider, the following steps must be followed:  

 

a. Select the checkbox by Session Manager server to modify, click on the “More Actions” pull down menu, and select “Manage 

Trusted Certificates”.  

b. Click on the “Add” button at the top of the table of trusted certificates.  

c. In the Add Trusted Certificate window, select “WebSphere” from the Store Type, click on “Import as PEM certificate”, and 

copy/paste the text below into the text window for the PEM certificate as shown below: 
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               Sectigo Base64 encoded Certificate Chain. Copy/paste the below text into the PEM certificate contents space on the System 

Manager page, including the BEGIN and END Certificate lines: 

 

-----BEGIN CERTIFICATE----- 

MIIGGTCCBAGgAwIBAgIQE31TnKp8MamkM3AZaIR6jTANBgkqhkiG9w0BAQwFADCB 

iDELMAkGA1UEBhMCVVMxEzARBgNVBAgTCk5ldyBKZXJzZXkxFDASBgNVBAcTC0pl 

cnNleSBDaXR5MR4wHAYDVQQKExVUaGUgVVNFUlRSVVNUIE5ldHdvcmsxLjAsBgNV 

BAMTJVVTRVJUcnVzdCBSU0EgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwHhcNMTgx 

MTAyMDAwMDAwWhcNMzAxMjMxMjM1OTU5WjCBlTELMAkGA1UEBhMCR0IxGzAZBgNV 

BAgTEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4GA1UEBxMHU2FsZm9yZDEYMBYGA1UE 

ChMPU2VjdGlnbyBMaW1pdGVkMT0wOwYDVQQDEzRTZWN0aWdvIFJTQSBPcmdhbml6 

YXRpb24gVmFsaWRhdGlvbiBTZWN1cmUgU2VydmVyIENBMIIBIjANBgkqhkiG9w0B 

AQEFAAOCAQ8AMIIBCgKCAQEAnJMCRkVKUkiS/FeN+S3qU76zLNXYqKXsW2kDwB0Q 

9lkz3v4HSKjojHpnSvH1jcM3ZtAykffEnQRgxLVK4oOLp64m1F06XvjRFnG7ir1x 

on3IzqJgJLBSoDpFUd54k2xiYPHkVpy3O/c8Vdjf1XoxfDV/ElFw4Sy+BKzL+k/h 

fGVqwECn2XylY4QZ4ffK76q06Fha2ZnjJt+OErK43DOyNtoUHZZYQkBuCyKFHFEi 

rsTIBkVtkuZntxkj5Ng2a4XQf8dS48+wdQHgibSov4o2TqPgbOuEQc6lL0giE5dQ 

YkUeCaXMn2xXcEAG2yDoG9bzk4unMp63RBUJ16/9fAEc2wIDAQABo4IBbjCCAWow 

HwYDVR0jBBgwFoAUU3m/WqorSs9UgOHYm8Cd8rIDZsswHQYDVR0OBBYEFBfZ1iUn 

Z/kxwklD2TA2RIxsqU/rMA4GA1UdDwEB/wQEAwIBhjASBgNVHRMBAf8ECDAGAQH/ 

AgEAMB0GA1UdJQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDAjAbBgNVHSAEFDASMAYG 

BFUdIAAwCAYGZ4EMAQICMFAGA1UdHwRJMEcwRaBDoEGGP2h0dHA6Ly9jcmwudXNl 

cnRydXN0LmNvbS9VU0VSVHJ1c3RSU0FDZXJ0aWZpY2F0aW9uQXV0aG9yaXR5LmNy 

bDB2BggrBgEFBQcBAQRqMGgwPwYIKwYBBQUHMAKGM2h0dHA6Ly9jcnQudXNlcnRy 

dXN0LmNvbS9VU0VSVHJ1c3RSU0FBZGRUcnVzdENBLmNydDAlBggrBgEFBQcwAYYZ 

aHR0cDovL29jc3AudXNlcnRydXN0LmNvbTANBgkqhkiG9w0BAQwFAAOCAgEAThNA 

lsnD5m5bwOO69Bfhrgkfyb/LDCUW8nNTs3Yat6tIBtbNAHwgRUNFbBZaGxNh10m6 

pAKkrOjOzi3JKnSj3N6uq9BoNviRrzwB93fVC8+Xq+uH5xWo+jBaYXEgscBDxLmP 

bYox6xU2JPti1Qucj+lmveZhUZeTth2HvbC1bP6mESkGYTQxMD0gJ3NR0N6Fg9N3 

OSBGltqnxloWJ4Wyz04PToxcvr44APhL+XJ71PJ616IphdAEutNCLFGIUi7RPSRn 
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R+xVzBv0yjTqJsHe3cQhifa6ezIejpZehEU4z4CqN2mLYBd0FUiRnG3wTqN3yhsc 

SPr5z0noX0+FCuKPkBurcEya67emP7SsXaRfz+bYipaQ908mgWB2XQ8kd5GzKjGf 

FlqyXYwcKapInI5v03hAcNt37N3j0VcFcC3mSZiIBYRiBXBWdoY5TtMibx3+bfEO 

s2LEPMvAhblhHrrhFYBZlAyuBbuMf1a+HNJav5fyakywxnB2sJCNwQs2uRHY1ihc 

6k/+JLcYCpsM0MF8XPtpvcyiTcaQvKZN8rG61ppnW5YCUtCC+cQKXA0o4D/I+pWV 

idWkvklsQLI+qGu41SWyxP7x09fn1txDAXYw+zuLXfdKiXyaNb78yvBXAfCNP6CH 

MntHWpdLgtJmwsQt6j8k9Kf5qLnjatkYYaA7jBU= 

-----END CERTIFICATE----- 

-----BEGIN CERTIFICATE----- 

MIIFgTCCBGmgAwIBAgIQOXJEOvkit1HX02wQ3TE1lTANBgkqhkiG9w0BAQwFADB7 

MQswCQYDVQQGEwJHQjEbMBkGA1UECAwSR3JlYXRlciBNYW5jaGVzdGVyMRAwDgYD 

VQQHDAdTYWxmb3JkMRowGAYDVQQKDBFDb21vZG8gQ0EgTGltaXRlZDEhMB8GA1UE 

AwwYQUFBIENlcnRpZmljYXRlIFNlcnZpY2VzMB4XDTE5MDMxMjAwMDAwMFoXDTI4 

MTIzMTIzNTk1OVowgYgxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpOZXcgSmVyc2V5 

MRQwEgYDVQQHEwtKZXJzZXkgQ2l0eTEeMBwGA1UEChMVVGhlIFVTRVJUUlVTVCBO 

ZXR3b3JrMS4wLAYDVQQDEyVVU0VSVHJ1c3QgUlNBIENlcnRpZmljYXRpb24gQXV0 

aG9yaXR5MIICIjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAgBJlFzYOw9sI 

s9CsVw127c0n00ytUINh4qogTQktZAnczomfzD2p7PbPwdzx07HWezcoEStH2jnG 

vDoZtF+mvX2do2NCtnbyqTsrkfjib9DsFiCQCT7i6HTJGLSR1GJk23+jBvGIGGqQ 

Ijy8/hPwhxR79uQfjtTkUcYRZ0YIUcuGFFQ/vDP+fmyc/xadGL1RjjWmp2bIcmfb 

IWax1Jt4A8BQOujM8Ny8nkz+rwWWNR9XWrf/zvk9tyy29lTdyOcSOk2uTIq3XJq0 

tyA9yn8iNK5+O2hmAUTnAU5GU5szYPeUvlM3kHND8zLDU+/bqv50TmnHa4xgk97E 

xwzf4TKuzJM7UXiVZ4vuPVb+DNBpDxsP8yUmazNt925H+nND5X4OpWaxKXwyhGNV 

icQNwZNUMBkTrNN9N6frXTpsNVzbQdcS2qlJC9/YgIoJk2KOtWbPJYjNhLixP6Q5 

D9kCnusSTJV882sFqV4Wg8y4Z+LoE53MW4LTTLPtW//e5XOsIzstAL81VXQJSdhJ 

WBp/kjbmUZIO8yZ9HE0XvMnsQybQv0FfQKlERPSZ51eHnlAfV1SoPv10Yy+xUGUJ 

5lhCLkMaTLTwJUdZ+gQek9QmRkpQgbLevni3/GcV4clXhB4PY9bpYrrWX1Uu6lzG 

KAgEJTm4Diup8kyXHAc/DVL17e8vgg8CAwEAAaOB8jCB7zAfBgNVHSMEGDAWgBSg 

EQojPpbxB+zirynvgqV/0DCktDAdBgNVHQ4EFgQUU3m/WqorSs9UgOHYm8Cd8rID 

ZsswDgYDVR0PAQH/BAQDAgGGMA8GA1UdEwEB/wQFMAMBAf8wEQYDVR0gBAowCDAG 

BgRVHSAAMEMGA1UdHwQ8MDowOKA2oDSGMmh0dHA6Ly9jcmwuY29tb2RvY2EuY29t 

L0FBQUNlcnRpZmljYXRlU2VydmljZXMuY3JsMDQGCCsGAQUFBwEBBCgwJjAkBggr 

BgEFBQcwAYYYaHR0cDovL29jc3AuY29tb2RvY2EuY29tMA0GCSqGSIb3DQEBDAUA 

A4IBAQAYh1HcdCE9nIrgJ7cz0C7M7PDmy14R3iJvm3WOnnL+5Nb+qh+cli3vA0p+ 

rvSNb3I8QzvAP+u431yqqcau8vzY7qN7Q/aGNnwU4M309z/+3ri0ivCRlv79Q2R+ 

/czSAaF9ffgZGclCKxO/WIu6pKJmBHaIkU4MiRTOok3JMrO66BQavHHxW/BBC5gA 

CiIDEOUMsfnNkjcZ7Tvx5Dq2+UUTJnWvu6rvP3t3O9LEApE9GQDTF1w52z97GA1F 

zZOFli9d31kWTz9RvdVFGD/tSo7oBmF0Ixa1DVBzJ0RHfxBdiSprhTEUxOipakyA 

vGp4z7h/jnZymQyd/teRCBaho1+V 

-----END CERTIFICATE----- 

-----BEGIN CERTIFICATE----- 

MIIEMjCCAxqgAwIBAgIBATANBgkqhkiG9w0BAQUFADB7MQswCQYDVQQGEwJHQjEb 

MBkGA1UECAwSR3JlYXRlciBNYW5jaGVzdGVyMRAwDgYDVQQHDAdTYWxmb3JkMRow 

GAYDVQQKDBFDb21vZG8gQ0EgTGltaXRlZDEhMB8GA1UEAwwYQUFBIENlcnRpZmlj 

YXRlIFNlcnZpY2VzMB4XDTA0MDEwMTAwMDAwMFoXDTI4MTIzMTIzNTk1OVowezEL 

MAkGA1UEBhMCR0IxGzAZBgNVBAgMEkdyZWF0ZXIgTWFuY2hlc3RlcjEQMA4GA1UE 

BwwHU2FsZm9yZDEaMBgGA1UECgwRQ29tb2RvIENBIExpbWl0ZWQxITAfBgNVBAMM 

GEFBQSBDZXJ0aWZpY2F0ZSBTZXJ2aWNlczCCASIwDQYJKoZIhvcNAQEBBQADggEP 

ADCCAQoCggEBAL5AnfRu4ep2hxxNRUSOvkbIgwadwSr+GB+O5AL686tdUIoWMQua 

BtDFcCLNSS1UY8y2bmhGC1Pqy0wkwLxyTurxFa70VJoSCsN6sjNg4tqJVfMiWPPe 

3M/vg4aijJRPn2jymJBGhCfHdr/jzDUsi14HZGWCwEiwqJH5YZ92IFCokcdmtet4 

YgNW8IoaE+oxox6gmf049vYnMlhvB/VruPsUK6+3qszWY19zjNoFmag4qMsXeDZR 

rOme9Hg6jc8P2ULimAyrL58OAd7vn5lJ8S3frHRNG5i1R8XlKdH5kBjHYpy+g8cm 

ez6KJcfA3Z3mNWgQIJ2P2N7Sw4ScDV7oL8kCAwEAAaOBwDCBvTAdBgNVHQ4EFgQU 
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oBEKIz6W8Qfs4q8p74Klf9AwpLQwDgYDVR0PAQH/BAQDAgEGMA8GA1UdEwEB/wQF 

MAMBAf8wewYDVR0fBHQwcjA4oDagNIYyaHR0cDovL2NybC5jb21vZG9jYS5jb20v 

QUFBQ2VydGlmaWNhdGVTZXJ2aWNlcy5jcmwwNqA0oDKGMGh0dHA6Ly9jcmwuY29t 

b2RvLm5ldC9BQUFDZXJ0aWZpY2F0ZVNlcnZpY2VzLmNybDANBgkqhkiG9w0BAQUF 

AAOCAQEACFb8AvCb6P+k+tZ7xkSAzk/ExfYAWMymtrwUSWgEdujm7l3sAg9g1o1Q 

GE8mTgHj5rCl7r+8dFRBv/38ErjHT1r0iWAFf2C3BUrz9vHCv8S5dIa2LX1rzNLz 

Rt0vxuBqw8M0Ayx9lt1awg6nCpnBBYurDC/zXDrPbDdVCYfeU0BsWO/8tqtlbgT2 

G9w84FoVxp7Z8VlIMCFlA2zs6SFz7JsDoeA3raAVGI/6ugLOpyypEBMs1OUIJqsi 

l2D4kF501KKaU73yqWjgom7C12yxow+ev+to51byrvLjKzg6CYG1a4XXvi3tPxq3 

smPi9WIsgtRqAEFQ8TmDn5XpNpaYbg== 

-----END CERTIFICATE----- 

 

 
d. After the form is filled out as shown above, click on the Commit button to save the Sectigo certificate chain to the SM trust store. 

The resulting certificate should look something like this on the SM trusted certificate page: 

 

 

 

 

e. Click the Done button on this page to return to the list of managed elements.  

f. Repeat the steps above for the rest of the Session Manager instances that will be sending push notifications. 

 

4. Refer to the Administering Avaya Aura Session Manager guide for details on how to configure Apple Push Notification for Session 

Manager and how to run maintenance tests to confirm connectivity between the Session Manager and the APN provider is functioning 

properly. (Test is run by clicking the “Verify Settings” button on the Elements > Session Manager > Network Configuration > Push 

Notification > Notification Application screen.) 

 

Note: Restart of Session Manager is not required, so this is not service impacting. 

 

2. Avaya Aura Web Gateway 
 

Note - Restart of AAWG is required, this is service impacting and needs to be done during scheduled down time. 
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To allow Avaya Aura Web Gateway to trust the Avaya Push Notification provider server and provide Apple Push Notification service 

for iOS and Android endpoints, the below process can be followed.  

 

1. Copy/paste the above text (under the Session manager section) including the BEGIN and END Certificate lines in the 

notepad, save the file with pem extension, e.g. SectigoChain.pem.  

2. Log into Avaya Aura Web Gateway Web GUI with URL https://<AAWG_IP>:8445/admin. 

3. Navigate to Security Settings > Certificate Management > Trust Store, click import, Choose Certificate Type as PEM, 

select the Certificate File SectigoChain.pem, name an Alias there. Click Apply.  

 

 

 
3. Click OK to restart the service.   
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4. Verify the Sectigo CA certificates in the trust store after service restart.    

 

 

 

5. Navigate to Advanced > Push Notification Settings > Provider Settings > Click “Test” button, make sure the 

connection test is successful.  
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NOTE:  At some point if this CA certificate is replaced or needs to be updated, an update to this PSN will be published.  

 

Workaround or alternative remediation 

n/a 

Remarks 

n/a 

Patch Notes 
The information in this section concerns the patch, if any, recommended in the Resolution above. 

Backup before applying the patch 

 N/A 

Download 

N/A 

 

Patch install instructions Service-

interrupting?Y  

N/A 

 

 

Verification 

N/A 

 

Failure 

N/A 

 

Patch uninstall instructions 

N/A 
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Security Notes 
The information in this section concerns the security risk, if any, represented by the topic of this PSN. 

Security risks 

N/A 

Avaya Security Vulnerability Classification 

 

Mitigation 

N/A 

 

 

 
 

 If you require further information or assistance please contact your Authorized Service Provider, or visit 

support.avaya.com.  There you can access more product information, chat with an Agent, or open an online 

Service Request. Support is provided per your warranty or service contract terms unless otherwise specified in the 

Avaya support Terms of Use. 

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED “AS IS”. 

AVAYA LLC, ON BEHALF OF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO AS 

“AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF 

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS 

OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS’ 

SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION 

WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL 

DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF 

SUCH DAMAGES. 

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS. 

SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.  

All trademarks identified by ® or TM are registered trademarks or trademarks, respectively, of Avaya LLC. 

All other trademarks are the property of their respective owners. 
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