Avayo Product Support Notice ©2025 Avaya LLC Al Rights Reserved.

‘PSN # PSNO006359u | Avaya Proprietary — Use pursuant to the terms of your signed agreement or company policy.

Original publication date: 14-March-2025. This is Issue 01, published Severity/risk level  Critical Urgency Immediately
date: 14-March-2025.

Name of problem
Avaya Push Noatification Provider server certificate update: Transition from Entrust CA to Sectigo CA.

Products affected
The following Avaya applications configured with the push notification provider address pnp.avaya.com are affected:

o Avaya Aura Session Manager 8.1.3 with patch 84125 and higher, 10.x
o Avaya Aura Web Gateway 3.9 and higher, 10.x
o Avaya IP office 11.x and higher (Note — A separate PSN will be published for IP Office to address the certificate installation

instructions)

Avaya applications using apnp.avaya.com as the push notification provider address are NOT impacted, as the

server apnp.avaya.com continues to use AvayalTserverCA2 as the Certification Authority. Therefore, the CA update is NOT required
for these applications:

° Avaya Presence Service on Avaya Breeze
° Avaya Multimedia Messaging 3.x
° Avaya Aura Web Gateway 3.8.x and lower

Problem description

The Certification Authority (CA) for the Avaya Push Notification Provider pnp.avaya.com is changing. The existing server certificate
for pnp.avaya.com, issued by Entrust CA, is set to expire on April 1, 2025. Due to transition of Entrust’s Public Certificate business to
Sectigo, Entrust will cease issuing public TLS certificates from the Entrust root CA. Consequently, Avaya has decided to switch to
Sectigo as the new Certificate Authority (CA). The new server certificate issued by Sectigo CA for pnp.avaya.com will be updated on
Push Notification Provider (PNP) server. To ensure a smooth transition and avoid push notification delivery failures, all customers
using the push notification service on the Avaya Workplace client must update the above-mentioned Avaya application's Trust Store
to include the new Sectigo CA certificates before March 30, 2025 (8.30AM UTC).

Adding the new Sectigo CA certificates to the trust store of Avaya Aura Session Manager and Avaya Aura Web Gateway.
Step by Step procedure:
1. Avaya Aura Session Manager

To allow Session Managers to trust the Avaya Push Notification provider server and provide Apple Push Notification service for iOS
and Android endpoints, the below process can be followed:

1. Log into the System Manager web interface.
2. Navigate to the Services > Inventory > Manage Elements screen.
3. For each Session Manager that will be sending push notifications to the APN provider, the following steps must be followed:

a. Select the checkbox by Session Manager server to modify, click on the “More Actions” pull down menu, and select “Manage
Trusted Certificates”.

b. Click on the “Add” button at the top of the table of trusted certificates.

c. In the Add Trusted Certificate window, select “WebSphere” from the Store Type, click on “Import as PEM certificate”, and
copy/paste the text below into the text window for the PEM certificate as shown below:
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AVAyA & Users v/ Elements v & Services v Widgets v Shortcuts v

Aura® System Manager 10.1

Home Inventory

?
Inventory Help

Manage Elements

Help ?

- 9 [\ status
Create Profiles and Disc... .
Add Trusted Certificate |

Element Type Access

Subnet Configuration
Select Store Type to add trusted certificate] WEBSPHERE v

Manage Serviceabilit... -
() Import from file

) Import as PEM certificate

Synchronization / ) Import from existing certificates
() Import using TLS
Connection ing v
+Please paste the PEM certificate contents into this space.
You may include the start and end tags: "----- BEGIN CERTIFICATE----- " and "----- END CERTIFICATE-----

----- BEGIN CERTIFICATE-----
MIIF23jCCABagAWIBAgIQAFLEMPYyIGoG7xkDjUDLTANBgkqhkiGEWOBAQWFADCE
iDELMAKGA1UEBhMCVVMXEzZARBgNVBAGTCKSIdyBKZX1zZXkxFDASEBgNVBACTCOpI
cnNleSBDaXR5MR4wHAYDVQQKEXVUaGUgWVNFUIRSWVNUIESIdHdvemsxLjAsBgNW
BAMTIVVTRVIUcnVzdCBSUOEQQ2VydGImaWNhdGlvbiBBdXRob3IpdHkwHhcNMTAw
MjAXMDAWMDAWWhCNMzgwMTE4MjM1OTUSW]CBIDELMAKGALIUEBhMCVYVMXEZARBgNY
BAgTCk5ldyBKZX)zZXkxFDASBgNVBACTCOplcnNleSBDaXROMRAWHAYDVQQKExVU
aGUgVVNFUIRSVWNUIESIdHdvemsxLjAsBgNVBAMTIVVTRYIUCNVzdCBSUOEGQ2VY
dGImawNhdGlvbiBBdXRob3IpdHkwggliMAOGCSqGSIb3DQEBAQUAA4ICDWAWGQIK
|A0ICAQCAEMUXNG7D2wizOKxXDXbtzSfTTK1Qg2HigiBNCS1kCdzQiZ/MPans9s/B
2PHTsdZ7NygRKO0faOca80hm0X6a9fZ2jY0K2dvKpOyuR+0Iv0OwWIJAIPuLodMikY
[tJHUYmTbfoMG8YgYapAiPLz+E/CHFHv25B+010RRxhFnRghRy4YUVD+8M/5+bJz/ \
FpOYvVGOMaanZshyZ9shZrHUm3gDwFAG6Mzw3LyeTPeVBZY1H1dat//O+T23LLb2
[VMN3I5x16TasMirdcmrS3ID3KfyI0rn47aGYBROCBTKZTmMzNg955+UzeQcOPzZMSNT -
79uq/nROacdrjGCT3sTHDN/hMg7MkztRelVni+49Vv4MOGKPGw/zISZrM233bkfe -

Sectigo Base64 encoded Certificate Chain. Copy/paste the below text into the PEM certificate contents space on the System
Manager page, including the BEGIN and END Certificate lines:

MIIGGTCCBAGgAWIBAQIQE31TnKp8MamkM3AZalR6jTANBgkghkiGOWOBAQWFADCB
iDELMAKGA1IUEBhMCVVMxEzARBgNVBAgTCK5ldyBKZXJzZXkxFDASBgNVBACTCOpl
cnNIeSBDaXR5MRAWHAY DVQQKEXxVUaGUgVVNFUIRSVVNUIESIdHdvemsxLjASBgNV
BAMTJVVTRVJUcnVzdCBSUOEgQ2VydGImaWNhdGIvbiBBdXRob3JpdHkwHhcNMTgx
MTAyMDAWMDAWWhcNMzAXMjMxMjM10TUSWjCBITELMAKGA1IUEBhMCROIXGzZAZBgNV
BAgTEkdyZWFOZXIgTWFuY 2hlc3RICEQMA4GALIUEBXMHU2FsZm9yZDEYMBY GA1UE
ChMPU2VjdGInbyBMaW1pdGVKMTOwWOwWYDVQQDEzRTZWNOaWdvIFITQSBPcmdhbml6
Y XRph24gVmFsaWRhdGIvbiBTZWN1cmUgU2VydmVylENBMIIBIJANBgkghkiGOw0B
AQEFAAOCAQBAMIIBCgKCAQEANIMCRKVKUKiS/FeN+S3qU76zLNXYgKXsW2kDwB0Q
9lkz3v4HSKjojHpnSVH1jcM3ZtAykffENQRgXLVK400Lp64m1F06XVvjRFNG7irlx
on31zqJgJLBSoDpFUd54k2xiY PHKVpy30/c8Vdjf1XoxfDV/EIFw4Sy+BKzL+k/h
fGVQWECN2XylY4QZ4ffK760906Fha2ZnjJt+OErK43DOyNtoUHZZY QkBuCyKFHFEi
rsTIBkVtkuzZntxkj5Ng2a4XQf8dS48+wdQHgibSov402TgPghOuEQC6ILOgIiESdQ
YkUeCaXMn2xXcEAG2yDoG9bzk4unMp63RBUJ16/9fAEc2wIDAQAB041BbjCCAWowW
HwYDVR0jBBgwFoAUU3mM/WqorSsQUgOHYm8Cd8rIDZsswHQYDVROOBBYEFBfZ1iUn
Z/kxwkID2TA2RIxsqU/rMA4GALUdDWEB/WQEAwWIBhjASBgNVHRMBATSECDAGAQH/
AgEAMBOGA1UdIQQWMBQGCCsGAQUFBwWMBBggrBgEFBQCcDAjJAbBgNVHSAEFDASMAY G
BFUdIAAWCAYGZ4EMAQICMFAGALUdHWRIMEcwRaBDoEGGP2h0OdHAGLY9jcmwudXNI
cnRydXNOLmMNvbS9VUOVSVHJI1c3RSUOFDZXJ0aWZpY 2F0aW9uQXV0aG9yaxXR5LmNy
bDB2BggrBgEFBQcBAQRgMGgwWPWY IKwYBBQUHMAKGM2h0dHAGLY9jcnQudXNIcnRy
dXNOLMNvbS9VUOVSVHI1c3RSUOFBZGRUcnVzdENBLMNydDAIBggrBgEFBQCwWAYYZ
aHROcDovL29jc3AudXNIcnRydXNOLmNvbTANBgkghkiGOWOBAQWFAAOCAGEAThNA
IsnD5m5bwO069Bfhrgkfyb/LDCUWSNNTs3Yat6tIBtoNAHWRUNFbBZaGxNh10m6
pAKkrOjOzi3JKnSj3N6ug9BoNviRrzwB93fVC8+Xqg+uH5xWo+jBaY XEgscBDxLmP
bYox6xU2JPtilQucj+ImveZzhUZeTth2HvbC1bPEMESKGY TQXxMDOgJ3NRONGFgIN3
OSBGlItgnxloWJ4Wyz04PToxcvr44APhL+XJ71PJ616Iphd AEUtNCLFGIUI7RPSRN
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R+xVzBv0yjTqJsHe3cQhifa6ezlejpZehEU4z4CqN2mLYBdOFUIRNG3wTgN3yhsc
SPr5z0noX0+FCuKPkBurcEya67emP7SsXaRfz+bYipaQ908mgWB2XQ8kd5GzKjGf
FlgyXYwcKapInl5v03hAcNt37N3j0VcFcC3mSZilBYRIBXBWdoY5TtMibx3+bfEO
s2LEPMvAhbIhHrrhFYBZIAyuBbuMfla+HNJav5fyakywxnB2sJICNwQs2uRHY lihc
6k/+JLcY CpsMOMF8XPtpvcyiTcaQvKZN8rG61ppnW5Y CUtCC+cQKXAQ04D/1+pWV
idWkvkIsQLI+qGu41SWyxP7x09fn1txDAXYw+zuL XfdKiXyaNh78yvBXAfCNP6CH
MntHWpdLgtImwsQt6j8k9Kf5gLnjatkY YaA7jBU=

MIIFgTCCBGmMgAwWIBAgIQOXJEOVKitIHX02wQ3TE1ITANBgkghkiGOWOBAQWFADB7
MQswCQYDVQQGEwWJHQJEbMBkKGALIUECAWSR3JIY XRIciBNYW5jaGVzdGVyMRAwWDgYD
VQQHDAdTYWxmb3JKMRowGAYDVQQKDBFDb21vZG8gQOEgTGIltaXRIZDEhMB8GALUE
AwwYQUFBIENIcnRpZmljYXRIIFNIcnZpY2VzMB4XDTE5MDMxMjAWMDAwWMFoXDT 14
MTI1zMTIzNTk10VowgYgxCzAJBgNVBAY TAIVTMRMWEQYDVQQIEwWpOZXcgSmVyc2V5
MRQWEQYDVQQHEWtKZXJzZXkgQ210e TEeMBWGALUEChMVVGhIIFVTRVJUUIVTVCBO
ZXR3b3JrMS4wWLAYDVQQDEYVVUOVSVHJI1c3QgUINBIENIcnRpZmIjY XRpb24gQXVO0
aG9yaXR5MIICIJANBgkghkiGOWOBAQEFAAOCAG8AMIICCgKCAGEAgBIIFZYOwIsl
s9CsVw127¢c0n00ytUINh4qog TQktZAnczomfzD2p7PbPwdzx07HWezcoEStH2jnG
vDoZtF+mvX2do2NCtnbyqTsrkfjib9DsFiCQCT7i6HTIJGLSR1GIk23+jBvGIGGqQ
1jy8/hPwhxR79uQfjtTkUcYRZOY IUcuGFFQ/vDP+fmyc/xadGL1RjjWmp2blcmfb(gBSg
EQojPpbxB+zirynvgqV/0DCktDAdBgNVHQ4EFgQUU3mM/WqorSs9UgOHYm8Cd8rID
ZsswDgYDVROPAQH/BAQDAgGGMASGALUJEWEB/WQFMAMBAFSWEQYDVROgBAOWCDAG
BgRVHSAAMEMGA1UdHWQ8MDowOKA20DSGMmhOdHAGLY9jcmwuY 29th2RvY 2EuY 29t
LOFBQUNIcnRpZmljY XRIU2VydmIjZXMuY3JsMDQGCCsGAQUFBWEBBCgwJjAkBggr
BgEFBQcwAY'YYaHROcDovL29jc3AuY29th2RvY 2EuY 29tMAOGCSqGSIh3DQEBDAUA
A41BAQAYh1HcdCE9NIrgJ7cz0C7M7PDmMy14R3iJvm3WOnnL+5Nb+gh+cli3vAOp+
rvSNb318QzvAP+u43lyqqcau8vzY 7qN7Q/aGNnwU4M309z/+3ri0ivCRIV79Q2R+
/czSAaF9ffgZGelCKxO/WIu6pKImBHalkU4MiRTOo0k3IJMrO66BQavHHXW/BBC5gA
CiIDEOUMSsfnNkjcZ7Tvx5Dg2+UUTInWvu6rvP3t309LEAPEIGQDTF1wW52297GALF
zZOF1i9d31kWTz9RvdVFGD/tSo70BmF0IxalDVBzJORHfxBdiSprhTEUxOipakyA
vGp4z7h/jnZymQyd/teRCBahol+V

MIIEMjCCAxqgAwIBAgIBATANBgkghkiGOWOBAQUFADB7MQswCQYDVQQGEwWJIHQjEb
MBKGALUECAWSR3JIY XRIciBNYW5jaGVzdGVyMRAwWDgYDVQQHDAdTYWxmb3JkMRow
GAYDVQQKDBFDbh21vZG8gQOEgTGItaXRIZDEhMB8GALUEAWWY QUFBIENIcnRpZmlj
YXRIIFNIcnZpY2VzMB4XDTAOMDEWMTAWMDAWMFoXDTI4AMTIzMTIZNTKk10VowezEL
MAKGA1UEBhMCROIXGzAZBgNVBAgMEkdyZWF0ZXIgTWFuY 2hic3RICEQMA4GALUE
BwwHU2FsZm9yZDEaMBgGALUECgwRQ29th2RVIENBIExpbWI0OZWQxITAfBgNVBAMM
GEFBQSBDZXJ0aWZpY2F0ZSBTZXJ2aWNIczCCASIwDQYJKoZIhveNAQEBBQADggEP
ADCCAQoCggEBAL5ANfRu4ep2hxxNRUSOvkbIgwadwSr+GB+O5AL686tdUloWMQua
BtDFcCLNSS1UY8y2bmhGC1PqyOwkwLxyTurxFa70VJoSCsN6sjNg4tqIVIMiWPPe
3M/vg4aijiRPn2jymIBGhCfHdr/jzDUsi14HZGWCwEiwgJH5Y Z92IFCokcdmtet4
YgNW8IloaE+oxox6gmf049vYnMIhvB/VruPsUK6+3qszWY 19zjNoFmag4qMsXeDZR
rOme9Hg6jc8P2ULIMAyYrL580Ad7vn51J8S3frHRNG5i1R8XIKdH5KBjHY py+g8cm
ez6KJcfA3Z3mNWgQIJ2P2N7Sw4ScDV70L8KCAWEAAaOBWDCBVTAIBgNVHQ4EFgQU
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0BEKIz6W8Qfs4q8p74KIf9OAWpLQwWDgYDVROPAQH/BAQDAJEGMASGALUJEWEB/WQF
MAMBAf8wewYDVROfBHQwcjA40DagNIYyaHROcDovL 2NybC5jb21vZG9jY S5jb20v
QUFBQ2VydGImaWNhdGVTZXJ2aWNIcy5jcmwwNgA00DKGMGhOdHAGBLY9jcmwuY 29t
b2RvLmM5IdCIBQUFDZXJ0aWZpY 2F0ZVNIcnZpY2VzLmNybDANBgkghkiGOWOBAQUF
AAOCAQEACFb8AVChEP+k+tZ7xkSAzZK/EXFY AWMymtrwUSWgEdujm713sAg99101Q
GE8mMTgHj5rCl7r+8dFRBV/38ErHT1LrOiWAFf2C3BUrz9vHCv8S5dla2L X1rzNLz
RtOvxuBgw8MOAyx9ltlawg6nCpnBBY urDC/zXDrPbDdVCYfeU0OBsWO/8tqtlbgT2
GIw84FoVxp7Z8VIIMCFIA2zs6SFz7JsDoeA3raAVGI/6ugLOpyypEBMs10UNJgsi
12D4kF501KKaU73yqWjgom7C12yxow+ev+to51byrvLjKzg6CY Glad X Xvi3tPxg3
smPi9WIsgtRqAEFQ8TmDn5XpNpaYbg==

d. After the form is filled out as shown above, click on the Commit button to save the Sectigo certificate chain to the SM trust store.
The resulting certificate should look something like this on the SM trusted certificate page:

AVAYA & Users v JF Elements v & Services v | Widgets v  Shortcuts v

Aura® System Manager 10.1

Home Inventory

Inventory A -
Manage Trusted Certificates
Manage Elements
Create Profiles and Disc...

Manage Trusted Certificates
Element Type Access

Add
Subnet Configuration 9 Items Filter: Enable
D Store Description Store Type Subject Name
Manage Serviceabilit... p—
|| Used for validating TLS dient identity certificates SECURITY_MODULE_HTTP O=AVAYA, OU=MGMT, CN=System Manager CA
Synch o ] used for validating TLS dlient identity certificates SAL_AGENT O=AVAYA, OU=MGMT, CN=System Manager CA
Synchronizabon .
] POSTGRES O=AVAYA, OU=MGMT, CN=5ystem Manager CA
_ . o CN=Entrust Reot Certification Authority - G2, OU="(c) 2009
Connection Pooling ||  Used for validating TLS dlient identity certificates WEBSPHERE Entrust, Inc. - for authorized use only”, OU=See
www.entrust.net/legal-terms, 0="Entrust, Inc.”, C=US
] uUsed for validating TLS dlient identity certificates WEBSPHERE O=AVAYA OU=MGMT, CN=System Manager CA
- CN=Sectigo RSA Organization Validation Secure Server CA,
[]  Used for validating TLS dient identity certificates WEBSPHERE O==Sectigo Limited, L=Salford, ST=Greater Manchester,
C=GB
(] Used for validating TLS server identity certificates SYSLOG O=AVAYA, OU=MGMT, CN=System Manager CA
(] Used for validating TLS dient identity certificates SECURITY_MODULE_SIP O=AVAYA, OU=MGMT, CN=System Manager CA
(] used for validating TLS dient identity certificates MGMT_JIBOSS O=AVAYA, OU=MGMT, CN=System Manager CA

Select : All, None

e. Click the Done button on this page to return to the list of managed elements.
f. Repeat the steps above for the rest of the Session Manager instances that will be sending push notifications.

4. Refer to the Administering Avaya Aura Session Manager guide for details on how to configure Apple Push Notification for Session
Manager and how to run maintenance tests to confirm connectivity between the Session Manager and the APN provider is functioning

properly. (Test is run by clicking the “Verify Settings” button on the Elements > Session Manager > Network Configuration > Push
Notification > Notification Application screen.)

Note: Restart of Session Manager is not required, so this is not service impacting.
2. Avaya Aura Web Gateway

Note - Restart of AAWG is required, this is service impacting and needs to be done during scheduled down time.
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To allow Avaya Aura Web Gateway to trust the Avaya Push Notification provider server and provide Apple Push Notification service
for iOS and Android endpoints, the below process can be followed.

1. Copyl/paste the above text (under the Session manager section) including the BEGIN and END Certificate lines in the
notepad, save the file with pem extension, e.g. SectigoChain.pem.

2. Log into Avaya Aura Web Gateway Web GUI with URL https://<AAWG_IP>:8445/admin.

3. Navigate to Security Settings > Certificate Management > Trust Store, click import, Choose Certificate Type as PEM,
select the Certificate File SectigoChain.pem, name an Alias there. Click Apply.

Import Certificate

Select certificate to import

Certificate Type:

Certificate File:

Alias:

3. Click OK to restart the service.
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Import Certificate

Completed.

Uploading certificate...

Select certificate to import

Imported certificates: 3. Alias for imported certificates appended with suffix "_<X>

OK

Certificate imported successfully. Restart is required to apply it.

4. Verify the Sectigo CA certificates in the trust store after service restart.

|Avaya Aura Web Gateway Services

System Overview

General Network Settings

Avaya Meetings Server

External Access

Logs Management

Licensing

B Security Settings
= Certificate Management
SMGR Certificates
Identity Certificates
Truststore
0O0B Management
HTTP Clients
Trusted Hosts
Session Security
Certificate Expiration
Authorization
OAuth 2.0

System Information

Automatic Backup Configuratiol

-Truststore Configuration

¥ Refresh Rate: 30 sec

? About O Log off

a

-Truststore

Import... | Details...| Delete...| Export...
& Alias Subject Issuer Valid To
Sat Mar 11
avayaitrootca CN=AvayalTrootCA2,0U=IT,O0=Avaya CN=AvayalTrootCA2,0U=IT,O=Avaya 04:57:04
GMT+800 2045
CN=Sectigo RSA Organization Validation Secure Server y : " Wed Jan 01
. N P CN=USERTrust RSA Certification Authority,0=The
sectigo CA,0=Sectigo Limited,L=Salford,ST=Greater : : e _ 07:59:58
Manchester,C=GB USERTRUST Network,L=Jersey City,ST=New Jersey,C=US GMT+800 2031
" - " : : Mon Jan 01
sectigo_1 CN=USERTrust RSA Certification Authority,0=The CN=AAA Certificate Services, 0=Comodo CA 07:59:59
— USERTRUST Network,L=Jersey City,ST=New Jersey,C=US Limited,L=Salford, ST=Greater Manchester,C=GB GMT+800 2029
= i 3 = = + ; - Men Jan 01
i 2 CN=AAA Certificate Services,0=Comodo CA CN=AMA Certificate Services,0=Comodo CA 07:59:59
sectigo_ Limited,L=5alford, ST=Greater Manchester,C=GB Limited,L=Salford, ST=Greater Manchester,C=GB 7
GMT+800 2029
Tue Nov 12
smgrca CN=System Manager CA,OU=MGMT,0=AVAYA CN=System Manager CA,OU=MGMT,0=AVAYA 21:57:19

GMT+800 2047

5. Navigate to Advanced > Push Notification Settings > Provider Settings > Click “Test” button, make sure the
connection test is successful.

© 2025 Avaya LLC All Rights Reserved.
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Avaya Aura Web Gateway Services

System Overview

General Network Settings

Y g oy Push Notification Provider:

External Access

Logs Management Enter Company Domain:

Licensing

Push Notification Provider Settings

| APN Production v Add Edit Remove

[——

Security Settings

System Information

Automatic Backup Configuration

Spaces Configuration

= Advanced

CORS Configuration
Application Management

System Id:
Media Settings
2 Push Notification Settings Public Key:
Provider Settings
Mobile Application Settings
Test Export...

Push Notification Provider Name:

Push Notification Provider Address:

Push Notification Provider Port:

| Generate Key

APN Production

pnp-avaya.com Provider Connectivity Test

443 .
Connectivity test succeeded.

cleac845-bal4-48bd-bd 1 0K

————— BEGIN PUBLIC KEY-----

MFkwEwYHKoZ Iz jOCAQYIK0ZIzjODAQCDQgAEGEY/ codBHEZqy
pfI7rFNSc6RdAlo
UWEt1/tmNQ+ij+zOR+5q8nlicbaP4r+ILTSsr@Ftuanec@Ngk
mgq2AkN4A==

————— END PUBLIC KEY----- i

NOTE: Atsome point if this CA certificate is replaced or needs to be updated, an update to this PSN will be published.

Workaround or alternative remediation
n/a

Remarks

n/a

Patch Notes

The information in this section concerns the patch, if any, recommended in the Resolution above.

Backup before applying the patch
N/A

Download

N/A

Patch install instructions
N/A

Verification
N/A

Failure
N/A

Patch uninstall instructions
N/A
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Security Notes

The information in this section concerns the security risk, if any, represented by the topic of this PSN.
Security risks
N/A
Avaya Security Vulnerability Classification

Mitigation
N/A

If you require further information or assistance please contact your Authorized Service Provider, or visit
support.avaya.com. There you can access more product information, chat with an Agent, or open an online
Service Request. Support is provided per your warranty or service contract terms unless otherwise specified in the
Avaya support Terms of Use.

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED “AS IS”.
AVAYA LLC, ON BEHALF OF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO AS
“AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS
OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS’
SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION
WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL
DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS.
SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.

All trademarks identified by ® or ™ are registered trademarks or trademarks, respectively, of Avaya LLC.
All other trademarks are the property of their respective owners.
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