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28-Mar-2025.

Name of problem
Avaya Push Notification Provider server certificate update: Transition from Entrust CA to Sectigo CA.

Products affected
° IP Office Version 11.x and above using APNS Services for Workplace iOS client notifications.

Problem description

The Certification Authority (CA) for the Avaya Push Notification Provider pnp.avaya.com is changing. The existing server certificate
for pnp.avaya.com, issued by Entrust CA, is set to expire on April 1, 2025. Due to transition of Entrust’s Public Certificate business to
Sectigo, Entrust will cease issuing public TLS certificates from the Entrust root CA. Consequently, Avaya has decided to switch to
Sectigo as the new Certificate Authority (CA). The new server certificate issued by Sectigo CA for pnp.avaya.com will be updated on
Push Notification Provider (PNP) server. To ensure a smooth transition and avoid push notification delivery failures, all customers
using the push notification service on the Avaya Workplace client must update the above-mentioned Avaya application's Trust Store
to include the new Sectigo CA certificates before March 30, 2025 (8.30AM UTC).

Resolution

Following Root level CA certificates are required to be installed in the IP Office Trusted store for seamless APNS
service connection establishment. Please note that the installation of the new certificate in IP Office Trust store is
not service disrupting and can be done during normal business operations as well.

The certificates needed can be found at the link below:

Service Download Link
Avaya Push Notification Provider - Sectigo RSA Organization https://www.sectigo.com/knowled
Address Validation CA Bundle 9/19/2024 | ge-base/detail/Sectigo-

- AAA Certificate Services Intermediate-

Certificates/kA0OTN000000rfBO

To make it easier we have combined the 2 certificates as they need to be placed together as a single certificate.

MIIGGTCCBAGgAwWIBAgIQE31TnKp8MamkM3AZalR6jTANBgkqhkiGOWOBAQwWFADCB
iDELMAKGATUEBhMCVVMxEzARBgNVBAgTCk5ldyBKZXJzZXkxFDASBgNVBACTCOpl
cnNleSBDaXR5MR4wHAYDVQQKExVUaGUgVVNFUIRSVVNUIE5SIdHdvemsxLjAsBgNV
BAMTIJVVTRVJUcnVzdCBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwHhcNMTgx
MTAyMDAwWMDAwWWhcNMzAxMjMxMjM1OTUSW|CBITELMAKGATUEBhMCROIXGzAZBgNV
BAgTEkdyZWFOZXIgTWFuY2hlc3RIcjEQMA4GATUEBXMHU2FsZm9yZDEYMBYGA1TUE
ChMPU2VjdGlnbyBMaW1pdGVKkMTOwWOwWYDVQQDEzRTZWNOaWdVIFITQSBPcmdhbml6
YXRpb24gVmFsaWRhdGIlvbiBTZWN1cmUgU2VydmVylIENBMIIBIJANBgkghkiGOw0B
AQEFAAOCAQ8AMIIBCgKCAQEANIMCRKVKUKiS/FeN+S3qU76zLNXYqKXsW2kDwB0Q
9lkz3v4HSKjojHpnSVH1jcM3ZtAykffEnQRgxLVK400Lp64m1FO6XVjRFNG7ir1x
on3lzqlgILBSoDpFUd54k2xiYPHKkVpy30/c8Vdjf1XoxfDV/EIFw4Sy+BKzL+k/h
fGVawECN2XylY4QZ4ffK76q06Fha2Znjlt+OErK43DOyNtoUHZZYQkBuCyKFHFEi
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MIIFEgTCCBGmMgAwWIBAgIQOXJEOVkitTHX02wQ3TE1ITANBgkghkiGOWOBAQwWFADB7(TdyOcSOk2uTlg3XJq0
tyA9yn8iNK5+02hmAUTNAU5GU5szYPeUvIM3kHND8zLDU+/bqv50TmnHadxgk97E
xwzf4TKuzJM7UXiVZ4vuPVb+DNBpDxsP8yUmazNt925H+nND5X40pWaxKXwyhGNV
icQNWZNUMBKTrNNION6frXTpsNVzbQdcS2qUC9/YgloJk2KOtWbPJYjNhLixP6Q5
D9kCnusSTJV882sFqV4Wg8yA4Z+LoE53MWALTTLPtW//e5X0slzstAL81VXQJSdh))7cz0C7M7PDmy14R3iJvm3WOnnL+5Nb+gh+cli3vAOp+
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rvSNb318QzvAP+u431yqqcau8vzY7gN7Q/aGNnwU4M309z/+3ri0ivCRIv79Q2R+
/czSAaF9ffgZGclCKxO/WIubpKImBHalkU4MiRTOok3JMrO66BQavHHXW/BBC5gA
CilIDEOUMsfnNkjcZ7Tvx5Dg2+UUTInWvu6brvP3t30O9LEAPESGQDTF1w52z97GA1F
zZOFli9d31kWTz9RvdVFGD/tSo70BmF0Ixa1DVBzJORHfxBdiSprhTEUxOipakyA
vGp4z7h/jnZymQyd/teRCBaho1+V
)VIMiIWPPe)sDoeA3raAVGI/6ugLOpyypEBMs10UlIgsi
(2D4kF501KKaU73yqWjgom7C12yxow+ev+to51byrvLjKzg6CYG1a4XXvi3tPxg3
smPi9WIsgtRgAEFQ8TmDn5XpNpaYbg==

The above text within the text box (concatenated certificates) needs to be copy/pasted in a txt file which will be
renamed as Sectigo.pem. Make sure to copy the entire text from the first line -> ----- BEGIN CERTIFICATE-----
to the lastline -> ----- END CERTIFICATE-----

Step by step instructions for uploading the new Sectigo Root CA certificate in IP Office Trusted certificate store:
Using IP Manager Application:
Launch IP Office Manager application from the PC

Login as “Administrator” into IP Office Security Settings.
Go into Certificates tab and in Trusted Certificate Store Field, click on the “Add” button.

©® 00T o

At this point the newly added Certificates should look like the ones in the red square from below
screenshot:

Choose the certificate source as ' Import certificate from file' and then select the saved file “Sectigo.pem”
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AVAYA Solution  Call Management = System Settings  Security =~ Applications

Secu rity Setti ngs pri 13 Last successful login was on 3/17/2025, 12:37:34 PM
A
Lenoral Certificate Expiry Warning Days
System 60 C
Services
Rights Groups
serviceJsers Issued By Issued To Valid From Valid Till
Certificates AAA Certificate Services AAA Certificate Services 2004-01-01 00:00:00 2028-12-31 23:59:59 - ii]
AAA Certificate Services USERTrust RSA Certification Authority 2019-03-12 00:00:00 2028-12-3123:59:59 4 {ij
USERTrust RSA Certification Authority  Sectigo RSA Organization Validation Secure Server CA 2018-11-02 00:00:00 2030-12-3123:59:59 4
f. Click the “OK” button on the bottom-right side of the Certificates tab.
g. Click on the “Save Security Settings” button.

Using IP Office Web Manager

There is known issue for Web Manager and the procedure to upload a certificate does not properly work for
multiple certificates. This will be rectified, and a CP will be provided with the fix included.
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Workaround or alternative remediation
n/a

Remarks
n/a

Patch Notes

The information in this section concerns the patch, if any, recommended in the Resolution above.
Backup before applying the patch
N/A
Download
N/A

Patch install instructions Service-interrupting?
N/A

Verification
N/A

Failure
N/A

Patch uninstall instructions
N/A

Security Notes

The information in this section concerns the security risk, if any, represented by the topic of this PSN.
Security risks
N/A
Avaya Security Vulnerability Classification

Mitigation
N/A
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If you require further information or assistance please contact your Authorized Service Provider, or visit
support.avaya.com. There you can access more product information, chat with an Agent, or open an online
Service Request. Support is provided per your warranty or service contract terms unless otherwise specified in the
Avaya support Terms of Use.

Disclaimer: ALL INFORMATION IS BELIEVED TO BE CORRECT AT THE TIME OF PUBLICATION AND IS PROVIDED “AS IS”.
AVAYA LLC, ON BEHALF OF ITSELF AND ITS SUBSIDIARIES AND AFFILIATES (HEREINAFTER COLLECTIVELY REFERRED TO AS
“AVAYA”), DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND FURTHERMORE, AVAYA MAKES NO REPRESENTATIONS
OR WARRANTIES THAT THE STEPS RECOMMENDED WILL ELIMINATE SECURITY OR VIRUS THREATS TO CUSTOMERS’
SYSTEMS. IN NO EVENT SHALL AVAYA BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF OR IN CONNECTION
WITH THE INFORMATION OR RECOMMENDED ACTIONS PROVIDED HEREIN, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL
DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES, EVEN IF AVAYA HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

THE INFORMATION PROVIDED HERE DOES NOT AFFECT THE SUPPORT AGREEMENTS IN PLACE FOR AVAYA PRODUCTS.
SUPPORT FOR AVAYA PRODUCTS CONTINUES TO BE EXECUTED AS PER EXISTING AGREEMENTS WITH AVAYA.

All trademarks identified by ® or ™ are registered trademarks or trademarks, respectively, of Avaya LLC.
All other trademarks are the property of their respective owners.
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