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© 2002 - 2014 Verint Systems Inc. All Rights Reserved. THIS AVAYA PRODUCT
(‘Product’) CONTAINS CONFIDENTIAL AND PROPRIETARY INFORMATION OF
VERINT SYSTEMS INC. OR ITS SUBSIDIARIES. USE OF THE PRODUCT
INDICATES THE END USER'S ACCEPTANCE OF THE TERMS SET FORTH HEREIN
AND THE GENERAL LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE AT
http://support.avaya.com/Licenselnfo/ , including the following AVAYA GLOBAL
SOFTWARE LICENSE TERMS (or "Software License Terms"):AVAYA GLOBAL
SOFTWARE LICENSE TERMS

AVAYA RESERVES THE RIGHT TO MODIFY, SUPPLEMENT OR REPLACE ITS
AVAYA GLOBAL SOFTWARE LICENSE TERMS, EFFECTIVE UPON POSTING AT
http://support.avaya.com/Licenselnfo/ OR NOTIFYING YOU OTHERWISE. YOU
ACKNOWLEDGE AND AGREE THAT IT IS YOUR OBLIGATION TO REGULARLY
VISIT THE AFOREMENTIONED WEBSITE AND TO CHECK FOR ANY UPDATED
INCLUDING CHANGES TO THE TERMS HEREIN AND/OR AVAILABLE ON THE
ABOVE REFERENCE WEBSITE, INCLUDING UPDATED CHANGES TO THE AVAYA
GLOBAL SOFTWARE LICENSE TERMS .

IN THE EVENT OF ANY CONFLICT OR INCONSISTENCY BETWEEN THE TERMS
SET FORTH HEREIN AND ANY WRITTEN AGREEMENT WITH AVAYA AND/OR
AVAYA EULA, THE TERMS OF SUCH EITHER WRITTEN AGREEMENT WITH AVAYA
AND/OR AVAYA EULA SHALL GOVERN. IF YOU DO NOT WISH TO BE BOUND BY
THESE TERMS, YOU MUST RETURN THE PRODUCT(S) TO THE POINT OF
PURCHASE WITHIN TEN (10) DAYS OF DELIVERY FOR A REFUND OR CREDIT.
Avaya grants End User a license within the scope of the license types described below.
The applicable number of licenses and units of capacity for which the license is granted
will be one (1), unless a different number of licenses or units of capacity is specified in
the Documentation or other materials available to End User. 'Software' means the
computer programs in object code, originally licensed by Avaya and ultimately utilized
by End User, whether as stand-alone Products or pre-installed on Hardware. 'Hardware'
means the standard hardware Products, originally sold by Avaya and ultimately utilized
by End User.

License Type(s):

"Channel" means a physical connection between or logical address associated with a
recording device and an audio source.

"Enterprise" means a license to use, without limitation on the number of copies or users
applicable to that End User, that Software within that End User's technical environment
in conjunction with other Software licensed.

"Seat" means the number of uniquely identified work-stations (i) on which the Software
is licensed to be installed, (ii) from or to which the Software will send or receive data, or
(iii) about which the Software generates data. Any one or more of the foregoing, in the
aggregate, applicable to a work-station shall qualify that work-station as a licensed
Seat. Seat licenses are not concurrent, except that licenses relating to a work-station
may be transferred to another work-station so long as such transfer is on a permanent
basis.

"Server" means a license to install the Software on a single central computer server.
"Site" means a license to use the Software at a physical End User location, without
limitation on the number of copies or users applicable to that physical End User
location.

Copyright:

Except where expressly stated otherwise, the Product is protected by copyright and
other laws respecting proprietary rights. Unauthorized reproduction, transfer, and or use
can be a criminal, as well as a civil, offense under the applicable law.

Third-party Components:

This computer program is protected by U.S. and international copyright laws, patent
laws, and other intellectual property laws and treaties. Unauthorized use, duplication,
publication and distribution of all or any portion of this computer program are expressly
prohibited and will be prosecuted to the maximum extent provided by law. Your rights in
this computer program are limited to the license rights granted under the license
agreement executed by you in hardcopy form (or if none, by acceptance of the
clickwrap terms included with this computer program). If needed, please contact your
vendor for an additional copy of those terms. All other rights, title and interest are
expressly restricted and retained by Verint Systems, Inc. and its licensors.

Certain open source applications ("Open Source") may be included with this computer
program. For specific ownership information and license rights relating to those open
source applications, please see the "Free and Open Source Licensing Information”
guide ("Guide") provided with your computer program, or contact your vendor for a copy
of that Guide.

A license in each Open Source software application is provided to you in accordance
with the specific license terms specified in the Guide. EXCEPT WITH REGARD TO
ANY WARRANTIES OR OTHER RIGHTS AND OBLIGATIONS EXPRESSLY
PROVIDED DIRECTLY TO YOU FROM VERINT, ALL OPEN SOURCE SOFTWARE IS
PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE OWNERS OF THE OPEN SOURCE
SOFTWARE OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THE
OPEN SOURCE SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Certain other software programs or portions thereof included in the Product may contain
software distributed under third party agreements (‘Third Party Components'), which
may contain terms that expand or limit rights to use certain portions of the Product
(‘'Third Party Terms'). Information identifying Third Party Components and the Third
Party Terms that apply to them is available on Avaya's web site at:

http://support.avaya.com/ThirdPartyLicense/. In addition, this product may contain the
ReportNet application from Cognos Corporation. If so, you are granted a limited for use:
(i) by an unlimited number of "Anonymous Users" to set personal preferences, view,
run, schedule and output reports, subscribe to scheduled reports, create and manage
personal folders, and personalize standard reports, and (ii) by one "Named User"
(unless otherwise specified on this Order) to, in addition to the rights of an Anonymous
User, use the Query Studio module.

Avaya fraud intervention:

If you suspect that you are being victimized by toll fraud and you need technical
assistance or support, call Technical Service Center Toll Fraud Intervention Hotline at
+1-800-643-2353 for the United States and Canada. Suspected security vulnerabilities
with Avaya Products should be reported to Avaya by sending mail to:
securityalerts@avaya.com

Trademarks:

Avaya and the Avaya Logo are trademarks of Avaya Inc. and are registered in the
United States and/or other countries. Avaya may also have trademark rights in other
terms used herein. References to Avaya include the Nortel Enterprise business, which
was acquired as of December 18, 2009.

All trademarks identified by ®, TM or SM are registered marks, trademarks, and service
marks, respectively, of Avaya Inc. or the property of their respective owners.

Patents:

The Verint Systems Inc. products are protected by one or more of the following U.S.,
European or International Patents: USPN 5,790,798; USPN 6,278,978; USPN
6,370,574; USPN 6,404,857; USPN 6,510,220; USPN 6,724,887; USPN 6,751,297;
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USPN 7,822,018; USPN 7,826,608; USPN 7,836,171; USPN 7,848,524; USPN
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Chapter 1

VMware Requirements

The following sections describe the requirements for an Avaya Contact Recorder
Recorder deployment with VMware:

e Overview, page 5

e Requirements, page 5
e CPU and Memory Reservations, page 6

e VM Guest NIC Configuration, page 7

e Host Requirements, page 8

e NIC Requirements, page 8

e VMware Suite Features, page 9




Chapter 1 - VMware Requirements Overview

Overview

Avaya Contact Recorder is a real-time media application, and as such requires low-
latency access to resources in order to perform according to specification and to sizing
guidelines. This document provides an overview of the requirements for provisioning
Avaya Contact Recorder in a VMware environment. Failure to follow the configuration
guidelines herein may result in the loss of recording, application functionality, and data
loss.

Requirements

The requirements in this document apply to Avaya Contact Recorder servers.

To configure a Recorder virtual machine (VM), the VM host must:
e have the VMWare Tools application installed on the VM guest machine.

e meet the requirements for each of the following as set out in the Planning,
Installation & Administration (PIA) Guide:

e Central Processing Unit (CPU) Reservations set with the appropriate
amount of MHz (according to server type).

e Memory Reservations set with the appropriate GB amount (according to
server type) defined in the PIA Guide.

e Dedicated Physical Network Interface Care (NIC) per VM guest hosting
ACR. Refer to the PIA Guide for details regarding appropriate sizing and quantity
of NICs. Configure the NIC TX/RX buffer as described on VM Guest NIC

Configuration, page 7.
e The VMXNET3 driver must be used for any NICs that are being used for recording,

unless the NIC is configured as a passthrough mechanism (such as SR-10V) to
bypass the network virtualization layer, in which case the native driver is required.

Recorder VMware Configuration Guide 5
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Chapter 1 - VMware Requirements Requirements

CPU and Memory Reservations

Recorder VMs require CPU and memory reservations equivalent to the physical hardware
on which they are run.

Hyper-threading is supported for virtual CPUs [vCPUs]. If hyper-threading is not
provided, then double the number of physical cores are required to meet the vCPU
requirement.

NOTE ESX 5.0 and above is supported for Avaya Contact Recorder servers.

The following are the CPU and memory reservation requirements for the different
recorder server types. Failure to meet the requirements will trigger alarms in systems
running on VMware.

Server Minimum Minimum Minimum Media DB IOPS System
Type # CPU CPU Res- Memory 10PS* 10PSt
Cores ervationt Res-
ervation
Recording 16 vCPUs 24000 MHz 8 GB Up to 1000 N/A 200
Server 10PS

* Media IOPS Requirements are 1 IOPS per recording channel. Media I10PS refers here
to the storage I0PS requirement from the media partition of the Recorder.

T CPU with Intel Supplemental SSE3 (SSSE3) support.

T System IOPS includes the operating system, software install and log partitions.

To Reserve CPU Resources

When reserving CPU resources, keep in mind that the number of physical CPUs (pCPUs)
required is the as that same as that defined for virtual CPUs (vCPUSs) in the table above.

1 In the VMware vSphere Client, right-click the virtual machine for the Recorder
server and select Edit Settings.

On the Resources tab, click CPU.

Under Resource Allocation, set Shares to Normal.

Adjust the Reservation to a minimum level as stipulated in the table above.
Select the Unlimited check box.

Click OK.

o 0 b W N
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Chapter 1 - VMware Requirements Requirements

To Reserve Memory

The memory allocated to an Avaya Contact Recorder can be larger than the indicated
minimum memory reservation indicated in the table on page 6. In such a case, the
reservation allocated to the corresponding virtual machine must match that of the
Recorder. For example, if a machine is allocated 12 GB of RAM, the memory reservation
must be 8 GB of RAM. This is because memory given to Windows can be reclaimed from
VMware at any time if it is not reserved.

As an example, with a 8 GB allocation of RAM to a virtual machine, if only 4 GB were
reserved, VMWare could take the additional 4 GB of RAM from the machine that is being
used. If that memory happens to contain critical information for processing, it can cause
the Recorders to pause, resulting in a loss of recording.

1 In the VMware vSphere Client, right-click the virtual machine for the Recorder
server and select Edit Settings.

On the Resources tab, click Memory.

Under Resource Allocation, de-select Reserve all guest memory.

Set Shares to Normal.

Adjust the Reservation to a minimum level as stipulated in the table on page 6.
Select the Unlimited check box.

Click OK.

N o g b~ WN

VM Guest NIC Configuration

For Delivery, no changes to the VM Guest NIC Configuration are required.

When using a dedicated NIC for Passive IP recording, the TX buffers must be set to the
minimal number available and the record buffers must be increased to the maximum
available. If using a passthrough NIC, these minimum/maximum numbers will vary
depending on the driver/manufacturer.

When using a virtual NIC, the VMware VMXNET3 driver should have the following
settings for Interception- (span-) based recordings or High Capacity Delivery recording:

e Large Rx buffers: 8192
e Rx Ring # 1 size: 4096
e Rx Ring #2 size: 4096
e Small Rx Buffers: 8192

e Enable adaptive Rx ring sizing: Disable this setting.

Recorder VMware Configuration Guide 7
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Chapter 1 - VMware Requirements Requirements

Host Requirements

All requirements provided by Avaya assume the use of Intel CPUs. Please consult Avaya if you
are using AMD CPUs, as the requirements for these are different.

The Host machine CPUs must match the minimum CPU types outlined in the PIA Guide.

In addition to the requirements above concerning the Recorder’s CPU reservation, the
physical host must have additional processing available for scheduling, network
handling, device interrupt handling and other related tasks. To prevent any loss of
recording, the CPUs on a host should not be overcommitted, and the equivalent of two
physical CPU cores must be available to handle these tasks.

NIC Requirements

When used as an IP Recorder, VMs have the same physical NIC requirements as a
physical machine. Refer to the Server Platform Sizing section of the PIA Guide.

Please note the following requirements:
e The VMXNETS3 virtual NIC driver must be used for all virtual NICs used for recording.

e For Passive IP, you must configure the vSwitch for Promiscuous Mode (see below for
instructions).

To Configure a vSwitch in Promiscuous Mode

This applies to Passive IP recording (therefore, complete the following steps for the NIC
used to acquire audio through Passive IP).

1 In the VMware vSphere Client, on the configuration tab select the networking page,
and then access the properties of the vSwitch.

2 On the Ports tab, click Edit.
Click the Security tab.

w

4 Under Policy Exceptions, set Promiscuous Mode to Accept. This allows the
detection of all frames passed on the standard switch that are allowed under the
VLAN policy for the associated port group.

5 Click OK.

Recorder VMware Configuration Guide 8

Confidential and Proprietary Information of Verint Systems Inc.



Chapter 1 - VMware Requirements VMware Suite Features

VMware Suite Features

The following features are not supported in conjunction with Avaya Contact Recorder
(and as such should be disabled where applicable):

e Shnapshotting — The Avaya Contact Recorders do not support virtual machine
snapshotting while the machine is running, as this can lead to pauses in the virtual
machine and a loss of recording.

e Ballooning — Ballooning causes RAM to be randomly swapped out of a host,
resulting in pauses and a loss of recording.

e High Availability (HA), including vMotion.
e Direct Resource Services (DRS).

Both HA and DRS are not supported for a number of reasons, among them the fact that
the Avaya Contact Recorder requires a dedicated NIC for recording.
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Chapter 2

Best Practices and
Troubleshooting

This chapter outlines some best practices and troubleshooting guidelines to aid the
performance of Avaya Contact Recorder on VMware.

e VMware Best Practices, page 11
e Troubleshooting VMware Issues, page 12




Chapter 2 - Best Practices and Troubleshooting VMware Best Practices

VMware Best Practices

Avaya Contact Recorder servers perform real-time processing, making them latency-
sensitive. VMware recommends the use of its latency-sensitivity features in such an
environment, thereby virtualizing the Recorder and associated applications. To this end,
please observe the following guidelines:

Set 100% memory reservation.

Reserve 100% of the CPU. This guarantees exclusive pCPU access, which in turn
helps to reduce vCPU halt/wake-up cost.

Over provision pCPUs. This reduces the impact of sharing the last-level cache (LLC),
and also helps to improve the performance of latency-sensitive VMs that use virtual
NICs (vNICs) for network 1/0.

Use a passthrough mechanism such as SR-10V to bypass the network virtualization
layer, if the hardware supports it.

Use a separate physical NIC (pNIC) for latency-sensitive VMs in order to avoid
contention for network bandwidth.

If you don’t use a passthrough mechanism and there is contention for network
bandwidth, use Network 1/0 Control (NetlOC).

Disable all power management in both the Basic Input/Output System (BIOS) and
vSphere.

Resources

The following documents from VMware discuss how to virtualize latency-sensitive
applications:

http://www.vmware.com/files/pdf/techpaper/VMW-Tuning-Latency-Sensitive-

Workloads.pdf

http://www.vmware.com/files/pdf/techpaper/latency-sensitive-perf-vsphere55.pdf
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Chapter 2 - Best Practices and Troubleshooting Troubleshooting VMware Issues

Troubleshooting VMware Issues

Missed Packets

If there are missed packets at the guest, host, or physical hardware level:

e Ensure that you have followed the guidelines under VMware Best Practices,
page 11.

If you are using a vSwitch, increase the Rx buffers. On the physical NIC through the
VMware host, use the ethtool command to modify the rc.local or local.sh file to make
the settings persistent across reboots (these are settings specific to your environment
and the particular physical NIC involved).

General Alarms

If you encounter high CPU utilization, Recorder disconnects, or a high number of alarms:

e Verify that the system meets the minimum CPU/memory reservations outlined in
this document.

e Verify that the system CPU of the host is of the minimum version or higher
stipulated in the PIA Guide.

e Verify that the host is not under resource contention or being oversubscribed. Check
the CPU ready time.

e Verify that the disk subsystem latency is healthy (that is, always below 20 ms
latency).

Memory Swapped Alarm

Memory swapping should not occur on the Recorder server. If you encounter an alarm
that indicates this has occurred, check the configuration of the virtual machine and its
host, and ensure that you have met the requirements stipulated in this document.

CPU Time Stolen Alarm

CPU stolen time should be lower than 3% at all times; anything higher than this will
generate an alarm.

Such an alarm indicates that the VMware host is having an issue allocating enough CPU
resources to the Recorder guest VMware instance. Work with the VMware administrator
to resolve this, either by adding more CPU resources to the machine, or removing some
of the VMware guests running on the same VMware host (and therefore competing with
the Recorder for resources).
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