AVAYA

Administering IP Office 11.0 High Availability and Avaya
Session Border Controller for Enterprise 7.2.2 to support
Remote Workers

Abstract

This document provides step-by-step instructions about how to configure IP Office 11.0 (IPO) and Avaya
Session Border Controller for Enterprise 7.2.2 (SBCE) to support different soft clients locally and
remotely. It does not substitute the Installation or Administration Guides but collects all steps needed
for a working solution. The goal is to register Avaya Communicator for Windows, Avaya Communicator
for iPad, Avaya One-X Mobile Preferred (Android and 10S) and Equinox in VoIP mode using signaling and
media encryption, and to have Presence and Instant Messaging on them.
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Overview

A typical deployment can be the following:

Private DNS
q Resolves below queries t0 10.1.1.60
|, A ipoll.example.com
v Resolves below queries t010.1.1.61
Aipollsec.example.com

Primary SE Secondary SE

IP Office 1P Office

Private -

DNS
server

OneX Portal

-
PublicIP on Firewall  gxternal B1 Internal A1 @
135.124.242.20 (P) 10.2.2.2 (P) 10.1.1.40 (P)

135.124.242.21 (S) 10.3.3.2 (S) 10.1.1.41 (S)

LANL
10.1.1.60

Internet

Firewall

PublicDNS (T~
server

PublicDNS
Resolvesbelow queriesto 135.124.242.20
Aipoll.example.com

Resolves below queriesto 135.124.242.21
A ipollsec.example.com

Soft clients want to register to IPO directly when they are in the office using Wifi, and want to register
through the SBCE when they are on mobile network or on Wifi at a remote site. To achieve this, Split
DNS is needed, which resolves the same FQDNs to the internal IP of IP Office or the public IP of SBCE
depending on where the clients are. In the reference configuration IP Office Server Edition will be used
where the One-X Portal and IP Office components are on the same Virtual Machine, so have the same IP
address.

The IP Office / One-X Portal Resiliency setup requires two IP Office Server Edition, one will act as a

Primary Server, the other as Secondary. The IP Office resiliency supports Alternate Registration of SIP
endpoints, which means only one of the servers can accept registrations at the same time. When the
primary server goes down, secondary will take over the control and will start accepting registrations.

NOTE: IP Office Resiliency protects only against server outage, but not against network issues between
the client and the server. In other words, if the link between the client and the primary server goes
down while the server itself is up and can still communicate with secondary server, the client will NOT
be able to register either to primary or secondary. The client can register to secondary only if the
primary server itself goes down.

In the IP Office high availability setup the SBCE can be just considered as “part of the link” between the
client and the IP Office. Practically we do two identical and independent configuration on SBCE mapping
a dedicated external/internal IP pair to Primary IP Office SE, and another dedicated external/internal
pair to Secondary IP Office SE. In this sense it does not matter if the SBCE itself is Simplex or HA, or even
two independent boxes (one dedicated for Primary IPO, other dedicated to Secondary IPO), the logic of
the configuration will be the same in all those scenarios.
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NOTE: Communicator for iPad does not support resiliency. The other clients can support resiliency
including both voip and presence.

Prerequisites

VMware

VMware ESXi deployment is out of the scope of this document. The assumption is that VMware
environment or Avaya Virtualization Platform (AVP) has already been deployed.

vSphere Client

1. Open a browser to https://<IP of VMware ESXi host>

/ [ Welcome to VMware ESXi % \\ ¥

€« C | B bups//10.1.1.1

VMware ESXi

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following program to
install vSphere Client software. After running the installer, start the
client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

Please note that the traditional vSphere Client does not support vSphere from a client machine. These tools
features added to vSphere in the 5.1 and 5.5 releases. The traditional can be used in shell scripts to automate
vSphere Client is intended feor use if you need to connect directly to day-to-day operations.

an ES¥i host, are performing certain vSphere Update Manager * Download the Virtual Appliance
operations, or are running vCenter Plug-ins that support only the * Download the Windows Installer (exe)
vSphere Client such as vCenter Site Recovery Manager or viCenter * Download the Linux Installer (tar.gz)

Multi-Hypervisor Manager. Web-Based Datastore Browser

You can take advantage of the fullest range of functionality Use your web browser to find and
introduced or updated in this release by using the vSphere Web download files (for example, virtual
Client. machine and virtual disk files).

. * Browse datastores in this host's
« Download vSphere Client inventory
To streamline your IT operations with vSphere, use the following

. . . For Developers
pregram to install vCenter. vCenter will help you consolidate and

optimize workload distribution across ESX hosts, reduce new system vSphere Web Services SDK
deployment time from weeks to seconds, moniter your virtual Learn about our latest SDKs, Toolkits, and
computing envircnment around the clock, aveid service disruptions APIs for managing VMware ESX, ESXi, and
due to planned hardware maintenance or unexpected failure, WMware vCenter. Get sample code,
centralize access control, and automate system administration tasks. reference documentation, participate in
our Forum Discussions, and view our latest
« Download VMware vCenter Sessions and Webinars.

If you need more help, please refer to our documentation library: * Learn more about the Web Services SDK
# Browse objects managed by this host

« vSphere Documentation

2. Click on Download vSphere Client
3. Run the downloaded exe file and follow the installation wizard

[P Office Administration Tools

1. Download latest IPOAdminLite_XXX.exe from plds.avaya.com
2. Run the file on your PC and follow the wizard
3. After completing installation, Start Menu will have the following new entries:
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. IP Office
- IP Office Knowledge Base
4 New

Manager

Firewall configuration

1. Allow Layer 3 NAT only, disable all SIP aware functionality, ALG, etc.
2. Forward the following ports to the B1 interface of the SBCE

TCP 5061 SIP

TCP 5222 XMPP

TCP 9443 WebRTC, REST, XMPP
TCP 7443 BOSH/XMPP

uDP 3478 STUN

UDP 50000-55000 RTP relay

UDP 35000-40000 RTP media

Installing Primary IP Office

Deploying OVA

1. Download latest IP Office OVA file from plds.avaya.com
2. Start vSphere Client and connect to vCenter / AVP host
3. Go to File / Deploy OVF Template

4. Click Browse , select the OVA file and click Open

[ Deploy OVF Template | = | =

Source
Select the source location,

Source

QVF Template Details
MName and Location
Disk Format

Ready to Complete

Deploy from a file or URL

Browse. ..

Enter a URL to download and install the OVF package from the Internet, ar
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

5. Click Next
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OVF Template Details
Verify OVF template details.

Source
OVF Template Details 5
End User License Agreement Product: ServerEdition
N?me and Location e FATEA
Disk Format
Network Mapping Vendar: A
Ready to Complete

Publisher: & Avayalnc.

Download size: 6.5GB

Size on disk: 10,1 GB (thin provisioned)
100.0 GB (thick provisioned)

Description: Avaya Server Edition virtual image.
6. Click Next

7. License Agreement will be displayed, click Accept then Next
8. Set the name then click Next

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Details

End User License Agreement IE

Name and Location The name can contain up to 80 characters and it must be unigue within the inventory folder,
Disk Format

Metwork Mapping

Ready to Complete

9. Select data store and disk provision mode, then click Next

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Iserve_-f-loml—disk
OVF Template Details

End User License Agreement
Mame and Location

Disk Format

Metwork Mapping

Ready to Complete

Available space (GB): 393.5

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
™ Thin Provision

10. Select network mappings, then click Next
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& Deploy OVF Template = = -

Network Mapping
What networks should the deployed template use?

P
ﬁl}zm late Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement

MName and Location Source Metworks Diestination Metwarks
Disk Format Network 1 VM Network 10.1.1.0

Metwork Mapping

ready o Lompiete

Netwark 2 [ B

11. Wizard will display the summary, click Finish
12. Once deployment has completed, the new virtual machine appears in the inventory of virtual
machines. Select the virtual machine and start it.

@ Open Console

Changing default IP
1. Right click on the IP Office virtual machine then click on Open Console

E - I

far Power r
Iy s Guest r
B s Snapshot r
i s

s

2. If thisis the first boot, wait for the virtual machine to boot up until the following can be seen in
the console window

File Wiew WYM
I - R R

#tiaf ittt a
# IP Office Server Edition #
818 LR H e i R E R R R R R R R R R e i

Runmning .
Config page (LAN1): https:--192.168.42.1:7878
Conf ig page (LANZ): https:--192.168.43.1:7878

General commands:
- "login" - Log in

- "startx" - Start Graphics Environment

Conf iguration commands:
" Change Language
Change Keyboard

Click in the window (to release cursor from console window use the left CTRL+ALT keys)
Enter the command login

Default login is root with password Administrator

Enter the command system-config-network. The menu that appears is navigated using the
cursor keys, tab key and Enter key.

7. Select Device configuration and press Enter

oukuWw
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8. Select the network interface to configure and press Enter

9. Enter network parameters for the interface

10. Select OK and press Enter

11. Select Save and press Enter

12. Select Save & Quit and press Enter

13. To logout, enter exit

14. Shut down and then power on the virtual machine again
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Primary Server Ignition

1. Open a browser and connect to https://<PrimaryServeriP>:7071
2. Use password Administrator

IP Office Server Edition R11.0

Please log on using the root account.
User Name: root
Password:

Language: English v

® 2018 Avaya Inc. All rights reserved - View EULA

3. Atthe EULA check | Agree then click Next

IP Office - Ignition

Accept License -+
AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: March 2015

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE
TERMS") GOVERNS THE USE OF PROPRIETARY SOFTWARE AND
THIRD-PARTY PROPRIETARY SOFTWARE LICENSED THROUGH
AVAYA READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN
THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR
USING THE SOFTWARE (AS DEFINED IN SECTION A BELOW). BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU."
"YOUR." AND "END USER "), AGREE TO THESE SOFTWARE
LICENSE TERMS AND COMNDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE
AVAYA AFFILIATE ("AVAYA"). IF YOU ARE ACCEPTING THESE
SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE
AUTHORITY TO BIND SUCH ENTITY TO THESF SOFTWARFE

¢/ 1 Agree Print EULA

e

4. Select Primary (Server Edition) and click Next
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|IP Office - Ignition

© Primary (Server Edition)

SRS v Enables Core, one-X Portal and Voicemail Pro.

Server Type -+
Secondary (Server Edition)

Enables Core, one-X Portal and Voicemail Pro.

Expansion (Server Edition)
Enables Core only.

Application Server

Enables one-X Portal and Voicemail Pro.

Voicemail Pro on the Application Server is not supported in Server
Edition.

orions | et

5. No new hardware available, click Next
6. Set network parameters as needed, enter hostname (FQDN), then click Next

IP Office Server Edition - Ignition

Network interface: eth0
Accept License

Assign IP Address:

Server Type v Automatic (DHCP)

IP Address: 10.1.1.60
New Hardware v

Netmask: 255.255.255.0
Configure Network —+

Assign System Gateway:

Gateway: 10.1.1.50

Assign System DNS Servers:

Automatic (DHCP)
Primary DNS: 10.1.1.50

Secondary DNS:

Hostname: ipo11.example.com

T

7. Set NTP server, Timezone and Companding, then click Next
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I[P Office Server Edition - Ignition

Accept License v Use NTP: v
NTP Server: 0.pool.ntp.org
Server Type v )
Timezone: Europe/London ¥
New Hardware 4
Configure Network 4 Companding: p-law
Time & Companding -+ ® Adaw

Carce provous |t

8. Set passwords, then click Next

IP Office Server Edition - Ignition

Default account passwords are required to be changed.

Accept License v

"root” and "security” password
Server Type v New Password:
New Hardware v New Password (verify):

View password polic:
Configure Network v

"Administrator” password
Time & Companding v

New Password:
Change Password -+ New Password (verify):

View password polic

"System" password
New Password:

MNew Password (verify):

View password polic

Carce provios | wex |

9. Select Generate new CA Certificate and click Next
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IP Office Server Edition - Ignition

Accept License
Server Type

New Hardware
Configure Network
Time & Companding
Change Password

Security

10. At the summary click Apply

CA Certificate

* Generate new

Import

IP Office Server Edition - Ignition

Accept License
Server Type

New Hardware
Configure Network
Time & Companding
Change Password
Security

Review Settings

Initial Configuration

Server Type

Print

Primary
10.1.1.60
255.255.255.0
10.1.1.50
10.1.1.50

ipo11.example.com
Europe/Budapeast

Yes

135.9.81.247

Aclaw

Mo new hardware available.

Subject:

Issued by:

Download CA certificate (PEM-ancoded)
Download CA certificate (DER-encoded)

ATTENTIOMN: Prior o ordering licenses for IP Office please confirm the following settings
have been finalized: LAMN1 and LAN2 IP addresses, Timezone and Hostname. Changing

these setlings will invalidate any existing [i

detail.

Cancel

. Please see doc tation for more

1. Start IP Office / Manager on your PC
2. Click on the Open configuration from IP Office icon

17 May 2018
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File Edit View Tools Help

Blz-d 3

Configuration

- & BOOTP (3)
“-4% Operator (3)

3. Select the IP Office box and click OK. If list is empty, type the IP address of the server in
Unit/Broadcast Address, then click Refresh
= Select IP Office - | o [

Name IP Add... Type Version Edition
Server Edition 11.0
[ oooczg10071E 10.1.1.60  IPO-Linux-PC  11.0.0.0.0 build 844 Server (Primary)

TCP Discovery Progress

Unit/Broadcast Address

10.1.1.60 | [ Refresh

4. Login with the Administrator password you set during Ignition
5. Check Activate IP Office Select Mode, edit System Name, LAN1 Interface, DHCP Mode, DNS
server, leave the rest on default, then click Save.
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b Avaya IP Office Initial Configuration -

Please click here to use web based intial configuration wizard.

System Type (® Server Edition Primany

Activate |P Office Select Mode
Hosted Deployment O
System Name |i|:u:u1'| |

WebSocket Password | |

Confirm WebSocket Password | |

Locale | United Kingdom (UK Engiish) |

Services Device 1D | |

LAN Interface ® LANT O LANZ
IP Address 10 1 1 &0
IP Mask 255 255 255 0
Gateway 10 1 1 50

DHCP Mode

) Server ) Client (® Disabled
Server Edition Secondary 0 0 0 0
DNS Server 10 1 1 50
Subscription System ]

| Save | | Reset | | Close | | Help

Installing License

1. Open a browser to https://<PrimaryServerlP>:52233/WebLM/index.jsp

AVAyA Web License Manager
e

Password:

Log On || Clear

© 2016 Avaya Inc. All Rights Reserved.

2. Log On with User Name admin and Password weblmadmin. On first login, the default password
has to be changed.

3. After password change, login with the new password

4. Go to Server properties and note the Primary Host ID
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WebLM Home Server Properties

Install license )
You are here: Server Properties > Server Host 1D

Licensed products

Uninstall license Server Host ID

This is the Host ID of this

instance of the WebLM server.
. It should be used for
[ENERR IS Primary Host ID: generating licenses which
would be installed on this
Shortcuts instance of the WebLM server.

Help for Server properties

5. Obtain license file using the above Host ID
6. Go to Install license, click on Choose File and select the license file, accept the terms &
conditions, then click on Install

WebLM Home Install license
Install license

Licensed products

You are here: Install license

Uninstall license
Server properties

Manage users

Shortcuts Enter license path: Choose File |wimB297695...icense.xml

Help for Install license Avaya Global License Terms & Conditions

AVAYA GLOBAL SOFTWARE LICENSE TERMS
REVISED: March 2015

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE TERMS') GOVERNS THE

USE OF PROPRIETARY SOFTWARE AND THIRD-PARTY PROPRIETARY SOFTWARE LICENSED
THROUGH AVAYA. READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN THEIR

ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR USING THE SOFTWARE (AS

DEFINED IN SECTION A BELOW). BY INSTALLING, DOWNLOADING OR USING THE

SOFTWARE, OR AUTHORIZING OTHERS TO DO 50, YOU, ON BEHALF OF YOURSELF AND

THE ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER REFERRED TO

INTERCHANGEABLY AS "YOU," "YOUR," AND "END USER"), AGREE TO THESE

SOFTWARE LICENSE TERMS AND CONDITIONS AND CREATE A BINDING CONTRACT -

'® Accept the License Terms & Conditions I
T Decline the Ticense Terms & Conditions

Install

Installing Secondary IP Office

Deploy the OVA and set IP address same way as on primary.

Secondary Server Ignition

1. Open a browser and connect to https://<SecondaryServerlP>:7071
2. Use password Administrator
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IP Office Server Edition R11.0

Please log on using the root account.
User Name: roof
Password:

Language: English v

® 2018 Avaya Inc. All rights reserved - View EULA

3. Atthe EULA check | Agree then click Next

IP Office - Ignition

Accept License —»
AVAYA GLOBAL SOFTWARE LICENSE TERMS

REVISED: March 2015

THIS END USER LICENSE AGREEMENT ("SOFTWARE LICENSE
TERMS") GOVERNS THE USE OF PROPRIETARY SOFTWARE AND
THIRD-PARTY PROPRIETARY SOFTWARE LICENSED THROUGH
AVAYA READ THESE SOFTWARE LICENSE TERMS CAREFULLY, IN
THEIR ENTIRETY, BEFORE INSTALLING, DOWNLOADING OR
USING THE SOFTWARE (AS DEFINED IN SECTION A BELOW). BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING SO
(HEREINAFTER REFERRED TO INTERCHANGEABLY AS "YOU."
"YOUR." AND "END USER "), AGREE TO THESE SOFTWARE
LICENSE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE APPLICABLE
AVAYA AFFILIATE ("AVAYA"). IF YOU ARE ACCEPTING THESE
SOFTWARE LICENSE TERMS ON BEHALF OF A COMPANY OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE
AUTHORITY TO BIND SUCH ENTITY T THESE SOFTWARFE

¢ | Agree Print EULA

e

4. Select Secondary (Server Edition) and click Next
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IP Office - Ignition

Primary (Server Edition)

pcceptiiconss \ Enables Core, one-X Portal and Voicemail Pro.

Server Type -+

® Secondary (Server Edition)
Enables Core, one-X Portal and Voicemail Pro.

Expansion (Server Edition)
Enables Core only.

Application Server
Enables one-X Portal and Voicemail Pro.

Voicemail Pro on the Application Server is not supported in Server
Edition.

rovors | e

5. No new hardware available, click Next
6. Set network parameters as needed, enter hostname (FQDN), then click Next

IP Office Server Edition - Ignition

Network interface: eth0
Accept License

Assign IP Address:

Server Type v Automatic (DHCP)

IP Address: 10.1.1.61
New Hardware 4

Netmask: 255.255.255.0
Configure Network -+

Assign System Gateway:

Gateway: 10.1.1.50

Assign System DNS Servers:

Automatic (DHCP)
Primary DNS: 10.1.1.50

Secondary DNS:

Hostname: ipol11sec.example.com

T

7. Set Timezone and Companding, then click Next
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IP Office Server Edition - Ignition

8. Set passwords, then click Next

Accept License

Server Type

New Hardware

Configure Network

Time & Companding

Timezone:

Companding:

Cancel

Europe/Budapest v

p-law

o Adaw

IP Office Server Edition - Ignition

9. At the summary click Apply

17 May 2018

Accept License

Server Type

New Hardware

Configure Network

Time & Companding

Change Password

"root” and "security” password

New Password:

MNew Password (verify):

View password polic:

"Administrator” password

New Password:

New Password (verify):

View password polic:

"System" password
New Password:

MNew Password (verify):

View password polic

Cancel

Default account passwords are required to be changed.
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IP Office Server Edition - Ignition

Accept License v Server Type Secondary
P 10.1.1.61
Senellvie v 255 255 255 0
SRR v 10.1.1.50
ew Hardware 10.1.150
Configure Network v
ipo11sec.example.com
Time & Companding v Europe/Budapest
Alaw
Change Password v ardware Mo new hardware available.
Review Settings —+ | Frint

ATTENTION: Prior to ordering licenses for IP Office please confirm the following setfings
have been finalized: LAN1 and LANZ IP addresses. Timezone and Hostname. Changing
these settings will invalidate any existing li . Plzase see docu tation for more
detail.

Adding Secondary Server to the Solution

1. Open a browser and connect to https://<PrimaryServerlP>:7070, use the Administrator login
and password you set during Ignition

Avaya IP Office Web Manager

User Name Administrator
Password ceseerans
Select Language English W

Offine Mode @

© 2018 Avaya Inc. All Rights Reserved.

2. On the Solution tab click on Configure and select Add System to Solution
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% Solution =~ Call Management = System Settings ~ Security Manager  Applications

View All (1) Actions +
@ ipol

Online (1)

Offline (0)

Servers (1)

Expansions ()

Application Servers (0)

Configure ~

Add System to Solution

Resiliency Administration
Set All Nodes License Source

Link Expansions

Enter search criteria

Solution Settings +

1]
<

3. Select Secondary Server, enter its IP and Web Socket Password then click on Discover

AVAYA
i Solution

Call Management

System Settings

Security Manager

Applications

Add System to Solution

Select System
To add a system
enter defails or find

® Secondary

/ server
P Addrass of tha system to add @@
10 .1 1 61

WebSocket Password

[

Discovery Preferences

IP Office

IP Address

4. Select the discovered system and click Next

AVAYA
% Solution = Call Management =~ System Settings =~ Security Manager ~ Applications

Expansion System

Offline or Inaccessible System @

Confirm WebSocket Password

Type Version

Edition

Add System to Solution

Select System
To add a systen
enfer details or

® Secondary server

IP Address of the system to add €

10 1 1

WebSocket Password

=3

Discovery Preferences

IP Office

000C296E0361

IF Address

10.1.1.61

5. Select the Primary IP and click OK

17 May 2018

Expansion System

Offline or Inaccessible System @

Confirm WebSocket Password

Type Version

IPO-Linux-PC 11.0.0.0.0 build 844

Edition

Server (Secondary)
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Primary IP Address to link
10.1.1.60 e

6. Enter System Name and verify/correct all other data

AVAYA

Solution  Call Management =~ System Settings =~ Security Manager ~ Applications

Add System to Solution

Select System

System Name* Activate IP Office Select Mode Hosted Deployment
Initial Configuration NO
The system will be reconfigured
r Initial Configuration
selection Services Device ID DNS Server Locale
i .1 . 1 . 50 United Kingdom (UK English) e
LAN Interface
LANT v
IP Address IP Subnet Mask DHCP Mode
w1 1 0 B 255 . 255 . 255 . 0 Disabled ~
IP Address IP Subnet Mask DHCP Mode
152 168 43 1 255 255 255 0 Disabled v
Gateway
10 1 1 50
Server Edition Primary * WebSocket Password* Confirm WebSocket Password*
o . 1 . 1 . B0
Cancel Back Next

7. On the Solution tab click on Configure and select Resiliency Administration

AVAYA
% Solution  Call Management = System Seitings = Security Manager  Applications.

Solution

SULY J ~
View All (2) Actions « Configure = Enter search criteria
. Add System to Solution
@ ipoT = v

Online (2) @ ipollsec = v
Offline (0)

Resiliency Administration

Set All Nodes License Source
Servers (2)

Link Expansions
Expansions (0)

Application Servers (0)
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8. Select Backup Primary Server and click Update

AVAYA
@ Solution =~ Call Management = System Settings =~ Security Manager ~ Applications

Resiliency Administration

Backup Primary server IP phones, hunt groups, voicemail and one-X Portal on the Secondary server.
Currently only IP Phones, Hunt Groups, Voicemal is backed up

Backup Secondary server IP phones and hunt groups on the Primary server.

9. Reboot both servers

Configuring IP Office

VolIP Setup

1. Expand the IP Office element under Solution and select System
2. Under LAN1/ VolP tab set the followings:
a. Check SIP Registrar Enable: allows to register SIP clients to IPO
b. Un-check Auto-create Extn/User: we want to manually control what users can be added
and registered
¢. Un-check SIP Remote Extn Enable: we will use SBCE for remote worker so IPO does not
need to handle NAT scenarios
d. Set SIP Domain Name: this is the local SIP domain the clients will register to
e. Set SIP Registrar FQDN: the SIP registrar (IPO) fully qualified domain name
f. Check Layer 4 protocols and set relevant ports
Systemn | LANT | LAMNZ | DNS | Voicemnail | Telephony | Directory Services | System Events | SMTP | SMDR | YolP | YolP Security | Contact Center

| LAMN 5ettings| VolP | Metwork Topology |

H.323 Gatekeeper Enable

Auto-create Extension Auto-create Uszer [] H.323 Remote Extension Enable

=
1

%)
=
>

H.323 Signaling over TLS ~|Disabled v| E

SIP Trunks Enable

SIP Registrar Enable

[] Auto-create Extension/User [[] SIP Rernote Extension Enable
SIP Domain Mame ||E’<EmP|E-CDm| |
SIP Registrar FQDN |ip0‘|‘|.acamp|e.com | |
uDP UDP Port |5060 : 5060 :
Layer 4 Protocol TCP TCP Port 2060 z 5060 2
| LS TLS Port |5061 e 5061 z
Challenge Expiration Time (sec) 10 =

3. Go to VolIP tab and select Allow Direct Media Within NAT Location
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| System | LAN1 | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VoIP

Ignore DTMF Mismatch For Phones
Allow Direct Media Within MAT Location

RFC2833 Default Payload 101 .
HAuvailable Codecs Default Codec Selection
Unused Selected

G711 ULAW 84K > G711 ALAW 64K
G711 ALAW 64K G711 ULAW 64K
[ G722 64K (3.7249(a) 8K C5-ACELP
G.729(a) BK C5-ACELP

Fry

>>

4. Goto VolP Security tab and set the Media to Preferred
| ystem [ LaN1 [LaNz | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | Vel | VolP Security |

Media [ Preferred | v| [ swictsies

Media Security Options

Encryptions RTP
[ rrce

Authentication RTP
RTCP

Replay Protection
SRTP Window Size |54

Crypto Suites
SRTP_AES CM_128_5HA1_80
[] SRTP_AES_CM_128_SHA1 32

5. Click OK and Save configuration
6. Repeat above settings on secondary server using ipollsec.example.com as SIP Registrar FQDN

Extensions

1. Expand the IP Office element under Solution and select Extension

2. Right-click on Extension and select New / SIP Extension

3. Enter Base Extension, this will be used on User form to assign extension to user, and set
password
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Extension |yglP

Extension D @ |
Base Extension IZDDD | |
Phone Password |uuu |

|

Confirm Phone Password sssnse

Caller Display Type On

Reset Volume After Calls O

Device Type aﬁ Unknown SIP device

Location |Aut0matic v|
Fallback As Remote Worker |Aut0 v|

Module EI
Port EI

Disable Speakerphone O

7. Click OK and Save configuration

Users

1. Expand the IP Office element under Solution and select User
2. Right-click on User and select New
3. Under User tab set the followings:
a. Name: short user name
b. Password: use digits only as this password will be used by most of the clients to register,
and not all clients support alphanumeric password
Extension: must match the Base Extension
Full Name: full name of the user
Profile: select Power User
Unique Identity: set the email address that will belong to the given user in Zang as this
will connect the IPO user with the Zang user. This configuration is needed for Equinox
Instant Messaging.

S0 a0
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User |‘u’oicemai| | DND | Short Codes | Source Numbers | Telephony | Forwarding | Dial In |Voice Recording | Button Programming

Name [[peter| |
Password |...... |@
Confirm Password [seesee |
Unique Identity |peter@example.com | |
Conference PIN | |
Confirm Audio Conference PIN | |
Account Status [Enabled v
Full Name [[Petera] |
Extension 2001 |3
Email Address | |
Locale | v]
Priority s v]
Systemn Phone Rights [None v]

Profile [Power user |

Y]

[] Receptionist

Enable Softphone

Enable cne-X Portal Services
Enable cne-X TeleCommuter
Enable Remote Worker

Enable Desktop/Tablet VolP client
Enable Mobile VolP Client

[] Send Mobility Email

71 Web Collaboration

4, Under Voicemail tab set Voicemail Code

EVDiCEFﬂE”ﬂDND |ShortCodes Source Mumbers

Yoicemail Code [TITTT]

Confirm Yoicemail Code |"""

Yoicermail Email |

5. Under Telephony / Supervisor Settings tab set the Login Code

Call Settings | Supervisor Settings | Multi-line Options | Call Log | TUI

Login Code |"uu"

Confirm Login Code |uuu

NOTE: This code is used by Communicator for iPhone as password for the user. Other clients use
the Password on the User tab.

6. Click OK and Save configuration

XMPP Hunt Group

NOTE: This configuration is needed by One-X Mobil Preferred to be able to see Presence status of
other users

1. Expand the IP Office element under Solution and select Group
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2. Right-click on Group and select New
3. Under Group tab set the followings:
a. Name: name of the group
b. Profile: select XMPP Group

Group l Cueuing 1 Overflow l Fd”bdtkl Voicemail l Voice Recording l Announcements l SIP l
Mame |XMPP | Profile |XMPP Group v
Central System |ipU11 | Advertise Group

User List

Extension Mame System

4. Click Edit
5. Select all Available Users and click Append, then click OK

Collective | Hunt Group | XMPP - Select Members

Fitters
Extension Name Extension Mumber PEX Name PBX Address
| | | | Yo o o o
Awailable Users (474 ) Members { 0/0 )
Mame  BExension Egﬁe Eg;(ress Name  Extension Egﬁe E\Eg(ress
juliska | 2003 ipo11 10.1.1.60
moss 2000 ipol1 10.1.1.60
peter | 2001 ipoll 10.1.1.60
ok || cancel |[ Hep

6. Click OK and Save configuration

Configuring One-X Portal

1. Open a browser and connect to https://<PrimaryServerlP>:9443/onexportal-admin.html, use
the Administrator login and password you set during Ignition
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User Login AFA Login

=_
Administrator

I_L?g'ﬁm—

®© 2018 Avaya Inc. All Rights Reserved. View EULA

2. Under Configuration / IM/Presence set the XMPP Domain Name and click Save.
DVAYA

- .
o230 Portal for IP Office

Health P Providers

Configuration P Users

Providers

Users b csv

CSV P Eranding

Eranding

IMiPresence W IM/Presence Server

Exchange service

SMTP Conﬁgl:llal_inn Server to Server Federation

Con_fglence Dial-in Disconnect on Idle o

Resiliency

Host Domain Mame Anyone can connect

LConference Clean Up

Ceniral CTI Link [P DUz 5269

Idle timeout 3600
MyBuddy user nams mybuddy

Security XMPP Domain Mame ipo11.example.com I
LEITIEI Days to archive IMs 182
Directory Integration Note:

Gadgets Configuration Days to archive IMs field will be disabled uniil IM/Presence server is available.
IM Archive [ save || Clear | | Refresh |

Web Conferences

Help & Support P IM/Presence Exchange Service

click Save
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P SMTP Configuration

3. Go to Configuration / Host Domain Name, set the FQDN of primary and secondary server, then
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A .
=2 Portal for IP Office
Health P Providers
Configuration P Users
Froviders \
Users b csv
CsV P> Branding
Eranding
Ild/Presence P IMiPresence Server
Exchange service - -
SMTP Configuration P> IMiPresence Exchange Service
Conference Dialk-in S h
Resiliency P SMTP Configuration
Host Domain Name > Conference Dial-in Information
Conference Clean Up
Cenfral CTI Link P Resiliency

¥ Host Domain Name

Frimary Host Domain Mame ipo11.example.com

Security )
Diagnostics Secondary Host Domain Name _|po11 cec.exam ple.com'
Directory Integration Web Collaboration Domain Name | ipo11.example.com
Gadgets Configuration Note:
IM Archive « Web Collaboration Domain Mame will be used to generate Conference Web Collaboration URL

« Changes to Domain Mame configuration require cne-X Portal sarver restart.
Web Conferences

Help & Support

Save || Clear | | Refresh

4. Reboot both servers
Installing SBCE
Deploying OVA
1. Download latest SBCE OVA file from plds.avaya.com
2. Start vSphere Client and connect to vCenter / AVP host
3. Goto File / Deploy OVF Template
4. Browse the OVA and click Next
5. At OVF Template Details click Next
6. Click Accept at EULA, then click Next
7. Enter Name for the virtual machine and click Next
8. Select Small SBC configuration and click Next
9. Select data store and disk provision mode, then click Next
10. Select Destination Network and click Next
11. Click Finish at the summary
12. Once VM is deployed, start it

Setting Management IP

1.
2.

17 May 2018

Right click on the SBCE virtual machine then click on Open Console

Wait for the virtual machine to boot up until the following can be seen in the console window:

. Configure - Command Line Mode
. Configure - Text Mode

. Reboot SBCE
. Shutdown SBCE
. 3BCE Shell Login

nter your choice [1 - 5]
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3. Click in the console and enter 2
4. Navigate to Select and hit Enter

5. Hit Enter on Yes

6. Hit Enter on OK

7. Select Configuration, then hit Enter on Select

8. Select IPv4 and hit Enter on Select
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9. Select Appliance Configuration and hit Enter on Select

10. Fill in the DNS and NTP parameters and hit Enter on OK

11. Select Management Interface Setup and hit Enter on Select
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12. Fill in the IP details of management interface and hit Enter on OK

13. Select Time Zone and hit Enter on Select

14. Select your time zone and hit Enter on Select

15. Hit Enter on Back
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Device Configuration

Appliance Confiquration
Management Interface Setup

Self -Signed Certificate

Device Configuration

onf igquration

Operations

17. Enter new root password

16. Hit Enter on Done

figuring password for 'root’ user

: Your password should meet following regquirements:
: 1. At least 8 characters

upper case letters

lower case letters

other characters (_, 5, B,etc.)

root

ew Password:

18. Enter new password for ipcs login
19. Enter new password for grub

Setting VMware network for external interface

1. Atthe console login with root using the new password
2. Issue the command ip addr and note the MAC address of B1 interface
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nwauthorized access to this machine is prohibited. This system is for the use
uthorized users only. Usage of this system may be monitored and recorded by system personnel.

fmyone using this system expressly consents to such monitoring and is

duized that if such monitoring reveals possible evidence of criminal activity,

lsystem persommel may provide the evidence from such monitoring to law enforcement officials.
lsbce login: root

Lazt login: Mon fiug 21 11:45:81 CEST 2817 on crom
Last login: Mon Aug 21 11:47:27 on ttyl
[root@zhce ™1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN
link~loopback B8:8H:00:80:08:80 brd 06 :80:00:080:08:680
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_Ift forever
inetb ::1-1Z28 scope host
valid_1ft forever preferred_Ift forever
: Bl: <BROADCAH 1586 gdisc noop state DOWN glen 1688
linksether|B8:8c:29:82:6d:8e [brd £f:ff:ff:Ff:FF:FF
! AZ: <BROADCAST, mtu 1588 gdisc noop state DOWN glen 1688
linksether BB:8c:29:82:6d4:98 brd £f :(ff :(ff:ff:ff:Ff
1: fAl: <BROADCAST,MULTICAST> mtu 1586 gdisc noop state DOWN glen 1HB8H
linksether BB:8c:29:82:6d:aZ2 brd £f:ff:ff:ff:ff:Ff
: Mi: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc mg state UP glen 1688
linksether BB:8c:29:82:6d:ac brd £f:ff:ff:Ff:FF:FF
inet 18.1.1.16-24 scope global M1
valid_1ft forewver preferred_lft forever
[root@sbce ~1#

3. InvSphere client right click on the SBCE VM and select Edit Settings
4. Select the Network adapter where MAC address matches the MAC address of B1 interface,
change the Network Connection and click OK

7 sbce7?2 - Virtual Machine Properties = | = -
Hardware lOpﬁQng ] Resources ] Virtual Machine Version: vmx-10
Device Status
" Show All Devices Add... Remove ¥ Connected
Hardware Summary ¥ Connect at power on
g l;"l:LTDI",' :ugs MB Adapter Type
s
C t adapter: VMXMNET 3
[ video card viden card S
& VMCIdevice Restricted
0 \USB controller Present
0 SCSI controller 0 LSI LogicParallel
&, cp/ovD drivel CD/DVD Drive (¥ t"
& Hard disk1 Virtual Disk
B9 Network adapter 1 [edite... VM Network 135.124.. DirectPath I/O
Efl Network adapter2 VM Network 10.1.1.0 Status: Inactive @

BB MNetwork adapter3
B Metwork adapter4

SBCE initial configuration

VM Network 10.1.1.0
VM Network 10.1.1.0

To activate DirectFath I/0, go to the Resources tab and
select Memory Settings to reserve all guest memory.

Netwaork Connection
Network label:

ok wnNnE

Set the following fields:
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Open browser and connect to https://<Management IP>/

Login with Username ucsec and default password ucsec

As this is the first time login, ucsec default password has to be changed
Login again with ucsec using the new password

Go to System Management and click Install
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a. Device Configuration
i. Appliance Name: internal name of the SBCE
b. DNS Configuration
i. Primary: IP of DNS server
c. Network Configuration
i. Name: name of internal network
ii. Default Gateway: gateway for internal interface
iii. Subnet Mask: subnet mask of internal interface
iv. Interface: we use Al for internal traffic
v. Address #1: IP of internal interface used for primary IPO
vi. Address #2: IP of internal interface used for secondary IPO

Device Configuration DNS Configuration r License Allocation

Applanc Name S SRR (KR potiol T
Secondary Advanced Sessions 0
Optional, Ex: 202.201.102.1 Available: 100

Scopia Video Sessions |
Available: 100

CES Sessions 0
Available: 100

Transcoding Sessions [y
Available: 100

CLID
Leave blank to disable.
Encryption 7
Available: Yes
r Network Configuration
Name [internal Default Gateway [10.1.1.50 Subnet Mask or Prefix Length  |255 255 255.0 Interface || A1 v|
At least one address is required.
IP Public IP Gateway Override DNS Client
Address #1 l10 1.1.40 Use IP Address Use Default .
Address #2 [10 1.1.41 : Use IP Address Use Default

7. Click Finish when form is filled in
8. Close the Installation Wizard browser window

Licensing

1. Obtain SBCE license and install it to the WebLM server
2. Go to System Management / Licensing tab
3. Enter the External WebLM Server URL and click Save

Devices ‘ ‘ Updates H SSL VPN H Licensing H Key Bundles ‘

Virtualized EMSes can not run a local WebLM server. Avaya provides a separate OVA for running a virtualized WebLM server at no charge.

Licensing Configuration

Use Local WebLM Server

External WebLM Server URL |[hnps:mo.1.1.10:52233MrebLMfLicenseSewer L

Save

Changing default Listen Port Range

NOTE: This step is necessary so that later we are able to configure listen port 9443 in Application
Relay

1. Go to Device Specific Settings / Advanced Options and select Port Ranges tab
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2. Change the Listen Port Range to 9500-9999 and click Save

Periodic Statistics ‘ ‘ Feature Control ‘ ‘ SIP Options ‘ ‘ Network Options ‘ | Port Ranges | ‘ RTCP Meonitoring H Load Monitoring ‘
Changes to the settings below require an application restart before taking effect. Application restarts can be issued from System Management.
Port Range Configuration
Signaling Port Range 12000 -|21000
Config Proxy Internal Signaling Port Range 22000 -|31000
Listen Port Range 9500 -|9999
HTTP Port Range 40001 - 50000
Save

3. Go to System Management and on the Devices tab click on Restart Application

Certificates for IPO

Exporting IP Office Root CA

1. Open a browser and connect to https://<PrimaryServeriP>:7071

2. Login as Administrator

3. Go to Settings tab and scroll down to Certificates

4. Under CA Certificate click on Download (PEM-encoded) and save the file to your PC
CA Certificate

Create new ® Renew existing Import Export

Fegenerate | Download (PEM-encoded) I| Download (DER-encoded)

5. Rename the downloaded file (root-ca.pem) on your PC to IPO_RootCA.crt

Generating Identity Certificate for Primary Server

Note: Some clients are sensitive to what information is in the Subject Alternative Name field of the
Identity Certificate of the IP Office, so it is recommended to list all the FQDNs and IP addresses in
the Subject Alternative Name that clients might interact with during SIP and XMPP communication.

1. Open a browser and connect to https://<PrimaryServeriP>:7071
2. Login as Administrator
3. Go to Settings tab and scroll down to Certificates
4. Enter the following data then click Regenerate and Apply
a. Subject Name: enter the FQDN of primary server
b. Subject Alternative Name(s): list the FQDN of primary server, the XMPP and SIP
domains, the internal IP address of primary server
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Identity Certificates

¥ Renew automatically

Warmning: The certificate will be automatically regenerated and replaced for all applications, when a change that causes it to expire
(such as network or LAN change) takes place. This will cause all applications to restart, and you will be redirected to the login page.

Create certificate for a different machine

Subject Name: ipoﬂ.example.ccml

Subject Alternative Name(s): [DNS-ipo11.example.com, DNS:example.com, IP-10.1.1.60 |

Duration (days}): 2555
Public Key Algorithm: RSA-2048 r
Secure Hash Algorithm: SHA-256 v

Regenerate and Apply Download (PEM-encoded) Download (DER-encoded)

5. Inthe popup window click Yes

Creating a new identity certificate for this server will
cause all IP Office services to be restarted.
Do you wish to continue?

Yes | Mo

Generating Identity Certificate for Secondary Server

NOTE: this is needed only if IP Office and One-X Portal are on different machines

Open a browser and connect to https://<PrimaryServeriP>:7071
Login as Administrator
Go to Settings tab and scroll down to Certificates
Check Create certificate for a different machine
Enter the following data then click Regenerate
a. Machine IP: IP of secondary server
b. Password: password to encrypt the certificate and key, for example Avaya123$
c. Subject Name: enter the FQDN of secondary server
d. Subject Alternative Name(s): list the the FQDN of secondary server, the SIP domain, the
internal IP address of secondary server

ukwn e

Identity Certificates

¢ Renew automatically

‘Warming: The ceriificate will be automafically regenerated and replaced for all applications, when a change that causes it to expire
(such az networlk or LAN change) takes place. This will cause all applications fo restart, and you will be redirected to the login page.

¥ Create certificate for a different machine

Machine P 10.1.1.61 Password complexity requirements
—l * Minimum password length: 3
Pascword: S—. * Minimum number of uppercase characters: 1
| * Minimum number of lowercase characters: 1
Confirm Password: [ssseseses * Maximum allowed sequence length: 4
Subject Name: |i|}011sec.example.com

Subject Alternative Name(s): | DNSipoi1sec.example.com, DNS:example.com, IF-10.1.1.61

Duration (days): 2555
Public Key Algorithm: RSA-2048 v
Secure Hash Algorithm: SHA-256 v

Fegenerate Download (PEM-encoded) Download (DER-encoded)

6. Click on the link in the popup window and save the file
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vorine RN

Certificate for node 10.1.1.61 created. Please use the
link below to download it

server 10.1.1.61 1087330436.p12

Flease note that the ceriificate will be deleted after this
pop-up is closed.

OK

Installing Identity Certificate on Secondary Server

1. Open a browser and connect to https://<PrimaryServeriP>:7070
2. Login as Administrator

3. Go to Security Manager / Certificates

4. Click on the pencil icon to edit certificate

AVAYA
% Solution  Call Management ~ System Seitings ~ Security Manager  Applications.

Certificates
System Mame System Type System Address
Show All
ipoll Primary 10.1.1.60 Vr
Primary ipollsec Secondary 10.1.1.61
Secondary

Expansion System (L)
Expansion System (VZ)
Application Server

5. Click on Set

AVAYA
% Solution =~ Call Management =~ System Settings =~ Security Manager =~ Applications

Certificates | ipo11sec

Offer Certificate Offer ID Certificate Chain Issued To Certificate Expiry Warning Days
ipo11sec.example.com &0
Set View Export Regenerate
+ Add Certificate
Issued By Issued To Valid From WValid Till
VeriSign Class 3 Public Primary Certificat. Symantec Class 3 Secure Server CA - G4 2013-10-31 0: 0: 0 2023-10-30 23: 59: 59 & o 0
VeriSign Class 3 Public Primary Certificat... VeriSign Class 3 International Server CA 2010-2-8 0: 0: 0 2020-2-7 23; 59: 59 ] o
SIP Product Certificate Authority SIP Product Certificate Authority 2003-7-25 0: 33: 17 2027-8-17 5: 19: 39 R ] 0

6. Browse for the certificate file and enter the password, then click Upload
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Add Certificate
Select certificate file from local machine

C\fakepath'server_10.1.1.61_10&7:

Password

Upload Cancel

Certificates for SBCE

Different IP addresses and FQDNs are used on SBCE for primary and secondary IPO, so we need
corresponding ID certificates.

Generating Identity Certificates for SBCE

1. Open a browser and connect to https://<PrimaryServeriP>:7071
2. Login as Administrator

3. Go to Settings tab and scroll down to Certificates

4. Check Create certificate for a different machine

5. Enter the following data then click Regenerate

a. Machine IP: external IP of SBCE

b. Password: password to encrypt the certificate and key, for example Avayal123$

c. Subject Name: enter the FQDN of primary IPO

d. Subject Alternative Name(s): list the FQDN of primary IPO, the XMPP and SIP domains

Identity Certificates

¥| Renew automatically

Waming: The certificate will be automatically regenerated and replaced for all applications, when a change that causes it to expire
(such as network or LAM change) takes place. This will cause all applications to restart, and you will be redirected to the login page.

#| Create cerfificate for a different machine

Machine |P: 135124 242 20 Password complexity requirements
’ : - : * Minimum password length: 8
Password: Pr— * Minimum number of uppercase characiers: 1

* Minimum number of lowercase characters: 1
* Maximum allowed sequence lengih: 4

Confirm Password:

Subject Name: ipo11.example.com

Subject Alternative Name(s). pNSiipo11.example.com, DNS: example.com

Duration (days): 2555

Public Key Algorithm: RSA-2048
Secure Hash Algorithm: SHA-256
Regenerate Download (PEM-encoded) Download (DER-encoded)

6. Click on the link in the popup window and save the file as sbce_ipo11.p12
7. Repeat the procedure for secondary using file name sbce_ipollsec.p12
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Identity Certificates

¥ Renew automatically
Waming: The certificate will be automaliically regenerated and replaced for all applications, when a change that causes it to expire
(such as network or LAN change) takes place. This will cause all applications to restart, and you will be redirected to the login page

¥ Create certificate for a different machine

Machine IP: 135124242 21 Pa&fs::mrd complexity requirements
* Minimum password length: 3
Password:  sewsssses * Minimum number of uppercase characlers: 1
* Minimum number of lowercase characters: 1
Confirm Password: sswsssses * Maximum allowed sequence length: 4
Subject Name ipo11sec.example.com

Subject Alternative Name(s): DNS:ipo11sec.example.com, DNS:example.com

Duration {days): 2555

Public Key Algorithm: RSA-2048 v

Secure Hash Algorithm SHA-256 v
Regenerate Download (PEM-encoded) Download (DER-encoded)

Extracting Private Key and Identity Certificate

1. Open WinSCP to SBCE Management IP using port 222 and ipcs login

Copy the p12 file (for example sbce_ipo11.p12) from your PC to SBCE /tmp directory
Ssh to SBCE Management IP using port 222 and ipcs login

Issue command su — and type the root password

Issue the commands in bold:

[root@sbce ipcs]l# ed /tmp
[root@sbce tmpl# openssl pkcsl2 -in sbce_ipoll.pl2 -out sbce ipoll.pem
Enter Import Password: Avayal23$
MAC verified OK
Enter PEM pass phrase: Avayal23$
Verifying - Enter PEM pass phrase: Avayal23$
[root@sbce tmp]l# openssl pkcsl2 -nocerts -in sbce_ ipoll.pl2 -out
sbce_ipoll.key
Enter Import Password: Avayal23$
MAC verified OK
Enter PEM pass phrase: Avayal23$
Verifying - Enter PEM pass phrase: Avayal23$
6. Copy the new pem and key files from SBCE to your PC

7. Repeat the procedure for secondary

e wnN

Adding IPO Root CA Certificate on SBCE

1. Login to SBCE web interface
Go to TLS Management / Certificates
Click Install
Fill the form then click Upload
a. Type: CA Certificate
b. Name: descriptive name for the root CA certificate, for example IPO_RootCA
c. Check Allow Weak Certificate/Key to be able to add the self-signed IPO Root CA
d. Certificate File: click Choose File and open IPO_RootCA.crt

PwnN
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Certificate

Type I® CA Ceriificate

Certificate Revocation List

Name IPO_RootCA

Overwrite Existing

Allow Weak Certificate/Key

Certificate File | Choase File I|IPO_F{001CA. c:rtl

| Upload |

5. The IPO Root CA is a self-signed certificate, click on Proceed

Install Certificate

Warning: The provided certificate is not a valid CA certificate, but is a valid self-signed certificate.
Proceed

6. Certificate will be displayed, click Install, then Finish

Adding SBCE Identity Certificate on SBCE

1. Login to SBCE web interface
2. Go to TLS Management / Certificates
3. Click Install
4. Fill the form then click Upload
a. Type: Certificate
Name: name for the SBCE identity certificate, for example shce_ipol1l
Certificate File: click Choose File and open shce_ipoll.pem
Trust Chain File: click Choose File and open IPO_RootCA.crt
Key: select Upload Key File
Key File: click Choose File and open sbce_ipol1l.key

ol
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* Certificate
Type CA Certificate
Certificate Revocation List
Mame bee_ipold

Owerwrite Existing

Allow Weak Certificate/Key

Certificate File | Choose File |sbce_ipo1l.pem
Trust Chain File | Choose File llPO_RootCA.cn |

Use Existing Key from Filesystem
* Upload Key File

Key File | Choose File lsbce_ipoﬁ.keyl

Upload

Key

5. Certificate will be displayed, click Install, then Finish
6. Repeat the procedure for secondary

®' Certificate
Type CA Certificate
Certificate Revocation List
Mame sbce ipolisec
Overwrite Existing
Allow Weak Certificate/Key
Certificate File | Choose File |sbce_ipo11sec.pem|

Trust Chain File | Choose File |IPO_RootCA. crt |

Use Existing Key from Filesystem

Key
*' Upload Key File
Key File | Choose File I|5bce_ipo11sec.key |
Upload

7. Ssh to SBCE Management IP using port 222 and ipcs login
Issue command su - and type the root password
9. lIssue the commands in bold:

o

[root@sbce ipcsl# ed /usr/local/ipcs/cert/key
[root@sbce key]# enc_key sbce_ipoll.key Avayal23$
writing RSA key

[root@sbce keyl# enc_key sbhce_ipollsec.key Avayal23$
writing RSA key

Configuring SBCE
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TLS Profiles

1. Login to SBCE web interface
2. Go to TLS Management / Client Profiles and click Add
3. Enter the following data then click Next
a. Profile Name: descriptive name
b. Certificate: select shce_ipoll.pem
c. Peer Certificate Authorities: select IPO_RootCA.crt
d. Verification Depth: enter 1

TLS Profile
Profile Name Client_ipo11
Certificate | sbce_ipo11.pem d
Certificate Verification
Peer Verification Required
IPO_RootCA crt
lzsuingCA. pem

Peer Certificate Authorities RootCA pem

Peer Certificate Revocation Lists

Verification Depth

Extendad Hostname Verification

Customn Hostname Override

4. Enable all TLS versions, then click Finish

Renegotiation Parameters

Renegeotiation Time @ seconds
0

Renegotiation Byte Count

Handshake Options

Version |*’ TLS1.2 W TLS11 & TLS1.U|

Ciphers ® Default FIPS Custom
}‘ﬁ'“e - HIGH:IDH:IADH:IMD5:1aNULL:leNULL:@STRENGT!

Back Finish
5. Go to TLS Management / Server Profiles and click Next
6. Enter the following data then click Finish
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a. Profile Name: descriptive name
b. Certificate: select SBCE_ID.crt
c. Peer Verification: select None

TLS Profile

Profile Name Server_ipo11

Certificate shece_ipo11.pem i

Certificate Verification

Peer Verification v

IPO_RootCA.crt
IssuingCA. pem
RootCA.pem

Peer Certificate Authaorities

Peer Certificate Revocation Lists

Verification Depth 0

MNext

7. Enable all TLS, then click Finish

Renegotiation Parameters

Renegeotiation Time seconds

I

Renegotiation Byte Count

Handshake Options

Version | 4 TLS12 W TLS11 ¥ TLS1.0 |
Ciphers * Default FIPS Custom
}{Erl";_?s__ﬂs?‘_ H|GH:!DHZ!ADH:!MDSZ!aNULLZ!eNULLZ@STRENGT}:

Back Finish

8. Repeat the procedure for secondary

External Interface

1. Go to Device Specific Settings / Network Management and on the Interfaces tab click on
Disabled link for both Al and B1 interfaces to enable them

17 May 2018 Page 44 / 75



AVAYA

Interfaces | ‘ Networks |

Interface Name VLAN Tag Status
Al
A2 Disabled
B

2. Go to Networks tab and click Add
3. Enter the following data then click Finish
a. Name: name of external interface

b. Default Gateway: gateway for external interface
c. Subnet Mask: mask for external interface
d. Interface: select B1
e. IP Address: address of external interface
MName Ext_Firewall_Pri
Default Gateway 10221
MNetwork Prefix or Subnet Mask 255 255 25510
Interface [B1 T
Add
IP Address Public IP Gateway Override
10.2.2.2 135124 242 20 Use Default Delete
Finish
Name Ext_Firewall_Sec
Default Gateway 10.3.31
MNetwaork Prefix or Subnet Mask 255 255 25510
Interface |
Add
IP Address Public IP Gateway Override
10332 135124 242 21 Use Default Delete

Finish

4. Go to System Management and click on Restart Application

Media Interfaces

1. Go to Device Specific Settings / Media Interface and click Add
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2. Set Name for internal interface, choose Al from the drop down of IP Address, select TLS Profile,
then click Finish

Name Int-R\W-ipo 11

| Internal (A1, VLAN 0)] v
[101140] ~

Port Rangs 35000 - 40000

IP Address

Finish

3. Repeat for secondary

Name | Int-RW-ipo11sec
[ Internal (A1, vLAN 0) | v
IP Address ——
101141 -
Port Range 35000 - 40000
Finish

4, Add external media interface, choose B1 this time

Name Ext-FW-RW-ipo11

|[ Ext_Firewall_Pri (B1, VLAND)| ¥

IP Address
10222 -
Port Range 35000 - 40000
Finish
5. Repeat for secondary
Name IExt—FW—RW—ipcﬁsec I

| Ext_Firewall_Sec (B1, VLAN 0)f

IP Address
10332~
Port Range 35000 - 40000
Finish

Signaling Interfaces

1. Go to Device Specific Settings / Signaling Interface and click Add
2. Set Name for internal interface, choose Al from the drop down of IP Address, remove TCP and
UDP port, set TLS Port, select Server for TLS Profile, then click Finish
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Name Int-RW-ipo11
Linternal (A1, VLAN 0] v
IP Address
101140 ~
TCP Port
Leave blank to disable
UDP Port
Leave blank to disable
TLS Port
Leave blank to disable 5061
TLS Profile Server_ipo11 v

Enable Shared Control

Shared Control Port

Finish

3. Repeat for secondary

MName Int-RW-ipo1isec

| Internal (A1, VLAN 0)| v
IP Address
101141 ~

TCP Port

Leave blank to disable

UDP Port

Leave blank to disable

Leave blank to dissble

TLS Profile Server_ipo11sec

Enable Shared Control

Shared Control Port

Finish

4, Add external media interface, choose B1 this time
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MName Ext-FW-RW-ipo11
| Ext_Firewall_Pri (B1, VLAN 0) v
IP Address -
1m222| «

TCP Port
L=ave blank to disable
UDP Port
L=ave blank to disable
TLE Port
Leave blank to disable 5061

TLS Profile Server_ipo11 v

Enable Shared Control

Shared Control Port
Finish
5. Repeat for secondary

Name [Ext-FW-RW-ipo11sec|

I Ext_Firewall_Sec (B1, VLAN D‘ v
IP Address -
103.32] ~

TCP Port
Leave blank to disable
UDP Port
Leave blank to disable
TLS Port
L=ave blank to disable 5081

TLS Profile Server_ipo1lsec|¥

Enable Shared Control

Shared Control Port
Finish

Server Profile

1. Go to Global Profiles / Server Configuration and click Add
2. Enter Profile Name and click Next

Profile Name |

Next

3. Set Server Type to Call Server, enter SIP Domain, select TLS Client Profile, enter
IP/Port/Transport of IP Office and click Next
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PN~

Server Type
SIP Domain
DMNS Query Type

TLS Client Profile

IP Address / FQDN

10.1.1.60

Call Server
example.com

NONE/A ¥

Client_ipa11 v

Port Transport

Back Next ]

Authentication is not needed toward IP Office so just click Next
Heartbeat is not needed, just click Next
Registration is not needed, just click Next
Ping is not needed, just click Next

Check Enable Grooming otherwise TLS between SBCE and IP Office will not work correctly, set

Interworking Profile to avaya-ru, then click Finish

9. Repeat the procedure for secondary

17 May 2018

Enable DoS Protaction
Enable Grooming
Interworking Profile
Signaling Manipulation Script
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group

Profile Mame

ey

Mane ¥

5060

5061

Mone v

Back Finish

Maxt
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Routing

Server Type
SIP Domain
DNS Query Type

TLS Client Profile

IP Address / FQDN

Enable DoS Protection
Enable Grooming
Interwerking Prefile
Signaling Manipulation Script
Securable
Enable FGDN

TCP Failover Port

TLS Failover Port
Tolerant

URI Group

Call Server
example com

NONE/A ¥

Cliznt ipolisec

Port

Transport

Back

5]

Next |

veyeru |

Mane ¥

Finish

TLS

v

Add

Delete

1. Go to Global Profiles / Routing and click Add
2. Enter Profile Name and click Next

3. Click Add, enter Priority, set Server Configuration to IPO and click Finish
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URI Group * v Time of Day default ¥
Load Balancing Priority v NAPTR
Transport None ¥ MNext Hop Priority v
Next Hop In-Dialog Ignore Route Header
ENUM ENUM Suffix
Add
Priority / Weight ~ Server Configuration Next Hop Address Transport
v | [101.1605061 (T1LS) v| [None ] Delete
Finish
4. Repeat the procedure for secondary
Profile Name
Mext
URI Group * v Time of Day default *
Load Balancing Priority v NAPTR
Transport MNone ¥ Next Hop Priority v
Next Hop In-Dialog Ignere Route Header
ENUM ENUM Suffix
Add
Priority / Weight ~ Server Configuration Next Hop Address Transport
v+ [f017615061 (7LS) v] [None v| Delete
Finish
Topology Hiding

1. Go to Global Profiles / Topology Hiding, click on default profile then click on Clone
2. Enter name and click Finish

Clone Profile

Profile Mame default

Clone Name [Pall

Finish

Click on the newly created IPO profile, then click on Edit
4. Set Replace Action to Overwrite and enter example.com as Overwrite Value for Request-Line,
From, To, then click Finish

w
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Header Criteria Replace Action Overwrite Value

(Request-Line v | [IPDomain v |Overwrte v examplecom | Delete
Via ¥ | |IPiDomain ¥ | |Auto v Delete
Referred-By v | |IP/Domain ¥ | |Auto v Delete
SDP ¥ | |IPiDomain ¥ | |Auto v Delete
Refer-Ta ¥ | |IPiDomain ¥ | |Auto v Delete
lTD v | |IP/Domain ¥ | | Ovenwrite v 'example.com I Delete
Record-Route ¥ | |IP/Domain ¥ | |Auto v Delete
lme v | |IP/Domain ¥ | | Ovenwrite v 'example.com I Delete

Finish

NOTE: Using the default topology hiding during the registration of Communicator for Windows,
the SBCE would put the IP of IPO in the Request URI of the REGISTER message which would
cause that the IPO includes the internal IP address instead of Host Domain Name in the
onex_server field of the 200 OK xml body. This means that client would not be able to register to
One-X Portal and would not have Presence/IM.

Subscriber Flow

1. Go to Device Specific Settings / End Point Flows, select Subscriber Flows tab and click Add
2. Enter Flow Name, select the external interface for the Signaling Interface and click Next

Flow Name RW-ipo11
URI Group * v
User Agent o

Source Subnet *

Ex: 182.168.0.1/24

Via Host *
Ex: domain.com, 192 188.0.1/24

Contact Host *
Ex: domain.com, 182.188.0.1/24

Signaling Interface IExt-FW-RW-ip{:H | v

Mext

3. Enter the following data and click Finish
a. Media Interface: select the external interface
b. End Point Policy Group: select avaya-def-low-enc
c. Routing Profile: select the IPO server profile
d. Topology Hiding Profile: select default
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Profile

Source

Methods Allowed Before REGISTER

Media Interface
Secondary Media Interface
Received Interface

End Point Policy Group

Routing Profile

'®! Subscriber

Click To Call

INFO -

MESSAGE

MNOTIFY

OPTIONS -
IExt-FW-RW-ip{:ﬁ | v
Mona v
None v
I_avaya—def—low—en{: I_ v

] -

Optional Settings
TLS Client Profile
Signaling Manipulation Script

Presence Server Address
Ex: domain.com, 182 153.0.101

Back

5. Repeat the procedure for secondary

Monsg ¥

MNona ¥

Finish

Criteria

Flow Name
URI Group

User Agent

Source Subnet
Ex: 102 163.0.1/24

Via Host
Ex: domain.com, 192.168.0.1/24

Contact Host
Ex: domain.com, 182 1638.0.1/24

Signaling Interface

17 May 2018
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'® Subscriber

Source
Click To Call

INFO
Methods Allowed Before REGISTER Lﬂg?iﬁGE

OPTIONS -
Media Interface lExt-FW-RW-ip{Jﬂsec ["
Secondary Media Interface None o
Received Interface None v
End Point Policy Group |avaya—def—|ow-en{:
Routing Profile v
Optional Settings
TLS Client Profile None ¥
Signaling Manipulation Script MNone ¥

Presence Server Address
Ex: domain.com, 192.168.0.101

Back Finish |

Server Flow

1. Go to Device Specific Settings / End Point Flows, select Server Flows tab and click Add
2. Enter Flow Name, select the external interface for the Signaling Interface and click Next

3. Enter the following data and click Finish

a. Flow Name: enter name
Server Configuration: select IPO
Received Interface: select the external interface
Signaling Interface: select the internal interface
Media Interface: select the internal interface
End Point Policy Group: select avaya-def-low-enc
Routing Profile: select default
Topology Hiding Profile: select IPO

Sw o o0T
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Flow Mame |

Server Configuration lipo11 | v
URI Group * Al
Transport * v

Remote Subnet

Received Interface [Ext-FW-RW-ipo11 |
Signaling Interface v
Media Interface Int-RVW-ipo 11 ¥
Secondary Media Interface Mone ¥
End Peint Palicy Group I_avaya—def—low—enc I_ ¥
Routing Profile '
Topology Hiding Profile v
Signaling Manipulation Script None ¥
Remote Branch Office Any ¥

Finish

6. Repeat for secondary
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Application

Flow Name

Server Configuration

URI Group

Transport

Remote Subnet

Received Interface
Signaling Interface

Media Interface

Secondary Media Interface
End Point Policy Group
Routing Profile

Topology Hiding Profile
Signaling Manipulation Script

Remote Branch Office

Relays

ipo1lsec|r

1

| Ext-FW-RW-ipo11sec|r

Int-RW-ipo11sec ¥

j Int-RW-ipot11sec v

Mone v

| avaya-def-low-enc |

G -

-

Mona ¥

Any ¥

| Finish |

NOTE: Different clients require different Application Relays. These relays function as port forwards.

See more detail about necessary ports under the Client Differences topic.

1. Go to Device Specific Settings / DMZ Services / Relay Services, select Application Relay tab and
click Add
2. Enter the following data and click Finish

a.

Se 0 ooT

Name: enter a name
Service Type: select Other

Remote IP/FQDN: enter the IP of the server

Remote Port: enter 5222

Remote Transport: select TCP
Listen IP: select the external interface

Listen Port: enter 5222

Connect IP: select the internal interface

Listen Transport: select TCP
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General Configuration

Name lipo11-5222
Service Type A

Remote Configuration

Remote IP/FADN 0.1.1.60

Remote Port 222

= 1=l 1=
3 B
e h
3 _

Remote Transport

Device Configuration

Ext_Firewall Pri (B1, VLAN )]  +

Listen IP
10222] ~
Listen Port 5222
| Internal (A1, VLAN 0) | v
Connect I[P

10.1.1.40| -

Listen Transport

i
e
e
]

Additional Configuration

Whitelist Flows

Use Relay Actors

RTCP Monitoring -
Options End-to-End Rewrite
Has CUe ok 1o select or dasaiest Hop-by-Hop Traceroute
Bridging -

Finish
3. Repeat the above procedure for port 9443, 7443, 443 for both servers plus 80 and 411 for
primary. At the end following list should be present:
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ipo11-9443  Other 10.1.1.60:9443 TCP 22 v TCP 1A any View Edit Delete
ipo11-5222 Other 10.1.1.60:5222 TCP ég_%iﬁjfgﬂzs rviang  TCP UL (‘j‘? viang View Edit Delete
ipolisec-9443 Other 10.1.161:9443 TCP 10332948 erviang TCP I vang View Edit Delete
ipollsec7443 Other 10.1.1.61:7443 TCP 10332748 ervians TCP I viang View Edit Delete
ipotlsec-5222 Other 10.1.1.61:5222 TCP 332002 i viang TCP A an View Edit Delste
ipo11-443 Other 10.1.1.60:443 TCP 10222843 siviny TCP O ang View Edit Delete
ipotisec-443  Other 101161443 TcP 10332443 erviang TCP A vang View Edit Delete
ipo11-80 Other 10.1.1.60:80 TCP ;Et-_ZF-iiﬁﬁf’Fn Envany  TCP L ;}}3 viang View Edit Delete
ipo11-7443  Other 10.1.1.60:7443 TCP 02227443 s TCP 101140 s View Edit Delste
ipo11-411 Other  10.1.1.60:411 TCP 22N v TCP 1A iy View Edit Delete
TURN/STUN service

1. Go to Device Specific Settings / TURN/STUN service and on the TURN/STUN Profiles tab click
Add. Enter the following data then click Finish

Profile Name: set a name

UDP Listen Port: 3478

Media Relay Port Range: 50000-55000

Enable Authentication

Enable Server Authentication

Username: enter a username that will be used by WebRTC Gateway
Password: enter password

Realm: enter domain

Enable UDP Relay

Sm 0 o0 Ty
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Profile Name I
UDP Listen Port 3478 |

TCPI/TLS Listen Port

TLS Server Profile Mone ¥
Media Relay Port Range |50[]D[] |- 55000
Authentication

Client Authentication

Server Authentication

UserMName |

Password L i
Confirm Password [ :
Realm

FingerPrint

UDP Relay

TCP Relay

DTLS

Media Learning
Alternate Server1
Alternate Server?

Alternate Server3

Finish
2. Go to Device Specific Settings / TURN/STUN service and on the TURN Relay tab click Add. Enter
the following data then click Finish
Select the internal interface as Listen IP, the external interface as Media Relay IP, and the

TURN/STUN Profile, then click Finish.

TURN/STUN

Listen IP Media Relay IP Service FQDN
Profile

Linternal (A1, VLAN 0)f v | [ Ext_Firewall_Pri (B1. |

i TURN] -
Finish
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3. Add TURN Relay for secondary

Listen IP Media Relay IP Service FQDN [ ———
Profile
Internal (A1, WVLAN 0)| * Ext Firewall Sec (B1| r
I. I— I— I‘ TURN] r
10.1.1.41 v 10332 v
Finish

Configuring WebRTC Gateway

1. Open a browser and connect to https://<PrimaryServerlP>:7070, use the Administrator login
and password
2. On the Applications menu click on WebRTC Configuration
3. Go to the Media Gateway Settings and enter the followings then click Save:
a. STUN Server Address: public IP of corporate firewall (or the SBCE external interface if
there is no corporate firewall)
STUN Server Port: 3478
TURN Server Address: internal interface of SBCE
TURN Server Port: 3478
TURN User Name: user name defined on SBCE TURN configuration
TURN Password: password defined on SBCE TURN configuration
Enforce TURN: set to Yes otherwise RTP will not necessarily go through the TURN server
because in ICE candidate list the relay candidate is the last choice, if there are other
working candidates, those will be preferred to relay.

™m0 oo0T

AVAYA
% Solution  Call Management =~ System Seitings =~ Security Manager = Applications

WebRTC Gateway | ipo11

System Settings
SIP Server Settings

Media Gateway Settings Minimum Maximum
58002 60002
Minimum Maximum
56000 58000
Codecs - Audio
1. PCMU ok
2. PCMA 4
3. telephone-event ok
Codecs - Video
1. VPS8 b
DTMF Payload Type STUN Server Address STUN Server Port
101 | 135 0 124 0 242 0 20 | 3478
TURN Server Address TURN Server Port TURN User Name
[0 v 1w [3478 ]
TURN Password Enforce TURN

4. From the WebRTC Configuration dropdown select secondary
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AVAYA ; ;
& Solution  Call Management = System Seitings

Security Manager ~ Applications

WebRTC Gateway | ipo11
On Selected Server
System Settings ipo11
SIP Server Settings ipotisec
Media Gateway Settings Minimum Maximum oK
58002 60002
Minimum Maximum

56000 58000

5. Go to Media Gateway Settings and enter the details for secondary

AVAYA
H Solution

Call Management

System Seitings =~ Security Manager ~ Applications

WebRTC Gateway | ipo11sec
System Settings
SIP Server Seftings
Media Gateway Settings Minimum Maximum
58002 60002
Minimum Maximum
56000 56000

SIP Clients

Codecs - Audio
1. PCMU

2. PCMA

3. telephone-event

Codecs - Video
1. VP8

DTMF Payload Type
101

TURN Server Address

10 1 1

ol
T
ol
ol
STUN Server Address STUN Server Port
[[135 124 200 21 | [3ars
TURN Server Port TURN User Name
41 | |34T8 turnuser

TURN Password

Enforce TURN

Ces

Communicator for Windows

The Avaya Communicator for Windows starts with a DNS A query on the configured Server Address
(FQDN of IP Office), then initiates SIP registration to the IP address returned by the DNS server. The IP
Office will send the FQDN of One-X Portal in the onex_server field of 200 OK SIP response. The client
does a DNS A query on this onex_server value, and then initiates XMPP connection to the IP address
learnt from DNS server. On the client we need to configure the FQDN, SIP port, transport and SIP
domain of the IP Office. For failover the client uses the FQDN returned by IPO during the SIP
registration. The FQDN is in the backup_ipoffice_server field of the 200 OK.

Configuration:

1. In Settings / Server set the followings:
a. Server Address: FQDN of IP Office (SIP Registrar FQDN on IP Office)
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b. Server Port: 5061
c. Transport Type:
d. Domain: SIP domain (SIP Domain Name on IP Office)

Communicator for iPad

The Avaya Communicator for iPad starts with a DNS A query on the configured Server Address (FQDN of
IP Office), then initiates SIP registration to the IP address returned by the DNS server. The IP Office will
send the FQDN of One-X Portal in the onex_server field of 200 OK SIP response. The client does a DNS A
guery on this onex_server value, and then initiates XMPP connection to the IP address learnt from DNS
server. On the client we need to configure the FQDN, SIP port, transport and SIP domain of the IP
Office.

NOTE: This particular client requires that all the addresses it connects to (FQDN of IP Office and One-X
Portal) are listed in the Subject Alternative Name field of the server certificate. Keep this in mind when
generating ldentity Certificate for IP Office or SBCE.

Configuration:

1. In Settings / Accounts and Services / Phone Service set the followings:
a. Phone Server Address: FQDN of IPO
Phone Server Port: 5061
Phone Service Domain: SIP domain
TLS: enable
Extension: Extension from User tab of IPO User form
f. Password: Password from User tab of IPO User form
2. In Settings / Accounts and Services / Presence Service enable Presence Service and leave
empty the Presence Server Address

®aoogo

Onex-X Mobile Preferred for Android

The Avaya One-X Mobile Preferred for Android first contacts the One-X Portal through the REST API
(port 9443) and downloads im_info and sip_info to learn primaryOnexAddress, secondaryOnexAddress
and sipRegistrarFgdn. The client does a DNS A query on these FQDNs and then registers to One-X Portal
and IPO. On the client we need to configure the FQDN of One-X Portal. User Name is the Name from
User tab of IPO User form, Password is Password from User tab of IPO User form. For failover the client
queries sip_info from secondaryOnexAddress learnt from initial im_info, then registers to the
sipRegistrarFqdn.

Configuration:

1. In Settings / Server ID and user account set the FQDN of One-X Portal, the user name and
password

2. In Settings / Voice Over IP / VolP operation mode set Always

3. In Settings / Advanced / Advanced VolP check Secure Connection. This option is needed for
encrypted signaling and media.

One-X Mobile Preferred for 10S

The Avaya One-X Mobile Preferred for 10S first contacts the One-X Portal through the REST API (port
9443) to learn the XMPP Domain and the SipRegistrarFqdn, then does DNS A query on XMPP Domain to
learn the IP of One-X Portal and a DNS A query on SipRegistrarFqdn to learn the IP of IP Office, finally
registers to One-X Portal and IPO. On the client we need to configure the FQDN of One-X Portal. User
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Name is the Name from User tab of IPO User form, Password is Password from User tab of IPO User
form.

NOTE: Since this particular client does a DNS A query on the XMPP domain, it is highly recommended to
set the XMPP domain to the same as Host Domain Name to make sure it is resolvable to the address of
One-X Portal. If Resiliency is implemented, the REST API will include the primaryOnexAddress and
secondaryOnexAddress fields in im-info which contains the Host Domain Names of Primary and
Secondary servers. In that case the client uses these addresses instead of the XMPP Domain.

Failover works same way as on Android client.
Configuration:

1. In Settings / UC Server Settings set the FQDN of One-X Portal, the User Name and Password

2. In Settings / Application Configuration / VolP Mode set Always

3. Uncheck Settings / Security Settings / Validate Server Certificates

4. In Settings / Advanced Settings / Advanced VolP check Secure Connection. This option is
needed for encrypted signaling and media.

Equinox

Equinox client is available on multiple platforms, Windows, Android, iOS, MAC. They all have a common
behavior, common configuration, etc. The Equinox registration starts with a DNS A query on the FQDN
learnt from 46xxsettings (SIP_CONTROLLER_LIST), then initiates SIP registration to the IP address
returned by the DNS server. The client also initiates TLS connection for presence and directory services
to the same address on port 443. At the same time the client signs in to Zang Spaces for Instant
Messaging. For failover the Equinox client uses the FQDN returned by IPO during the SIP registration.
The FQDN is in the backup_ipoffice_server field of the 200 OK.

The two recommended way to configure Equinox:

1. Email based configuration where Zang email is used. The Client will contact accounts.zang.io and
check if domain of the given email address exists as a valid domain in Zang. If yes, it attempts to
download the Public Settings of Equinox Cloud Client application which is assigned to the given
domain. Example configuration:

{
"Client_Settings_File_Address": [
{
"Profile_Name": "IPO11",
"Client_Settings_File_Url": "http://ipoll.example.com/46xxsettings.txt"
}
]
}

In case of successful download, the client extracts the Client_Settings_File_Url and downloads
the settings file from the given URL.

2. Web based configuration where the URL is http://<FQDNofPrimary>/46xxsettings.txt

Once the settings file is downloaded, the client will ask the SIP extension and password. If email based
configuration is used, client will also ask the password to sign in to Zang Spaces.

Troubleshooting
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1. Use ping or nslookup to verify that all FQDNs are resolvable to the appropriate IP addresses. For
example on the external DNS:

2. Query the im-info and sip-info from One-X Portal and check if primaryOnexAddress,
secondaryOnexAddress, sipRegistrarFqdn fields are populated with appropriate FQDNs.

Enter in the browser: https://<FQDN>:9443/inkaba/user/my/im-info

<im-infos

<imId>»peter@ipoll.example.com</imId:>
<imPassword>123456</imPassword>
<myBuddyIdemybuddy@ipell.example, com</myBuddyId>
<primaryOnextddress>ipoll.example. com</primaryOnexAddress:
<secondaryOnexfddress>ipollsec. example. com</sec
</IMm-INTo>

ondaryOnexaddress

Enter in the browser: https://<FQDN>:9443/inkaba/user/my/sip-info
ip-infoz
entity>2081@example. com</identity:
riame>2@81</userName>
sword>123456<//passwords>
playMame>Peter A</displayName:
ivateAddress»>18.1.1.6@</privateAddress>
i ort>5868</udpPrivatePort:
ortx@</udpPublicPort:
Port>5@68</tcpPrivatePort>
ort»@</tcpPublicPort>
Port»5@61</tlsPrivatePort:
<tlsPublicPort>@</tlsPublicPort:>
yloadType>181</payloadType>
gnalingQos»136</signalingQos>
<yoiceQos»184</voiceQosy

ideoQos»184</videoQos>
;%egis:rar=qc">ipcll.example.cam<f5ipREgistra'Fccn>l
</sip-1into

<5

f

In case of failover, the im-info will contain the same values, but sip-info will point to Secondary
IP Office.

3. RunatraceSBC on the SBCE and check the registration of a Communicator for Windows or
Equinox client. In the 200 OK of REGISTER, check the onex_server and backup_ipoffice_server
fields. During normal operation the onex_server should contain the FQDN of Primary One-X
Portal and backup_ipoffice_server should contain the FQDN of Secondary IP Office.

17 May 2018 Page 64 / 75



During failover the onex_server should contain the FQDN of Secondary One-X Portal and
backup_ipoffice_server should contain 0.0.0.0.

WebRTC Clients

PhoneService

To test the solution, use the PhoneService demo WebRTC client.

1. Open in Chrome https://<FQDNofOneX>:9443/PhoneService and click on Settings icon
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Avaya IPO WebRTC Phone Service Q

(FOR DEMON STRATION PURFOSES ONLY)

Username

Password

| | Remember me

| | BumpConnection

2. Scroll down to Remote Worker section and enter the FQDN of OneX portal at the STUN server
(or you can configure any public STUN server) with port 3478

Avaya IPO WebRTC Phone Service ¢

(FOR DEMONSTRATION PURPOSES ONLY)

Application ID
Application UserAgent
RemoteWorker

Configure STUN Server

ipo11.example .com
| 3478

Configure TURN Server

FQDN/IP

Port

TURN Server Credentials

-
Rleornn

3. After saving the configuration enter Username and Password on the main screen and click Login
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Avaya IPO WebRTC Phone Service ¢

{FOR DEMONSTRATION PURPOSES ONLY)

| | Remember me
| | BumpConnection

4. After successful login make a call to a local user and verify two way talk path

Avaya IPO WebRTC Phone Service [ ] peter
{FOR DEMONSTRATION FURFOSES ONLY)
L X |
1 2 3
4 5 6
I 7 s
* 0 #

[P Office Web Client

1. Openin Chrome https://<FQDNofOneX>:9443/webclient Make sure pop-ups are enabled.
2. Enter Username and Password on the main screen and click Login
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AVAYA

IP Office Web Client

USER NAME  peter
PASSWORD ~ ee=e i

LANGUAGE English v

@ 2018 Avaya Inc. All Rights Reserved
View EULA

3. After successful login verify presence, then make a call to a local user either using Dialpad or by
calling directly a contact.

Search or dial

Most recent Most frequent Alphabetically

(v} Moss O

CONNECTED peter (2001)

) Moss0(2000) o @ w

— On the phane

Audio call

00 009 @
O ——

00:15
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Avaya Communicator for Web

Avaya Communicator for Web can be used either as a Chrome plugin or a standalone Windows

application.

1. Openin Chrome and install Avaya Communicator for Web from the Chrome App Store

o= chrome web store

avaya X

avaya
avaya aura

avaya communicator
avaya equinox

avaya screen

S R COmTITHoF Avaya Communicator for Web
AVAYA offered by www.esna.com

Communicator for Web Avaya Communicator for Web

2. Start Avaya Communicator for Web and login with your account (or click on Create account if

not yet created)

Ayaya Communicator f... — O

X

AVAYA COMMUNICATOR
FOR WEB

Login with one of the following:

. Salesforce
‘s Email account

g+ Google

Create account

3. Once logged in with account, set Authorize using field to Use explicit credentials, then set the
Presence Server and Media Server to the FQDN of One-X Portal, and use the login/password of

the user on One-X Portal to connect.
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Avaya Communicatorfor.. — O *

AVAYA COMMUNICATOR
FOR WEB

Presence server:

| ipo11.example.com |

Media server(s):

ipo11.example.com
Lp ple.com |

User:

| moss@example.com |

Password:

Save credentials

4. When logged in, click on presence status

I Avaya Communicator for.. — O b4
() Available
Ja Ready : Deskphone 2000 [moss

5. Change the Phone device to Softphone
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I svaya Communicatorfor... — O X
® Available
¥} Ready : Softphone [moss]
), Search or dia b4
Presence

Enter presence label
@ Available

Busy

£y

(—) Unavailable

Phone device

Softphone

maoss

Deskphone

moss

6. Verify both presence and softphone is available/ready
I Avaya Communicator for... — O X

) Available

A Ready : Softphone [moss]

7. Make a call using dial pad or contact and verify talk path
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Avaya Communicator for.. — O X

* ®Available
{1 Ready : Softphone [moss]

Q jancsi b

jancsi
On the phone

CALL

jancsi (2002)
Connected
00:27

Puton.. Transfe.. Mutea.. Keypad

(K startvideo ﬁ Hangup

Troubleshooting tools

There are some common troubleshooting practices for all clients, and there are client specific options as
well.

1. Common to all clients
a. In Chrome open new tab with chrome://webrtc-internals

Make a test call, select the latest call on webrt-internals and check the icecandidates, the
connection, etc.

Aveys IPOWEBRIC @ X / [) WebRTC Internals. x Pt
“ C | ® Chrome | chrome//webrtc-internals w88 0
» Craate Dump

GetUserMediaRequests ~ hifpsi//ipo example.com 9443/PhoneService!|
R e i

https //ipo.example com:9443/PhoneService/, { iceServers: []. iceTransportPolicy: all, bundlePolicy: balanced, rtcpMuxPolicy: require, iceCandidatePoolSize: 0 }, {advanced: [{enableDtisSrtp: {exact true}), {enablelPv6: {exact faise}}, (enableDscp: {exact: true}}]}

Time Event Stats Tables
102722017, 112908 AM  » addStream » googTrack_1d36d049-9787-40cc-972f-94d5d50718cf (googTrack)
102722017, 112908 AM > createOffer » goog 73585287 3 (googl
1022772017, 112908 AM  negotiationneeded : bweforvideo (VideoBwe)

WEIEIT T 2300AM  r SmeOiuOndecoess googCertiicate_17.D9.C9 98.2C 88:DC F4 C7:01.54'14 E2 £C 09 AC 6F EE CF B3 3F 93.5F 3D 8F 98.3C D3 4
10/27/2017, 112908 AM  » setLocalDescription (googCertificate)
1012722017, 112908 AM > signalingstatechange » Channel-audio-1 (googComponent)
102772017, 11:29:08 AM _ setLocalDescriptionOnSuccess ¥ ssrc_4018913423_send (ssrc)
» googTrack_defaufia (googTrack)
HOZIZIISITZI06 AN W icigetmnouiechiuipy > 809 B0.76:31.71:C8.02 E4.77:51.08 4E (googCertificate)
102272017 112908 AM & icecandidate (host) ¥ Conn-audio-1-0 (googCandidatePair)
10/27/2017. 11:2908 AM  » icecandidate (host) Statlstics Conn-audio- 10
10272017, 112908 AM  » icecandidate (host) timestamp 1012772017, 11:29:52 AM
102712017, 11:26:08 AM  » icecandidate (host) googActiveConnection true
10272017, 112908 AM & icegatheringstatechange bytesReceived 0
10272017 112918 AM  » setRemoteDescription bytesSent 302476
1072772017, 112918 AM b signalingstatachange packetsSent 28
10272017, 112918 AM  » iceconnectionstatechange googReadable true
10227/2017, 11:2918 AM  » onAddStream requestsSent R
102712017, 11:2918 AM _ setRemoteDescriptionOnSuccess. consentRequestsSent 1
107272017 112913 AM  » iceconnectionstatechange responses Sent 1
101272017 112933 AM  » iceconnectionstatechange requestsReceived 1
responsesReceived R
googChannelid Channel.audio.1
GoogLocaiRddress TN TR G056
localCandidateld Cand-zoM8nm1t
googlLocalCandidateType local
googRemoteAddress 135.124.242.47:50498
remoteCandidateld Cand-RIYpvXXP
googRemoteCandidateType relay
googRt 61
packetsDiscardedOnSend 0
googTransportType udp
googWritable true

» Cand-zoM8nm1t (localcandidate)
» Cand-RIYpvXXP (remotecandidate)

b. Do atraceSBCE trace on SBCE and enable STUN/TURN/ICE capture
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a
4
4
a
4
4
a
4

5 9 -+
Capture filter: <NO FILTER>
Display filter: <NO FILTER>

s=5top g=Quit ENTER=Details (f=Filters a=ApplyS5Session e=Erase) w=Write c=Clear

2. PhoneService

The debug logs can be captured in the Developer tool of the browser (CTRL+SHIFT+l in Chrome). To
enable verbose logging, open Settings on the main screen, check Enable Logs, and set password to
Avayal23, then click Save
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Avaya IPO WebRTC Phone Service a

{FOR DEMON STRATION PURPOSES ONLY}

Settings Cancel Save

Service Type

PhoneService v

Configure Signal Gateway

FQDN/IP

Enable Video

Enable Logs

RemoteWorker v

% @A) | Elements Comsole Sources MNetwork Performance Memory Application  Security  Audits  AdBlock @245 i X
M & |top v | |Filter Alllevels ¥ @1 Group similar -1
Avaya IPO WebRTC Phone Service [ ] peter Listener registered for event: phoneservice.GatewnyHaMoceCnanged .

Jsonrpe-3.0.8%, *id": "b355a404-£5d6-4362-97 e
s pnoneservices, “nx BetGatewsySettings®, ‘params®: (“type*:“all*}}

sending message:
{FOR DEMONSTRATION FURFOSES ONLY) d1348¢308800", “sery:
DEBUGH=* Applis

sending message:
a 2525108350587, "

3.0.6%, "appld
handleIncominghsg:

~14308040- 79ec-dase-ec3-
1 ‘parans”: {*applicationID": "phoneservice-11.0", "apnlicati
“authType: "passuord® , “suthToken":null, “bumaConnec tion®: *F

5640 -£5d6-4962-972e -

cice":"pheneservice”, “nsgname’
onInstancelD" : 2437009086, "userID"

sanrpc-3.8.87, "service™
"gatewsySettingsResponse”, "parsn:

getewsySettingsResponsetiandler s 5
4 5 6 OTHF Paylosd:lel
Stun details @ {
ip: "135.124.242.20°,
3478

aslmin, s:s

* 0 # Enforce Turn : trus
Gateway Version :Avaya webRTC 713cev
05¢P 1184-18

set STUM configuration:

Stunserver url {
url”: "stun;135.124.242.20:3478"
}

handleIncominghsg: {
252510836050" , "msgnane” : "logi ., "parans”: {"r estring
ue, “nafnsbled”: true, “hafeilover Time": "1, “hafailbackTine" "66" , "backuplatenny
TPOL_SECONDA ddress”:18.1.1.61", “domain": "ipollsec. exanple.,com”, "port™: "9443"}

sanrpc-3.0.0% ‘Bheneservice
. -: 200"

14808040+ 798¢ - 485¢-92c3~
“ok", "1 g

StatusHar

ler - Registration successful
@version: evtLoginstatustanaler - Clearout callMap entries

Registration 11 Guersion: Aut

crflegistrationStateChange :: RESULT = AML_MSG_LOGTH_SUC

enRsglstrationstateCnange i reason = SIP reglstration success

IPacrassipoll. exsnple. com
Client 491 :: _getalternateserverConfic

3. Web Client
The debug logs can be captured in the Developer tool of the browser (CTRL+SHIFT+l in Chrome).

17 May 2018 Page 74 / 75



AVAYA

ormance  Memory  Appication  Security

Alllevels ¥ @

1oL oL SR Lo
[CONV. WINDOM] _addConversation webAteCall [object Object]
markTabACTIvE toralounnole :
_haldWebRtcCalionTabSwitcl false : callld :
35Fip011 exanple.con i falee

unigueKey

.

Most recant

Q

Mast frequent

newisibleTabContent Indes:

2016-25-17 99:43:16.948 39095¢2661550¢157 265047 HT6¢ 39810011 . example. com)

Peler A

A

call 2003; meclaType: @

© 2915 object ATCIcaCangidate]
2015-2
1.3 sendhequestTobneXPortal url: hitps://ipoll. exsmgle.con 383/
. : W15-% WEDSOCKET : MESSIE SENT [ WS iNEardeat

>R Finished loading: POST
2016-05-17 99:43:20.457 INFO
17 88:43:21.575 DEBUG

sending m

2018-85-17 09:43:21.554 DEBLG - r

1.588 DEBUG - CallManager: :onCallTerminate :
+ Call Dropped

2018-05-17 09:43:21.589 DEBUG - brI929542e615800 35710067 10763061 poL1,
17 €9:43:21.598 DEBUG - Callbanager.deletefall : callld : bedd:
17 09:43:21.591 DEBLG - CaliMsmager .deleteCall
17 99:43:21.592 DEBLG - f _
BUG - AbstractCall(be33295¢2eel55he 35 71eb0eT:

mple. con

clesnup complete.

39910011 1e.com)

4. Avaya Communicator for Web

84-2802 - 4869 B6aF
+"DC392951 2ee1550C 357106373

resetCall: Agplication is handling the local stresetnis is an suole call

11: dpplication is mandling the remcte stresm/this is sn audic call

1556c38 71eb8¢72076c 188 ip011  example .com

6e30@ipoll. example  com) 1:_changeCallState from

losdia

onCallEnded

The debug logs can be captured in Chrome opening app/avaya/background.html from the

Extensions

& Cc |G Chrome | chrom

Extensions

Avaya Communicator for Web 1.0.17.2103
Avaya Communicator for Web
Details

ID: pikjihhnegikngnamahchimithdIfhkm

Inspect views: app/avaya/app3.html (iframe) Iapp,-'avaya;"background.html r
app/avaya/app3.html

|| Allow in incognito |

| Allow access to file URLs

@ Developer Tools - chrome-extension://pjkjihhnegikngnamahchimifhdithkm/app/avaya/b
=
(]

ckground.htm

Elements Console Sources Network Performance Memory  Application  Security  Audits  AdBlock

¥ | |Filter

[ONEX] onex:_recv undefined

top Alllevels ¥

B XHR finished loading: POST "https://onex.example.com:9443/inyama/service/session/heartbeat™.
[AVKHPP] pauc-1.2-1512718541109800-#-689 ping

abber:client” type="get” id="iq151272440248974">

ing xmlns="urn:xmpp:ping"></ping>

[AVKHPP] pauc-1.2-1512718541189800-4-689 xmpp:sent
BXHR Finished loading: POST “"httos
P XHR finished loading: POST "https://onex.example.com:7443/http-bind/".
[AVKHPP] pauc-1.2-1512718541109800-4-689 pinged

[AVXMPR] pauc-1.2-1512718541106000-2-688 xmpp:recy
<ig wmlns="jabber:client” type="result” id="iq151272440248974" to="dome@onex.example.com/pauc-1.2-1512718541109860-#-689"5</iq>

»XHR finished loading: POST "https://onex.examole.com:7443/http-bind/".
[AVKHPP] pauc-1.2-1512718541109800-#-689 ping

443/ http-bind/".

enex.example . com

abber:client” type="get” id="iq151272445251675">

="urn:xmpp:ping"></ping>

[AVXMPP] pauc-1.2-1512718541189006-4-689 xmpp:sent
[AVXMPP] pauc-1.2-1512718541189008-4-689 pinged

[AVXMPP] pauc-1.2-1512715541109000-4-659 xmpp:recy
<ig xmlns="jabber:client’ i

dome@onex. example. com/pauc-1.2-1512718541189800- #-689" ></iq>

»XHR finished loading POST
B XHR finished loading: POST "https:
»XHR finished loading: POST "https://onex.example.com:7443/http-bind
[AVKHPP] pauc-1.2-1512718541109000-4-689 ping

enex.example . com: 7443/ http-bind/

<ig xmlns="jabber:client” type="get’
<ping xmlns="urn:xmpp:ping"></ping>
</ig>

id="iq151272450261676" >

[AVXMPP] pauc-1.2-1512718541189006-4-689 xmpp:sent
[AVXMPP] pauc-1.2-1512715541109008-4-689 pinged

[AVKHPP] pauc-1.2-1512718541109800-4-689 xmpp:recy
<iq xmlns="jabber:client" i "1g151272458261676" dome@onex. example. com/pauc-1.2-1512718541189800-#-689" ></iq>

enex.example. com: 7443/ http-bind/

P XHR finished loading: POST
P XHR finished loading: POST "https

onex.example . com:7443/http-bind

|+ Enabled

o] Developer mode

background.

1812:2288
i52v=0.9.13.1912:2488

background

background 1912:2488
background. 1912:2495
background. js2v=9.0.13.1912:418

backgreund. §s2v=9.0.13.1912:418
background. js 2 -9.13.1912:418
i 9.13.1812:2488

background. 1912:2495
background. js2v=9.9.13.1912:248%
background.js?v=9.9.13.1912:2495

background. js2v=9.0.13.1912:418
background. §52v=9.8.13.1912:418
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